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DATA STORAGE AND SERVICE PROCESSING METHOD
AND APPARATUS

[0001] The present application claims priority to Chinese Patent Application No.
201610007367.5, filed on January 6, 2016 and entitled "Data Storage and Service
Processing Method and Apparatus", which is incorporated herein by reference in its

entirety.

TECHNICAL FIELD

[0002] The present application relates to the field of computer technologies, and

in particular, to a data storage and service processing method and apparatus.

BACKGROUND

[0003] With the development of network technologies, a server can provide more
diversified services for a user. For example, the server can provide a historical chat
record query service for the user.

[0004] Currently, the data of a user needs to be stored on a server before the
server provides a service for the user. In the existing technology, the server usually
groups users into N (N is a positive integer) groups based on user IDs, and stores data
corresponding to users in each group on different servers. After the server receives a
service processing request including a user ID that is sent by a user, the server is first
searched for data corresponding to the user ID. If there is data corresponding to the
user ID, the data corresponding to the user ID is directly obtained, and a service is
executed based on the obtained data. If there is no data corresponding to the user ID,
the service processing request is sent to another server, and the another server
executes a service based on the data corresponding to the user ID.

[0005] For example, the server groups nine users into three groups based on user
IDs, and each group includes three users. Historical chat records corresponding to
three users in the first group are stored on server 1, historical chat records

corresponding to three users in the second group are stored on server 2, and historical
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chat records corresponding to three users in the third group are stored on server 3.
When server 1 receives a chat record query service request including a user ID that is
sent by a user, server 1 is searched for a historical chat record corresponding to the
user ID. If the historical chat record is identified, the identified historical chat record
is directly returned to the user. If the historical chat record is not identified, the chat
record query service request is sent to server 2 and/or server 3, and server 2 and/or
server 3 are/is searched for the historical chat record corresponding to the user ID.

[0006] However, in the existing technology, if one or several servers are faulty,
data stored on the server cannot be accessed. In other words, some users cannot

normally execute services in this situation.

SUMMARY

[0007] Implementations of the present application provide a data storage and
service processing method and apparatus, so as to resolve a problem in the existing
technology that when one or more servers are faulty, some users cannot normally
execute services.

[0008] An implementation of the present application provides a service
processing method, where data of each user is separately stored on at least two servers,
and the method includes: receiving, by a server, a service processing request, where
the service processing request includes a user identifier and a data identifier of data
needed by a service; determining whether there is the data corresponding to the data
identifier in data corresponding to the user identifier that is locally stored on the
server; and if yes, obtaining the locally stored data corresponding to the data identifier,
and executing the service based on the obtained data; or if no, obtaining the data
corresponding to the data identifier from another server, and executing the service
based on the obtained data.

[0009] An implementation of the present application provides a service
processing method, where a total balance of each user is divided into a plurality of
sub-balances, and the plurality of sub-balances are separately stored on at least two
servers, and the method includes: receiving, by a server, a service processing request,
where the service processing request includes a user identifier and an amount of
money needed by a service; determining whether a balance amount of a sub-balance

corresponding to the user identifier that is locally stored on the server is not less than
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the amount of money; and if yes, obtaining a locally stored sub-balance with the
amount of money, and executing the service based on the obtained sub-balance; or if
no, obtaining sub-balances totaling the amount of money from the server and another
server, and executing the service based on the obtained sub-balances.

[0010] An implementation of the present application provides a data storage
method, where the method includes: obtaining data of each user; dividing the data of
the user into a plurality of data sets with the same data volume; and separately storing
the plurality of data sets on at least two servers, and storing, on each server, a user
identifier of the user, a total data volume of the data of the user, a server identifier of
each server, and a data volume of a data set stored on each server.

[0011] An implementation of the present application provides a data storage
method, where the method includes: obtaining a total balance of each user; equally
dividing the total balance of the user into a plurality of sub-balances; and separately
storing the plurality of sub-balances on at least two servers, and storing, on each
server, a user identifier of the user, the total balance of the user, a server identifier of
each server, and a balance amount of a sub-balance stored on each server.

[0012] An implementation of the present application provides a service
processing apparatus, where data of each user is separately stored on at least two
servers, and the apparatus includes: a receiving module, configured to receive a
service processing request, where the service processing request includes a user
identifier and a data identifier of data needed by a service; a determining module,
configured to determine whether there is the data corresponding to the data identifier
in data corresponding to the user identifier that is locally stored on the apparatus; and
an execution module, configured to: when a determining result of the determining
module is yes, obtain the locally stored data corresponding to the data identifier, and
execute the service based on the obtained data; or when a determining result of the
determining module is no, obtain the data corresponding to the data identifier from
another server, and execute the service based on the obtained data.

[0013] An implementation of the present application provides a service
processing apparatus, where a total balance of each user is divided into a plurality of
sub-balances, and the plurality of sub-balances are separately stored on at least two
servers, and the apparatus includes: a receiving module, configured to receive a
service processing request, where the service processing request includes a user

identifier and an amount of money needed by a service; a determining module,
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configured to determine whether a balance amount of a sub-balance corresponding to
the user identifier that is locally stored on the apparatus is not less than the amount of
money; and an execution module, configured to: when a determining result of the
determining module is yes, obtain a locally stored sub-balance with the amount of
money, and execute the service based on the obtained sub-balance; or when a
determining result of the determining module is no, obtain sub-balances totaling the
amount of money from the apparatus and another server, and execute the service
based on the obtained sub-balances.

[0014] An implementation of the present application provides a data storage
apparatus, where the apparatus includes: an acquisition module, configured to obtain
data of each user; a division module, configured to divide the data of the user into a
plurality of data sets with the same data volume; and a storage module, configured to
separately store the plurality of data sets on at least two servers, and store, on each
server, a user identifier of the user, a total data volume of the data of the user, a server
identifier of each server, and a data volume of a data set stored on each server.

[0015] An implementation of the present application provides a data storage
apparatus, where the apparatus includes: an acquisition module, configured to obtain a
total balance of each user; a division module, configured to equally divide the total
balance of the user into a plurality of sub-balances; and a storage module, configured
to separately store the plurality of sub-balances on at least two servers, and store, on
each server, a user identifier of the user, the total balance of the user, a server
identifier of each server, and a balance amount of a sub-balance stored on each server.

[0016] The implementations of the present application provide a data storage and
service processing method and apparatus. In the method, during data storage, data of
each user is obtained, the data of the user is divided into a plurality of data sets, and
the plurality of data sets are separately stored on at least two servers. When
processing a service based on stored data, a server receives a service processing
request that includes a user identifier and a data identifier of data needed by the
service, determines whether there is the data corresponding to the data identifier in
locally stored data corresponding to the user identifier, and if yes, obtains the locally
stored data corresponding to the data identifier, and executes the service based on the
obtained data, or if no, obtains the data corresponding to the data identifier from
another server, and executes the service based on the obtained data. In the method,

even if a certain server is faulty, a user can still execute a service by using data stored

4



10

15

20

25

30

on another server.

BRIEF DESCRIPTION OF DRAWINGS

[0017] The accompanying drawings described here are used to provide a further
understanding of the present application, and constitute a part of the present
application. The illustrative implementations of the present application and
descriptions of the implementations are used to describe the present application, and
do not limit the present application. In the accompanying drawings:

[0018] FIG. 1 illustrates a data storage process, according to an implementation of
the present application.

[0019] FIG. 2A is a schematic diagram illustrating a first data storage system,
according to an implementation of the present application.

[0020] FIG. 2B is a schematic diagram illustrating a second data storage system,
according to an implementation of the present application.

[0021] FIG. 3 illustrates a service processing process, according to an
implementation of the present application.

[0022] FIG. 4 illustrates a balance storage process, according to an
implementation of the present application.

[0023] FIG. 5 illustrates a payment processing process, according to an
implementation of the present application.

[0024] FIG. 6 is a schematic structural diagram illustrating a data storage
apparatus, according to an implementation of the present application.

[0025] FIG. 7 is a schematic structural diagram illustrating a service processing
apparatus, according to an implementation of the present application.

[0026] FIG. 8 is a schematic structural diagram illustrating a balance storage
apparatus, according to an implementation of the present application.

[0027] FIG. 9 is a schematic structural diagram illustrating a payment processing

apparatus, according to an implementation of the present application.

DESCRIPTION OF IMPLEMENTATIONS

[0028] To illustrate the objectives, technical solutions, and advantages of the

present application, the following clearly and completely describes the technical
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solutions of the present application with reference to the implementations of the
present application and corresponding accompanying drawings. Apparently, the
described implementations are merely some, but not all of the implementations of the
present application. All other implementations obtained by a person of ordinary skill
in the art based on the implementations of the present application without creative
efforts shall fall within the protection scope of the present application.

[0029] FIG. 1 illustrates a data storage process, according to an implementation of
the present application. The process includes the following steps:

[0030] S101. For each user, obtain data associated with the user.

[0031] In the implementation of the present application, an entire data storage
system can be shown in FIG. 2A. In the system, the user data is stored in at least two
servers, and any one of the at least two servers can perform S101 to S103. Further, the
entire data storage system can be shown in FIG. 2B. In the system, the user data is
stored in at least two servers, and an intermediate device rather than the at least two
servers can perform steps S101 to S103. The following descriptions use the
intermediate device shown in FIG. 2B that performs steps S101 to S103 as an
example.

[0032] In actual application, before a server provides a service for a user, data of
the user needs to be stored on the server. Therefore, in the present application, the
intermediate device first obtains the data of each user.

[0033] For example, assume that the server can provide a historical chat record
query service for user A. The intermediate device first obtains a historical chat record
(data) of user A.

[0034] S102. Divide the data of the user into a plurality of data sets with the same
data volume.

[0035] In the implementation of the present application, because any data usually
includes a data volume as a data attribute, the intermediate device can divide the
obtained data of the user into the plurality of data sets based on a data volume. During
subsequent service processing, because a service processing request sent by the user
can be sent to any server, and each server can obtain data needed for service
processing from a locally stored data set, after the data of the user is divided based on
the data volume, the obtained data sets have the same data volume.

[0036] Certainly, the present application also provides another division method.

After any two data sets are obtained through division, the difference between data
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volumes of the two data sets is less than or equal to a predetermined threshold. The
threshold can be set based on an actual situation.

[0037] In addition, it is also worthwhile to note that the number of data sets
obtained through division can be determined based on the number of servers that are
to store the data of the user. The number of data sets obtained through division is not
less than the number of servers that are to store the data of the user.

[0038] Continuing with the previous example, assume that user A has 99 historical
chat records, there are three servers in total, and data of the user is divided into a
plurality of data sets with the same data volume. As such, the intermediate device can
divide the historical chat records of user A into data set 1, data set 2, and data set 3
that include 33 historical chat records each.

[0039] S103. Separately store the plurality of data sets on at least two servers, and
store, on each server, a user identifier of the user, a total data volume of the data of the
user, a server identifier of each server, and a data volume of a data set stored on each
server.

[0040] In the implementation of the present application, after the intermediate
device divides the data of the user into the plurality of data sets, the intermediate
device can send the plurality of data sets that are to be stored to at least two servers
separately. Each server stores at least one data set.

[0041] To help subsequently search the at least two servers for the data of the user,
and execute a service based on the identified data of the user, in the present
application, in addition to locally saving a data set in a server, the server further needs
to store the user identifier of the user, the total data volume of the data of the user, the
server identifier of each server, and the data volume of the data set stored on each
server. There is a mapping relationship between the server identifier of each server
and the data volume of the data set stored on the server. In other words, the data
volume of the data set stored on each server can be known from the mapping
relationship.

[0042] Continuing with the previous example, in addition to data set 1 that

includes 33 historical chat records, server 1 can store data shown in Table 1:

Table 1

Data name Data value
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User identifier User A

Total data volume of data of the user 99 historical chat records
Identifier of server 1 Server 1

Identifier of server 2 Server 2

Identifier of server 3 Server 3

Data volume of data set 2 stored on server 2 33 historical chat records
Data volume of data set 3 stored on server 3 33 historical chat records

[0043] The data shown in Table 1 can be sent by the intermediate device to each
server and stored on the server.

[0044] In the method, even if a certain server is faulty, a user can still execute a
service by using data stored on another server.

[0045] In addition, when steps S101 to S103 shown in FIG. 1 are performed by
any server shown in FIG. 2A, the server can obtain data of the user, divide the data of
the user into a plurality of data sets, then store at least one data set, and eventually
distribute other data sets to other servers for storage. Meanwhile, the server can
locally store the user identifier of the user, the total data volume of the data of the user,
the server identifier of each server, and the data volume of the data set stored on each
server, and then send the data to the other servers for storage.

[0046] In the implementation of the present application, after the data of the user
is stored by using steps S101 to S103, the server can execute a service based on data
stored on different servers. An entire service processing process is shown in FIG. 3.
[0047] FIG. 3 illustrates a service processing process, according to an
implementation of the present application. The process includes the following steps:
[0048] S301. A server receives a service processing request.

[0049] In the implementation of the present application, because data of a user is
stored separately on different servers, the service processing request sent by the user
by using a terminal is sent to any one of a plurality of servers. The service processing
request includes a user identifier and a data identifier of data needed by a service, to
notify the server which user and data associated with the user need to be processed.
[0050] S302. Determine whether there is data corresponding to the data identifier
in a data set corresponding to the user identifier that is locally stored on the server. If

yes, perform step S303, or if no, perform step S304.
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[0051] In the implementation of the present application, after receiving the service
processing request sent by the user, the server determines data sets corresponding to
the user based on the user identifier included in the service processing request, and
determines, based on the data identifier included in the service processing request,
data sets needed for executing the service. If a data set stored on the server includes
the data corresponding to the data identifier, in other words, there is the data set
needed for executing the service, step S303 is performed. If the data set stored on the
server does not include the data corresponding to the data identifier, step S304 is
performed.

[0052] S303. Obtain the locally stored data corresponding to the data identifier,
and execute a service based on the obtained data.

[0053] S304. Obtain the data corresponding to the data identifier from another
server, and execute a service based on the obtained data.

[0054] In the implementation of the present application, after determining that
there is no data corresponding to the data identifier that is locally stored on the server,
the server can directly send a data acquisition request to the another server, to obtain
the data corresponding to the data identifier from the another server, and execute the
service based on the obtained data. The data acquisition request includes the user
identifier and the data identifier.

[0055] In the previously described method, when a certain server is faulty, data of
the user stored on the server cannot be used, but data of the user stored on another
server can still be used, and data needed for executing a service is probably stored on
the another server. As such, the service can still be successfully executed. In the
existing technology, if a server that stores the data of the user is faulty, the service
cannot be executed. Compared with the existing technology, the method greatly
improves the possibility that a service is executed.

[0056] In actual application, a server can execute a service based on a data
volume of the corresponding data. Therefore, the data identifier, included in the
service processing request, of the data needed by the service can be a data volume of
the data needed by the service. Then, the server determines, based on the data volume
that is included in the service processing request of the data needed by the service,
whether a data volume of the data corresponding to the user identifier that is locally
stored on the server is not less than the data volume of the data needed by the service.

If yes, the server determines that there is the data corresponding to the data identifier
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on the server. If no, the server determines that there is no data corresponding to the
data identifier on the server.

[0057] Further, because the data of the user is not only stored on the previously
described server but also on another server, in the present application, if there is no
data corresponding to the data identifier on the server, in other words, the data volume
of the data corresponding to the user identifier that is locally stored on the server is
less than the data volume of the data needed by the service, the data corresponding to
the data identifier can be obtained from the another server. A difference between the
data volume of the data needed by the service and the data volume of the data
corresponding to the user identifier that is locally stored on the server can be
determined, and data corresponding to the user identifier and with a data volume
being the difference is obtained from the another server.

[0058] In addition, the present application provides an implementation of
obtaining the data corresponding to the user identifier and with a data volume being
the difference from the another server: data corresponding to the user identifier that is
stored on other servers is sequentially obtained in descending order of data volumes
of the data, until an obtained data volume is the difference.

[0059] In actual application, a sum of the data volumes of the data corresponding
to the user identifier that is stored on the other servers may be less than the
determined difference. Therefore, in the present application, before obtaining the data
corresponding to the user identifier and with a data volume being the difference from
the another server, the server can first determine whether a sum of data volumes of
data corresponding to the user identifier that is stored on all the servers is not less than
the data volume of the data needed by the service. If yes, the server can obtain the
data from the another server. If no, it indicates that the data volume of the user is
insufficient to execute the service, and the server can directly refuse to execute the
service.

[0060] Eventually, after processing the service based on the obtained data, the
server needs to update the data volume of the locally stored data corresponding to the
user identifier. In other words, the server updates the total data volume of the data
corresponding to the user identifier, the data volume of the locally stored data
corresponding to the user identifier, and the data volumes of the data corresponding to
the user identifier that is stored on the other servers. When the data volume of the data

corresponding to the user identifier that is locally stored on the server is less than the
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data volume included in the service request sent by the user, a data volume of data
corresponding to the user identifier is obtained from the another server. As such, when
updating the data volume of the locally stored data corresponding to the user identifier,
the server also needs to send an update request to the another server, so that the
another server updates locally stored data based on the total data volume of the data
corresponding to the user identifier, the data volume of the locally stored data
corresponding to the user identifier, and the data volumes of the data corresponding to
the user identifier that is stored on the other servers.

[0061] It is worthwhile to note here that servers in the previous service processing
are servers that run normally. If a certain server is faulty, the server cannot receive a
service processing request sent by the user or a data acquisition request sent by
another server to the server. In other words, a server that receives the service
processing request can monitor whether another server is faulty, and can obtain data
from another server that is not faulty.

[0062] In the previously described service processing method provided in the
implementation of the present application, in actual application, when executing a
service related to money such as payment and transfer, the server needs to execute the
service based on an amount of the money (that is, a data volume of data). Therefore,
to more clearly describe the data storage method and the service processing method in
the present solutions, data is an account balance in the following descriptions.

[0063] FIG. 4 illustrates a balance storage process, according to an
implementation of the present application. The process includes the following steps:
[0064] S401. Obtain a total balance of each user.

[0065] In actual application, it is increasingly popular for a user to execute
services such as purchase and payment by using a balance in a payment account.
Before a service is executed by using the balance, the balance of the user needs to be
first stored on a server. As such, in the present application, the server first obtains the
total balance of each user.

[0066] For example, assume that the server provides a balance payment service
for user A. An intermediate device first obtains a total balance 300 RMB of user A.
[0067] S402. Equally divide the total balance of the user into a plurality of
sub-balances.

[0068] Continuing with the previous example, assume that the total balance is

equally divided, and there are three servers to store the balance of user A. As such, the
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intermediate device can equally divide the total balance of user A into three
sub-balances. To be specific, sub-balance 1 is 100 RMB, sub-balance 2 is 100 RMB,
and sub-balance 3 is 100 RMB.

[0069] S403. Separately store the plurality of sub-balances on at least two servers,
and store, on each server, a user identifier of the user, the total balance of the user, a
server identifier of each server, and a balance amount of a sub-balance stored on each
server.

[0070] In the implementation of the present application, to help subsequently
search the at least two servers for the sub-balances of the user, and execute a payment
service based on the identified sub-balances of the user, not only the plurality of
sub-balances can be separately stored on the at least two servers, but also the user
identifier of the user, the total balance of the user, the server identifier of each server,
and the balance amount of the sub-balance stored on each server can be stored on the
servers, and the locally stored data is sent to another server, so that the another server
stores the data.

[0071] Continuing with the previous example, in addition to sub-balance 1 with a

balance amount of 100 RMB, server 1 can store data shown in Table 2:

Table 2
Data name Data value
User identifier User A
Total balance of the user 300 RMB
Identifier of server 1 Server 1
Identifier of server 2 Server 2
Identifier of server 3 Server 3
Balance amount of sub-balance 2 stored on server 2 100 RMB
Balance amount of sub-balance 3 stored on server 3 100 RMB

[0072] The data shown in Table 2 can be sent by the intermediate device to each
server and stored on the server.
[0073] In the method, even if a certain server is faulty, a user can still process a

payment service by using a sub-balance stored on another server.
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[0074] In the implementation of the present application, after the total balance of
the user is stored by using steps S401 to S403, the server can execute a payment
service based on sub-balances of the user that are stored on different servers. An entire
payment processing process is shown in FIG. 5.

[0075] FIG. 5 illustrates a payment processing process, according to an
implementation of the present application. The process includes the following steps:
[0076] S501. A server receives a service processing request.

[0077] In the implementation of the present application, the service processing
request includes a user identifier and an amount of money needed by a service, to
notify the server of a user who needs to be paid and an amount of money needed for
the execution.

[0078] Continuing with the previous example, user A uses a balance payment
service when purchasing an item. As such, user A sends a payment service processing
request to the server by using a terminal. The payment service processing request
includes a user identifier of user A and 120 RMB needed by the payment service.
Assume that server | receives the payment service processing request.

[0079] S502. Determine whether a balance amount of a sub-balance
corresponding to the user identifier that is locally stored on the server is not less than
the amount of money. If yes, perform step S503, or if no, perform step S504.

[0080] Continuing with the previous example, after receiving the payment service
processing request, server 1 identifies, based on the user identifier of user A, that a
balance amount of locally stored sub-balance corresponding to user A is 100 RMB,
and performs step S504 and subsequent processing when determining, based on 120
RMB needed by the payment service, that the balance amount of the locally stored
sub-balance corresponding to user A is less than the amount of money needed by the
payment service.

[0081] S503. Obtain a locally stored sub-balance with the amount of money, and
execute a service based on the obtained sub-balance.

[0082] S504. Obtain sub-balances totaling the amount of money from the server
and another server, and execute a service based on the obtained sub-balances.

[0083] In the implementation of the present application, when the server
determines that the balance amount of the locally stored sub-balance corresponding to
the user identifier is less than the amount of money needed by the service, it indicates

that the locally stored sub-balance is insufficient to process the service. As such, the
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sub-balance corresponding to the user identifier can be obtained from the another
server, and the service is processed based on sub-balances obtained from the server
and the another server.

[0084] The server can determine a difference between the amount of money
included in the service processing request and the balance amount of the sub-balance
corresponding to the user identifier that is locally stored on the server, obtain the
whole sub-balance corresponding to the user identifier that is locally stored on the
server, obtain a sub-balance with a balance amount being the difference from the
another server, and execute the service based on the sub-balances totaling the amount
of money that are obtained from the server and the another server.

[0085] It is worthwhile to note here that the sub-balance can be obtained from
another server that is not faulty.

[0086] Continuing with the previous example, assume that server 1 detects that
server 3 is faulty and server 2 runs normally. As such, server 1 determines a difference
between the amount 120 RMB included in the service processing request and the
balance amount 100 RMB of the sub-balance corresponding to user A that is locally
stored on server 1, namely, 20 RMB, sends a data acquisition request that includes the
difference 20 RMB to server 2 that runs normally, and receives a balance amount 20
RMB of a sub-balance that is returned by server 2. Meanwhile, server 1 obtains the
whole sub-balance 100 RMB corresponding to user A that is locally stored on server 1,
and performs balance payment processing based on 100 RMB obtained from server 1
and 20 RMB obtained from server 2.

[0087] In the previously described methods, when a certain server is faulty, a
sub-balance of the user stored on the server cannot be used. However, a sub-balance
of the user stored on another server can still be used, and a service can be successfully
executed provided that a sum of sub-balances of the user stored on servers that are not
faulty is greater than an amount of money needed by the service. In the existing
technology, however, usually when a server that stores a balance of the user is faulty,
a payment service cannot be executed. Compared with the existing technology, the
method greatly improves the possibility that the payment service is executed.

[0088] Further, the following method can be used to obtain the sub-balance with a
balance amount being the difference from the another server: Sub-balances
corresponding to the user identifier that are on other servers are sequentially obtained

in descending order of balance amounts of the sub-balances, until an obtained balance
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amount is the difference.

[0089] Eventually, after processing the service based on the obtained sub-balance,
the server needs to update the balance amount of the locally stored sub-balance
corresponding to the user identifier. In other words, the server updates the total
balance corresponding to the user identifier, the balance amount of the sub-balance
corresponding to the user identifier that is locally stored on the server, and the balance
amounts of the sub-balances corresponding to the user identifier that are stored on the
other servers. When the balance amount of the sub-balance corresponding to the user
identifier that is locally stored on the server is less than the amount of money needed
by the service and included in the service request sent by the user, the server obtains a
balance amount of a sub-balance corresponding to the user identifier from the another
server. As such, when updating the balance amount of the locally stored sub-balance
corresponding to the user identifier, the server also needs to send an update request to
the another server, so that the another server updates locally stored data based on the
total balance corresponding to the user identifier, the balance amount of the
sub-balance corresponding to the user identifier that is locally stored on the server,
and the balance amounts of the sub-balances corresponding to the user identifier that
are stored on the other servers.

[0090] It is worthwhile to note here that, assume that a sum of balance amounts of
sub-balances stored on all other servers other than the server that receives the service
processing request is greater than the determined difference. However, if a certain
server in all the other servers becomes faulty, and a sum of balance amounts of
sub-balances stored on the other remaining normal servers is less than the determined
difference, a payment service cannot be processed for the user. In this situation, a
payment notification can be returned to the user. The payment notification is used to
notify that the total balance of the user remains unchanged, the balance stored by the
user cannot be used for the payment service just because a certain server is faulty, and
the balance of the user can be used for the payment service after the server recovers.
[0091] For example, there are three servers in total: server 1 stores 30 RMB,
server 2 stores 30 RMB, and server 3 stores 30 RMB, and a price of an item that user
needs to purchase is 70 RMB. Assume that server 2 is faulty. After receiving a
payment service processing request sent by the user, server 1 determines that a
balance amount of a sub-balance stored on another server (namely, server 3) that runs

normally is less than a determined difference (namely, 40 RMB). As such, server 1
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sends a payment notification to the user, to notify user A that the total balance is still
90 RMB, the balance 90 RMB stored by the user cannot be used for a payment
service only because server 2 is faulty, and the balance of the user can be used for the
payment service after server 2 recovers.

[0092] In the present application, when a sub-balance locally stored on a server is
insufficient, a sub-balance needs to be obtained from another server that runs normally,
and a payment service is then processed based on the locally stored sub-balance and
the obtained sub-balance. A transfer operation between servers is involved, and the
transfer operation between the servers reduces service processing efficiency.
Therefore, in the present application, whether an average balance amount of
sub-balances of each user that are stored on all servers is greater than a certain
threshold can be determined. If yes, the balance storage method and the payment
processing method shown in FIG. 4 and FIG. 5 can be used for the user. If no, the
balance storage method and the payment processing method shown in FIG. 4 and FIG.
5 cannot be used for the user.

[0093] The present application provides an implementation for determining
whether a user can use the balance storage method and the payment processing
method shown in FIG. 4 and FIG. 5. If an average balance amount of sub-balances of
the user that are stored on all servers is greater than an average amount of money
needed by the user to execute a single payment service, the user can use the balance
storage method and the payment processing method shown in FIG. 4 and FIG. 5. As
such, a transfer operation between servers can be effectively avoided. The average
amount of money needed by the user to execute a single payment service can be
determined based on an amount of money of a historical payment service of the user.
[0094] The data storage method, the service processing method, the balance storage
method, and the payment processing method provided in the implementations of the
present application are described above. Based on the same idea, the implementations
of the present application provide four apparatuses: a data storage apparatus shown in
FIG. 6, a service processing apparatus shown in FIG. 7, a balance storage apparatus
shown in FIG. 8, and a payment processing apparatus shown in FIG. 9.

[0095] FIG. 6 is a schematic structural diagram illustrating a data storage
apparatus, according to an implementation of the present application, and the
apparatus includes:

[0096] an acquisition module 601, configured to obtain data of each user;
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[0097] a division module 602, configured to divide the data of the user into a
plurality of data sets with the same data volume; and

[0098] a storage module 603, configured to separately store the plurality of data
sets on at least two servers, and store, on each server, a user identifier of the user, a
total data volume of the data of the user, a server identifier of each server, and a data
volume of a data set stored on each server.

[0099] FIG. 7 is a schematic structural diagram illustrating a service processing
apparatus, according to an implementation of the present application. Data of each
user is separately stored on at least two servers, and the apparatus includes:

[00100] areceiving module 701, configured to receive a service processing request,
where the service processing request includes a user identifier and a data identifier of
data needed by a service;

[00101] a determining module 702, configured to determine whether there is the
data corresponding to the data identifier in data corresponding to the user identifier
that is locally stored on the apparatus; and

[00102] an execution module 703, configured to: when a determining result of the
determining module 702 is yes, obtain the locally stored data corresponding to the
data identifier, and execute the service based on the obtained data; or when a
determining result of the determining module 702 is no, obtain the data corresponding
to the data identifier from another server, and execute the service based on the
obtained data.

[00103] The data identifier of the data needed by the service includes a data
volume of the data needed by the service.

[00104] The determining module 702 is configured to determine whether a data
volume of the data corresponding to the user identifier that is locally stored on the
apparatus is not less than the data volume of the data needed by the service.

[00105] The execution module 703 is configured to: when a determining result of
the determining module 702 is yes, determine that there is the data corresponding to
the data identifier on the apparatus; or when a determining result of the determining
module 702 is no, determine that there is no data corresponding to the data identifier
on the apparatus.

[00106] The execution module 703 is configured to: determine a difference
between the data volume of the data needed by the service and the data volume of the

data corresponding to the user identifier that is locally stored on the apparatus, and
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obtain, from the another server, data corresponding to the user identifier and with a
data volume being the difference.

[00107] The execution module 703 is configured to sequentially obtain data
corresponding to the user identifier that is on other servers in descending order of data
volumes of the data, until an obtained data volume is the difference.

[00108] The apparatus further includes: an update module 704, configured to
update a total data volume of the data corresponding to the user identifier, the data
volume of the data corresponding to the user identifier that is locally stored on the
apparatus, and the data volumes of the data corresponding to the user identifier that is
stored on the other servers.

[00109] FIG 8 is a schematic structural diagram illustrating a balance storage
apparatus, according to an implementation of the present application, and the
apparatus includes:

[00110] an acquisition module 801, configured to obtain a total balance of a
payment account of each user;

[00111] a division module 802, configured to equally divide the total balance of the
user into a plurality of sub-balances; and

[00112] a storage module 803, configured to separately store the plurality of
sub-balances on at least two servers, and store, on each server, a user identifier of the
user, the total balance of the user, a server identifier of each server, and a balance
amount of a sub-balance stored on each server.

[00113] FIG 9 is a schematic structural diagram illustrating a payment processing
apparatus, according to an implementation of the present application. A total balance
of a payment account of each user is divided into a plurality of sub-balances, and the
plurality of sub-balances are separately stored on at least two servers, and the
apparatus includes:

[00114] areceiving module 901, configured to receive a service processing request,
where the service processing request includes a user identifier and an amount of
money needed by a service;

[00115] a determining module 902, configured to determine whether a balance
amount of a sub-balance corresponding to the user identifier that is locally stored on
the apparatus is not less than the amount of money; and

[00116] an execution module 903, configured to: when a determining result of the

determining module 902 is yes, obtain a locally stored sub-balance with the amount of
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money, and execute the service based on the obtained sub-balance; or when a
determining result of the determining module 902 is no, obtain sub-balances totaling
the amount of money from the apparatus and another server, and execute the service
based on the obtained sub-balances.

[00117] The execution module 903 is configured to: determine a difference
between the amount of money and the balance amount of the sub-balance
corresponding to the user identifier that is locally stored on the apparatus, obtain the
whole sub-balance corresponding to the user identifier that is locally stored on the
apparatus, and obtain a sub-balance with a balance amount being the difference from
the another server.

[00118] The execution module 903 is configured to sequentially obtain
sub-balances corresponding to the user identifier that are on other servers in
descending order of balance amounts of the sub-balances, until an obtained balance
amount is the difference.

[00119] The apparatus further includes: an update module 904, configured to
update a total balance corresponding to the user identifier, the balance amount of the
sub-balance corresponding to the user identifier that is locally stored on the apparatus,
and the balance amounts of the sub-balances corresponding to the user identifier that
are stored on the other servers.

[00120] In a typical configuration, a computing device includes one or more
processors (CPU), an input/output interface, a network interface, and a memory.
[00121] The memory can include a non-persistent memory, a random access
memory (RAM), and/or a non-volatile memory, etc. in computer readable mediums,
such as a read-only memory (ROM) or a flash memory (flash RAM). The memory is
an example of the computer readable medium.

[00122] The computer readable medium includes persistent, non-persistent,
movable, and unmovable mediums that can store information by using any method or
technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. Examples of a computer storage medium include,
but are not limited to, a parameter random access memory (PRAM), a static random
access memory (SRAM), a dynamic random access memory (DRAM), another type
of random access memory (RAM), a read-only memory (ROM), an electrically
erasable programmable read-only memory (EEPROM), a flash memory or another

memory technology, a compact disc read-only memory (CD-ROM), a digital versatile
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disc (DVD) or another optical storage, a magnetic cassette tape, a magnetic tape disk
storage, another magnetic storage device, or any other non-transitory medium, which
can be used to store information that can be accessed by the computing device. As
described in the present specification, the computer readable medium does not include
transitory computer readable media, for example, a modulated data signal and a
carrier.

[00123] It is also worthwhile to note that the terms "include", "contain", and their
other variants are intended to cover a non-exclusive inclusion, so that a process, a
method, an article, or a device that includes a series of elements not only includes
these elements but also includes other elements which are not expressly listed, or
further includes elements inherent to such a process, method, article, or device. An
element preceded by "includes a ..." does not, without more constraints, preclude the
existence of additional identical elements in the process, method, article, or device
that includes the element.

[00124] A person skilled in the art should understand that the implementations of
the present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use hardware only implementations,
software only implementations, or implementations with a combination of software
and hardware. Moreover, the present application can use a computer program product
implemented on one or more computer usable storage mediums (including, but not
limited to, a magnetic disk memory, a CD-ROM, an optical memory, etc) that include
computer usable program code.

[00125] The previous descriptions are merely implementations of the present
application, and are not intended to limit the present application. A person skilled in
the art can make various modifications and variations to the present application. Any
modification, equivalent replacement, or improvement made without departing from
the spirit and principle of the present application shall fall within the scope of the

claims of the present application.
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Claims

1. A method for processing a transaction with a plurality of servers, the plurality of servers
comprising a first server and a second server, the method comprising:

dividing account balance data of a user into a plurality of data sets;

storing each of the plurality of data sets separately in one server of the plurality of servers
with mapping information, the mapping information indicating a distribution of the plurality of
data sets among the plurality of servers;

receiving, by the first server, a transaction request, wherein the transaction request comprises
a user identifier associated with the user and a data identifier of account balance data needed by
the transaction;

determining that a first account balance associated with the user identifier is locally stored in
the first server;

in response to determining that the first account balance is locally stored at the first server,
determining, by the one or more processors, whether the first account balance is greater than or
equal to the amount associated with the requested transaction; and

in response to determining that the first account balance is insufficient to process the amount,

applying, by the first server, the first account balance to the amount;

determining, by the one or more processors of the first server, a remaining amount associated
with the requested transaction, the remaining amount representing a portion of the amount not
covered by the first account balance;

determining, by the one or more processors of the first server, a second server storing a second
account balance associated with the user identifier, wherein the second server is different than the
first server;

determining, by the one or more processors of the first server, that the second server is faulty
based on a detection of a server running error;

in response to determining the second server is faulty, determining, by the one or more
processors of the first server, a third server storing a third account balance associated with the user
identifier, wherein the third server is different than the first server and the second server,

determining, by the one or more processors of the first server, that the third server runs

normally, and
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in response to determining the third server runs normally, requesting, by the one or more
processors of the first server, a portion of the third account balance from the server;

receiving, by the one or more processors of the first server, the portion of the third account
balance from the third server, wherein the third server deducts the portion from the third account
balance; and

applying, by the one or more processors of the first server, the portion of the third account

balance to the amount associated with the requested transaction..

2. The method according to claim 1, wherein the data identifier of the data needed by the

transaction comprises a data volume of the data needed by the transaction.

3. The method according to claim 1, wherein the method further comprises:

updating, by the first server, a total data volume of the data sets corresponding to the user
identifier, the data volume of the data sets corresponding to the user identifier that is stored in the
first server, and the data volumes of the data sets corresponding to the user identifier that is stored

in the other servers in the plurality of servers.

4. The method according to any one of claims 1 to 3, wherein the data needed by the
transaction comprises:
an amount of money and the data sets stored in the first server comprises a balance amount

of a sub-balance corresponding to the user identifier.

5. The method according to claim 4, further comprising:

determining a difference between the amount of money and the balance amount of the sub-
balance corresponding to the user identifier that is stored in the first server; and

obtaining the whole sub-balance corresponding to the user identifier that is stored in the first
server, and obtaining a sub-balance with the balance amount being the difference from the second

SErver.

6. The method according to claim 5, wherein the obtaining the sub-balance comprises:

sequentially obtaining sub-balances corresponding to the user identifier that are in other
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servers in the plurality of servers in descending order of balance amounts of the sub-balances, until

an obtained balance amount is the difference.

7. The method according to any one of claims 4 to 6, wherein the method further comprises:
updating, by the first server, a total balance corresponding to the user identifier, the balance
amount of the sub-balance corresponding to the user identifier that is stored in the first server, and
the balance amounts of the sub-balances corresponding to the user identifier that are stored in the

other servers in the plurality of servers.

8. The method according to any one of claims 1 to 7, wherein the method further comprises:

dividing the data of the user into a plurality of data sets with the same data volume; and

separately storing the plurality of data sets on at least two servers, and storing, on each server,
the user identifier of the user, a total data volume of the data of the user, a server identifier of each

server, and a data volume of a data set stored on each server.

9. An apparatus for processing a transaction, the apparatus comprising a plurality of modules

configured to perform the method of any one of claims 1 to 8.
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