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of computer security are ensuring secrecy, integrity and availability. A vulnerability is any
situation that could cause loss of one of those three qualities.
3) Predict likelihood of occurrence (exploitation), i.e., determining how often each
exposure will be exploited. Likelihood of occurrence relates to the stringency of the existing
25 controls and the likelihood that someone or something will evade the existing controls.
4) Compute any uncovered cost per year (expected annual loss) by determining the
expected cost of each incident.
5) Survey applicable controls and their costs.
6) Project annual savings of control. _
30 This last step of the analysis is a cost-benefit analysis, i.e., does it cost less to implement
a control or to accept the expected cost of the loss? Risk analysis leads toa security plan, which
identifies responsibility for certain actions to improve security.

Today, the rapid evolution of technology and proliferation of computers with increased

1

M

*G000O1 *




21 April 2004 WO 01159989 PCT/ USQO /03436 power mandate the @3eé\poif 2004
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net wor k elge@ind. STEAL eahr=CRPE LSt [ ﬂlzgid | 'r}ggfsg:gsv Qf'é"é%b e
net wor k eIPZerents. The present in\{eb%tni%gén W '&ﬁﬁ%w eag%érl ed, "bé‘loway bilF1L
exanpl e, WaEMYEk &raliematiye evpivadenriaeppagsady awi ngs, in which: FIG 1 is a
schematasc bl ockeiglbaeds fobfactist t@{péllé %.ﬂiﬂnltﬁg:@ ' Sl L.dequant
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met hod of Wrmggiewggnt ion. FIG 3 is another block di agram show ng

overal | architecture of the system and nethod of the present invention and
showi ng fi |t er & graghicplypsgrintasiage isnenipinel on h compuirbsesroatel used fodetaprining

2004 the vilnerability posture of a network. A system design window displays network icons of a
30 network map thatare representative of different network elerents cantained within.a network.
The respective network iconis are linked together in an arrangement corresponding to how
network elementsare x'ntercqrmectgd within the network. Selected portions of the network map
turn a different color indicative of a vulnerability that has been established for that portion of
the network after vulnerability posture of the network has been established.
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syst em anghieRidpRethePby ARG PSR a AiFRAE dof} indidaByve I3 ViR DRheBioRBIMRL i C
bl ock di agram show ng an exanpl e of gol d-based fusion rules used in the
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interntd displayed ah@8ditesl. TheweRete@ thohOruirithie Ed16:90@InicA0s of RhANENsRbEE Bnd 07,
and connec} ed,to int er%}g)l LAN net rlk con?onﬁnt 110 and a_renote-access
server 117°5%d1PRHBYR Yeloys ndicativens a lgss sryeratisk aodeaifes a gpineragilitp postyrg ¢f e nt
probl ens thenetd oakhaadlewésksblisivdl ude hosts, such as the internal servers 102,
whi ch run unn essar% ser iczs for examgl e, a denj al . %f bserfvi ce. an
anonymous FTP OF APAESITIRGLY SUthes Somupisea p nofie, BIoPRisis? dialog bax forpdiingdhe
server, fpopatasyihawofliGlodesivs ptworkales gy iitsatived? Aansbhtddldder ihbeefatathn s186

LAN s 0. could include. .u tched, outdated, .vul nerabl e or, default
cont & o SgBiet o AE KB IP BoE PR e Getroletin S TR icRg S ton gt
2004 WO Ohs@380deCH bk h@RA3gigoatich dlitdoxicachada usepelepeable yulkxpobilined fil e
shari ng i Mare file.services and NetBlI OS. The internal
LAN 110 %ﬁ%la?%%glgaﬁ%g%&%ﬂg%gﬁ fegsa?cél ef)‘?&el]npatche,d wi ndows NT servers
and probl ens daatikdndiheraaspent kf tfe presept mNentizny & vplpkrabiligs posture vaddewe san
st andar dsy; ' [ . - server, 11 ul d _have unsecured
et o achaney ek AFlab S ms A EHY & ARERSR R Fbee Hite S IREHIISRE L PO
| eakagd® toAn camprisee chdrtipdicatieohvidserShip/RetwShi diemdritsrgpdican qoos e S5praVSeaT,
NETSTAT, . '%Etﬁ@%ﬁérﬁble“%@\%%em JCP 139 SMB (server nessage bl ock), and
zone transferscto non-named server hosts. It could al so have i nadequat e
| oggi ng, noni {Ibe pregendinivedteorewill ny begratritiedt byesay of lsanplevdth refeféncetotdd coul d
have a m 3appiopid %?g,.n | ationship such as RLOE@ N, RSH, or REXEC.
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s we K

could occur, as iIs nown to those skilled in the art.
FIG. 2 is another schematic block diagram of a network showing an identified

vulnerability located by the system and method of the present invention.
FIG. 3 is another block diagram showing overall architecture of the system and method

of the present invention and showing filters used in association with the network model
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The present invention is advantageous because the system an@1ngrh@dopf the
present 15 invention allows the vulnerabilities of a network systemto be
identified. The software of the data processing system and nethod can be

| ocat ed on wouos®psst er mi nal 120, as shown in FIG 2, show png an identified
vulnerability of a node 112 connected in the internal LAN 01/834p6 pur poses
of description, the data processing system and nethod of the present

i nvent i onlatabasebe referred to as a Network Vulnerability Tool (NVT), i.e., a
tool a user u to determne 20 network vulnerabilities and risks. The

dat a processi ﬁ?é%ﬁr@ ef grhamatic blhek M@i‘amfoftﬂ’éarcﬂﬁﬁaﬁfﬁofitﬁ@/}?%einpﬂwg be

| oaded oshewiRg e firayRSziPhdifsff M runni ng Wndows NT. This type of p at f or m
can provide a ﬂrﬁ(‘)r%/ cost}l sol ution and support a large variety of assessnent
tool's, also cOnBlF)othersehematicplpchdiagammbking igleledd bichitdcnds E&ﬁﬁﬁ-ﬁgfg or
risk aﬁapmhﬂatpmé@mgsg,g{glgtégg%&h&mfﬁr dpergscri. tion. These netwo

vul nerabi li ty_anal ysi pr'olgram; typl call y APV I8t andard COTS/ GOTS

progr ams knomﬂebglsé'&%‘?‘i high leyg]; salesematic biuak diagfhlnudethé'iﬁ’at%%beééh?\éysé’egﬂ h

al | ows nteywpeskntdtentigh.i ¢ di scovery or manual networ k nodeling; "A §%

(Anal ysi s of I;}Etc%?rk System Security Risks) as manufactured by Mtre

Cor poration, a 8" REATR? Rf asgraplienl asmlintaifare Hed mod Wb idehedl bR WS a R ?]i ve data
gat heri ng ancFIG$.18¢laad 8B Shiw i SA' s risk assessnment nethodol ogy
30 k”?d‘%g%ﬁ BAM (gisk a es?ﬁ%ﬁ%ﬂﬁ%@%pég‘ﬁd%ﬁﬁ%mﬁ ufieniy therytaplishmast enent ed
in the Lo§ aglﬁogeﬁﬁf"g‘ffgﬁbﬁa’f’asm ogramm ng | anguage. RAM al so al | ows passive
dat a gat heri foas I Loriti.zes the task list, and all ows
a mat ﬁemati Crfgc;quZIFM;/aVIﬁ%p#]éﬁ%%rg?dg??sleg{g‘st%gaé? ?/}}O(\’Négg Elﬁnef“éorg\‘f@ﬁﬁl- based over
tinme. DPL (déctsr & GrRIYSeAREFT ijerfasa hrages virbua refeeting GliofLiIPMk bealS War e
package nobtre ¢ the @twéyki i | 2004 wo ol | s9ga~ 1' CT/ US01103436 facilitates the
nodel i ng of %ggnﬂ.ex ldgg:%m ons, It allows a user to incorporate uncertainty
and eréi bil@c: y Rl REPRYSBPWing Sredasic poRissipg cothiste®n® o ghagdl S@lnid Nt er f ace
for bW Ifezpdpgic mocdeding @BdirRE 805 FRoc n el . DPL-f contains
the functiongld ty,bui :ht into DPLﬁgn%ag %?%é%déneg A g‘&e}?’?ﬁeﬁ?m‘é“@é‘oﬂor faul t
tree construction. “Thr€mpiRlotkediagpavef thedataficidrensetidn cheadte picdttdsingd trees
and i ncéysxm andemethedof tht prdsli: indeelghs. DPL-f al sa contains uni que anal ytic
tools. Theseg ggalim Iudﬂ? the ability to calculate explicitly the
probability of  any event rimatisdlack diagtamishparingameaapld oftopriEbsaERishhC t Ypes
of sensF‘%IFS\MSF@irdhaﬂgtspmcedBﬁ’ig-s&st&h%H%&o@lrbfh{%ﬁ&;egggwf q_{o i ncorporating tinme
serieg into gcmqel, 'I;h'l){s al.l ows a rnodeler t account 18r deval uation,
capital growth or ot HsF Offiagagy ShAY ing basie Processingisteheartd cohpogeriigusele

struct u ‘tfﬂzm%im’dedssinmthefdal@p@é@%@@%te%%%e%«fog%jet L4l capabi lities
for rapid faggtisik gagRASLLUction, |ibraries of enbe ed Taurt ks, an
expert %Di ni on generaotl o 65378 PATHINE Refie FoRRasAnts dechindtbe fandf tofe admlysiset s and
a gr aphittaf) fpotvideageiceohulntiokarmitzt dvidntidiNBashSSe HALET Nt scanner  as

devel oped byithlg rity Systens, Corporation %I'SS) all ows active data
gat hgéi ng arjd sg{aﬂgh%kstﬁg wor’ O‘I‘V}d/"ig ARG8ieet/ classhisspshy £ i rewal | s and routers
and assesFé%sl%?eﬁb@qutcyagm spmbh@yh@@g@hjmggiaya&hofqﬁgm X myRer ating
systens and FEQHLiMRLS e QIP‘J-:Ja&aEA ns. It allows a snapshot™in tine hd a
conput ef network conpl | ance I epdrinvertigebneiwer Whbaving indérsgaemtn 108t wor k
VUl her dBH15PRech oy SHempt gteartss, ik OV bl 108 EREM 18V St | on

al | ows jhiefnal ol R1GRG ] . of the present invention is based on a
know eg%e "Sol i el t‘gﬁ %ﬁ“?cgegﬁr%%}’l{?wé O4transh pifice 190 prd exsnectert apritbeal

descr i ptiNbActyPriecomponentik110epdlaagtote Bhiess dePROh POl rgmﬁgqg 9 4 capture network

attracbut es ag sequently for security vulnerabilities.

G aphi cal user glﬁ{r?f'?g g%(rﬁglg(e)?#g z’ﬁﬁe{i“%@éf’btl??‘ﬁ faprdonetwerks aciudehotth eudhet wor k

model . 21 feiterorldenens 10, whichiven piRE@Riry kaVEAL {oPBantdi€ , YFLANAAC, 1Bt hod of
k and ¢ I'sp

the NVInatRneki s_an exi sting networ ¢an AYIHE exi sting
networlé: @is gitmi;)fe?1l %‘ﬁsc‘gﬁ%gmg’r‘ﬁ%ﬁe&ws %@W“l%wmwmal saredy, &8 esdipie, i n FI G
7. For “&x &fAte antiynOus FTRiaaw SOOH, OrHaliARiiaf Lot .a.net wor k _t opol ogy.
Once t bgas@h el gdb%%? g)feeln g’igven the IP adgjﬁle\l)sésﬂg? b'glhdg?hé% ‘f”ﬂaf)c&?‘gr for the
network, the NVI 0 Heale%’ Rtref sefBvare s firmyw areand@pei préserrasntasgar ch f or
conputers and other devices attached to the network. NVT perforns an active
search, pinging possible |IP addressés on the network, and addi ng what ever
response information it 30 receives to its network map. |IvTVT al so provides
a manual nmethod to draw a proposed network with the graphical user
interface, as illustrated, to support drag and drop. A systemarchitecture
can be defined, including security critical information for alternative
designs or node editing to provide additional details as required to

provi de conpl ete | ogical network planning. A user can also represent an




21 April 2004 WO 01159989 PCT/ US01/ 03436 When a networ k sys®érndie2@d4 pti on
has been conpl eted, the NVT of the present invention represents and stores
the description in an object/class hierarchy, as shown as an exanple in
FIGS. 16 anW002/5988 wi || be expl ai ned bel ow. A single topptpgkgiahesy st em
obj ect nodel supports the information data needs of the disparate network
vul nerability analysis 5 prograns (tools). Fuzzy |ogic processing of the

resul s abbiulsciaduel aipherenybgdiRabHkhy LA UG RAGHAS,LALO, 3 conesi ve

vul ner abi kiet%gcégi k.assessment to obtain & vul nerapl i
network, as shown® A4 dHfould alspdagludemisednfigered br atcha@ wikibvsNmgl €

r epr esent @tvecrandfproblems yub&bySd BB b do ' f.c multiple tool s and

el i m nates.. ‘g %gund nt data entyfy. | t aﬁ‘?{)ethglﬁ%‘?/ﬁsps%lgle%ipf%ﬁ%‘%ﬁ?’?@ﬂgﬁrﬂ?and

addr essi ré“ “br'o BTRAF-BFcetseniep 112 coulfbhaye fupsecarediremote\acdeBepihislahll Yhe
assessnenixtetthl rQabr BRAoIMIHALE i SV Lafion capabilities. FlG 3
illustrates at 130 exanmpl e of thgg%\%{%ﬁﬁ’toﬁ %Wﬁes\’/g‘é‘g‘zﬂsisﬁﬁqu’ool
(WD), PRt BT, W, s ot g ot
vul ner abirhéstage Y ShBzdpk QEhIEE . re | stra a ‘

| nt ernet ;scanner 134, and RAM _1:56. eegég grni"%sgsdt“rfg O%Vf%d?ﬂ“é?ent

i nvent i oA &8t BEIRring andh detsting: capebiilitiesd atTheasran¢iNetivor 107 L&ulp dgle QB) 138
t hat repmis@picpratedaiudPrcktidhsh; jdaf or pat i data requirements of
the newor k .vull%per %Ei | i tey anal g{?ggﬁ)?ggﬁaﬁn@wﬁé%@@gﬂ@ﬁf‘@@% ihﬁfﬁ‘é‘ld

dat abase "1 SEPRFHEREORhavE a gYiscghiiguredhiroutee atcatsicontrdlflist he assessed system or
design, and adih&s®aeBest RBwWD iR %g}gi e interpal representation of a
network to ro%hgggedata to ﬁ%one{mwg)rrek unneé?ggll%loﬂfo W&rﬁéﬁeg‘sm&roans. 20
This mod8F™“P3g OB F BRRY efheroklems 88) contst drattpdsagyell Iopney iHdge siilied

ext ensi birethgeit. of conponents in a class hierarchy that can be conbined to
represent a nﬁ{?i wor k. The class hierarchy provides a nmeans of defining
conponent s wi t1f BPAPERYEERRéTrdvARtRgeons hivhliee thesyateni aigl héthod PRGE biesntt hat

di sti A§uirsetbniallows eievallRebiRRIBLNSH, bLign,. i ol i Ci

hi erarchjcal relationship 6bj ect or | éﬁtsg%e%ggh%} cﬁﬂ'éftée%pigef%g”aé"e%‘ﬁf’ai nment
mechani st T AT FFRA S%‘ﬁe”bb‘]“ie@?th% carlpe lo@atrdadnm weer efreinel 28, ab Shayind G ECt |

i ncl udi nshomtirged:f ideriifiedl RIMVABIBS & af i hani sm f or senting any
physical or logical entity. A l20, ap‘iﬁg)éétﬂ gc?rﬁg%fﬂg ?‘éﬁ%&@iﬁgﬁ\fm IFeRd's

itsel f t® Peﬁﬁly‘! JIHCRE dpfa RErsesingsnstmand mbthes! df deapredent indéhtionfag mat i on
assur ance mfeered toVaeh AeGRGRIBS aggmﬂe% %q{}@ l.oglLes.arise daily. As shown in
FIG §q RINRTIE 14%.;are associ at ed “wi totrll eacg I'g'fa?%oéanué?rmbsref(“{/é‘?tﬁm%i lity
30 anal ysi's prVBg\’e bpsand fisks. 136 and al | ow only that data required by a

respecti ve ndhedath prtcbsaiigaiitdrh trmHQRE RVE of d to,the . tool
(Pr ogr ampen Pﬁﬂd%‘g rs ar e?da CH+ baggcg cl asos&te%g%sgﬁé%%g%n%ané’gpoag?g?ﬂ rtual
ow B3

met hods 't g@ a A HIPBReAY Inderadbhn Thivtyryof plytorencaarptiovidps ber @ast  The
filter aPwbopaylsugpsrtalai@ansi deE8mbM ution of the tool
and comluﬁ;egabg@%sgsgedetd b%/ g‘y%gacl)l ONVT (\)/(ihg'\%/%gg%{:‘ﬁ&tﬂgég %%dtga ?‘ftf"g{]‘,

cal ling the app opri at e °pk 111’6‘658*3Prozlmmd%qqugmwms@mt@agmwﬁmbasm
05T et S O o i o
initiali r ing,, . r ta and exporting data.” Eac o’ can
have a g?ﬁ%ﬁeﬁ“@“’? ?;]Ft%‘fl %CEE% égggﬂhg‘eﬁr Bhichallewenstwarkautamaticdisceveepah et hod
speci fi &@#npgl heworlhendadelbihg; WNSER @t lg isPHO Wtk |

wel | ’deuaﬂﬁgctﬂféagﬁvfw&g i nterfacgltria Igl'ls') toeﬁk’vél'}‘.11 %%?esngglﬁ;)lj\kg gfl%gsi)o%sl s to be
treated the same Wi thin RVE B4R BEYRES sxstam peslysisnigol eviushadllonds t 0ol s
wi t hout PessiyAglatrggadimeringfantifsingdx b&tiiragte Y Toss O A& s ESd ﬁpés'krﬁé}ltrlﬁeﬁé’dﬁ%'m cation
bet waen kb b ﬁm@lﬂ ngggs?x% %hedf' | ter technology Is straight orward. A
DPL-f filter Is tasked w rH tH8 %IL%"’(EWI?%‘%@ wied pod iisimieraenite] inabe DRLNG f aul t
trees. Aison eippey pragranming langiaga RAMARAIEAB phaRe95E th%riﬂg?& dvlh@

net wor Kygs 185V rovi.de a probability value for events such as
deni al of S(%&?}ﬁﬁﬁﬁgsgs'ﬁg eogasga & aRd dloms a2 ometbmpRrtnsl seedehowitlalthyltipBPL- f can

be usedrigs/servigesalt iy event Hasécowler tithge network is then anal yzed with each

net wor k vul nesraRil.ity anal ysis programto produce data results from each
program The J‘a{ygkl%léﬁ@f?gga’é?%“&:gf‘%g& 8@ {5isthat wpppisowamqarkagy trsst ur e of
the network. Network validation can occur through the fuzzy |ogic
processing of the invention, as will ®e explained bel ow, and the system GUI
can have input to a user display.




15 An overview of the network is created as a nodel 142 by & AritiéRedic
networ k di scovery or nmanual entry 144, such as through HP Open View, and an
appropri at ewBiob%gﬁg 146 all ows the system GUI 148 to display the network
nodel as shown ¥IG 7 via an appropriate data input 15BCT/GSE/0843€r
display 152. It is also possible to have a risk GJ 154 to assess visually
the ri skfvc .tnerggi lity, a log 156 of the risk/vulnerability report, a risk
assessnento1A8° & pf covplealecisipns] Jeglloaisla dstrto ligorgoifte BRéN@INEy and

val i dat i dlexibfifly intisd di@is@nRkdégssi e set .as_wil| be described in
greater detajl be4 OW. n% i nco%?giogk%gggraﬂél%llW'f?fﬁf%é’ﬁﬂ@&ﬁa&}"gélwimd

handl ed. PG PYPEORtBedel PRlghcontaim thfuockondlig@utnng DPL #1d jrévifbS 3.
showi ng talgraphicsineffacdior GiultHE 8bn, ase. 138 that can be, establii shed and
work in %%an%gcti on with an int esgragt?ée?‘d%g\g’p aﬁléraetal?%ws g‘l’edﬁ? i EFeRtAfasilt ace
162 to alow  ASFIAHE Nsm HelPL medels. MPLvtalsowostaing ohifué fhlytR%6cH These

i |1 ust r ateds nslude HRoility @6 lcalcdlh i nformation analysis tools
t hat rmgrtforimn tﬂe overtg__l syst%%?élgg%l ?‘gcﬂé%l?%g%é’ 6EVERh My B8l treeaandon

pr ogr anmt g Thi{RE I USePEREC Siigs &f gensisivity ainalysier DRIEE pfcatdes bA0mWfaKe kd}

conj unctirmnrpm'aitihgﬁﬁdeériedﬂ&@d}ﬂ&&el.%auéﬂs?%?ﬁéi@rttciagcn/ 6%03535 Nt manager 172

¢ . : A O n; :
(manager O\QV%&S?%n Conijun_ctl on with an applicati on "ﬁt‘j’ 1 GP¥Rf ace

( API )11 é.? and “of aPHIEEPeAg quimtities witheut(cBaging #@ stractanrdf therheddapar fresul t s
wi t h f10zprpvides)iRANDrveitle S8diESnal 3 piIGH ed lines. |78, including
expert C%‘?E%ldgé-tﬂ%ﬂ 180 and fuzzy %}%egra%ﬁgaégga{%@% é\?‘f&%‘?ﬁ"i“ﬁ'fwr}' Sy P82 to
produce VUl Her aBifti{eys AREHeFOPiTan gendration spgtér cakmession and efdedifi@of Gl ) 186
for the strandlaafrgthidabpéttrhfal oNidkRAMPBME! G 4 represents a high level nodel
show ng an exan gf di fferent conponents, it is only one exanple of one
type of OQI' gh T evel "EoHP STERes dulorsg bty dntomet Serdrityi Syltetris €obpbFatiosstsem and
net hod ofllowkectpreelamrgattierivig Bhd &8ns Snetw ' 4 01] 59989
PCTI 1)S0M 0343013, S Fand 6] us_tg %afﬁgﬁ%’%shéeggeé?g‘%%Wagé a8$r%t‘aﬁa‘|‘%ve|
model S showl Ng. bas) & é’ﬁg@'n'é?ﬁ@aﬁﬁﬂwﬁhd@é‘ggikﬁgomm fystetBeardindoitna@alr Ces
200 ( FI @ppBptionnJedlivens awhigshbdia ﬁiﬁé%h@@d?&?héé& Ret@dfk cotafthed 120! a’ﬂ-gl %Si S
-to-expert andl VersBys 18y report

204, a mgifdhs l.anal ysis 206, the tool-{
medi a 2?6'&}‘??‘%9‘?36‘“1*’?{*‘6- %8’3%" gR}lity anglpss progtasnsi thatithel VIt toRireden208a as
part of Myeatienyaliopvslfoginteghatipfiocessi ng in a data fact base, and use with CERT

notes 208b a rt system 208c for expert correlation. Reports can be
genexat ed, | 2@? ugi nggq%%{”ﬁﬁ%ﬁ FePEYhE Besrdionyr dppwiedse enfisitationt feahaeek, t ext

an EXCEWhigrinentpiretes a gAqbiabdeansbtOAN b HEArk Wpol BB 0 ROSE, pKi || ed
eve

in the adturefbl S0 11l ustrates another high LRI (o
FIG 5, {prure pe(rork ta%lcl)?sesua§‘g@n?]5“fdgﬁ“ﬁfe§“%‘8}¥pfpéieéu@§’S’Pbmabﬂjt@@t Graptiehl and

fuzzy | Y¥Finterfase ésedsoomed b impedwedecurity of BlinéhwwdRlmoldr t 00l processing and the
mufti-tool cgri@b@bh@Nwik! &S, [10 illustrate in greater detail a graphical
user interface 220 t a‘tlmgatg?lferesg%t"&‘leﬂ’é‘éf"o‘he SYempinde methadeeh thendViised f or
i nt er actTAGAHAN meppawisting detetrle s ainmgspldyahy eliftgs Abidrk ¥s PRSHHLE .0 2

net Was kKgrapicdll dsés ti@tLd. aphi.cal _uger_interface 220 is a standard
type of V\?ﬁdowssTM I nt er'fséltéggs%hgyrs‘t%%lﬁ‘e& Jier kel PP 2Opesy Miews cowld di spl ay
of net WEPRMFAIHlepEbanatwsri opetpgy” GnaeehevotwarBRstHRA! given 12D 8GR, Ve Of
the rel @dfidnsRePfoRr R AL | twork el enents and nodes contal ned
within a network. Respectr{(’\?ger nei \%ng(pﬁeieé‘ﬁ’é‘vmnéﬁ’éu?q(?ﬂ@@d’w%w&ﬁenchi n an

ar r angeTERI™MBERE 858 oHter dgvitey attevhetie tnehetmbk, B SOA LA HIE geanf(h

i Nt er CosIAGRE peksiMid 1M JAdtd rk. As shown in Fl 7, the network el ements
can | i nkgeg toget her v?egggtct)l\r{\gr)\réelév P%naﬁlc{]ﬁ%\‘g“@ﬁ’é?t%ﬂdﬁpﬁgsﬁ1ﬁf§>fmaf10n it

i nt et ¢ IATFEEE [Yls refreark exapsNY Talso prpvasts watantatwmidd :3art £pRBbSAAPG JPdes. The
syst em volietsthg graphidsl Q¥er aders t Left side an internetwork view 230
with two Soggsﬁgn'd ar‘net V\%?’(I%x\gllugt\?\?t%g’s(‘jlﬁp?rﬁgralgiaﬁ‘ﬁflroﬁaﬁaysé?lﬂémblﬁecﬁh@ wi ndow
to il (8 Pafeingdringuding serarityetrisioalinfvndetion fAr MBRARGRE MR ndddediinopened
and di sppryhleRHQBBAIIHES 19 : k_elements. A select data sensitivity pop
up wi ndow (box) 240 is_u‘sesrr gel ecliﬁ%lrﬁ]” ¢ FHPRIGS fos RLnstaTk Piaeng. ifowssr f or

sel ect &8 M2t (iBFReTE PB Rutite sie(wriricon 8 Ajap tendingasubseiwsiRi@at ed itens for
selecting the sensitivity of network el enents) The sensitivity for data on
any node (node 1 in the exanple shown in FIG SA) can be sel ected for

uncl assified, sensitive, confidential, secret, restricted secret or top
secret with appropriate Okay, Random and Default buttons. A select node
configuration edit pop up w ndow (box) 250 is shown in FIG 8B and can 30
have user selectable vulnerability profiles for selecting a vulnerability
profile of a network el ement or node. FIG 9 also shows the network nodel
diagramw th the central hub and the interconnected nodes. It is possible
that a user can edit the manager wi ndow Z34 entries) which also allows the

— o, - . a

v .



21 April 2004 WD 01159989 PCT/ US01/ 03436 After the security 2dd¥triiz@0has
been established through the system icons representative of high risk
network el ements can turn colors, such as red, the hub 252. O her selected
i cons coul AVl | ow, indicative of a |less severe riskpepgsuosdeh as the
HP4 node 254 shown in FIGS. 7 and 9. It is possible that shaded areas
around the node or portions of the network could 5 be colored red or yellow
indicative of Whetha metwark systbine Jesdtiptioh Yhas Ibeerd §oxﬂ1!>1§48d,p@x§%\ir\9f s tﬂpeatret k}_g
connect i %véﬂda'ﬁrgﬁ%egtst“ﬁ@ red, or %e,l low to indicate a poor connBctidn
bet ween el enent s. BistreRsth e dessuption im aneqbisst/class higresthyr & shbwdawaz 70 f or
di spl ayi ryamgkerin FiGE 46 laed i17,08 Svill BEeLAAInYE bQbwY W Bﬁglé'?d ?k%? LEnEhigient s
part of n&(l)% Shiss

and icon . system nodel | s shown as en sy m
desi gn w‘s“r}%%g\?v.gu‘%"%\%‘lr ‘,“?%’%gf"égvﬁfgﬁ‘é s of the tligparptenetwerk odinerability Wdlydi ri sk

assess e rRrograms {todls)d Finery logir [rbicdenig Sfafidrefidls aﬂ&&é‘coﬁéﬁﬁ&%ﬁ@r@m@b Ebos lig

anal ysi s Jp wing the.t five risk analysis el ements 15 af so

i |l ust ratp\gbfg%@%lg gﬁ‘@gﬁ%ﬁ‘é“qﬁ%’ﬂ‘ﬁg@?aser‘éffa?qt tephtin g gulhprebiditycpnstune dfthd he

O ass NafetvarR(sakovpu i the geiphichhisteinteafac: dl'FiG(elb.eTﬁéJiﬁoélé?}éﬁa?& ntéhe

Aggr egat igpdie ! ociatjon 284 of Source 286 an a ge%' %%t]?ﬁh

Gener al i ngs{[llr%%gn%gs 'ﬁ%?séoh ulquqqu § deliminatesredundantsiatagntyy sit also rbeides

di agr am 2fenglption foraddorssing Grepribluii of ibcdRipldtd ddsbot dyibdde ullle ﬁﬁﬁgﬁﬁgﬁts%éﬂ Ly,
ose skiTTe

FIG 10 o1 M M class diagram.as is known to t in the
art and is an_exanp 2&% g?/\ﬁ%"ﬁﬁ%ﬂ?‘:gga %& for the systemand method of the

present i nvenfiGohillufedterat 1 30pmnreanple otheakeesll el siklvistii LSS ool NV )aatan€  90al
ori ent ed pfdddgdh :s‘}glieﬁ'l eqision making is illustrated. As shown in =3 11,

the system nod&l Jdat abass HSETS AAVeRlehy yhershree nskvor eerakityeartalysis
net wor K PUABFRoRElbicld) eye inatayed o ANSTR 83515811 RTRLARA 15098H Rl 5] N2

appl i cat R 4. ] interface and expert correlation to forma data
fact bas e}g302 tcﬁ?%tﬁ%pﬁbﬁg? BTEPY SIVFRHOn Tstes agpsem objegtanndebiatabase/(Neogork

deci sildnModeld2B) dpithat mptdsertsig hetivoziz dnd SHpPbREGE iMESINRIK datd r%glh@e%ng”o‘} fuzzy
et wor k %’22%;3@3"3“&?%3%#@%% BRPIEETE. She e ohiset ek eatons Boprmoeasi ng of
t he prestHs? rRPsesentationisitbe dabaed bisstedh or @%iEMd AldaréLASAN] ihpLerence
e TN SN R U
reasoning is a technique in whi Qr <t eneratility omplysind

ref ute P'GEEE hypot hesis. The result is the proof or rejection of the
hypotfesi s Wi Rof i ee of fidence. The fuzzy | ogic processing
of the 2{) g\;en%ﬁ; nveﬁ{ijsgdigsu%z% %r\lﬁngee%@ mathodolagy ke Proyideep smgnsible sewf dent 30
fromth SRRV nal classohiefarahyi thaiScahbie @RMBIN ol 1@presnt b NELESY. MBLLAY t he
syst em a3&RByERlided AedrdbPicRnS NGl €, PO Nt 0 re%gr gnce, t he ﬁﬁ%%%nce of
the systemto a plar'.tl.cefj ar (%:er@llmtn r aPOI%fl‘iséﬂ pred copuzign trgits, while retaining or

fusi on, thefpecijethatristnguishedigrannethénesinptndiitd I £1 AT SBEHPEER hit RSB @AY Ch
base. Evéla@sHship! ol &88Q5H reviously peen used to performlevel-one
muf t iz sensor }(;Ilgt%)fusi oﬁ@tg%ﬁ?{ésﬁrc& ‘%’n RS meghaaism ingvhideannbipge i n

f uzzyP e SHETINALY & feferencedpany olject fincluding it@41f. Abis ProRA&%h AL IEG389m for

fuzz 3&?‘“‘8%?*@%@%1’2%%%‘3’“%@1 RRE D" el PP erpematonyioads ekia

rul es wH ¥<é“?ﬂ}$ﬁ8§’é and extengion @nd lisideabfor denafriatiord a@ik@Be §Rha YWhere

requi renm&&anﬁh{e&teaﬁfaidgﬁ‘e%agget@%agi ally conflicting, anbiguous and
redundant data from exgert correlation and draws conclusions with avail able
data, even ifSfRownsin Hgodniiliersdl0 Trrensaminecdiofthobich sfahs RaWolk Ien&aBilityngent

upon 30 hen robdand | 4y, - Qf e dapa available and it may be necessary
to perform agdi %i ongflé 2'?15'?1 %jgr?élﬁtalléﬂ' %W(gyeghﬁ\tla?tlaé‘bqué’egé’ﬁ’ & 15PResHVE ety prk

app |b i E aY?%ﬂ?UPWM?@?@@gb@xmrmdesﬂi?r@l (pwg%rgm).amsmt&a&@b@?ibm claB&hat )
pr obabl plosideG d28b IS refinenent uses Inference networks
and pr oti des a ne?ﬁ%t&lgg?&?‘g)gggén?’%\odv QB%UTOW%?W‘EW%M skeemiasdiacs,

t her ebyPPESYi T filkrs alsequovides cememmsdnihe NV ioaiohtrkNxah @386 tHENBorL 4l €l ati on
bet weencontifetg@ath Se tai . ri metlj CS encourages Cross
fertilization, As %ﬁgggggc’gﬂt os‘gg‘gﬁgﬁcﬁe&@él ?Sr?fflhécaalﬁ‘f‘g,g‘faﬁép’?ﬁ?%tﬂﬂgﬂpg uses
fuzzy facts, which can assune any valsue between 0 and 1. The xesult can be
viewed as a two di nensional plot of a continuous function bounded
vertically by O and 1. Data fusion is used with the . system object

dat abase, data results data fact base. 15 Intelligence data fusion is a
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QJ to f nee fromthe user
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[}

engi neer obj ect interest are the nodes I'n a networ onputi ng
systen), dlg&ver&'%ﬁ fanma}lslag ef‘%y 9‘$4n?,‘1° & Fyorsiy dR&iren Visy, and pe apprdpute blterThe
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20 the GUI148, all through the network validation 160, using a plug-in or fuzzy rule set as will be

described in greater detail below. Any incomplete data resolution 161 can also be handled.
FIG. 4 illustrates a high level block diagram similar to FIG. 3, showing the system object
model database 138 that can be established and work in conjunction with an integrated
application programming interface 162 to allow importing of data into the various tools 164, as
25 illustrated as a model tool, discovery tool and information analysis tools that result in the
overall system results database 166. An application programming interface 168 and a graphical
user interface 170 work in conjunction with model database 138. An evaluation/assessment
manager 172 (manager) works in conjunction with an application programming interface (API)
174 and graphical user interface (GUI) 176 to correlate data results with fuzzy logic processing,
30 indicated by dotted lines 178, including expert correlation 180 and fuzzy inferences and
evidential reason 182 to produce vulnerability results 184 and a graphical user interface (GUD)
186 for the correlated results. Although FIG. 4 represents a high level model showing an
example of different components, it is only one example of one type of high level components

that could be used with the NVT system and method of the present invention.
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| ever age ext emsk t8s; Lence, in security assessment to resolve | ow Level

syst eﬁrg ]glat a and\ftss(;o E)s(ragéseul‘f“gl.’ %'é’ésé"'“? FPisst dasahsbe alaty stselts idafaokcretids@n and

i nt egrat tec“&ﬁfF‘C%iﬂ*i)ﬁlﬁi.onanhi-l@@al,rreﬁlaldis&gzﬁﬁhﬁlyeoa% L g‘} 330 can %I so

t r ansf or el aﬁyﬁlof%t)ﬂn;t&)gnﬁrt he &SNI and tool results intooRPEyieyiede

concl usi.onﬁ], or, exanpl e, PPN pteligepee fdureest (wed pefHapy spuldpi t he

aud || da e obemlokes et o donplelet V0L LB Sy LR, L O

uzzy- Stidn) cdpaBiiEas by . a Se evel -1 tusionru

consol i dat e ;g% vul ner a%‘?ﬁ?t% e T mposss hg?fé&@}owmgwﬂesi infprination baskdies abi | ity

rating f ?avé e HBte T intalligeree dath iusfoe protaisss Bikd a&&l%np(?mitorgggrgtve back to

NVT f20r ddécsibbdin TaBldW heddih Y, @ set of Level -2 tusi rul'es can Consoti date

the vulnerabilities for each network segnent, resulting in a vulnerability

rating for each network segnent. This can again be inported back for

di splay. The data is tABE URj erence Network Rul es
processing 304. It may be nece%gg}]%/&igi%ér"f'%)r%ﬁ]‘:é&ﬁﬁ%nal refinement on the
avai |l abl e data prior toNHELIAEENCERADLNFUSICAOPROCESS Evi denti al Reasoni ng
Rul es 304, while maintaining the probabilistic nature of the data. This

fusion fromthe re

refi nement Hs uspe inference networks, as known to those skilled in the
art, which éta usion Level Description
1 Object Refinement

* Transforms data into consistent frame of
reference

* Refines and extends, in time, estimates of
object position, kinematics or attributes

* Assigns data to objects to allow application of
estimation process |

* Refines the estimation of object identity
* Develops description of current relationships

25 2 | Situation Refinement

among objects and events in the context of the
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21 April 2004 WD 01159989 PCT/ USOLI 03436 provi des a met hod @fl AnsihadHi ng
about probability usi ng hueristics, thereby renoving the need for extensive
a priori @Afdﬂ's Fuzzy Evidential Reasoning Rules 306 are a collection
of fuzzy eQ& 5% es to merge individual tool results i nP@IESHIMEr | evel
assessnment, froma systens-|level perspective, of a 5 network's security
post ure. The51a rules provide a nechanismfor nerging the CSM tool results
and the results fromthe Expert| &@onoamant on (Data Framewor K VEXgE Rul es)
330 into a unified report. This|al,so renpves the necessity of degling with
i nconpl ete and{conflicting data ffqosﬁﬁrlbﬁggf???%%lpré’ﬁeﬁﬁ?{W&l‘:@xpert system
used in Expert|Correlation. Evi damﬂbahom@ammm@&exﬁawdque in which
facts are gathered to support and refute 10.a given pot hesis. The result
is the pr ooﬁ of rejection of the KYREE %&t}v&w S%Pc@é‘?at with, degreéd of
confidence. |[FugzyFusi onTM uses |eanivitenmesithl aiﬁ@@ffﬂtﬂi\eg\cé BataGreul at e evi dence

fromthe Connop System Model and o;[n qff| ndi n ach criterion, thereby
mer gl ng the (g) Itr( Dyﬂq ran:op% Qn qnhfn a si nnl a8 p0| nt Of

ref erence, tlhe con or nan%%nof tlhe r?!%?&‘ﬁ“t“é’eﬁbﬂwwnéﬂmeﬂ}etf&‘?‘a By
suppl ying a(sef of criteria for| dndsirsms inkyanceostot @idass, t he fusion 15
probl em and |reduces the search S\Hffqera feréed to earliex as goal-based

fusi on. The [z a%%&w_&umﬂes sol e
pur pose is o aig'ﬂ&kje% éljfnee&hee\%glderce Blrtorép'éﬁc?/sérﬁ’e gmagre fogeNifenent . This

resol ves the pptentially confli dﬁﬁoﬂgatl@rfbi @hnquaeamro[&medglt&mdai a from
Expert Correl ation (Data Franmey e Rul es) 330, and draws concl usi ons
with the availjabl e data, even i|f f‘tncorrpl ete. OQbviously, the accuracy
of the resulft {is contingent upcrrm&ﬂfhewuazﬁfdrhyu&nﬁnqaﬁhi@y of the data
avail able. As [noted before, the, fuzz | o SSi n is goal oriented.
Goal s for Eyi dence Accunul ati or lmF’oce 'ﬁblgég‘ﬁgﬁﬁf}mﬁ’é Histi ved from a
Security Requilrenents Dat abase 352eterm1ﬁksnmnoefce8p€ctﬂdda)/a Metrics patabase
354, or a Vulnerability Database %?tme | datgu%se conposed of
AFCERTs. Bolindi ng fusion to pre-defined o%ﬂ SC I"PHIeE HEBTARCRt i on| ti nmes. 25
FuzzyFusi onTM|goal s provi de ne¢ haﬂpemestand@lhtas thelsfurd®d tb bétfeveThe
FuzzyFusi onTM{process has a nurrgggsmq{ggggvan.:t ages 9ver ;[I’afjl ti ons
approaches. T sSp expent systens—wottt—egut+e—ext+erely—taxge ow edge
bases to enconpass the necessary data and, yet, would still have a problem
with inconplete data and conflicting resul ts. Bayesian and probability

net wor ks reqlAsrrﬁ)t&mB&&%'M@T%ﬂ bk o & know edge 30 of
il M Lk S sl
euristi Jorip e otkefl @y fteraSb@iry SUCh as
Fuzzy3Q | gestuse INET piovQ1ds A ufls QB sirfiple RELE executi.qn tine ased on the
number of rul es and facts present 1 n %{eééﬁsdg}%v erabﬂq%ﬁ‘c)fsstmie@ BERERi ng the
anal ysi-$¥7 ﬁ‘f‘d"§&ﬁﬁeﬂﬁﬂsksandm@bg¢ﬁet@nberm|"waaadlf'smmtsvﬁor janamishaigal i ng 19

21 Apri Iperofifand€)ald t A8 RheRtd mg;/f&%ﬁﬁupose of refining and improving the system

or system design.

Q{HPEOV-eglg

In computer security engineering, sensors are the various vulnerability assessment and

35 risk analysis tools, along with the GUI to gather information, as needed, from the user. The

resulting outputs from these tools take the form of both qualitative and quantitative data, in a

variety of formats from different vendors. For computer security engineering, the objects of

interest are the nodes in a network (computing system), i.e. the assets, including hardware,

software and data. The situation of interest is an assessment of the weaknesses in the security

40 system of a computer network se gment that might be exploited to cause harm or loss of secrecy,
integrity or availability.

Assessing the risk faced by a computing system involves an assessment of the threats

13



capabilities. The nodes for each subnetwork will be eval uat &d Agsil 30Qf oup,
and then groups of subnetworks will be evaluated. G ouping the rules for
each type o{}'oq’?@% |s into different nodules will reduce the size of the
Fet e- net wo ddition to decreasing execution time, tREBU0P43G| so

i ntroduce a scal abl e nethod. of anal yzi ng networks that maps to the network
nodel 5 used by NVT. As shown in FIG 15, the other possible data spaces
coul d i ncfaﬁ%ﬂ‘ﬁ“ﬂlh?lé@Pd Rfesiusenge (eiplottitiong, aB6 the axpeitedi@bta:b&&eosi%@cﬁhaﬁn)part of

Level 3 f d n ase and
cost dat all:j{gbslgn ggf}%g??rﬁg }g{/hgggﬁ'%% sclag%g%ltﬁ" g%gseglsqﬁctg‘f iregﬁﬁ? %fnCP%tT
copendi nghsisntThisoisAvizest infomsation on padectivSYEatEvbs wbhtids bEH'ddﬁlrﬁ@RuPeSﬁESSl NG

THE SECURIpbYoptialfdRBaitcully EM.AND NMETHOD FOR ASSESSI NG
THE SEQUR! :FY PgOSTURE &R NETW&?@‘?%{EI%\W eﬁﬁ% Fé@sﬂf BETI SI ON
RULES, "2 vilfterpingribit restsdess dmuserpeconaiplr detrderaredsuny, of haeptaheepasidje@eofahsl

i nvent or Sjosst N@hidiesdd ,_gstHg a8 cor por at ed ef erence. Many
modi fications and ot her en‘{)é‘@nqn%ﬁ?’ggo%%ﬁg}é}aﬁ\r}en BorYev?neWn Sfrﬁc?%p‘l‘tﬁ% ni nd
of 15 oneekPukisEHemn t he art havi ng the benefitof the t eachi ngs pr esent ed in
the foregoi ng TdeIR & dRtdi®Nen BBl o her ef or e isto
be understood that the inventl n@?fgé%%%} I%a%ﬁ&“%g a?ta HeE f)oéﬁsisff%
enmbodi nerfPFPYIeE EFHEiEY enginepring ghat ¢paldrbeliubécd withothe patesent nbatbnmetthSfoar e

i ntendeyl grceing 18618 B6iesPbhdth Pl S+ h n ¢lia

gr aphi calrtuser g|nt erfaceswl)s c nt a?r@gggﬁsgéuggnﬁ%z‘??s}gsr egﬁuaéedd’g&%%ﬁzf or

det er ni nilABts wehis processarnuld egnsisbefithe ebjest mdeleiamme 138 res;psbts &mrdﬁ&wgmaw ndow
di spl ays &k 182! 184} 138 Edthé Bfk ‘Slam LERESGRLAL |

di fferent network el ements ccont)\g%lle W ?1{11 d%fer rR e?’%%g“e‘éfﬂ ve

net wor k |%@F§e%9@e¥ailhkbﬂ0t@§e&2ﬁend3% an arrangerrent correspondl ng to how
network el enments are interconnected within the network. Selected portions
of the network map turn a different color indicative of a vulnerability
that has been establ i shd@BLER. IMEIAbBROCESSINIG LEMELSEFwr k after a _

yul neribi |1 ty poStwAPARUSION FORIUOMEUIAR SBEBRIFPRAR! LSREFSc20 21 Apri |
2004 Cdainms .1. A graphl cal user i1nterface contalned on a conputer screen
and used for determning the securlty posture of a network regardl ng

net wor k vul rer @t FukioR T.e¢dll T §SPONTUT Y 10 nebé\géh HogCr Y, ategrthty and

avai | abi |'i t Yy {CORB U as D;W eH-Sa-ery et wor k
i cons of a net ?(é?rg% that dre representa }ov%m?)’fte’&'iff%‘i;‘gﬁ%é’f‘?a‘f%)rk

el enents corjta Iﬁ%fa\emevhl n a retRefinemenid detarat trespacdrk nedekvslgihs i cons are

| i nked togetiher in an arrange ndin how network elements are
i nterconnectjed| within the ner B%E%trsgé} mﬁ%ﬁ%f%ecggfyecatt s SB)rtl ons of the
network map {turn a different C‘OIPQJPflionﬁhnlzbjlpleweol@f-cramhtbd]e:sa@ddnby t hat has
been establifshed for that por|t, security posture
of the netwgrk|l has been establ ?Efbg% - ﬁe gw\?ﬁém@%’%ﬁ"ﬁéd SS%C ure of the
networ k has |befen est abl i shed |mpde creatl ng from di sparate net wor |
vul nerabi li tly |anal ysi s progrctrrsR@,ngy&gg%P_,g IoR%k o ge&engﬁ,t q%%grkt nat
represents and stores a netwq stem descri pt| n in a ect/ ¢l ass
hi erarchy such that the systemfgp w#sméhsmtamgysapports t he
information|data requirenents r [ Lty
anal ysi s progrlans; correl ati nég'ﬁsﬁsté’g ;gﬁ%@ﬂfu@gsﬁ%\%&#ﬂs‘gg@ gagé M th data
resul ts obtained fromthe di $gafde®@ network vul nerability anal ysis prograns
using goal orijented fuzzy | ogiORGkRiMLAaNLES: #Alvel BASLAL £t D pugh fuzzy
inference network rules and fluzzy evidéenti reasoni ng rul es; m ng an

i nference n ork —as a hi er ail CPRptifste pillafipR p§sessmehbs t hat  can proaagate
probabi | iti Jgtgrkssegment kndv’v'{eé*&g‘éﬂttf‘?f thegitiatidn ab thetrebidrkt | es such t hat

| ow Level di sqriefigedégbabi i1 | evel concl usions
of the netwprK vul nerability; s%&ﬁﬁvgﬁg*ﬁ%ﬁ%ps}lfwggg%‘%re wi ndow f or

di spl ayi ng Uisdr readabl e ~ i{&rRevelens desetiptéongdf cyxrpnteelativrshipet wor k el ement s.
AVENDED SHEET |21 21 April 2 rface as clained
in claiml, characterized by gg.{g”&gﬂ étrtgngg%g% ?ﬁ%og%%prl se a' chart

i ndi cative of vul nerable network el enents. 3. A graphical user interface as
claimed in claim1l, characterized by said user readable itens conprise a
spreadsheet indicating the vul nerable network el enents. 4. A graphical . user
interface as clainmed in claim1, characterized by respective network

el ements represented by icons turn a different color indicative of a
vul ner abl e network node.
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5. A graphi cal

gr aphi cal

user

interface as clainmed in claiml,
manager w ndow for displaying properties of network el enents.
user interface as clainmed in claim1l) characterized by a data

6.

char acéripsied0dy a

A

sensi tivityWBdK5Mai ng user selected itenms for selecting pBgusRRsEi vity of

net wor k el enents.

7. A graphi

cal

user

interface as claimed in claim1,

characterized by a select node configuration edit box having a user
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20

While the data fusion used in the present invention provides a conceptual framework

for addressing the problem of merging results from multiple vulnerability assessment and risk

analysis tools, expert systems, inference networks and evidential reasoning are used to

implement the fusion concepts and merge tool results. The flexibility of fuzzy decision

technology, in particular, fuzzy expert systems, offers the means to address these problems. A

25

multiple sources.

15

primary benefit of a fuzzy expert system is its ability to use and assimilate knowledge from



! ~ @' z10%& ()- FrlO%VE' () -, #310%&' ()- 10 10 10"; 10%& (O'-AxB2A0H& ()-0
},8&3@@#10%6&' 8 ! le%:F&'(%)- | { @#109%&' () -2! @#109%& ()-2!3" 1000JU&' ()-!3
10%c&" () - TV YRS @ #100& () -1 #1098 () -1 #10%& () -! #10%& () - ! #100WWK! () -! #1
0% (& () - ~§V_!\6%§°6% & ()-218l $109%& ()-! | $10%& () - #10%PEIUSMNIGH 10M
10MF: " 1098 ()-bCl  10% & ()-3S# 10% & ()- 10° 10" 10': 10% & ()-

% 10% & ()-y!"10% & ()-y,v !"}[9bCI 1 $10% t & ()-!$10%& ()-! $10%& ()- 3F

-10% & () - $10%eg logic Brabidis@ietgcafig®ifepresenting and inferring from knowledge that

is imprecise, uncertain or unrelialle. Similar to traditional expert systems, a fuzzy expert
system can represent knowledge in the form of a system of IF/THEN rules in which the
antecedents, consequent, or both are fuzzy rather than crisp. Fuzzy logic is used to determine
5 how well fuzzy facts match the rules, and to what degree this match affects the rule’s
conclusion.  Inaccordance with the present invention, an inference network is a hierarchy of
heuristic rules thatcan propagate probabilities without requiring extensive knowledge of a priori
probabilities (e.g. Bayesian networks). The heuristic rules can be developed using expert
knowledge on how the probabilities propagate, allowing conclusions to be drawn with limited

10 knowledge of a priori probabilities. This results in low-level discrete probabilities being
accurately reflected in higher-level conclusions. Probabilities of low-level events (such as
probability of password compromise based on lifetime) need to be part of any conclusions
drawn on higher-level events (vulnerability of password).

Initial studies of NVT uses accumulation of evidence to modify a fuzzy-fact and

15 represent the change in state required by the current system. This state change fuzzy-fact is
then used to modify the system and the new state is fed back into the change of state rules in
an endless cycle, using global contribution. FuzzyCLIPS allows the definition of fuzzy-fact
types, but only one fact of each type will ever exist. Therefore every rule that manipulates that
fact type actually modifies a single fact, leading to accumulation of evidence.

20 Global contribution and accumulation of evidence have lead to a FuzzyCLIPS
methodology that defines fuzzy-facts representing different vulnerability states. These facts will
use global contribution and accumulation of evidence to acquire final values reflecting the
tested system’s vulnerability, i.e., evidential reasoning. This method reflects the well-defined
use of fuzzy logic control systems, limiting the execution to a finite number of cycles instead of

25 allowing it to run continuously. FuzzyFusion™ has been developed by Harris Corporation of
Melbourne, Florida, and will use this methodology to accumulate evidence from rules based on
knowledge from network security experts. Inparticular, FuzzyFusion™ will employ evidential
reasoning as a technique in which facts are gathered supporting and refuting a given
hypothesis. The result is the proof or rejection of the hypothesis with a certain degree of

30 confidence.

Initial knowledge extraction has resulted in the use of security requirements to
accumulate evidence, i.e. how well does a system meet the requirements. This demonstrates
astrong correlation between the methods of verifying a database (e.g. AFCERTS) and verifying

security requirements, leading to using the database and requirements as global contribution
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| 37 10%x< &SeCyrity noesstite ombiiatiotairesults frofr ANSSR and ISS Internet Scanner, two of the tools

currently used within one aspect of NVT. The outputs of the tools are both quantitative

(ANSSR) and qualitative (Internet Scanner). Fuzzy logic allows the system to represent both

10 data types within the same system. Then an initial hypothesis is formulated, and fuzzy logic
is used to gather evidence to contradict or support the hypothesis.

For this example, an initial hypothesis could be that auditing is invalid in an existing
network system. The system user then exercises the ANSSR and ISS Internet Scanner tools. If
ANSSR supplies a number 90 (out of 100), that auditing is sufficient. Fuzzy logic allows NVT

15 toaccount for this as strong refuting evidence for the initial hypothesis that auditing is invalid.
If Internet Scanner supplies the qualitative data that User Access is not audited, fuzzy logic
accounts for this as supporting evidence, which is combined with the evidence from ANSSR.
When the tools are finished, the contributing evidence for auditing is represented as a single
fuzzy fact that provides a measure of how well auditing is implemented.

20 FuzzyFusion™ as developed by Harris Corporation of Melbourne, Florida is a means
to consolidate and merge the results of vulnerability assessment and risk analysis tools,

“employed within the NVT into a unified report. In particular, FuzzyFusion™ is developed to
implement Levels 1 and 2 fusion. FuzzyFusion™ is accomplished through the use of a fuzzy
expertsystem (Goal-Oriented Fuzzy Logic Decision Rules) using FuzzyCLIPS, which combines

25 theoutputsof the various tools, user concerns about system risks and vulnerabilities, and expert
understanding of the results of each tool and how these fit into a larger information system
security picture. Thus, NVT users obtain a simple expression of the security posture of a given
computing system, or system design, and can perform "what if" analysis for functionality,
performance, and countermeasure trades.

30 FIG. 14 illustrates the NVT FuzzyFusion™ component architecture for implementing the
first two levels of data fusion for computer security engineering. As the figure illustrates, the
task of modeling security expertise is partitioned into discrete tasks. Separation of Expert
Correlation (Data Framework Merge Rules), Fuzzy Inference Network Rules, and Fuzzy

Evidential Reasoning Rules addresses the problems of brittle expert systems and computational
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302. Individual tool results (after fuzzification) and the CSM 138 are exported for Expert

Correlation processing 3310 (Data Framework Merge Rules) to resolve system information and

10 integrate tool output based on security expertise. Expert opinion can be used to determine the
specific fuzzy values attributed to the low-level events.

The Expert Correlation (Data Framework Merge Rules) 330 is a collection of fuzzy expert
rules to performnode-level data refinement (Level-1) or network-segment refinement (Level-2).
These rules correlate and consolidate the (fuzzified) outputs from the vulnerability assessment

15 and risk analysis tools, using expertise from security engineers. These rules leverage extensive
experience in security assessment to resolve low-level systems data and tool results. These
rules resolve system information and integrate tool output. Expert Correlation Rule processing
330 canalso transform low-level data from the CSM and tool results into high level conclusions.

For example,

20 IF auditing is on with these flags,
AND the audit data is not backed up,
THEN auditing is unreliable.

Working from fuzzy-facts in the Fact-Base 302, a set of Level-1 fusion rules can

consolidate the vuhlerabilities‘ for each node, resulting in a vulnerability rating for each node

25 inthe network. This rating can be imported back to NVT for display. Similarly, a setof Level-2

fusion rules can consolidate the vulnerabilities for each network segment, resulting in a
vulnerability rating for each network segment. This can again be imported back for display.

The data is then subject to Fuzzy Inference Network Rules processing 304. It may be

necessary to perform additional refinement on the available data prior to the application of

30 Fuzzy Evidential Reasoning Rules 304, while maintaining the probabilistic nature of the data.

This refinement will use inference networks, as known to those skilled in the art, which
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610%&' (5) newdNK:s §eruity@dtute) These rules provide a mechanism for merging the CSM, tool results
and the results from the Expert Correlation (Data Framework Merge Rules) 330 into a unified

report. This also removes the necessity of dealing with incomplete and conflicting data from
the forward-chaining expert system used in Expert Correlation.

Evidential reasoning use a technique in which facts are gathered to support and refute

10 a given hypothesis. The result is the proof or rejection of the hypothesis with a certain degree
of confidence. FuzzyFusion™ uses evidential reasoning to accumulate evidence from the
Common System Model and tool findings for each criterion, thereby merging the computer
network system assessment data into a single point of reference, the conformance of the system
to particular criteria. By supplying a set of criteria for fusion, NVT constrains the fusion

15 problem and reduces the search space, referred to earlier as goal-based fusion. The result will
be a set of fuzzy evidential rules whose sole purpose is to accumulate evidence for a given set
of requirements. This resolves the potentially conflicting, ambiguous and redundant data from
Expert Correlation (Data Framework Merge Rules) 330, and draws conclusions with the
available data, even if it is incomplete. Obviously, the accuracy of the result is contingent upon

20 the quantity and quality of the data available.

As noted before, the fuzzy logic processing is goal oriented. Goals for Evidence
Accumulation processing 350 may be derived from a Security Requirements Database 352, a
Computer Security Metrics Database 354, or a Vulnerability Database 356, such as a database
composed of AFCERTs. Bounding fusion to pre-defined goals limits computation times.

25 FuzzyFusion™ goals provide mechanism to obtain IA metrics.

The FuzzyFusion™ process has a number of advantages over traditional approaches.
Crisp expert systems would require extremely large knowledge bases to encompass the
necessary data and, yet, would stillhave a problem with incomplete data and conflicting results.
Bayesian and probability networks require extensive and often unavailable a priori knowledge

30 of probabilities. Algorithmic solutions do not fit the probabilistic and heuristic nature of the
security problem. |

Rete-based expert systems such as FuzzyCLIPS suffer from a geometric increase in
execution time based on the number of rules and facts present in the system. This leads to

breaking the analysis into subnetworks. FuzzyFusion™ will add subnetwork and scaling
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Claims

1. A graphical user interface contained on a computer screen and used for
fdeterrmmng the security posture of a network regarding network vulnerab111t1es
corresponding to network secrecy, integrity and availability comprising;
a system design window for displaying network icons of a network map
. that are representative of different network elements contained within a network,
wherein respective network icons are linked together in an arrangement
corresponding to how network elements are interconnected within the network,
wherein selected portions of the network map turn a different color indicative of a
vulnerability that has been established for that portion of the network after a security
posture of the network has been established, wherein the security posture of the
- network has been established by |
| - creating from disparate network vulnerability analysis programs a system
object model database that represents and stores a network system description in an
object/class hierarchy such that the system object model database supports the
information data requirements of the dlsparate network vulnerabmty analysis
programs;
correlating the system object model database with data results obtained
from the disparate network vulnerébility analysis programs using goal oriented fuzzy -
- logic decision rules that operate through fuzzy inference network rules and.fuzzy
evidentia] reasoning rules;
forming an inference network as a hierarchy of heuristic rules that can
propagate probabilities using expert knowledge of a priori probabilities such that low-
level discrete probabilities are reflected iri high level conclusions of the network
vulnerability; and . '
a vulnerability posture window for displaying user readable items

indicative of vulnerable network elements.
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3. A graphical user interface as claimed in claim 1, characterized by said user
readable items comprise a spreadsheet indicating the vulnerable network elements.

4. A graphical user mterface as claimed in claim 1, characterized by respective
network elements represented by icons turn a different color indicative of a vulnerable

network node.

5. A graphical user interface as claimed in claim 1, characterized by a manager

window for displaying propemes of network elements.

6. A graphical user interface as claimed in claim 1, characterized by a data
sen51t1v1ty box having user selected items for selecting the sensitivity of network

elements.

7. A graphical user interface as claimed in claim 1, characterized by a select
node configuration edxc box havmg a user selectable vulnerability profile for a

network node.

8. A graphical user interface as claimed in claim 1, characterized by icons are
linked together by arrows that turn a different color indicative of a vulnerable
connection that exists between network elements.
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