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relates to a nethod of generating an identifier froma
sem conduct or device conpri si gg a volatile nmenory
having a plurality of nenory cells. The
present invention also relates to a nmethod of

[ T EVA such a 10 sem conductor device. The
pﬂgggﬁmm@nti on further relates to such a

senm conduct or devi ce. For various reasons, it is
i mportant to abl e to ident a sem conduct
de\ﬁI%MIQGNDlé%‘TﬁIR DlEtVéGEaIP&I\'HFX%BIGENE&AT'%U@EIOP AND

after it has 15 bee E‘I\ﬁﬁf@ﬂ gjé;-f@ DEVIGECE. t he
€ 0 trace

i dentification may be requir ack the test
results of a packaged | C obtained before packagi ng,
e.g. the ICtest resylts obta| ned

st I | Hhe mreseRls Bventgn &elalag %Iaymmrﬂ ‘ﬁ&y g?é'elr %tmﬁ @gridentifier
tI‘I’orh dé"§§m%‘h@u%fb? gbgldeoccﬁn@ﬁihg %Wd‘étll@%&ﬂowhé\ﬁﬁ@ aYlurality of

returns .e. returns by a custoner)
fmemorya:eﬁst he field retr| eval of potenti al I y ot her

faul ty-20 |1Cs itate,the eval atlo .Qf the

br odu TR PrERecu8gHoY alse SpBisnlp Bafiatfbq & identiRg suen a
| SEhRYAdLESr BEQECt i on process of future I Cs Al so,

unique ICidentifiers (IDs) may be used for security

pur pos €Re present inuestien dndherapiatas t Aadhhasgpycenductor device.
generating identifiers for 1Cs. For instance, |ICs may
be treated with a | acquer after packaging, into which

an | D Rér i gariony i reedns,Tht sis hioyevtant tos e r eblat Itmell(sIentn‘y a
cost|ly process. Also, an identifier ma ﬁsstore
dRRINICANSHCIOR GV {Fe Bkt 8B AN ITiROEEtRE RO ( )sgépsmaﬁsg@ﬂer it has

thadn EEHPép%ed q%?%%ﬁc@ afﬁ% |H8nﬁ’fﬁ:a%6ﬁ rrﬁé%%@@eﬁhwé@ d4§%race back

for t Ive i tificat
tﬂemhtasqmltsanfgatpabhage:ﬂ Iicucﬂ.ﬁamed bﬁfo:mpqckagireg',u eg. the IC test

char |st|csfor ntifi 0

SRR Stiper il tap T lap SiMal hsh Weln dataradtively, it may be
dingsdritdo itace! dadkanBtick Mbbﬂ!&u@rft‘/‘d{tﬁ iJehgig obﬁmuqetums (i.e.
M smatch' by Lofstromet al. in Proceedi ngs of

| S80S hEBEUSiaMeD tediagilitaip.the fieldg rerieval Qfm@eﬁ%ﬁﬂb’r other faulty
afrd Griig ALFEESRE SRS ALr E ProdlctREpRR2R! & the returned

faulty IC to improve the production process of future ICs. Also, unique |C
identifiers (IDs) may be used for security purposes.

There are several known ways of generating identifiers for 1Cs. For
instance, ICs may be treated with a lacquer after packaging, into which an ID
is imprinted. This, however, is a relatively costly process. Also, an identifier
may be stored in a dedicated memory location. This has the disadvantage that
memory resources have to be sacrificed or added for this purpose.

Alternative identification techniques target the utilization of unique
device characteristics for identification purposes. An example of such an
identification method is disclosed in ‘IC identification Circuit Using Device
Mismatch’ by Lofstrom et al. in Proceedings of the ISSCC, IEEE Feb. 9 2000,
pp. 372-373. In this paper, an IC is disclosed having an array of addressable



WO 2007/ 119190PCT/ 132007/ 051213 2 MOSFETs. Due to
m smat ches in the MOSFETs, the drain currents of these

wWQleao7aeswi | | be randomy different, thus prodBCT/mRpoer/051213

10

15

20

25

30

random vol t age signature over a load driven by the
array. Since these voltages aée reproduci ble for a
single IC, these voltage signatures can serve as an
identifier for the 1C. A5 drawback is that this

TRt £ e 8 e RO T PR roff B of these
Afetitey wiikibenpaedarhlysdiffbrent,nbiub qtodscidg sctapgieeh voltade signature

pat ent appli.cation US2004/ 0162959 Al . The invention |,
o‘?‘éﬁfl%i‘l&f drivemiby hgppirawt PngerBeae soltages are reproducible for a

SSFEOS et VIRACRCS RS, U cE 0 Herbiehy e 1. A
bdraeicack 38 rtlbat thie rhetbatli muiréjstthed;freaémgedmé_raddjtiobnlabgdi@icated

r r less random. a sem condyct or, devi ce can be
ST B0 BSPTAANS Reehen aXCpHGENe 1 595 cast “part1al Ty
based gRothBPekaepld SMsith 4 RietSA BCdis¥BsBH ¢ WS batehl8pplication
menory. A drawback of this nethod I's that the whole

ngt8094/0462939 el .i Thee nvegdion ddisclosied ¢t thiseapptieation relates to a

0B SRR, o) RAFGE"MBOIELE GE°H g momore
UEABA6/HE IBEcttle. manitry stk s StHeaahe d6ehtiopr ofithe @ty ehemory

an identifier for a sem conductor device based on the

sipeks isgnots obless sandeine a semisondiiendevies rar beiidentified by an
t . i r - St

JuEHR el & o848 BAE Bhoed Bn BRIBERGH of B gboive blocks

tihrtbeinwrao'ryfarﬁt dr?ma?ck clsfllihis r_ﬂ@tl'aﬁif 'rshh?ii trnbr\?mbanempry has to be

start-u ue. of a collectjon of cells of a static

Biessiadied & SetRiming Theiganiennenicis.a MgrdonsLaIRg and costly

th@chss %@e%faily%ﬂﬁﬁqéjﬁl el ected circuit elenents

' dent |

i's used as an ier for the sem conductor device.
The r aindd¥AeRE/006328@ Adr acesthodds idiadianes fonproviding laat identifier

this identifier is likely to pe unjque. 25However, it

85" Besrrtirtflpiore PoR oAt of g e g of more
| sprAiRbhadctoP akvide Wirehl emerassRchat Ravabh Riskeficaipa@arBeer that is
start-up values froma collection of SRAMcells is

t $RAISitivs: toaprocsRAMaEiatipRs, Haiethah alset has gi timetryarian value, such

valiig -{ng@ﬁﬁ%k%{elhg%m%ef){ ¥1dfeBibr! OIS 464 sl Pafilom access

CONMBs a t1 nme-consum RY exer ¢l
gaﬁmtj! (SwplTheyta'hgarg\ire?mmb dr:‘hbe Wﬂﬁtar\la{m 8bthe selected
ehayi our is required before the cells having an _
iﬂf%'%@'ieg?%’tt%r'ﬁ- dv_ﬁﬁu@ é‘éﬁﬂtﬁ'ér el it%|s§en",ﬂgg%:{qqtq>reg9wce. The
WINGIBrieRE G thy ﬂr@%&sﬁ%ia‘iibf\?ténﬁgrééotﬁa@%i@'ﬁﬁﬂtﬁie?‘?g Bely to be

gl
nunber of tinmes'b re a sufticient degree
rghiga®i ity can be ensured. WO
2007/ 119190PCT/ E1320Q07/ 051213 3 The present
inventiBWeg%‘ékQE*t‘%S I HSQVRIRG Ly ¢ d'QMg%tan%tQToH“eofPresem

GRRERRIN fehted proisiBhl BsdcibtedMvith & RiAG B dtrolp datigefrom a
of the openi ngwgar agragg. 5The gresent invention

f ealiegtion EK3AMoCliois that 10t @i eBAMICEDS haweiareintrinsic start-up
value. Consequently, deriving an identifier from an SRAM start-up becomes a
time-consuming exercise because careful evaluation of the SRAM start-up
behaviour is required before the cells having an intrinsic start-up value can be
reliably identified, which typically requires starting up the SRAM a large
number of times before a sufficient degree of reliability can be ensured.



to which the nethod of the present invention can be
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Wr09%@1Mod nvention, there is provided a nmet hodP@F/IB2007/051213

10

15

20

25

30

generating an identifier froma sem conductor device
conprising a 10vol atile rrermr% having a plurality of
menory cells, conprising: (a)tausing the nenory cells
to assunme a plurality of pseudo-random bit val ues
i nherent to variations in the mcrostructure of the
menory cells; (b)retrieving the bit values from at
| east Fhes pbssnt dfvéritionpbeekd itd pr@mdmnvmorecaﬂfdnﬁabmmethod of
15(: eneratln the identifier fromthe trieved bi
ting an 'dgﬂtéﬂ%'r éf%tth%\ﬁ@ﬁ‘ﬂ'%'ﬂﬂlﬂfé% CeET s trﬂfhec'pef“"g
hb@w on that when powering up a volatile nenory
a static random access nenory (SRAM, or

al | owi Trge presege |nvcerit|ealfuﬁbmayséel(5ﬂoap|cd>mdmiacsananolminctor device

SS no for re efined er| of tine,
36 e P BinthdsTof Ve rrénef RUeiias oriy pB2poBee.
preference for assumng a particul ar blt vaI ue, e.qg.

assum ng a preferential bit value at start-up or
r et ai renpradingetot an raggiect wilthe meenblrmeétjem thedle perprodided a

a9 hidnty 2buRehundiohds Sefied iRy adiof Boherising a

agtdtilevnarnyry havisgusedratity ¢f rhEmioy eelts, lc@rﬂdﬂ%mg
m crostructure of the cells. Conseq uent |

rl@ri SAUSHG e prasueny- e@ﬁd@r@ﬁqmw %ura%ty qfrsaﬁﬂU&io -random bit
il de‘si infErdii%o @Sﬂgﬁ ﬁ' the: rplcr(f%trl.}?:t)ﬁr{e\fﬁ ﬁ{fﬁﬁénl?@lly cREm

a sing rieva
r épr od‘etnehdareg ttioe Hit \Aaﬁﬂfrcamzﬂﬂé@tra subiseh bf hecplusdityobf memory
h i _r Cé)rrel ation with the mcrostructures of the
hese val ues can be used as an identifier,

x(;}p rBn g 9BAtdarrne fatHie v valugdevi ce o
e ne

ry bel ongs.
2007/ 1Tire1 posreemit mnoonﬂs)maads unon dhescedlization itef when powering

o oo Biec e in 2 Sl Pkl BsERoa PagnbRZFRAM), or

i alma@ ehalgectodbap aOfayrfﬁirﬁ@d'yrféJnU‘r@nbom y@e@@%ém@m (DRAM)
| east a subset of the plurality of nmepory

cf@ﬁr?r iPsedgfined Beiiog q5|ttm9aabé%astrwarpfs¢a\mempnh cg{ls have a
féreﬁé’ roésstulﬂ’ﬁna at ért&’:ﬁ#a\‘%?t val a')é( 812 g'tsﬁf‘rﬁﬁ'@f%%refe{entlal bit

eren start-up Pl step
t\}’aéuaraezmm upnmemtewng\mutehma mkealHEedvezgalpTedeﬁned period of

ot her vvords at | east sone.of the retrjeve |t val ues
SO T MR aiouT YR T SBTedPpL F&s %ﬂ%@d'\s alfprRIQyY £ell, and

.?F&%Fé“dllﬁéreﬂt afdr wacHal of’y €is ARkl tt?atdlﬁé’r%%és in the
different brt values in differéent start-u of the
SRitkdsthucturengf theomlisaConseduenthy, bs/tratrlevmg bia pseudeerandom bit
nor.e o; ten . .

values from a subset of the memory cells, i.e. bit values that seem random at a
single retrieval step but that are reproducible to at least a certain extent
because of their correlation with the microstructures of the cells, these values
can be used as an identifier, which may be assigned to the semiconductor

device to which the memory belongs.

However, it is pointed out that within the context of the present

invention, a pseudo-random bit value does not only appear to be a random
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menory exhibit bit-preferential start-up behaviour,
i.e. sone cells show nore or | ess random start-up
behavi our, it has been deter nffned that the difference
in bit values retrieved 15 fromthe same menory in

davEiin Shder gt aBbf t; BN pEo CHRIDF 12 it Roree of
rmratlbﬂSbeﬁ}teeh cm:eeqnemt eetrtelvat gtees. blFberbt#me the step of
retrieved froma nmenory this way can be used f

iTgEHRvINg tha bibiaplasphassat Ipastor skbsalopldbe Q'H@“Bf @gwow cells
o
Lﬁﬂéﬁ%@h@ﬁ'&%g@ﬁ‘f%ﬁ Bit SafIRLtdiAn SERAPMAIEAL 1o8%: S of the bit

emlltn@ hkelwt?aeeslalme B differestt start-up vele éfsstep (a) of the method of
ection .of cells o nmemory j s acc

TR ressntyerian nellsk e Axpayiey’ Syini B oBer kS, At ledst some
Q:Eftftgrréfﬂevéﬂ it étﬁés eb r‘iétfq}a?v%“@n TRARSY stté}@ﬂtlgh@lgty@%t merely a

e start up va ues of erent nenori es
rpefdareaiial shammipesitidid.cs & ealt |tlmt aﬁopttstdlmmtt wdlues in different

e r%écfgl tb? ,gﬁ’aw ngwéﬁlgg : {‘J]lhlg}c‘ 'g%géu%glt%%ﬁ@e fhore often
WpdAR8/dpeaRentry vaRfause there is no longer need to

identify those cells in an SRAMthat have a truly
i nt ri de.qasetefrthemnaaaw ofpthe pseudg- @and@mtbrte@lw&*sehy powering
bﬁlﬁ%&t&&orgétsélﬂﬁet (?étﬁdofgbeaﬂee@ha e{dﬂg't bit-preferential

cbtérttegerbeeagawe?@ bsc}tmer etls ewﬁvb fnnoge sorc hess n‘ermcnm start—up

30 and an_identifi rom ase oes not .excee

&%t?é’qute& hag §ﬁ8|‘t‘rﬁte%{§'”\%al l'% QJPH%‘%{ in #'W'Hes ret”e"ed
i el

O the Pirb malfof 4 Gl PR ttt SRAAERAY Srhallr then the

tdiferamgorip tmevatstesgetrlta»tedt fnremsdifferanft memoslebsemscdtembestrates

f or |n n i f the nunbeyr .of uni
d851 B8 vaiSts REIARE" Srom 10 7ol Ly it Y HT bespsed for
qggﬁﬂ'ﬂbagghlp@rlg@@gg y suffices to successfully identify
he nmenories and the sem conductor 5 devices they
bel ondntqihemwetdmtheameﬂég’eenéom REQVides awiastifjcant improvement

AL VR2RoBRss8 A, ORI 1 hed' PRbTtese et @ cortan

prariatieoasin tthe biart-wal velaes edt ise\setbdtivanmod «dlisgbt a memory is
pseudo- random bit val ue ?ener ation st eg are reliable

AHoegLle hEe%ﬁ‘t‘oH"W"t@dpt‘ Harsubstaiiady sapitalt belyeen different
SdERSPS? rﬁ%&? t'ﬁ%%ﬁ t?@m%%ﬂetheostfaﬂrtﬁg'v%fﬂseé‘lt different
power - up vo ages and ditferent tenperat

vhemairiest hnis reglizationsnaiged the selectiorefithiel subset véshemory cells

G5 u58a 1F iR Reshiy R0 By Riich Aot e BhifSrverd than in the
Repeabt NES2dTH/0663 s anNdedBdlisk ikdias aanes erggeta%@-tg- identify

repeating the mermw% power - up, and subsequen .
rtopse edells i audiAMothatihave adeulyiinlingic s@rt-up value. All that is

TP B e o i8R BB S 1 B QRehgposos
lt@%ﬁecﬂd Whelhze IBe GRifé2Nes HaweBl BitsPifetdstVROHS such a memory
assumng this bit value at power-up. Moreover,

ry
cang gn tHigy drom & datahese l’lﬂﬁ eXgaed & @r,adgflneg threshotd as
ndi ti ons such as the
meq{e %(Jl%ﬂ%?% n‘? cfe;ttéig%éé]rg the applied operating
terrperature By takl ng 20 these different
characteristics into account, an even nore reliable
identifier can be obtai ned.



The obtained identifiers may be stored in a database.
This facilitates identification of the sem conductor
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enbodi ment, the nethod further conprises the 25 step
of | oading a database of i dengi fiers, and identifying
the sem conduct or device by conparing said retrieved
bit values to the respective identifiers of the

[ ural [ t
P ont 141 EpBorER SERAULE O uIF Ui St 28l es diie iinory colis
bis tthatatheesize lélfruwb lsgb‘séteca*mbe kept salle foveiastanice, if the number of
retrieved bit valyes and t dentifiers.in
HAIGHE SEViRes igo iy 16 SFLET @ ~éb cBMOSEL SiF& 8 ﬁgﬁ. mgmery cells
dééll 1Ged S \%ie éé?@li)f ﬂéﬁtﬁy%ﬁ%ém&ﬁéy%oﬁﬂ% 88miconductor
er fromt dat’abase 'such as a bit drift val ue
odemc&&athayrtmlohng;tmrkmthéhadvarntfagen@mﬁi NeagneEeory gepaureas have
0 determne WO

defined.th hol d
to ¥ gﬂ@?é@b&?ﬁé@ﬁ%@&% €6 whet her or not the

r et ri eﬁ(l@r@bt@ﬁfo\/ Mo sdaitdichiién pdriddeki Bie 1Rt falsbirépieved from a
enough to declare a positive i dentification of the

seingleo paeed@Tantom ceit velue, generawa.%ep nefea religblgrenqugh, the

C[gﬁ‘gﬁ)ﬁ %59%%3@?8&% g% rﬁy RIS aség (%ﬁaea Xt’erHE&(‘.JI nid}floe done

rfor diffarent powenap ueitages énemrmﬁm@ntttanpei@\tmree aad wiesrein the

easily identified. A further enbodi nent E{é@&'he .

pHEREHuSINg, e fedrevarhbit ¥8luescCqiBRisas: VYR Gt camBiatigh of the bit
nduct or device

%u?ﬁ?{ﬂg%ﬁ! ﬁB |oﬁ\rﬁtrlofu§%ﬁg%—ﬂéree%§§% such a key for

[ ts opRepeating th?aopsemﬁcb-mmt;mtﬁevslamgmm&iah@mre devdpaating the

use the key to encode or ,deco cure
TREAiY sanesn, 25 Sibeeqtet aatua el Sl of fimes faciltates
PestBBRSing Rehich dPthediB/ory EBes b@do\mh@ntﬂ/ K@3pt'tBE SavrIbit value
fromthe outS|de world to verify if access to

patotidferend pawersups, wihighddeniifinsdineser callsvas dayingud dige towards

. . . t hj h
SHiRHa. s ot aBRg s elihE by MBRRIEE, S pols, ey nave
Vgifidrarargattsipgharactarishies uvider ajmférjant)foperétmgnw:ndntibns such as
égools 15 sel ecting one or nore code words from

appliegy Hartir vmﬁ@%ydfthsrﬁqpﬂfedﬁﬂ%@m F%HD%%@HH& ?y taking
e PSURIRLErTRER A S B AT A Dot YD et can
geeebidined) t he identifier conprises creating a nmapping

cods. vihahianed3eaMte anhy 8 SBefd jo 5 galipd, TS faciltates
f joemineiteh &F tRE seRPESRRREN MG HealatEr @atebit value is

retrieved; and saving the mapping function on the
sem coAduwding deanether embodiment, e magipiodguriver omprises the

e 6° Rl o%tan2eB ot Rebie e BRCGsHERIk, b R ffodnauctor

sy&es fﬁ)yfc.@‘m@rﬁ'?%m@ réteieved bita/allss todastrespedtive identn‘lers of the
creating a ke romthe information synbols of 25

oﬁ@r@iﬂy mﬁ@m@@wmrdgewaeﬁj agg\saiectingetneaiggniter {ha hes a best
5HT§5|{h°'§aac{<|F§trle98@tﬂuf 'v%fu%;r. Qﬂhajﬂﬁ Fﬁé’ Bkt %éfﬁﬂ%é/tween the
B<ed a5 °8 ey generator, bécause¥t he one or

cratdeved dst wvalucbeanét thieeidemtifiesmint hlaevdmaba*se cnfer«mnymers may

at a later sta and _t he ke% can bebreconst L@Led

 POMPR® qateBRAINg gndifferannes betwael: e retrigyed Rbyelues and an

Wfefifier PEKE% HStaBRdE s%\ﬁﬁ'ésagliﬁt gﬂft%h%‘bp'étHEﬁmﬁihg distance.

sem conduct or devi ce, e.g. to disclose the key t

t bismdifighantaimeay dfe mbmn&edi cle. aThrededipeduipréshold to determine

nodi fied before making it available; for instance, a

public key may be extracted fromthe generated private
key, with only the public key being nade avail abl e.
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destroyed, after making the key available to the

out put to prevent unauthorizeg retrieval of the key
fromthe sem conductor device.” Such neans may for

i nstance include code word 5 sel ection or encodi ng

i)

:ﬁﬁgﬁgao not @Fetﬁ@%’%%ﬁl sﬁ% él‘?@Itl?]?)édre?eﬁﬂep?heggﬁma?denough to
r dsglaret la/qocmtivectueehttfmmu ofalthe lsemlmduc&m eidvirad Thus, by
stored in a n(gtntévol t|| nmenory of the m conduct or

dJeliedng @ get b y8luss| FomeRgREMoRh PER ‘90%&0 e identified and
ith
%&ﬁﬁ%ﬂ lg%ei?" i b%éﬁtﬂe\‘s bEse@ﬁBH' bf’i&é’ﬁn%ﬂr%‘(}ggﬁb{tagﬁaéues, a

y creating a eac
cmmtconduetepdevﬁceg:awtlmeasuyademtyﬁeﬁelI of the at | east

the su of the e menor rovi di each ..
bi't ¢ eI erBdiftestiof e, Biezent inyBBliet kgables e GeReration of
P4 @2BRG Y bAded @Jﬁrthéslﬁéﬁﬂ'ﬂléig Fﬁ%”@émc@ﬁhhcl‘oﬁ defe may include
mappi ng function. The val ue of the nmapped informtion

sfyunbbmna’r&y thet reeuippoduch af keywebbnts epe@ioand-arhistance, the

fcoHBu&oF Tﬁ%v:ﬁ%pﬁ]qyghﬁgﬁgpg k&ﬁa n?@cg:%teneo@%code secure

l cmhmmnia@dneSo:anmrmed tre kiéy fcﬁ‘Waﬂ;déﬂ@n @uﬁ@iseef eng WGVOOmpare
cells. For instance, the mapping function a‘ﬁ
bhe bay bih o keydeshived: gt de. &il’éS'%r‘M@”qj Hozver d6rﬁ°0933 to

e&ﬁ%d%e gHalo?féﬁésg%@ESsPﬁﬁdy}mreg rneve @Eg%nﬁg%ﬁﬁé 20

functi do. thiuehd] Homathod furiegr edbmpribes provigidgom famédy of code
i or, devi be re ene at ed

POtGRe SAER ARG COmEVISINg B b RBHLY IR Betph Symbols;

| 0
SEjoSpRESiery LAYy RS aa R oy o e

Aoturditiog symboissok i dineeat meree code hewerdsurandemaking the key

Cﬁ@’fé e(s?é‘:ﬁ'% Ogl:fbl%gf?{{l%[ep@%ﬁgﬁp sf%%?l%%/\ﬁ)ergﬁné "RE identifier

eddraprisey b@é&lh@@ﬂ i fmfctlﬁﬁf@dweﬂw[at eveld bpogfusver dse one or
creating the key fromthe informati gn synbols of the

OMEre ICORSr WOERS ¢F IaaRiast 0Bl GoMRSRASHYS ; Mamery F&ilafremgwhich a
t&g'réé\ﬁolﬁgi @ﬂleh‘ilﬂ'%”ﬁii UQE LI réfrikved: an%sg{}ﬁgftﬁélnllé(pplﬁa?uncnon

d°f T Om 3 cod
eon d’fesmnrowt:luo@rdedmewords such as BCH codes,

Reed- n codes odes and so on. The :
Use. of TB4S b GaPPEGPRGEARE SRR OT AHACEAIRAR S words in
t&"ée Yalih@bl e Word BRI p rHP:dléaér#tﬁ@hr @ﬁ‘dr’n?éf%‘?l $ymbols for a
ferent” power-up steps can be corr ed inth
e$ecmred<eyr entd g igentifiers craptingea ey iftopn ithe mfonfmailrcm symbols of
% WO, 2007/,119190PCT/ 1132007/ 051g EE
eone or Miore code words, and saving the mapping information, the identifier
from the volatile memory is used as a key generator, because the one or more
code words can be retrieved from the volatile memory at a later stage, and the
key can be reconstructed from the information symbols of the refrieved code
words. The key is made available to an output of the semiconductor device,
e.g. to disclose the key fo the manufacturer of the device. The key may be
modified before making it available; for instance, a public key may be extracted

from the generated private key, with only the public key being made available.



This way, a nethod for operating key-dependent
functionality of a sem conductor device is obtained
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characteristics are based on characteristics that are

uni que to the vol atile rrermryTOf t he sem conduct or

devi ce. 5Preferably, the code’word conprising the key

is deleted fromnenory after the conparison step to

m ni m [ . rj t

hccor d AP eBA N e LRRERS et R AEFERS RebhE 1 i the ey

téxlmilablestcptrm/ bdﬁtﬁ.lt,awﬁm amlwdmrntyd, dze%yj desteoyay, ias‘ieﬂlgwlwaking the

vol atile menory having a plurality of 10 nenory cells;

Hey avalighla 1 thErolentrtS piekent Sautiarzesietiaahphing keychrom the
the o u Lt MR YorC -

f’sﬁt&lﬁﬁ ?%@Bgodn‘%ﬁgs'i ﬁg% er)shggfg?i ve pgoéug{ggéqncﬁm%??e code word

vad|eet®on orrereading meeasi ati ons in the m crostructure of

O e R W
r GQsitters iR resPebtive $QBLRUIABRIOPH cERS e ME Bfdadd 8hd stored

a 15 conputer, is capable of generating an identifier
iin acoona@iatie winemaryeohrdhé oseroiconducior edevice, e.g. a read-only

[ ti . | the, identifi ' b

B Prich aney JiF BRRBE JiER, s indeblie Fodge mev be
Neplémehieer by er@dtirkcadsit abidusacovil BBbld Gelt berregbpaidihg with a
menory; and wherein the controller is configured to

pnemane cel ofdhepalt leapt e subsaiof thgpedatilg engmoryiaimk providing
Thi ‘ | ' _ _

B PRI Soh LS oRSERSP TR, BERTERNRD of e goresponaing
broenabay \cedicianthel EEppiiy Quriction. MREEvAIGO)f henplappet information

STaTey B e RRcbReol ifoh vebie #8i 1 Bpger ub bit Elle of the
r & mhBhtorpae)t he advantage that the available

%gﬁnﬂﬁweg .
pins of the TAP can be used, e.g. test data in (TD)
and t eBte piaphing funatioq ToEy afsor be irepleoranied @sta parrofitation table

r18F 710 Qi rheropa PR For MstaRy R ciaPRa et Gev qmge the bit
fUHILES of GRETHrIE Br PheE aod@ e dIERDA Yan@emsorides, @itarinfemation

the size of subset. This facilitates dynamc ,
crfining the rafion osdenbaieg reeded hsegeesaiyliygetrieve the mapping
H

@ﬁ‘érﬁa&fﬁi‘ﬁni&rﬂagioh.srnggtal%@é"@to?&‘tf\’ohefﬁ@ %eﬁﬁ@orﬁﬁh:?& *Rice.
ol sem’'conductor devices I's going to be. e
I dent i Therkeyaynssl be legemetdtedpin flos seoficgahatat degice to allow

Ecgqvﬁrféﬁén %gtitgﬁ{eiéﬁi ¥ ,nﬁcq%.g?l?mttj%n% |t?/ ggcrgrgiga 8 andther embodiment
Zn&goﬁ']{elﬁﬁﬁ&f oF the3paenPThehtiol. IRELFARGUS! s ERYdddiment, the

urther conprise an output; for generating the key
fmethadchéurthefrocompiisss sgtnieging tife one or mMmyeecadsd avords dsom the
f.aom.qa f am ltﬁ’ of code vvoh.ds, each code rd conEri Si nr%t' d
Adp{H fHe‘ﬁV"EPm if BIaRRNGUNCHPRy REOT-6ATE - Oife h4NqrG, retreve
gﬁitﬁ';rﬁbrd% c?ea’fﬁ@olh'é%éyﬂﬁ%w' ipg iﬁﬁfrnf@ﬁ@ﬁ'é?%ﬂdﬂ@ oPtHesoRé or more
t he code word onto respective bit val ues of the

i erepit-¢9Tesied godewargsaand eparatingihe dindiopalityg/singthe key.

he” out ¥ b ofEE WOl S ABHH 1B 1 5 Bl bk of error-

atdregsyngbesie gones aleld;asaBCHIpoded, ReddSolomhog cades, Hamming
further key; extracti n% nmeans for extracting the key
feQstast Ard is@ePn i The MSqi Al ertarCargaiinaLadenwerdnhagde advantage

WLROLZEIHE ITBAS DoWr-LBHIAIN5S #dtRBved in different power-up steps can

be corrected in the error-correcting step using the parity bits of the code words.
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10 access to the at |east part of the sem conductor
devi ce, the authorizing nmeans conprising a conparator

WO 207atMpari ng the key with the further key. PCTABZ0bH/51213

sem conduct or device benefits from an authorization
mechani smthat is tanper-resi gtant because of the fact
that the key granting access Po at |east a part of the
sem conduct or device is based on a unique property of

t enlﬁrréﬂpl | e ITof ¥ %pe@%\%iiﬂé\ﬂi@?@%@@ %o Ielat‘r&allty of a

he sem conduct o

| serhigdhagctbh deviep s mbtdined foowhidhhe I«ecypcenmulb@ ed, because
wor k, because the copied volatile nenpry woul d ex |b|t

dher ke ebarssiisics HenRaseslion RhRiaRausYCa thal pre ginidue to the
"\Rfatie rﬁMtﬁ@%ﬂﬂH&ﬁd@WéeM@ sel ected one or

nore co I nvention i s described
i n norkrederably, thadoby wayl cdmpdsingi thietkeyisedelet@defom memory
ference to the acconmpanyi ng draw ngs, wherein:
Faler (E SuURAT oo BlReria, TTOME e Mokl oo reRiop8acaRosss to the
ntion,; Fig. 2 schematically depicts
ret rieved bit values from a seniconductor 25 device
usi ng Acoesdingdodinather psrantiaf thenpeesendrinvention, tkerg. is provided

sch [ ] ts er.aged retriey val ues .

£ SRTRbiliel RERS, CufiBE S VRS REERDY btk S pturatiy of

F?héﬁ'@ﬂjr ceMy:edid @ontroller confighrgd tctréthevs, forflrYe8st £subset of
pi ng of averaged start-up bit val ues from a subset

dhenﬁlh*bﬁ"gﬁy @l mengerya callgrban 'gﬁngfé&ﬁ sonpiistner rerpactivg pseudo-
g@hﬁgmabﬁ(@%hﬁ eféntttgeveﬁ‘[ Bﬁgtrn tﬂ%%ﬂfe&?ﬁ ructyre_of fledmemory

shows a of ano enbo

nedlisoSuch & bemimopsientori deviad, wwhnch ridﬂf be responsive to an external
19190PCT/ 1 132007/ 051 13 1 6 sho ,
Sdnntfer ARnesR O PP G 5 o i SuivBRIahfest equipment or a

putef N8Wapable! ¢ At ar’{‘i’derﬂﬁgr Hcddra8 érWlh tH method
t% dinputed N p &l @b dtif eac&iraant &

met hod of the present 1nvention;
sflibepréssat liyvetdipnct s a mappi ng function in accordance

shows 1 FRoRaie BRI cls K dhaegniBalcRBoaion fufbosts, the
n&drhiedn@lictbh eepicesaay fuANeNtd@Piis@rfh output coupled to the volatile
memory; and wherein the controller is configured to provide the cutput with
the respective bit values. This enables facile access to the generated identifier.
The semiconductor device may comprise a boundary scan (IEEE 1149.1 or
IEEE 1500) compiiant test access port (TAP) controlter for processing such a
signal, to which the memory controller is responsive. This has the advantage
that the available pins of the TAP can be used, e.g. test data in (TDI) and test
data out (TDO) for the communication of the identifier generation request
signal and the retrieved bit values.

The memory controller may further comprise programmable memory
means for sioring the size of subset. This facilitates dynamic configuration of a
subset size, which can be advantageous if it is not known how large the batch
of semiconductor devices is going to be.

The identifier may also have the purpose of generating a key for
authorizing access to the semiconductor device. To this end, the
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Fig. 10 shows anot her sem conductor device of the
present invention. 10lt shoul d be understood that the

warmanedomre nerely schemati ¢ and are not dr awnCT/AB2007/051213

scale. It should also be understood that the sane
reference nunerals are used throughout the Figures to
i ndicate the sane or simlar garts. An enbodi nent of a
nmet hod to assign an identifier to a sem conductor 15

oAb Se ok a8y thghidigh il a8 bdyterbling fre key

tirem aled irffisimaliort ByrdbaR1fi ciRd biofMord coBEWArdS ®lom bFamily of code
arranged to store a unit data elenment, e.g. a bit. T

@S d eaoln GaRlP| weid: sempEsiagpR duesr P'@FﬂlMWﬂf?H@a’UOﬂ symbols;
|
;@é%’i fSr ﬁg doﬁp aT?%Fr”ﬁE%@Eﬁ%% &fﬁf?né}ﬁﬁ@?hé‘ bits_of the code

sﬂ@qoi a;m remcmmwvameaom e mntmendaqtmr-vdleﬂlecmerﬁory for
Wereg’f under redef| ned o erating.conditions, i
Cstopingiihe map i, Beeag dor cammnubisatigetierkay to the output

t\ﬁi’l“@ﬁrrﬁéwb% dishBIdcel tﬁBeKééﬁhbﬁ é?rfeaﬁp o bﬁe@cﬁﬁdmﬁn input for

t he respectlve pseu Oo-ran it va
obceiving ahhtrthenekagl axtraacﬂmgemansu ﬁ)rpeMaetmgmhe rkey from the

sta It does cont ny. J nformati on, -
gt il B mepB G AR FBOHZNG, Digsls & cauthorizing
REREE9 16 BRTIaMeRSEpHE %f‘tﬁ\?)éeﬁﬁtf&iﬁiucﬁﬁ dUvRel, ¢hé€ Guthorizing means
bef orehand but are reproducible to a |ar ge extent, as

WAMDIERING AGRMpaTalasier empaning theckey with thefidtimrdey. as

From o FEmERRALEGE Bhvikk aerhiom o) B ERgRliGT Bnechanism

uahaw tatperiratistinit Gegalies of teenfastdrat Henkey grarﬁmgomcess to at
gtséncess par aneters between nenpry 30cells, In other
pa&\ihe semiggrductondegyiee i brded onca ynkuspioperty of the

C\R‘#’&?tﬁé rtnE?n I &6 the@ gl—ﬁﬁ%oﬁbu&ﬁf edgvv%ehﬁvéﬁ’us"f  theUSBmftdnductor

erent st rt up avi our
mmam@u&owmmeaomuo@gm mhpSRGVELNnchien M cppy would not

Siokspebiubs . LTS S VU it pover-ve

frhalv/itRir POWRH-WHUIM TR @&%dliﬁa@%%ﬁ%tﬁ]bﬂbh%f thé selected one or
exceeds the threshold voltage of the transistors of

trRereneodsr Yords wi || be appreciated that 5 the actual
suitabl e values of V are dependent of the technol ogy
in which the volatile nenory is realized; for

i nst antres ifveintion e ngdgscridedeihoperk idetail GMdS3yY way of non-limiting
technol ogy, any value Vin the range of, 0.7 V - 1.5V

es BhdBIaTENGe (@ the AEomRRATAGAERVingS SVRGHRE nay
I
SRttt

i dent ifige? spheeradicaliy depipiesetrisvgadit values finsiggsaiiconductor
t he, sem conduct or. .device to initiate

e TR s B R BT Rt E8ent. | nvent) on.

Fig. 3 schematically depicts averaged retrieved bit values from a
semiconductor device using a method of the present invention;
Fig. 4 shows a greyscale mapping of averaged start-up bit values from
a subset of memory cells of a number of semiconductor devices using a
method of the present invention;
Fig. 5 shows a flowchart of another embodiment of the method of the

present invention;



In a next step 120, the data stored in at |east a
subset of the nenory is retrieved. Data acquisition
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menory is preferred because reading data froma whol e
menory can be rather tine-co @Jm ng, espem ally when
the menory is of significant sever al
nmegabits. Mor eover some equi prrent used for reading

t he bi pe
u th 1% & eiBfd Siedigkeof el RaMITRE ¥rdhe Ao bRy
the \/\/rﬁgeTrmfmis/a RiWchast opyéRanother iesnisriiimeatd of the method of
further neasurenents are required. Different sets of

ghe Rreserddnvanfione retrieved fromdifferent retrieval

st eps, \

opeRe ﬁrgygbsgﬂgfﬁaglfc?% E@% tg nlglg cf?@‘{‘ﬁ at‘@ér’dance with an
pespect aptheahetgelsofdfigcombi nat i ons of those di ffer ent

condi t ] and each power-up, step and dat.a retrieval

Step HeBng FEpEnAdIPETIRIRBEYSb Anpigs Saasdidient of diF frethod of
and pYedéhtfimfdrtioh@kRgt he detection of variations in

start-up bit values for the sel ected subset of the

vol at iFig. h@sbows @molikarserhisondustoudewcaof theppresent givention.
for instance allows the determ nation of the

randommess of the start-up behavi our of each nenory

cel | ijpshbgidwdatierstodt thehahd@igwesnt rhénealysgbhé‘mar@and are
strongly biased towards adopting a particul ar bit

vatudrasin o écﬁl%dt sh%lldj@m.b@nue@@maqveﬁhairthﬁosams reference
TR, 5 SR B BB o i

ed in optlonal step 130.
2007/ 11919 711 07/0 13 12 Itiple,
Sete o GRbEGHGAI GhermARcs ReFsaian Zn<gpUigiHac Semiconductor
vmé\ﬁaa hévrhge& K@fhtid n§érﬁ8ry1§/?’chle§1 ?fgﬁgtge% m@mdilc@II8®Ych as an

be conbined in step 140, °f y averaging the
sBRANMTs «im@tedThul%gmm In the condéxti ofdhisi applicationica meamory cell is

it BaloRe TR RRrd LY. AN TrE M QSO it be

s&pi&inadupl CBRARLEER MBIzl PndrpBriagdi.al eigflotids ahat assume a
suitabl e database in step 160. It wi I T be obvious t hat

tmr@@%r@napm bt ppdiest upenmavr R UBsfirsisdep 1140, theememory of
ntj f.i S [

BT e Ein A 2408k TR BAENSP S St bobffed! Sferaiing

degratiticrs, i.e g prddﬁﬁwenbpodvezadpmltageésamde mlfedefmacmemperature

sizes. 10Met pod \1/th has been tested on a batch

skiPdehdir st's ¢ 8@6&%%&[589@@@&2’68% VR %?%Jdo -random bit

V\?é?uf% %wﬂlst?éjob\ﬂbhg W55 thy vbib?ﬂ@?rﬂalnh&@ Weré@ﬁp from a state in

devel opnent, qualification and nonit of the

CMIBh 2t goescrsisconTaia aviygnfoRi@tioncl.e.deyy albmkal abage.

The. i ot aled FraesrBresn boedse TRuaref) b Brecictes

viseiBfdHadlButTBRDFepradGeibleetd gawge @f(tehhea@WbeUQwown in more
process, because the contents of a volatile nenor

ed%teédatﬁheﬁhewand@me;%@ pelleas dhel seproduedilify tof t e bit values

et ol e Jo8 i Gt Hiabbl 2B bRy TR pRfiaviBur that

f@ﬁguﬁ@te@'fﬂﬁntmwm}m FSETiong il proeess pheghsterdbetween memory
1', or will have a predl ctable value if a cell does
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The assunption of a particular bit value is caused by

the fact that the inverters in the inverter pair of an

SRAM cel | are not perfectly identical due to process

vari ations. Consequently, when the conpl enentary

hal ves of a cell
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retrieval step perfornmed on a VEQIOR12 device at V =
1.2V and T = 25C. The data rei{ieval results froma
nmenory subset having a size of 256 bits (16 vectors of
30 16 bits) are depicted. In this evaluation, the

t Sl b ; i ' : ;
| RSB TR B RBARCE N vl Blyr BNt i
tthe abaddtinverdioohosen to get reliable statistics in

the eval uatjon. For identification WO .

2007/ 1 §8ETIOE 360 POMET P dEge i GIRRRD. sg that fpcgeds the
StksHold ¥BRadE of 3498l itrah8lstdrdsdaReemeridhy k Swill 'bel ASpreciated that
order of a few hundred bits are |arge enough to .
itheradtogl swiable valves! ofoviarefdapenidest of thertgghwology in which the

VIO ERY B e B ALt 08, SRS LGhetoeo i <
REMCS1 2a6ctiolbhy,Sabgiviiue IV ihnthee eangee it nd.¥ ¥9% 1.5V may be
Percentage of bits that is . always '0" or "1 62.6 %
appropriate, but values outside this range may also be used, e.g. in the case
of other semiconductor technologies.

Step 110 may be initiated by an identifier generation request signal, i.e.
a signal triggering the semiconductor device to initiate execution of the method
of the present invention.

In a next step 120, the data stored in at least a subset of the memory is
retrieved. Data acquisition from a part of the memory rather than the whole
memory is preferred because reading data from a whole memory can be rather
time-consuming, especiaily when the memory is of significant size, e.g. several
megabits. Moreover, some equipment used for reading the bit values from the
volatile memory can only cope with limited data volumes, thus preventing read-
outs of the whole memory.

In step 125, it is decided if further measurements are required. Different
sets of bit values may be retrieved from different retrieval steps, e.g. different
SRAM-type memory power-ups, which may be at different temperatures,
different power-up voltages or combinations of those different conditions, and
each power-up step and data retrieval step being repeated a number of times
at fixed T and V to facilitate the detection of variations in start-up bit values for
the selected subset of the volatile memory between the various start-ups. This
for instance allows the determination of the randomness of the start-up
behaviour of each memory cell in the subset, e.g. whether or not the cells are
strongly biased towards adopting a particular bit value at start-up. The decision
whether or not to perform multiple start-ups and data retrievals is taken in step
125, after which T and/or V may be changed in optional step 130.
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Percentage of bits that is always '0" 32.4 %
Percentage of bits that is always '1' 30.2 %

WERY7/1391g0 ves the results of a total of 42 powecTupeenosi2is

subsequent data retrieval steps perfornmed at all
conmbinations of V=0.8V, V=1.2V, T = -20C, T = 25C
and T= 80C, with seven indepentlent power-ups and
subsequent 10 data retrieval s being perforrred for each

" epr oot RS sejar ety frctn Syl faten e e piERefioppion i

tdreeckedriasstepdi 36 thegersets aFadatansagvss céHblﬁ’e?d in step 140, for
measurenents. Table | summuari zes t he outcone of these

nBSIATEE dh A¥eRaging: thecemteron daige viie Will be1eypleined iRasore detail

g SRR LA bl B SR iy oton 140

rassiges shddemtifiar o e eerrndnmdluntdrh%v&@l incitesl 150Rset stored in

i PEHRE AR EsS h stepc1 68T wh by ‘dnious n%?éﬁégﬁz&agpﬁfh@svolatne

%ﬂeh%%hﬁé@cr ustld o $& rﬁtfie ene gﬁ? b@fc}'{otééﬁ%uch that the
rom set

2 devi ces randomy se
1sze VEtUE(HEBhiI@VISMaMD lwalanaﬂ édtherdatabase, e.g. does not lead

entifi.cat oses, it is 20 inportant that the
vtgrefng“?%*ﬁgdlﬁ?{h% !?%e%/al ues retrieved froma single
devi ceviethodl 9001 ha@den 56814 &n td%térh%fdéérﬁi%bﬁaﬁad Hevices
bit values retrieved fromdifferent devices to avoid

£l egnileTORT2, amhish rasa awliclesi ssedtin-hovise yethiecapplicant for the

B 4B R A g OS2 e, e
WEQB’@RTZ maéman ERARY as erne@odmhent! ¢ft £ dokailavBRimory. It is

25 nary data. This can be used to
tce\gpngmége 5hql§, t{bwledk?i; %//plues\/@ the memory cells of a powered-up volatile

05 R TR e s o «

of bits t er/tota
Tatatde mergomeis amsed evhdretiveahenitey lis poderdd dofvnt Tﬁheeblt values,

Y%qgegﬁjf §gxases%?red5 in tne mé/\r/'eﬁ{)(rey call: ] WW hse?lh%% OIee-fn generated at
random if a cell has no bias towards assuming either a logic "0’ or ‘1’, or will
have a predictable value if a cell does have a bias towards a logic '0’ or “1°. In
other words, the bit vaiues in the memory celis are generated by the power-up
of the volatile memory.

The assumption of a particular bit value is caused by the fact that the
inverters in the inverter pair of an SRAM cell are not perfectly identical due to
process variations. Consequently, when the complementary halves of a cell
compete to reach a charged state, one of the halves is more likely to win due
to these variations.

Fig. 2 gives the results of a single power-up and data retrieval step
performed on a VEQTOR12 device at V = 1.2V and T = 25°C. The data
retrieval results from a memory subset having a size of 256 bits (16 vectors of
16 bits) are depicted. In this evaluation, the total size of the subset was 2848
bits (Fig. 3 shows a fraction thereof). It is emphasized that the size of the

subset was chosen to get reliable statistics in the evaiuation. For identification
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purposes, much smaller subsets can be used; for instance, subsets in the
order of a few hundred bits are large enough to identify tens of millions of

devices.
Table |

VEQTOR12 SRAM 256 bit subset evaluation
Sample IC 18
Percentage of bits being ‘0" in measurements 51 %
Percentage of bits being ‘1’ in measurements 49 %
Percentage of bits that is always ‘0’ or ‘1’ 62.6 %
Percentage of bits that is always ‘0’ 324 %
Percentage of bits that is always ‘1’ 302 %

Fig. 3 gives the results of a total of 42 power-up and subsequent data
retrieval steps performed at all combinations of V = 0.8V, V = 1.2V, T =-20°C,
T = 25°C and T= 80°C, with seven independent power-ups and subsequent
data retrievals being performed for each combination of T and V. In Fig. 4, the
decimal values represent the average value of the bits retrieved from the
corresponding memory locations over all 42 measurements. Table |
summarizes the outcome of these measurements for a VEQTOR 12 device (IC
18) that has been randomly selected from a batch of over 100 VEQTOR12
devices. This shows that a substantial number of the memory locations in the
selected subset consistently adopt the same bit value upon start-up, which
provides a basis for using the retrieved data as an identifier or signature.

A total of three VEQTOR12 devices randomly selected from set of over
100 VEQTOR12 devices were evaluated. For identification purposes, it is
important that the variation in the bit values retrieved from a single device is
significantly smaller than the difference in bit values retrieved from different
devices o avoid assignments of an erroneous identity to a device. There are
several ways how this can be calculated. For instance, a Hamming distance,
l.e. the total number of bit positions that differ, can be calculated between two
sets of binary data. This can be used to calculate a bit drift:
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Bit drift = (number of bits that differ/total number of bits)*100%

Table 1l gives an overview of the bit drift of three VEQCTOR12 devices
that were randomly selected from the set.

Table II
Bit drift (%)

Device | (IC 18) Device Hl (IC 5) Device 111 (IC 110)
VDD 0.8V 1.2V 0.8V 1.2V 0.8V T2V
T=-20°C | 3.9 4.4 46 5.6 5.0 6.1
T=25°C |38 4.2 3.2 3.8 3.8 43
T=80°C |35 4.4 2.5 46 2.2 3.1

The measurements show that per device the bit drift is very low, and typically
correspond to Hamming distances of about 10. Moreover, for Vdd = 0.8V,
there is a clear trend that the bit drift becomes smaller with increasing
temperature. Thus, from these sets of data, it can be concluded that more
stable signatures (i.e. bit values) can be obtained for moderate start-up
voltages VDD at higher temperature.

An indication of the bit drift, or Hamming distances, between devices
can be obtained from Fig. 4. Here, a grey scale representation is given from
the averaged bit values over the 42 measurements for the three randomiy
selected devices. The white squares indicate memory locations that
consistently produced logic “1’s, the black squares indicate memory locations
that consistently produced logic ‘O's, whereas the grey squares indicate
memory locations that produced a mixture of ‘0's and ‘1’'s over the 42
measurements, with darker grey scales indicating lower average values; for
instance, location 410 corresponds to an average vaiue of 0.4 whereas
location 420 corresponds to an average value of 0.7.

It is immediately apparent from Fig. 4 that the signatures, i.e. the

patterns of retrieved bit values, of the three devices are completely different.
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The neasurenents show that per device the bit drift is
very low, and typically 10 correspond to Hamm ng

WO RMFAHIeE of about 10. Moreover, for Vdd = 0.BYI/IBAeTE1213

is aclear trend that the bit drift beconmes smaller

with increasing tenperature. ,Thus, fromthese sets of

data, it can be concl uded tha1 nore stable signatures
.e. bit values) can be obtained for noderate

(i :

oH 1 0 HALE YRR 15490 Sarh s, f0en il
kmtsvem‘nreiﬂwerbsbrtc&alm rotaiditeetent @im/iées, tHe H’ammm@ distance
ret% scal e {) €resent jon is &Téen fromthe averaged
chatvean f sebobretipved bit yaliss dhalnvise f Gt devied legich was 121,
rtﬁBOHE?nYmﬁ | fSREe HRINEES a Evé&%ﬂr\gaﬁPéQ%?%Vﬁ:e | and

Eg?of‘lﬂéth
menory 'ocat1 ons that consistent pr oduc
‘device tiheath wek Stuamd the hidnuaing dmtmcg Hetwaéen @r&tZﬂ retrieved

DR G282 BLTRR B8 SR e 1. HGEE Tobsisonces
NAretad Srder of Maynitlde Idrger Wthbﬂ?arﬁhﬁ@@%ﬂér%@ﬂéﬁveen two sets
wi th darker grey scales indicating |ower average

vfa‘l regrigveddit valdeinta single devise. FhG again éxiicatas that tha retrieved

TR TR SIS e fo o RBGR0a B0, e el y

appar emit thig mengs empivadizéd theR it aiathed 100.¢an 4186 be used for
patterns of retrieved bit values, of the three devices

é}tgeggmsetcm yolgtiler gperperies\ng.g. DRAM-type memories. In such a
9 R 1 f
expré}% g%o ﬁ%@é mm r?g?%t% ?%#Cﬁ(fee-sFB Etc\l?g%nd%ﬁ%%rﬁ@hgu h other

smcausé ofetariatioad ibithevalanestrdatom df tHee ceind. ﬂ@\tlmsezmd in step
t nm'n Jstance bet a set of retrieved

00, B o Rhsinge SP° G aPeyplasth hemory BcsY Siofy a set of
F&eabﬂgecﬂbﬁwmé@ m@}ﬁ@wm@ws(,%MSOE gr %téét%\f%ﬂ ’P' B.Evaha%‘fep 120

of device and device II'l each
mmmmﬁywemmtmesmh ohbi ealusis afarra B\Bd@termln@@tlmpenod

A 7 e a0 "o SR N aghie el L By the DRAW

trhemorph ecliamwil hgvelicst ansie phriofi@ed Bivvales! Shisfwill give the DRAM
retrieved bit values of a single device. This again

iTAMeRY asignatre ﬁ@tlﬁém F@%ﬂgnaatras s8ewnda R et @@dheddentlﬂer
PR oA RERRBE S T o e BN o b opg i @ i

desleiont ypes of vol at i I e menories, e. g DRAMtype

oD 5D RV Yt obiet S eRt T s Sl o the
\ﬁés@ﬁﬂ.ﬁoémdh wgdameh%ttw@bwe@ d@&?m{des glsSHquzbhnés 130,

in step 1 power i ng
nﬁﬁ;r‘yﬂrﬁ r&ﬂdudé@ :tlne)rma@od 560 cﬁmnﬁsepr Mfstqecﬁtﬂ of Ioadmg a
f al |

(e TR et 038 S e gentrers

éner@ﬂeue@y pfetiesd aopr Qﬂéttﬁé Hdtgshdd Rl BE'd @stabbBe qyn‘él’eted in
e tine period in chosen such that some but not

cﬁter@ H@OMAM@%W afdhe progent invgrtianedn ofisiwords, the database
NfisRC erlin okBactke Eoll the HotPectl, AU HRERAEs of

guidrdiibeof éamoofndectoecﬁe@fﬁmsr iat &stordamed Wethrtabrérapedinrit of the

val ues of the DRAM can be used in a simlar fashion.
Angthog LHbskown 1N bigeAart of another enbodi ment of the

th t ki : i}
et hodyahelAsaRAEs 20b, | RRRAG, < SBK FOR, IR LllEpase, anc
dhis $B&ctach ddemtifien disb @0 mpanpd | Deshd hut stadyesd I8trigved from the

| oadi ng a
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25 dat abase of identifiers. The identifiers in this
dat abase will be identifiers generated by nethod 100,

wWopWHa%9dat abase will be a dat abase gener at edPCHIB0E051213

160 of the nethod of the present invention. In other
wor ds, the database conprises,identifiers extracted
fromthe respective volatile nories of a plurality
of semi conductor devices in accordance with the

ST e SO0 RORAD 980520 gy mov o

trlmfaf&tablaﬁenumbér thivays elF@uhekénlcéeaﬁ-la‘mmmg distampasrebit drift
to the bit values retr

08 De1AGdPler Gsisen s priested erien ALY dberetieyed oit values.
LR #é%e'&kgﬂé idrfiffiet néfo?ﬁ’hé?@me d%PdTBélh H’f%aﬁﬁjlt I%Jle start-

perrorne N a nu er of ways. or |nsta

dipg and subsequdrittdata rEtrlevaj/ stepsc #his Lrhay be meuesagedhldammlng
Lected identif d t

SRR an 5F B, bF rot B o PafiSa, LScHE s, Sih i Hatmipa-type

baisefce reabilidtidsainsiith -a ﬁemmgrfac@wh@ege@%r @Eﬂr‘ﬁmemory cell

retrieval steps, this nm an averaged Hamm

dhaseshoe the NG of the @laaatmrdsdhgaadcwﬁnt@ca\ me@r@éiymble bit

R B i PR OB B0 T B Uellor "2l | based on

t he StTI@él@bhwpafrlsbhet?/bicaBy tishag dsvalbe lﬁdmatIM@mh@fSIrﬂllarlty of the
r Pfrodum ble bit value of that cell as shown in

ﬁ%ﬁnc@é?%@ﬁn tﬁ@‘ﬂ?@“@@h{ﬁﬁm @Grﬁﬁt%ﬁ’%@m@ ”iﬁ? it H§|U§S retrieved

e e I ar e
(RO SARUE= b B8 RYSShie e ShEe i vauo i
vedrparedeto |$\mddéﬂrmed tth&es@eld cwhmhact:leﬂnelsevtheeretqmnrleel level of

de d, | t. 53 | d, t
o EHlerbn Bt redriERar Alaved FEPENES beuRRbRlE enadepnd the

Olfetﬁé\féd it tv)éILFé"s t REr NRXEAEE) ah | EH@LE% bﬁﬁﬁarn‘?n Srformed on the
between the identifier and the 15 rieved bit

VEQIOR S rdevicgsanit evas rfound togpdei r&eﬁtng@rdemﬁad’tmobserved

oS R AnbE bbbt VAlen e ER R @a ffeBurements

v\may agpicely ireviesl ordemof sfffe Nehéreagathier Hﬁmﬁhsﬁg\f@fstance between
pically in the order of 5-15, whereas the

d"eért‘%)f?éjeb'blé@‘wéﬁ ﬁ"%fjfﬂeé@féfod%'@e&/‘é{ﬁﬁé@'ﬁ@'%‘i"cﬁmﬁﬁ éﬁ%ﬂ 00. Thus,
dav 0 -
R LRE DA Blafiold], 48 BGOSR MHERSold 7 g orglef o 10-20
tﬁmum tkead taf a]s@:c@@sﬁhladledtmimmntmf taeorees slkvice by means of its
Hfl C?ft‘nl ona:gpf@ the correct device by means of its
@H igr 1B the Hatah@sgat abase. If in step 535 it

' S deC!f‘i'ﬁ%téﬂ‘@BStlh% Ué@iﬂbdftth tHé“lde'hﬁf Q@Frﬁﬁ%s&at@%?se does not
not match the retrieved bit values, steps 520, 530 and

SRGtehr ther @M@men@lues‘; B&@S%ﬁﬁiﬁﬂwang 53carns fapeated until the
f ound.. af er..V\/n'c den Jon s .term.nated
figihing delingh i Byhas 2t

El’d C(‘ﬁtlon is termmated1 in step

COAMURifiet | ayofindid®r KW nw§9§10©f rkbd?ﬂn’bh&:altidﬁ nof f infstmation
sem conduct or “devi ce, e. g. its batch nunber,

PPRIHREER NG the cigentifieingerdisopauetor adeviee, &gg.its batch number,

S G nduct or devi ce 600 of
ﬁ%%g?eéﬁﬁ:{é%Bﬂl nvengC{?ngléS%EPdeV| ce 600 has a

vol at i Fig. Gesuhieyn4titall¢ deplotsi atsermicordmtyr devite @00esf the present
620. The nenory. controller 620 is configured to

riBvenQr Phe gigyice 600 has a volatile memory 610 coupled to a memory
controller 620. The memory controller 620 is configured fo retrieve pseudo-

random bit values from a predefined subset of the memory cells of memory
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generati on purposes. The pseudo-random bit val ues are
i nherent to the nicrostructurﬁrof t he correspondi ng
menory cells fromwhich they are retrieved, as

previ ously explained The controller 620 retrieve the

g@o Niin mtﬁﬁp(‘;‘b& e déﬁ’ o@ded MhdBIERY, ?o%ﬁdbr‘ﬁ BRSGalues are

an 'S may be “contigured t
upbere.nt poviee rnmrmsftrw:tt@@ﬁcbfr ﬂwpeommnﬂimgsnmrmrg cells from which

Dbl cseraHisin e Riay Qs ouTaERor e Sptkpler 850 Fetible the bit
F\Feﬁ‘ﬁ@é L&A adsvids-upot e r‘ﬁ%l/ncgz G%CIH'VC%E%%P( SRAM-tythﬁemory,

di nensi on of the subset may hard-coded in th
nehmay e eontigured tezoporr arpowiee-upr aige dvall- iypememry;, store a

e D R O T -

Ofalli®s foftineatdrg aﬂegesgreaéfwétﬂdélegowmmqﬂay deprbfammable.
programmabl e di mensi ons of the subset. The nenory

cont r ol e rdigrEmsify Aethee SpbEst Veay obey Rargradegr éﬂ/ltB@dmemOW
Vé&tf'&l?P%Z%A' r {T}]-Qjé/ellag e[%pgllfarﬁ%gbﬁealfd’ tlfﬁq%l‘ﬁﬁttﬁ tnt?gmory controlier

generation o and 'w ore al“so
t82Q geay hivee padata stgrage fhdittiee620ye gla. srablt fash 6demory, one or

15 confijgured {o receive the data retrieved fromthe .

TEREP guBdBe registersand $8rRM,lOSIAG Hm Pl MRS slmensions of
t .

dﬂhbeéifd h-%ew c'oﬂﬁgﬂ rrrgé%u o lonevé: to d“QPE%I Eorowded

sem con uctor e 60 nprise an
magnput(ﬁﬂﬁalﬂmmgnalstypm:ettyes@qqnﬁs tr(eTg@)@ahom off thez ideBdifier, and
whi.ch for instance na e in ved with

Bl rplons Hed Hrigedieh S pofiel a0t B Bhationns 19aouput 644 is
Cétfﬁfr rb@fo FRGIVEAYR ditila Ir@Fiel8E fiiop tHeeﬂieﬁﬁcﬁ*g gkigot

shown) for receiving an instruction fromthe TAP 640.

Si nce The menmdrsordeiier st2thdaay ke | Guestyheougedofo input 642.
PARBRES ALY 1hd SEEb ey, BBy TR, Bandfg i 1eee

t1 1A‘wer@brﬂim@npmracuesybottf(é’APf)tho!I@itG3endfhidhefod &istance may
retri eval und&awcontrol of ry c trol|er

| B0t 0B 4Dvalseqayith confrelling) esgnraogoe pQJ‘t @ew ﬁggt fbe TAP
T(%tf;gller%ggdfﬁavé‘%t F@tr@&‘ﬁ ngi'%te{%‘ Bt E@e\?ﬁm&y r@é@;vmg an

t o out put ude a sc arn un contr ol
oihstraetiGhfroco the d1AFé|6463@5|nce the bioundatyl séan standard allows the
i ated.that resent gnventl on is n

8 8p Pares hatrirdonarchslhEST By bf offlge ' to Tt Shstruction

"éé’tfi@?ttiﬁélclwﬂ’ eoffroll &6 3@ Ittt @’Pgefs tHy pewal- uéoowmbahehery 610
menory device; distributed volatile nenories,

cand dhe ideta setrievabundepeontes cm‘otaednenmm@@tr@uert 820 Input 642

T WS b S o B B RSP b, Y e cata

desthofronf tha\ehet80r/ 510 1B066IHUt BAA0MEVOmERHE 48scan chain under
control of the TAP controller 630.

It will be appreciated that the present invention is not limited to
exploiting the intrinsic variations in the microstructure of the cells of an integral
volatile memory device; distributed volatile memories, e.9. a collection of flip-
flops, on board a semiconductor device that exhibit such pseudo-random

behaviour are equally suited for such exploitation. In any case, the design of
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the nmenory cell should preferably avoid a design-based
bias towards a particular bit value to allow detection

W@R0OTHE19d or enent i oned m cr ostruct ur e- dependenPC1/IB2007/051213

effects. At this point, it is enphasized that the

met hod of the present inventign 5 can also be used to
generate identifiers for secut ty purposes, i.e.
unlque keys for authorizing access to (parts of) an

LA R E T TR ETENC T .

rardeultr ibitvedilie an, alldve dutédtim éﬁ'thé)faf@fen%?ﬂ%ﬁéd microstructure-
i ncl udes access to content processed by t

SAshengsat fo%’-tsdew ce, e.g. decoders such as set-top

potes A48 o MR I el Aol e

\carmlsb denwsanl ip gemateudenflﬁmrsl«fey se@.nﬁy PUrETEER! I, §0§ﬁ|€ue keys
thod 700 starts with _steps 110, 120, 125,
TR llfiohaipd GRosts i WeasndD Bods desisribdn danarae authentic or

Cs%fcﬁfé %tge%ﬁinﬁl}m@él s HRghed &90 In| %@dégﬁté)i’%%athe present

code word is selecte froma codebook in Step
Exeentlons the agioriaslien ebaceess ibclokss aceesotiectitektprdeassed by

BF Sel Ao RES dariie, B0 Rrotel niffh R soElODER, o
Reed- S} 0ﬂ@%@§¢9ﬂ@0@@rﬁ6ﬂn@%éﬁ‘?0@%ﬁmﬁ%ﬂ@e§"@rfﬁistcgmbodiment
t he codebook %ﬂgl cally has a length n wit

.qiftlae witizationsgfnbel \@Iaatﬂq MemPRi sighatiire famkey geneiation purposes.

TR0 FRCERASBREFA 548235, Bg, BSB3HE 148 Bnch e
|ahfeadyaiee(mndesmibetlan the detalramedestfrmtmtomﬁembM(ﬁ |ATRidition,
bltggatterns in th . Subsets of t

S oS 400 G el ok 1 st b S g suitable
*odBabbGRs Biré Scdde B%ﬁgctfwaf %nﬁfrfs%r ﬁ]%a'nﬁbérgeof &t ErfiPlof error-

of the information sy
@OI'@CUOTG)ICDGGMOWQS,C@QES BGH+oeglei bomd, eﬂ-lamsmsg wbde e)obhea Reed-

SRR DR a0 et ) oot ah ! ELpasicont Woically has

tdwmgm of Wik NomfeehatRAt s;ﬂﬁbﬁlgdéﬁtga'r‘ﬁ:rﬁﬁlm%t&%@ﬁa\mth n, k, d
knovvle e for the person skil in the art; see for

w@emfr@@@hvewﬁeg@ls sydteach dasie Woyl peaferably has
e Prentice-Hall 1995, or Lin
é%@f bORRbSh SRR,

ste Codi ng: Fundanent al s and

Appl | Gagl infcgtnatiBhesyintssts tHae Ibitl9frmeans thié lcbd8Aerd, Pe. subsets
f rther exela ined for this reason. It suffices to

dhenihits; e3s e eRdmmoss ftgym(g%n pisasnha number of parity bits

200%?%8%0 @r%qlg%@ﬁ%ggéﬁgqau ﬁorl zv}ﬁbglﬁ ll—leencleothe use

aff lesaragpreenting scades( isardasiret) int besesewheon dlue:tHJaimmmg distance

Rahueey g fepiherbitiiiies et o1 siwe dppas rger than zero. The
U Iof ircr Sofre2BB Icbb R RoRlgdhela KifiBqe 6 tREperson

data” nethod, which facilitates eretrleva
shiteddn thafastnsas 6or, instapcesWickes, "FromCootrsy S(yatems Aor Digital

Gonop FleRU o CRi B Hlefledr eyl 150K o B e BeRiela’ "Error
Oaoyitrdl QRINMEIT @idinentBlengnd n&@noﬂ%l'\apﬁéntia@wawgegdand will

Prevent M suse of Bionmetric Tenplates; in J. Kittl
ARk be TNtRen exatrined sfor pihis geasomys Ibtsuﬁh@ss.tcu state that the k

ﬁﬁ?ﬁen@ﬁa%ﬁﬁ%&gvo?u%dﬁg%egqrp%égﬂ DR tC@Q igp used as an
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10 Conputer Science, pages 238-250, Springer-Verl ag,
2003. After the code word has been sel ected, the

W0 2005/18919¢ he sel ected code word are napped ont @CT/1B2007/051213

corresponding bit values of the identifier, i.e. onto
menory cells fromwhich these identifier bits are
retrieved, in step 720. The ngﬁory cells may be
selected on the basis suitability criteria such as

VTR e R Tor FRAPAYCH AR5 I8 R FBINE wiusprskypiasadevice,
datledirignspkdific semRvhinetos dePrReilActichdfty. 125, 130 and
140a nber of times, as previously explained.

Fig. 8'yhahed pEibespriesent invessioms @§pecifin%:]cammmpbamg-ca||ed
‘ i A . ! . our .
bl Bk 85 g, J0Btch) Bttt BRI BF endifed BiSrmagion. e.0.

dteyshiorohaity detarsimioye detdiled deatriptod o e théew Behind the use
r a 4-bit code word and al6-bit subset of the o
ﬁl 5?‘995 iAo Lanabe it od-F-e biEGREZ 0P ITaiisi yNew phielding
SPAB: 10 IR LUARY g FRS(ER WishRE r SHOmBRE, Tafpgptes: in
whyKigler enahhl. Nisainyeditdrs, E’sece:efdimgreorure)Pé‘t @pmmnbl ozeson Audio
f e | tifficatio urposes i s also si bl e, as )
o, Vil 55k bERer E\Pﬂ“%rﬁ*&aﬁ%pv?#amesl@ﬁggb%%tmﬁ Potes in
r STierltT® i j t power-up
:Ob;g*tnpgtglrr rs?sepon& té get§ %lgb?%%gggningee%tﬂ\sé@b?@%e code
810, diMftersiipecqdalwosd hasdbeen s¢lanjed,hibeabitont thetselssted code

: ' f i be
MERP o R SRS Sordsond B BTG o8Bk, BanRr. 1. onto
meemoyy celld frood wiieh shidseeidePlifler Whs A MBIHENRASIPERD PD0. The
t he sem conduct or device, e in_ a non-volatile

TRFBPYY el may hereglecisdonn égm@ﬂuitarh@typgmmigrsuqi’a@s bias
J9nsket o SH BB IRE i YHER LA ot powerue
sonditions witthhimay be deteamineedbprdpeatiyy efegshe100d20, 125, 130
rd1 [£s: for | ?stance, t\rllle first poi n_te!r points to

:gﬁ'ldr ﬁoépu&bqﬁé Bte ERABVIOHRY QREIMRA-poi nt er poi nt s

at theigtd shovs0d féWecheffatitoshrifigs 7 Mflv a mapping function of
code word may be constructed. The four bits of code word 810 are mapped
onto a subset 820 of the volatile memory of the semiconductor device. Here, a
4-bit code word and a16-bit subset of the volatile memory are shown for
reasons of clarity only; typically, larger sizes of the code word 810 and the
subset 820 will be used. Moreover, a subset is used by way of example only;
the use of the complete memory for the identification purposes is also feasible,
as previously explained.

In the mapping, suitable memory cells, i.e. memory cells adopt a bit
value at power-up that correspond to the respective bits of the code 810, are
selected, as indicated by the arrows between symbol 810 and subset 820. The
mapping function may be realized as a table of pointers to the selected
memory cells of the subset 820, which may be stored on the semiconductor
device, e.g. in a non-volatiie memory such as a ROM, PROM or EEPROM.
The pointers may be stored in a permutated fashion, wherein the sequence of
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Alternatively, a bit table 830 may be formed. Such a
bit table 830 serves 5 as a mask or an overlay of the

wRawsa1918®0, and identifies which nenory cel | sPareB2607/051213

mapped onto the information synbols of the code word.
In Fig. 8, the cells of the bit table 830 that are

| abelled '1' indicate the ne y cells of the subset
820 that have been selected for the code word bit

AR g0l S Bt hnehld ittt Upcblabo L i Hgnce, e
Ifirst paibtdr pafints e tisird bit abtiee E63d dofd (the seevkd potét boints at the

V. e of the underlying nmenory cell. The bit table 830
n&bhq%féhﬁéogﬁd\’%ﬂ e%/r}qi $ePRut at ed form It will

be ap pAI?é'hg‘fi\g%}/,tQBH thig S%Vm‘ég%e%ﬂﬁeiﬁféﬁa? %&ﬁ%ﬂ%"ﬁb serves

onto the v ' e nmenory 1s not essen

maseaenask ov antoveniay @ftiee subge820, drahkidntifes meigh n@mory cells
sed wit hoyt e

B e PP Y B EPESBRSYIRAIAGY B1 code word Harki o e cells
te¥ thé Bit tAblel §50 tHd %@?éthé?l%dsyﬂfﬂelc‘é.té’fhg ﬁ%nﬁﬁk&‘éﬂ@% the subset
e k by so

code word are used as t ey require
f@d thaimave peen sdhected for delwotlerwdrds bitemtippingt $he actual bit

SRS Pt e SRR RRER DYy SRAY Bl 68 VaRR ot e
iIdl@ﬂtdﬁth@fbith@b@%@)andqnégjgivm}-lﬂj b2 YaRRCOChBLIferl emory

conmmuni cations with the identifier-based key, as wel

£&llofl hebitdablerB IR nay-alsel be sererdn permytateath &rm.

i nfor J : f [ [ t

the. kay MiFBe B8BRE 508 tnbl e HS 1 bG8 WordS Bl Mihsd onto the

ofolatiké omeatorpniss nobdssentialatei thgl prasede iweestiors Other, equally

insu_& icient for the %%gerati n of a secure key. For

1RStial e MARPING cAIGRFHITS Ay BPowsEE YENDH! cieRaring from the
| ey requires 64 information

g e e ot ep 735, 1f & key

r equi rRetunung to digr Arthieanfaspnatioh ssynitzois prf thvé deldcled aode word

i nagl d teps , 710, 720 and. 730. ma e .
PR ol 3 11 v TERBOCRY SR NGO el el BoRemiconductor
Vi forl iss @BkAItRRd . SUDME fUMtiBhaRY rinagqmaaé%rﬁiwﬁm of a key
(1S fromthe different code words 30 may be assigned
treceived ngera B grtside Wwarld vl diendentiier-bageg Skey, @rgoding or

SO TR DL SRR R B RBRBLES 1 B e tBsesen hpysras well as

tdihekgmoganﬁ)abiased fnh?édgmﬁ%s'[m@dﬁfmétib@téw?bcﬂst(_ffethe code
outside world in step il e the mapping function
WOrgi e agsignedHe t@%%ﬁbﬁc&’hétﬁﬂ—ﬁo-devi ce, e.g. in a

non- vai aldyl e IFRABRY nlihistr R inffbmat&$ sPhBSls i single code word
is insufficient for the generation of a secure key. For instance, a code word
may provide 16 information symbols while the secure key requires 64
information symbols. This is checked in step 735. If a key requires more
information symbols than provided by a single code word, steps 710, 720 and
730 may be repeated until a sufficient amount of information symbols is
obtained. The obtained information symbols {IS) from the different code words
may be assigned to a single secure key by concatenation:

<key> = <IS word1><IS word2><IS word3><IS word4>



5 which steps 750 and 740 are executed is not critical
and nmay deviate fromthe order shown in Fig. 7.

WEeMW7atHR y, once the key is nade avail abl e t oPEHEB2007/051213
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outside world, the circuitry on-board the

sem conduct or devi ce that fac'{itated this

comruni cation is disabled, e.% destroyed in step 760

to prevent unauthorized parties gaining access to the

key. The destruction of the circuitry 10 may be

ef fected using known destruction techniques, e.g. the

bllmen rtg)mrbleflmeca‘ the keydyeriaradompathes keynslmatiet avdilable to the

@“@3: oo, e T5uCWR e THadRRg oHDEIGR Ensloseon the
icb@?@ét%? BBYickNeRATKWoRGh- va_l'?aﬁlekﬁﬁénnﬁy |P%téB3¢$0 Ttl% order in

aval o the out'side world in a fied form
ewgicms’aepshESB @nch B0 arepeskdduted @/noﬂmtncal;ag@ nmsade\date from the

mthe ke ped on_the identifier

ek oty Tn FRP 7 dSRIPraPS SRR ko isrinali8 aiaiisble, to the
mthlsid@ WHAd PtheV SiFQuiteR Yoh-bdars - tha Ssemebhdectenaeyieé itRa: facilitated
is well-known to the skilled person and will therefore

nbis moMmmiKnigation; isc wisalled Tieed f IdoatRYed Bf Step hd’P oo prevent

SR e BT R LT TR e EN3hIFP it circuiry
zade effectad usimgelridwrf destrustiongteghkigyegse getiay Ialbwthg bf fuses

od 700. Met hod, 900 has steps.in conmbn with neth
1'6(F°fﬁdHCB‘éﬁ Paths gfiticat Ebﬁ‘elﬁféfn"ﬁﬂﬁat@ﬂs and 5@ oria@chmy include

:ﬁﬁg ?Eébl teé"ghﬁééﬁ @ eotn';g?e Eﬂuét“ gQESdérgégF tcﬁgé RESHa%® Dresent in

ese s nmay
srarde@neluct or deV|ce which in practice neans that 25

ot 1 oL% kP m Be ShaDe et IakEp 1 IR SIE v Ry anodifed form,

08 gbaae o & anéhk@ Phald\geiferatal fom ABREGT d on th
no? preferred gﬁ]‘oo |m§§nta U\p/gon %Wer JB Olékkéﬁ mapged on the

vldeatlﬂerel aeler grivase kapsoﬁhwewgaffswurltyesm"ﬁs yising both public

(A R o 367 AP LR Ropo Bt s YLl it skilec

reérsbr \anagvill ieeretyregon Gefuatebyistesdmrtl 700. To this
end, the mapping functjon saved in step 730 is used t

ret ri el diovahartsobimathed L %WPW'@)H” h |9p¢@m@8§33t93 how

“‘8‘8%‘1’%‘{% §E%QW%\%@ g?tré%‘irc?s\@#eg for {is operation can

t bexrefa fmnmgsmgcmkiey ae genefatedin heath@di é’ﬁﬂeﬁleﬂmﬂa@@ﬂ has steps in

camioh wita relfof ADRGnTERBCAlaY sops TdEEaDa £ 1k 138 and 140.

tﬁas'é}ﬁehg@iké@rthévrﬁp%é ¢Hset BE A8 Veud- aITXIﬁéé‘@'s'té/ps may be
the decoding step conprises error-correcting the code

vweretuted enadvargt dessemidondenios sieataewhichhis pastiee upeans that

AR B EPtlbere P BeSR LT TER S pOE Rl uniess
Closktingor slemant b an¢loded obhaiaed aid ddmicbnligstort dévice. This,
synbol's can be retrieved fromthe error-corrected code

weeweyer, twt%ﬁﬁﬂfﬁge@ﬁmt&%eﬁbtmen the bit val ues of

t he se [ [
Lo uScUBEh PRI ¥ 68 iatB BRI G88h BRE o the memary
to lose some of the predefined bit values stored therein, the method 900
further comprises the step 910 of retrieving the key generated by method 700.
To this end, the mapping function saved in step 730 is used to retrieve the bits

of the code word, or multiple code words if the key includes information



10 in step 120 of nethod 900, does not exceed the
distance d, as is well-known to the skilled person.

WERMWE/ 1100 | s repeated until all information syREUIB20GH051213
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the key are retrieved and assigned to the key.
In step 920, the key is used é enabl e operation of
t he key- dependent functionali:§ of the sem conduct or
device. As previously explained, such 15 functionality
[ 0 r
CbOle T nRe e oI B 0E A IR it memory cels of
ahervaihtde imemonebf theesemicatdustoradevices i Dreatetrieved cade word is
recei ved nessage '

SRty e thet I TN By DA o e, Gpde Marn Tpicaly. the

F OV f L e 1d.2 20 f :
(Y 985, RS U b ngO BB AR 6 eradicat
wiiiffetenices dtebwaein thevppwerr-upovalliesicf ithe) idedifipr droomthe coae word
bBandnd elatittl stGhs BePEEREN WriEHlyr e GBI, can be
gt b éyd rerethée thdrieationN§yrabbis €h veriethicved from the error-

conpared in step 935. |If the keys are identical then
areeated sogeanortifitoetifamsdaardisigace desween the bit values of the

; . A ¢ . _ S
iR Mo S in' s Y20 AR N TalEy el By TR pse cets
iin stepp 2046% method 90bieddey hbleexdeny teydibtangead eay Bdweli-known
an encoded formtoq%raevent unaut hori zed rti

g1 ek led earson o Sidr-5keys rpestiod saiibabirigmeaion symbols of the

rréﬁﬁ]é\;é@éﬂ e hal idele to the sem conduct or
gegice. exanﬁ1e o? %ﬁ) provi‘’di ng the further key in

an enclinystep B0 rthe ikeytis useguesendiiie openaticat Obtheokewdependent
random ness fromithe sem conduct qr devi.ce, encodin
tRECHRy Stahe, SBCAldYsEs RKISS. RSy PIRYIQURY rerdled. such
kﬁhcii&éliﬁ?on'ﬁaﬁgp E/hélgﬂéléﬁc@ﬂi Qyﬂd&ddn'lq besdr&da¥ommunications

2007/ 11919 1B2007/ 051213 23 of the encoded nessage
anith dbeokry.t &.¢. (88 apnmiunicatines keuer vheeinternet, heerification of a

etate B el esgeBh.s BnfiR Messtlin O Be HiRTlae win tne

| Keys g s936n, dhendywintchele ¥aidationtdfea keygprasideldrdralthe outside
based on the identifier fromthe volatile nenory and

Wedds to the 5 seniconductor device may be granted in

step 9RQaxh |éonH%h|§ﬁbF%dg§b§%‘§rhg h%zﬁeé‘f‘tﬁgrm%’tﬂbﬁ@dof‘%hich is
protocol 1s known per se, and t ot her known secure
cghowmibyawiagnop mondonitisg agxanepjeabhly. fleadepl 30,1 a fulther key is

| e, st 910 d 930 b f di .
JRCENEG] AP ae OUtPse WRBtantis elePased i dRe oYolatigpmemory
S4Enfimer B theé g:@?rr%@ehédtﬁ’&nrtﬁ%%tb% fbrid fmefwmb?red in step

k%ln step 920. 10 Cenerally, it is preferred tha
t Bi2b. ki yihe dieysr aret signticalnthencacaassi isvgrantast & Hoe decumngarts or

t ur t.her r i.ved, fro he outside-world, if
SBClONAIES el BEFIGT R b ' SblCodB0 Hhbriasedo not
SipEteHN BAUK etesteli refudepan stqpLeL i on of the operation

of the_key-controlled functionality to avoid

unaut hbg Zeghae deysmay PRePIeSEREd IMHIS angpdpe form to prevent
[ del et | t fr the I
FTARBTSE RLEG B PR siBer?) (s, d§T V" SRRbobhg the
ecorodiumizationfofahe doriher ke thiedserhimondegdor el 220 Arsexample of

schemtical |y, depicted in Fi g[ 10. The sem conduct or )
d@ﬂV@énﬁﬁlﬁ)ﬂ%%'@ré%ﬁ%@QWHQ@idO% s aauesk ths geperation of a

c [ : : :
SPGB} RO MRS R ARERAICS, AT, GiBRing 1 meSBage with
viedsrthar ke, (provigkedhe fiantken keystof theesemicdimdugiond@ds®in the form
1010 may be responsive to an external signal source

(not shown) for generating a key in accordance with

nmet hod 700 of the present invention. Alternatively,

the processor 1010 nay generate such a key on the

first power-up of the volatile nenory 610 only. The
processor 1010 is configured to instruct the



25 enbedded in the processor 1010, to retrieve the
identifier fromthe nmenory 610. The processor is

W 207AEN9¢onf i gured to eval uate the identifi er PEREBIAH051213
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the bit values of the code word generated by the

processor 1010 onto suitable ?gent ifier bit val ues,

i.e. onto suitable menmory cel The sem conduct or

device further conprises a non-volatile nmenory 30 1020

f tQri t j £ [ [

o2 155 ool ReseBRP ofd okl 1A rieslf it e REF bdbed on the
cideptiiéel framdhe oolapile m%yylfm@ddmgwmdsbage corresponds to the
conmuni cation circui 030 for

ré’\rpgpg} BIessageas grp%ckgélt |BL§tep\% the rfltijrfr?etri kne%/ ltsht?‘ne same as the
&%8&988%1131&%?9%95%%%4%%% nTé}ﬁo iahﬁf%h??énsg to the

co nication circuit

esamisooductomdevice ltmlaavtufbgzarftedas step 95@ letngmmprp&ajzed that this
fromthﬁ_&f ??gessor th 0. tl? t he out 5_]

K NARO I GG, Rrgtag 'qu&"’%rp&’ ng%tp? 85&”8""” Secure
Tdcﬂhﬁﬁﬂnid&tlohfm'om@r@@bug%%éﬁubt 14%9 Mahipl8estep 910 and
di sabl ed once the key has 5 been conmuni cated to the

09.139!) Gqiay1 ba performed mh@nxop@et@%@'rorﬂ@n,ofqrgnﬂanmem execution of

CGaRI Ry 1B AESLAT AL BELLAN, bR LRAUE LE? i 68p 020

base or i nstance, € processor
rray beGenarllgd itt is prefennedltthéf)#?e fkey camwstivctetd frem the retrieved
her key, whic be in encoded form

WoLds, &,rssipm ﬂ@@%@y reRRived fram e OULI® uyaris ifgresent, is
(o) C n |
s 10 dypee\ et ol e g s on
cwﬁp@boedof omeumeratameplﬂ thve okeyt—bmtmlletdhéunmma!ity to avoid

SRS SRl koot Bt BETRIRSPAEIRLYY Gbfoing tne
NSy Yorh QRO mérrﬂohhllnﬁlvlﬁ?iﬁﬁ thé)hﬁa% @ééﬁ wlpén%ﬂcfw s@red.

configured to force a power-up, preceded .
pover - dowempodigwpntr eaf, af aenére/olsamlqmd\o@mrrydmoelaooo is

Fa el oS 306 ofo. el Sabi<PPRERRE ffvice 1000 nes 2

aﬁmeéancelow ?glgﬁhun‘npmmgeﬁr?modormg:tsoﬁl baco@hQV@lnm decoding
the processor na e con |gure to programa
DRERHTY 1$olhf ?'EQ“HE%%? ganeRaNG AR B !ﬁ‘élagﬁh%‘ cpde yords, are

2
s i, P Esh 20010 BlrbeRebAze to an
nextping) sigmaltscuncaf(ter sho@kOprfadgéneratinged &gy in accordémece with

BER 2ot eiss b g e Gne NEETFVElfe I FiPRERAEN 010 may
syeRrhte lict Akelyn ABHirspSREPES Bf Eﬁlﬁvdﬂﬁtﬂe%éﬁaohh& 0 only The
further key recéived frominput 10 in order to

aerosessaro 10he nRe@Ofﬁ@@f@ttt@dngmu@tsthﬁ contgownﬁzanmu%mmmay be

SEEEAHAR0 8 RGeS Ol 5B ffed oMl be memon

ab1@IMa prrlegsdeisciarthbguseured @@éwéhJQt@tH”@rdentmer and map the
functionality that requires the use of

i Bl rveiuesept H’&@s§9dﬁé’y0fdsgé'h9ré1§ef&QUath@oﬁﬁ%ﬁﬁ'ﬁ%% 1840 onto suitable
SREAMGbLIAILES iR Bdtapie %mgb)“@élisy the processor

confrgured to and the further
key, |Th@rmnbndm¢tomdetv$ce rﬁmletnmalconmmees a en@n-volatile memory
r ers, .or other
(TJ (%5 %or storing the mapplng ur¥ctlon of the code word bits onto the memory
cells. The processor 1010 may be coupled to an output 1044 via a destructible

communication circuit 1030 for communicating the generated key to the output
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30 after conpletion of the conparison. It is
enphasi zed that the aforenentioned software-based

WeaH3diteht of sem conductor device 1000 i s byPGEYBIH7/051213

non-limting exanple only; other WD

2007/ 119190PCT/ M2007/ 051213 enbodi nents, for

i nstance in which a hardware- %mlenented

error correcting encoder and decoder, and/or key-based

and/ or% ﬁﬂ'b%ﬁccﬁﬂ ‘W&dtﬁﬁ &FCUH%%%IE‘ )? ?k@f’non -limiting

war e- i np errene mpar at or
amxchrhple, tamphise Ut@yalalee‘upesesetm S|gnal mtba’rdam thea:srot&&sor 1010

o PRt T e ki AeSEaOrDEbnFByRE fré'aually pppiicae.
SW!:QI Qh@mnhh%btléﬁ%lﬁgﬁVWM!l 9@@8%@9%@{@ key has

strate rather th limt the invention, and that
tb@ﬁ*ecmmulwtedtmﬂwauupuww#%e able to desi gn many

alter i ve i th rting fromt .
cope G 1RPERREAIED & bt baieh) &7 pblOlth A Sunction that
releires aRe Stensidlired key.Ween inkeanty, Qﬁé;}ﬂ@césé‘d”ra’ﬂ 010 may be
not be construed as limting the claim The

"B {0 ag inpIgekDATofor sReeiving & fusther &e¥nwaichy mal &ifeift encoded
Oiro:r?lt %BS gPé\}?&Jsli %a( léfﬁ%aeeﬁplr Sfhgd pglgocgsedcﬂ' gbtqg?gln‘ﬁ?ra%cess to

I'ng an enent not exc
pmresane@ fwict@nalmyrm‘l theysenficonguvtert dewoe 9.000h&he processor 1010

R PO CRBoR Far CRATTAReH0R Al e hEVa e ientiter
Chaddy ﬁ@%%n@tthggﬂlé@ﬁﬁ%@m”@éﬁﬁ C}hé%ﬁb&hg%n&ﬁ@ﬁ%tored in non-

nmeans can be e y one and the sa item
heolatilermreemohe 1620 €T6 #us endathecprocessomtlilisesordigared to force a

recited in mutually different dependent oes
"S5 Sl L BheBetid ovle Boisrdiiin i BA Rl o 1R p 8 Themory 610
Cafsrolvhit® e dohfrolér 8dyaiat t@@?ere@ to 26tridvAl e bitAvalues of the
nmet hod (100, 500, 700, 900 generating an

i aemary i esllst inorcgordancee i omﬁJd'ﬂ@PP'ﬂgva{f@thBO@'tematwelys the
CHIRREL N o YL BN o oSy EROVA GhY Y memory

nenory cC rsing

(Witl@)a priee efimamd bit vahld sett anchirsstnet mepd:an“taiillet $20fto retrleve the bit
udo-random bit va es i nherent taq v:hr i ati ons

nY Hes Mok the BespoRy ngorggpp% with the mapping 11ur1c%|or(13 after a
predefined delay.

The processor 1010 is configured to decode the retrieved bits from the
memory 610 to retrieve the information symbols of the key and to compare the
key with the further key received from input 1042 in order to grant access to
the key-protected parts of the semiconductor device 1000 in the case of
matching keys. It will be appreciated that the processor 1010 may aliernatively
be configured to operate other functionality that requires the use of the
identifier-based key, such as data communication encoding and/or decoding.

Finally, the processor 1010 is configured to delete the key and the
further key, if present, from its internal memory, e.g. registers, or other memory
after completion of the comparison.

It is emphasized that the aforementioned software-based embodiment

of semiconductor device 1000 is by way of non-limiting example only; other
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(b) retrieving (120) the pseudo-random bit values from
at |l east a subset of the plurality of nenory cells;

WQ 2710780 generating the identifier fromthe reCTIR00T051213

bit val ues, characterized in that at | east sone
the menory cells fromwhich t pseudo-random bi t
val ues are retrieved can ass a different

pseudo-random bit val ue upon repetition of said

gﬁg?h@%‘né{tgﬁ‘or I ?ﬁcﬁlﬁ . et BORardwiPe-i gpema?r%gg:{ g&g%r-correcting

Inclaim er conprising recerv
| etertder i and gleedert, i ard/oe qepdiased gtiata; comehuricdtiohmeneryption or

36ipcH blogks bR B dardwerer Talemanied somperei: of the key and
viRer firthek Eﬁ%xsér%PPlgsgﬁﬁuéﬂeng%@é@n%rﬁi@&D S‘écﬁ & ﬁeﬁw%ntations are

assune a rali pseu It val ue
clorpyn pessgpandwithgotipe filmtheradxalaihed femeagons of dreviy.

The ottt Shofld HECialed fist e abouémeMbenaempediments illustrate
RlathieH thil IRhit B Hlendon 288 Th& thoka! kRRCCRNPE! §8Swill be able to

storing a predefined set of bit values in the nenory
cdgsign many alternativieempodiments wighouteepagting frpm theagdape of the
I

S - all of, th luraljt f nory cel s t
agg@er}%gi ;&?%mgdem ntgé E:I'Eﬁ”'@al A yreggreﬁgsegi/qq,?g ngl between
(Pareptdsed) shahdnot be vbestAidd t&e Bhegoftheeredint | Mae word
the identifier conprises conmbining the bit val ues

r EPPIREIRELD" 1405 RPleeXRludle the nEprancedok elemrents)or Heps ather than
QG , r h ; in. clai
ﬁé?gﬁlﬁ%fgpg%?%paﬁ% F&Q&;?g%}' 2%@;?@% él?ﬂ? ché’ﬂld%' ?h grn(ter(&oes not

pexutrdal they presemes doa pibealitge wbsych elémeetdiothd Ibiention can be
38&%@%8%&9839 )mgasnsclma hranr?ddwérré chr%IpFPsiggosrev%’ralméllgtrir(?clztnelements. In
the device claim enumerating several means, several of these means can be
embodied by one and the same item of hardware. The mere fact that certain
measures are recited in mutually different dependent claims does not indicate

that a combination of these measures cannot be used to an advantage.
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(a) and (b) are repeated at different tenperatures. 10
8. A nethod (100, 500, 700, 900) as clained in any of
the preceding clainms, further conprising assigning
(160) the identifier to the sem conductor device. 9.
A nethod (100, 500) as clajmed in any of the previous
clains, further 1500nprisﬂ%£estoring (170) the
identifier in a database. 10. A nethod (100, 500,
Cn{ﬁ 900) of identifying a sem conductor device (600)
rising an identifier generated according to claim
conpri si ng: causing (110) the nenory

1. cel las reéthbae(1oam mdvgoorgmvweqetr@rﬁﬁ@um idydiger from a
plurality of pseudo-random bit values; retrieving

sefniganductas devicgdB0P)GRIBRAILING awplalile menaeRyt ﬁéo)r@'ﬂi&?lp\'}é”a“ty
H:g_:rﬁq I d datab f
0f| en‘%ryfc;l%g% stﬁe ﬁﬁﬁ?#Pgmﬁggﬁesggm cgngugtsgr odeV| ce by
(a)r epeaussmg (ﬂ he) theemenuiry cels tomsaumega (E88)ty sdi pbeudo-random
I t d
oyl B o e ol GG ke pisfnd 8L
(b\y aI uaﬁeang ($20)cthi Pretidd-ramdom titl vahurdsdirehnfdt ezt aesubakt of the

hin a mamqr‘;ﬁm allowed difference. 28 12. A nethod
P"{'@W)Ofﬁéer@i’% %31 clai m 10, wherein the st ep of

(c)gﬂ %gﬁ?ﬁﬁnﬂg tﬁ@ld@enﬂf‘érff%rﬁriﬁ@ ré’cﬂ%d BifSarigt er m ning a

met hod (700) as claimed in
any cbara@tqnmd m matthele@sh some the anemont getis frase whigh the

psé&&)g QanIo% tbﬁe\FaI&%TBFé ratfeved c%||1 g];sgt[rﬂ'ﬁ%'é) Bﬁer nr%ﬁ Jsgidor random

requiring conmprising a
but&mﬁdmuhporf mpentnsn opeaidicansing step.

2. A method (100, 500, 700, 900) as claimed in claim 1, further comprising
receiving an identifier generation request signal; and performing steps (a)-(c) in
response to the reception of said signal.

3. A method as claimed in claim 1 or 2, wherein the step of causing the
memory cells to assume a plurality of pseudo-random bit values comprises

powering up the volatile memory.

4. A method as claimed in claim 1 or 2, wherein:

the step of causing the memory cells to assume a plurality of pseudo-
random bit values comprises storing a predefined set of bit values in the memory
cells; and

delaying the retrieving step to allow some but not all of the plurality of

memory cells to lose their predefined bit value.

5. A method (100, 500, 700, 900) as claimed in any of claims 1-4, further

comprising:
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an out put (1044); and means (1030) for
meki ng the key avail able on the output (1044); 10the
nmet hod further conpri sing: providing a famly of
code words, each code word conprising a further
plurality of information synbols; selecting one or
nore code words fromthe famly; creating
the key fromthe information synbols of the one or

nore_co 15 wo X king (740) the key avail abl e

on %%eagﬁ\p&i?ps({fg%m%gﬁg% wherein the step of

gengyriéinghé Rgtep o€ Qkhétating chendétifier CoRptisey comiNing the bit

mappi ng functigon such that each bit value of the one
VawsﬁV@Végg@wrl%sﬁﬁﬂ?@ﬁdéﬁ% @) espective nenory

cell fromwhich a corresponding identifier bit 20val ue

is retrieved; and saving (730) the nmapping function on
8. t he As meithash (106, HO0d&00c 800) ag claimedtihouains 4c Wieraid steps (a)

anfi B} e anertts’ ife SRR BOIR-TBVbER ot BB 90y s
claimed in claim13 or 14, further conprising

7w ¢ o et (8 D 2R A R i oo S Bhargimsteps

(ayEd'8f) drd Pleled 6t diffBRGt témperitifed 3, 14, or 15,

wherei'n the step of creating a mapping function
conprises creating a plurality of pointers to the

8." esﬁemeitﬁ’o% H%GPBMO,C%d,SQOO) as claimed in any of the preceding claims,

further comprising assigning (160) the identifier to the semiconductor device.

9. A method (100, 500) as claimed in any of the previous claims, further

comprising storing (170) the identifier in a database.

10. A method (100, 500, 700, 900) of identifying a semiconductor device (600}
comprising an identifier generated according to claim 9, comprising:

causing (110) the memory cells of the semiconductor device to assume
the plurality of pseudo-random bit values;

retrieving (120) the pseudo-random bit values from the respective memory
cells;

loading (510) said database of identifiers;

identifying the semiconductor device by repeating the steps of:

comparing (530) said retrieved bit values to an identifier in the database;
and determining a difference between the retrieved bit values and said identifier

until said difference falls within a maximum allowed difference.

11. A method (500) as claimed in claim 10, wherein the step of determining

said difference comprises determining a Hamming distance.
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517. A nethod (700) as clainmed in claim13, 14, or 15,
wherein the step of creating a mappi ng function
conpri ses: creating a bit table (830), each bit
tabl e cell corresponding with a nmenory cell of the at
| east the subset (820) of the volatile nenory; and
provi di ng each bit table Al with a bit val ue

i ndicating the presence of the 10correspondi ng nenory

cell, in,th pi ng_function, A method (700), as. . .
1261 IR 000 e G b 8 4 ape R, 8 b 37 pefEimining
sald @iffblehge TofPiRES deferMPiing & IGOAVTt vaigs. creating a

pernmutation table for a set of nenory cells. 15 19. A

met hod (900) as clained in any of clains 1-7, wherein

13! heAS_er%ﬁTb_'adu(%gf gseyélﬁﬁnédloﬂo)aﬁ%rdfh_"cTaiﬁ'l%”'ﬂr-T,seﬁﬁlerein the
functionality requiring a key conprising a plurality
sepficindustaralevice (§00Bolugheocomprsasper ati on; and 20a

mappRi ng function .for i N ' I [

ror SRBgbd S vedlih s KBF ERRGDE bl i Blpdith Smbors
forl ies ttiotg bit values of the identifier, each code

word conpri.sing a further plurality of informtion

synﬂal%‘?&ftr@bﬁ&f RBY further conprising:

r et rheaH f t he

| Qe HiSTIORENRY IO K80 TRl hie e ang bt (104)

er r ohegoethed fUntheraee@is®dr nore retri eved code words;

cr<hRAGhE il 5 Bkl 8P o0R b gl e
pldralkf))of irfernhatioet syomiadlst y usi ng t he key. ' 30

selecting one or more code words from the family;

creating the key from the information symbols of the one or more code
words; and

making (740) the key available on the output (1044); and

wherein the step of generating the identifier comprises creating (720) a
mapping function such that each bit value of the one or more code words is
mapped onto a respective memaory cell from which a corresponding identifier bit
value is retrieved; and

saving (730) the mapping function on the semiconductor device.

14. A method as claimed in claim 13, further comprising modifying the key
prior to making the key available.

15. A method (700) as claimed in claim 13 or 14, further comprising disabling
(750) the means for providing the output with the key after making the key
available.
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30 20. A nmethod as clainmed in claim19, wherein
operating (920) the functionality conprises: receiving
(930) a further key; conparing (935) the key to the
further key; and 5allowi ng operation of at |east a
part of the sem conductor device if the key matches
the further key. 21. AZ%fethod as claimed in claim
19, wherein operating (920) the functionality

CONRrises \Ving _encrypted data, ,an r ' t
165 nc Py BEdipe RS Halfiet 1B g 351428 481, Hiigh W't o
créétﬁhbn?dnh?piﬁbaﬂuﬁbﬂ& cohfpiiets @estirgf anglutAdp)oft psinters to the
functionality conprises encoding data with the key;
respegtive BIEEMOYICeAS t he encoded data. 1523. A nethod as
claimed in claim19, further conprising deleting (960)
the key after operating the functionality. 24. A
17senmAcorethart (F0Qeas claimedon ca@o0)3cdfper dbngrherein the step of

vol atil e Ly (6 .having a plurality of nmenory
cr%&nﬁsa {nﬁgslngjﬂﬁ’ggonzca) rﬁssgd to assune a plurality of
psws&mmgmﬁm&ﬁ% (830)ueach blneatmlatcetl @or/rgsp@tdim@wimra trizenory
rostructure of t cel]s; and a
CeEnSEF'IE'o?tI'%?Stzéﬁéb‘bi%gg?@fﬁr}gégf’ﬁlaplﬁ'FF%'\?&’- adom at | east
a SPRSRJInG feabh BitablAddIl Witldh BIEVAILY ikditdting tAB presence of the
identifrer conprisi ng respective pseudo-random bit

cCoUgbR@Wing BEmaery ced in appingduneftont east some of the
menory cells fromwhich the pseudo-random bit val ues
are retrieved can assune a different pseudo-random bit
18val e metiood 1 EQ@BL a'as; ictaimet isaq:ldim:a_lSsngO( 45, wherein thg step of
cr@sﬁggg%nm%ﬁﬁq?irudqe iloﬁ ecoﬁpr%leglcrrrga inlgna Cple?rlnma%i%h t\é\'gl%r%r "} set of

memory cells.

19. A method (900) as claimed in any of claims 1-7, wherein the
semiconductor device (1000) further comprises:

functionality requiring a key comprising a plurality of information symbols
for its operation; and

a mapping function for mapping the bit values of one or more code words
from a family of code words onto respective bit values of the identifier, each code
word comprising a further plurality of information symbols;

the method further comprising:

retrieving (910) the one or more code words from the identifier with the
mapping function;

error-correcting the one or more retrieved code words;

creating the key from the information symbols of the one or more error-
corrected code words; and

operating (920) the functionality using the key.
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30configured to retrieve said bit values in response
to a power-up of the volatile nenory. 31 26. A

sem conduct or device (600) as clained in claim24 or
25, further conprising an output (644) coupled to the
vol atile nmenory (610); and wherein the controller
(620) is configured to prdﬁﬁde the output (644) with
the respective bit 5values. 27. A sem conductor

devi 600 . cl al | |l aim 24, 2 , in_.
2o BT B By WA oo P o
comprieestal identifier generation request signal. 10 28.

A sem caonduct or device (600) as claimed in claim 24,

25, reqeidrg $980) ErePhke%ie menory control ler (620)
COmgpy gﬁn (@ﬁg%ﬂ@ﬂ@&l%mmeﬂﬁ‘@ﬁ%n@ﬂ) for storing

the si of "subset. 15 29. A sem conduct or device (600)
as allewingdpenatidrapinatdzastvenpart iofi thehsemisopdyctendeyioe ifdhe key

I S I nsive to a boundary scan conpliant test

m%g%%%@eﬁgpﬁéﬁgeﬁfrol | er (630) configured to process the

external identifier generation request signal. 2030.A

sem conguct or device (,100 as clainmed.in [ 4 Qr .
2135, Af’_f‘}? _ra%"dﬁﬁ"ﬂ‘?él% ?'“b_%pW?‘%rlﬂ" PREfAHNY (&(ﬂ the %unc%onallty
cohipiabs e8&ivihy chtfdd B8 IahtMosedsiy FRIBAArPHIBE dlita with the

plurality of information synbols for its operation;
keg5means (1010) for generating the key fromthe

i nformati on synbols of one or nore code words from a

famly of code words;
22. A method as claimed in claim 19, wherein operating (920) the functionality

comprises encoding data with the key; and transmitting the encoded data.

23. A method as claimed in claim 19, further comprising deleting (960) the key
after operating the functionality.

24. A semiconductor device (600, 1000) comprising:

a volatile memory (610) having a plurality of memory cells that can be
caused to assume a plurality of pseudo-randdm bit values inherent to variations
in the microstructure of the memory cells; and

a controller {(620) configured to retrieve, from at least a subset of the
plurality of memory cells, an identifier comprising respective pseudo-random bit
values;

characterized in that at least some of the memory cells from which the
pseudo-random bit values are retrieved can assume a different pseudo-random

bit value upon repetition of said causing.

25. A semiconductor device as claimed in claim 24, wherein the controller is
configured to retrieve said bit values in response to a power-up of the volatile
memory.
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means (1010) for generating a mapping function for
mappi ng the bits of the one or nore code words onto
respective bit values of the identifier; a
non-vol atile nmenory (1020) for storing the mapping
function; and 30extractinganeans (1010) for extracting
the key fromthe identifi Wi th the mappi ng function.
32 31. A sem conductor device as clainmed in claim 30,
further conprising an input (1042) for receiving a
further key, the functionality conprising authorizing
26reaps seiiddhdutr devidor(adnasack@ned tin tlain a24 |a@ags, further
part of the seniconductor 5 device, the %%thor

CoPRRHaABHIPY| @é‘%cewﬁﬁﬁ%ﬂ@rvqlwemaw 4ot ﬁ@dwg?ﬁfem the
co}ﬂrBllibrt(EQO]‘ ] Emgu'ﬁ@d’t ?@Jld@tt?@ﬁh{p%ﬂ%ﬂ)%ﬁﬁ‘ﬁ’{é PEspRBtive bit

ai e clarm 31, erelnthe nctionalit
valiespri ses an encoder for encoding data with the key.
10 33. A sem conductor device as clainmed in claim 30
or 32, wherein the functionality conprises a decoder
27f or Adeeraibonductat devick {B00kak elaimed4dn ofaisedd,c2H do@Bowherein

théBherEone caRisdle! [G20R Ereratatenty heHesa Hiqige’ generation
reQidst dignal.

28. A semiconductor device (6800) as claimed in claim 24, 25, 26 or 27,
wherein the memory controller (620) comprises programmable memory means

(622) for storing the size of subset.

29. A semiconductor device (600) as claimed in claim 27, wherein the memory
controller (620) is responsive to a boundary scan compliant test access port
controller (630) configured to process the external identifier generation request

signal.

30. A semiconductor device (1000) as claimed in claim 24 or 25, further
comprising:

an output (1044);

functionality (1010) requiring a key comprising a plurality of information
symbols for its operation;

means (1010) for generating the key from the information symbols of one
or more code words from a family of code words;

means (1010) for generating a mapping function for mapping the bits of
the one or more code words onto respective bit values of the identifier;

a non-volatile memory (1020) for storing the mapping function; and

extracting means (1010) for extracting the key from the identifier with the

mapping function.
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35. A sem conductor device as clained in claim33,
wherein the neans (1030) for communicating the key are
di sabl ed.

32

31. A semiconductor device as claimed in claim 30, further comprising an
input (1042) for receiving a further key, the functionality comprising authorizing
means {1010) for authorizing access to the at least part of the semiconductor
device, the authorizing means comprising a comparator for comparing the key
with the further key.

32. A semiconductor device as claimed in claim 31, wherein the functionality

comprises an encoder for encoding data with the key.

33. A semiconductor device as claimed in claim 30 or 32, wherein the

functionality comprises a decoder for decoding data with the key.

34. A semiconductor device as claimed in claim 30, further comprising means

(1030) for communicating the key to the output;

35. A semiconductor device as claimed in claim 33, wherein the means (1030)
for communicating the key are disabled.



