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SECURI TY DEVI CE AND SYSTEM One aspect of the invention

WORR44RE48t 0 a security device, for exanpl e t@CTHGB2003/063917

conprise an identification and/or authentication
device for use in isolation or for use in association
Wi th, incorporated into or onto or attached to anot her
article. The security device provides a characteristic
response or signature for identification and/or
aut hentication in a manner that limts or nakes

difficult the_c i ng _of the device, and consequently
t he copyi ng ogmﬁmm&w emused in
associ ation therewith. Another aspect of the invention
relates to a data reader particularly suited to

. i t . t . g llxaﬂ'lll
Ot VfCtheiroAfio [Elids f a SCRBR SRR TR} ifimple to
conppise an idérgifivation and/oR antherficitionsdeies foredelidiiSlation or

device and reader, and/or to _an identification or
fanpsecin assaciation weith cacoryoraieds inth or eldoiareattactiédito another

oEH- PR . PO plids o o onere Jor
Ao of o, Bln AR Rl o i, yencut
tigacopyirpnof the@eviey iaadconsafiehtly tRABEHYIAS DridonaRsfoRing of

20 transactions such as credit card and bank cards t©o
any itewused fuassoeiation theremith.c Another asplotiof Hutr iawemitiorf rebates

ATMs, ., Forgi ng and cqpying jtens used for .
10 4jcdatR £ T pATIGUERY 2 uitesh 6, apading  mich e coaaterstio
L\ Laen ' ' r ng the . .
A8 5P E mABSE O Blo Rl B ¥ GG
respstisedignatind 1A% sebindfyhysteMindhflitg debiet @hdFeaRS, and/or to
copying official documents such as certificates;
nfiGeationcpravhenticatiotsmethed vsing sudhnt devide aifersystem.
purposes, for exanple to.control access to areas as
part of a security system to

A major loss of revenue to many businesses and a substantial source of

criminal activity arises from illegal counterfeiting or copying of items.
Examples include, but are not limited to: |
o Copying cards and like devices used for paperiess financial
transactions such as credit card and bank cards to allow
unauthorised transactions and withdrawals from ATMs;
¢ Forging and copying items used for ‘identification, such as
passports, visa documents, driving licenses, personal identity cards
and the like;
o Copying material carried on a data storage medium, such as CD and
DVD disks; |
e Forging and copﬁng official documents such as certificates;
e Duplicating smart cards used for identity/ access purposes, for

example to conirol access to areas as patt of a security system, to
PIB298WO - o
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PCT/ GB2003/ 003917 2 control access to services such

WO 3404938548/ t 0 control or |og use of har dwarRETGRIN0HEN317

conputers or other office equipnment in a nultiple

user environnment; Copying security or authenticity

| abel s as part of counterfeit goods 5 nmanufacture, to
make unaut hori sed and/or inferior copies of high-

val ue branded goods, high specification

saf et y- coritdl @atesgdodsrdces sicheas! payeT Vo sontsolaor log use of
particuggyly identified problemin relation to cards
and | i kbardwgremsh asomuters or ofgrefies equipment ima multiple
transactions .and fqr identification purposes, and

this ar & FREYHEERey el opnment of security systens,

SRR oAb R ey s
pr obl ennadHadiard) 30 ahiles insGHbEEE fld/GMBrascscties of high-

security systens have becone nore sophisticated,
i ncr easealuabrandad i gnodsphighe dpecifitatian safietyearitizd]l goods and

inforrngé}i 8‘?‘ storage capacity on the item have created
great oPpdrffunities for financial and identity fraud

by copyi ng of such docunents. The concentration of
weal th and/or information accessible through credit

THE iR Phrieal ﬂeﬂﬁﬁ&fg}d ¥m2% ﬂ%ﬁ&ﬂtcﬁr&saé%d ike devices
i ncreaSed. Thére has devel oped a grow ng nee or
vaed forapaperiesy fihamdli ieansaciionsdamd fdri idedtificntipncparpbssss and
and/ or effective copy prevention. Card and

tys e hen dod dovelopment, of secwaly systamas, ewhighpatsgnevertheless

Aeasures that . 0 nprove, security by. makin ..
HRER L PP SRR ticeile ) mhost g AL s, Whemg gopying is a
pidéach has concentrated in particular on
“incorporation of enbedded devices on or in the card

or other document which are difficult to copy
effectjively. Exanples include hol ographic inmages,

Agi panerless eempierdipland geperal Fepwrity sEtamshove kecams, more

s S 1o “HRGERSh SRS S ST Tt h
storage capacity on the item have created great opportunities for financial and
identity fraud by copying of such documents., The concentraﬁon of wealth
and/or information accessible through credit and bank cards and identity
documents has increased. There has developed a growing need for accutate

verification and identification such items and/or effective copy prevention.

Card and documentary systems in particular have adopted measures that

improve security by making counterfeiﬁng difficult or inconvenient. This

approach has concentrated in particular on incorporation of embedded devices

on or in the card or other document which are difficult to copy effectively.
Examples include holographic images, diffraction gratings, specialist
substances (inks, materials etc), embossed structilres, structures within the

- material of the card, etc.
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counterfeiter, and will be if the rewards are
sufficient. There exists a general desire for a
security marking that cannot practically be
counterfeited. 5 An effectve strategy agai nst

unaut hori sed copying of itens exists if a random
signature or characteristic response can be associ ated

Wi fongh, Hest macRings oot on Fowisdo by i, Sophistioated
| COUR I .

crr?aﬁ%%?%?t&d %?ﬁgﬁgr oce stéé ? %Qg%i E El% :%I gfni ﬁﬁé‘{/ng'r *@%egelﬁﬁt? & ﬁeélaral

desiee| forl 3. scbuvity rhfking hUE BRI PractRAllY B&BLbunterfeited,

di fference between the original itemand its copy; if
this difference can be detected and conpared with a

Al shalogs ngnieuen Bagsind conying i pTibuemista g candom
TpBHER ek Bhactic REPonR BR & Mobmaffa it ¥ Sl vithen

daviee G0 ¢ atthclicdk &) the GiEnL.Ne TRE Hhodh & rgguré téristic

can be identified. There are 4 prinmary erre
respauser comldtcomsd fronp semei wrmdontraHalden mbgyfatturiay probess ihiat

be possj bl 0 ngasur_e t he signature_ easily and
C3R DEBRR be éﬁ@i@%’fﬁ breeisely. 2@hughibers wlwaysp oxisispseme small

: | ine.signature easi.LV.. f er abl
ofERGRECH/oRF B SPuel iy SR cedD: it ERBRECE Sl be
d¢3618¢ atd d gﬁﬁ%ﬁ:' i i

manuf qctur?gﬁ)dﬁétﬁh‘gmg? natursyhggc_ ‘tiﬁgs esgl(gl.g.abaselme
respopsetinrehich thé regspohse oftinfliividwdd tmagifetic Bhabents afotedoeded
Sg’ossi ble to control the manufacture of the signature

grateliar thecavieragegasnonse of @l eplisetien of pyrivmegnetis elements
are Y0R:855 35k Word the original item, forgery can be identified.

There are 4 primary preferred requirements of a practical random signature:

o That it be possible to measure the signature easiiy' and without
excessive cost;

e That it be possible to represent the bascline signature easily,
preferably by a small list of digital numbers.

o That there be a large degree of randomness inherent in the
manufacture of the signature, such that every signature is slightly
different;

¢ That it not be possible to control the manufacture of the signature so
that its randomness could be stripped out or suppressed and an

identical copy of an existing signature made.

P18298WO




i dentical copy of an existing signature nmade. P%§238Y&)

7 March 2007 4 Difficulties in achieving all of these
requi renents have to date limted the practica
applicability of the concept on a wide scale in
everyday systens. According to a first aspect of the
present invention, there is provided a security

Dif R PO AR Rag il 1 PercrRa SRS Pt dhipo inied the
_ e HSuap ged
PP IBHIED bt AlSbOhra Wl FRRFeb el Pl

characterised in that the elenents are nmade of
magnetically soft material that discretely swtches
Acreglivey foza firsy mspécabé tled praserd fipteneion f thetodisiroeided b setaity
depends upon inherent structural variations that are
deyjee SOMPTiSHIE 0 nerg Mere casgngetis oflementse viterein Awdd rrdagngtic
second asgect of the present invention, there is

clepiefy HEFLONHE idg™UFh MARIFIELIGRiHC & Seepiay Hetnndied
RGP BN DRk, T30 e RO o) TR

y soft nat et

eleRhisabiORBadd BT &lefeiﬁfial'l?t St NRatdREN ?ﬁzitpg'lst:ﬁr%%ﬁf dwitches

material during fa cation, whereln sai etic
magheiivatios sthits citedrelappbiod el sagmnehi that doperilsaligdn hherent
response to an applied nmagnetic field 1n order to
strypdprel varintians et arst presest incthe esqpprtieallysofiomdicngl.t o a
third aspect of the present invention, there is
provided a system for reading a security device,

rising; net i i eld ner at.ion stem f or
Aol R AsooplarPen ults pRstomaB JHels brovided o
' . fi t -1
SR LSl 3808, Ol BOSERIL o r o
magiliceelerd&ite eiddern feygpneit 157 sdﬂ‘iﬁﬁtéﬁiaﬂﬂa\ﬁﬂ% réldofPV &iations

di screte magnetization switching paraneters
introdpeedsiaty ttd megodticallpmaguneidriehdurdang Etirshtion,rekgeinssid

of said security device generated in response to said
‘maghelice elementse discraiplyr svitchs anagnetjzatiom plate daesisinge tte an

onpare sai.d aone or nore discrete nagnetization

aPREGH CERRGS TR A B eI G BTG eRoRB U o0
characteristic response to one or nbre respective
paraneters of a premeasured characteristic response to

AcéRdiak b A&hird aspect of the present invention, there is provided a system
for reading a security device, comprising: a magnetic field generation system for
applying a magnetic field to the security device according to the first aspect of
the present .invention comprising two or more magnetic elements; and a
detection system for measuring one or more discrete magnetization switching
parameters representative of a measured characteristic response of said security
device generated in response to said magnetic field, wherein said system is
operable to compare said one or more discrete magnetization switching
parameters representative of a measured characteristic response to one or more

respective parameters of a premeasured characteristic response to determine

07




7 March 2007 4a whether respective neasured ané pgarch 2007
preneasured paraneters are substantially equivalent.
According to a fourth aspect of the present invention,
there is provided a netho for reading the security
device according to the fi Pst aspect of the present

i nvention conprising: applying a nagnetic field to a
security device co i ng nore magnetic
g hiérseRechg emswﬁ%rg 78 .Rrgme981§6$ tPARIPEleTsapre ehniatiaHy
eqPBflcRf Mmore di screte nmagneti zation switching
araneters representative of a neasured
characterlstlc response of said security device
generated in response to said magnetic field; and

Accomipgs fongfonathcthspene ofthepreeentiifehtios, thergnepioaldd@method
sw tching paraneters representative of a neasured

forcrradmg thei s@quclty glepisasecouliondo the st aspes pdcthievpresent

. ar.anet er , (0] reneasured characterlstlc response
inveRtion SPPHIAE: %m@wﬁgra %@ﬁ@a field ty seqwrity dgyige comprising

S IFRE LRSS, el PRI R 400
onéM&k QHoﬂeSdﬂsEljé?er %%lhé%1zqggﬁ stHichi d‘fgogal%ﬁf&’eré“? refUifative ot 8

counterferting I scl ose a securil evi ce

mehQiredbhdrb@oriRsREbdHROBS said sEARHY 3bﬁ6@§g&[@ate&\ﬁiﬁ f3pdrise to
readi |y manufactured and neasurable on a scale and at

said magretic dpgid oprd abmphong ewir yolayr userei discrete magnetization
ayt henti cation/counterfeit prevention of high value
SWﬁt%ﬂ& PATRFSEAP FRpRessnigive pea mﬂaéwvaﬂ @hawasvmﬁfrl@msa@lsa teqne

s) ]{jedto % eS| nat ur e
or Bg el rieied): bl 8 obheonis Sl hmeliristt Soiomsa e
[ r
- dotGfRTEE RRSURE’ Ryfee  FRbafY, %@eoﬁ?@egﬁﬁéﬁ &Sﬁ?ﬁ%%%e
- subsRRBANP bqQdvAknl. €ast one and preferably a plur aI ity
and nore preferably a large plurality of magnetic
el ements arrayed on

Herein disclosed is a security device for an item which is inherently difficult to

copy and thus limits counterfeiting.

Also disclosed is a security device for an item based upon a random signature
which is readily manufactured and measurable on a scale and at a cost
appropriate for everyday use in authentication/counterfeit prevention of high

value items.

Embodiments of the invention may provide a data reader particularly suited to

reading the signature of such a device.

Various aspects of the invention are described herein and set out in the

appended claims.




a suitable substrate and having a machi ne readablygarch 2007
magneti c signature response, provided in conbination
with a predeterm ned baseline nagnetic signature
response reading. In varing enbodi nents, the magnetic
el ements may conprise thin'layer magnetic material,
such as thin magnetic wires or strips, or dots. The
magnetic material may be in the mcro, nmacro or even
nanoscal e, and may include mcrowires or mcrodots,
. ey nanow res .or .nanodots.. laid-.do i.n.suitable
Hefbip o Q808 SEPuBLaRAPe EPlBrigg § SR Rag phadteleRB a
I : . . .
e R R A R
a Y10 45ub2a4 8 aRCTHA8180 03108391y rebddile mugedtie signature
i nherent structure. The predeterm ned recorded
respased.i provdegnit cembinagiopowsth gipredeternvwab hasline emagnetic
.figure, an "expected" response which can be used in
SIEEBWReLEPYRCWFAH & neasured response to aut henticate
the device. 5 As used herein, "device" at its broadest
conprises the magnetic elenment(s) as hereinbefore

In 98300, PaLd B! QHfjelﬂQ tid e Fgeﬂ.{st %?iye cOHPRikE &hftr layer

such as, for exanp e surface an 1temto whic
magn8Be Ubhicyiatlevidhe ab Sthi® Beg@RR vates oFEXAAps,esr Aots.n&he
appl i cation of such a device include wthout
malghafi¢ andtemalsmejp be indiei mécropnsicid ot iengn aiancomahe, i sidnmag
. part of an object adapted for use in its own 10 right
inchude MIgreBmtes fqraRicredots ool REs NeRAWEPS ok Bynasiots dgidoden
._appli.cation; a deyice onstituting oy. co i.§in ar.t
in SFRBIE Rori Sy BETALIS, SHASHEP 1o TYesb A piRedebdan Aipdnctic
}8CL e L&l : . t
maPge bt § oRAKI b Beclift SBRATRG SN Rl WR6QEH ppon
| abel ling, related security or other purposes; a
devi ce portion incorporated into or onto a second item
for such 15 identification, authentication or rel ated
security or other purposes. In particular, the device
is provided to authenticate and i npede/ prevent
unaut hori sed counterfeiting by copying or cloning of
an article of which it forns a part, or with which it
I S associ at ed. :
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20 Exanpl es of suitable collections of magnetics h 2007
el ements are described in R P.Cowburn, Journal é\flarc

WOpRMMRIY8 D 33, Rl (2000). The present i nventPEHGBHR§003917

rely upon their singular effectiveness in creating a
random si gnature for anti-forgery. 25 The magnetic

el ements are such that when a tine-varying nagnetic
field is applied to the el&nments, their magnetic
response is a non-linear and hysteretic function_of
théptectsp pherdntf stoicdureTThe prodeteimisad regorded baseline signature
characterised by djscrete jupgps in Lhe magnet.isation

TEIPORET EHCH % SPMIPRERUVE ighTEafn, o €XP EspAdsq Whighscan be

such th e I i i o ' | @n.:nhi ch
RiEth Confbollip i ey Els SRR ) RSkl e B!

PCT/ GB2003/ 003917 6 naturally exist from one el enent
to anot,her will cause the nmagnetic response to vary
4 wseliteyeih | Glovide® g rifs Yroadeseomnpriscsithe meagietie cldment(s) as
various enbodi nents, the el enent S'téglg such that _a

hgreinbetare cdaspribed ip bR daid dows onsa whitable substrates such as, for

R i SRR e Rt 4 SR R BB Poatse.

%&@ ?etﬁ;{fg%% i5n AF sAclE 8 Ub@et i@ “diﬁﬁﬁf‘ﬁﬁiri) tion such a

nme-varying magnetic field is applied to

detiee etvtibitings or mﬁéﬁﬁ%ﬁga{t@ﬂan objsp adspsted ffot Bise in its own

el ements is rec esponse can be 10 neasured

right argpnt identificating, authenticssion kayeomanyoothoy applination e device

oPRRINg, PF, SOCHREISIT DaficSh drDs A obisvt TIEVICRaolon J5gpih 2
HThg S f oh T

slonh \G6RER nf HarBG A 96| AEpHE ol aleflhunih! BlbE for

agthemesation, fideitificationeor wilkdrniabllimgg ueluteéd ddecurity or other
magneti sation neasurements to a frequency-donmain |ist

putposesp asdavicreportionsincornozated dnto ort ono zn sedondeitens fop guch

. be, unprogcessed. Measuri t he predegerm ned

ideatrstio. | HRHOPRATOn SR JPIRSSoPEEY OF| PUIEL; Pposes.  In
: u ‘] Nt .Gl t he pr.edet: '

pRtidiat, e eé%%%% £ rﬁﬁgﬁiﬁ) diftlentidgteP 'mde ifipZieptbvent

unauthorised counterfeiting by copying or cloning of an article of which it

forms a part, or with which it is associated.

FExamples of suitable collections of magnetic elements are described in
R.P.Cowburn, Joumal of Physics D, 33, R1 (2000). The present invention
may rely upon their singular effectiveness in creating a random signature for

anti-forgery.

The magnetic elements are such that when a time-varying magnetic field is

applied to the elements, their magnetic response is a non-linear and hysteretic

 function of that applied field. This non-linearity may be characterised by
discrete jumps in the magnetisation at certain applied field values. The

elements are such that the small differences in fabrication which must

P18298WO
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20 be nmeasured once, at the tinme of manufacture-a3g.n 2007
that the device will then be supplied to the user

WOZMAR2IHRE predet er mi ned basel i ne response st RGUGBH03/803917

manner accessible to the user, for exanple renotely
fromthe device, or in association wth the device in
a forminaccessi ble without authorisation. In
particular, it is desirableéthat the predeterm ned
basel i ne response is securely 25 encrypted, especially
niaturbiéy exishfrom wvir¢ blenient teuncther Rilktausehihy hignetic response
predet erm ned baseline signature response i s encrypted

tasivery slighily nfrony i elemenic g pelementl gdrurthenmare, h for, grarious
pr.i vate key used for enciphering being,kept secret.
cirhockRRRth e SlOREPR 860 SP TeRlcH LR KPRt ApShans in as
r .
STl § 8 sl KRR oty b e BHEBrE Aol shighotc
g ch 2007 WO 2004/ 025548 PCT/ GB2003/003917 7 -
response can be decrypted and conpari son can be nmade

Wi th a nmeasured response. In order to test the

authenticity qf ap item,protected by a rangom .
detgrming the baseliue, signafire Aerpoise Shoupliestion of

to apply a tine=varyi netd G- fi

ShARgRR el bR g TR el 5 Bbfed I e slemenss

B.ﬁ& %@H&gﬁeﬁ@&@ 68 ofothe leldnéiie iRicorded. TS réPBhiccehn be
I eld. e sa procedure is used first to déterm ne

nidasupd asinpdherdedde descpibed helrelrs ve by semessthetrnmeanshi ch i s
then stored as above, and then by use of a suitable
reader to obtain subsequently measured 10 baseline

S e e T G e
a8 YR ufhds N6 tHeCRbAP Bnd etahgérd%vmm ohaieSRvitohin@ HeRIE
nature”of ‘the device. Artificially fabricated

Aliepngively, ¢he basslimentdsporsevimny tgocohvertadt framl a rtaneldomain
15 signature because the magnetic switching field of

sequence | of ramagnetisation s mepsremEnisy to, b irequengyrdomain list of

e e T b ReBPRE gy B pblRed

significant changes to

D

Measuring the predetermined baseline response is analogous to a calibration
procedure. It is aﬁticipated that the predetermined baseline response will only
be measured once, at the time of manufacture and that the device will then be
supplied to the user with the predetermined baseline response stored in a
manner accessible to the user, for example remotely from the device, or in
association with the device in a form inaccessible without authorisation. In
particular, it is desirable that the predetermined baseline response is securely
encrypted, especially if held on or with the device. Preferably the
predetermined baseline signature response is encrypted using an asymmetric
encryption algorithm with the private key used for enciphering being kept
secret and the public key used for deciphering being made available to any

reader of the device such that the expected predetermined baseline signature
PI8298WO .
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the switching field (K J. Kirk, J. N Chapman, 7angc£2007
D. W WIkinson, J. Appl. Phys. 85, 5237 (1999&2}.

2003/003917
signature, it is necessary to replicate the precise
shape of the elements to near- atomi c precision. This
is unfeasible using current_technology and is likely
to remain so for many decafles. Wil e near-atonic

| evel manipulation_is _required to E’gp iEhe devi ce d
rerponse §88 hen deqypted randh cpmRarigon e c%ia ¢ With a measure

neasurenent is sufficient to check authenticity,
IBPORB&e when the structure 25 undergoes magnetic
switching, the entire structure sw tches together,

maki ng the magnetic response very easy to neasure. .
If loeder tohtestrihie doiestidfpsfiaeitemomotattotby a raddom signature, it
i nvention requires | ow cost, sinple processes to,

i§ neeessarydn waridus erbbadimentsdoiapply @ ﬂlmq-mgéﬁggm@rﬁﬂg to
the eabiricelemenlsantis oo0R the Tnatpried B st SaRE Fesponse
RCI/ 7, 8 | '

R+ BRG 9 Bomc’ nier TREDSHi prBe R eadfint o

RREAHN the oA, expbotsd basdlicarsponet aftdch ishien tshored

statistical fluctuations upon which this invention is
ab abeve, it lthénsbiauseafimsuitablemeaden toabtain subsequently measured

will be 1/,/N, ere is the nu r of .nom nalJy
- bospline; E&Poﬁe&ﬁﬂggb CeR %éOmPﬁ’é“Bn&b&e li”?‘ﬁg‘s’t,enﬁneél’ expected

cold ection Il Vi nts has a swtching
bﬁ?%mﬁqﬂﬁg&’%dg%?%a%%\%g{&?bn of 10 Ce, then a

col l ection of ensenbles of 100 elenments will only

have a standard deviation of | Oe. The neasurenent _of
Autkentivationt telies espotize inbarentiperasdome npdunea@f ths device.
carefully. On the other_hand, 10 the total, vol u of
Aragaeallyctoheicaes RERGRS FIeERE BHKBR Tety EoDd PIRESR) e lom
makes _the a . =T Vafd

SEMGAP et T REREbug bl A Tof LRl BIoR dopends
cRBEAPP uPbﬁy fhe PRSOH etubase bl e eadponte démbhs. dStvicteral

and & predetern ned baseline 15 response stored
vasiatiows of oily faw nemdmetrésninesize ppn eduseosignificantehpmges to
ﬂ?ef év%:tntglgilnggﬁeld (K. J. Kirk, J. N. Chapman, and C. D. W. Wilkinson, J.
Appl. Phys. 85, 5237 (1999)). Thetefore, in order to replicate the random
signature, it is necessary to replicate the precise shape of the elements to near-

atomic precision. This is unfeasible using cutrent technology and is likely to

remain so for many decades. While near-atomic level manipulation is

required to copy the device described in this invention, a macroscopic

measurement is sufficient to check authenticity, because when the structure
undergoes magnetic switching, the entire structure switches together, making
the magnetic response very easy to measure. Thus, the random signature
according to this invention requires low-cost, simple processes to interrogate
it, but unfeasibly difficult engineering o copy it. This is ideal for a practical

random signature.
P13298WO
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response in an encrypted formw || be extrenely

WOIMHREHY t o produce a perfect forgery havi ngPCRGB2003/003917
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nmeasur abl e magneti c signature response matching an
encrypted prerecorded original. In the genuine

devi ce, the predeterm ned baseline response is 20
recorded in an encryption k§own only to the

manuf acturi ng conpany or those authorised thereby. If
the prospective forger nerely attenpts to copy both

s B e BB SIE ptige
SBERN im0 A0 IR LY o

response o

uponoihieh. thikHiusentivh i basédwill b attehgated Tha aiehthativhdfactor

predet ermi ned and recorded signature responses Wwl |

widk beraf A, whdre s thergeibesofaiopsinally eduntiohl elements in the
si gnature device, he could instead neasure the
enasmblen eThus; ib a swlled¢tidih of fralividdaldelementsrlemdd switching field

5 b 10788 S el To
182 1 2007 b d K
TR ol B RERRIESCL B Bt

%a?rﬁieetrig t‘ilgs:?ghéabnﬂaiu@gﬁiﬁgfe'b% Hadl Abkd Gk toos! ¥ other hand,

a random si gnatufe usi ng

the tothl vohimhy of tmamietic atiatepigh &hs dnereasedi by 2 ftor N, which
descri bed which is for practical purposes nearly

$ha meesuremeriispsientomake.ch thus offers a security
devi ce which can authenticate originals and prevent
counterfeiting by copying of such originals. The

1@%@55 CerBbSdRIMnes, Quthedtic %@r?&dhggxglt@ n]sé%@m HepRedd iifle

yers of magnetic material, prefe ess than 1
measured Chaselinel mesponsreff dialdeyickeasd 4 hedet&nined tbascline
They may be 10 nmthick or |ess, but by preference |
refppRsepdoregdsgencgly, yn pambignter iw enerypied dhrm.Tie fergeneliamapting

| 1 non na Ldentical i hape..and_of .
t dhitaA Jovise s OmARE, & Hireraned Broclineibomsesin an
oRaYPOAT ST el SIS P PLIBED] ool p i
a measurable magnetic signature response matching an encrypted prerecorded
original, In the genuine device, the predetermined baseline response is
recorded in an encryption known only to the manufacturing company or those
authorised thereby. If the prospective forger merely attempts to copy both the
signature device and the encrypt derived therefrom the forgery will fail,
because even if the encrypt is copied exactly the magnetic signature response
of the copied device will differ from the original. Thus, on the forgery, the

measured and predetermined and recorded signature responses will not match.

If the forger creates a copy of the signature device, he could instead measure
the baseline response of the forged device readily, However, he could not

create a suitable valid encrypt corresponding to the forged baseline response

P18298WO




response i s an inherent consequence of materi
fabrication, not dependent upon the shape,
configuration and distri but9i on pattern of the
el ements. The el enments may “be general ly rectangular in
shape, in particular elongate rectangular for exanple
conprising an array of generally parallel nagnetjc .

becaé%SSnéﬁt dossedtodnburyr the ceRGYRUOR, Thay, athr paesiblee gepying
of . etic material, for exanple being square or

stratgig}egﬁfﬁgr, or sone other regular geonetric shape,
whi ch may for exanple be forned into a two di mensi onal
array. As used herein reference nade to magnetic

Heréth d8%losed & ® Praceisalonethad @figefsratifd) @bl Sedden £ Raidonesiggure
being to such elenents of elongated form and in 7

usinfykarghci2lp Ftruv@r@D tnbipd 2tis 48t @@l GB2eS31bed39Hich 1§ (for practical
particul ar el ongate rectangul ar el enents and/or . .

PUIPRPRSRFRFIY lmmﬁ@rh?estq $PPY> ap@éergh tRusprlfers jactecurityagevies, which
n restricted to,the paral]el.rectanqular ex | .es

can e B3l osfeiala sy prettennistieit e gy ito (Rah cHEmels,
reference made to magnetic dots, mcrodots or
nanodots shoul d be construed as being to such 5

The ehREREGES SlefvhitsidTU varieas OhboamA&tsCcoMbeisk athiff 1dy@ss$ of
el ongate, nore squat form and in particular of

magnefge Inzaterjeh npeférabbhbgee, thamd/ om tlickpdnd nhoreapteferably less
di mensi gnal array, but not restricted to the circular

thangWhpey ricls They searhs Ee nnythiek ondess, but by preference will be
illustrat,] urposes. 10 The el ements maybe di screte,

genwfé%aw%‘g‘ﬂaﬁr {lﬁﬁ%{ erial connecting them or they

- may be partially connected by magnetic material into a
number of networks, or they nmay be entirely connected

The b¥leFRARE they NBMl €bé Bhorhitally? i§Ma® il &HWBE Kand Sofl H@ﬁularly
el ements nmay be nade from'a magnetic material, whic

distributkd hyrangesfeat.emnc difig entgnedtivesh | tiemodnid/of dregxlanphiterns
based on nickel, iron, cobalt and alloys thereof wth

of arsangemendr noay shive obgens unkerdmallyk dntriodopedi| 1Iby should be

cohalt iron alloy, iron sjilicon alloy or cobalt |
emphagised, thay qhgyyando)rln nature o% the magnetwyresponse 1s an inherent

consequence of material fabrication, not dependent upon the shape,

enphasi sed that the random nature of the magnet b arch 2007
al

configuration and distribution pattern of the clements.

The elements may be generally rectangular in shape, in particular elongate
rectangular for example comprising an array of generally parallel magnetic
elongate rectangular elements, or may comprise areas of magnetic material, for
example being square or circular, or some other regular geometric shape,

which may for example be formed into a two dimensional array.

As used herein reference made to magnetic wires, microwires or nanowires

should be construed as being to such elements of elongated form, and in
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er to prevent oxidation or nechani cal damage,
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non- magneti c material having suitabl e mechani cal
and/or environnental | y- resistant properties and/or
surface treatnents and/ or coatings, for exanple
conprising a layer of cerani®, glass or plastics
material. Such overlayers are 25 conveniently

partiul g redongatePaceiangilar  elwmaptse and/or pelongatei elements in a
over | ayer ilncl ude titani,um_di oxi de, t](re‘aﬂgsparent
@ﬁ@g@byr@g ¢l apaysbytadd regrigied to theparplielerectangyler pramples
shior, R0 58 oPupabcnt, BRmeges A8 DBfighero R ReHh madioto
Iﬁ%@ﬁ@%ﬁ%, Snitkdddeber ﬁ@@t@ Jsgloulﬁ]bér Bsnﬁ-&ﬁgﬁiki Peiflf o such
erlaygr may

al d down upon a suitable substrate. An un

chehatts benpeieingt dieacbf pghstianthtdrix of Ubsst ¢lohgate,There squat

device may be incorporated directly into or upon the

formananghincpartisulap of segfan geonastric ishant iand/arfoemed dnto a two
-to be t ed

ubstrate may, be the ite i ch, i rot.e

SRl Ay Pyt natdENctss 18 tae fizclaR gaphettk a5dbe sxamples
gfiPe’n ' ' Qﬁ% pon or incorporated therein

orq{ehghgéﬁé%gg. ]{’%ﬁfﬁ%ively, the device nay be
incorporated into a separate wunit such as a tag,
| abel , certification etc, attachable to or otherw se

The skaments maydwendliserete, writhmae magnetic matarial bonpeadingthew, or
o 8 S Rovmato] oSGt e S o
e e R R o S B R

nétherlagneti c el enents being fornmed on an attachabl e
unit, the attachable unit may be attached directly to

the itemto be protected, or may formpart of a
ertificate or other, dgocunentation assocjated with,_the
THE (PRGBS P RBde cHOmy2aAeEgYo alstisl aehich rwitl by
S : . . 0. eff
RSO b SAGHABIR o, R Ul tighh o, oot and
alloiethérbof withaach oie Orisilicods Stk \sigkel itéh hllSy, cobalt iron

invention.and the itemto be protected. Such neans may
alloy, iron silicon alloy or cobalt silicon alloy.

et
r

The elements may be coated with a protective ovetlayer to prevent oxidation
or mechanical damage, said protective over layer comprising a thin layer of
non-magnetic material having suitable mechanical and/or environmentally-
resistant properties and/or surface ireatments and/or coatings, for example
comprising a layer of ceramic, glass or plastics material. Such overlayers are
conveniently transparent. Particular examples of protective overlayers include
titanium dioxide, transparent epoxy resin, plastic or glass, transparent
modified silicone resin conformal coating and transparent acrylic conformal

coating.
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provide for releasable, renpvable engagement of ;tie 1 2007
attachable unit to the protected item or for

WOReMAEFYAt engagenent thereupon. |In the for nACTHGBIZ/AGI1T

attachnment nmeans may further conprise | ocking nmeans to
ensure that only authorised persons can renove the
unit. In either case, the attachnent neans may
further conprise anti -tarrpe]f1 protection and/ or

nmechani snms to indicate tanpering by unauthorised

e slomentp greclaid dowa vpws afssitablgcrubalratac hAn underipyer may
e S B T B k8 ks R rporatod
j %1k, Cs [ : I [ .
gty ito OFReh e frorh iR ST I pRACHAD il which pase the
swbbtrait anap be gBe dlefe whish i toc Bé ippotedted tdpaingt fxpean @iselfior
the article and the like and/or to |abel the article

someasuitable subshrateavaterial laidi dowmribereupon oesiugorperatdd therein
18298W0 7 h 20Q7 2004/ 025548 .

B oD GDTEAOLs, therdsYIvE (e ba psamParHed dpia & peparate

o s 8 B, O ABARG o eRabth O SBierifhs e jn

€ case” o

ceRfumcEon ividinah dicRe to DePproteRtdd dhe attatHable ﬁﬁﬁ%infﬁi?@ig or
0

al so be envisaged. Such direct incorporation he

ineorporsting tsomehsuitablensubstiate matariad: cSiritable substistd imajerials
.si.-ngul.ar | ffegtiyve in preventjng, upauthorised

iRl ailicet alassrleatie ansomdaiirmateaihuiihe sogiB sirfare
non-control |l ably reproduci bl e nature of the signature
device, and w Il therefore be particularly useful in

Iadsocasatdfhe whdghetit elEmadis bBing ohhed onlh strhable Wlie the
to the production of counterfeit copies, since the
atteshiable wnit maypbe attachedodirgctiyctp thetitesnto batprotected, am may

st e Rl o st Bt be
pHRSGEd. DM R R b girwﬂea_'in%%aﬁiboﬁgwﬁh daaogfgagﬁasﬁfunit to

orm of cont act printing e used.
effbetr attachynent betweseantie malti cgnprisihg eand dlenti€ication hizvive in
general ly the sane

accordance with the invention and the item to be protected. Such means may
provide for releasable, removable engagement of the attachable unit to the

protected item, or' for permanent engagement thereupon. In the former case,

~attachment means may further comprise locking means to ensure that only

authorised persons can remove the unit. In either case, the attachment means

‘may further comprise anti-tamper protection and/or mechanisms to indicate

tampering by unauthorised persons.

Suitable uses for such attachable unit include, without limitation, labels for
items of value, of security importance, or of otherwise critical importance, for
example to enable identification of the article, authentication of the article as

~ genuine, verification of the provenance of the article and the like and/or to

label the article in a secure and controlled manmer, for example with
P18298WO | |




size and shape, or nmay have a size and/or shapesyf..ch 2007
differing continuously or discontinuously across tﬁe
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sizes will be present in one ensemble. In one
enbodi nent, several discrete groups of differently
si zed and/ or shaped elenegks, the el enments being
generally simlarly sized shaped w thin each

.gLoup,. ar vi ded. so that, several djfferent . .
i8foPrip g Boft Mo ubble, Buicieciniemeiden, Stock fondiel ipfommation
egisenbl e of rectangular elements in parallel array may
conprise several discrete groups of different w dths.
A suitabl e exanpl e conprises 100 rectangul ar el enents,
each 1 mmlong; 10 wll be 5.0 min width, 20 will be
Ip the gasenofvimpgnetic olements being. formed wireptl 2@onaunyitemr tohbe

2007 WO 2004/ 025548 / GB2003/ 003917 .1 th, 40,
PlFtpgtoghesipl Hﬁﬁ}&?smhﬁﬁgq% LR JS_P@E ot fngpinayghion
of e SERRETHS it LB F RN Bl r ALY i RARY offective
irs t prevaitinga lundattiosiked rebfoMic8HE, igAent Thé hRASH andhihehce
can be wused to forma random’'signature. 5 A second

illéwmﬁbl}'en@bmiﬁdwm mroéuﬁbﬂnglat?ehd ﬂwesign?tluwdwime,nmd
. ;190 A 1.0 [ I, , 0, wi 1..25

il ?‘%raﬂlfﬁ? bggamwtfaﬁb&?qf%;?n'rﬁ%ﬁwp@%a i Jé%mnimwh?c gl é}té)rg
koI 6 thel bt dh o Rfonecfil Robles, Snes el DEAES i

prbvid fog ke uibatioH 44 M ad i@l 0. 10 the

exanpl es, the nunber of elenents n each group is such
that each group should cover generally the sane area.

LB L o S5 et B 50 e
mEBEh o S, M bHSGRIAE B e Y ol s

pristing agbensed] feature for nmany applications, but it
can be envi saged t hat '

The plurality of elements making up the device may be of generally the same
size and shape, or may have a size and/or shape differing continuously or

discontinuously across the device. Preferably, a number of different element

sizes will be present in one ensemble,

In one embodiment, several discrete groups of differently sized and/or shaped
elements, the elements being generally similarly sized or shaped within each

- group, are provided so that several different switching fields can be identified.

For example, an ensemble of rectangular elements in parallel array may

comprise several discrete groups of different widths.

A suitable example comprises 100 rectangular elemenfs, each 1 mm long; 10

will be 5.0 pm in width, 20 will be 2.5 pm in width, 30 will be 1.7 pm in
P18298WO ' :
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for other applications several discrete groups efyiach 2007
differently sized and/or shaped el enents may be
YGBR003/003917

areas of the device. 20 In an alternative enbodi nent,
differently sized and/or shaped el enents are provided
in a continuously varying at¥ay, so that variations in
size and/or shape between an element and its

Width 88 uwill hee 13 oariinewidle aThé dnbgnedie response of such an

ShBAPE YL, e SoBEA i vie hor
' . » . | %o As .
AR MRl b B i o o

Wed 8 €6i¢h a FhRiof@ kigabfu@d) coul d be tuned in accordance
wWth a suitable functional formwhich may be |inear

or non-linear. P18298WDO 7 March 2007 WD 2004/ 025548

CT/ GB2003/ Q03917 , 14 For exanple, in an anal ogous
Secnd premmls compsises #aliresisagulaniclomenss, eachdl tm long; 150

' I r e w.dth.of the, el epegts .
LD Jub InptoR P BIR 125 Gt sidhe oDy poe RR7 it i
vedde 60 viallBed o i ; | (i i
woul d be 2. SSSg@nﬁ%timaﬁr}tgg?gg%?@rﬁrﬁA% %muﬁql' g@gvl#%ééﬁc
response ofwnohi ait énsSrribdeswill then showSfive dibtieet @oaps of switching
fdth is 200 min this exanple. An alternative

felsennl e m ght start withal pmw de wire; the next

woul d be 1.01 gin, the next 1.02 gmetc, until 450
wres later the width has risen to 5 gm Different

I theixiafipids, HIRY ABmbE: &F eléd i GG

used to dseterm' ne t%‘eelépﬂrl%igfie%gi on o \}mscﬁgthacrogg%p
shawdd eonsrrgenerallyrthe kame meap TheistrengthGfeke dpleeted sipinal from

e el doncndd s e ol e of cozsh b gact af B four -
_ bl e o coyrag
o e BuPE s Ring AR ML &fleet e et ol € ronder.

This § & prcforedd: feanine. fof RERY kElications, 9t 641 BE EXRbabed that

| ar tge area
for other applications several discrete groups of differently sized and/or

shaped elements may be provided wherein different groups occupy different

areas of the device.

In an alternative embodiment, differently sized and/or shaped elements are

- provided in a continuously varying array, so that variations in size and/or

shape between an element and its neighbours are minimised to avoid large
discontinuities. For example the area of an element should vary from its
neighbours by no more than 5% and in particular by about 1%. As a result, a

- smoothly varying collection of switching fields is produced. The variation

could be tuned in accordance with a suitable functional form which may be

linear or non-linear.
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15 magnetic elenment for use as a reference el e”?ﬁ\f[archzom
for exanple a relatively wde magnetic nanowre. In

WO 2¢d/0254&goi ng exanpl es such a single w de WRGE/GBRIDH003917

be 1 mmlong and 150 gmw de. For a wire at such a
large width, the nmagnetic property is al nost
identical to the bulk materijjal, which is usually
quite well defined. Thus, in addition to five bl ocks

FOR ot 56 bR SV RRR LB b0 ftpectonlar
efeing#tn el 5 @h heidieafethe AbirenAkidiésilab A smooth

coul d i nclude maki'ng environnentally-based

fmqﬁon'tmssihe sumal. An ensbnble might stard with hi2bpm wide wire;
RS B 25 AL S SO P
B G603 RSE , TARn et ik, PR € 20 MR Y, Ruf SRBARRE s
aRemeRAaLenIVIS iia'skatvihal juhiGride Wisd, IRShextShodlage 1.01

invention. It w however be understood that it is
pngtthe nexieh.62 rym tetha tuntil S Oawires thidrethei widdh has gsén e S pm.
neti¢c signatyre response is P18298W0O 7 rch 20Q7
@9@4&39 forms Gioa 0 BRgRra oquadratis o6 be; ised to

. ot . . devige. .
BRI T BrOUR PSR Syl BE Sl B8 Phvigys
ex4ple i€ KobRT n6IOgiNa distiet PEoupR ITSwiRthillg/ Seld8)but rather a
"expected" response to be conpared with an actual
smesthmolectiwneof switchingefields. i s read by suitabl e neans,
such as the nagnetic signature reading 5 means

descri bed herein. Various enbodi nents nmay be provi ded.

1 Gheerditent, Mo 8635, 3 A0 3 Bl s PBHLE
1%%%51& 03' .eléfientB) ComhSiisds deSinBRSRIAtRRIy Ritgd area

evice reader. In a 10 third, the " )
mpgusticelemelatcfob useds nrefenspeeelement, dboy example @ welativelyowide

devi,ce and, device reader in a,nmanner accessiple, toof’flﬁ

magnatis, RABOiTs, 10 e foregoig sxapiples such a single Wide wire ¢

be 1 mm long and 150 pm wide. For a wire at such a large width, the
magnetic property is almost identical to the bulk material, which is usually
quite well defined. Thus, in addition to five blocks which have erratic

Dia

-switching fields there is provided one well defined switching field, which can

be used to calibrate the reader. This calibration could include making
environmentally-based adjustments, such as subtracting the influence of the
Earth's magnetic field, for example, or compensating for changes in

temperature.

It is necessary that a predetermined base line magnetic signature response is
provided in combination with a security device in accordance with various of
the embodiments of the invention. Tt will however be understood that it is not

necessary that such a predetermined base line magnetic signature response is

- P18298WO
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pre-recorded) and actual (neasured) baseline readings

WO2en4/08¥4%mde for aut hentication purposes. 15 RGI/GBI03/003917

10

15

20

25

first enbodi ment nentioned above, the pre-recorded
basel i ne response is provided in close physical

association with the devi cg]éor protected item In one
alternative, the pre-recorded baseline is stored in

e PRl i 5 i Ao Wl omrly e
SRS 18 Bty B 006 B LT AERE B e
&l bexpdcied” trbsponie itd) ey corhpired Wil mCa@falPfishofde WhA the
| ncorporating the security device of the invention,

dsyigeoisarend By suitahlhoneansesuch tag the magwaticatignature reading
identification

feat ures ch.as a smart card,
Wﬁﬁ@?ﬁﬁbﬂa%@{ﬂ%wd, key fob or the like, or a |abel
for an article to be protected; or is stored on or
with an article to be protected which article to be
Varivtue ehtbbdirasnt? ma b6 phagded’ BY bdagh, Whd Predredo¥ddFbistline
accordance with the invention; or is stored as part
gty be povideliin physioal associatiolowithehe device oapsatettatidttm. In
Wt h itemto rotected, which, certificate or
8 erond dht BFETERTIRG ARG ey borelorssh by edavies, roader. In a
[ j | ' kITen of the
dHRY o pleeoBaR SARhe kb bk YoinBly EREEBAREbER MK and
dB¥aes BRI h QORRAer ddbebdibleNioSaf @ﬁ%ﬁﬂ@@gersba?xﬁh that the
readabl e but

prerecorded basel ine should be stored |
negessayyt egmpanison fhstwestn ngxpectedh .« oprerevertiedd) and actual
unprocessed baseline respopse is digitally signed
(laeﬂi%eﬁiﬁ mﬁ#&s CQH&%FE?$Q>%I;§P@§F8<EWP§M°%¢§- RSA.
The private key, which is used for enciphering, is
known only to the 5 manufacturing conpany; the public
Inkthy firshembodiment agtntioned| abowd) ehé Pre-reborded ! Phselik RYBPbNse

. reader termnal which nmght be used to read the
isquqvided inreleseiphysical lagsaniafiosawith dhe devigp be pratestetliites. In
esponse is stored on the.item referably with the
e R oo Pemrord hapsling & Srorell i physical primits: 1 the
d I Si . ..
At SRS foofhOIE D05 R0 bl R Y rodtided bascline i
stored as a part of the device; or is siored adjacent to or under the device on a

common substrate; or is stored in the vicinity of the device as part of a unit
incorporating the security device of the invention, optionally with other
security or information features, such as a smart card, identification document,
key card, key fob or the like, or a label for an article to be protected; or is
stored on or with an article to be protected which article to be protected has
also been provided with a device in accordance with the invention; or is stored
as part of a certificate or other documentation associated with an item to be
protected which certificate or other documentation may also incotporate such

a device in accordance with various embodiments of the invention.
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magnetic data strip, or by recording it onto anyparch 2007
optical bar code or by recording it onto a smart card

WO 2¢H{92554% by sonme ot her neans. O her i nf or matACIHGBRF 3917

as, but not limted to, the owner's name or a uni que
identity code or a checksum may al so be encrypted

into the sane data stream agd digital signature to 15
prevent the magnetic el enent's from being transferred

T G reedamente R trreaPRter vt g b e ARG i raighle but
eﬁ@rgpféﬁ ?g‘ﬂg.d' Rt eiﬁﬁ@%,r qgetéb R ok Nnprocessed baseline
pr e

ecor /pr eneasur ase l1ne response Is store

résponddy/isligitall kigﬁéﬂﬂéiﬁ ah abyimewid enctypiton algoridad such as
6298 Such a%itéeln}‘go iment Tends itself in partia?ul ar to

R84 Rheaprivateykey, which js useds fosrencipheningd és, knewn ondy e the
key,and,is used in asgqQci.ation.,with a,reader ,acti
mggiGiofiring eempanys the iblicdkeye whish is dsed: for degiphering, 1 held
' f ' : 4 rticul ar
o873l RhrearaL it Bight (s rodtflic Yoyl | 11 2
enbodi ment, it is not necessary for prerecorded

basel i ne signature data to be stored upon or in close
The shigitaily signed tand temerygpded baseline akspamse ds stayed omethe item,

PlelSTYCROS BBt ol Seineb et s 5artpl, i i R i5 %
of A6 B UG TR Bshnes, GBI Y REor e b o

mAERAIY AR btrl; 0e by e6bdrdingiPMto ahltptical bar code or by recording

_prerecorded/preneasured” baseliné signature data is
it ontir @ smarreardclips ok snsud other mens. c Otherdnformation.csuch as,

Iteman e devi ce,reader. Such a, of ,operaji Qn
butaiadinied 8 theOmErs Bams,or aidus detty,Geds Pt Cherym
el ' ¢
Ry AT e Rk 10k Bl TR b A P Bhatn 0o
pretertiethieCiighétic @lumang domf ying teelfeereds tdviapbthepeitdnh cor
_case with credit cards and the |like with nultiple
mmpeiriant infernaation onse dogument on gentidisate; ﬁﬁm&mmﬁm

with multiple points of access etc. |In accordance
with this enbodi nent prerecorded signature data about

In' 88 second embodiment referred to above, the prerecorded/premeasured

base line response:is stored on, by or in close association with a device reader.

Such an embodiment lends itself in particular to “lock and key” type systems
where the device acts as a key and is used in association with a reader acting

~as a lock to limit access to particular areas, operation of particular items, or

use of particular services to the specified key holder(s).

In this embodiment, it is not necessary for prerecorded baseline signature data
to be stored upon or in close association with the device itself or a protected
item. Optionally however, the data may still be stored in an encrypted form

for security, for example in the manner above described, or may be otherwise

security protected.
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device, and in particular about a plurality of -yrn2007

different devices, is preferably stored at a centraP

data store, for exanple connected to a plurality of

readers on a distributed pnetwork. In such a network

two alternative nodes of 6Zeration can be envi saged.

In the first, a reader is adapted to read a device,
rQgate a.central data store for the prerecorded

inte

In they {hirdr smbodimenh gefiired tohebevnpahe spigreqorded/preseppgured
t.he device reader |s adapt to read,the device .and

bas(iie, ShafRe G TE elofad TPBOfely Po B Bl DE LSHES po Bptpeted

itenP bR €hi QevicerlehliGatdR a &Wd@gﬁfetzﬁ)erIQSn q?ﬁﬂ]géék in particular
principles remain the sane. rein disclosed is a

to, BEICKIdeyligyrias spabhdi whekt a heASErkOBEMPLi e Agrge number
her ei nbef ore described and at | east one device reader,

of mmiddrdessicbe expectérg toonpiersigate nealasgd mumber tdfe devices is
magnet i c response of the device. In particular t he

envisagedefor exgule spmighbhe she pasepwirhi @editicardssanshihet likm with
i  h tic field o, t | . .
muliplee Gl P aiiraies apf an e icains sy Lahoath mrdtplespaints

ofa&ﬁ%@?ﬁ&c response recorder to record the response of
the magnetic elenent to that applied magnetic field.
An enbodi nent of a device reader is described herein.
7 March 2007 WO 2004/ 025548 PCT/ GB2003/ 003917 18 For
In aicbfdanent waghplthisatinbodimeaiti pediceorslydt sipnatmy daapib@ag the
a plurality of such readers and/or a plurality of
deviggc Ang dni passiculmr shomsra pbirplitys iofilisfepenir dgviiess, ds prefarnbly

o T A B P St e Sy eaders
[ | inked di.stributed
on ST syl FPORAS A P Sh B EIL AR o

operdfi6Rr SANEE cWvidagbeld IS TirddeeQlier APRAAER0 qggétl iﬁg@éjvice,

above preferably further conprise neans to rea

intefpogater #centat daresieiefor fied pbarzebididl SicgbairbIdita, and make
response, in particular the pre 10 recorded and

the egropypisen ki grizcond, thesorise resdaridadaptedite mead the device
association, with a device or protected article; and

and BREY %qtya} shEngBie s te suck gngrmtealglata store for verification

- purposes. The essential principles remain the same.

"Herein disclosed is a security system including at least one device as
hereinbefore described and at least one device reader, said device reader
comprising means to read the magnetic response of the device. In particular,
the device reader comprises or is provided in association with a magnetic field
generator fo apply a time-varying magnetic field to the elements, and has a
magnetic response recorder to record the response of the magnetic element to
that applied magnetic field. An embodiment of a device reader is described

herein.
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means to conpare the prerecorded and neasured basghiReoo7
signature responses. Readers adapted for a systemfor

36 dYGB10831003917
descri bed above preferably further conprise storage
means for 15 storing the predeterm ned baseline
signature response(s) of t devi ce(s) intended for
use therewith, and preferabl’y further conprise

v e b3, iR Syt REY Ao« R B Rhen

e Tl B Bkl Ny i otg R pRAy o

sueh wadem asaybagrrangdd suehthatleycls teaderfunctioins mdepariintly in
.basel i ne signature respgnse, for_ exanple via direct
1@1‘44% 8F Sagf &ﬁwoalm gepll ofitheirgadess are Hgked on afisiributed
e kg dat abase on a distributed network, together

conparator nmeans to conpare the predeterm ned

response to the neasured response; or .in one
alternative, neans to transmt the neasured response

Reeadeas peowided fompsysidmroperdied in acvoedanet ovitk $he first mode of
incQrporates Qr is ipn data comunication wth a store

opsraion: qutlined; abeye prefepabiy durtherrcompriseaseans tohreadethe pae-
f e ap| i bet th
SRS, R ATRNSS AR RO ol i e

\J

rdcoffeanmdSendfted Ei'g%%ﬁ&é“@e%aoﬂ?é %z%ﬁ Qh, with 8% 3 RsSociation

-wggai nst a predeterm ned t Ie_raince imt, and actuates
raedqyigeser protocteainartinleg apé prkifegblypfurtheh ebinprise comparator
ignatures are identical, for exanple, wthin those

me P LREPAT ﬂTetm?rePﬂ ¢ fdﬂ%%@éd&@ﬁi?ﬂqﬁ%rqapom@&
et R P o8 ot et Bt mody of

opegtion @escribed dﬁtﬁrfehﬁfeféﬁﬁlﬂ[ﬁﬁ‘tﬁe‘% {:{er'iﬁﬁéé‘ %Eﬂrhéé‘tlﬁé’aus for

Additionally or alternatively, ot responses may

‘stoningy ithie predeterniived coaaekinie signatire niespaisie(s) of ghé devicets)

e PSR TeReh B o8k oo B bt e
togiri‘ﬁ];c% 'eac F?&xgﬁﬂ%rp Belbeer SeP Al PheBftrbl BlsBling Sedctes.

Readers intended for use in accordance with the third mode of operation

described above preferably comprise means to receive data concerning a

remotely stored predetermined baseline signature response, for example via

direct entry of data by a user, or via interrogation of a remote database on a
distributed network, together with comparator means to compare the
predetermined response to the measured response; or in one alternative, means
to transmit the measured response to a remote comparator, which comparator

incorporates or is in data communication with a store of predetermined

Tesponses.

In all cases, the device reader preferably makes a comparison between the
measured and predetermined baseline magnetic signature responses, for
P18298WO | -




A sinple device is described which can neasure thg..ch 2007
magneti c response of a snmall area of thin-film

magnetic nmaterial. The device is well suited, but not
[imted, to neasuring the E@gneti c random si gnat ure of

a device such as described” above. The small area wl|

by pref erence be of size O 2 mmx 0.2 mm or greater;

netic materi al belnthethlckness range 1
exalﬁﬁf‘t &g%mﬁt %Preéﬁtffﬁyl%ﬂ dpleranse lignt agd peiuaics @aﬁ@@onse

mechaREi sk apn i lers s BBb kT Blenhiiahe fore oxample

wmﬁh%@srétt%lerar&% lipgnetic material may have a
transpar ent pr otecti ve overl ayer. I n vari ous

enbodi ments the nagnetic material remains optically
reflective. In various enbodi nents according to this
TheasW@nsemehleanlwemayorcoanptem @e sfrople dispday emeans obf any

netic response of such an area,  of magneti
Su“?r%lﬁetga B ludingy Yitiek andion glphaghargrec mdé%tor%a%tbthq bike, of

il e BRGS0, W, o
resp%ﬁk@scﬁ‘l fyglég C}ﬁjolvicﬁgﬁt ®r. Ut Qfé&ﬁ fehe tlllédﬂg gi% Cogl{?ﬂ;%?rve to

sur magneti ¢ nma efla
rele&sﬁ: zCﬂéall o¢tvirteil E@kegeﬂﬂlﬂtﬁﬁfg Ratdsqne a%gtrld?edfﬁﬂéat Qpctdifon of
varying response of this reflection over tine as the
an iteimef vestyéted eqmipretiic atcadsdoiaspaftibalac BeRA6T or WR like.
2004/ 025548 PCT/ GB2003/ 003917 20 applied. Optionally,
the device i ncorporates or is provided mﬁth a nagnetic
erate such a field. In variou

A g QISR & A6t ReORER s Tithhuf g prdsactieorepSise of a
a5l gt Wae R TR 15 TRAREL € JIPRATER Bl no

the area nma net eri a -~ var
limifgagnet hfeakighg ﬂh% ﬁﬁ:@hbﬁ@' ta@dbhe s %fnﬂita‘%"vh@e! such as
This effect is wel known in the terature The

descreiabsec nFhs Hmaﬂﬂgattéewmeb)ﬂpyefbfﬁh@E pz;enfﬂ #ze 6ininh @NBL mm
means to apply such a time varying magnetic field to
- or greateratheamegnetingrasetial will be it mﬂudmerswesgct gaum éo 506 mm,

separate deyice be used to _10 apply the sane.
and by Risfarenge BrllcRe oA e & S8geRa pfé@ WMAgREHE material

maypl% aréo%?ﬁlluo'ugrﬁl'm or may be a collection of magnetic clements. The
magnetic material inay have a transparent protective overlayer. In various

embodiments the magnetic material remains optically reflective.

In various embodiments according to this aspect of the invention a device for
‘measurement of the magnetic response of such an area of magnetic material as
a time-varying magnetic field is applied to the magnetic material comprises an
illumination source, and in particular an infra-red illumination source; a
collimator to focus the illumination onto the surface of the magnetic material;
and a collector to collect reflected illumination, and to monitor the varying

response of this reflection over time as the time-varying magnetic field is




Conventionally, the transverse Kerr effect reqU|7rI@[§rCh2007
the incomng light to be plane polarised. Thi

WO 2042538 achi eved by inserting a sheet of PoIB@HGG2®B/003917
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15 sone ot her polarising optical elenent in the
i n-com ng beampath. It has been surprisingly found

that in application to thln& nvention, the polariser

can be renoved to reduce uf acturi ng cost and to
ery

: . S device. .In
PPN bRty B dolBe R hbGiates"or Isopaicedrvith @ magaetic
fiskbrdneratts ® ge?lerawwcﬁtﬂﬁegor many. applications.
Nevertheless 1t will be understood that a 20 pol ariser

may be included, for exanple in the in-comng beam
manner, where this is desirable

ﬁ’? vatig nﬁggmu O&eéﬁﬁnﬁvemm gagoeio-optical Kennefifect ds used to

peration this is

Rt The Bhachile JoRpSedordl no, of eshedo auonal s dime-

ViayMgmaencte ot ?P?"é”?‘zté‘gﬁ% et @E@W TR Veﬂ

cost an reduces t

-lquomnhe dittmturd] aThe QESfpoﬁsé heeasiAfg I a@r {HE?
a%?t is then re cted off he surfacCe
o @ppix suc r%ﬁmea‘tﬂtymgalmgnﬁmdﬁpldwtdﬁﬁieearea of

%&@@E@hﬁfa}%@ﬂﬁwﬁsﬁo@% SoPaEl teyipoay bmased to

applyitheemel i ght. It is preferred that the second
pin-hole should have the same diameter as the first

pln hole. Light is passed to a collector conprising a
ht, sensi cﬁq% device, which is by preference a

it devieni coparates t withoub polarised light.
Uoﬁ%r?ﬂdn%ﬁyg ﬁfédﬁﬁfﬁ%%ﬁ t]‘& &ﬁ%@p t sou;tgg i%équlmég: lllghl%sto be

enbodi nen

phme ploed 4 i 1Ay B 59 it § B4 i

| arge scal e devices t0
SQuae pther pglmsm;mcal tlesent orthe Lﬂ-lc&ﬁﬁé\g B@arhfiﬁﬂl Qf ha¥been

used. The present device is

can ent
a%‘é{rﬁ’a licatigy de thWemngmcmi she qmﬂmmeabard be
li.ght

. Aol i 35S Bt S bl

emtting
the peefetrethembodiment of the present device a polariser is absent. This is

suitable for many, applications. Nevertheless it will be understood that a
polariser may be included, for example in the in-coming beam path in

conventional manner, where this is desirable or necessary.

Preferably, the collimator comprises a pinhole. At the scale of device
operation this is found to effectively focus the light without the need to use a
_Iens. This again reduces manufacturing cost and reduces the size of the device,
Conveniently, the pinhole has diameter in the size range 0.2 mm — 5 mm.

The light is then reflected off the surface of the magnetic thin film.

- Preferably, a second pin-hole, with diameter in the size range 0.2 mm-—35 mm,

PIE29SWO




LED for two reasons: high optical intensities av&arch 2007
achievable in the infra-red due to the higher

currents that infra-red LEDs can sustain; the optica
receiver can be rendered insensitive to visible

l'ight, thus reducing inter Perence from anbi ent l'ight.

I n various enbodi nents, the |light source conprises a
Iasgr di ode. Laser, diodes are relatively inexpensive

is pEntdedio deers e Teflgrtqdnbighisilt ys prefpred Ahatdthgiseepd pun-hole
snol B BpTECTE s TRRNCRE HL 100" B R LABILET prsped v o

11b&bge Fidlrlgl % “E&i’b‘f" Ntenidf i bo§>/
co descr?@gg;@ggﬁ ﬁlf%“lhé a agl{é?i ﬁéeﬁglg ’gryg}tug?elsﬁa ng)triegerence @
phof®ERNser boHhbbRliod eemiitive otk Mdidthe pasklkbddy the light
response as a predeterm ned baseline response in a
sourfcer m accessi ble to a user of the device, optionally by

encrypting and storing in physical association with
the device in any readable form 7 March 2007 22 In

o BTG, S SOt b ] s e
Thif & gbﬁ‘tgasttcbtﬂ}'i% Q&ﬁg{%a & al% AN A 'Ol heufnf QRL magneto-
saving can be nmade in e l'1thography process®in {hee

opti€@AS€e@feffdie WSO Qllher R LORBESge AR & NVinkAn dédcdit Rimp is
general ly rectangul ar structures. The photoresist is

usedapfilhiee ghrésent hdewubsisr aneallen, t dlecapstadnd ashicorsatite hazards
patterned by an optical exposure followed by

assogeated satemprodums contpieinige tagesrial is then deposited
onto the patterned photoresist. Usually, the
phot oresi st would then be dissolved in a sol vent

i ft-of , a4 h h [ A b
An FEPRER AR PR A G PORLEEH 310 B

LEDP %ot @RoNeabdns’ AlipR c@tio%?qm%sﬁfés e LEREAMMYiA the infra-red
magneti c el enents. For exanpl e, suppose that the

due teshs highatl daenteiat énfreded MIODE @ah 3Nl thstoptidalikeseiver
of wdth 0.5 gmwith a centre-to-centre spacing of
can besregderdd indeasitivet tr wsiible light,efhmsiredptingeintetferenichefrom
strprtures conprise a set of 0.5 gmw res attached to
ambiend lighhst rate, and an equal number (minus 1) of 1 um
W res attached to the top of the substrate. Herein
di sclosed is a method of marking an itemfor security,

| In vaffAkl Efn%@ﬁhﬁgntg,r the light source comprises a laser diode. Laser

diodes are relatively inexpensive and can provide high intensity light.

Also disclosed is a method of manufacture of a security device comprising
forming at least one, and preferably a large plurality of, magnetic elements as
above described; obtaining a baseline signature magnetic response for the
‘elements; storing the baseline response as a predetermined baseline response
in a form accessible to a user of the device, optionally by encrypting and

storing in physical association with the device in any readable form.




aut hentication purposes by use of the foregO|ng7nghﬁgog7
and/ or system and/or nethod and in particul ar
associ ating a device as herei nbefore descri bed
therewith. Al so disclosed % a nmethod of identifying
or authenticating an item by use of the foregoing
device and/ or systen1and/or met hod and in particul ar
y. ass |at|n V|ce as, i nbef ore descr i bed
In Vtaﬁ‘é‘Pé\ﬁ/Fnt Has@%;ﬁﬁﬁg% ementpvil {J'é‘? teﬁrﬁgedn% petirel lithegernby.-
the el ements thereof to obtain a measured baseline
magnetic signature response, for exanple using the
In VRRAR i ngﬁ'éﬁieﬁpﬁf&fseac&‘f'aﬁf &?@hlsaﬁbg E’PHPQB&Q vEftfon, a cost
nmeasured response to a predeter 8 record
savip@sedd be flgedhi thesligairipey Pe6OB8SA. the Nﬁieﬁ lbf 2680 /may¥Rtic
2004/ 025548 PCT/ GB2003/ 003917 23 'The invention w ||
elem@WS beoxj@sbiﬂg)e@h byrragly off gerarmplye renfapgwlarh stwctmescelhe
gures., 1 to 16 of the, acconpanying drawings in

-'Phomﬁ%lﬁt lsmﬁheé tp the Sawsmareug% the porel spshgonjangy patterned by an

optifglsEEPu ) FHAIRE h SsCeiPRibRLe Tt MoRELF nOBHET Unis dren
-dep(l):él% Snt% f}ﬁeﬁg{e}térhkgyﬂo‘%f&fbtObsﬁa@f COY lg@éok‘gs%t' Q’Buﬁf then

magnetic e nts such use

be dibddlséd aﬁldJBoIQ'fenﬁ(hﬂLdefiﬁ_ ckent |HUW@&fer”@§E1%hb€0resmt can be
el enents for such wuse igure 4 is an illustration of

left andewieecbéauseshs unapgetihenaregakdieposiesponswpodf dt fafns a
' smal | area of thin magnetic film_such as_ the
secogidg prit O é%ctalaﬁtﬂﬂg oRagnetic elements| Beir example, afpppose that the

residt b DG aRteRiogl YOG SCLEE FHERS B WBRHg-S Tk with 2
cent g‘éhﬂggtsg%al#grﬁ Eg}’ﬁg{ 19 Ehgﬂ)rgéngﬂ g fn gfc%é then the

ure ifon of an €
-strud:t'il}‘&nhbﬂ risB ARel d€NY.5 F|Ymt Hres Lartdled Aot ﬁfé“%@étraft@ afd an
itemto be protected; Figure 8 is an illustration of

equaAmuantadiniros 1pbf themiwirensitachednoahposmbédhé nilsstrate.

Herein disclosed is a method of marking an item for security, identification or
authentication purposes by use of the foregoing device and/or system and/or
method and in particular by associating a device as hereinbefore described

therewith.

~ Also disclosed is a method of identifying or authenticating an item by use of
the foregoing device and/or system and/or method and in particular by
associating a device as hercinbefore described therewith, applying a time-
varying magnetic field to the elements thereof to obtain a measured baseline
magnetic signature response, for example using the reader hereinbefore
described, and comparing the measured response to a predetermined recorded

baseline magnetic signature response.




a CD for authentication purposes; Figure 9 iS amparch 2007
illustration of an enbodi nent of the invention

WORMKMGLISE® at ed onto a certificate for aut hentRGEHEBWA3/003917
pur poses; 20 Figures 10a to 10h illustrate a

manuf act uri ng techni que for £roduci ng vari ous
enbodi nents of security devdxes accordi ng to the

Qresent,invention, Figure 11 shows a reading,
SR GRSV Lo s e degomsc sy of evampleaaly Ml referonce to

[ 0 nent of readi;ng .arrangenent
@%#ZF‘%SGW%&S@% g Wi’%ﬁ‘,{m‘%@ Figure 13
ﬁ > . . -
B TR RAS ] D0 T llocti GEAAEAMENUMRnR used fora
rdndom npgaetiosignatmeelin ﬁcgt&aﬁcdﬁ’ithltha\m@nﬁﬁh% ar

det ector sjgnal, P18298W0 7 Narch 2007
5 Higwa2ds sssbvsiatiossizoscondealiection ofanagnetio gléments farsuch

Figures | to 3, illustrations of three exanple
Wt uct ures of magnetic el enents are provided in. plan

Piiw3 &l MRskhéicd of 8 thidd 'csgéétf(b%) @Lf gﬁgﬁ%ﬁ\;\%ﬂe&wﬁs for such

rectangul ar magnetic el enments
-usghematically and not to scale. The material of the
glenments is Ni80 Fe20. The material is laid down to a
Fighre # dvaw illystiation of atewice for measuing£he magnetit response of a

sSignat ur ortion,ig 1 by,1 mm The,illJustration is
10 sEaiattat i ngeachs Hoh soth elihe steneppsia Figares L 103

FRARS & M IIRARLAGH BF Bf ploBBUmIRE Bf fhellivehtich 1A 8 gped;

Figure 6ns an dllestwitidhhof dDetvbodiment of @ inveRfies ¢ hatdléronic

that the elenments are of equal widths is schematic
k"c:‘JﬁuIy. An array of | gmw de wires mght be suitable

g, £V, AR b Bt B g5 V5355 Sy g
15  for attachment to an jtem to be protected;
Figure 8 is an illustration of an embodiment of the invention incorporated into
a CD for authentication purposes;
Figure 9 is an illustration of an embodiment of the invention incorporated onto
a certificate for authentication purposes; |
20  Figures 10a to 10}; illustrate a manufacturing technigue for producing various
embodiments of security devices according to the present invention;
Figure 11 shows a reading arrangement according to the present invention;
- Figure 12 shows a component of reading arrangement according to the present
invention;
25 Figure 13 shows a coil dnwng signal;
Figure 14 shows a synchronisation signal;
Figure 15 shows a coil driving signal; and
Figure 16 shows a unipolar detector signal.

P18298W0
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WO 20049235¢ht i nuously varying array with w dth P&

of different wire width giving several discrete7parch 2007
swtching fields (for exanple as 15 above descri bed),
Bg03/493917
| inear or other functional manner (for exanple as
above described), will often be preferred. Figure 2
shows a generally simlar shructure havi ng general ly
simlar 20 dinmensions. ThE& caveats above about the
RSk tg 0 ¥ {rat wi dt hs .agai n
app! | s%%rﬁ?s iﬁaﬁillgh% oggcog,%{%egmlﬁ%gypwes of

npghtiiosemedls aré rovided i Hesr. e ends, but are
provi ded with pgi nted ends. Differently shaped ends

can affect the switching field and thus be preferred
sui tab] e _end shape can

11{3&1%@‘3 tﬂ?é’ e@%%. lf%g{;iaggéqmm synageticrelements (1) is shown
i nei t ' tion. . [ 3.a. t
SR By oA S L S p e L i
i | b
rAGESL 168, 16 IS ) 55 D1, SR B e

sigraterei portiomisckmas byilsmar, ol ilhRfation isFRbBmaks 22 tot
007, WD 2004/ 025548 PCT/ GB2003/003917 2

Mar ch . p _
fOnﬁCEI%o tpartoulamit should hei appeeciated Aoatieach Hi mni by 1 mm area

' s at i ly. Al ter ive , shapes can, be,
witl coffpr Vet M ekl & Riontents P BRGEnaale, vidh.
continuously varying size and/or shape, provided the
basic requirenment for a device in accordance with the
Mbreowen, i sny trepresentatiqnr dbatc s yelemegyr akl of bégiel | wRIthS is

onse i s obtainable is nmet. The filmis

i gnature resp
Scﬁ%fﬂ@%B . baﬂaﬁ?ﬂ}é of alme vide N@@S mightche: suitabde forysome
sl . HowdB AL o3 o83, 480 Echely Hrushahioaets Sroups

escri

of differeRowE wWABhS R Bvarhl BissruR évgﬁ&igﬁg %@@:@%@ﬂ& bs

measuri ng the nmagnétic response

above desmrbeds ora contimouslycvarpimgarrayomith widfli Varying in linear

oo R R 5 B0 S S SRR it

preféréd oures 1 to 3.

Figure 2 shows g generally similar structure having generally similar
dimensions. The caveats above about the schematic nature of the illustrated
widths again applics. However, in this instance, the rectangular portions (2)
do not have square ends, but are provided with pointed ends. Differently

shaped ends can affect the switching field and thus be preferred for certain

applications. Any suitable end shape can be made use of without departing

from the principles of the invention.

On Figure 3 a yet further alternative is shown, the signature portion
comprising a generally square 1 mm by 1 mm array of circular magnetic

microdots (3). In this instance material thickness is around 100 nm. Each

P18208WO
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15 The device to neasure the magnetic response 7 yj..ch 2007
conprises a high intensity light source, inthis

WORM{0Z3&E an infra-red |ight emitting di ode VRGHER2005/803917
housing (11). The light is collimated by a single
pi n-hole (12), of di arretere,jﬁn the size range 0.2 mm -
5wn. The light is thenr ected off the surface of
the ,ma ic thip filmplaced,ip positjon (15) .
lﬁ’é’ﬁ‘?q‘@tlg ﬁﬁbéﬁa %aﬁ%gtermg@@hthas @otll)lam onliy- hblternative

S PR SABAE 4 o S OB ety
g, o A CHSIMAI, KRS IRRR A e ol

sensitive device ,
apcartianen oxitln theoinventiomsi thabra aeprodatibty adeasuedtilé t baseline
toinfra- 25 red radiation. In this illustrated

SignBBUE fiesponsers optaipableismaet i ve device is selected to
have | ow sensitivity to visible light, allow ng the

device to be used w thout optical screening. The

V. T | i t r d . r .
TR e 7 i R P B B Sl BolffioyB 8Y optical
litgtdii35u6B a PGSR CERORBIUIIRESAN daSeriteanetic fiel d coils
(not shown) are attached to the device to apply

magnetic fields in the range 0-500 Ce to the nmagnetic
ghet i

SRR S St HRGFREEE ol B Sl i
oS s SHEP BmhSELBLSc F BABIFSESE e

magnet i c
filmeduthi as 4 hegpdthnfilmicotiirising M ntupsietit blpahtuRé 90 dctdidance
I,tgr%g-am s of the elongated structures or at an angle

with the,mviestiop, dor exangple e signatures illusrateddn digires dito 3.
magnetic field coils can be present to apply an
additional field transversely to the |ong-axis of the

Tt Bfviod b i e hBlsicr Rbpe nptacn 2 Mk ERAY Ao

sosbeeyvid thisi inktaneec am dofrbeed dHghe etmdtlingrdieds withif e Housing
material while an alternating current is

(1 5o 36 ikt oo immted &  Singtarincholedd Dnef diameter in the size
range 0.2 mm — 5 mm. The light is then reflected off the surface of the
magnetic thin ﬁlm placed in position (15) against it and passes through a
second pin-hole (13), with diameter in the size range 0.2 mm — 5 mm, and

| preferably of the same diameter as the first pin-hole.

The reflected light then passes into a light sensitive device within the housing
(14), which is by preference a phototransistor or photodiode sensitive to infra-
red radiation. In this illustrated embodiment the light sensitive device is
selected to have low sensitivity to visible light, allowing the device to be used
without optical screening. The device may also be painted black to reduce

 stray light reflections.
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~applied magnetic field. Signal processing elect ﬁ%é&éﬁzom

using a Digital Signal Processor chip or a

WOR#08Bdht rol | er chip record neasured responsRET/GRWP3/P3917

15 nunber of cycles of the applied nagnetic field and
add themtogether coherently to reduce noise. The
nunber of cycles recorded W | be such that the total
acqui sition tinme does not exceed 10 seconds, and for

Magretici figld soilsy(nat shown) aratinched éo theddevichto spplyahagnetic
t he

(TR e o300 0P 6 3ot mentleSmalial Gadgrt, i the case of
e e B S R R

saclrlas fectzngissby yrefeenpd dicmbfretid’ fld ¢ofld g BAsAkH 36 ato

response froma nmagnetic strip, smart card, optica

apply &dield inthe plamezoff theofiln wedt either abonge theotong-axis of the

ofoufeth TICHTES 95 ot o anEle o e mguis frtbe aangs & - 60°
' t ded .

AR 1enBRY 1 YIRS B DRGEE 5 BESIY, 50 adeRiguel. fisld

tiahévesdelpdoethe 1dig-aEP bF e wizg, of the present invention

to a smart chipped card of otherw se generally

conventional design. The card (21), typically sized
credit,card,qr the, like, and which m

ﬂg’ééﬂ%%ﬁ%a@&%a e light sepeivin meggocpnnmted to suitable
SRR oot ) FRAOSLNTHL A Ta SR i Bt

mategial vhilowheltemaliBy cufreft & adsctidhfdudh thE !Eﬁ%ls generating' the

al phanuneric_infornmation, but its in information
applicd agegnstietlisld.i Sighal provessinghélpctt@idys nfingsa Digital Higrlal
up b tional.bar co 3), angd magnetic stripe
P‘i"gﬁ?xﬁﬁﬁf’h‘jﬁ %%WP%%WF% &giﬁ EReQT m@gweéaa@mg over a
o . ti . ¢ .
SR EeT 2yl YofMhel JPRUBS nbgrilo, BRI At 393" By rikther
caberently dy reducemmgseet The abfiben bf cpéle@Rivobdsd Wik HEGRLE That

in accordance with the invention is applied on the
the defal aequisition tiawe does aot ExecedoH seromdscand fot benvenience

e shewn, 10 it.sits wthin,the foot, print of the
will RHRGRR] S Beands. g sical piabitiing Slostonichidban identittes
the mean switching field for each of the major switching transitions in the
recorded signal. These are then passed to other electronics (not shown) which

acquite and if necessary deciphers the prerecorded baseline response from a

magnetic strip, smart card, optical bar code, or from a remote textual source or
electronic data store or other means, or altermnatively transmits the measured
response o a remote data comparator having access to the prerecorded

baseline response, and a comyparison is made.

Figure 5 illustrates the application of the present invention to a smart chipped
card of otherwise generally conventional design. The card (21), typically

- sized and shaped as a credit card or the like, and which may indeed be used as -
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line (28). For many applications it mght be 7k 2007
convenient to sit the magnetic elenment (26) within
WORHMHA2554®t print. An al ternative approach to RITEHWOIH3917

sanme effect mght be to incorporate the relatively

small 1 nm w de magnetic zbgnature device into a
speci ally enlarged space bétween contacts on the smart

i S o e
RSP T P, e i o

iR fsmbSon sRkRR sysBe: Wable ShaftQihRg (30)i STHIS is Badkes up by

scanni ng magnet omaP’ In the 207 Tllustrated

optituead ibae rvode(23), sminnagmnd strigee (2 sehichds tysipaiiys provided
stored on the ¢ard, having first been digitally signed

fordaglgward eempetiulity vithmaghetiosiripa ogbt Bl uch as RSA.
The public key can then be nade available to a user
and/ or stored on a reader  termnal or even on the card

T
Al b@hbtioV sidiire d"e@iﬂér(eﬁﬁ) @%ﬁﬁeﬁz%%?sf'ﬂﬁﬁb%? of

can then be used to v
- nmagnetio eleprentiuof aggropiiete rdemghant ascordanea dvitlothel inveutideis
the threat of _ fraudul enf m suse of clgned copies of
anpl@dccm the 16a1 Qﬂﬂl% snatt icaxgk Forgenverienes imfhe ewmmie s

30 B RERE s ERE S e A e ARy 8 e
N o E%%ﬂ%%ﬂ%ﬁf HAgt B Pofiniert So shho Haghotic
element (26)atwithin this fopiptiot. e ﬁd:eultemaﬁeaa\pprmh rtoaemhidwt the
s a1 s i o il i
E%ﬁﬁ%hﬂﬁeva%%wﬁq § BRI GHATER Bl Mhamhet e BRe O B Ynfl

 citp. HwéREIsdchYRdehitht i£88eb) féhGonVeBicheo, GRIKKE §as etic

and so can be incorporated i'nto a conventional smart

elements (26)0muld be placecélatwhart wnithe chrd. engi neeri ng
difficulty. In this way, cards and readers remain
backvvards conpati ble to conventional card/reader

AL 6 1R B SeotZ 0 s b8 A 0 e e it roading is

taken. One way of doing this is to use a scanning magnetometer. In the
illustrated embodifnent of a smart card, the baseline response is stored on the
'card, having first been digitally signed using an asymmetric encryption
algorithm such as RSA. The public key can then be made available to a user
and/or stored on a reader ferminal or even on the card itself without
compromising security. The signature can then be used to verify that the card
is a genuine product of the manufacturer, and to eliminate the threat of
frandulent misuse of cloned copies of the card, which constitutes an increasing

source of both financial transaction fraud and identity fraud.
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10 The reader neasures an actual response from {88,k 2007
card. An expected baseline response is also stored

WO MMAQ23& card. This can be stored in any redRCHGB2003/003917
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form but is conveniently incorporated into the card
in one of the existing data storage devices. For
exanpl e, the baseline si gna%sure may be recorded inits

b B A o et e
) . . bot h ) i oo

PeBolsingef Sietiinde Gl Feadks Siton tas b oy Bisue 4.
HieUftAicy ﬁadéi‘_}ﬁa:[/ gf:‘ ﬁﬁfo%}&&aiieﬂ qﬁ‘tﬁtﬁldeﬁ%in%gﬁﬁ%g ?%rgl}ggcfsr. For

within certain tolerance Timts, an

exhmple; rwith dhe arbodimentt dhewin, Ghé eeaddhg WevicaSfor thé Mlgnetic
f that conparison. 20 The smart card in accordance
ment\igeds i@ reathoppasietsideosf theecdrd\feornithat meall by the smart

oBREIPOEY b 58 i e SHEPE GRS o Meksntianal separigard reader
Wty ot vty AP o (RGBT AREOAY, GRS readers

i nformation stordge ¢
renminebackvedrdo ongatibleats! cofivedtiontl cabd/tdadsf RiHBTosd not
neans, of. aythenticating the card as genui ne, and us
haviag theidentifiestipn andoathentivationcs ysteno héreinidedeeibed.ni suse
of counterfeit copies of original cards. P18298WO -

- 7 March 2007 WD 2004/ 025548

T e il b botuaP o Ofe HORAHL B AT bpoR Hedline
redptiseds alsoatored dpacthewWaid) Vi icat e 2E6108 iR fealiblk Torm,

i.nvention, serves nerely to authenticate the card as a
by s convenisatly siacompemied detoctheacatd inhose tof fhetexisting data

st%r:ﬁgg téﬁg{c%'stn J-g)% g&%@?%b%%ﬁ&%&%g@& gﬁi tgearded in its
CEERIAE ftRYOu UICHBAS Phip (2Pl i bRLoOGIS) by AR Ship
(26)€Tbe teader isthwrable to read both the actual magnetic signature and the
predetermined and prerecorded expected magnetic signature. The reader is
adapted to compare these, within certain tolerance lmits, and to indicate

whether the card is authenticated or not as a result of that comparison.

The smart card in accordance with various embodiments of the invention will
be applicable to all circumstances where conventional smart card technology
is being wvsed, including without limitation bank and credit cards, secure
information storage cards, identification and authentication cards and the like.
It provides a means of authenticating the card as genuine, and thus provides a

significant obstacle to fraudulent misuse of counterfeit copies of original
cards,
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alternative, the original "expected" signature 9%&%2007
be stored el sewhere. For exanple, in relation tot

WOaUe0at548 card as illustrated in Figure 5 as REAVGB9A3/603917

financial services system for exanple as a credit
card, a systemcan be 10 envi saged where a plurality

of cards are in issuance, ere a plurality of
readers are in use, and where the readers conprise a

T M i Fid 3 < i
whithps edbvice fr Q@tﬁﬁﬁaﬁdegmufﬁldrﬁf&ﬁm:mgﬂ %E the invention

verification EUT poses 1 n accor dance

sqmsfmergbeg: emtma&eﬂmroaukds a @eheine muaingfactirabprodhétamd
In Fiqure 6

1 SO re gest .t hensel ves.
“‘Rg 1) ﬁ%FE?‘r %%%ﬁg o én qoRgeqrence thgnpredetermined

bRy *&Eﬁf@%ﬁ%ﬁf’“‘%ﬂﬁ&ﬁﬁﬁ*gﬂ' ST By 59 o

ey arr

undetstaddpihat 5105k £ %tEhSs okt eex&%xb%@&@ﬁrb ﬁf 'Iﬁ"oge

i's provided W|tha20 devi c conpri si

alterativey tba;prtgmaia‘@mpemted’éklgnautescmﬂd ber ﬁarddlﬁb&where For

card i s _prqyided jin association

d b
mpiF, '&1 5 ?%01% gh@@ruqe&fka @ard@ﬁguwéwe m Fme Stasopart of a

ﬁq%ﬁ&&ﬁ?é@? or pdr é’?@? ?3‘%}3&‘ ur %ﬁ?‘ﬂ eanbe

enofsagdaeumene ﬁqbldreﬂﬁjl)of Gt Bfe P SRUAR, Mﬂ@f& a (pé%sah? of

appropriately positioned therein, the device
TSazein usp, and aders thereaders cmnymea distritaged network with a

b ST 3 o o e bt
<€ i, B TS, G

evi ce
acdopdzamce egitio il pridcipléaohdreil dassiibed. ( Thther Bﬁ?de%(kﬂ‘ Sf¥ration

njt (35) stores or otherw se has access to e
Wllgﬁ]éﬂé@ seggestéhgsosalens. r esponse, for exanpl e storing

this wwthin the lock, optionally in 5 encrypted form

It effects the corrpari son, and in the event that a
In PRURD 6 d illustration is provided of the use of an embodiments of the

present invention in a lock and key arrangement. A key card (31) of suitable
robust material, for example of a suitable plastic material, is provided with a

~device (36) comprising a 1 mm by 1 mm array of magnetic elements as

previously described.

The key card is provided in association with a card reader/lock arrangement

illustrated schematically by the remainder of Figure 6,

The lock (32) incorporates a slot (33) into which the end of the key card (31)

can be received. When appropriately positioned therein, the device (36) sits

adjacent a reader (34) of the general desiga illustrated in Figure 4.
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found within predetermned tol erances, passes a
instruction to the control neans (38) to act ua?eM?ﬁ%lel2007
WO 2640025d%er s (39) and open the | ock. Alt houghP@Ti€B2003/003917
exanple illustrated in Figure 6 is an
el ectromechanical lock, it 10 wll of course be
understood that the princip)es of the present
invention are equally applicable to all circunstances

ThB aegdch (B4 biaids #feading bf el magadtiogsporsenfront thet dwvice
means of access control m ght be consi dered. For

(3 aimpihe prediscribed nhammer,sanidopasses thiy responsa ity a eentral st
(e BB ORI UL tarPt o GhSerist asariies todbe pireiriainsd

o A RSO, ol pe :
eftiseled RsBfine’ 165 Hefimpld ol B vl b0 180k ity f
€ ﬁ?t%ﬂ(iﬁtrﬁ. | pEBfelcts! ﬁz@rc(ﬁﬁari@oﬂ,eiﬁdihﬁﬂleaév@t TRAS niftch is
controlling access to a piece of electronic equipnent,
fovmd withimppredbiermimpd tolergnees) passes an nstroction le the control
equi nt operates,. as a ns . of restricting access
'meén%&'ggm W@@Pghe i‘k‘k FYES &%S_an@gp%aeﬂgckq | ustrat ed
enbodi nent, a single card is illustrated in
association with the lock. In practice, even for
ANhERAIE R SQlnyl SBsttadsk i Figute 61k kAl dedtforiechanRaP foek| it
to provide several keys. It is in the nature of the
wilt ef enurse rbeamdepstood et thegeinciplés of theepresentyinvention are

cdly Goplesble 50 S EHmRRIES SUNGF & GIBBYE] PFa SFUNOGKoE
g, 7 PUE achHE R oY, oL HBA S PR SerBlC ion Crpmple

witBoutcaaRSor, o devibé Wlcig he 1ifes WFahs enBodimeBe Hivshated ia

pluralit of locks aré€ provided in association with a

Figiirer Glcould bé usedis comjuacigaywith s elepironioockdor a door or
004/ 025548 PCT/ 003/ 00391 31. 1 i t N
ot SloBhon b ey GiRhoR il 8 Fleprofia Gtdon, far 4 vehidls; in

Fr EuEHCodt: h 2 el it £ Ve
coijlcfioh (Withl ar SYebiroie® MRRHIRES fof £IRARIEIALD fchlls Bf

con@olitE RsedItba pibcsofdledroticl equipments fat éxipld by requiring
plurality of operator cards .
insertion before the equipment operates, as a means of restricting access to a

b—

particular service efc.

In the illustrated embodiment, a single ca:fd is illustrated in association with
the lock. In practice, even for simple single-user locks it is likely to be
necessary to provide several keys. It is in the nature of the present invention
that these will inherently have different signature devices. Accordingly, the
lock would need to store and respond to baseline signatures for each of these
devices. More complex modes of operation can also be envisaged where a
lock provides for access for a plurality of users, or indeed where a pluzality of

locks are provided in association with a plurality of users.

P18298WO




are provided to control operation of multiple usgiarch 2007
of fice equipnent. In these 5 exanples, all authoris g
WORYO2554Be si gnatures nmay be stored on each |RESHGBHH03/603917

alternatively the | ocks may be |inked together on a
di stributed network to a central database storing
details of the cards of all 1aut hori sed users. Such a
system all ows not only gooa security because of the

T fhEekeluts of o EkBRon F Iyl U aedindta rally B kovs

fdﬁiﬂed’%n fhsobagibn mh{{ﬂﬁﬁlﬁ%a Eagﬁ); 5 E‘Iﬁtlhﬂﬁa ?jc:ruge area.

ilTustrated in Figure 7
Inle secomd exampioofiaicha motle of bperatived {:m?al{tf} @f dpSrator cards

i ncor porated on a | abel attachable 0 an"itemto be

areqaavided éﬂ/"ﬁﬁ'@@]e‘meé%hfmrﬁ mudiiple wonpfﬁ(seaquq)mentpl Insthese
al cor por at es . al hanu ric
Aielbret] BihScised a8 i steblresiinay be sidtel Tock, or
%ﬁm} [
T 5‘??%%%%%%’ kel 1o4thin o o @E%E‘Pe‘% ﬁ&»‘b‘f&tts a
ceméral db’fabhmbtoﬁi@ deialls of the cardsadft 4L hﬁﬁoh@e@ﬂsﬁk emMSueh a
be | abelled by the attachnent strap (42). In the
sygm(aﬂﬁmstnqﬂqn&sgpad @ﬁcuwe @aauaa: ofdhe ult ¢fiplodusing
|n1 ttachment.  Attachnent |
ooyl FRRGATE 1Bt Ab SR o 8 RaTanl R o orey M pctive
10 waermanence of attachnent of the |abel are of
particul ar i mportance a nore conplex attachnent woul d
be readily envi saged V\,hi ch mght for exanple include

| .ocki ng ,mechani sns, er prevention_mechani sns,
Aﬁa#?féreml?qm@atqf&w m&n m&luszmted ireFiguke7. 6 Figwe 7, a
of itens i

SRR ABENe R acphitihls Wifl PR Ao, (X ismepmarstod on a
lab0 attREIRblé fhn ﬁ(‘mﬁﬁﬁbé ?&ln‘ﬁﬂeﬂ! bt g?f’;’ﬂ%eﬁ a%ef' ﬁ?‘ﬁaﬁﬁgﬁ 5

accordance wt I nvent i on

plastis dalf (41fpwhirh eptioidly inedrpusees Fha:ﬂmeﬁct #@btimation; a bar

coge GO 5 Kb ¥§S@%§% B ads 20k o
onEﬁT ﬁ%ﬁ%oﬁfc%ﬁ%xz or tfe like about item to be labelled. The tab (41)
is attached to an item to be labelled by the attachment strap (42). In the
embodiment illustrated, the attachment strap (42) is intended as a simple loop
20 ] attachment. Attachment may be releasable or permanent, Where security and
permanence of attachment of the label are of particular importance a more
complex attachment would be readily envisaged which might for example
include locking mechanisms, tamper prevention mechanisms, tamper

1

W

indication mechanisms and the like,
25
The embodiment of Figure 7 allows labelling of items in either a temporary or
permanent manner where it is not practical or desirable to incorporate a device
in accordance with the invention directly onto the item itself, Example modes
of use include without limitation improved security airline luggage labels,
© P18298WO
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authenticity |abels for high value branded itemg,ndny 2007
particular clothing and the like; origin and identity

WO RGHELS4F or the sane, for stock control purp@CIEGB2NIN003917

for exanple for identifying original and hence
control ling unauthorised inportation of genuine
branded articles intended 8%r another market; marking
5 of itens for stock control pur poses; price marking

awthentiaityslabelaifer highetahtp branded ttems,linipartiowlyr elotiting amd the
e R e o
Xl 160 [piBind offinel Bl TRt [Sireling Fadithorisod

uﬁﬁbr%oﬁtﬂﬂ‘g%ﬂhh%ﬂaﬁdbd a&ﬁe&a %t@ﬂ&?q forMofer rﬁ%‘ﬁ%ﬁ ‘ﬁgaﬁlnng

signature Tnformation w | usua be ‘stor

of nﬁm,{ fdr) stockheoryiral r];mcpusdsgcpncefmaﬂEhig ofitemk) labels beftpeaked
; ny suitable machi ne readable form In the exanple
m@ﬁ? @ Way apin make it difficyltfor amuachasen todransferanflewer) price

ader i ded both the
1ah 303 aloteriE{ip Qblses EnBRE bl fess iy ke
encrypted expected 15 signature, and to effect a
conpari son to authenticate the |abel. The security

Thef iarntal weodesst optration of alisbel lof dse type ilastratéd irsFigarey7 will
difficult, to copy,, since the random nature of the
Hifetione afscardingty the mrewecorded| sigraturebinformation will

CsPgHeR
ush i e Bl on Y A5, Tfe BinSitide ibuemdhlabnbe st

intdhg ddite8ld ﬁla\ﬁ'ﬁn%hreaéalﬂf :fglgﬁ iT%eﬂ%iCSC | Cgiteh Nt ©BA1d be

|nvent|on has been app
in¢orporatedsiat the bar vedmeAi readérowill be provided sdgpiadtareadiboth -
tgnetl C el enents as, apove descrl bed preferably

agnetich slgnagite e dhy sloyicgo{4@: rad wihse eaemypiadn gxpected

I gn dtéﬁlraeﬁ?é%%{&l 57D éﬁ?ﬂgégo %@'Pg&ﬁﬁb? ga‘i)ﬁf% t’ﬁ@ Spougty

effBtivendss ofBhe $bel iHes an fthasit 1@@&{%@&&{ & 8 g¥ dihe the

stemall ows the manufacturer To authentic
auﬂ)c/mgnmre aDheBiBmmiure andane hatfaycopied fabel wiill bedamediately

d g'@%ass ciation with a suitable stock control
1 e§§ RN SUack origin P18298W 7 March 2007 WO

2004/ 025548 PCT/ GB2003/ 003917

-t

Figure 8 illustrates a data storage disk such as a CD, DVD or the like to which
a device in accordance with the invention has been applied. The disc (51)
incorporates a magnetic signature tab (56) comprising magnetic elements as
above described preferably within the dead area (53) not otherwise carrying
data. An encrypted predetermined reading of the signature (56) is provided

elsewhere on the disc.

At its simplest, in a first mode of operation, the system allows the
manufacturer to authenticate original CDs/DVDs, to identify counterfeit

copies, and in association with a suitable stock control system to track origin
P18298WO ' '
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33 and destination of genuine originals, and to+pnarch 2007

i dentify unauthorised inportation and the like. In a
WORtHA2EdYanced node of operation, disc readerBCEEB20/003917

manufactured 5 which incorporate device readers to

read the device (56) and to authenticate the disc,

and which will be disabl ed38rom pl ayi ng unauthori sed

copies. It is also possible to envisage a system

apd degiinationodf gemuiiva exigiphlaymndstoddentify wrsadhorised importation

g{egﬂktlon with the identification/ authentication
a§§ ©f the invention as part of an end user

licence arrangenent. 10 Figure 9 is an exanple of the
use of the invention on a formal identification

Tl Qe hoRd ad v fhode CofBbatitng *&isobeea%rg ean el hﬁﬁﬁfaeﬁ:ed

or authorisation docunent, such as a passport

“dmh/mcbqadra'eedmme reatibysto vedd the devics! &56) ambto authenticate
certificat rthgllke an identjity or authorisation
A

ipG,1qndly dligpbled ﬁ@naﬂ@ﬁngamauthmmdwopms It is

a&ﬁ@?%ﬁ*%%im%?ﬁéé% 4 OB okl A0yt g be bsed

( I
[ nf or mat |noﬁilt%l6ﬂZ1)8 Iaéiglr%g%nag ﬂl‘ééﬁ?"gﬂot og %ﬁ’f tvl\l/rﬂi ]%IER:énr?1 on
ag perbofant emduged licenceratranglaenicode (64). It might 20

i nclude other data storage or security devices. A
device Conprising magneti c el ements as above (66) is

t. .Th devi IS .. .
Fighfech B B Rl L ose 8 U8 e i otk idbotiintion
dethnRRE" GSiJ.éH‘ a dBBuASM AfsHiChy aﬁeidé%ﬁﬁ%aﬁb rauthorisation

aut henti cati on purpose, and 25 an encry

dgsnmest, cudh cisr @ passporip tirivers Hogmee euthmgarthm or igaslifivasion

IS aI SO rpor at d |nto t he docunent . Conveniently
x@ﬁ&ﬁﬁp i or enthosisaien icerifiqasion: atended do

dabl e ,f

a°&£*&£ } VR orpit %é‘”%%ﬁh%@fita&d SP. B, oG b dolaibat

wiicae bbsitbrfait 66 ?ﬁyﬁh Fbd d proBlddl be  P18298WO 7 March
2007 WO 20047 025538 PCTI GB2003/ 003917

The document (61) in the example includes visual information (62), for
example a photogreph, written information (63), and a bar code (64). It might

include other data storage or security devices.

A device comprising magnetic elements as above (66) is incorporated into the
document. This device is readable in the manner above described. In one
mode of operation, the device (66) serves a simple authentication purpose, and
an encrypted prerecorded reading of its expected magnetic response is also
incorporated into the document. Conveniently in the example given this could
be incorporated into the bar code, or otherwise stored in a readable form.
However, it will be appreciated that in more sophisticated systems it would be

P18298W0
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34 possible to store the expected magnetic signatyihesn 2007
renotely, optionally with further identification
WO 240854t her security details. The device i rPCT/GB2003/003917
accordance with the invention applied to docunentation
inthis 5 way serves primarily as a form of copy
protection. It therefore s8ves as a cheap and
conveni ent authentication device in all circunstances
podsible to istore the expeviot nnagiwtici dignatoref remateky; ioptiogally writh
the counterfeiting of genuine aorjginals, for exanple
fiyrther idenpifigatiomandierethey seapribhddaidunent s, f or nal
certificates, financial paperwork such as cheques,
paper noney and the |ike, inportant legal 10
THE DUAEELS poiflaRl Mt TPV EAAT BRI 7 dockBicofition in thi

waRgesies privhailynissa femn of eopy Prottetion. Ole thvrefoes serves as a

manuf acturing various of such security devices on a ,
chgiapiand sosvanientauthenticatiprogaviessin all eirpgnsdpuses where fhepe is
be desct,i be 15 b f ex l.e. The manufactufi
a BilpeRblity & Fiapd ans bt s o GibieTteiding Of GotiaRe ongmals, Rt
oS8 15 B3 15 AALFLIOF Gl Ml 2P0 i
papeewsikl kasH asubbdquet,e phgeraponeyi amd ¢hy like; impdriine Kegal
order to 20 facilitate handling and provide a rugged
dopsments; gndiethee suchdomimentadionst | ayer 714 is spun onto

the wafer to provide a snooth coating as shown in
Figure 9b. The wafer and photoresist |ayer 714 are

0 t ' s _ s
VEiSH, SRGSRnIAEF o RERRDTLAES iRCorpéfihg, bl oloments
canobé peoddedir eChe plvcasa biatiantfacturingesaridhé ofduel isecurity
(e.g. at 405 nn). The regions_ 708 represent exposed
deviags en<: silieen substrategusing)pptieal it gaaphyawilk sew bedeseribed,
olLo tge U@ger surface 701 of the photoresist |ayer
YA G5t comercial Iy available direct wite

scanni ng optical |ithography system such as, for
exanpl e, a NanoMOKE2 P18298WO 7 March 2007 WO
ThOMdhACh4Ag RTS8 iibishaadlin Figures 10a to 10h. The process

- starts in Figure 10a with a cleaned and polished silicon wafer 704, In various
embodiments, the silicon substrate is approximately 0.5 mm thick in order to
facilitate handling and provide a rugged security device. A photoresist layer
714 is spun onto the wafer fo provide a smooth coating as shown in Figure 9b.
The wafer and photoresist layer 714 are then baked to set the photoresist layer

714.

Figure 10c illustrates the device of Figure 10b post-exposure to UV radiation
or near-UV radiation (e.g. at 405 nm). The regions 708 represent exposed
regions. The exposed regions 708 are directly written onto the upper surface
701 of the photoresist layer 714 using a commercially available direct write
scanning optical lithography system such as, for example, a NanoMOKE2
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35 systemwith a LaserWiter add-on supplied by
Magneto Optics Ltd. In this way, an individual 7MaRAT007

Woéﬂﬂélﬂéﬁﬁny onal or two-di mensional pattern cREI/EB2003/003917

witten into the photoresist layer 714 for each
security device that is manufactured. This pattern
may define a plurality of wkre shapes, such as, for 5
exanple, those illustrated’in Figure 1. .Figure 10d

STl PEU VR Al N ol B DRftad MARORS Thics Jod.

19 fié %ﬁﬁﬂﬁﬁﬁﬂdﬁﬂ%ﬁ-&ﬁﬁﬁkmﬁ@ﬁm e diBensiridl ipatism/ddh be
of the’underlying silicon substrate 704. 10

wiittene intonthey photorasiciwtayen Hdyube caoh, secagl:setdtmce that is

| 7 f f
o ittt B R P s & o
Fe 03 1032 2, for further
egq&%ﬂ@?%ﬂ%uﬁﬁ%tghiﬁ&%r% in exposed portions 710 by

a sputter deposition or evaporati on process, 15
typically to a thickness in the range fromabout 10 to

. Figwoe: t16d Ghomm) the . dpvideoof i'mgure 4o afier iFurasHeeen devalepedl o
- of permalltgy mat er,i al [ Ni

n the

reERoRAged Phpipresisis (0 87037? fo{ﬁ? $lithe egcaesevﬂ%ilgt'o?gsist 708

. AEBEp e PLOSERS kg TR B8R 204, D700 T

permal [ oy layers 712 and magnetic el ements 702, as
illustrated in Figure 10f The capping layer 718 is
Suleequenly, tas shownemt Figuee d8e,malapostid alpmentsr @02 formed of a

el oy mhalet) sueh o, i pamale, Motk e 2o BEAEblon BoRP T
Pt Ghagdtiuh SN ‘t—?‘ﬂ% W< ?é%ﬁ%ﬂ@a@ﬁw@%'ﬁ%m

wegﬁ&&a pdrﬁob@ai% byhe sputte (depSsitibn Wit é@éﬁamn Firaesss,
. The resul ting Structure conprises t magneti c

typicattgrio s thidknbss inetheorange drani labouin1 @ mrbsbout 2014 mm, e.g. to

| sep%gt ed %ﬁfth sedﬁh fﬁﬁn s:[litéi(tlglg‘g gﬁLe i O 720

reffRBRY uh¥xgROP RSt BT 706 hiing W&MJPM%&QQJ&

Next, metal capping layers 716, 718 of gold or aluminium are formed over the

-permalloy layers 712 and magnetic elements 702, as illustrated in Figure 10f.

The capping layer 718 is designed to protect the permalloy layer from
oxidation and also provides an enhanced optical reflectivity.

The uﬁexposed photoresist 706 along with overlying permalloy layers 712 and
capping layers 716 are removed using a suitable solvent, e.g. acetone, to leave
the structure illustrated in Figure 10g. The resulting structure comprises the
magnetic elements 702 formed on the silicon substrate 704 separated by
exposed silicon substrate regions 720. The upper surfaces of the magnetic

elements 702 are capped by capping layers 718.
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af orenenti oned resulting structure is placed into a

WO ge0442884%nhanced cheni cal vapour depositi on RGIEGERI0P3/003917

chanmber where a silicon dioxide (SiQ2) Ilayer 722 is
deposi ted upon the upper exposed silicon substrate
regions 720 5 and cappi ng k@yers 718. The silicon

di oxi de layer 722 fornms an"optically transparent

| ayer (including, inter-alia, a layer that is
substantially transparent to infra-red

Th eftrefivntionéd Gesiding shabre T8 Plag gt it PR iélﬂia?ced

device 700 is shown in Figure 10h re severa
clwaucalmapouedepmmommmhahnmb&rtwhﬁd agilicorndioikide! (8i0,)
1 substrate 704, the si I;:éon substrate 704 can
a&ifb@%lﬁeﬁwgsﬂsé uppa dhe pRper HPas ﬁa;qoslysmtratﬁcnemm 20

se%ﬁl p%%%%f’?% 7@@6 5‘3@9 Q\71 62@ %eff 3r'r Qda%gggmany

Slayer GnoRElR thisee, 'atlﬁ?er 1Rdf {s"Shibefad *Hﬁff A Bsrent

these pr ot ot ype securlty ’devl ces t he sput

| todefiaged ictoctiontagaetic patiation)erFhe sesditingy %oa&t}f dbmasmo is

250W ower, setting; base pressure 5 x 10-7 nbar;

Sh%é?i egye IQES pressure 1 to 2 niorr; flow of 5
cc/mnute; substrate rotation rate 10 rpm deposition
rate 1 to 1.5 Angstrons per second; and a substrate

Wheeneveiat seburdy dévické 100 hie hfﬁnﬁ‘fa%ﬁlgﬁtg uggﬁt%L Eingeév %lgon

apply a magnetic field along the p
subiivaien 70 dhe rsilivohamithstraieg 704 @anssubsdquentiypbé adicdds iinot &

is of their prototype security devices,
qurﬁléiﬁmfm%é“‘i‘@iﬁ gyes h rate and/or sputter
pressure for the nagnetic 25 el ements can provide
i nprovenents to sharp sw tching nnde nagnetlc

The vipplibamiy 1ever protiesddssdvesal ﬂi’ﬁﬁ) u%@ the
noted froman analysis of ‘their prot otype securit
pragess kaseinbefoae dnmg:bed.u Bulring productivatafithedesprototyipe seoyrivye
to d t t chi
“%sztgse g\%g ,\%p nceewjal CWSW ;%gbgqg%%?epg %ollows. 250W
power! é%oﬁésgoﬁggsﬁre 5 x 107 mbar; Argon gas; gas pressure 1 to 2

mTorr; flow of 5 co/minute; substrate rotation rate 10 rpm; deposition rate 1 to

1.5 Angstroms per second; and a substrate temperate of 22 to 27 °C. It is also

‘possible to apply a magnetic field along the plane of the device during the

manufacturing process.

The applicants note from an analysis of their prototype security devices, that
fine tuning of the growth rate and/or sputter pressure for the magnetic
elements can provide improvements to sharp switching mode magnetic
switching characteristics. The applicanis have also noted from an analysis of

their prototype security devices, that magnetically soft materials tend to give

rise to desirable magnetic switching properties.
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response. The characteristic response is neasured to
ensure it provides for adequate identification of the
particul ar security device375 Wiere enbodi ments of the
i nvention use the magnetic sw tching properties of

QOnee seecarity devise hadheer mamifaptatedrit is tested)| either alone or as
gnetically soft, materials

P%@ﬁ%é?%@f e Fg%ﬁﬁiy YiCehmiQ (eifranipg dis characteristic

R e St YR AR R o

adauatideatification iwe phyistier SSousity 8eFse, Thus, the

magneti sation of a nagnetic el enent nade from such a
material switches its direction in response to an

pplied field relatjvely sharply. The coercivity of
V‘Z" ‘F@Wg’P@i&m@F‘% O?ithf‘el.m’@lﬁ@nr@@ e gagneti¢i swiching propatties of

de,.of such

te" FlfBRCH 13000, 8 BundIBR relog B ORuRtiE oo,

terl a

ma ' |
m gnétﬁiaﬂpr:j ?fﬂfﬁgéﬁ?}é ARy QRYRENS Wi iotich st %bt\éﬁglﬁ are

to cause

lowfie magnet s can

fexiaimagnetio materialnimwhichdhé magnétisee taobe ehsilyhevesedinThese

relatively |ow field-strength magnets

mg e"_ gtg%ﬁ%ﬁ)ph haye, aapayssqrare-gaapsd dysjeresi eops. addius, the
mERRHSHIOH, of B phded SR i o ichp Htetel Swigen s

goo

diteetion if redpnkel @ an RAPINESSH &ﬁh@b@a@ﬁt@ SRS of

basel i ne Or charactéristic respon

suple asatedalsri.enthe teversaditld mgedeh emidiing the asagrtsation 60 a

megeRE B GRAISL BiSh ABASSEl & BordiE bemgssutuatothtands

S : u t b e . n [ f

to B relbeively TO% HERRY Snsifhe” TRk Rty I LR

mageetipéah be veed ity chise Bywiich e B FASnONGLIH WFkRfon ldeRS
for the magnetic el ements at room Uenperature. %e

magegtic elamerdo Sushy relstively love field stréreth frnagrets fayde fairy

. Gaussi an bel |l -curve, and.the, rred%n

mexXpensive, generally compact and easily driven to produce a controlled

magnetic field of good uniformity.

A measurement of jitter may be used to provide a parameter relating to a
sighature, baseline or characteristic response. A jitter measurement may be
made by repeating measurements on the magnetic elements and determining
how much the coercivity varies between sets of measurements. These sets of
measurements can be repeated many times for the magnetic elements of the
security device. In one example, coercivity may be measured one hundred
times for the magnetic elements at room temperature. The measured

coercivity values are then fitted to a Gaussian bell-curve, and the mean
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fitted Gaussi an curve, respectively) cal cul ated.
Magnetic el ements may be tested to determ ne whet her
or not they operate in a 5%%epeat abl e manner. A Kerr

magnet onet er, as descri bed Appl i ed Physics
7,,.,1998, is usecgaréo neasur e

?L‘f? Cight f“&‘?’ 3-“?&@#1155}9@% give mmeancand-siprdard gwiation A of the
. . el |
B GEAHD AR PPV bapfiictt] L erperat ur e (For

exanple, from-20C to 50C where anti-m sting neasures
are provided in a reader), jitter exhibited only a
Megncticehmuents may bedepted de detyrming witherus RTHRSY) GFPate in a
there,is a neasurabl e dependence of mean coercCivity

repeatAble manarh 4} &errgmaspetomatero s disscibed it Wpphied Physics
LS ; . . . .
T&REEC ot %730 %3‘39%7? H@Pg: ?;se :l)lg?q | E@% n?eaﬁt BI rCeC %ﬁe gepgnqt_cﬂs‘?vtjai "of the

I'n the sane
nitighttic elesRmtdhet ween magnetic el enents remains al nost
constant. Thus, when conparing the neasured nean

coercivity against the prenmeasured .characteristic
espapse n | owance may be made for a constant
T@F f caniq)ﬁqy@tailﬁggﬂ tgﬁefoz Yerienst embedimentse over 2 typical likely
LE&er atures. Vel,-okf, desired or . . .
oplbifE RS B S o n GPCLSBe g uisting
nRASUTET atel profidedEiass kot i
tenperatd?es, incIudingﬂ’?gﬁgégggﬁgggﬁgﬁ%ggﬁé?gﬂﬁﬁﬁ?%ﬁe
degsedencyng tenperature range. For exanple, sets 25 of
measur enents coul d be nade on each magnetic el enent at
-50C, 0C and 65C for a security device rated for

T TR SO AEE I Bies e e shmsdriasyshmoan coercivity

on temperature. However, provided that the mean coercivity of a plurality of

magnetic elements varies in the same way with temperature, the coetcivity
differences between maguetic elements remains almost constant. Thus, when
comparing the measured mean coercivity against the premeasured
characteristic response, an allowance may be made for a constant offset

between the two sets to compensate for different temperatures.

However, if desired or required for various other embodiments, coercivity
and/or jitter measnrements may be made at several temperatures, including
témperatures outside a normal operating temperature range. For example, sets
of measurements could be made on each magnetic element at -50°C, 0°C and
65°C for a security device rated for operation from about -20°C to about 50°C.
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39 In various enbodinents, security devices may Mg¥en 2007
their baseline or prenmeasured characteristic response
WO AMHORSEB by a nmean coercivity val ue and/ or  @PGH/EBWP3/003917
val ue A determ ned as indicated above. Various ot her
enbodi nents use, for exanple, either a nean
coercivity value or a jitté? value to represent a 5

base| i ne or preneasured characteristic response. In

In swarious e emhediments,o secusitE ndenicese dnagh hawet dheiet baseline or
red tqQ i
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o JHELSAIE AT iy A0 Yo, TARGRRS ST ments

remeasure
ude) for XA, RithBY a Shdiinldogtdieity PainY of HYftepf alliheto'i%?é
cege_rci vity and/or the ji tteP‘vaPuei‘ i I nv variou sent a
baschineli arepremeasured echarhcieristior eesponseed Innuse)c thep bastlier on
pon t he corre_sgondi ng security device, either with

P%Pl%ﬁlffﬁ% ghargrterigtip rpspoase of A seetigity Sleviesi ueompared to its

' ._gmhodi . th al ) d .
bt nibOEt T IRNIIRE S ddaSf iR HEE sl Bioe.is o
folr

arious enbodi nents, during a reading operation

(as” descri bed herein) the digitised values of nean
coercivity and/or jitter value A representing a

basel ine or preneasuyed characteristic response can
Th, bassling QB mehmﬁteas%wesmm%m@ebgrmcyded, for
[ . asured val ues aof an.
s By st AR vEfteb 87 W3Rt foorBinty sl s B ity value
dawi y .
A S0 SR, T Ve AERAEN 1 onchfbdd ffl poon
ths b@asponding sequirity alevive] éitliee wilsaionitRolam deRfifier that may
measured is a forgery. Security devices may be
beginiguencln vayions: other smbadisnants, theseavaludsnaredsioredfsepangtely
25 _articl es as. ui ne or _non-coupterfeit. In
it B phtedtiohiifhaCSnefid SPulen « Rovarints, eithodasms, durng o
s . 't -
roffTEE ORI (o S ARRITACH 1 AERLE Valls OF il dborgivity
andlor jitermealiy adreftedentingrd Shbdlink e piiReashitod chargcteristic
di fferences between the neasured and preneasure
Tespeniso Ade, beo teisicved ticoverpd fiirl avprmienlar rseterity Wdiicat and

t hat .t he secur tgﬁ devi.ce that has been read is a
copparsddo@ncasured values of mean coercivity and/or jitter value A for a

security device purporting to be the same device, so as to determine whether

or not the security device whose signature or characteristic response has been

measured is a forgery.

Security devices may be attached to articles in order to aid in identifying such
articles as genuine or mon-counterfeit. In use it is necessary to read the
signature or characteristic response of a particular security device in order that
it may be compared to a baseline or premeasured characteristic response. Any
differences between the measured and premeasured response, outside of any

allowable limits, indicate that the security device that has been read is a
- PI8298WO _
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forgery. Since the production of magnetic nucl eation
WORMH{0288| s beyond the control of the manuf aBETIGBR003/003917

any copying of the device will alnost invariably

result in a different characteristic response, such

as, for exanple, nean coeggivity and jitter values. 5

Vari ous enbodi mnents of systens for reading security
fcﬂgefyc €Sincd thé phARBHEE off matineichRicléatdnAéentRR Vit TRYBAd the

arious such enbodlnents are described herein in

canhmhefﬁhmnumuﬁmnﬁmganygqﬁwmgaﬁmheaﬁﬂdeMMHahmm@snwﬂﬁﬂﬂy

ure 11 shows a reading arrangenment 93Q formng a

re&lé Bnd e chagapigrisyic FRsppRse, raichi A% &97s CEaPples mean
' ed characterlstlc response of a
°°§E%WF§‘§HM@‘§%BO while the security device 900 is
subject to an applied nagnetic field 932. The readi ng

arrangenment 930 can detect changes in the

Vardduer érabddinentsraf systeinstfon sédding seduiritp deviets, duitle dahd-bield
the magnetic elenents 15 u3| ng t he rmf%neto optic Kerr

oregtherisg m@wsagn@ rEginus qdsherein

QB MR é&%@fﬁédﬁ'ﬁ@%ﬂah&f‘?d Sterna

antl-reflectlon paint. The size of the an al um nium
block 934 is typically 2 cmx 2 cmx 1 20 cm The

Fighrerti Inshowsd reading adrangementH3d foesmingattmpbaemtaiia 2oty
940, 942. A near infra-red or visible | aser diode
deyizs, reaaﬁmgrﬁ}iswp f@wht@@nw aﬁn@aaumdmharﬁgten@m respopspoof a

IS to ed | aser bea
sogittyaevied o vk fhe SochiB Aeick 600 is GRBREL 4 3Boentiied
9B NITHES r /
e R beaﬁ“?‘% dsdfonidnp9300as %‘?@%’%&%ﬁ 9 the
popaisatioh aamdédr m,SltjD e:ifohghtl tefleetede fronh ¢ha lmagnetia neleinents
934 _and is incj po i.rror 950. The | aser beam
usmhma@ﬁmnt@ﬁ Sﬁéﬁft{g’[&@)or 950 into a second
beam path channel 940 fornmed in the al um nium bl ock
934. A polariser 952 placed into
The reading arrangement 930 comprises an aluminium block 934 whose

internal and external surfaces are blackened using a black matt anti-reflection
paint. The size of the an aluminium block 934 is typically2 cmx 2 cm x 1
cm. The aluminium block 934 comprises beam path channels 938, 940, 942,
A near infra-red or visible laser diode 936, which is provided with collimating
optics (not shown), is operable to produce a collimated laser beam 944 at a
wavelength of, for example, 600 to 1550 nm. One embodiment uses a laser
diode operating at 670 nm. The laser beam 944 passes though a first beam
path channel 938, before it leaves the aluminium block 934 and is incident

upon a mirror 950.

The laser beam 944 is reflected from the mirror 950 into a second beam path
channel 940 formed in the aluminium block 934, A polariser 952 placed into
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WOQ2BH035H8 t he | aser beam 944 into a plane pAGEHGBHEE3/003917
| aser beam 947. The pl ane pol ari sed | aser beam 947
then | eaves the second beam path channel 940. 5 The
al um ni um bl ock 934 also ¢ I[ﬁ}pﬂ ses a third beam path

channel 942. The third be pat h channel 942 is
ht 949 that s

OB S, B R oS S e e i s
PEMERSEIste b 9475 SR 04065 10 10 11 B RRS e

or flattene

sevopllibeaimfpath chi#g] $40.applied in a direction
substantially 10 parallel to the axis of the magnetic

el ements 902. An anal yser 954, used in various
qguarter wave

5 di.nent L NGar porati ng an ogptj.onal
Tﬁ? AgHER glﬂ%ﬁ%éeﬁsq COMBPITES etanellnthih ohan?ﬂaani}zpa'fhe
Gl 3 54 ' . '
YRR pedh Hhan Q62 SR fo s RESQRRS il g e
is pefleciel yiromi hecityt dsvidd 0BD WRER el road, CTIBRERY, if
from magnetic elements 902 and gives rise to an -’

| SeE¥Ee gavise sPYM abast Mdre-shapedr ers fldtienedrewire-shaped magnetic
state, (sonmeti mes, known as

O Ty ot ] et L
cififlh 3P 48F Sonied Hidd 9555 Epdicdbime: dvediomaispantally

10 patdllet§d fat gﬁy}' Aﬂ%g Jhe pol ariser 952 and
P téhe ang?yaggsrg%tgﬁ%galgg ar 1§ m'rreasure the
| ongi tudi nal magnet o-optic Kerr effect signal produced
when the plane polarised |aser beam 947 is incident

Aty 3Balysere 9ddhgnend o ehtionsh embedineis harcorpaagting anogpiicnal

QBB ks itte Sy HstRer ds placadiiat Dinhine beasa mpduehannel
' t t

420 T il 54 SASSGERC0Lh SRBL Bijafif 2 HoEHane Yo

15  sedondgin orthogdnal edisity.0-Ioight of HRé Fraf fgéﬁﬂ?‘?@}eﬂ&t@%
it generally provides an inproved I gn as corrpareé‘IEl
magpetiG ggm@m@m 11sg toeayag@mgate sipiap dav\easures the
mean polarisation/reflectivity state (sometimes known as the aggregate

response) of the magnetic elements illuminated by the beam 947,

20. The polariser 952 and the analyser 954 are arranged to measure the

longitudinal magneto-optic Kerr effect signal produced when the plane

. polarised laser beam 947 is incident upon the magnetic elements 902, Other

magneto-optic Kerr effect arrangements, for example, including arrangements

without a polariser and/or analyser and/or using a transverse or polar

25 ° arrangement may also be used, However, a benefit of using a longitudinal

magueto-optic Kerr atrangement is that it generally provides an improved
signal as compared to transverse or polar arrangements.
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Aligned with the third beam path channel 942 is a
t hi s enbodi mentPCT/GB2003/003917

i ncorporates a focussing |l ens and a photodi ode circuit
or phototransistor CIrCUIa sensitive to illum nating
radi ati on. The phot odi ode CIrCUIt IS responsive to

Al ﬁﬂﬁ@%@%‘éﬁ%ﬁ?ﬁp&f?%ﬂ@%‘e O ot P in

d al
ﬂg%%gﬁdgggallﬁser eam 5‘4@‘;0@&]%& shoglgo tehgagl carcult or
phetotrandiston ciaitesenbififie to memmutmg Nradiationm 93‘Ke photbdiode

control and processing system 939 ‘form ng,

cBOH} isrespansive torlight dranemitted dhrough she an@lyamﬁs@quowde a

nt of

SiBe PRt iBun. B (B APy %ﬁof%‘r’?ﬁe%a”?t%gkﬁmw&
iy ng%iﬁﬁﬁﬁé% IR aLE 0l 2ol Vg 1o

security device 9Q0. The 15 field generation system
935 conprises a driver circuit 966 operable to drive

Figues 12 ghows atfiald gcmmaom 8fitem 935pa idetectiop aystent 937 and a
ngll‘oi dri vi ng si gnal The, coil driving signal 970.
coniro} agd, ProersEIng

istcam 839 fraing %Sﬁﬁw@@%mﬂl the reading
acidfofiolt ©30°UescBid R,  WOHAG BRe SI°HS Fffodient of 2
seettyldevicd i rsyyt@ﬁl the drive field generation coils

933a, 933b 20 to produce a sinusoidi‘nally oscillating
magnetic field OSC|IIat|ng at 100 Hz. In this

Ty BEld RRIAR BIA 955 CORBHRGS g@éﬁfﬁ%?@p@e@ﬁ% fine
viE e Bholicd Sodend STl BRI G el o 8Dy e

figld|geneérayios ReBRAS 935 chhprisey A dﬁ"vbi«/ th6uit 96820peddiile td ®ive

cross- over detector 968 produces a:synchronisation
figld gnmra‘em coils 939519 aagbm respetisado aotm/@mvmg sigmal @70.v Ghe
i rcui n Fl ur e, 14.

ool bl siedt 970 12 Pifogil srmSbiaB. SinalGmpesed ofaplumality

° poﬁiﬁ% SirSoiaRPH vl ??% SRbinating % 5 MOGRY b 100 Hz
(seedFigmees 16tdnel 15), that drives the drive field generation coils 933a, 933b

to produce a sinusc;idinally oscillating magnetic field oscillating at 100 Hz. In
this embodiment, the 100 Hz sinusoidal waveform is produced by a

conventional electronic oscillator circuit (not shown),

The field generation system 935 additionally comprises a cross-over detector
968 for detecting polarity changes in the coil driving signal 970. The cross-
over detector 968 produces a synchronisation signal 981 in response to being
driven by the driver circuit 966, as shown in Figure 14. The synchronisation

signal 981 is composed of a sequence of spikes 983 each produced at a time

when the polarity of the coil driving signal 970 changes. In various other
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generate the applied field sequence (via a Digital to

Anal ogue Converter), so the mcrocontroller can

control synchronisation thddebetween. 5 The detection

system 937 _conprises detector unit 956 for producing a

exibgdinents, rthe saph gucroponirallen dhat logg Hhe diar signal is used to
det ect j. t i d | jfi 958.
oS8 Dl SRR B o Mol oo, s
i Lifi ' : . Dol
HplcrochfioRlr LitP ool shdtibnibiabel Beftbithets, 7, 101 21 21
detector signal 973 is then fed into an anal ogue to

digital converter 10 (ADC) 960 for di gi tisation.. The
Thedepetion system®I coniprisesaletgotorain §5atfon ptaduciigza signal

e ER A R R
alic 367 Sfmils BBl Y ¥k et BRE 05 B Frtillod fy the
ampEfiet €38 & pAdid¥ a AREhoMIOdbécter SERANIYT3LARe : 1) e

per applied nmagnetic field cycle” The applie ieldis
unippliatr deteator sigrtal &8 dn dhemfedaintni an andlagne/to idigital chd®erter

(KBo> 58 For e eRSRe criroh B 40 o1 Pt foving et ¢ 8 10
Ktz SffBing FERfiingt RS RVERCIAA BIRtN isptehd Bhta b fels for
edth@fehé ¢00|semphs. takéh b@drahe Gt alleS fHRBAE LY ESle VARV Bz

are analysed "in this way. The control and” processing

cyslesdoaongdelei s used to acquire nmeasured data
representative of the signature/characteristic
response of the security device 25 900 fromthe

Il S NS 96@8@&&&3 at DOk HIERAU 'rgébﬁgﬁagoo

conpare It W'th a prenmeasured characCteristic response

i 8(%53%9\%)63‘1 applicd nidpaetie field ¢ycleleThe apphed fiekd eappliod at a

~ frequency of around 10kHz / 100 = 100 Hz. Data is averaged for around 0.5
sec, i.e. there are 50 data sets averaged for a single magnetic element: From
this mean coercivity and jitter are measured. The process is then repeated for

another magnetic element. In total around 8 magnetic elements are analysed

)

in this way.

The control and processing system 939 is used to acquire measured data
representative of the signature/characteristic response of the security device
900 from the detection system 937, analyse that measured data and compare it

with a premeasured characteristic response to determine if the security device

900 is genuine,

P18298WO




7 March 2007 WD 2004/025548 PCT/ GB2003/ 003917 7$ﬁmzﬂ§007
control and processing system 939 conprises a

WOpIdas48 ng unit 962 having an associ at ed darGT/€BmMO®003917

10

15

20

25

974. 1In various enbodi nents, the processing unit 962
conprises a m croprocessor or mcrocontroller and

associ ated nenory (not shom@%, including a ring
buffer to which data sanples Tfromthe 5 ADC 960 are

t : ! ¢ . 3
o oo s kgl e i RSl o
tﬁ,dthg Probdiging

shavimgran assotimtddedata tshre 19740 TR dridhs iefbddBash

m croprocessor. In order to begin accumul ating data
e CPINRYSCs1 @ moicraprocasser rogt megrokentedReri and associated

i Hi
RERo ot ¥uaps), el s ites fo wich, e spmplos from the
ADENED . oBsERI e Whon PR 5B phEEF 0 Rubleg by the

beigropgoeessotirul ating into the ring buffer in
synchroni sation wwth a polarity transition occurring

in the applied magnetic field 932.. Wien the 15

detects, the Nt h spik 83.(e.qg. th
Tt S Y55 davicecrea dins yetom ioragiod, s ik butter 5 disabled

R e mBrttResol TR uReP 18 Hbel RtuBile Bt S itiolHe rie

buffors fitse spitky9830is @8¢eiled by aHé Wficrdbrddassor aPPhil
magneti c fid%I d 972, with eagh setco rdat a?rr gg?ﬁ?@ﬁ%?’ﬁgthe

Bnigriogracessed to begitet cow qfche nombed 6f spichradisation spikes 983
e g, oSt Sismutfnmnaly to cmaio, B%ﬁ% wtigiboms, daa
buiihf) apeBAMBRAY iato"sho by tiFEE Th ARG AN Tl 5 larity
tiarisition aovdbufrind)Oini niié vagspiRy BHENEBIS 93e MROWhHh! fhe

an ADC rate set to 10 kHz). 25 As indicated above,
Bagraprosessor detepis the ANihapakee983 (e.g thari0bkly), af sigmalrisrsent to

PR S A e i g B e st bufer o his

SR NS SELA S S ARG DA ARIEOF e
applicd | magnetin efieid 972yewithr &adh set of data representing a digitised
respective portion 975, 977 of the unipolar detector signal 973 at a respective
time during the time duration t (t = N x applied magnetic field frequency / 2)
of the data accumulation. (e.g. t = 0.5 second duration for 100 cycles at 100
Hz with N=100, and 5,000 individual measurements are made with an ADC

rate set to 10 kHz).

As indicated above, data sets can be accunmilated in a variety of manners.
Once acquired, the data can be processed to extract a variety of information

regarding the measured signature or characteristic signal response. Standard

algorithms can be applied fo the data sets to calculate the mean measured

coercivity and/or jitter as given by a measure of the standard deviation of

‘P18298WO
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nmeasur enents. Exanpl es of such algorithnms nmay be
found, for exanple, in "Numerical Recipes in C The
Art of Scientific Conputing,”" W H Press, S A
Teukol sky, W T. Vetterli n‘gs and B. P. Flannery,
(Canbridge University Press, Canbridge, 1993). 5 Data
CORTOiYityh gnaagwrementser Esampdescobyueh algonithms may be found, for

nm cr opr ssor/m.crocoentrol ler, t .det erm nes .t hs,
exrpleant | Noaticel REFDes &0 G e ARl Seiemiit Cagpuing” W.
1 | ; v
HOBRES. 3, TOAME TS VRt s BF, FlaalOf, AChmbridge
Uﬁif;i@(é Mgs,scaﬁbﬁgg@q@gg). raw neasured characteristic

signal 10 reSponsé-data” can be transmtted to a renote
processor to performa Gaussian fitting. Simlarly,

... where used as part_of a fraud detection system a
Data fiting cap et Be s the sampAnicreRspCessA i eocopiTelier

)

ol E Ribdbi CRRRlehBlp Mool i RBRSEPEE Fted

cofnBter "BA%ihed Forabirhlel SihéreSh IRMotk €8RANBEse Isfores the
various enmbodi ments, Palmtop 15 conmputers can be used

praseastredi chemateristie rHspphsey wiw tineasueed echaamciedttio signal
nmeans_of accessing, renote data bases, e.g. by using .

respepder date A he dransaitics io awegmote preqessyr todesrfarm AGryssRa

bas el r _premeasured characteri,stic _response's of
i ol vREE R A B2 S et Bl Rader g
be bnnedt BRI Paﬁﬂ-tﬁﬁmﬁguﬁﬁ WGP SBFbs preme8NaER cRara@ieristic

whet her or not the preneasured characteristic response

respenset date diye dowdkedding ithfromether interne \eintdecompatehieit torthe
A I T
cotPyBfs B8 pa YRR bR obley 0 B AR 0, W »

me#s of accessing remote data bases, e.g. by using GSM telephones.

Various ways exist for determining the baseline or premeasured characteristic

_ response’ of a security device. These ways vary according to the type of

security device and depend, for example, on whether or not the premeasured
characteristic response is stored/encoded on the security device; whether or
not the baseline/premeasured characteristic response is encrypted; and whether
or not a unique identifier is provided in association with the security device.

All these possibilities provide feasible embodiments.

In various other embodiments, a start card ‘carries -a security device and
unique identifier and encrypted baseline or premeasured characteristic

response information are stored in the smart card. The smart card is read in a

- 'P18298WO
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In various other enbodi ments, a smart card carri
security device and unique identifier and encryggg%h2007
WORBMERIME or preneasured characteristic respPCEEB2003/003917
information are stored in the smart card. The smart
card is read in a P18298WD 7 March 2007 WO
2004/ 025548 PCT/ GB2003/ 003917 46 conventional manner
and a neasured signature4é6r characteristic response is
neasured as herein described. In an enbodi nent of a
conveationalt madesr awd hemdisnged yiphainre purecheasciedstic fesponse is
characteristic response information is stored in a
measywed Ba berein dogeribadone or  nore processing units have
access. The baseline or preneasured characteristic
response information is preferably encrypted. Such a -

e | j [ e
L R R S e
charssteristid yespouse gnfoaasiinsis Moped e deebist g widch bing or

enbodi ment is 10 operabl e to determ ne a uniq?;;a L
morq prewessing nnitvhawseaskesse die hageling pr premehstred characienistic

baselinhe or.' preneas d char?ccteri tj c response
TeSPQIRE IHRPAHOn CiSr PESHNE RISDPhe SHERUE PR Fiay be
distngggﬂszeg Sd68mBYsd 9%3113&%%&*1{: B {e@eﬂ:lr A0) A8t R6 Bne e

I né or~preneasure aracteri s response

mord BéciritRt dedrice agrdehion Aeysiest wpéadids t6 ahiSembydiient is
respective security device 15 reader. In enbodinents

operajile (tnedelguminet ¢ uniquec idensifier rfigr ssashesouvity elevive and to
retriqyR o SASELRE o Fc FEPIEAI oo GLHBEEHANE paBsPODg | MRTBHtOR
correspo Woegnézjén!: & {HeAGARE Uehsinfhed by e %éﬁléﬁ}); Befice

eneasure aracteri stic response, possi

‘readifigCceystb®d uSthey basdlinev @k € pAgeasaidd ColhpdderidtRy re§fonse

. . determ ne whether or not the security device can be
informpation sgn sbembadearppind 88 hetessargiiha aespontive secumnity devigde
dvvithin a margin of error allowed for variations that
¥*a0% e i ntroduced, for exanpl e, by tenperature
fluctuations. 25 Wiile certain of the exanple
mat eri al s descri bed herein are ferromagnetic,
In embodiments of the security device reading system, once the information

regarding the measured signature or characteristic signal response has been
extracted it is compared by the microprocessor to the baseline or premeasured
characteristic response, possibly decrypted using a private asymmetric data
key, to determine whether or not the security device can be classed as non-
counterfeit. Such a comparison is made within a margin of error allowed for

variations that are introduced, for example, by temperature fluctuations.

While certain of the example materials described herein are ferromagnetic,
those skilled in the art will realise that other types of magnetic and/or non-

magnetic elements may be used provided they give rise to a suitable

- measurable characteristic response. For example, non-magnetic elements may

be used where such elements produce a measurable response in an applied
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WOB0PRE¥ t hey give rise to a suitable
characteristic response. For exanple, non-magnetic

el ements may be used where such el enents produce a
nmeasur abl e response in anéppl ied P18298WO 7 March

2007 WO 2004/ 025548 PCT/ 332003/ 003917 47 nagnetic
provi de

i ol b d .t
el e B8 B RRES BRSSO S B

chataﬁéﬁ@[d/rgﬂﬁﬂsb_ inthe art will be aware of various
techni ques that can 5 be used to nmanufacture and

characteri se magnetic el enents suitable for security
devices, An exanple of one such manufacturing
Thesg rﬁfalm skiligndhe arewilt heamare of yatioon terhoipes fhatrcan
rocess for the fabrication of

be ¥ed M fhactfachie, Fod Siplrefeiioss manatig coementsapitable for

Mesos
iodaf | ' .No. .pp.
ool 0oy ABEls SFYREERch Mo Furt toepnifife and ame
suchfchareptadsation| woesds Sdnz be URRAA! HE "ORERELLF g%&.@@ rfo% She
t.hereof . Enbodinments produced in accordance wth the
fabricalion; pHmuIRSCIDIC onagnetic estruokires !t Adeyeyec ental,aSburnal of

ApBdIARRIROY ol 38 N 31 Bbotifine s iriﬂarf’f%:/ﬁ E«% ipvestigted
e Gt D aiSgRitl- Hom e SBb4 Taf RbeREric Rl PRl Ui 1y
and/ or the Kerr signal that the magnetic el enents

rovide. Areas of a security device may be treated to

Em Bis; prduced in exeondange iwitlo rthie rinventionmpnay énddiporate
gnetic el ements

Lvity/ contrast .between the,
refldefidibhitbde) | SR AR e SlEion 0 cithomrlaags OF Gn any
Biatdh "VIhferi t4 e [:S- ape of wres
co R Iborja I s AU i SRR Gl Mt
can dhecflaidli beseathnamior aibbve| tnagnekic | dlemehRN ¥ a&iHMn8e Ofhelt

g security device. An angled end, for exanple, from
reflecitily apdf/or the Kerr signal that the magnetic elements provide. Areas
of a security device may be treated to reduce their reflectivity in order to

improve the reflectivity/contrast beiween the magnetic elements and their

surrounding areas.

In various embodiments, magnetic elements in the shape of wires or flattened
wires are provided. The end shape of such wires can be controlled during
manufacture of a security device. An angled end, for example, from about 60°
to about 90° may be provided. In various other embodiments flattened ends
and/or semi-circular ends may be provided to influence magnetic nucleation.

The shape of the ends may be chosen to provide improved magnetic switching

characteristics.

P18298W0Q




10

15

20

25

to about 90 may be provided. In various other

enbodi nents flattened ends 25 and/ or seni-circufggmch2007
WO 2dd925548 be provided to influence nagnetic rra/GEBRODIV39L7

The shape of the ends may be chosen to provide

I mproved magnetic swtching characteristics. P18298WD
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Al t hough the invention ha® been described in relation

to particular, enbpodi ments, it wl| be_ appreciated
Althoygh e mVeRWEY ohes sbaesr desenibesty inhaelation ton artieular

wi t hin the

et SR BbBoRRRCloR ol s 1 bl s 25905,

and S8 g B A R L SR RS bBY BE M vention.
at least in part, using a data processing apparatus,
such as, for exanple, hardware, firmvare and/ or a

It wilb g anprecietadithat certaintof variomspambediprents ax thEHevention
C ufer praogramca e tored. on carrier, mediumin
desciRed dhits Bedemepiap %%qﬁgur%ﬁﬁa atrigastiin Regh IFLIE
s oAb Kol b B Sl AR TRV
compuner configuirt@blith dlbsdiphier progadial The caRaeF prodirsk calibed
digital versatile disk, or magnetic nmeénory such as
stored e aopartiepeedium int dasz quocespingcapparatys aisphleafarst, c Fhe
.utili,se the 1]Jor ramt co[ﬂg%gre it for op?rati on.
catiet fre i 1A% Dés L PRy S-SalSnrRarY. GRGA! O seagicto-
: . ch..as
optichp ichfort B ATROAY Gl At Wl B BRI She T Eppage

J)

disk wad & digitadWetsatile Giak] drehapestie. mdMOry SEE0N: oD, 98d

are nerely illustrative of the possible uses of a
the dpdyipseceskimgaapparatas ceanwiitilise; dhe quegraspdot sonfigurneit for

operiiffr o dHP FamRPLEFRBRH B, G FBORIISh BN o APTOBT SoHge
embddieeE it h%rﬁgx“hfédﬂﬁﬁeﬁ@h % ERBESHRY si%ﬂ&i 'iﬁéﬂd&%radi&
particul ar being applicable to any SFtuation re

frequengnédriienwave oropticdl @brrivr veveuri ty i ssues arise from
the misuse of counterfeit copies of original itens.

-

The foregoing examples are merely illustrative of the possible uses of a device
in accordance with various aspects of the invention. It will be appreciated that
a signature device in accordance with various embodiments of the invention
could have a huge range of applications, in particular being applicable to any
situation where significant commercial or security issues arise from the misuse

of counterfeit copies of original items.

Those of ordinary skill in the art will be aware that the description herein -

- relates merely to illustrative examples of how the invention may be put into

effect, and that many embodiments incorporating one or more components,
e.g. of other embodiments, can be envisaged, along with further embodiments
not explicitly described herein. For examiple, data acquisition rates, sample
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that the description herein relates nerely to
WORP04(93%¢&t i ve exanpl es of how the invention nRGI/GB2003/003917
into effect, and that nany enbodi ment's i ncorporating
one or nore conponents, .g. of other enbodi nents,
can be envi saged, al ong th further enbodi nents not

explicitly described here For exanple, data
rch. 2

oS T s OB RSl S

fieldR Yol @at@%l e (nji% ﬁftdcﬁﬁﬁah%ft;cj}l] Wl % %@# fithy all be

magnet ng ra e nu

varied/selectbd he desinida Smh ar@héterd@:ﬁzdﬂe' v&ﬁd programmably, for
vari ed/ sel ected as desired. Such paraneter bé

exargple vedqs the cantmelnfa lmgroprmcasqn possiblgran ddpendeuumqjon
cessor, os bl y dependence upon 5
Wm“@?ﬁpﬁﬁ@nﬁﬁgggmgﬂlc §”W§E@hﬂ§§P@W&N36xanple
tenperature. The scope of the present disclosure
i ncl udes any novel feature or conbination of features

The Sécpel SEMR pheseet disSloblieingiibd dy hitvéllFehifb bf kbixbiition

any generalisation hereof irrespective of whether or

of fenblrea diseloberd h@emoelﬂiee expladitty driimplicitlyoor amy géneralisation

robl e ressed by the

£ th
thoregf irESecting @y heiherrae nogygtqrf%taﬁtto Rﬁ@ @g@mquv@gfeﬁ on oF

gt o e OB G0 5

applisaigthhéreby Nives ASMEd @Riti v AdimsethalyNBé ShERAMatéd to such

particular, with reference to the appended cl ains,
featugesaduxing the mtosﬁuumzi qfaﬂ:ag r@phsahdmatumﬁanyrmmh further

orn GRS, S S L bSeg e spended
SR R o5\, (SR i i

eat’ur

clauseé aas;mts andee tsaragdphy Jﬁg\}"ﬂ% &!@ﬁiﬂ)lﬁ@d’ Wih @ERi 8£Ghe N

approprl ate manner and not nerely in the specific
mdep@@ tnelainan scleniese spesds aad/oe1p@egiphs and features from

respective independent claims, clauses, aspects and/or paragraphs may be

combined in any appropriate manner and not merely in the specific

combinations enumerated.
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security device conprising two or nore magnetic

el ements, wherein said 5 magnetic elenents are oB
responsive to switch nagnetisation state in responsess:
to an applied magnetic field to provide a

characteristic response, characterised in that the

el ements are made of . magnetically soft material that

di scretely switches nagnetjgsati on state at an applied

field strength that depends upon inherent structura

variations that are present in the nagnetically soft

material. 10 2. The secur5t¥ ﬂevice of daimil,

wherein the security dev res a preneasured

characteristic response. 3. The security device of

@ ai Mylsekritf-aien chmpHsRb vl of dlote SRAREAE eRielE, Wherdd said

response represents an, aggregate response of said

mghriici aleragnénerd trespersiveaiogswiisp | maggetispigmette dn resgpse 9 an
. ” % r-el

St SRR O o UM REREE TP o i e the

eRtelis Tve made upf tipaghetically o6ft Cmaleriald thaph disgeinlys asivdiches

FREPES R R Rl o A B AEheh ol EIEF Ll

viriationgihed arepreseain tlicamaghbticatippeit meteiisli n | ayer magnetic
material. 7. The security device of Claim6, wherein
the thin layers of nagnetic naterial are less than 1m

bhi CkTRO s&urifi Aei@s oF i AMindlaY i Wirh 1k Jbetrity dOACE Btdres a
the thin |l ayers of magnetic material between 10 nm
arvEeaTErdARpiapferstic response. -

3. The security device of Claim 1 or Claim 2, wherein said characteristic
response represents an aggregate response of said magnetic clements to said applied

magnetic field.

4, The security device of any preceding Claim, wherein said magnetic elements

are supported by a substrate.

5. The secﬁn’ty device of Claim 4, wherein said magnetic elements are

supported on said substrate.

6. The security device of any preceding Claim, wherein the magnetic elements

comprise thin layer magnetic material.

A The security device of Claim 6, wherein the thin layers of magnetic material

are less than 1 pm thick.

8. The security device of Claim 7, wherein the thin layers of magnetic material

between 10 nm and 100 nm thick.
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P18298WDO NEI VAN 7 March-2007 51 9. The securit

devi ce of any preceding Caim wherein said magnetic
el ements are responsive to said applied magnetic £z b
field to switch the magneti sati on or magnetic ST
pol ari sation of at |east one of the magnetic el enents.

5 10. The security device of any preceding claim

wherein at | east one of the magnetic el enents

conprises a magnetically soft material selected from

one or nore of. nickel, iron, cobalt and all oys

thereof with each other or silicon, such as nickel

igron I . ' P Lol i e

Shoa ¢HHeeueBRIR|eh of Y rBlphl Clh bt s Bl el ens
Glreaiespoffiye wiseidepplieganagnetiegiedd iosaittly ths ofagnetisatami almagseti

L. ial . [ devi f
BPEERioR Y el or arp ot SERED ore of the 15

magneti c elenents is substantially w re-shaped or

flattepned wi,ye,shaped. 13: The security.device of a
102 e ool ARG i repr g e IR b bt One S the
%@ﬁéﬁ%!ellémeﬁ@ro@hl?ﬂbes Alnheetithll L oTNERE Rl kQEdt@NBoth dhe or more
magnetic elepents. 20 14. The security device of Claim
4 nicksh iropncabale apthafinys ithereorl atitbfeeh el slisopnsuch 2 gigkel
Ko GREYSESValt¥roR 3N, irBh sBGH Oy 6r ABRPWMiEdRSallofS- The

P
security device of any preceding Claim wherein the

‘magnetic el enents have generally the same size and/or

ape ' t.CE: 1.0Q: .1
?Jlﬂa? mThe\?\%gr g?’ rc1l J@‘Zﬁ/mwdli% é’@ g%éien Sglrdg%a Qﬁ%ﬂﬁg’ 3?1??1 er elﬁl{ ]Isf;l
pemmmtlopmdiedal. shaped magnetic el enents, the magnetic

el ements being generally simlarly sized and/or
shaped within each group, are provided so that

‘gever The chchiigr dvicesof dnyhpra@ding elldis, odtierdie at deast biid eflthe

?n%gneﬁc elements is substantially wire-shaped or flattened wire shaped.

13 The security device of any preceding Claim, wherein the device comprises a

generally parallel array of elongate rectangular magnetic elements.

14.  The security device of Claim 13, wherein the magnetic elements comprise an

array of generally barallel magnetic nanowires.

15.  The security device of any preceding Claim, wherein the magnetic elements

have generally the same size and/or shape.

16.  The security device of any preceding Claim, wherein several discrete groups

of differently sized and/or shaped maguetic elements, the magnetic elements being
generally similarly sized and/or shaped within each group, are provided so that
several different switching fields can be identified.
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] %ﬁﬂ@ﬂgr‘ig%mﬁ SASbr HBfe QthEcBea mEgHeRE Elleﬁxeﬁl RABR neighBours are

-reduced light reflectivity portion of said security

‘are arranged gprowdeatwo nens| attern. 25

' &&'EPEIS/ Hrfar8a MBERUE element for use as a reference element.

21, The security device of any preceding Claim, wherein at least one of the

X.v9l~LL a 1~-~.4'v 52 17. The security deV|ce
d a|n116 conprising an ensenbl e of rectangul ar T
magnet'i ¢ eTenents in parallel array including sever@hus®
di screte groups of magnetic elenents of different
widths. 5 18. The security device of "any preceding
Claim wherein differently sized and/or shaped
magnetic el enents are provid@ed-in a continuously
varying array, so that variations in sized and/or
$hapeTleesavety &ftmgﬁe@laiaﬂ éﬁ,emnrisi;ngdan essembliegifoeatasgular

ol b B SRS A B, of b

elemenitbbﬁdiﬁf:renﬁoiﬁaﬁ.gul ar magnetl c elenents in parallel
array of width varying continuously across the array.
20. The security device of any preceding O aim

i8ir t hEe eEURY dsitofans pheddng CleindtWhealil diffaty seRand/or
magneti c el enment for use_as,a reference elenent. 15

shapedrpagasiic, glemanty aigi Rraviged ing cpRHveRsiy yatying #yey, so that

P18298W) -N.7;_ FAR 7 March 2007 p~ h. _77a 7. M Eﬁtggo:

backe ght reflective layer. . The security
mmmsedwavawlaqué@mhngn@ ai m vvherel n at | east one of
the 20 nmagnetic elenents is provided proximl a

tevi CBe 28uritfhdevice adfrCleim 18 vioomprising camy erpemble difigctangular

e T

of any precedl ng Caim wherei n said nagneti c el errents

TR (HAYISE TGy disreing Sdah %n PriiPg (e fingle
magnetic elements is backed by a light reflective layer.

22,  The security device of any preceding Claim, wherein at least one of the
magnetic elements is provided proximal a rednced light reflectivity portion of said

security device.

23.  The security device of any preéeding Claim, wherein the magnetic elements

are arranged to provide a linear pattern.

24.  The security device of any preceding Claim, wherein said magnetic elements -

are arranged to provide a two-dimensional pattern,

25.  The security device of any preceding Claim, further comprising a unique

identifier incorporated therewith,
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2097 GB0303917~ 53 26. The security device of
25, wherein said unique identifier is provided by ﬂﬁgﬁ
of one or nore"of: an optically readabl e bar code; eg:
or nore optical indicia; a magnetically encoded
identifier; and an electronic identifier. 5 27. The
security device of claim 26, nounted upon a )
smart-card, wherein said ef%ctronic identifier is
ovigded by.a smart-card _chip provided on said ,
gﬁay t ?g%?ea'.yn‘?é 86vigqRf olalia iy Whepein saifl gaiqws identifiepisqmevienby
Glagiofbndbiaidt bf: Rh SPBARY r&dablE DAA&: Shd §i hbre rogﬁgaﬁ "adicia; a

i nfornmation representing one or nore neasura

Papagtietlly epcoded ideptifier; andomalestonde idsntifierr esponse i s

stored on said security device. 29. The security

device of daim 28, wherein said preneasured

g’har ablteesecwity device of olaifnf 26 nhourmat ﬁ%mn d ﬁpdm%%@c\&%&&ﬁqsaid
" . S ri devi,ce, 0 im 29, erein

Ok i eniiten 5 UV P b i e A8 S FmAH e

30 identifier incorporated therewith. P18298WD 3]}5@{359@2
claim

is encrypted using an asynmetric encrypti on al gorithm

flﬂ th ht hescpr.i vat e. key used for_ enciphering being kept

Socr PCaREFHe ‘{?ﬁ’&Fi of ey peeserding rClawa civhawin rigyemeisugpd

dhathetefistiv reqRhe hdmdon’ i | eyl ce.

(éo giﬁl Th eé_ﬁs@,ecuri ty. devrie%g&%tflﬁcf&;irb?nngﬁ%F{eg%abgené&%wmm
saif haracteristio gesppnsh issigseceiesaid seomitOlleviom 2, wherein t he

prenmeasured characteristic response is stored in

machi ne- readable form 32. A nethod of manufacturing

- 8- sedbieiseswitedevies of Sinimi 28, vererehb sqid Quéntianged \WBarteristic

i c.elenents.pade of magnetically soft
rﬁ%?gsf:}gﬁgﬁﬁﬁﬁdg\%i“ﬁ@%%wg%%ri ations introduced into the
magnetically soft material during "fabrication,

erein sai. netig, elenents discretely switch
3—nfagn3¥’|° S‘é‘i“i“g'n g@‘g‘ift ef ﬁh’m r?g SoEsn sad premeapneds gharacteristic
respoisetinforthat®inGis ieAcI9 PO usih® afl SERKAL &9&{ C B&LICe
’21(53 metlh%d of” d atiﬁ?n%ESlZ, c%rr%gﬁ%tl&%g&nh

response. 30.33. T
th; 2}54"‘8? ¥Ry ussd dorrauginbering heingnkent secreh and theyiublic ke used for

- deciphering being made available to any reader of the security device.

31. The securit)f device of Claim 2 or any one of Claims 3 to 30 when dependént

on Claim 2, wherein the premeasured characteristic response is stored in machine-

 readable form,

32. A method of manufacturing a security device, comprising:

providing two or more magnetic elements made of magnetically soft material
having random variations introduced into the magnetically soft material during
fabrication, wherein said magnetic elements discretely switch magnetisation state in

response to an applied magnetic field in order to generate a characteristic response.

33."  The method of Claim 32, comprising providing said magnetic elements on a

st_lbstrate.
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34. The method of Claim 32 or Caim33, conprising jWB&%“éWW i
formng at’ | east one of the nmagnetic elenents usi n@f%xmmww
lift off or wet etching process. 5 35. The nethod of

Caim32 or daim33, conprising formng at |east one

of the magnetic elenents using an ion beam et chi ng

process. 36. The met hod of 54ny one of Clains 32 to 35,
conprising nmeasuring the magnitude(s) of one or nore

magneti c paraneters of said magnetic el enents. 10 37.

e ' 6, ~:CO i Si ng.nmeasuri ng one or
%r e“%*eh@%%ﬁ?fﬁl%nn}zz?{é: i eFOIQ%‘?SEf@St%“@EE ARRESt ARt Ablhe
BRgietiarlomess vringd Bift 0ff 37 weisdiiiig fibdegs, USi ng t he neasur ed

15 magni tude(s) of said one or nore nmagnetic
paranmeters to represent preneasured characteristic

5 ¥%spdisendtinfdaf0dinG? or $aim H3¢ compritag f@;fmi%ﬁt' 1835P8hne of the
COﬁ'p{.Iéi naﬁencr i ng sai d, preneasured characteristic
PESGhe e %W}%ﬂ%.ewwmgpm@smt hod of Claim 38 or
Claim 39, conprising storing said prenmeasured

3(ﬁar teristic response information in encrypted. or
eni’?%{l%ﬂdr of anyone of Claigsci® it P35 devnmising2fmedshiring ke

RS br Gl ' apr i Si storing
sai d pr(%rreasurr éﬂéﬁ é%ﬁé}e%%%g}?ﬁs8?$aér@%63?§€g?lﬁ?’89tﬁati on
10 jn encrypted or unencrypted formin a storage  mnedi um
" 9HEND sgi .security.device. 42. The nmethod of
o i, B RS coibify wiRieing on G meEor coercivity
apdhjiteaaomlues.stic 30 response information in encrypted
~or unencrypted formin a database. :

38.  The method of Claim 36 or Claim 37, comprising using the measured
15 magnitude(s) of said one or more magnetic parameters to represent premeasured

characteristic response information,

. 39.  The method of Claim 38, comprising encrypting said premeasured
characteristic response information.
20
40.  The method of Claim 38 or Claim 39, comprising storing said premeasured
-characteristic response information in encrypted or unencrypted form on said

security device.
25 41.  The method of Claim 38 or Claim 39, comprising storing said premeasured
- characteristic response information in encrypted or unencrypted form in a storage

- medium remote from said security device.

42, The method of Claim 41, comprising storing said premeasured characteristic

30  response information in encrypted or unencrypted form in a database.
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~U 091~ 55 .43. The nethod of any one of d ains %3 to

42, further conprising providing said security devi g %”%i«ﬁ@;j
with a unique identifier. 44. The method of O ai m 4328050501
when dependant upon any one of Clains 38 to 42, 5
conprising storing a representation of said unique

identifier in association with said preneasured
characteristic response infi¥rmation. 45. A systemfor

reading a security device, conprising: a magnetic

fBel dThemethad pbanyops vbGiainy 32ap PRy furtherconmerieg providing sdid

' : : ELY . i ce accordi-ng to any one of
tg?cg?nﬁﬁde?h@gﬁ@%‘i%% Xﬁlg‘?{fr%' two or nore nmagnetic

el ements; and a detection systemfor neasuring one or

re gdiscret netisatiqn wi tchin ar ters
PRy oS BEh oF BRRE 43 S Alhendi pich 691 Il Claigp e 42
5 obmprising sterinpur lepiesahesios of galati@icadertiFier BSRAREBOR Hihahid
magneti C %I el d, 15 wherei,n. saird systemis operable to
RESRS AP ehpraciatistio SospaRse dnformationt e~ nagnet i sat i on
‘'switching paraneters representative of a neasured
ggar acteristic " response to one or nore respective

r ane FEYn BF rpdingarreqsior deyice rapmesioei stic  response

to d ' t S [ .
or eon gt SUE iRl RSRECH KF FRAML R Al gojd i e
10 segurity degice Rpeording fie and bneChBirlaings] tod3dr@imprisiag dwo or more
E‘E@éﬁé@l@m&ﬁ rggteristic response and said prenmeasured
characteristic response are representative of an
aggr e\tggdetectfoaspysttme foxg rn%lm?ﬁﬁ e S?irﬂozb}/\@ia@étg mg etisation
etic elenents. A7, e system of C aim or .
@%ﬁwﬁé@%ﬁf@éﬁ é‘fPﬁeSFéaﬂ"ﬁaf&rf’e{fﬁ%* %deff%awgt@ﬁétmeﬁmse of said
sywite device @paaRD ierebRdnapkild fafhdiie ALRL Vi Ng magnetic
15 field to.a security device. 48. The system of any one
- of CVIerRin-£8id; fystpm is,\prsradile, toy compie wahens ot e diserete

magnetisation switching parameters representative of a measured characteristic

response to one or more respective parameters of a premeasured characteristic
response to determine whether respective measured and premeasured parameters are
substantially equivalent; '
- 20 \
~ 46.  The system of Claim 45, wherein said measured characteristic response and’
said premeasured characteristic response are representative of an aggregate response

produced by said two or more magnetic elements.

25 47,  The system of Claim 45 or Claim 46, wherein the magnetic field generation
system is operable to apply a time varying magnetic field toa security device.

438.  The system of any one of Claims 45 to 47, wherein a light beam is used to

-~

interrogate said security device.
30 '
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interrogate said security device. | 30 P18298 V\Warghooz
2007 k1 1! } oii k TV} Tt yt' QBO3ffild'i'~ik 56

49. The system of C aim 48, wherein said |ight beam% rgggr?ﬂm v

a visible or near-infrared beam producéd by a | asefs

o VL
ESORK e S

- di ode. 50. The system of any one of Clains 45 to 49,

wherein said paraneters represent 5 one or nore of
coercivity and jitter values. 51. The system of any
one of Clainms 48 to 50, wh&¥gein said detection system
I ncor por ates magnet o-optic Ken effect detection '
appar Hiaisysteor ofddtisc4s, myereinzaigdight haavius e crisible swmear-infopntd
geam béu ! §ne:%imc delle?errents of said security device. 10
FIOFR ‘g@ Y 8S8F 4% m 51, wherein sai d magneto-optic
Kerr effect detection apparatus is configured to

erate in tragnsverse de.; .53. The system of any one
39 Bherisstes Qgmsone GhiEmaAS Spa% et B A TRetes Septepent
dhe drinitit oPERMIVIS M8 FitthRAlues!r f ace of said security
device. 54. The system of any one of Clains 45 to 53,
further operable .to read a unique identifier from

i d- j | &R Bh. anl; '
aﬁer e’?lr%c éfegyﬂﬁi u%ﬁi 05 g%?;lﬁ?izg r 1ja|ejg§ ?@g‘%{ﬂl |deg%tgd)}i& Wstem
insompbrates onegneio-apbie Keof effesh dejoctionatripgratue fdn detectr changes

| ﬁ:‘&{?&g it SHid, fbneBRdr by H{g%@ﬂ& eﬂe@ﬁéétg bﬁai@sec%ﬁeﬁklfe? ally

encoded 1 de an Fonic 1 er. 56.
The system of any one of Clainms 45 to 55, further

Bhr anbhecapy o Flam L Batin s SRR ABTBRT KerTRaE At

paratiBddiondighad ¢ qeatedn traverspmoadret ers from said
security device. 57. The system of any one. of C ains

45 to 56, further operable to determ ne said
53.  The system of any one of Claims 45 fo 52, further operable to deflect said

light beam across the surface of said security device.

54.  The system of any one of Claims 45 to 53, further operable to read a unique

idBl.lﬁﬁeI from said security device.

'55.  The system of Claim 54, wherein said unique identifier is identified by

reading one or more of: an optically readable bar code; one or mote optical indicia; a

magnetically encoded identifier; and an electronic identifier.

56,  The system of any one of Claims 45 to 55, further operable to determine said
one or more respective parameters of the premeasured characteristic response by

reading said one or more parameters from said security device,

57.  The system of any one of Claims 45 o 56, further operable to determine said
one or more respective parameters of the premeasured characteristic response by

reading said one or more parameters from a database.
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one or nore respective paraneters of the preneaqugglgeeq
characteristic response by . 30 reading said one or

nore paraneters froma database. P18298W) ARIM N M TEEES
March 2007 57 58. The system of C aim 57, wherein Ry
Said database is renotely located fromsaid detection
system 59. The system of any one of Clainms 45 to 58,

further operable to decrypt,__ 5 preneasured
characteristic response i nfdf mation where it is read

pr eyl [ ncrypt.ed. f og 0. .,A nethod for
7561 e BRind G CIBRE 5 Ruhein Ak b ig empteln ooates fom said
detgftion system.” 31, conprising: 10 appl ying a magnetic
field to a security device conprising two or nore
magneti c el ements nmade of magnetically soft material;

WRas uThegys@Re ofanfIn8 of Clamft £ ek L.ON..SW. t chi n

Ear anet rs@{rep,r esentative of 'a%ngga]’sﬁ#@%t ofEiable"to £GW&
ARSI Fraracensiis panase dnfowpation e itt iy el ot @rovided in
getpitallBAn., 1N response to said magnetic field; and 15

conparing said one-or nore discrete nmagneti sation
switching paraneters representative of a neasured

6Mar ag Lo ppnse t.o one or re respective
ar amet ?FH(O g;f&grf a Ep?lg célgﬁr‘gﬁmﬁ ﬁ%?P‘g’&D‘EgetPiagY PRe pialaigsdeto
L copeprising: ne whet her respective nmeasured and’
are substantially equivalent.

pre d. par amnet er ec
20 2‘%9?'#&% LyeR °o?‘°@ 9i drserytR ABes pomaprisihgtves or auore
wigetedandmd mede FRRPAGRaR G Al Pr emeasur ed

. characterjstic response _are representative of an

* aggr STATEIE o SO r¥e mSe odisksell mpenstibation wewibehing rrameters

remesRehiite ¢flaaneRke A i.m 60, 0r daim
.61, conpri _sai ng ap%lc@ig%cé&:g&% %H%gorf()%%ﬁg&%ﬂg) fi&enerated
1P FeapQpse © sgidanzepetic feldeamiice. 63. The nethod of any one

of  CethpRing GafdCof? ' asuri.ng of one or nore
par anmet'er sér epr gseﬁf at’l %/gis%pggmﬁ@ﬁbf?%% : tParamefgry
IPRESHRAle of asmeasursdcebmiabigristic response to one or more respective
patameter(s) of a premeasured - characteristic response fo determine whether

respective measured and premeasured parameters are substantially equivalent.

61.  The system of Claim 60, wherein said measured characteristic response and
said premeasured characteristic response are representative of an aggregate response
produced by said two or more magnetic elements.

62.  The method of Claim 60 or Claim 61, comprising applying a time varying
maguetic field to a security device. '

63.  The method of any one of Claims 60 to 62, wherein measuring of one or
more parameters representative of a measured characteristic response of said security

device generated in response to said magnetic field comprises measuring one or more
of coéreivity and jitter values.
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device generated in response to said magnetic fi®eldech 2007

conpri ses nmeasuring one or nore 30 of coercivity and

jitter. values. P18298WO AMENDED SHEET~ 7 Mareh 7nm (E&smsmmes
64. The nethod of any one of Cainms 60 to 63, éﬁ?ﬁ%ﬂ@

conprising interrogating said security device using a
i ght. beam 65. The nmethod of any one of Clains 60 to

- 64, conprising operating a |laser to 5 produce a

visible or near-infrared bedm 66. The nethod of O aim
/4, Or ai conpri sing detecting changes induced:-
?6?14' saiTge ﬁ“@%ﬂ% ‘{’feaé%% Oﬁéﬂﬁ@ﬁi@ 18| GSpreomprivdg ddrepgating said
seanity devicdawing @ lightiHegm! he magneto- optic Kerr effect.

10 67. The nethod of C aim 66, conprising using the
magnet o-optic Kerr effect transverse node. 68. The

h i 67 i .
Pond e e chaky e OF @R o', e pRBAPY o aser o

deasigea vigible ornearrinfrarestheas. O ai m 68, conpri si ng
identifying said unique identifier by reading one or
nore of an optically readabl e bar code; one or nore
6pt i cHie et pEClam GéregBlaint 68 dopiBiag derderind @Riright Ficod
ﬁpﬂidaﬁghgbgﬁﬁwm C |%e tifier. 20 70. The nethod of any
one o He SEpgicsimepts af spid iseruritedeviosi uging ghes miagheto-
opi¥aat ¢ffeet.one or nore paraneters of the premeasured
characteristic response by reading said one or nore
paraneters fromsaid security device. 25 71. The

6Bt horheOhet#l imf by DB ; ; rising

det er m ni ngazgftgﬁ%l)%e(;ﬁgg?ﬁ*%%%o Fstégs%é%t?l\é’%‘g}é §ﬁ§r"é? &gt
tt“?‘?é"eﬁeéﬁ%%sured characteristic response by reading
said.one-or nore paraneters from a database. 72. The
nmet hod of Claim 71, conprising accessing a database .
% motideyméthechoany one of Claims 60 to 67, comprising reading a unique

identifier from said security device.

69. The methoq of Claim 68, comprising identifying said unique identifier by
reading one or more of: an optically readable bar code; one or more optical indicia; a

magnetically encoded identifier; and an electronic identifier.

70.  The method of any one of Claims 60 to 69, comprising determining said
respective one or more parameters of the premeasured characteristic response by

reading said one or more parameters from said secuzitjf device.

71.  The method of any one of Claims 60 to 70, comprising determining said one
or more respective parameters of the premeasured characteristic response by reading

said one or more parameters from a database.

72.  The method of Claim 71, comprising accessing a database remotely located

from said detection system.
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30 fromsaid detection system P 18298 W /r 7 thgmh2007
2007 7x'fz~}2004 ~~603, ~u91, ~~~"' 59. .73, The t et
of any ope of Clains 60 to 72, further conpr|5|ngﬁ;B~ ;
decrypting preneasured characteristic response
information where it is read or provided in encrypted
form 5 74. A product conprising the security device

of any one of Clains | to 1. 75. The product . of Caim
74, conprising one or of : a docunent; a passport;

an i.dent i t..di

T sc'qu ‘%‘%ﬁ’é %F@g%g ﬁgg‘c?ag?f‘%tgh aﬁﬂBISHSI %ede?%hhg
préh&dstied Shadfteristie Mespbnseoinformation svhewwit tis cead chr provided)iin

or bank 10 card; a cosnetic item an engineering part;
engrypisedegkor v; and any ot her goods and/or itens of

commer ce, whether manufactured or otherw se. P18298WO

AVENDED SHEET
74. A product comprising the security device of any one of Claims 1to 31.

75.  The product of Claim 74, comprising one or more of: a document; a passport;
an identity card; a compact disc; a digital versatile disc; a software product;
packaging; an item of clothing; an item of footwear; a smart-card; a credit or bank
card; a cosmetic item; an engineering part; an accessory; and any other goods and/or

items of commerce, whether manufactured or otherwise.
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