; MNOPQRe3e w t 4HAx6T56L 27 January 2003 A DUAL- PURPOSE PORTABLE CARD, A
COMMUNI CATI ON SYSTEM A COVMUNI CATI ON METHOD, A TERM NAL ARRARAINS08BD A
COVPUTER- READABLE RECORD MEDI UM RECORDI NG A PROGRAM 5 TECHNI CAL FI ELD The
present invention relates to a portable card containing an integrated
device such as an IC card that pepESCRLBFI@ANI 0 conmuni caﬂlmmmmmmmmm
term nal apparatus, a comrunication system a comrunicati

term nal apparatus, and a 1~ conputer-readable record nedi um #g&geg@+ di ng a
program Local governnents, transport facilities, financial institutions,

medi cal instpt Ebh%ﬂ%%oggﬁ EJldeﬁ‘i.Bige CaNS 65 [ inidh IS s Py per sonal

information using |IC car C'cards are ‘15 the cards that contain an

i ntegrated deyi f a A Lhi i es a
nonvol atil e nén{??%%gigr”@ 8@2%‘?&@2"613& %&%@lﬁc }LI(F;DIA’#%}%{}I?%' o]?ﬁ%hbg l'i ke. An
| C card containing a one-chip_|C_that recards persaonal_informtion can

al ways be carFP@B%B§RFﬁ§A9ﬁﬁ .Rﬁﬁ@Rﬁb?QQ%EH i ngﬁﬁﬁ%ﬂ%f%ﬁéﬁi in an 20
IC card is referred to as occasion denmands. Al so, the authentication
circuit contained in the I1C card prevents the personal information from
bei ng read i nproperly. Conpared with ' 27 January 2003 nagnetic cards,

| C car dLEUHENIGHRTL tRETer sonal i nformation well from i nproper accesses. Such
| C cards conformto | SO standards whi ch have al ready beer. provided or wll
be provi ded. Renote®htyperdsewar davaneidef i nellates2$d 4443 ot dske t yzard C
cads are 5 defined in 1S010536. Renote-type |IC cards receive electric power

front teHtRahiaRPanhatusegrhRieaualviadi ourRVES, ah hen daveaaitebaeyees
inside the I1C cards are activated. The renote-type IC cards are said to be

sui tabl @ HQkilhecrheckcagi8h GPERUL ef e LR RAB SESpOF a B A0E MR RRARYE
entering and exiting a facility. For exanple, when an owner of an |IC card

hol ds thediCrparg Qg dar

gate to'éenter ‘the gate to ride
inthe |G card is activated rec ivi(ggggomer tgroggh radi o_waves 15 fromthe
t er m nal" AR UE thee ¢ &y nt aF A5 ah9 adt ReREFE8ti on circuit and

a menory circuit that stores.

d}g'nmgﬁt%‘&at L tEQEHE aina?;ébr&‘}' had L gket

Faf n, e integra evide cont ai ned

Local governments, transport facilities, financial
institutions, medical institutions or the l;ke are interestea in
management of personal information using IC cards. IC cards are

15  the cards that contain an integrated device (also referred to as
a one-chip IC) that includes a nonvolatile memory, a processor,
an authentication circuit or the like. An IC card containing a
one~chip IC that records personal information can always be
carried by the owner. The personal information recorded in an
20 IC card is referred to as occasion demands. Also, the
authentication circuit contained in the IC card prevents the

personal information from being read improperly. Compared with

| T
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information indicating that the IC card is used as a commuter pass,
information of a railway Iine section traveled by the cardypya@iary 2003
information of a valid period of the commuter pass, 20 the term nal
apparatus in the ticket gate coordinates with the authentication circuit

and the megheyiei cauds,t gcchedlad herommdd€li tive OpetBEnLC cAFdrmdbenrt Raslal i s
no problemin the travel section and commuter pass period, the term nal

appar at Us, BRI b Sobde £aE&s QuDer §Q-gMEr 4 hes p&@ﬁ%@&ﬁﬂ tanésbhgr&ahf&rzedg s a
25 problem the term nal apparatus prohibits the card owner from 2

January 2008, enLecl 0g,Lha Phattorme b, £ tajkofbgvlggsmgaard R

comrut er passes, car are*req U|red e out card and

card pass through a. ticket If th ter ass ecglng 5
systen1bg §8 pFavas et e @%f f€§¥$ ier B?ré £8- 851ﬁﬁ?
above operatlons This will faC|I|tate connuters who pass through ticket
gat eS usfRgieepniiRefSpa858$. and relieve the congestion at tickets gates
such often seen at rush hour in termnal stations in large cities. 10 A
renot e-type | C car Reourati types M t baadser néaalvapparetiusi ¢ o powasf &rom
personal information at a ticket gate even though there is sonme distance

bet ween téeminRénohpphypeukEscatidsouvahe weuyousebtresas desari bedeglratednd
give us an inpression that all the specifications for |IC cards for nanagi ng

15 persogelritBsoLABEHEN thRY Teldaiss Wid | &6kivOrdl enPhe- t¥ReteHowReerIC
conventional renote-type IC cards are not suitable for coordination with

term nal -appar alpsesata degl pui téh:P@ééP@anknftq{émEbQBk%bC*bé hedianke kept
secret. A sone different type of 1C card would be SU|tabIe for dealing with

t,
TC oo asPE S8R SRS S mdond ﬁﬁ%&?&%ﬁ# PELOR EERRLTEVIPC
foll Wh I t ent dt hol | C d
tor i nai Fah R TR e (3R DT et S i}#a%%r %é’tﬁ‘*iﬁiﬂs:tseﬁér ver °
rece|V|ng Eersonal i nformati on to/fron1another . 27 Januar¥e2003 IC card,

Lhe thira PEFPSPednoBPare i Lsmsthain hitrriaosh Thbet gale’Be ented

the gate to ride on a train, the integrated device contained in
the IC card is activated receiving power through radio waves
15 from the terminal apparatus. When the IC card contains an
authenticstisa circuit and a memory circuit that storea
information indicating that the IC card is used as a commuter
pass, information of a railway line section traveled by the card
owner, and information of a valid period of the commuter pass,
20 the terminal apparatus in the ticket gate coordinates with the
authentication circuit and the memory circuit to check the
validity of the IC card. When there is no problem in the travel
section and commuter pass period, the terminal apparatus permits
the card owner to enter the platform; and when there is a

25 problem, the terminal apparatus prohibits the card owner from



the IC card. Also, it is possible for a communi cati on apparatus | ocated
near a termnal apparatus to receive personal 5 informatiopy jdmasf 2o0xd

bet ween the term nal apparatus and an I C card. The conmuni cati on appar at us
may be operated by an inproperly intentioned third party. That is to say,

it is possatklréngotheheltdtifakmarty to i ntercept personal information, or
alter the intercepted information and transmt the altered |0 information
to the term nal apppf aiies.cdde ¥ magaseice¥erist i98daas erdirridPed s ey d
coordinates with a term nal apparatus, there is a danger that persona

I nformat LaRd eRkferLONSE deELNg rehe RPAWSe SEQET BY dJROT4AN 1 PLT 88RAIcarg
information into a renote-type IC card for use is not 15 desirable There is
a met hod S ' [ on [ r ' ' '

i nt a1 nPASS: e BeRLF ek SREE BREST ontr LS B it gy R el g
conbi pation-type 1C card whigch |s de by conbi ni ng specifications o

oMot  FHECFE SRCORFASPRFYRLERbeeTof o ATy PE T ¢ 1 & Feghred to
contact-type 1 C card has a contact-type connector. The integrated device in
a cont acfot yiie | ERER doPeradionst-ed Wheh thell B FaLR oRABRREGTE0 W10
term nal apparatus via the connector. After the IC card is connected to a

t er mi nal pappathrasghi ticket npatss bheiiarcamps o pans eat i aspgdrataisthe

di sposed near the term nal apparatus by 4 27 January 2003 an inproperly

i nt ent i onedgklsiticbrpast y tiakienisergepss peushnalf denf os@an i an. dush hhsueasin

al so, the term nal apparatus can check the credibility of the card owner by
checki ngtiefmi ARAt s¢@dd oms el 1Hrdde-iddkes. As apparent fromthis,
contact-type I1C cards are far nore excellent than renote-type I1C cards in
securg ty, and suitabl ech@i RAYARNTIOT chhe |ddSra{RRPEST Qfign Na COREAG ALY PE
| C cards may, however, be sneared or wet. This woul d reduce the

conduct i yj he_.c kQrs 0. ner - i I Q- C
cards ar éb#ér?gaél §8d9?§§§Fggt?e{§§%§ oJFr?fc%r ry tca'leOi(:tél(r%'grs]f;ilcc'{'}%teﬁ]c %t;é/![%?én

pr ot ect nnectar,s fromsuch prgblens. Thi ut s nst [den_upan. t he
card owng}%g.ug S hptlﬁee t3r (fo&éiegésgﬁwﬁd bcegcr"gefetﬂ I 1gllhlglﬁéer taﬁ%nrlggeerrg %gl %’?:
cards so that the cards are ngtwdanaged. .Thi s kes the card owners
nervous WhEMEver*theY e THTY € (?asrdge.scf§-£§§ppgg8"§acﬂn‘?caqldv%vﬁ§ ekl s
nervous when he/she inserts or renove a conbination.-type IC card into/from
a cash diBPERSEEORNtRA2T| Abhcthe sPREificabions tfqmidds @ndst for maragigo
each one to perform paynent. \Wen this happens, a long line of cash

di spthsepeaserslneinbermatiéchefmae wadh ceshudiiff@ssefoor? dagnozeyae -
banks have a | ot of cash dispenser users for paynment. In addition to the
above, wHewemeronboneenbnehypereéfotartyps Iepeateéd! graadetcontiaablw thor
term nal apparatuses, both ends of a connector are - worn out, resulting in a
faulty cespeciinetidd whtht eeancaals dgmatenides r equidead fwithoplrishaa25
cards and term nal apparatuses due to such faulty connections, 5 27

January 20@3r-fkRabai shikASEhbli kops Bgﬁinﬂeéﬁéb.di§p§8ﬁ8r§i5§¥r@ﬁE type
i ntroduce the conbination-type |IC card.

of IC card would be suitable for dealing with secret, personal

20 information.
The reason for thinking that remote-type IC cards are
not suitable for dealing with personal information is as
follows. When an improperly intentioned third party holds an IC

card over a terminal apparatus while the terminal apparatus is

25 transmitting or receiving personal information to/from another



DI SCLOSURE OF INVENTION It is therefore the first object of the present 5
invention to provide a dual -purpose portable card used for27ﬁgﬁwﬁ$g@@§e
paynent or passing through a ticket gate, without being electric

connected using a connector. It is the second object of the present

i nvent i ofC teapt ovilte Ehipod trdtey card sttvate aneowe risheadwier oohathencandot o
10 switch between two purposes of the card, such as paynent and passing

t hrough enéitketagate. It is the third object of the present invention to.
provi de a portable card that can be swi tched between a purpose requiring a

heavy-1oan process jand, a ol pesedsaaulid ngoa bl ¢iinrkind oad g 0ssssrahe

first object is fulfill'ed by a ual - purpose portable card, the ‘portable
card co a eqgr at e C ud tif t
oper abl gPéég{:%en%[eﬁer}t pg%taggrgg g v!}poge;rc %\géa t%gbr m%rr%’a qu%par %PQOHQEL
identify,either 20 a firs u or a cond ose for which the

por ¢ bl G AT 1 O oo S ReRAT S5h BF HeERTD  EEBATRESM ERE FRrFfnal
apparatus; a processing unit operable to perforn1a first process when the
portabl E€&8f d i s Wifed CPBRUNAEARLON PRPRESE AN PESr {7 mOPeTEd@™ PYocess
when the portable card is used for the second 6 27 January 2003 purpose;
and a cormpnépariyg intientopered| shtiodpepdvtn a iR LoABaco t §p¥, datta is

i nput/out put between the term nal apparatus and the processing unit by
performpgssddie® formihe ceiixah pdAtdy tie ieretosdt gupesatals eorhdeion,
portable card is used for either 5 of the first purpose and the second
pur pose.oM g btéhe calkovie teonsd (?ﬂgal£m:omﬁ@ﬂlbheaduahﬁ@ﬂamxﬁeﬂnutéi&ét@ard
is a conbination-type I C card used for or exanpl e, paynent and passing

thraugh gnfd kst Gale ESWGRING ReesR dshe tmota%peagé aggergcoghLtion
by the termnal 1D apparatus are doné’in accordance with th e radio wave

transni t1eg LEOMLYR! ofd 02l 4 AR ALUSc d) ‘Qfﬁﬁgasaea&gaﬁar%ﬁ/g@ﬁs not

required to 1 nsert renove connec for exanple

portabl e_card of the_ present _invention.is ¥ ysef,ul ., 15 Al so, when the
first pu? ? Hnhd® tﬁ%BESEoﬁé BUPSSSQQF%q&PE% élrerﬁa p?r ocesses to be
done, data |nput/ogﬁput et ween t he ortable card of .t he present |nvent|on

and the term nal TG EPLhePPUT poSE A fer FBPREG2RRr RRFF P d-4di o

communi cation. There is no need of connecting a connector )
information into a remote-type C card for use is not

15  gesirable.

There is a method of storing important personal'
information into IC cards while maintaining the usefulness of
the remote type IC cards. It is a combination-type IC card
which is made by combining specifications of remote-type IC

20 cards with those of contact-type IC cards. Each contact-type IC
card has a contact-type connector. The integrated device in a
contact-type IC card is activated when the IC card is connected
to a terminal apparatus via the connector. After the IC card is
connected to a terminal apparatus, it is impossible for a

25 communication apparatus disposed near the terminal apparatus by



20 to the card. As understood fromthis, there is no need of worryi ng about
abrasion of a connector or faulty connection in terns of tb¢Jgﬁmé?bbg3card
of the present invention since connection using a connector is nol required
in switching between the two purposes or in inputting or outputting data.
No 25 maant emepweresly eduitreedt ifagred hehpodt gidecyxakcd andcetheeper pemalonal 27
January 2003 ° apparatus. This nmakes the paynent work or checking at the
ticket gah€oegrrdmtal . Thurihier My ss, tAEspor ktalkl eadiihal &heapsessencan

i nvention can conmunicate with the term nal apparatus even if it 5is

smeared gheWR! -tIAS éPQéEEE‘&iEE(OTES‘ft Nig theapeihakl & caikopsiqtes ol |y
even if it is treated sonewhat roughly, and the owner of the card need not -

b h - . i ect- of
the br oogipe Qtisb8: B NG k0T O SR S it RESARS SRS

the identifying unit_includes: a j ing.unit operable to judge that the
portéglecéﬁﬁa i 3T B &f G oL f e %ﬁﬁ%ﬁggﬁﬁrdﬁgﬁlwﬁgﬁog é%ggﬁtaHSeC@dr i $%a
first distance or shorter, away fromthe term nal apparatus, and judge that
t he port 8BF8Téard iEddused T & HOAPFIRART RF pos® WheR- a di st ance bet ween
the portable card and the term nal apparatus is in a range of a second

di stance to a thirdcCeinectiers M te¢ontrciboyee cofscaudsi DAy, t heweviaer dbe t he
portable card can use the portable card for the second purpose by 20

bri ngi ngsintaclegiseot o wete t erhiisal waphdr akdaceantheaconslacittiviay tde fthest
pur pose by keeping it at a distance fromthe term nal apparatus. This

facilitatefantBeceard pweeerstaceoihercastl emieingaposwtiypd bet peedst heet Wo
pur poses by changi ng the di stance between the portable card and the

ternimal ré%ﬁ@&é@iu’éo 2pedbe k@é%,d &P] @&frﬁftﬂ@%d&r@%&treif@\lgzt k8Npkstect
fulfilled 27 January 2003 by the above portable card, erein the

o o BLpABLESEo" SEELVERC DRUELLAUPPL UL LEERASL BOPBEA! ok
accordinghgocggg %a%%%'qeI%¥gg%¥hér@éggréggégsCgﬁgufgdcgpgfully insert
or remove IC cards. so that the cards are not damaged.. This
munco e card cwners nervous whenever they use the IC cards.
15 Suppose each card owner feels nexrvous when he/she inserts or
remove a combination-type Ic card into/from a cash dispenser in
a financial institution, it takes a lot of time for each one to
perform payment. When this heppens, a 1long line of cash
dispenser users may be made before each cash dispenser on days

20 when banks have a lot of cash dispenser users for payment.

In addition to the above, when a combination-type IC
card is repeatedly made contact with terminal apparatuses, both
ends of a connector are woxrn out, resulting in a faulty

connection. If maintenance is frequently required for both the

25 cards and terminal apparatuses due to such faulty connections,



term nal apparatus, the identifying unit includes a conparing unit operable
to conpare a received voltage of a radi o wave received by gny pgoavM th a
predet erm ned threshold value, and the judging unit judges that the
portable card is the first distance or shorter away fromthe term nal

appar at uginkeriahe ih@tieceived vehtiageceshhidgbeenskans tlag proededirsrrndede
threshol d val ue, and judges that the di stance between the portable card and
the termehal RRPAMAIUSH-SEIe the sapge of the second distance to the third
di stance when the received voltage is. |lower than the predeterm ned
threshold value. 15 Wth the above construction, the purpose of the
portable card can be switched in accordance with the power received by the

integratﬁgiggxggﬁghlggg%hgﬁiguﬁgy, either the first process or the second
process i the | oad and the power consunption
required for the process. Mxre 20 particularly, paynent, which requires

hi gher confi denti al hBss¥ h&hedd@Gengthe afH%W(etOb@ﬁCé:, Ras B¢ aPg&sS$dad
due to nutual authentication or data encryption to provide higher security,
can be pénvenwienwien rrbyiger eabuelcardrpset pertepse gesdane&dod ohorfar
away fromthe term nal apparatus when the portable card 25 recei ves higher
power fr ematipd et, e privnahtapmapassing9thrigiaauat gk008a 48 s oyl thertpdre ialy e
card need not have a battery since the integrated device receives a power
supply freomdtie danng nz':dnra@cp@é@twimr%aacmﬁ@ttorthe portable card is

i ghter and sinpler than conventional ones. 5 In the above portable card,

the term nal apparatys;gRYHRe LIddRe @oj‘éé@tofetﬁéngkegeﬁar ahysnkhah to
outputs a radi o wave having power |ower than a first power level to the

t abl , _term t i
porta ﬁg%ﬂdeor ipéﬁ}gg?gé %’a@&‘aﬂhdf‘appéifwé that has.anantganasi-y an,

el ectro gnetlcaJ? d box and outpufts a radi o wave having ~ power of

a second pauer. level that is twce the first r |l evel I ta the

por £ 301 & BT rEF RES B T L ST OaRE e REned Tir SHid] Y abpeneas Ehd

determ ned based on (1) recejved power of a radio wave that has power of

t he firspaﬁﬁhﬁgIqﬂﬂéu%ﬂuFi?ﬁ?%%%i@%ﬁemhen the di stance between the

portable 15 care and the term nal apparatus is in the range of the second

di stance to the thultditst it BRErE2pPPeEEi P&d BRWRTHTICRE r AV enhare thmat

has power of the second power |evel and is received when the distance

bet ween hrevisie abiroxtaklencarfetietntanl bappatachsdi bethWeeni aspudictsence

or shorter. Wth the above construction, since the second term nal

appar at uselms. rangeai beatviyatloas: arvargedafid. agpprpbeet regugméngcal Ly ght-

shiel ded) to prevent | eakage of a radio wave, and the portable card is

i nsetd ed lioddd drdve-edect romagneti cal |y shi el ded device, personal information

25 transferred between the term nal apparatus and the integrated 10 27

January 2003 devi cerhs preyvept eshfdom kel ngui Bt eregprted hy aﬁanﬂﬁﬁgwsléf

intentioned third party. Since the second process perfornmed in the close

node can r.s@nakylLn han t i jgh [ VY ;
nandhg sPensanakni EQEHBBEQ céPg %éﬁé%ﬁégﬁ%hggfﬁ&% eaﬂgﬁ device

Accordingly, the integrated device can term nal

appar at ug . t. r t he personal information. w ntacting the,.
internalw@r%ggigggﬁﬁpﬁg'tegﬂiﬁ%.e%&ké%%ﬁ%w}ﬂﬂﬁ%oggg%éP§g tﬁé'poregblgnﬁérd
of the present .inventjon not only coordinates with the term nal. apparatus
Chr ough ROCORA AT brERRF SHE PEnbt o FBUB® LaaRBREBHIENt L ORAT L 51 EALPe™
cards do, but performs a process for paynment which has been thought
unsut? able &S ts BEEPES€aPd Br SRFORE PRERPBENECHT WBEehr ‘Fh?.P?ﬁ’éﬁbg§ £6rsay,
one portable card of the present invention includes all personal

i nf or mat iien usedi r bdsedr arhea t wedpor peses.trEhsaligsded e powene stpphiad 1
fromthe first termnal y_ ~ . apparatus can be as |ow as conforns to the
donesti c apperatals;as phecBadiaglanitAsperdblygl o ddiefqror alflieseapdocas s
coordinate with the term nal apparatus wi thout violating |aws, keeping a
necessar yhdinSkaRCRoREEWEEBNCcEREMi s used for the first purpose and perform

a second process when the portable card is used for the second



20 In the above portable card, the second purpose nmay deal with nore
confidential data than the first purpose, the first procesg7iaghdtgesost

| east one of an encryption process for encrypting data using a first
encryption key, a decryption process for decrypting data using the first
encrypti porpewe:a £d cer ticinmtatiicat prpoesst f opeceabllief yangperfiormsponsent 0
an 11 27 January 2003 - authentication process perforned by the term nal

appar at Usonadthetiel taatd i1RgubPehaphe Eritdhassi Nghé heebini k1 eRePHH Al
key, and an authentication process for authenticating the term nal

appar at ug,usi-ng gi%cf 'srﬁhr?e%{iy@tﬂyrbéfyorﬁm?s§se@9 RERREHS claRGldidss @t

| east one of an éncrypti o process for encrypfing data using a second

encrypti Kk whi ¢ rovides higher,_securi a e first ypt.i.on
key, a dggﬁyg#gnnﬁgo %Egr?g sd‘é&??pﬁ?\gp%lﬁ%%b%gi%{:#{Ihleg s‘fesceodngbglceslyt&?%n
key, a certification process for certifying, in response to an 10
aut heht i 8at 6% 596@53§H§9q§ﬁrﬁ§9tﬁpﬁrﬁ??%ﬁhﬁ?&ﬁpaﬁgaratus, authenticity of
the portable card using the second encryption key, and an authentication
process for authentWi&dhi het RO nEpRStappatatus Whgtihedsadomyrrose
encryption key, the second _ process has a heavier processing |oad than the
first prpoessplle] aaddt hies ssecormbinetibevelypes et earidhedsbdsebon dvr
anount of power consuned when the processing unit perforns the second
process. eM&hplehepabpeatcandt passing, tAnoeeRr ¥ptickekeygapeoviadisnd turghes
security is used for the second purpose for 20 which higher security is
requi redpeffe@nr esHbt , thbe POFpabés Cand ofeddenPEESENtby Nv@Rt | @R rAANM 0Nl Yy
coordinates with the term nal apparatus through a comrunication in the
reno n t] | ;PO : o, t r I r
{e W&ﬁgggaﬁgg Keo aeﬁgubz}g 4E201 &2 ﬁg@w - BT IR joricie e tsczcécp

paynment een t t unsuita or such a card from 2

Vi ewpol ngf, SREULLLY 02l Ls. 192 1906 Ror 1 bl o Gardd ol 2. 21 January

2003 - Venti Thcrtudes al T-pet sonal i nformati on rédquired

f the t ., In_the ab t abl the int ted d
nay | ncFROETER: GraGTRT T RA GRIA McSOPTRCROFT S0 T R 5 Shbr it

a

data that is _used only for the first purgose and (2), a second area for
storing d86&1lthatthe BoE8aBARy CRdd tHe ERBEomdesent 'invention is highly

useful,

15 Also, when the first purpose and the second purpose
reguaire different procesées to be done, data input/oufput
between the portable card of the present invention and the
terminal apparatus for either purpcse is performed through a
radio communication. There is no need ¢of connecting a connector

200 to the card. As understood from this, there is no need of
worrying about abrasion of a connector or faulty comnection in
terms of the portable card of the present invention since
connection using a connector is not requirgd in switching
between the two purposes or in inputting or outputting data. No

25 maintenance is required for the portable card and the terminal



pur pose, the comunicating unit includes a transm ssion/reception unit
operable to receive a comand i ssued by the term nal appar2i denuand2@d3nsm t
data to the term nal 10 apparatus using w reless communi cation, the
processing unit includes an access managi ng unit operable to, when the
i dent i f yRRE2GATShas Tt i FaleS eithiRerPAYRERT r ¥OTdr QocORECHaRFost: (8N t
either the first or second area corresponding to the identified purpose to
be access&dkandgprehielgionotieadt.her 15 areas from bei ng accessed, a decodi ng
unit operable to decode the command received by the transm ssion/reception
unit, and a nenory PECEsSrdt &, openabl golr@abiken ddred desddi tige unpkedehect s
that the conmand is a read conmand as a result of the decoding, read a
pi ece of ; 4abALSBRCELA CLoitYuANEat £aG COMRNCG I OMA (ardtukhevkhr 8k ok
second area and instruct the transm ssion/reception unit to transmt the
pi ece of ; dat.g,. .and opergble toq %r{é}%’ d?ﬁ&q' 29 14! ttrPeEtf&féaéi‘é‘t SR
command iS a wite command as a resu of e decoding, wite a piece of
data specified in_the ite commapd.to.the first. or second area..25 Wth
he abovEPESALERL AT Ihee ToA t 2bl &Eckid BeRnas ot ;2 Edhif) gt
accesses to only a specific area for a predeterm ned purpose and prevents
accessestP8 PHBEEt REr thP 33T I dtHg P T Tk &P Ut soRaFeF Rl oPRaBiFeR et hat
requires high security is stored in the second area, it is inpossible for
an i npr opBel portedaei ¢a&d.5 third party to intercept radi o conmuni cation
with the portable card while the portable card is normally carried by the
owner. |In the abovellportadbtendardbjebe i afegtheéedpdesént nepveéntiode as
synchroni zati on clock signal generation unit operable to, when the first
t er nitnal fappacakds WBupHe eshposepootabhe Hard,r stheymier tleveldéntifiging
portable card, send to the processing unit a synchronization clock signal
havi ng auhikst 1heeduesey & hafuddirgenenatedopBrapger dance uddd ankrequracy
of a carrier of a received signal, and operable to, when the second
term nal ,3PRALALUE PR RS ROWERSr Hhnd NEe SEEONKLPOYEE R¥E! <10 pHLdD) e
portabl e” card, sen& to the processing unit a synchronization clock signal
hayi ng a ond_frequency tib .S .hi ghe t ir r e " t he
cé?‘& n:ts a q%E.SP 4 h@gttah%eupcgﬁhyghgt}@@r ré%af* thPFn oty nt?é(rl}w%{glg

above construction, t he "power s I'ncreases, requency 0
synehroni zation of ool 81 a2 110" 888050 Thbe onables; LG i St e
15 first purpose when a distaznce between the portable card and the
terminal apparatus is in a range of a second distance to a third
distance.
With the above construction, the owner of the portable
card can use the portable card for the second purpose by
20 bringing it close to the terminal apparatus, and can use it for
the first pﬁrpose by keeping it at a distance from the terminal
apparatus. This facilitates the card owner since the card owner
can switch between the two purposes by changing the distance
between the portable card and the terminal apparatus.

25 The third object of the present invention is fulfilled



hi gh speed. Also, since the second circuit is activated by the

synchroni zation, cl ock signal having high frequency, a mul ta7 &@Buanf 2003 e
program such as the Java card is applicable. The above objects are al so
fulfiled by a term nal 25 apparatus which communi cates with a portable card
that conbri nshd 4 aboé Januarpl2008aad, | ntlegreaired tdevi ¢atsgiratedei ther ca
first node or a second node, wherein in the first node, a predeterm ned
process iscpevter nedodnd ishpdle FeeendhEde rmfi 0SS toeds f egler pawkirgher
security than the first node is perfornmed, the terminal 5 apparatus

conpr i S'E‘He bxﬁ%qé{‘f £ON34 NS5 Y ecrU‘ach%nq_n't%g’%la%‘éfdr e@waet Eeahlges

shi el ded so at a radi‘'o wave havi'ng over a predetermned |evel of power

does not fr ntthe r I a a

operable ?§8§g Pgrﬁqm} %rg%%%€§§§) %ﬁﬁ?%%e?ged |ﬁ5%H?k %ggglgﬂ& the
integrated 10 device to the second node_and then cq nicate with the
|nteérateﬁrﬂéﬁrieqg?%ﬂqqhﬁmg“?%elgﬁ?Ehﬂﬁl?g e &ggiﬂq?%mﬁmFOWV?h*Pﬁe
above construction, since the term nal apparatus has a device that is
arrangedildt @reTEbld ebfr GRERTES cal F§CShVERdIP! Heg%revedt Jakagase a
radi o wave, and the portable card is inserted into the el ectromagnetically
shieldedrdeaine@ e rawed ténmiaryiEtl en pregssfeamiagdbshweshot Hevedrpai nand
apparatus and the integrated device is prevented from being intercepted by
an i npropeel yiuyimg edhionecdhddris doipst t yhe Sipoee atie sezoaddisodthegeriosted
in the close node can handl e personal information that requires high

securitydiAeeardi B@ whddteed Niwgy at e6mderbCeeeadin@Qo @i e tbhéhethe
term nal apparatus to process the personal information without contacting

the jont eteelel%gcwch@ gd hesteifumal 2Raapparat geedéee%qheel ythtseehold
portable card of the present 15 27 January 2003 invention not only

coor di nayes W  okhe LIJT nale APPALALYS: o bl BUdl R camp GALLon. | Dt

renot e € as conv onal ~por e car but” per a process or
paynent whi.ch_has been t U|table for _such t he

vi ewpoi nE28fF B SeiFHHYE h'Lrh%tpp‘%at Ssay’ ore 5§Ft a‘bT%egtar ?H]fehesf)?gngnt
i nvention,includes all persanal inpformatio ired for the urposes
The aboveiB&RRfRalt Apphfatdd HaydFrHet WORP | oh&CBive O\ﬁ% 9%adng

unit operable to read, after the portable 10 card is inserted into the box,
physi cal F9WeEcshaad thaf SrRESTEATIAGH Ainee I @ity of the portabl e
card, fromthe portable card; a receiving unit operable to, after the
port’eﬁbl e card is irfEerh edhient eboNe bosnstrectior, oWe DPUEmORE | 0F tHRE is
input _ froman owner of the portable card and indi‘cates authenticity of 15
t he owneppraathle sezohdceeadbag swikicheperabl ectordeade aftien tthe poovabl e
card is inserted into the box, bio-information indicating physical

char act exbgbi¢edoby- the awieigraddeamddia cawnershand ¢ e ciund ceiéAgtHai t
sets the integrated device to the second node after confirm ng authenticity

of the Of"i‘%toargge&@eozpo{‘tl@bé@c&?d BARIAG qeeseteEEedpQ&ebfathg tgcended
i nformation, the owner i1nformation, "and the bio-information.
load and the power consumption required for the process. More
20 particularly, payment, which requires higher confidentialness
than checking at a ticket gate, has a larger load due to mutual
authentication or data encryption to provicde higher security,
can be performed when the portable carxrd is the first distance or

shorter away from the terminal apparatus when the portable card

25 receives higher power from the terminal apparatus.



Wth the above construction, it is possible for the term nal apparatus to
check the authenticity of the portable card and the card opnganusypaosny
conbi nati on of {a) information 25 physically recorded in the portable card,
{b) owner information, 16 27 January 2003 and (c? bio-information of the

portabl e card owneraldos prevbsesall §h-d ey elealitdentipat iomaarte i event s
counterfeit of the portable card. BRI EF DESCRI PTION OF DRAWNGS 5 FIG 1A

shows an tappearaneareb LBGiLE saaei%e'snatpswsﬁbed%gw £ rokGenEB tehawsn d he

size and internal structure of the ICcard 1 in the enbodinent. FIG 1C

shows enl [des t he d. F. ows, 1 he.i.nt
structurg%rgf%erﬁ]tzj%ne- %Sl’ pgl S%S%G eél%sh%&srtéﬁﬁgsﬁa@&duﬁgt el‘é{é\hg{:/%? F‘?r&g 4
shows an j.nternal_.structure o’ tkhle ower reproduction circuit 7. . 15 FIG
5 shows AT P TS GUN U B2t K S nchr oni zati on cl ock si gnal
generation circuit 19. FIG 6 is a Venn diagram used for explaining the
concegt of storing PRethRARME HoRtEmet F8RCH ntERet $roftet bt IR TANDT iTRAY 12

and 13. FIG 7 shows an internal structure of the controller 5. FIG 8A
shows anbientedrtielr <1 rilictalf etoiminel capibi 2 bR gnbltagefBERVESN auARELIZI WaRTeS,
8B shows out puts of the enable signal generation 17 27 January 2003 unit
29 in a thablimd opower ElbGerdAlsdrows &nixnsrit epower stevellurte othé hposeladele on
signal generation unit 34. FIG 9B shows outputs of the selection signal 5

generati @ard)i tox34 igedbridbterhiant spfdtatdd shevsnhap bt enrahnst Huctam e
of the cash dispenser 60. FIG 11A shows an internal structure of the

sel ecti OR1%-4R3magRBeRAEN QY YALE1428 bdx & oddhfhEd e QU D Wty edh dihg

sel ection signal generationh unit t- 42a in a table format. FIG 12A shows

an i gj er Rl rPet ur g Qloddessnab! § $egnaln genes aki9neUnide 42Prst power
level or higher, to the portable card in the box, and the
predetermined threshold value is determined based on (1)
received power of a radio wave that has power of the first powerx
level and is received when the distance between the portable

15 cara ana the terminal apparatus is in the range of the second
distgnce to the third aistance and (2) received power of a radio
wave that has power of the second power level and is received
when the distance between the portable card and the terminal
apparatus is the first distance or shorter.

20 With the above ‘construction, since the second terminal
apparatus has a device that is arranged (e.qg.,
electromagnetically shielded) to prevent leakage of a radio
wave, and the portable <card 1is inserted into the

electromagnetically shielded device, personal information

25 transferred between the terminal apparatus and the integrated

10



FIG 12B shows outputs of the enable signal generation 15 unit 42b in a
table format. FIG 13 shows the autonatic ticket gate 48 thayakasybbesfirst
term nal apparatus. FIG 14 shows an internal structure of the first

term nal apparatus. 2a FIG 15 shows that an owner of the IC card 1 takes

out the keveard isf peavanpecketrafdpRahds ifieetEepaed byoves ampartminiay of
the first termnal apparatus. FIG 16 shows a comruni cati on protocol

execut ed: t Qkl.ar ft Lr t LAal at be raad- :
ooty of | AREShEEORaN ERLLAr pdEeD) togntl! Bhe’ SLELAR) HR0PRLA! UM in

sequence_di.a ,hg the h Lcat ] ween, fhe first. .

term nal tgﬁpg;{la ue: hlgér%\%gt ﬁ:eab’l (‘ﬁ%#j%é gggggghsﬁyﬁ&ﬁlﬁﬁp?%gbf I!t‘s'hqt,}tls"eecsond

term nal |5 apparatus, used as_a cash dispens 19 shgyvsda dedi cat ed
is

r. FIG
box 65 h3vPhg aAFHhterha. FI BECOFCIRG 'hovﬁ}%e TRERErate PHSEFt e athder

the | oop antenna by the second term nal apparatus. FIG 21A shows that the
| C catd icoogrHssatien wikd 116 TormmahnPBerafus hECsPEBRESEefREnREeLrsonal
apparatus. FIG 21B shows that radi o waves are generated as indicated by
arrows y2ndrdmgdiwm | githeukC canta¢singosthd oinfferingdp ahntrenhs 68f ofthehe
second term nal apparatus. FIG 21C shows that the I1C card 1 has been

i nsertedttzmintd thppaeaond.t er Acaskrdappangt ushso gdwtadle bE€rdardfl tise in
contact with the |loop antenna 66. FIG 22 shows an internal structure of

the secog%ts%rrm Naln@RRAH Usioth| Gni2s icdod dilnaear tridhowithe t he fprieeedur e
of the 20 controller 73 of the second term nal apparatus. FIG 24 shows how

t he cont E?H_?\%fatﬁ% ofthgg%g]gc%ndﬁtogﬁ%%@%ﬂwr ats +GROT dihakes Wddb the

controlle of the | d 1. _ shows a nutual authentication

ber 90 o125 st (e LLEsL Lerimaa eonacel da Adlie ! G R 120 27

Whi oh |5 PAYBBAEaBIe arth] ri Gt T ST rBGP b 60 et PEoSPEPE FA%ShaiS hn

appearan%%eoiiewpoint of security. That is to say, one portable card of
the present invention includes all personal information required
for the two purposes.

15 Also, the power suprlied from the first terminal
apparatus can be as low as eonforms fo the domestic law such as
the Radio Law. Accordingly, the portable card can coordinate
with the terminal apparatus without violating laws, keeping a
necessary distance between them.

20 In the above portable card, the second purpose may
deal with more confidential data than the first purpose, the
first process includes at least one of an encryption process for
encrypting data using a first encryption key, a decryption

process for decrypting data using the first encryption key, a

25 certification process for certifying, in response to an

11



5the .Ccard 1. FIG 1B shows the size and internal structure of the IC
ecard 1. As showy. in FIG 1A the IC card 1 coordi nates oﬁ“\?@n“gﬁp%

card reader/witer 100 (hereinafter referred to as RRW10 rey are
several cmto 10 cm away from each other. As shown in FIG 1B the 1C card

1 is 53 i | ONgs J_Ebpg? 0o ; 1 n
confornsgtﬁecwg]ﬁ\gl%%(glgglr Sérlggggg]ef‘l nedp SB‘Y 10€§1kn‘(1¢1 %f%h%he I C
card 1 can Qun G 1A l.d the card mnt f|n ers. Ch th surface
o the TEraBRelRnMY il TG Horcatie, Tn-aﬁ?csma +0S GEniT T EAEFOR TRtbe

i s enbossed ("hD 181319 AAABBB" |n FIG 15 1A shown in FIG, 1B, |n5|de

of the | &&¢ard3Rdj ngfuddt? %P‘Fb%?)tla?ﬁerﬂﬁo%e tﬁolf 5 3RSt LgAF L8 Dnél&hi p
IC 3 being the integrated device. It should be noted here that the IC card
1 is onl i}e@mleﬁfmaLEmacrl@fa-’rﬁj wHbmdt thenfairs ta panvdtiagy keypowere cpeeand
FIG 1C shows enlarged sides of the I1C card. As 20 understood fromFI G 1C
no connepttorgsspi iscbudéebe dt kkebbhat czleectfi @al | gncoppédbnt prdeedHofior
antenna 2 or the one-chip IC 3 are forned on the sides of the I1C card, and

the si desnatgpzeaedidtn pnevegt anededchdr ehbevbtkenf ke beiigh eypoesedes
outside the IC card. Since the |IC card does not have any connectors, pins

or 25 thgibhke, 418008y ChhBRl G | 81 dEkVedh Y, Jecsh V!k@? pcg/ve&egy 3@10n27
January 2003 radi o waves froma term nal apparatus via the | oop anf enna 2.

Now, the ipternale St ehyy 1‘?{% td18 PR | Crﬂ_’f]pcﬂfcs”%c‘f‘bxis Qﬁc?@ﬁﬁiblﬂ_l %eyzl G 2

L

hvvsthglnternal struct ‘e one own 1n the
one-chip ges an 05c ASK C)m)duleatlo cl rcwt 4, raS{,’:oHtroll6 ah
BPSK rmdﬁfegﬁlén CII’ ui t p6r esp’ ﬁepcfortﬁfcﬁjbl}gm rehi tT7OPEN t &R 8, a
svvlt h 9, ap _encryption circuit 10, tion circuit 11, a nonvol atile

oY) 135S ReRGTCAOR SRRREFS BETIHITGR sPNCHibh SETTHRAY o2RPEFERIP-
generatl on circuit 14. 10 The ASK (Amplitude Shift Keying) denodul ation
circuit 2augeppdaratys ohythitePeRvePbpecasfodsiag die aseeerd atrarvayéon
(radi o wave) induced in the | oop antenna 2, and outputs NRZ
(Non- P, eketn- t anZer &) m@WaMemmw erval opetokntheambdgl atbe
wave to the controller 5. FIG 3 shows -a nodul ated 15 wave nodul ated by
t he ASK demndnkat kppaciartas tsindAsishawcomd Hisr@ptide kayel ope sbaprdof
the carrier. of the ASK-nodul ated wave indi cates data sequence u01011101".

The wavepshewss mdd G Befasebephcfedulatedoaidt kHdie tHASKADDE t nptHedswhi ch
produces a
15 ana the second power level is determined based on an amount of
power consumed when the processing unit performs the second
process.
With the above construction, an encryption key
providing higher security is used for the second purpose for
20 which higher security is required. As a result, the portable
card of the present invention not only coordinates with the
terminal apparatus through a communication in the remote mode as
conventional portable cards do, but performs a process for

payment which has been thought unsuitable for such a card from

25 the viewpoint of security. That is to say, one portable card of

12



wave in which a ratio of the maxi num anplitude to the m nimum 20 anplitude
i-s approxi mately 10:9. In the ASK10%the peak difference bgty&grary bgozxenter
frequency and the data frequency is relatively large, and the electric
power provided by the term nal apparatus is high. Furthernore, the data
sequencethf phesemwdul zivent v elnsludemsFlar mar sas alhd nforeatdon apqaired
transfer z5 rate of 10-424 Kbps The data transfer at this rate is nuch 21
27 Januafgr26B8 tast enrpbaest.he transfer rate at contact-type |C cards
{9000 bps as defined in 1S07815 and | S010536). As a result, the IC card 1

can input and out puln died ol Poripead angddpr @hes&n@etgaégedaaeumt:eotnaqata
per unit tinme. 5 The controller 5 (1) manages -nodes of the IC card 1, and

(2) accesggsyhbe QOQ‘ﬁQE%b'el %W%he%hlzlr?éﬂaéés The nwdes-grnaged; bydihe
controller 5 include: a renote node which is activated when the portable

card g s QL899§ Qg&a LhQ%aaﬁggg% veral, (%QJCkﬂé)fgﬁ%ﬂ?% ui 8§%t% gBQaba

apparatus ana ['a cl'ose iCh Y s Hetvat en 't
card i s cl ose to the rnlnal ratus, with a di stance o
bet ween WAFPEt A& Stnt %tﬂoigaﬁoﬁ Sc &S 21 ea{?ﬁé$$%|58FP&ﬁt

of the term nal apparatus In the renmote node, the controller 5 sets signa
CE1 out pRETR® I%e nonvol@t il e CESMRDES ELRG 0 hi BRilfevel , 1 RR4VERFnal SBL
output to the encryption circuit 10 to high level. In the cl ose node, the
cont r ol | erassses sisn jneteEOD UL quenaE o Gy Glegsiive weronmasdl 2sanedi3
to high level, and signal SE2 output to the encryption. circuits 10 and 11
to hi gh bgvedhe 20etmintak mppamy taceessd by rehemddantdatd etob ‘thteheteominelll er
wites data to the nonvolatile nenory 12 or 13 in accordance with a conmand

receivvedapparutiie tesihdalwiappaisat usoMnaniBetibaop g epracasaicgt henAsK
denodul ation circuit 4, reads data fromthe nonvolatile nmenory 12 or 13 in

accordanggcm hbsa 2a CQPEE%@@ I 88l é:er{Hlt‘Jﬁe JEWIEd appar afwsn Vi anthe
| oop 22 27 January 2003 -~ antenna Z and the PSK modul ation circuit 6,

and out puhs,the,tead daia v theBPSK: gudu alidn ehecuii . apd thechagp

ant enna | ose node, inportant personal information i's input or

out put . ghe%%%éahégggrve&{%%ggg%geli%%%%gypt%%%%EQEQEa'§o§r%9§5§é9%§ to

encrypte encryp ré encrypte
encrypti o CLreul A0, The dectyBLed or LESDSLAPLEY 92t bEc"Uid ©0-R0L0
15 areas from being accessed, a decoding unit operable to decode
the command received by the transmiésion/reception unit, and a
memory access unit operable to, when the Aecoding unit detects
that the command is a read command as a result of the decoding,
read a piece of data specified by the read command from either
20 the first or second area and instruct the transmission/reception
unit to transmit the piece of data, and operable to, when the
decoding unit detects that the command is a write command as a
result of the decoding, write a piece of data specified in the

write command to the first or second area.

25 With the above construction, the portable card permits

13



13. The BPSK (Binary Phase Shift Keying) nodulation 10 circuit 6 nodul ates
the data sequence output fromthe controller 5 with the | oggysyidrg oo

met hod, sub--nodul ates the data sequence with the BPSK net hod using a
sub-carrier of 847.5 Khz, and outputs the result to the term nal apparatus.
Si nce thecBESEeEDdUIahlgnacbpédifiB pecid of 6B 4 her exbelte mti roedd vpudp@s d 5and
different nethod from the ASK denodul ation circuit 4, the BPSK nodul ation

circuit @redrrmadi scbisEeEeid NehPOWRRekr amddie, AStimbdated yavesenlher
power reproductlon circuit 7 obtains constant voltage by rectifying the

ASK‘ ”Ddugl mwi {:ﬁ§t.29e§9‘ﬁ:§st 9 itdhe spéé%f'ff?d%a%'t%”ré‘d rLali t

4, contr on circ encryption circult

encrypt| ci_rcui nonyol at i ngn e
synchronlg&tf&ﬁogpogﬁégrgﬁ 1§eh@P8FFg§£% %SEI X%EE%EF%W sgg %qﬁ$°£g§
|ntergal structure of the power reproduction circuit A% shown n FIG
, St I FTFIUCHS o G TCERT TadRO CQI?mgahaaHOQowst SaBO HtiL e
di odes and one capacitor, and is conposed of a diode bridge circuit 15 and
a 3-ternicaald régdieattdre IO iaRke qand di DdeoBREHYE CAFEUFE DB EBEt OMNET -an
A5K- nodul at ed wave induced in the Ioop antenna 2, and the 3-term nal
regul ator 16 converis Sha shgwalpoutghite foaom t rté'lejiiamegmi@gie ceEvicd tmalp
into a constant voltage of, for exanple, 3 V. here, she power supplied from
t he terminalluaepar aishrbhodghibhecASKkmetighal edenavetipar @ases ogrerable
decreases depending on the distance fromthe term nal apparatus. That is to

say, thetghorfeént Raedistaicetbipmmbie dididdls ?supppaest Yowess blie digher
t he voltage output fromthe diode bridge circuit 1S 1s. In other words,

thisyyol t:3g& « é%;af %@lm V@k@ ot Pab1 bockbe, cophrokberne 5%&%%@&&*16

anplitude chan card 1 7s used’ in Japan,  the power

suppli ed by treeF§8§ﬁ£P£§9 %gﬁ‘ﬁt 'cflig: ?Wgﬁ}laz hiQyg r<-={3‘0' P YBVEY ¢ é:{‘c ig

renote no e shou omer becaus ransnlttl
waves of M\ or g r Wit hout rn155|o anned e Radio Law
a5 %%9

cont r ast ,t lﬁoﬁEFe 5Fi &8 f‘ﬁFS ﬁn?%d‘f’b FIRHEHY dofke Cr?b“d:elec]%mo%e
10 mMWor higher, This is because in the close npde, the |oop antenng 2 of
the | C 26 cEReFIVES ELF8elro Atk GRRERPRE of Or h& ey il saﬁgﬁga%“}wa& box
which is electromagnetically shielded. The switch 8 is open in_the renote
mode, an@PPEXAdFedSPEPlEGAdIREVOR ol ytRRenSEPRICOMAHT et €Bo3et BO sitdifal
SE2 to a high level. Wien the switch 8 is closed for conduction, the 25
constant peolttedde gemed at ednby ttd"letlp@m@ror:epsoaigcturart cér syhchropd zatipn
January 2003 -
clock signal having a second fregquency that is higher than the
first frequency.
With the above construction, as the power supply
increases, the frequency of the synchronization clock signal
20 increases. This enables the integrated device to operate at
high speed. Also, since the second circuit is activated by the
synchronization clock signal having high fregquency, a multi-0S
software program such as the Java card is applicable.

The above objects are also fulfiled by a terminal

25 apparatus which communicates with a portable card that contains

14
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and the synchronization clock signal generated by the synchronization cl ock
signal generation circuit 14 are supplied to the nonvol ati be JaruaHy20d8. The
switch 9 is open. in the renote node, and is closed 5 for conduction only
when the controller 5 sets signal SE2 to a high level. Wen the switch 9 is
cl osed f@n cohndectreaed tdeviomnstant twol dibgeegenerfatext bhyoddeopowersecond
reproduction circuit 7 and the synchronization clock signal generated by
the synchicud zathereghotln stgealfigenerabten o rstbdeddrnigesuppbicedslDiso
the encryption circuit 11. The encryption circuit 10 is used for nutual

aut hent i ?éfmnbﬁ;t%ﬁt 1@ HeC el ol mded t%ep&%eats@athalepﬁéasuz?e@ft 5héPe

| C card approaches the term nal apparatus and the one-chi p

activate r n i 0 10 al S for
encrypti %géés}lecﬂ&tﬁéerguﬁﬂg% dg-k%sﬁh(eiﬁlé/@% J[c?lsatgp Eléf:lsmt }ged o?é)’?&eﬂlcrg?ved
between the IC card 1 and the termni nal qpparatus after the one-chip JC 3 is
acti vat eFARFIRECR| GEEPROFeN9that Pe¥t ¥Idhy, ST HYata gBGGRhEe at hed
by. denDduIatlng a radi o wave has been encrypted, the 20 encryption circuit
10 decr yRieFIROMSESHcad J0atsdisd@iech 66 dhditod FRcE g AYE N iGBhtP @  e? 5.
Al so, when necessary, the encryption circuit 10 further encrypts a piece of
encrypt edbrxdatesihgedndevel ksy podepudpetss fat t beahefront tolel ereBniThe
encryption circuit 10 perfornms encryption using the secret-key 25

encrypt i appdES{dat anBncay pidremrSiandatgl) veddr yppevabldr HoES 25tex2ihe
January 2003 -- encryption or the like. The encryption circuit 11 is used .
for nutugloatdibeat iceald ons bahrartddieih€ocaite 1bang tdex t €nE1 NaltapRatad Us
after the TC card 1 becones close to the termi nal apparatus and the

i nt egoat efbwlevd ca-d S e | walemd nmtala% ckage fRER. J&ﬁn&'@:@éé{@é' Qi €4 Fcifd 11
perfornms encryption using the public-key encryption (the elliptic curve

encrypti cfﬁ'}t@ér%ltﬁecﬁs? 1cVeeSBgV§%f w1n$‘e|t€3{@n%f£@ﬁ ¥PLEONLmithes  ragio

nonvol at i nory 12 1S achi wita ferro el ectric menory,
FeR, AM aqr_ EEPROM havi ng .capacity of 15 bytes, and stores personal

i nfor mat i Ssed in the remote or close mode. Such information is read or
witten fromto the nonvolatlle nennrgﬁlz when, signal. CE1 or, CE2 i s .output.

The nonvol atile menBtyP13thE atRPEGedCBYSEXREM PRabl B18%° Fehh- dedtifat

menory, FeRAM or EEPROM having capacity of 16 bytes, and stores personal
i nf or mat iAPABEEDN| YIRS t he? cl 09eVABEe. THRY nf okfat | BRIAEIPEad o it ten

fromto the
15 electromagnetically shielded) to prevent leakage of a radio

wave, and the poriabla card ' is _inserted into the
electromagnetically shielded device, personal information
transferred between the terminal apparatus and the integrated
device is prevented from being intercepted by an improperly
20 intentioned third-party. Since the second mode performed in the
close mode can handle personal information that requires high
security. Accordingly, the integrated device can coordinate
with the terminal apparatus to process the personal information
without contacting the internal circuit of the terminal

25 apparatus. Accordingly, the portable card of the present

15



nonvol atil e nmenory 13 when signal CE2 is output. The personal information
i5 stored in the nonvolatile 20 nenories 12 and 13 as follgyganﬁgyé §zis a
venn di agram used for explaining the concept of storing the personha
information in the nonvolatile nenories 12 ar_ d 13. In FIG 6, subset Ais

a set of iperesanaln | RERr NBE1 9N Lsedi O Yed N Wik T EABE 6 dBfeh 2 SURSRla B s @

set of personal information used only in the close 25 node, and sSubset Cis

a set of RUSAAA A1 USR] O 4156 I DOLN Afhoc L TmbRRuALY 2003 NG dprt €
and cl ose 1o . T~I'€ nonvoratTle menory 12 stores tre subsets A~ B, and C.
The nonvol atile menory 13 stcres the subsets B. Wen the I1C card.1l.i .s a
bank car RORASACARES FO/2b4EaPoREGTRS AnEToRRSs 16X ReVEFgE Sinest Had
paynment that is highly secret information is assigned to the subset B, and
a smal | Heen Brop@yFenbsupiebile &gy surhahdtard sTaSBi §RedVE VPR ndulsset
A. Wien the TCcard 1 is a resident card issued by a |ocal governnent, the
name &nd sadursissy ar e TAssi ghedtoo stehe subsepotiaddepeegshadf | bher patesEnt
such as famly registration ar_d withholding tax, that is highly secret

i nf or mat iigwengt iassiigeeddes the pebsehaB, iafdrmat Domatéquni odd tmitis: cowt s
or neeting roons reserved by the owner of the card that is easy to handle
is assig ddaxdde subset C. 15 The synchroni zati on cl ock signal generation
circuit 14 obtains a synchronization clock signal fromthe ASK-nodul at ed

wave, and supplies the A9KsE0dulal £y Oﬁ%l%ﬁ&eé‘ﬁfrne{;g”fﬁ%ﬂeg ncgmp@agreyrgdﬂ

circuit 10, encryption circuit 11, non ry 12, a nonvol at i

ToTorY 1 FI.G 5 shovs e ) (Lennal 20,540 Uk ureegl LBeosY DRl auAakhan

cl ock signal generation Cir own in e’ dra
synchroni zatjon cl ock signal geperation circuit i4 ir_cludes.a_conpar.ator
17 200 8 PG dency TR 51 SR T8S ARG RO NeSRSRpar bt 8r TTTOCHaal 88 CERE T on
anplitude voltage of the ASK-nodul ated wave with a certain threshold 25
vol t age @G5SR % aykheatdcdhyl ChathRgPPREEPLEgGBREY FFOBf thRePRFtabIE
January 2003 ' carrier, the frequency divider 18 divides the frequency fl
of the pylaaisigmaceiving MM bi epesabhd 60t paf§erhé&hpi pessahdeacard is
synchroni zati on clock signal, N being an integer of 1 or higher,
inserted into the box, receive owner information that is input .
from an owner of the portable card and indicates authenticity of
15 the owner; and a second reading unit operable to read, after the
portable card 1is inserted into the box, bic-information
indicating physical characteristics of -the owner, from the
owner, and the communicating unit sets the integrated device to
the second mode after confirming authenticity of the owner or
20 the portable card using one of the physically recorded
information, the owner information, and the bio-information.
With the above construction, it is possible for the
terminal apparatus to check the authenticity of the portable

card and the card owner using any combination of (a) information

25 physically recorded in the portable card, (b) owner information,
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M being an integer of 2 or higher nore, and relationship 5 represented as
_.N<M bei ng satisfied. The frequency division ratio used by fre y
di,rider 18 is set to Pl when signal S~2 output fromthe cgﬂﬁ?%ﬁvggsggis a
| ow | evel ; and the frequency division ratio is set to P2 (P2>P1) when

-signal SE2,output .f.rom the confroller LS a hi | evel . n_the 1Q...
'frequencgngf E(Eg (? r°rilé}£1?r§gal%".% I\9I~I?Z,§hFhep%&e"gll?}e%cfacfidvy\g‘?%ﬁgr’ati 8”?513
shoul d be a val ue that satisfies the condition_that the freguenc of the
_synchr onPFRVRAERSc oS iRl PR usCE OMBHi BIEVRREY 6P Pﬁﬁé%,e%ncf’? he
frequenc¥ division ratio P2 should be a value that satisfies the condition
that thethpeRCHERRY-Sofcafe 15 synchroni zation clock signal (P2 X 13.56 MHZ)
is higher than 2 MHZ. The cl ock signal frequency is set as described above
since the clock signal frequency affects the power consunption of the
integrated device. That is to say, since in Japan, the 20 power supplied in

the renogeippderthrgwa onadiro wevevgdioul d be |ower than 10 mW the

frequency of the synchroni zation cl ock signal obtained by the

synchy oni zat i on C'Q§$G§iQﬂabhg%@e%%tﬁg?ééﬂéﬂEé dft e dividiPg then the
frequency fl of the pulse signal shoul’d satisfy the condition that the
power copsHARti@R+0f the 25 integrated device is lower than 10 mW The
above freéquency OF'28 27 January 2003 1 NHi Z or |l ower satisfies this

condition. On the rary, .since .n Japan he power ., supplied_in the.close
node through radio 'egl%h%m"ﬁs b‘-ehq_os%o‘?’n ijglﬁ‘g?Fn?%\esgfgbﬁ§858yogf e
synchronj zati o | ock signal obtained by the synchroni zation 5 cl ock signa
gener ati ofi ERFEuitt 114 tHY GG IME e frequency fl of the pul se signal
should satisfy the condition that the power consu~~nption of the integrated
device is 10 nb4 orEHigr¥s . shoes apovergedatefey of ﬁgghé? FREA-2 MHZ
satisfies this condition. As understood from above, in the close node, a
synctroni zati on 1D Bi@na? bhowagthef dadeamal tatrudimese asf hilgh aesetkbip
renmote node is supplied. Therefore, in the close node, the integrated

device can Bperate at a speed two tines as high as the renote node. _ Now,
the internal structure of the controller 5 wll 15 be described. FIG 7

shows the interra~ stguct usigowé sheasrrhbalh gte&. wAseShown in the draw ng,
the controller 7 includes a voltage conparison circuit 19, a memory contro
unit 20, an encryptgaf, cant sQbwdNidn 250U 22ruaRdrOR &4 1 eiid Spdier
reproduction circuit 7.
15 FIG. 5 shows an internal - structure of the
synchronization clock signal generation circuit 14.
FIG. 6 is a Venn diagram used for explaining the
concept of storing the personal information in the nonvolatile

memories 12 and 13.

20 FIG. 7 shows an internal structure of the controller

FIG. B8A shows an internal structure of the enable
signal generation unit 29.

FIG. 8B shows outputs of the enable signal generation
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to 25. 2fl ~ The voltage conparison circuit 19 conpares voltage Vdd out put
fromthe diode bridge circuit 15 with the threshold val ue 4¥jiRudrydeg3 Whi ch
of themis higher, and sets the operation node of the IC card 1 to either
the cl ose node or the renote node. That is to say, when the voltage Vdd is
hi gher tiraintt2@ %5 4 htashel flovmkte, the voltage conparison circuit 19 sets
the 29 27 January 2003 operation node to the close Mdde and sets the SEh
signal to the highrieveba ahdwehan tiheevrelzlage rvitture |oferhd hegl ébeion

t hreshol d val ue, the voltage conparison circuit 19 sets the operation node
to the renpie node. andi keepsithgsSEL signal at the lTow level. 5 The nenory
control unit 20 includes an address generation unit 27, a data control unit
2B, and an enabl e nal Jgener, i 9, er. ge on
unit 27 controls aggr%e'sseegs o%‘} S n(?lrgll\r%@tu‘tt%i I ec’%rrerFDrl ees‘%déjéﬁd&l Q%Q‘Eh
accordance with an instryuction fromthe M~U 22, and the data 10 control
unit °28 %%ﬁﬁ?%ﬁ%?%éﬁpl?egg hg Brtﬁgﬁ?iﬁarﬁﬁﬁnito t he nonvol atile nmenories
12 and 13. FIG 8A shoms the internal structure of the enabl e sjgnal
generation unit 29¥Ifn A& BRWS héNswiRERTREYnA CEETET] 1P sthﬁo ¢aghhi gh
| evel when the MPU 22 refers the switching between the renote node and

cl ose nuifespsnser th@. vol t age conparison circuit 19, and (2) set to the |ow
| evel when MPU 22 perforns the switchir_g between the renote node and cl ose
node by itself. TheIibPULI22 prkotsras iheesmal chingcibeteesh the senedel onde
and close node by itself in the follow ng cases. Wile the 2~ voltage

conpari soigaY cgéietDrpen fend® thg.switching, the I1C card is receiving
radio waves ot her than those fromthe term nal apparatus. In this case,

whenot he vol tage Vgdgat thg dgﬁeﬁsbrweeueycaft tbe becor®@s: i gh 51%nal
occasionally, the operation node may be switched to the cl ose node

m st ake. %ﬁg& IZZ,Zﬁ_ @%%0% ® tpg $wi kghing by itself when it is expected

that the anuary mntc |ng |s perforned erroneously as above.

FI G 8B shows |n an I f.or nmat hom15| 1 .an ar
BT ‘ agEsutar t%e dd%%ai‘nae’%arﬁje%hold

accordance with the |nat|o'w%fathé

value.'Q¥%é%zﬂgéaégéklonggggéaségp uni t 29 |nclcdes an AND

FIG. 12B shows outputs of the enable signal generation

15 unit 42b in a table format.

FIG. 13 shows the automatic ticket gate 48 that hes
the first terminal apparatus.

FIG. 14 shows an internal structure of the first
terminal apparatus.

20 FIG. 15 shows that an owner of the IC card 1 takes out
the IC card 1 from a pocket and holds the IC card 1 over an
antenna of the first terminal apparatus.

FIG. 16 shows a communication protocol executed by the
controller 55 of the first terminal apparatus and the controller

25 5 of the IC card 1.
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5 circuit 30 and an AND circuit 31. The AND circuit 30 t~erforns an AND
cperation using the swtch signal CE and the SEL signal % é]+ﬂ@§?@

vol tage conparison circuit 19, and sets signal CE2 to the el when
both the SEL signal and the switch signal CE are the high Ievel so that the
nonvol atile menoriesrg2 107 and 18 aequselectelagsen tshewiowy othél QR DE
in FIG 8B). The AND circuit 31 perforns an AND operation using the switch

signal Chy @ik ddWesd el Vb Phet BE-SELaigRAkL apga&@%ss'a&@alwglzéo
the high |l evel when signal SEL is the |ow | evel and e switch signal CE is

t he hlgh‘4gﬁ§ so that only the nonvolatile ~ me~ury :~2 is selected (see
the row o MOTE MODE in FIG 8B). The encryption control unit 21 includes

a data control unit el ection si ge on_unit, 3 The data
control unit 33 configl f%es YT i ABut 7% % i fﬂsn?%8 tFREGHEr QWﬁP(ﬁ
circuits 10 and 11 in accordance with an instruction 20 fromthe nenory
control GRRAFALYD UFE 292 sPAWS EhEPERSEFRal structure of the sel ection
signal generation unit 34. FIG 9H shows in a table format how the signals
SE1 and SE2 are set FEf.adCorsdente anidedidrtednbdnabbohavinghenswintenrsi cnal
CE, Vvdd, and threshold value 4V. As understood fromthese draw ngs, the 25

sel ection signal geREGat 2Onshows BdwishsiIf|@rd d tie iersdted3inde?7 the
January 2003 ' signal generation unit 29) The sel ection signal genexation

unit 34 igdpldas: aihANBY CEHEUsécShd apdrain2ANBbpapedhs . 36. The AND circuit
35 sets signal SE2 to the high I evel when both the SEL signal and the

swi tch signal CE arerghezhphobnbg¥etnge that rtheapqensr ¥absantsl k %ulh%dg)
and 11 are selected (see the row of CT~-OSE MODE in FIG 9B). The A

t t h | CE d
CI T cyh d%&at{ég{e Préd o - sé’@&f\&‘ g%%ngxz%ﬂgawgr ch signal CE and an

i nverte of the SEZ signa gna [ to the hi gh | eve
when t he signal ow, | evel _.and th tch si gnal h

| evel to so that onF;at’ hgﬁe%cfsi)ﬁfqlsont%ﬁcﬁ lfo RSN gffeecgi%ee‘an?é r“’b%/ of
REMOTE MCDE. .in FIG, 9B). The U 22 structure shown in FIG

er pal
0. and RSARRIES Y BE5 Weodan e §7 0e0r NI FREY LRACIPRA, Cht GBe
whet her the MPU 22 refers the nDde switching to the 15 vol tage conparison

circuit PR FeEFrasdftopythe seeFond Earnenasi gaaprateput unit 38 for

setting the switch signal CE to (1)
FIG. 21C shows that the IC card 1 has been inserted

15  into the second terminal apparatus so that the IC carxrd 1 is in
contact with the loop antenﬁa 66.

FIG. 22 shows an internal structure of the second
terminal apparatus.

FIG. 23 is a flowchart showing the procedure of the

20 controller 73 of the second terminal apparatus.

FIG. 24 shows how the controller 73 of the second
terminal apparatus coordinates with the controller 7 of the IC
card 1.

FIG. 25 shows a mutual authentication performed

25 Dbpetween the first terminal apparatus and the IC card.
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the high level when the MPU 22 refers the switching to the voltage
conparison circuit 19, ar_d (2) the low |l evel when MPU 22 r

swi t chi ng between by itself; a command buffer 39 2fl for, 0 JBHRﬁZZEE%K
nodul ation circuit 6 outputs an NRZ data sequence, taklng in the NRZ data
sequencepasTaMoOIER, (A RFOMENGANalnEs iNwiNTtTAD for anal yzing the data
sequence taken in as a conmand; a nmenory access unit 41 for accessing the

menory in accordanoﬁté/v'fchtcttﬁ A£5yl fa 8k sthepanah vst sa:byentthfal%ér&o@m@te

analysis unit 40; a selection signal generation unit 42a 3 27 January
2003 f t I E
%%Mtémw&%%ﬁf;%%m@%mme

MPt1 22 ormns € 'SW't thi ng an"enable Si genera

unit 42b.fo uttln nal and CE2 when the conmand i ndi cates that
the MPU 20SHBATBRENt At SOLAF R PR GY | (SEFT . LA iR F HCEHPEFBRCENS ¢
card | determ nes at shipping whether the node switching is to be performned
usi ng® a eBAMARdceEdel ectﬁ)% pbRETROWh & Nt ifriefd eBsle d PAGE T He SHEYE TEWRt OHi ng
is a polling coomand which is issued for polling by a first term nal
appar at usher I& saednd .t erds neiowi0 iappRiGit UsA whitlcd I | tabe deseoeokbBadalatser .
Now, the selection signal generation unit 42a and the enabl e signal

gener ati afithnkt ded2bated| ched desede badritdre 196 qtidredinsifgral rgfrerati ao
unit 42a controls outputting of signals SE1 ar_d SE2 based on a 4-bit

access 13sSpesi ft@@t | gRehi eh@yand-a dehitaenehyebi 00, spesidy catbanehiel d
in the command. FT-~. 11A shows an internal structure of the sel ection

si gnalggRaEat] o dinkiodas nAR-URPeNR Pae Ofc FLELal1ASOYe, 08 dnbi fi1@egess

speC|f|cat|on field and a 4-bit encryption speC|f|cat|on field in the

pol I {ng n S er.dat g I en.and .
MetLer gl gﬁgl ﬂngﬁp% Ségdl Qoz\%trat? %{lhé}p % v%aT\%ﬁS%DSg %o&]\g%%% r@ecggnl zed
froma correspondi ng conbi.nati,on _of_ th yal spec ied in the 4-bit
access sg fclpacratfl%‘nzﬁ’lgbg 1BR8 tRe Ifoo&tE “enc 'ion gﬁe(?wﬁefatqfont}??ertg 25
An AND CIrCUIt 43 outputs "1" to AND circuits 46 a 27 January 2003

47 when FREY SwEFTt wh b??%w%fltﬂguénéﬁypﬁFﬁﬁ-§B@ccﬁr9aW95H FiBP8TIare ©B0

and t he ugper two bits are "11".
e surface of the IC card 1, a character sequence indicating an

identification number is embossed (“NO.181319 AAABBB" in FIG.
15 1a). As shown in FIG. 1B, inside of the IC caxd 1 includes: a
loop antenna 2 with 4-5 turns; and a one-chip IC 3 being the
integrated device. It should be noted here that the IC caxd 1
is only 0.76 mm thick and cannot contain a battery or a power
circuit. FIG. 1C shows enlarged sides of the IC card. As
20 understood from FIG. 1C, no connectors, pins or the like that
electrically connect to the loop antenna 2 or the one-chip IC 3
are formed on the sides of the IC card, and the sides are sealed
to prevent metals or the like from being exposed outside the IC
card. Since the IC card does not have any connectors, pins or

25 the like, the one-chip IC 3 is driven by receiving power by

20



An AND circuit 44 outputs "1" to the AND circuit 46 when the |ower three

bits of the access specification field are 5 "000" and th\‘?\%ﬂﬂ‘ﬂﬁfa nPPgoPIt s
"1". An AND circuit 45 outputs "1" to the AND circuit 47 en the upper two
bits of the access specification field are "OL" and the lower two bits are

00", A 1, I, wh
bot h' ¢ he “AB Lt %@%%Wc%‘%%ﬁt wEe HRE 080 AlemBtiatui

47 sets signal SE2 € gh | evel oth the ,AND cirgcuit, 43
and AND cir~cui t 4 O%Utﬁﬁ? 1n€e 11‘?5 %“‘iﬂer‘ab U SIS -Cden:’gr"f/p%fon
circuits_10 and 11 are sel ected based on the definition shown in FIG 11B.

More spedis iCAIRAL gnai LGE12 | $heus FBetHE*ﬁFEﬁlI §¢EPCENG et RE Eﬁj@rﬁﬂ? on
circuit 10 is selected when the encryption specification field is 12h
(=11D0) atdn HeC aBcesdsspboihi dat iFdE 2@ f i drel ome-Spn{R1000P. iAcsadsst gl
SE2 signal is~set to the high level and the encryption circuits 10 and 11
are skl eqtond ddesrid het sqrececircation ,fizelabritsrdli2le =84,108) Bafl mbelvdeceisen
specification field is 4h (=0100). The enabl e signal generation unit 42b

control s A cQutp,t ia_n?oazfevskgﬁabau%ioﬁndlQEalbas«?daoswatétht, ACGRES 34
27 January 2003 specification field and in the polling command. has the

same cirayit agengr Aty bhl (28,185 1o Fl Gn LeA-shovecd 4ebidnepcryption

specification a encryption specification field The enabl e signal
generat i ty 2b st the s p_gyvn FI 2 An
upper pa?ﬂ)t UJHTJ‘ accless Ié%g%#'}ll cg?fon%fl é gﬁ}adnl%r{ﬂfgb%er? d jf% thgnf)%l ﬁ ng
command. FI G, 12B 7s V%hetfg}h all s read or witten alrcg whet her si gnal
CEl or CEXTNPTIN 3% Jtcﬁ'é SR %\T‘ﬁ%ﬁaEJa%nb%l¥%%bB ed froma
corr?$pond|ng conblnatlon of t he values specified in the 4-bit 10 access
speci'fication fiel dTBAd*tHe ZTB}ERAR 3T o VP& (ARG 3o Cinsre ©
speci ficall signal C-1 is set to the high level and tze nonvolatile
menor i es 4 Zepriubate®, skyeshed el ofte GRS e f | 2 JBPEHL aEREl Fa%E gh
(=1000). Also, signal CE2 is set to tire high level and only the 15

nonvol at i {radieowgve? iindwestt Bd when tdwp azresnnapdei fanshtdwrphtel *R% 4h
(=0100). Up to now, the MPU 22 has been described. Now, the remaining
conponent @af-Rdtenconts-otées) Sdwitkl smexipimised. oThenORmoiglapd 88 stioawn
in FIG 7 outputs either signal CEl output 20 fromthe MPU 22 or signal CEl

out put f myade: @nabiee stgnadhegeneraidlor Ut 2940 3 henhsoaval abicha dR@DrYy
12. The OR circuit 24 outputs either signal CE2 output fromthe MPU 22 or

CE2 gyt pliktavfef %&ﬁ%@é@b&f Shgnabk 9gBgb Akl 9P1 R £128ute khe ReNwelA Ileh

menory 13. The O? circuit 25 outputs either sigral SEl output 35
January fr ML 22, El-0 u t e Q
generati (%%Oﬁnl t" 3 € monv ?é??l éf nghgrca%égg#hgfoﬁq%i %%%jl %ﬁog%ﬁo%ﬁ%ep%t S

ei t her SI nal out put, fromthe NPU@J(Z)Q r. SE2 o ut _fromthe sel
i gnal V&&&%&Mﬁ. Ha33” Ps R o e ﬁ%gy‘”ﬁ&e Tors i el
card 1 h S bee descrl%§ : , he fi rust appar at us_wi |
describe? hers Pe&n SHY 9QEN§UWJ tlt@etléﬁé at’%e ‘fh‘g}f’ ‘Flléspfﬁguﬁelssta
term nal apparatus. The automatic ticket gate 48 has a gate 49 and a R'W
1C0. Thewave in which a ratio of the maximum amplitude to the minimum
20 amplitude is eapproximately 10:9. In the ASK10%, <the peak
difference between the center frequency and the data frequency
is relatively large, and the electric power provided by the
terminal apparatus is high. Furthermore, the data segquence in

the modulated wave is transferred to the IC card 1 at a transfer

25 rate of 10-424 Kbps. The data transfer at this rate is much
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10 gate 49 opens and closes in control of the first termnal apparatus.

FIG 14 shows an internal structure of the RRW100 din her ebnaft &t oobe R'W
100 and the first term nal apparatus are regarded as a sane apparatus). As
shown in FTG 14, the first 15 term nal apparatus includes a power circuit

50, an imketkacenappanat #eafdfeanr ASK DB ON-SjpEUId Bkdd ERYO bps
denodul ation circuit 53, a controller 55, and an encryption circuit 56. It

| s foundaRy qefiglld 19, 1726 Lhd Madod 318 theatCocard, ]l cdogg nale il ude
a power circuit, the first termnal 20 apparatus includes the power circuit
50. Al'so [ [ g deyice. of .t |G card 1.is_ ctiwvate

unti | po%eﬁgksigﬁﬁﬁi%ﬁénégéggttggkgn%? %BE%wﬁﬁ%ﬁHi% %r%é?géFgcéiF%j ®the
first term nal apparatus are always driven by the enbedded power circuit
50) Furtﬁ@PHB#eP\Jaﬂpé P "B ard ™ does not include 25 an interface used
for connecting to other apparatus, the first 3b 27 January 2003 '

termhal apparat us THelRRE AT R ef Pladeenapas aragdes1ofotheodFdicdad iy

wi th a host apparatus of a managenent systemin the station. Wiile the IC
card 1 i anHud@s ancaSkedetbduhanvobati e romemoraas 22BRSK dddul Thieomodes
circuit, the first term nal apparatus includes the ASK nodul ation circuit
52 and thenBld8 deyodhkatddit It t 5 53ncIheleASKa meehibakednotky ewnfbnhprigyi de
hi gh electric power as described earlier. For this reason, the first

term nal sgRRaAls Wokn MHE abE8thPEe PRI eBerdt Ssbdya 18t he POWRRion
circuit 50, and supplies the nodul ated power to the IC card 1 conning cl ose

to the fipgebaherdhnal apRPaLAt ¥ay E38n Q16T debni AGHUGSS BNGRYPL | QR 2

circuits 10 and 11, where the _entryption circuit 10 encrypts using a
secrgt kK n ption ci.rcuit £enc S s pupli g kgy..dn
contrast?nggt%g&$$r§$§£¥eﬁﬁi%Sgﬁﬁ%%%%ﬁé%L n%%géegﬂaﬁgﬁf%e é%c??b i O
ci~c.~ui_.t 5~ :~.hich encrypts_using a secret_key, ,and does not incl.ude
an encryBLPER & cift FSTRGRERy BPPAGACE g S ibubl Fi SREPCoFIE, G0 sBwe Tn
comuni cation protocol executed by the 20 controll2r 55 of the first
t er ni nal P§PPEERL UYPARE t FBecoM TYTared dFeie® | ER8F d PPt TRODESARINITER i on
protocol will be explained with reference to FIG 16. The controller 55 of
the firstrterhrhafiappafapfisthestrmningl FEINE TR Womeaid the SEsptsImoged in
step S2, waits for the ICcard 1 to issue an |ID nunber.

the contrcllcr § sets signal CE1 output to the nonveolatile

15 memory 12 to high level, and signal SE1l output to the encryption
circuit 10 to high le&el. In the clcse mode, the controller 5
sets signal CEZ2 output to the nonvolatile memories 12 and 13 to
high level, and signal SE2 output to the enc;yption circuits 10
and 11 to high level.

20 In the memory access by the controller 5, the
controller writes data to the nonvolatile memory 12 or 13 in
accordance with a command received from the terminal apparatus
via the loop antenna 2 and the ASK demodulation circuit 4, reads

data from the nonvolatile memory 12 or 13 in accordance with a

25 command received from the terminal apparatus via the loop



25 The controller 55 of the first term nal apparatus waits for the 37 27
January 2003 ' IC card 1 to approach by repeating the step§7§@n@§92§@3
here, . suppose that, as shown in FIG 15, an owner of the ~ IC card 1
takes it out froma pocket, approaches the first termnal apparatus, and
hol ds t heahh€exasd2l aonertideBREW hoQuikhe ofhi rsitrdieirt ~6 pabkndppartatuts) . tHbe
ICcard 1 is then activated receiving power fromthe first termna

appar at Usye 2 hd 4 SHQP t33 Hp& qeatnaklien eietutibesl &ngatde Ll yehtontofinshe
first termnal apparatus to issue a polling command. After the first
termnal appafatiei Spyes AoRQ) | LAGCATNRNGAUCHAG LD MAld: o Al dlodd

step S3, e contro t he card 1transmts an | D nunber in“step
S4. After _receiving t | Dypuober _during the i el WL he
cont rol | 67 856 Ehe 1115206 nf REF BHardtil, Dihi ERCMES 2 BedF DAy 161
the .I.D nunber, goes. to step S6. 15 _ After the transm ssion of the ID
nunber, tHESTHTDITHEP Gt F8Y EPCaFACE YPiEGe Sk it d8T ¥RES Y &% T9 t he

close node or in the rempte node. In this exanple, the controller 5 judges
to acti vadRCIWPtRE Py¥ndhe modEYriid®rycds Wit €p- S7TThEodscap®tes &y SF-are
performed for a nutual authentication process using a secret key. If this
mut ual awhenyptadi datpr dceswrientisnalomirorathy, nomy oderttirle | mem&Sy ofl 2t her
first term nal apparatus shuts the gate 49 and notifies the system

adm nistragor that the IC card may be inproper, in step 38 27 January
2003 ' S8. Here, the nutual authentication between the first term nal
apparatus and the | @neardpgkl | (Bendescrriede W g1y fef {86yt 0 i@l i ol G
17 is a sequence di agram showi ng the 5 nmutual authentication between the

i rstuot o1ad Aok ARPHALUS AN e b-08LtuoTRE bhislePEAGR SO cddier ghisil

aut hentication 1s ma y the first termnal apparatus. In step S51,

the cont rol ler 55 ofc the S1L: L6 paly A00aT at us,) udges phel hegy g hey 10, 1D

nunber i ~S nor mal en ] uddi ng nunber  i's” nor ma
controller 55 of the first termn h pparatus generates a r 0 uq$ﬁ£ and
encrypts %ﬁﬁ%ﬁﬂ%ﬁrﬁﬁfquﬁﬂﬁeﬁP§ng§% ﬁ%agﬁﬁggefegﬁgh§EI§§€Féf%£qu%gh st ep
S52, .and sends a nuneral VA (= encr%gteq nunmeral A) to the IC gard in step
S53. 1~ 13RSt eptEBAS (95 coRivbli BP 5D6f HeTEING lc FuPIeREeS f or SERESE iThe
term nal apparatus to send the nu~-neral VA After receiving the numeral
VA, the cBRt¥olnedulRtyons t@ by S¥5 perdesmppt thRe TRGVLIBEDPN VAILIER N a
secret key Zb which has been given fromthe first term nal apparatus in
advanée. dhef8fenbomedhdédr £Bomhehet RaKsdmeodalatieonalciBdvéditng ,a-bhes HRSHOf
the decryption to the first term nal apparatus.in step S56. .
modulation circuit 6 can radio by receiving power from the ASK-
modulated waves.
The power reproduction circuit 7 obtains constant
voltage by rectifying the ASK-modulated waves, and supplies
20 power to the ASK demodulation circuit 4, controller 5, BPSK
modulation circuit 6, encryption circuit 10, encryption circuit
11, nonvolatile memory 12, nonvolatile memory 13, and
synchronization clock signal generation circuit 14. FIG. 4

shows the internal structure of the power reproduction circuit

25 7. As shown in FIG. 4, the power reproduction circuit 7

23



The first term nal apparatus waits for the IC card to send the nuneral B in
step S57. After receiving the numeral B in step S57, the fi7 gdndafy poawl
apparatus goes to step S59. In 25 step S59, the first term nal appar at us

j udges whet her the 39 27 January 2003 nu_-neral B :hatches the nuneral A
When t he imoiardds Bf oat chigsdelse andrecat Aapkhe thim,startder s nabmpppatata’s a
judges that a relationship La - Lb is satisfied, and conpl etes the nutual

aut hent i ealdden Wil dger BB rehithesseareh keyerdhs1| pags1 4ot hes 5 wiakof thhe
process in the rnutual authenticatior_ mainly done y t he fir'st terninal

appar at u%ld%lf ! &y %’ ci®chi °C§§S kR e cautyal squ Ct%td %_i\_/‘és ﬂ:ad@cj:é(d

done by the C card in a simlar manner 1n step S 0 an 561 ne 1C card

generate ndom_n nber rypts.i | Q_sends r ed nuner al
U Lo the ™ I TR RAE Bipar a1l tREcarSEERrE the T tor AR ETLS
apparatus a nuneral K which is obtained b decr ftlng t he, nuneral VJ, and

j udged wietH&rathOWrarkefaPMKEREt éh@@eth‘é aﬁeﬁ’—%’ CYLTyent 1Ry dePhoEant
mat ch, the I C ~axd abnornally ends the nmutual authentication process minly
15 done valf@gecodar dorr examplehey Wat chereheti€ RavWer stk gt dordm riei on
command to the first termnal apparatus in step S62 and ends tine mnutual

aut hent i datimomalr cogssrathe Clondwghl ehe5BSEfFmbhalkicest wasenimalr eamss abus
waits for the IC card to send the confirmation command in step S63. Wen

the cont rddasEs Kdegendengt ba caef dipdhhes coomutdei teshisSGhpdtwerwall ual
aut hentication is conpl eted. Wien the nutual authentication ends nornally,

the controjdwerig ofo tBey| Cory dshovakts iy Bherbhest M:eymn PRé aRRaf@ials to
i ssue the read comand |n step S9 shown in FIG 16. 25 In step S10, the

Contﬁ@||%;§iié€u§h§s réﬁetﬁr%&lone?ronlt%%dg)ougguea@ﬁ&y @QQBdl

t he read nd to réad infor e nonvolatil e nenory 12,

i?LSéFIE: SR e §§9%¥°?ﬁ§f PEreh 'ﬁ%és‘é' 2%; k\:f’*%% ‘:fef'%#e s
control . Saen it Tor e BIC S { 8p E8GR e ot PHI FEPIS B E e

I C card 1 goes to step S12. In_step Sl12 the controll er 5 of the ICcard 1
changes. . When the IC card 1 is used in Japan, the power

supplied by the power reproduction circuit 7 through radio waves

15 in tne remote mode should be lower than 10 mW. This is because

franemitting radio waves of 10 mW or higher without permission

is banned by the Radio Law. In contrast, the power supplied

through radic waves in the close mode can be 10 mW or higher.

This is because in the close mode, the loop antenna 2 of the IC

20 card 1 is close to the antenna of the terminal apparatus in a
box which is electromagnetically shielded.

The switch 8 is open in the remote mode, and is closed

for conduction only when the controller 5 sets signal SE2 to a

high level. When the switch 8 is closed for conduction, the

25 constant voltage generated by the power reproduction circuit 7
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anal yzes and executes the read cor<snand to read information of a traveling
section and a com--nuter pass valid period frcmthe 10 nonyplaiuane20@3or i es
12 and 13. The controller 5 then sends the read information to the first
term nal apparatus in step S13, and waits for the controller 55 of the
fFirst tergAdal tppPalsdinds roiizelieort hechpbke eammnd | genéLpcSl4. pAf tethe
receiving the information, the controller 55 of the first term nal

appar at u HA08S LAy t%%&%&ggﬂﬂ gehe -awnel of the d Gand tQPassSeq

through the gaté to ride on the train,” based on the information of a
traveling sectiaon an mmut er _pass valid period. The controller 55 of
the fi rs'?ccf e“&}ﬁ ﬁé?”‘éog]p%’;f%én%IF%s‘zsﬁhe gate 49 and refuses adm ssion
agai nst the owner of the | C card when the 20 station is' not ingcluded in

the traveling secti 6RecFWWREh ¥ hes QRAD At &R ZEROFS PaPer 784 HRsCERPRFed.
When the controller 55 permts the owner of the I1C card to pass through the
gat e, St hé wormtarsivelii o5 9kyedhenetei contsamasd iSn 5§tép sSEB2laEhat® saf or
the IC card to issue a data witing conpleti on notice in 25 step Slo. 91
27 Januarhi200BeWher Whencdite osvetch 6f itshecladSadrfior revndigéscrhe wnete
command in step S14, the controller 5 goes to step S17 to anal yze and

execut e tduhamdrite eOtudd _geddtla vedt B§ thAkopBRkbroR epbaulche chomitaiit e7
menory 12, the information ir_dicating that 5 she owner of the I C card has

ridden omsddie thai n shir@MARS GHTSENt 818LkONsiEhai1coNtd bt £Fe® t BEN SeRds
the data witing conpletion notice to the first termr_al apparatus in step

S18. Upo%ljrg%gle:';) b e sle 43kg WoihiRg B%H@E'a%ﬁioﬂn APhae ha step s%oc@lié@e

controlle the first termnal apparatus goes to a | oop 10 consi sting

of steps Sl .and S2 1 it for arpther ower of an IC card to approach.
Now, 1t he tsoec%lned %e?‘rﬁﬁ%%ép%%?%‘?ﬁg g\n?rl be described. The second term nal

apparatus is used iE‘ a machi ne. f.or paynent, su_pg as _a cas difs enser. FI G
18 shows an exanpl e18f t REFYPEIEThd Trmital appatrit udSaSediPR a "BHHE
di spenser. As shown in FIG-i8, a cash dispenser. 60 includes; a slot 61
t hrough AHEIETREFE PaPG YRR theedfedard LoGlR FRFelFeETRGL PERARATES an

input of an identification nunber of an IC card owner, or PIN (Personal
| denti fi cefiteon NeebEF) carti dsamvroshdortheaterginal apparatus and the

one-chip IC 3 is activated in the remote mode. The encryption
15 circuit 10 is also used for encrypting sgcurity—required data
when the data is transn.;tted.or received between the IC ca'rd 1
and the terminal apparatus after the one-chip IC 3 is activated
in the close mode. That is to say, when a data sequence
obtained by demodulating a radio wave has been encrypted, the
20 encryption circuit 10 decrypts the encrypted data sequence and
outputs it to the controller 5. Also, when necessary, the
encryption circuit 10 further encrypts a piece of encrypted data
using another key and outputs it to the controller 5. The
encryption circuit 10 performs encryption using the secret-key

25  encryption, DES (Data Encryption Standard) encryption, Tr-DES
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20 bio-information of the I C card owner, such as a face outline, irises in
the eyes, or fingerprints and a paper noney supply box 64 jniguah} stoFpaper
noney i s supplied frominside the cash di spenser 60 when the |1 C card owner
i s authenticated through a nutual authentication using the card information
and bi o 28 c-RbeniRt icen.tH majys difference between the first and second 42
r 27 January 2003 term nal apparatuses is a location of an antenna. That

s to say, while the,firshcloralngl aNRALALS £ L5er adlgaWaieokes doyal

out si de the apparatus through™the anténna, the second term nal apparat us

emts radig,waves_to inside the parat us., Th ecqo:; ~ t.erq nal__appar at us
has. the S SPETHaCr g oRar FAEad TR, LEVRFEH 1o SRR eEhPo SR da iR o adled.
FIG 19 shows a dedicated box 65 having an _antenna. The dedi cated box 65
has a sl 8£t6% thRohghCRRfch PRECTEScE+ESE FS FRSefFEER Ao APRETFGE BRI he
dedi cated box 65 also 10 includes: a |oop antenna 66; a_card tray 67 which
i s disposée uhmlesgratetosiewimenha 66 Ntk iRl dént Harg Cciasd Mmodecar fChe
sensor 68 for reading fromthe 1C card 1 a nagr_etic code or physically

r ecor ded enctrgprEpnor isueti @sl hArpenbosss encopptiahl ysdngmageepabdptd-dady y
recorded information (hereinafter these types of 1.5 information recorded

in the candriyptrieher ek tol aspeacdchpier EdgmMti @ndt otldé NgsSABQIRdRIeHR ( Not
illustrated) for receiving the IC card 1 through the slot 61 and |oad the

card ont @htaﬁ%rgaflx@lteﬁr@h)67end:3_1§%ti2c91d)5.h0w5 how the IC card 1 is inserted
under the |l oop antenna by the second term nal 20 apparatus. As indicated by

an arrowyl in the Hiaudg, ihe ] £ LAl ] 17 doseilietdaist undetotiedaon

antenna. As shown in - The ce between the | ant enna 66 an

t he card _havi.ng, been inserted bove i l,ose nly O: en
poweioci 5%555&7&&& 6 ﬁ%@%%bo%@boﬁrar@epﬁg 2%8 ‘%é’aih%%g?ﬁ%§ I g%]cae'r d 1
is placed under the antenna with a shcrt 43 | 27 Jangany 2003 di stance in

bet ween 2YtESscritedShBsFE, REFFBada st @FRation used In the remote or

close mode. Such information is read or written from/to the
nonvolatile memory 12 when signal CEl or CE2 is output.
The nonvolatile memory 13 is achieved by a rewritable
15 ferro~-electric memory, FeRAM, or EEPROM having capacity of 16
bytes, and stores perscnal information used only in the close
mode. The information 1is read oxr written from/to the
nonvolatile memory 13 when signal CE2 is output.
The personal information is stored in the nonvolatile
20 memories 12 and 13 as follows. FIG. 6 is a Venn diagram used
for explaining the concept of storing the personal information
in the nonvolatile memories 12 and 13. In FIG. 6, subset A is
a set of personal information used only in the remote mode,
subset B is a set of personal information used only in the close

25 mode, and subset C is a set of personal information used in both
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generated in a manner indicated by arrows y2 and y3 ir_ FIG 218. Here, ~he
generated radi o waves do not |eak fromthe dedi cated box e | oop
antenna 66 transmts a radio wave having 5 a power exceedi%ﬁnTgﬂﬁggé@%ce
t he dedi cated box is electromagnetically shielded. Though in Japan,
t-ransm t tghyg ratd e wanas Qfosk) mdMey . hi gher nontvboat iper messirgn I3 davned by
the Radio Law, the |oop antenna provided in the second term nal apparatus
can supplgpponeysdisd ng, radi gnwares ohel@ omoara thilghedemdrP SHCEL HsSe 20 AWV Or
30 MW A supply of such a high power enables the IC card 1 to overate in
t he Clos%u&%%ﬁs \Wen high power is supplied, the integrated devi ce in the
| C card can operate with a high-frequency synchronization clock signal,
and the controller can r.un hi_gh-,| evel appli.cation_progra he 15 .
hi gh-1evel applicat %Bﬁnpr“d'tﬁ’ o} §,%rfio$1 e&%n%l é’,an% @?E(Jgé?\%%aéé:red_ls
System Application council) being nulti-OS software devel oped for the JAVA
Card ?JA\?RSG@PGC% $0q th&r YRS 4 d FprlEFeSe §UBY OSuR MG yistEnst S net gL Br
sof tware proposed by EMV. 20 The internal structure of the second term nal
appar at usafitgt Beigeratised isFlagsizgneshdns thige siseéthdl, andia wealof swe
second term nal apparatus. As shown in FIG 22, the second term nal
appar at usof e yowksst aclpobei sceacsyi to68andi el niserfsadgraghdaratise Aibsat ASK
nodul ation circuit 71, a BPSK 25 denodul ation circuit 72, a controller 73,
and an emyerpt kBl 4fic cirdanuaiy 2003eghidenitt ddrdThes ASKd megul at ilgtal
circuit 71 and the BPSK dern.odulation circuit 72 are conr_ected to the
hi gh- pOwWgfo /el eNFide 6Ramd NEnBARE$8EE0R X8 sk i GRSt D dllset C,
controller 73. The second term nal apparatus differs fromthe first 5
t er mypal S he ASK ul atd on ¢ilGuit £ PS

15al anpanatus B Ahats dihe, ﬁggﬁ afd on ¢ J.__y'l c C%g%@@r&@?oﬁe 5nd

denodul at'ion circuit supply ‘hi gher power to the lint ose

node t han .t first termn pparatuy and _that . YRti.Qn circuit .74
encrypts%%éﬁﬁﬁ&#ﬁp égéﬁtagﬁggnggagéggggts%gyggndggnggﬁéﬁ%é%%ﬂ%iﬁl&ﬂéd
aut hentication using the public. 1fl key encryption which provides higher
Securi ty.CoTHEP DAV o dbn 80 f PERETEEEGRA Tor 7 TAT S apBUFAES TarE e LR
controlled by the controller 73. FIG 23 is a flowhart, shomﬁng%the

pr ocedur €U HEIVH{RD| PEr ths sinerecfeddfd Card-Lthathas fRsr fiudandit e,

t he conmuni cation protocol will be 15 described with reference ;.0 FIG 23.
The contrid lassizgred thetRecondsedr i nal apparatus always waits for the IC
card 1 to be inserted and | oaded onto the card tray 67. Wen an owner of

the L& card 1 inserthet myrdhmarikdtian oclbek skdgnatthgen@redidnl disguck; ed
into and | oaded in the second term nal apparatus. Wen zo the IC card 1 has

been i nsear4 etbdaitne theyseearthizertionaklaprasatta)l fheml €heansk+modlnsteed 0
the | oop antenna 66 of the second term nal apparatus, as shown in FIG 21A

The | C cafdsel, isndli edeyndre hbe-seALERtel WROel aep B eirdMent &,
radio wave is inducedin the |oop antenna 56 in this condition, the I1C 25

card 1 i Sedr*d;%éi%% W3R 11110 DOWer TROUGN cEL Gy i 2144 ShQUEVEDRL: £ Hemo R
January 200

12, and nonvolatile memory 13. FIG. 5 shows the internal

20 structure of the synchronization clock signal generation circuit

14. BAs shown in the drawing, the synchronization clock signal

generation circuit 14 includes a comparator 17 and a frequency

divider 18, where the comparator 17 compares the amplitude

voltage of the ASK-modulated wave with a certain threshold

25  voltage to obtain a pulse signal having the frequency fl of the
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t he di stance between the | oop antenna 66 and the IC card is 0-5 mm the IC

card may be in contact with the | oop antenna 66 as shown i N SO
far as they are kept not to be in electric contact with eagﬁﬁ%ﬁ%gfééggﬁdter

the ICcard 1 is inserted, the controller 73 of. the second term nal
appar at usat nsetlctet FeceprehSensori &8r t Der aaditbe gakd id¥rammiy of i | BESt ep
S22, and judges whether the card information is normal in step S23. Wen

the contypd| 80143 jsUdeRs thato tHeMCRKE el At b Ofpl S5 abnar Malecdue 49 Lack
of a magnetic code or an enboss, or due to a trace of inproper

manuf act ur.i ont r of /. rn I f it L& e IC

carg 1, %6%55}9{%&{5?%%%%9&%% snlfﬁn:ﬁ'l'e}?] 'Eb%g'ngg e%wggﬁe%i Sltfr%t gif [t?%@%é?he TC
d be i, .. th troller, 73 jud that .th d .

Chf or s opd St iPREaEED A5 Spa0T N dird 1 Begy 7aPgodeiat Snghing

and urges the card owner to type a code nunber. The controller 73 then

wai t S f oFeRFeserbed n@shel<Mo bgd gy peaiti A sedp SIBNEe AFEEAVEREYC oHE F®Rr i s
typed, the controller 73 conpares the code nunber included in the card

i nf or mat ¥l ov weed Hey tiipe df orienmnskrvidestidp i2@Ge R aNish whisy siogmat
match, the controller 73 goes to step S29 to notify the system

adm ni st3z2 oroutmit t HieohC the d cvayt dxdl iepr 6peid y aonwhed. Mhel ;t henBwotls@de
nunbers match in step S26, the controller 73 goes to step S27 to activate

the bi osersghebdyand viiRslonuctatie i osepses 63 yezvead timenbisagmfiorgmsion
of the 25 card owner such as a face outline, irises in the eyes, or 46 27

danuary 005uti NGSEPY Ihles. cbRcabenc2ts the Gonkighl elevd) | nalikes thise host

__ apparatus whether the I1C card 1 is owned proper based on the

D1 00nf QLB ofoy The RAY ARRATAL U, s Bcdahabase e aLOlPS A AL ULAl LY

of entr card "cCods nurbers Tn ToOFrespohd urality of
pi eces of _bio-infqormatiaqn, so _that .the host apparatus can, ] udge ether the
ard oIS 3 e B, SqA Raitan GRCERETBRoCM A T AL FU rRE (YR he
bi osensor 63 and the typed caode nunber is not found jn the database, since

the car d-OWHETERRYPhAVEE GG R 72 etfuf G R 91l | ELtard 18P0 MHZ)
i nproperly, the controller 73 goes to step S29 to notifg the system

admi ni st¥atbMBt 9% loweh &nchiibiendtieaiesryt BévhbssonnfathatPorfrBHdE B3e t he
bi osensor 63 and the typed code nunber is found in the database, the
cor _troldeval@egbhatt sathefpescébs condition that the frequency of the

15 synchronization clock signal (P2 X 13.56 MHZ) is higher than 2
MHZ.

The clock signal frequency is set as described above
since the clock signal frequency affects the power consumption
of the integrated device. That is to say, since in Japan, the

20 power supplied in the remote mode through radio waves should be
lower than 10 mW, the frequency of the synchronization clock
signal obtained by the synchronization clock signal generation
circuit 14 by dividing the frequency £1 of the pulse signal
should satisfy the condition that the power consumption of the

25 integrated device is lower than 10 mW. The above frequency of
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in the flowhart shown in FIG 24. After this, the controller 73 of the
second term nal apparatus and the controller 7 of the IC cay dadurpobes nat e
with each other in accordance with the flowhart shown in FIG 24. Note
that the steps with the sane reference signs in the flowharts shown in
FI GS. 161amHz24rpeokernsabessaee opes atdodbticr. Then fimwelardrashowsincd G
24 differs fromFIG 16 in that power is supplied fromthe hich-power | oop
antenna 66 ijusdep 34 belere édl?p%c_i'i‘ﬂ eQENRIG e nssdleghipugher a3ko

that the node switchingis per ormed in step S5, and the IC caxd is
activate e, t he ut hent i i 2 er. ned
in stepsg@g%- 83%1'13)'51'?%3 ari%gu §’r[iﬂe & F}‘%‘ |nII;i—l‘I G el% %%%@%WJa%lﬁr ytf 00

t he nutual a thenti ation i er ~or.ned |g ste$§ g S|nq g secret k%ﬁ
and t hat S84 T8 &Tc G QRN S edat AP TEY mt‘t%ed 8V FRERIYES TisiThg
the read conmand or the wite conmand, and encrypted data is decrypted by

t he éhcr?ﬁPFBnSSQE?FCEFPeléLl%PSSlrFﬁétp%ﬁIPhg géﬁﬁﬁﬁa Fasuedesyervy fdcond
term nal apparatus is different fromthat issued by the first term nal

appar at ugf Weehpuhbs ebeBeiushiokd saeislychihe eandimhedi aharythecognieze
the termnal apparatus to which the IC card is comng closer is the first

t er m nal cappamattiomoroff hehd 0istegndtedr denakeapparldt usi dderieigltér. mutiine

aut henti cati on perforned between the second ternm nal apparatus and the IC
card in sbepe $e@raci3dA midiex fenitlMbe descsrbed vhib cehaiedesm.to
FhG 25. FIG 25 is a sequence diagra_'n show ng the nutual authentication

between 13 Lh@ SR BIJR Ao RPPaT Al Mg 28T benbfe CardsyhBhEbRRz2Ek ot NE
controller 73 of the second terninal appar at us judges whet her the | D nunber

IS prppeg; c%@%”ﬂa%dgfggpar 4 &él?c Q AUNDEL 4 S, O OPER aEhEhSOPEﬁBEEe&oé% 0‘;)

the second term nal ge erates a random nunber and encrypts an
obt ai ned, QUNE si ng er ubly ¢ ke in,ste d
sends a ﬁ& %ﬁp%gé hcry%ﬁgg ﬁgﬁ%faﬁ] hg %H?Sﬁcﬁgggﬁ ﬁﬂlst£n§ésfa%%her
t he publlc key Ma and a secref ke ve heen pr in_advance. 1n
Step’ STACSHHEEERT GISFAE of bt AeoF é-éa?a’owga L6 s e atemrimal

apparatus to send the nuneral WD. After

mode.
Now, the internal structure of the controller 5 will
15 Dbe described. FIG. 7 shows the internal structure of the
controller 5. As shown in the dra&iqg, the controller 7

includes a voltage comparison circuit 19, a memory control unit
20, an encryption control unit 21, an MPU 22, and OR circuits 23
to 26.

20 - The voltage comparison circuit 19 compares voltage Vdd
output from the diode bridge circuit 15 with the threshold wvalue
4V to judge which of them is higher, and sets the operation mode
of the IC card 1 to either the close mode or the remote mode.
That 1s to say, when the voltage Vdd is higher than the

25 threshold wvalue, the voltage comparison circuit 19 sets the
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48 27 January 2003 - receiving the nuneral WD, the controller 5 goes to
step S75 to instruct the encryption circui t 10 to decryptai hghanresed TnTD
using a secret key Hb to obtain a nuneral E, and encrypt the nuneral

using a public key Mo to obtain a nuneral WE, where 5 the secret key Hb and

the publ b?eESEiM% haue bgetnePEeRaLeHodd adyapees The geatsobhan 2 d hen
goes to step S76 to transmt the nuneral WE to the second term nal

t . Th f t I M " \ay th
R e e R e i A e
VIE | t S77, .th dt i | t ' t t S78.. | t

S76, "t he VBBRE O PBr VIS CaRS ETBELOREr (B T Ton LOPH R (L ooy s Thaeed
nuneral WE using the secret key Ha. The.control]ler 73 then .judges whet her

the numef8l theoBEICEd MRty ptaaRs t1e nifiter 3 IVE ndt cHe’ tRE LeVEll-ner ai
Din step S79. Wen they match, the second term nal apparatus conpletes the
procelss of the nut UBhe aurerdry catdmirahi omis M4 nikpcdode sby anhe asisemns
term nal apparatus. After this, a process in the nutual authentication is
mai nly dgeeechgttibe L€itakd,i a dasa ncdmrrolmnnert i28,steeps a88@nakd eS&t gridie | C
card generates a random nun~er M encrypts it using the public key M), and

sends angenerwpliet nuAEral 29M tonéhe seconddefdeNalgeepartdloss. ubie: second
term nal apparatus decrypts the nuneral WM using a secret key, encrypts it

using a pebkixe1KeYad@r&DL8LEN & NUET Abn i 2806 S % i NYPeRGg Wik Q25

the IC card. The IC card receives fromthe second termnal 49 27 January

2003 2pRCTYALS, Lhechuzrngrale .0l & g, 2 MUIGER! A, D APOLYR! gl he

a
nuner al Udges Wwhether the mameral” N nmatches t e r_umera

t hey, do not match, the LC card agbnormally_ends the nutyal authenticatiaon
pr ocle(gs. SRR&ET Hhey hat R, S rlogsca#%aase%ﬁggéﬂgc8ﬁf iwlrﬁ';%t T T)?T‘H%Jﬁa Tttl(?)let he
second termnal apparatus in step S82 and ends th rru&ﬁual a%t henti cat i Qn.
The cont POPVEL 1% PRBOLEEBnd 4 41 naf - apgar&it ugAvvé' RS grii§ haRfFerE4rd to

send the confirmation command_ in step. S83. Wen the controller 73 receives
t he conf BL¥HELBECcBARR8 enable signal generation unit 28. 1In FIG. 82,

the switch signal CE is (1) set to the high level when the MPU
22 refers the switching between the remote mode and close mode
15 t£o the voltage comparison circuit 18, and (2) set to the low
level when MPU 22 performs tne switching between the remote mode

and close mode by itself.
The MPU 22 performs the switching between the remote
mode and close mode by itself in the following cases. While the
20 voltage comparison circuit 19 performs the switching, the IC
card is receiving radio waves other than those from the terminal
apparatus. In this case, when the voltage Vdd at the diode
bridge circuit 15 becomes high occasionally, the operation mode
may be switched to the close mode by mistake. The MPU 22

25 performs the switching by itself when it 1s expected that the
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10 in step S83, the nutual authentication is conpleted. It is understood
fromthe above description that security is higher in the ofgggdfpg80shan
in the renote node. As described above, the second term nal apparatus has a
mechani smthat prevents radi o waves from | eaki ng, such as an 15
el ectr ONMBRQR&Ldrald ¥i & %&fﬁ@ﬂu@@xer%hgoﬁgw ‘é@”%bro%t' O e %H&R&g aphe
card i s pia~ecz i'mthe el ectromagnetical l y“shi el ded box, personal

bl

:Am f’remgte: ﬁg&{@g@ng{fg %%Wesofgq—d#)é’ @) mproperd v, it et gedctég;]{%rpgéty

ed between e second term na appara us an

i ntegrated deyice nce the 2Q nonvol ati y.13 car

activat ed 15'%1 )}-'Ihl 18F5§8nrr8%et§§ E&%F}ibéagaﬁ veE t‘h%dho%?fs)qﬁ "%“#e%ry
13 is useful for storlng personal information for which high security is
requi red Vaiith t hdDgertdGiAle | i SR Ahit FERCESLICHr & ith FhelRBhVELat fMe AtPOry
13, the one-chip IC of the IC card 1 can 25 coordinate with the second
ternihalc@gmninlﬁﬂiandeaMEAbb thecsdt 327 JThea”PI2003 cpdris@falperforms
information without being in electric contact with the internal circuit of
the termamlaMppasatiatsion nusihg why, svhechostidnaat Can spriocdss saet waeyhdhe
IC card 1 and the second term nal apparatus is perfornmed while the

i Nt egr at e GeMi CErdrs Ehd10fo FPa§ONESRbaW: EBnt Bercater nal, @nkc sk Ofs itdign1

terr,~.inal appara~us. As a result, no naintenance is recuired for Both the
| C caxd Esand 4 henseqopd P%Kz@&”%ﬂheﬁp%@{ UShe Aé§101s§!;H£§ tR8 repvela [qér‘?
menory 13 1s activated only when the 1C card 1 approaches the termn

apparat = e ¢ard Qug heﬂ?gﬂcar ge% Doatfach ﬁe%\?\%&aﬁﬁ%&lé c#l Ihe 5

t er m nal aratus and for exanp rOVI

conveprence o e owers ot Loe LEcard A feolesgripen Zfbl"#hea 1

of the present invention can coordinate with the first term nal

appar at u$Nbh CErcaife fgt @FBQEMS| ARaftiPt PBRYAEHER | €5 1RF d-hE o‘-i“"’lt‘eré1 ﬁrl&?é}%t

i nvention can be used for paynent, which has been co~-!sidezed as not

sui t abl e ForrchancémventieshaRloe e4r dhe FEL ShenRArpREANSEE St sagnals&dikity
standpoint. In other words, one piece of ICcard 1 can manage a plurality
.of differlenttkéntd gl Dbrekrwoeral sigrmalmfEdn.isl tthe fowbe austledatdiatthe
vari ous changes may be nmade wi t hout departure fromthe scope of the present
i nvent i onwiboh fsdlgnew 0 dse theahpbis lefredusb chamgealy the nonvolatile

15 memory 12 is selected (see the row of REMOTE MODE in FIG. 8B).
The encryption contrél unit 21 includes a data con£rol

unit 33 and a selection signal generation unit 34. The data
control unit 33 controls the data input/output from/to the
encryption circuits 10 and 11 in accordance with an instruction

20 - from the memory control circuit 20. FIG. 9A shows the internal
structure of the selection signal generation unit 34. FIG. 9B
shows in a table format how the signals SE1 and SE2Z2 are set in
accordance with the combination of the switch signal CE, Vdd,

and threshold value 4V. As understood from these drawings, the

25 selection signal generation unit 34 is similar to the enable
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(a? In the present enbodinent, the first term nal apparatus is Z5 attached
to an automatic ticket gate in a station. However, the 51 2734nykp980y 2003
" first termnal apparatus nay be attached to a cash di spenser for a
smal | -nmoney finance. Mre specifically, in this case, the nonvolatile

emory 1%i$;tn%“e§:e’}1%“£%%fi%?xd u%‘i@ez@?”b?éé 9%18815 909"‘@%‘%&?% f@@né"f‘?&‘iéﬁ‘%ﬁ&

card 1 approaches the first terinal apparatus, t t term nal
appar at us, j ssue read nd ta.read the na nd.PLN.frqomthe,l C d
1. The f%’rdstl?%f‘ﬁﬁﬁal a%p%‘g] atdd nealasss cg %n\r;ﬁﬁec%ﬁﬁé%dj{go tﬁ‘@ﬁ “card
1, so that, the | ard 1 wites a_ sumof_a |oan to the nonvol atile nenmory
12. The fqlr%qujtte%gr%?t%pﬁhg%?%ssgﬁeﬁoi R&Er tLJ‘&fJQ b—ﬁée(,laéi‘wefo%(ﬂt;’péﬁéeerS?B

pay the sumof the loan. (b) In the present enbodinent, the first term nal
appar at u$iighad taithedhe cswhtalut hekde EECREE §arcehdfd tifyededondhadt niheal
apparatus is attached to a cash dispenser. However, a term nal apparatus

may have dnmmptotds: off rootitst @ Ehdsilaadeseebadtdd (eeei ad aEppoAtTUSRSE

More specifically, in this case: when an | C card approaches the teriuindi
appar at u¢dDE He FEE! 3B)cm Mhel@NOMcawayitr 0l pee foems ral ANDP paines: i dhe
term nal apparatus sets the one-chip ICto the renote node then transmts

and receiyes, 4 adhe waMasH odfsem the lGLard tavewtrat andd npst tdat s

to/from 2fl the one-chip IC while they are not in contact with each other:
and when ﬁg@rﬂﬁ,CaéﬁidaQQEQa%tﬂﬁf‘xﬁ&h%EﬁerﬂH Nale aPPA, 1 U5el OwPlEnOtRMD;t
fromthe term nal apparatus, e termnal apparatus sets the one-chi to

(1 ol oo5ds, U s Aasilko A EECELYER, Bl tatee sLOLLOm LR G apr o

t o out put”an t CwhiTe They & e not Tn
contact with each qther. 52 27 January 2003 - Also, a _programthat allows
a geﬁgr als-opwhﬁﬁsé’nggn%@FelenFayé’%éEBt QlE\éBﬁgfgﬂcﬂ?oﬁ@ﬁﬁfeﬁleqrs@@oﬁ?&j %o a
conput er-readabl e record nmedium for use. In this case, the general -purpose
conput er ShAB¥PTHaM&ORR WsKERPduPBtion circuit and a BPSK 5 denodul ati on

circuit, v~hen an I C card approaches the general purpose conputer to be
several cmto 10 cnThealfP¥romhadse an internal structure shown in FIG. 10,

and includes: a flag storage unit 37 storing a flag that
indicates whether the MPU 22 refers the mode switching to the
15 voltage comparison circuit 19 or performs it by itself; a switch
signal output unit 38 for setting the switch signal CE to (1)
the high level when the MPU 22 refers the switching to the
voltage comparison circuit 19, and (2) the low level when MPU 22
performs the switching between by itself; a command buffexr 39
20 for, when the BPSK modulation circuit 6 outputs an NRZ data
sequence, taking in the NRZ data sequence as a command; a
command analysis unit 40 for analyzing the data sequence taken
in as a command; a memory access unit 41 for accessing the
memory in accordance with the result of the analysis by the

25 command analysis unit 40; a selection signal generation unit 42a
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general - purpose conputer, the general - purpose conputer sets the one-chip IC
to the renote node then transmts and receives radi o wavesat Sadu: bt |1 C
card to output and input data to/fromthe 1~ one-chip IC. while they are
not in contact with each other; and when an I C card approaches the

gener al - geposepteipHyeEiynabe Scd Anvasey w#nem the gemer dhdpuepese that
conputer, the general-purpose conputer sets the one-chip ICto the close

mode. theml rapgmslss g@ﬂféﬁﬁgi Ve r@@iecmﬁ_s Hyo!/ {£981 Ehe dig cand drnou put
and input 15 data to/fromthe one-chip IC while they are, not in contacts

wWith ~1 éétra_qingalaoqgér&efaticgr?)ullxﬁt hepakaye o??ﬁﬁ%% ’sfch?afg"i &%E‘i %%c{)&f’r?e

cl ose no e using a voltage récéiv antenna and th I ng
comand. wever, the node swi tching may, be dane i.ng ) one. of a

ol ural i PRBP-t ShEs CPTRAT: naPRORE CEAT of HE ohie pHIE Sl y FRATSEde 1 P% he
| C card; information recorded optically or nmagneto-optically in the |[C
card;’a 6¥ddiuiser Bf LRESEE- car FRANERLERE BITRYT nfPdr ndfRRontef $#8d| &
card owner, or any conbination of these types of information, and (2)

per sonal d2Xenioramt Rbn Stimmihg nwaetbeyr ythe\l odet hewibthige decervoed vy
53 27 January 2003 the antenna and the polling command may be used in
conbi nat iperfwirtred hsialpwe dorfmambtooneléciria pbeepr es€he enbodnmentsed
either signals CE1l and CE2 output fromthe MPU 22 or signals CE1l and CE2

out put from tthe eaakl ewbtehengl igenepallongusbimaNdawaiett pet ikeulehe for
nor_volatile nmenories 12 and 13. However, an access to the nonvolatile

nmenory 1 o(lrlil'%bﬁﬁgzthe peratt ted-ron ¥ Wag¥arskasal sr Cel ewhrtd2 talrenigid put

fromboth the and the enabl e signal generation unit 29. Wth this

constguc : id CRis t-h I :_rgggi#ei e nore 1~ strictly, making
[ rrprt(l)perta;g’c%é“sic\gss ﬁ‘g{]‘t%ﬁ‘e%lcgjr% Cg%ecfl cu ?.fﬁﬂgghe present enbodi nent,
either signals SE1 gnd SE2 output_ from.ithe .MP ;S l.s ,SEL. E2
out put fromthe sel B¢¥1 o %i%?@?crg]e%rseftq%a& %%%%?‘g%e%éqﬁttpé?gt (‘)i%t%ﬂet%e
encryption circuits 10 and 11. However, e encryption circuits 10 and 11
T Ty @RS, AP O ISP ARG T o ot e it Seb%r EB6F BRECt T om bt h { he
MPU 22 and the selection signal generation unit 34. | ND-TSTR~AL

~.PPLI CABI LI TY The Pres&R1qGRAGTH | 5ATRAR RERFRL H alRddt oted | gontrols

outputting of signals SE1l and SE2 based on a 4-bit access

15 specification field and a 4-bit encryption specification field
in the command. TIZ. 11A sho@s an infe;nal structure of.the
selection signal generation unit 42a. An upper part of FIG. 11A
shows a 4-bit access specification field and a 4-bit encryption
specification field in the polling command. FIG. 11B shows

20 whether data is read or written and whether signal SE1 or SE2 is
set to the high 1level, which can be recognized £from a
corresponding combination of the values specified in the 4-bit
access specification field and the 4-bit encryption
specification field.

5 An AND circuit 43 outputs “l" to AND circuits 46 and
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ticket gate and a cash di spenser for automatic checking at a 20 facility
gate or a ticket gate or for a paynent at a | ocal governnerdaﬁu%&qm@gort
facility, a financial institution, a nedical institution or the Iike that
deals with a great many of residents, clients, or enployees. 54 27
January 200&én TcHe Jowhaltymirpase oforthablesicoandiohheppaittabkeicar dield
conprising an integrated device which includes: an identifying unit

oper abl eat@, “0greanthehpohipglkire thC ¥:d sapoLaghes a term nal apparatus,
i-dentify either a first purpose or a second purpose for which the portable

card is used, accondi ngyd OcaR-QUEPYY leMeluy @ radi enwavaid ransaitted 4 rom

the term nal apparatus: a processing unit operable to performa first

brocess 10 ysiig 105 £ adl o wave when dhe pord bl car g Lo psedef0n e

first purpose and performa second process uslng adi 0 Wave

portabl e card i ed for the.second pyrpose; and a conmmunicating unit
opergblecvg)p@PaogﬁFauRBﬁrCGHFagﬁjtjﬁeqagta i nput/ out put between the

term nal apparatus 15 and the processing unit by Eerforniggjradio '
comuni cation wit hAh@NRrairghitppar Yitfen 1t heopdheafie® cakacpstuddd
for either of L whhi nr omnmhfi rnwin n-~ inr ad?20 fr m
he rm 1wh&nJtbef upplenr tsvq tihist$ i 05t thear posesand paw Sasoricbrpuf pese] are.
The portable card of Claim1, wherein the identifying unit includes: 55
27 Januatol"2863 ahpudgweg wict baper ablee “00"j udge according to the out put

| evel of the radio wave transmtted fromthe term nal apparatus that the

portable card is usedakor ciheusecagdspispesgnaleihepont abbe €redhigha
first distance or shorter away fromb5 the term nal apparatus, and judge
accordi Nge 01t RBAUERMN [8Y8I AND circuit 43 and AND circuit 44 output
“nr,
An AND circuit 47 sets signal SE2 to “l1", or the high
level when both the AND circuit 43 and AND circuit 45 output
“1n.
15 ' With the above outputs, the encryption circuits 10 and
11 are selected based on the definition shown in FIG. 11B.
More specifically, signal SEl is set to the high level
and the encryption circuit 10 is selected when the encryption
specification field is 12h (=1100) and the access specification
20 field is 8h (=1000). Also, signal SE2 signal is 'set to the high
level and the encryption circuits 10 and 11 are selected when
the specification field is 12h (=1100) and the access
specification field is 4h (=0100).

The enable signal generation unit 42b controls

25 outputting of signals CEl and CE2 based on a 4-bit access
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of the radio wave transmtted fromthe term nal apparatus that the portable
Card is used for the first purpose when a distance betmeenzj\m&&?yg@@je
card and the term nal apparatus exceeding the first distance ~r isin a
range of a second 10 distance to a third distance. 3. The portabl e card of

daim2, ‘%fle"l%iﬂeor’ Nt £91 &t Eﬁ%dQVh Chi Ee%%l:\égﬁti‘oﬂo‘é’ﬁ'éci“’HF&'aBElfJ*P”E~t

terninal - ppar at us, he power the term nal apparatus supplies to the 1

integrate Vi an es_according, to e or

card and ?‘nq:%t fp,ﬁ% %p%%%?%é ﬁ%& 8%%?‘1%?%3%%% tteﬁlsﬁ\r%’%lEé é&cottrrpa%l? ng
unit operable are a recejved voltage of a radio ve recelved b
antenna Wath & teﬁ+ﬁ?ﬁ%¢th?E§H6FH fal 88, &RE tﬁ eGddiony Fignal

j udges t hat the portable card is the first distance or shorter away from

t he t er mg®dle P at Wl WhéRat hasr edewWrediDoFEgge 128 -hi ghier UPREA PREL of
predeterm ned threshold val ue, and judges that the di stance between the
port abl e Fddr.d B sﬁdwéaauaﬁydzomiaﬂqgjspmﬁifﬁ¢atm¢naﬁ$aldtasdiai&?him
range of the second distance to the third di stance when the received

vol t age iesidrgpeliochhgpeth€ipaedeherienadihhtrs hodl: ad usommandlhe muw .t alde
card of daim3, wherein 5 the term nal apparatus is either a first

ter”‘na|S%Q&%r%h%%hEQaBaQﬁt@Ht§e§dr69'Qr%@%@nhéﬁuthBQW%& soweR 1t kan &
first power level to the portable card, or a second term nal "apparat us that

has an a%ﬁ‘%'é‘e@”t%' R eié%‘i' Y, 8higl ded, hox and, ol t,’hPé'#l £3ofAdl 0

wave haV|ng pomer of @ secohd power | Vel that is twce i FSt power

| evel or her the Iable card in_the , predet er
threshol&O &R %ﬁﬁeﬁ E%%%d g %e VfngéeF g % l8f% rghFﬁﬂhave
t hat _has power of the rst.power ve an S receiv d when t he di stance
ot whbn FRESRS porERIE R Sd A at ASPRS | n°PRE YRGS of

t:ze second distance to the third dlstance and (2) recelved ower of a

radi o wap® et sl Fovkkebd - t hMoFec e Gidisia Y lairel SR SCFechP vER twien
t he di stance between the portable card and the term nal apparatus is the
first di$thenchkieh sievrelr an2d Bhe Theomwrhathlle caenostes al4n andwhkd eiare

selected when the access specification .field is 8h (=1000).
Also, signal CE2 is set to <the high level and only the
15 nonvolatile memory 12 is selected when the access specification
field is 4h (=0100). |
Up to now, the MPU 22 has been described. Now, the
remaining components of the controller 5 will be explained. The
OR circuit 23 shown in FIG. 7 outputs either signal CEl output
20 from the MPU 22 or signal CEl output from the enable signal
generation unit 29 to the nonvolatile memory 12.
The OR circuit 24 outputs either signal CE2 output
from the MPU 22 or CE2 output from the enable signal generation

unit 29 to the nonvolatile memory 13.

25 The OR circuit 25 outputs either signal SE1 output
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t he second purpose deals with nore confidential data than the first

purpose, the first process includes at |east one of an 57 272&ndakypog 2003
encryption process for encrypting data using a first encryption key, a
decryption process for decrypting data using the first encryption key, a

certificabipn RLACEsByf 052 CaIL T TG ukBuReSPORge {0ean atddenti catidn

process perfornmed by the term nal apparatus, authenticity of the portable

card usi t irs cryptio ey . aut i.gat bon process for

aut hent i rcé%tnlenr}ga’{lhoren t%érﬁ% I’% daopgtaﬁr(eat%%r?‘puésj}%gl?%eﬂgﬁ%g? g?\ér yption key, the
second process includes at |east, one of an encryption process_fagr .
encrypting data usiﬁﬁeaogeéﬁﬁfﬁﬁkr@ tPngT Sk %ﬂéﬁﬁ?ﬁfdéggm%ﬂnﬁ“t
security than the first encryption key, a decryption process for decrypting

dat a usi AF e tEcoM8Uend? y AT of By OUaPEEr t FFPRat TR OGS qpr signal
certifying, in response to an authentication process perfornmed by the

ter mi hal gemEaredtivsy witthedt i tyheofnodeobot i bdl wewaryd USing the second 15
encryption key, and an 'authentication process for authenticating the
term nal apparatus wsity ridie, ROt eacrypt has keyn ddecsHcend Nmcesshdas
a heavier processing |load than the first process, and the second power

level is rdetar masdi hasedpphBrafudlwamuie feRoBie£oNsHEd WIEBHORS an
processing unit perforns the second process. 6. The portable card of d aim

>, V‘hereia%tto?%tii%t g%@%gdggﬂéi 48 5%8@“9% gnat g&i‘g% ‘E@irhi%ilc'agb'&@a_ . (1)

a first area tor 5 anuary storing data that 1s used only for

the i1 stypurnase.And. (20000 prep.(on SLoLi og data,tialy hpgusedan! y

for the seco purpose he To hi cating _ _
L anegl 3ol SGeRLlon, ULl OPPLEDLe L0 LESELYP SEOTHIL] S5Ol bl
apparatus.

FIG. 14 shows an internal structure of the R/W 100 (in
hereinafter, the R/W 100 and the first terminal apparatus are
regarded as a same apparatus). As shown in FIG. 14, the first

15 terminal apparatus includes a power circuit 50, an interface
apﬁaratus 51, an ASK modulation circuit 52, a BPSK demodulation
circuit 53, a controller 55, and an encryption circuit 56.
It is found by referring to FIG. 14 that while the IC
card 1 does not include a power circuit, the first terminal
20  apparatus includes the power circuit 50. Also, while the
integreated device of the IC card 1 is not activated until power
is supplied from a terminal apparatus, internal circuits of the
first terminal apparatus are always driven by the embedded power

circuit 50. Furthermore, while the IC card 1 does not include

25 an interface used for connecting to other apparatus, the first
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the term nal apparatus using wreless communication, the processing unit

i'ncl udes an access nanagi ng unit operable to, when the 10 belgptidrybpEs unit
has identified either the first or second purpose, permt eltﬁﬁ rYE @?irst
or second area corresponding to the identified purpose to be accessed and

prohi bi t the, gther .areas fo %'lﬂ@e@cct?ﬁéed’n@e 8&" dr.apersabl e ko

2 Q
decode t he ‘comrand f@ recelvgg the transm ssion recg%)lon unit, and a

Comnd 1665 R G %&f%ﬁ@%ﬁ# gt dRe s L D

specified by the read command fromeither the first or second area and

i nstruct YA ¢ ransni ssion/reception unit to transmt the piece of data,
ar~d operabl e to, when the decoding unit detects that the conmand is a

wite command as a Wasudkt Wiet B€ dezndi dg, infivdea pnecdSEr denedepetibhed

in the wite coommand to the first or second area. 59 27 January 2003 7.

The pért ahlewiar d aofd Chai BPEK wetgiatidre icitregriat.ed thevi Cérsncl telesiaal

synchroni zati on clock signal generation unit operable to, when the first

term nal apparatws sHephies pewensy doddeatfidstcpeveit! egelard the BPsSK
portable card, send to the processing unit a synchronization clock signal

havi ng a Jdfcdy fdeoueney -Ehat 3 geneng! ok mARGoOrdADCRavk! lbad o LgvEREY

Q 2
of a carrier of a recelveg si gnal , 3 operabl e to, when the secon

term nal \ap are%.te%stﬁ%p@ weesr %%"‘%’es‘?:f ;e §=%‘i%%rp°""%‘oﬂ Uel s 0 A0 g Ny o

portable € roce55|ng unita nchronlza 1"on c ocK si gna
havi ng a second _freque that i n the first frequenc 8 The
por t abl 6 TS of SERLTH 1 SRRAGAGH %%Pt%?#%te%p PaPQY TS SRt

first term nal %Ffaratus t hat performs_a pol| g ﬁﬁ out uttlng a radlo wave
t hat P nclitfePAF AEFHY PPy EBFnaHarLlaRd Ehge 8 lFE? RAYeRphar BeesIthat

perforns a polling by outputting a radio wave that includes a second
pol | i ng ZRXbnkafeNiRbe Fiastt ter fiAal lagparasingd epeasetshd t e ndf

card 1 includes encryption circuits 10 and 11, where the

_.encryption circuit 10 encrypts using & secret key, and the

encryption circuit 11 encrypts using a public key. In contrast,

15 the first terminal apparatus includes only the encryption

ciccuit %6 which encrypts usi.ng a secret key, and does. not

include an encryption circuit for encrypting using a public
key.

FIG. 16 shows a communication protocol executed by the

20 controller 55 of the first terminal apparatus and the controller

5 of the IC caxd 1. The communication protocol will be

explained with reference to FIG. 16. The controller 55 of the

first terminal apparatus issues the polling command in step S1,

and in step 82, waits for the IC card 1 to issue an ID number.

25 The controller 55 of the first terminal zpparatus waits for the
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apparatus transmt radi o waves of different output |evels, the identifying
unit includes a judging unit operable to, when the portabl§7ggﬁ@‘11 900327
January 2003 approaches either the first term nal apparatus or the second
term nal apparatus which is performng a polling by transmrting a radio

wave, ] udgecwhat hekot Bepircansinidy efkgadt nyeyiee | sepdes1t Badf spst  preidd,ng
command or the second polling command, and 5 a detection unit operable to

det ect Wshggoefe td}f‘e&l r$4 Lepihnah aprarafsis apdolherseqondd ef@ pakg 1
appar at us e portab ‘e card is approachi ng, according to the output |evel

of the ragigoweye (ransgiifed. famhe tergbnglyaoparalus, e Ldentifyi ng

unit iden purpose € udgi ng uni't Jjudgés t At h
radi o wave_includes the first oII co nd and_whe h etecti

det ect s fnaerﬁﬁaspoéegbreléér & AR g ehecie B¢y Bl ERC LSRR us

and identifies the second purpose when the judging unit judges that the
radi © wavBrPABRLdeRPEFRESREondT R 1§ it b rinehE heR whehlYAESdsraeedviren
unit detects that the portable card is approaching the second term nal

appar at upower Axhmltipar foretpderatinglcarbardeipor eal encaterodPri shieg an
i ntegrated device which includes: an identifying unit operable to, when the

port abl ecoatdodpproaiheg eaHeer DTnaaxapphr stbiss iTent thy efideyr aekmiatl
pur pose or a second purpose for which the portable card is used, according

to a radappueyeutressiddieda fpomime daimmnal appesattise 8ipsocessmAgauni t
operable to performa first process 61 27 January 2003 when the portable

card is Hﬁ%QrEQhéﬂﬁ%Jdé§tapBB@Q%%ga@$ﬂ%H{é”&%ﬁiﬁécﬁﬂg sPLRGESSs¥Whes the
portable card is used for the second purpose; and a conmunicating unit

oper gpl el a,perf orm 2 Qgﬁt%%qtl%g §yBe déHé tEp‘éta/ (a“tP“ttrQE }‘é&eﬁ the 1p

term nal apparatus and ro essing unit orn1n
conmuni cation _w.th tQ; tgé a ar at us lncl E aI(gq} ntLgatlon
sequence Wﬁ‘ggﬁ 4% 11 or di ‘ac&ﬁjf"fler?%n

wait state in step S2, the controller 55 of the first terminal

apparatus, which has been waiting for the .ID number, goes. to

Step S$6.

15 ._ After the transmission of the ID number, the
controller 5 of the IC card 1 judges whether to activate in the
close mode or in the remote mode. In this example, the
controller 5 judges to activate in the remote mode, and goes to
Step S7.

20 Steps S6 and 87 are performed for a mutual
authentication process using a secret key. If this mutual
authentication process ends abnormally, the controller 55 of the
first terminal apparatus shuts the gate 49 and notifies the

system administrator that the IC card may be improper, in step
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first purpose and the second purpose. 10 10. A dual - purpose portabl e card,
the portable card conprising an integrated device which ingl ujesr 5603
identifying unit operable to, when the portable card approaches a term nal
apparatus, identify either a first purpose or a second purpose for which

t he portggle card is used, 15 according to an output Level of a radio wave
transmtted fromthe termnnal apparatus; a processing unit operable to
performa first progess using the radi o wave when the portable card s used
for the first purpo%%r%ndﬁﬁﬁfBPﬁPéls@ﬂﬁﬂf%ﬁ%ﬁﬁkﬁp%spﬁﬁwﬁﬁ8rﬁﬁﬁoqﬂéVﬂ:ZO
when the portable card is used for the second purpose; and a comunicati ng
unit opeit&Bméned pePParAtasnom@orrtct 1€y peadrt #ildpube ogAaRT g de e the
term nal apparatus and the processing unit by perform ng radio

communi cakeifemencehtoh&IGer iV nal Fa@patatis a nodquinie dimgnsal shottierg itdet | on
62 ' 27 January 2003 sequence which differs according to a difference

bet wekn e ufkilr st TGS winth therwegonth us Pose. tdimiAaloapyakadtisornd
system conprising a portable card, a first term nal apparatus, and a second
term nal -aRpatatdas-q wherein 5 the portable card contair_s an integrated
device set to either a first node or a second node, wherein in the first
mode, a predet er m ngg, priaGess hSpel{ opred and hagthe second e oA 1
process that requires highér security than the first node 1's per orne&, 10
the first termnal apparatus.includes a first co ni cating,uni perabl e
to, when™fH&E g0 ER&§§83355$%53H%§n}%@ f??%?rggﬁﬁina na%ﬁﬁ?a%ag{ &&° the
i ntegrat ed gevagevtg th firsg,nnde and. then_input or output data tolfrom
the int eGPRCERLAET 28 BY tRENSHFTEi HyrBH 3 e BRATRF WS & i & &Lt of Fr om
the integrated device w thout contacting the integrated device, and the
secohl t éPnirEbeappar BPGEE ncl TRl IO NHI A iR dthyuakesniénheradd /i s
el ectromagnetically shielded so that a radi o wave having over a 20

pr edet er e dravzd L g r poherfdobe Hdrsitedlertmiorml roparat wal geppasteas 2 and
a second communi cating unit operable to, after the portable card is

i nsert ed riamdont heubiber sebdt henciygmgs ateed obtained numeral A using a

predetermiﬁed secret key La in step 852, and sends a numeral VA
(= encrypted numeral A) to the IC card in step S53.

iv In =ten $54, the controller 5 of the IC card waits for
the first terminal apparatus tg send tﬁe numeral VA. After
receiving the numeral VA, the controller 5 goes to step 855 to
decrypt the numeral VA using a secret key Lb which has been
given from the first terminal apparatus in advance. The

20 controller 5 then transmits a numeral B being a result of the
decryption to the first terminal apparatus in step S56.

The first terminal apparatus waits for the IC card to
send the numeral B in step $57. 2After receiving the numeral B
in step S57, the first terminal apparatus goes to step S59. In

25 step S58, the first terminal apparatus judges whether the
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device to the second node and then input or output data to/from 63 v 27
January 2003 the integrated device by transmtting or rece&yimﬁ(ﬁg&;o
wave to/fromthe integrated device without contacting the |ngegra €
device. 12. A conmmuni cation nmethod for use in a comruni cati on systemb5

conprising a rtable card, a first termnal apparatus, and a _second

t er mi nal ﬂﬁ%}ﬁé?ir%ﬂ%ﬁ%‘?%ﬁ#? I‘Féu’bﬁﬁja&'e Jﬁ}%’l %g’rﬁ é’iuﬁ?riﬁ’ %nt“‘ié'l ;"te(f’d Wi ce
set to either a first node or a second node, wherein in the first node, a
pr edet er AREF2pr ofess e peF 6P redtERBLINALL hEPPEEHTFSI0 TiRRES a pPBEesS
that requires higher security than the first node is perforned, the first

t er mi nal rappadansdipndlaides I fissisacomiigidcatdmg gomplefesabliee t o twedn
the portable card approaches the first term nal apparatus, set the 15

i nt egr at edtHevitdeattd ohhe f i tstmaoole and themainpaty .or Thi puledas atboithyeom
the integrated device by transmtting or receiving a radio wave to/fromthe

I ntegy at gadey €8 Wplrbeidls SCAR agld Rghdde: | Nl €0k¢ BeadeyhCRainlg HbaeSesoNd
term nal apparatus includes 20 a box which contains an antenna and is

el ectron@gge&&;igltl ¥e§'¥yiﬁlaqe(gp§>%rta%ts a radio wave having over a
(NG)

pr edet er m ned T eve power “does not |eak fromthe term nal apparatus, and

a second comuni cat, uni.t. operahle to, .after Jaanuar 003
portable card is iridée re(rJLqunst’oatl?erot?oe S g6t tt?‘ﬁe‘tniﬁﬁf‘lggr gﬁéé%ﬁ@?%&#ﬁ tie

second node and then_inpyt qr_ output, data to/fromthe integrated vi_ce, by
Crane { PRAG 8 GPBE0EY: R Tt heive 7 TTOIAT MEEFREE gAY BHCHoT Do ana

e
w t hout contacting the integrated 5 device. 13. A term nal apparatus which

i nputs of 6dut pufsedafa qa7d roPNArpbes afl andUn WRBPEF n JvheeTHor¥Rbs e idar d
contains an integrated device set to either a first node or a second node,
wher 8 n Bantdle ahi escry@ teodeure garledst drani el Progessernipet f aPradasneg in
t he second.
receives from the first terminal apparatus a numeral K which is
obtained by decrypting the numeral VJ, and Jjudges whether the
numeral K matches the numeral J. When they do not match, the IC
card abnormally ends the mutual authentication process mainly
15  done.the IC card. wian they match, the IC card sends an
confirmation command to the first terminal apparatus in step 862
and ends the mutual authentication process.
The controller 55 of the first terminal apparatus
waits for the IC card to send the confirmation command in step
20 S63. When the controller 55 receives the confirmation command
in step S63, the mutual authentication is completed.
When the mutual authentication ends normally, the
controller 5 of the IC card 1 waits for the first terminal

apparatus to issue the read command in step S9 shown in FIG. 16.

25 In step S10, the controller 55 of the first terminal apparatus

40



node, a process that requires higher security than the first node is
performed, the term nal apparatus includes a first communi gayhmeary2bd3
operabl e to, when a 15 di stance between the portable card and the term nal
apparatus is in a range of a second distance to a third distance, set the

Integratggs % etgeggec m&ggd g rggg {Qﬁ%kﬁéw&%qc¥ré%”é4g ﬁgﬁébg ff£n1

the int egrate eV| ce ransm recelving a radi o wave t F¥om t he
|ntegrated deV| hout contactln %C)t e integrated device,..and a second
conmuni c&FI §yu t' Sbgr éBt‘@r’EnStlﬁﬁen h%ag%?tibf CTHY 75 & TS ce
or shorter away fromthe term nal apparatus, set the, integrated deV| ceto
t he secoﬁ@QHR%P%ﬂdofhEhelﬁﬁu@@ﬁd(ﬁﬁﬁﬁﬁlﬁkﬁQFt%/??%h?tﬂ@riﬁgeaﬁaﬁé& d&vi ce
by 65 27 January 2003 transmitting or receiving a radio wave to/fromthe
i nt egr at ednfevicer Wiaiortexopdast i nfhe heonhregilaredSdénesevaids CAanerded) A
conput er -readabl e record nedi um =ecording a programthat allows a conputer
to i nput Jar centdptib dahd thef readadpost abl etemrsi 1 wherlsim ithe quaritady e-tear d
contains an integrated device set to either a first node or a second node,

wher ei n i aldhechinagtl ARdered Boedeher BbAtdoPregess orsther fer emrdgand gdrd he
second node, a process that requires higher security than the first 10 node

s perforpdeandsife PROOIABALoNS the eoRBULSRELO PRI AR ArklESky 1

comuni cating step stancé between the portable card an

conput er 5;%1&,3(:_%5 ggggxg%eg apd ghat anesLa got etd dhatance, ceti 19

the int egr evice i TS e an ef a he corrput er
to i nput put data.to/fromthe |nt rated device allomﬁ th
conput er ttr(’fit gm?e%’gl?:@c&r\ig% Fary %avé"ﬁﬁf?’ﬁﬁfflh TSy g?‘éfa %@\ﬁ ce
vvith?(qut cont act i ng the integrated device, and 20 a second conmuni cating

st ep!f or RORYER atHe epBERRBLEScAPdand A3fi rEe FREFREF sHdiETes eRisy Hitom

t he corrputer setting the integrated device to the second node and t hen
al | owi ng nigesl conpriteatien i hputher fagsputt egaiaalo/ Ipwanaties i i egtaredldevi ce

by allow ng the conputer to transmt of
and waits for the controller 55 of the first terminal apparatus

to. issue the write command in step S$14. After receiving the
information, the controller 55 of the first terminal apparatus
15 judges whether to permit the owner of the IC card to pass
through the gate to ride on the ﬁrain, based on the informa£ion
of a traveling section and a commuter pass valid period. The
controller 55 of the first terminal apparatus closes the gate 49
and refuses admission against the owner of the IC card when the
20 staztion is' not included in the traveling section or when the
commuter pass valid period has expired. When the controllexr 55
permits the owner of the IC card to pass through the gate, the
controller 55 issues the write command in step S15, and waits
for the IC card to issue a data writing completion notice in

25  step S16.
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66 r 27 January 2003 receive a radio wave to/fromthe integrated device
wi thout contacting the integrated device. 15. A conmunicath Qaﬁﬁgil gdossed
between a portable card and a term nal apparatus, wherein t e por e card
contains an integrated device set to either a first node or a second node,
wherein in the fir nDd a_predeterm ned process.is rforne nd i.n the
second node, a proc ﬁ%? FgaﬁFngehléhé% 523%r ?ggn tﬁscg? s? %Bﬁ% IS
performed, ;and |0 the er m nal par at us, when_a d stance bet ween t he

por t abl e¥EArE SREMERE %%rﬁFﬁHISégpaF%?ugo?srP%W%r ngecst tq S&€Bndidi $ance
to a third distance, sets the integrated device to the first nmode and then
i nputs oRNELYBEt saruiatexeeuteomﬁtehemrmegfzameérée\ﬁn@e Wi teandnformagion
receiving a radio wave |5 to/fromthe integrated device w thout contacting
t he i nt egnavetdhdeupneolandl ehmehery b2l appaiafosnavbhen thdiperctall éhear d
is a first distance or shorter away fromthe term nal apparatus, sets the

i ntegy at ededeybgert @£t NEhsegendeapgle hard fhedeh Nput Stid 2@ 20ut PEt dm daha
to/fromthe integrated device by transmtting or receiving a radi o wave

to/ from theeptegrated devige V&érﬁ‘%lf&”?%hé‘@ 588k ntggraked deyisag 67
A . Anf.AF[S . AyL. AFL. Af%A@fg AT

y%?/oAégsz) R R RA AT RSy A [ A 1L @@ﬁ%ﬁ Ao fa s (T SepBisiRl A S

S. Ay. A, JAS% AHS. A @A S A
%A.Aéy.Agﬁg DABECAL t>$$LTﬁéP§BF9qV§ %2?8%?%@?%%?c%?%ﬁﬁfcé?cﬁ%%ﬁ]SafCa]ca
]ca]ca]ca¥ca£ca¥ lca%ca%ca% %c“a cal ca] ca ca ca] ca] cRa] cal] ca! #a QQ

irst termina paratus goes to a loop

(h}xsnld Z] ] ca] ca] ca] ca] ca] ca ca]ca]ca]ca]ca]ca]ca]ca ca] ca] ca] ca] ca] ca] ca]
ca] cH} caFeapéa ééFc@%c& %B$c%10%@@a3%d®ﬁﬂﬁ@mﬁ "L OAGRIC x SWR@rZPEcapcafca]l c
aJ cal cal ca]ca]ca]lca]ca]ca]ca]ca]ca]calcalcalcalcalcalcalcalcalcalcalcalcalc
a] ca] ca] caf¢claltob a@prodmin.~R=| } xsni d_Z] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!|1;Iy& Z

LT +" e " SHe## ARSI {tig gld o rodh ] toadncial ada |apglacal-ea] @d]léabealieateabed] ca] ¢

a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cAa]cAa]ca]ca]ca]ca]ca'$$$@N@@@@&B&O&&&

: (whe(5pkphy) reenifantdppxsatds 4 § cag 6a] or] £ahsah cagcadeapenhenlgal ca

]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calT++++

oV, 6- BWen 3$- 8 dispenser. I1G._ 18 shows an example of the
/@65/0///*0h000|1 1112R2}xsn|d Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca ca] ca]ca] ca]ca

147 S5V SRS (OLE T ThoLSY BUEXS) 6001 051 o101 |CFERl Ay caf Caf Ce G Ca o

| cal cal caheal gl oa) salkslheal oal o2l oalealsal ool ol sal enl ealsalgalselea 99

the IC card 1 is inserted; a touch panel 62 for receiving an
input of an identification number of an IC card owner, or PIN
(Personal Identification Number); a biosensor 63 for reading
200 bio-information of the IC card owner, such as a face outline,
irises in the eyes, or fingerprints; and a paper money supply
box 64 into which paper money is supplied from inside the cash
dispenser 60 when the IC card owner is authenticated through a
mutual authentication using the card information and Dbio-

25 information. A major difference between the first and second
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100 10%)& 793 Q%0 5f #10%60% ( & dEbC

085 E§L #260/5 g?o&c@&“% fb»%ﬁ&“ 13/ Y ¥ 1996 7 )RFR 0BRERY ) eRables

*1i 1 dEDC |
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$10%<& (5ubpAiedss tHe "Hrespranedadk@ ce0dmOhe k¢ card 1 can operate
T10%<& () - 8f #10Ux&' () - s5#10%& () - 3f #109%& () -!~y/ % 0% <r <& () - ##73$$$%aB
VK@ . with a high-frequency synchronization clock signal, and the

controller 5 can run a high-level application program. The
15  high-level application program is, for example, JICSAP (Japan IC
Card System Application council) being multi-0S8 software

developed for the JAVA Card (JAVA Card is &a card standard

proposed by Sun Microsystems Inc.), or software proposed by
EMV.

20 The internal structure of the second terminal
apparatus will be described. FIG. 22 shows the internal

structure of the second terminal apparatus. As shown in FIG.
22, the second terminal apparatus includes a power circuit 69,
an interface apparatus 70, an ASK modulation circuit 71, a BPSK

25 demodulation circuit 72, a controller 73, and an encryption

44



L109%& () -

109& ()- YH#109& ()-!. @ 109 ()- #109& ()-"fS109%& () - WROER AR @03
109& () - SHL109& () - sl #109%& () - SSH109%& () -

&109%&' ()- 4! S&10%& ()-4' G ''': (W dEVK@ 9- Yd0%& () - s

#1098 (i)Y Ag).- * &HERUR A9k SHELOMEE )on VA% (D)t WOA( * 2hd) ) 4REE BpER
10: " 109%& () - 79409%& () - 5#109&' () - 3#10%& ()- 1#109&' ()- f/#10%&' ()-))))*Cr*

*xY:/ 1014, %Hl@é&ﬁen §§§9d§§ GL- é%@oé@ﬁbélted to the high-power loop

10% & ()O () Y ()- 10*+A+T++++dE .

o 2#1@?(&& (f%n oﬁ}%e& %%9 %é/%ar %9@?#%@&%%%@ e S A
Y0t & (1o Lf# 0%& * 3f #10% @@ w--3.s . [dE]

10794.0% 3 - L1 655870) tﬁi’ﬂ#@é &‘?SaraF‘s&l@% &) - SE 6% &ﬂﬁ Sky8h0 &

"()- ["1#/$/%5/0///~_@10L #10% & () - L#10% & (z FI)"10% /& ()-F' @0% & () -
10t 19t ;@gnmq@@ﬁggwyrptgﬁogg|Engggtngpigﬁ modulaticn circuit 71 and the
#10% & () - L#10% & () - L#10% & () -L#10% & () -!|I

9%0% /| & EPSE# el ptith] 2R222UE~7D $00PA0VUN&IhE: power to the IC card
F10% & () -L#10% & () - | y#10% & ()-LS#10% & ()-9%0% & () - 22, 3nB33, 4dE~_@
10‘f/S#1Q%&& &hﬂ9c%$@%5&bﬁb-ihan the first terminal apparatus, and that
+SH10% & () - )F#10%W & () - & #10% & () - L$z#10% & () -, 4] 444! 5#5$5%6&5dYNC 10

10/ 10/ the encryption circuit 74 encr¥nus and decrypts data using a
10/ : MLO% & () - 7510% & () - 5f #10% & () - 31 #10% & () - 1410% & () - 8565697h89: 7

S Sk iy L I e s

I—(;/C[lg 99d@%6%g°%8'%?&% kgéfﬁ{%%ﬁﬂe;%b@géﬁi%ﬁ%@ SVa0veECRE 2&)9 3<

sY10% <t <& ()-!X s 0% <L<& () - SHI0U&
10! f 1s#109%4| & () - f* %%"F%’Y? g‘?"%@&?& %’%-E%%g%agﬁgﬁ?fﬁ‘éfé&l ppparatus
194 0%<&' () - FOA] AAA B\ BBaBbC
10! f° fy#f(?%ﬁ&?'ﬁ*o{:‘y%q@/éﬂ &he) COREFINAR (I 1 | FE6 |8 (3% #169RF@NO% sy #1
0%| & () - BBCPCCDKDAELC
10! f #94 0B INT ° $SEOVRFACETLES# 1006 | &g ) COpRTOYdes (Y300l |tiq ) ssiceroia| &
' () - KDDDDD<EXEdEbC
10! f° / S#H1EY%|i& () -apd008t &8s () - Heg#10%hles qommun)ixaidrs ¥yct e HLOWILE M 3%
f#10%4| & () - xEEE3FVFyFzF{ F| FdYNC 10! f
described with reference to FIG. 23. The controller 73 of the

second terminal apparatus alwavslwalts For the IC card 1 to be
inserted and loaded onto the card tray 67. When an owner of the
IC card 1 inserts the IC card 1 into the slot, the IC card 1 is
sucked into and loaded in the second terminal apparatus. When
20 the IC card 1 has been inserted into the second terminal
apparatus, the IC card is close to the loop antenna 66 of the
second terminal apparatus, as shown in FIG. 21A. The IC card 1
is disposed under the center of the loop antenna. When a radio
wave 1s induced in the loop antenna €6 in this condition, the IC

25 card 1 is supplied with high power. Though FIG. 21A shows that
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10 magnetic code or an emboss, or due to a trace of improper
manufacturing, the controller 73 warns the card owner of it,
ejects the IC card 1, goes to step 529, and notifies the system
administrator that the IC card may be improper. When the
controller 73 judges that the card information is normal in step

15 823, the controller 73 goes to step S24 and urges the card owner
to type a code numbe#. The controller 73 then waits for the
code number to be typed in step S25. After the code number is
typed, the controller 73 compares the code number included in
the card information with the typed code number in step S$526.

200 When they do not match, the controller 73 goes to step S29 to
notify the system administrator <that the IC card may be
improperly owned. When the two code numbers match in step S26,
the controller 73 goes to step S27 to activate the biosensor 63
and instruct the biosensor 63 to read the bio-information of the

25 card owner such as a face outline, irises in the eyes, or
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the typed code number is not found in the database, since the
card owner may have obtained or manufactured the IC card 1

10 improperly, the controller 73 goes to step S29 to notify the
system administrator of it. When a combination of the bio-
information read by the biosensor 63 and the typed code number
is found in the database, the controller 73 goes to the process
in the flowchart shown in FIG. 24.

i3 After this, the controller 73 of the second terminal
apparatus and the controller 7 oflthe IC card 1 coordinate Qith
each other in accordance with the flowchart shown in FIG. 24.
Note that the steps with the same reference signs in the
flowcharts shown in FIGs. 16 and 24 perform the same operations.

20 The flowchart shown in FIG. 24 differs from FIG. 16 in that
power is supplied from the high-power loop antenna 66 in step
S31 before the polling command is issued in step S1, that the
mode switching is performed in step S5, and the IC card 1is
activated in the close mode, that the mutual authentication is

25 performed in steps $32-3S33 using a public key while in FIG. 16,
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U&' ()5 Yvevyguyy, 0= Also, the polling command issued by the second

terminal apparatus is different from that issued by the first

terminal apparatus. With this construction, the IC card can

immediately recognize the terminal apparatus to which the IC

card is coming closer is the first terminal eapparatus or the
10 second terminal apparatus.

Here, the mutual authentication performed between the
second terminal apparatus and the IC card in steps S32 and S33
in FIG. 24 will be described with reference to FIG. 25. FIG. 25
is a sequence diagram showing the mutual authentication between

15  the second terminal azpparatus and the IC card.

In step S$71, the controller 73 of the second terminal
apparatus judges whether the ID number is proper. When judging
that the ID number is proper, the controller 73 of the second
terminal apparatus generates a random number and encrypts an

20 obtained numeral D using a predetermined public key Ma in step
$72, and sends a numeral (= encrypted numeral WD) to the IC card
in step S72, where the public key Ma and a secret key Ha have
been prepared in advance.

In step S74, the controller‘s of the IC card waits for

25 the second terminal apparatus to send the numeral WD. After

48



10 10L!. @' 10% ()-!$S 10% ()-F"y10% ()- 10 U 10 U 10 U@ 10%

U& () - 3@YL0% UE () -, w wwwy, xvxdE_ = 10 10L!. ", #10% () - L¥109@akdarg S068& () -
| 940%& () - SFL0%& () - S#10%& () - vxxOyi yyyfza? = 10 10L!1\" % 0%& () -

#109&' () - f#10%&' ()- #10%' ()-!\LYA0%' ()- F#L10%& ()-fzzz.{{{+ dE = 10

T0L! 1\ L5#ER%8 v(ind HHEOMBIS 22 Y /WLDVEAE ) cbntd0UBeE) 5 BoEGYE JsHEp TOVR €3 - +|
(K| 1| n|~|||bC 10 10L!!Yy#10% ()-. (10% ()- "yl0%: ()- 10 10 10:

1098 () - 1&REWMRICD - tFe ) 3nérvpltAhe iddiit 10 to decrypt the numeral WD
Y394 094H&! () - - | SY30A0%&' () - -, MLOY ()-!

FUL0%& () o'l %Ee )2 ESYEI0YES (o - 4802 En1Q: ey =, and encrypt the
V19409 () - EIkYL0A00@7& () FI\ Y30a0000& ()--1 X Ya0m0v& ()--&a

Y3%0955&, ()~ -[ - . . .~

%40% & (%—“&%&%&' 1) 2 SAD0B PP V51667 D) S % RERHT) 2 VPHEG9EE: I 1grere
10 _ZdEnN/ %10%?I#10%&&f( -F9% 0% & () - . ) - ,
#10% % (FPE TS )59 0Bk &2 -#géfyé’gb(‘—)’—-‘%\lﬂheéfn\?ﬁb have been prepared in
940%R#10%2 & () - $#10%& () - F" 940% & () -

zZ#10% & EFAVERTEYR' The#tovEgolyeresd goes to step 576 to transmit the
940982#10%2& ()-110%& ()-f/ 10%& ()- 39- %40% & () -

+7#10% &NEnersi] (W & q Jthe  @nd a0 abo@BRAtFLUY! S10UBE ()- 107

The controller 73 of the second terminal apparatus

waits for the IC card to send the numeral WE in step S77. After

100 receiving the numeral WE in step 577, the second terminal

apparatus goes to step §78. In step S$78, the controller 73 of

the second terminal apparatus decrypts the numeral WE using the

secret key Ha. The. controller 73 then .judges whether the

numeral F obtained by decrypting the numeral WE matches the

15 pumeral D in step S79. When they match, the second terminal

apparatus completes the process'of the mﬁtual authentication
which is mainly done by the second terminal apparatus.

After this, a process in the mutual authentication is

mainly done by the IC card in a similar manner in steps $80 and

20 S81. The IC card generates a random number M, encrypts it using

the public key Mb, and sends an encrypted numeral WM to the

second terminal apparatus. The second terminal apparatus

decrypts the numeral WM using a secret key, encrypts it using a

public key to obtain a numeral WN, and sends the numeral WN to

25 the IC card. The IC card receives from the second terminal
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waits for the IC card to send the confirmation command in step
$83. When the controller 73 receives the confirmation command

10 in step $83, the mutual authentication is completed.
It is understood from the above description that
security is higher in the close mode than in the remote mode.
As described above, the second terminal apparatus has
a mechanism that prevents radio waves from leaking, such as an
15 electromagnetically shielded box. With this construction, when
a poréable card is placed 1u the electromagnetically shielded
box, personal information cannot be intercepted by an improperly
intentioned third party while being transferred between the
second terminal apparatus and the integrated device. Since the
20 nonvolatile memory 13 in the IC card 1 is activated only in the
close mode as described above, the nonvolatile memory 13 is
useful for storing personal information for which high security
is required. When the personal information is stored in the

nonvolatile memory 13, the one-chip IC of the IC card 1 can

25 coordinate with the second terminal apparatus in terms of the
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apparatus. As a result, no maintenance is recguired for both the
IC card 1 and the second terminal apparatus. Also, since the
nonvolatile memory 13 is activated only when the IC card 1
approaches the terminal apparatus, the card owner need not
10 attach a connector to both the terminal apparatus and the IC
card, for example, which provides high convenience to the owners
of the IC card 1. As described above, as is the case with the
. conventional IC card 1 for the remote mode, the IC card 1 of the
present invention can coordinate with the <first terminal
15 apparatus in the remote mode. In addition, the IC card 1 of the
present invention can be used for paymént, which has been
considered as not suitable for the conventional IC card 1 for
the remote mode from a security standpoint. 1In other words, one
piece of IC card 1 can manage a plurality of different kinds of
20 personal information.

It is to be noted that various changes may be made
without departure from the scope of the present invention. The

following are examples of such changes.

{(a) In the present embodiment, the first terminal apparatus is

25 attached to an automatic ticket gate in a station. However, the
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nonvolatile memory 12 stores names and code numbers of card
owners, and when the IC card 1 approaches the first terminal
5 apparatus, the first terminal apparatus issues a read command to
read the name and PIN from the IC card 1. The first terminal
apparatus then issues a write command to the IC card 1, so that
the IC card 1 writes a sum of a loan to the nonvolatile memory
12. The first terminal apparatus then instructs the cash
10 dispenser to pay the sum of the loan.
(b) In the present embodiment, the first terminal apparatus is
attached to an automatic ticket gate and the second terminal
apparatus is attached to a cash dispenser. However, a terminal
apparatus may have functions of both the first and second
13 terminal apparatuses. More specifically, in this case: when an
IC card approaches the terwinal apparatus to be several cm to 10
cm away from the terminal apparatus, the terminal apparatus sets
the one-chip IC to the remote mode then transmits and receives
radio waves to/from the IC card to output and input data to/from
20 the one-chip IC while they are not in contact with each other;
and when an IC card approaches the terminal apparatus to be 0-5
mm away from the terminal apparatus, the terminal apparatus sets
the one-chip IC to the close mode then transmits and receives

radio waves to/from the IC card to output and input data to/from

25 the one-chip- IC while they are not in contact with each other.
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5 demodulation circuit. When an IC card approaches the general-
purpose computer to be several cm to 10 cm away from the
general-purpose computer, the general-purpose computer sets the
cne-chip IC to the remote mode then transmits and receives radio
waves to/from the IC card to output and input data to/from the

10 one-chip IC while they are not in contact with each other; and
when an IC card approaches the general-purpose computer to be 0-
5 mm away from the general~purpose computer, the general-purpose
computer sets the one-chip IC to the close mode. then transmits
and receives radio waves to/from the IC card to output and input

15 data to/from the one-chip IC while they are not in contact with

(c) In the above embodiment, the switching to the close mode is
done using a wvoltage received by the antenna and the polling
command. However, the mode switching may be done using (1) one
20  of a plurality of types of information: information physically
recorded in the IC card; information recorded optically ox
magneto-optically in the IC card; a code number of the IC card
owner; and bio-information of the IC card owner, or any
combination of these types of information, and (2) personal

25 informetion stored in a memory. Also, the voltage received by
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5 signal generation unit 29 are output to the nonvolatile memories
12 and 13. However, an access to the ncnvolatile memory 12 ox
13 may be permitted only when signals CEl and CE2 are output
from both the MPU 22 and the enable signal generation unit 29.
With this construction, switching to the close mode is done more

10 strictly, making improper accesses to the IC card difficult.
In the present embodiment, either signals SEl1 and SE2
output from the MPU 22 or signals SEl1 and SE2 output Irom the
selection signal generation unit 34 are.output to the encryption
circuits 10 and 11. However, the encryption. circuits 10 and 11

15 may be activated only when signals SEl and SE2 are output from

both the MPU 22 and the selection signal generation unit 34.

RIAL 2 LITY
The present invention can be used as an automatic
ticket gate and a cash dispenser for automatic checking at a
20 facility gate or a ticket gate or for a payment at a local
government, a transport facility, a financial institution, a
medical institution or the like that deals with a great many of

residents, clients, or employees.
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5 card approaches a terminal apparatus, identify either a first

purpose or a second purpose for which the portable card is used,
according to an output level of a radio wave transmitted from
the terminal apparatus;
a-processing unit operable to perform a first process
10 using the radio wave when the portable card is used for the
first purpose and perform a second process using the radio wave
when the portable card is used for the. second purpose; and
a communicating unit operable to perform a non-
contact-type data input/output between the terminal apparatus
15 and the processing unit by performing radio communication with

the terminal apparatus when the portable card is used for either

of (1) when the processing unif needs %o input or output data
m i D m _the fi r n
A i nit n to in r ut_d
20 from the rminal aop verfor h by S

[the first purpose and the second purpose].

2. The portable card of Claim 1, wherein the identifying unit

includes:
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100 distance to a third distance.

3. The portable card of Claim 2, wherein
the integrated device receives a power supply from the
terminal apparatus,
the power the terminal apparatus supplies to the
15  integrated device changes according to the distance between the
portable card and the terminal apparatus,
the identifying unit includes
a comparing unit operable to compare a received
voltage of a radio wave received by an antenna with a
20 predetermined threshold wvalue, and
the judging unit judges that the portable card is the
first distance or shorter away from the terminal apparatus when
the received voltage is higher than the predetermined threshold

value, and judges that the distance between the portable card
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102910 /&%&g%s% /%g‘%(:) o@f%?:@%b‘g (r)ad XAtk IQVlrln?bpéQQr lower than a

10b<" 109
first power level to the portable card, or

a second terminal apparatus that has an antenna in an

electromagne£ically shielded box and outputs a radio wave having

10 power of a second power level that ;s twice the first power
level or higher, to the portable card in the box, and

the predetermined threshold value is determined based

on (1) received power of a radio wave that has power of the

first power level and is received when the distance between the

15 portable card and the terminal apparatus is in the range of the

second distance to the third distance and (2) received power of

a radio wave that has power of the second power level and is

received when the distance between the portable card and the

terminal apparatus is the first distance or shorter.

20 5. The portable card of Claim 4, wherein
the second purpose deals with more confidential data
than the first purpose,
the first process includes at least one of an
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encryption key, and an authentication process for authenticating
the terminal apparatus using the first encryption key,
the second process includes at least one of an
encryption process for encrypting data using a second encryption
10 key which provides higher security than the fifst encryption
key, a decryption process for decrypting data using the second
encryption key, a certification process for certifying, in
response to an authentication process performed by the terminal
apparatus, authenticity of the portable card using the second
15 encryﬁtion key, and an ‘authentication process for authenticating
the términal apparatus using the second encryption key,
the second process has a heavier processing load than
the first process, and
the second power level 1is determined based on an

20 amount of power consumed when the processing unit performs the

second process.

6. The portable card of Claim 5, wherein the integrated device

includes

a storage unit which includes (1) a first area for
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command issued by the terminal apparatus and transmit data to
the terminal apparatus using wireless communication,
the processing unit includes
an access managing unit operable to, when the
10 identifying unit has identified either the first or second
purpose, permit either the first or second area corresponding to
the identified purpose to be accessed and prohibit the other
areas from being accessed,
a decoding unit operable to decode the command
15  received by the transmission/reception unit, and
a memory access unit operable to, when the decoding
unit detects that the command is a read command as a result of
the decoding, read a piece of data specified by the read command
from either the first or second area and instruct the
20 transmission/reception unit to transmit the piece of data, and
operable to, when the decoding unit detects that the command is
a write command as a result of the decoding, write a piece of

data specified in the write command to the first or second

area.

59



U& () - 9y) SH#10% U& ()-9 ' g#10% U& () - OF%g#10% U& () -, #940% U& ()-HdE:/ 10 U
10 UyS; 10% U8 () - S894.0% U&' () - 896f #10% U8 () - 94@10% U&' () 2P Iskege003

U& ()-9/ @10% U& ()- X 1O xV7/ 10 | #10%& ()-! &PA0%& () -

#1098 () - #10%&' () - #10%&' ()-"10%& ()- 10 UO ! 1"D'"#dE7/ 10 |#

I$1098 () - #1098 () - FYA0%E () - #10%& () - #109& () - z#109& () - #2####=$} $dE7/ 10

| #+2 #1098 () ZH 00 () - QFAOYR! )5 A UOYE N - S IRAVE () 5 94 2EIQVBL( ) £ 9590
M= e e R (G B et e i ©
YASH109& -gAS#lO%&'()-2f#10%&'()-0f10%&'()-3--10%&'()-@@@@@M&G&&bc 10
| 9#10%2 & ¢T 28300 & ()-'S 10%& ()-"10%& ()- 10 10 10y;
109 ()-&& @' ' ' dEBC 10 _ . . _ ,
| L#10%2 &' () - LA10%E. (SYSHAERE 110D Vv#E096E ( FLOoddoe @RRUFERR & ¥t (° ((
() X) dEbC ’
operable to, when the first terminal apparatus supplies power of
5 the first power level to the portable card, send to the
processing unit a synchronization clock signal having a first
frequency that is generated in accordance with a frequency of a
carrier of a received signal, and operable to, when the second
terminal apparatus supplies power of the second power level to
10 the portable card, send to the processing unit a synchronization

clock signal having a second frequency that is higher than the

first frequency.

8. The portable card of Claim 1, wherein
the terminal apparatus is either
15 a first terminal apparatus that performs a polling by
outputting a radio wave that includes a first polling command,
and
a second terminal apparatus that performs a polling
by outputting a radio wave that includes a second polling
20 command,
the first terminal apparatus and the second terminal
apparatus transmit radio waves of different output levels,
the identifying unit includes
a judging unit operable to, when the portable card
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portable card is approaching, according to the output level of
the radio wave transmitted from the terminal apparatus,
the identifying unit identifies the first purpose when
100 the judging unit judges that the radio wave includes the first
polling command and when the detect;on unit detects that the
portable card is approaching the first terminal apparatus, and
identifies the second purpose when the judging unit judges that
the radio wave includes the second polling command and when the

15  detection unit detects that the portable card is approaching the

second terminal apparatus.

8. A dual-purpose portable card, the portable card comprising
an integrated device which includes:
an identifying unit operable to, when the portable
20 card approaches a terminal apparatus, identify either a first
purpose or a second purpose for which the portable card is used,
according to a radio wave transmitted <from the terminal
apparatus;
a processing unit operable to perform a first process
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and the processing unit by performing radio communication with
the terminal apparatus including a mutual authentication
sequence which differs according to a difference between the

first purpose and the second purpose.

10 10. A dual-purpose portable card, the portable card comprising
an integrated device which includes:

an identifying unit operable to, when the portable
card approaches a terminal apparatus, identify either a first
purpose or a second purpose for which the portable card is used,

15 according to an output level Sf a radio wave transmitted from
the terminal apparatus:;

a processing unit operable to perform a first process
using the radio wave when the portable card is used for the
first purpose and perform a second process using the radio wave

20 when the portable card is used for the second purpose; and

a communicating unit operable to perform a non-
contact-type data input/output between the terminal apparatus
and the processing unit by performing radioc communication with
the terminal apparatus including a mutual authentication

62



10 L$109& ()-!'f10% ()-10%&k ()-f#109& ()-f#10%& ()- L% 0% ()- MM NgNNN2GaBbC
10 27 January 2003
2SH109& () - 08#10%&'() 9. %EO%&'() f,S#H109& ()-L*f#10%& ()-! & #10%&' ()-201Cs0
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109 ()-3710%& ()-4SH10%&' () - CCPAP{PPPdEbC 10
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93940968 () - KeSSoT e 10°) 105 105 105@

10968 () - y8991096& () - y6210%6& () -y4 10968 ()-y2S1096& () - T' T_TTTUVUJEYNC
10 | QO ()- " 10%&

g#109%& L} zA1698m @gf@%& Sqeﬂ@fﬁ%ﬁrlsww%@mgﬁrﬁr 1a first

SH109&' () - z#lO%&f()-I@&OW&T() fz109&' ()-3z#109&' ()-g#109%&' () -
W WWK= pr@gyg@ apparatus, and a second terminal apparatus, wherein

| . S109&' ()-S, S10%& ()-9* SH109&' ()- &L0%& () -#% 0% ()-! SH10%& () - pXXX' Y2YhYk
Yl Y&B7C the portable card contains an integrated device set
to either a first mode or a second mode, wherein in the first
mode, a predetermined process i1s performed and in the second
mode, a process that requires higher security than the first
mode is performed,
10 the first terminal apparatus includes
a first communicating unit operable to, when the
portable card approaches the first terminal apparatus, set the
integrated device to the first mode and then input or output
data to/from the integrated device by transmitting or receiving
15 a radio wave to/from the integrated device without contacting
the integrated device, and
the second terminal apparatus includes
a box which contains an antenna and is
electromagnetically shielded so that a radic wave having over a
20 predetermined level of power does not leak from the terminal
apparatus, and
a second communicating unit operable to, after the
portable card is inserted into the box, set the integrated
device to the second mode and then input or output data to/from
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second terminal apparatus, wherein
the portable card contains an integrated device set
to either a first mode or a second mode, wherein in the first
mode, a predetermined process is performed and in the second
10 mode, a process that reqguires higher security than the first
mode is_performed,
the first terminal apparatus includes
a first communicating unit operable to, when the
portable card approaches the first terminal apparatus, set the
15 integrated device to the first mode and then input or output
data to/from the integrated device by transmitting or receiving
a radio wave to/from the integrated device without contacting
the integrated device, and
the second terminal apparatus includes
20 a box which contains an antenna and is
electromagnetically shielded so that a radio wave having over a
predetermined level of power does not leak from the terminal

apparatus, and

a second communicating unit operable to, after the
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13. A terminal apparatus which inputs or outputs data to/from a
portable card, wherein
the portable card contains an integrated device set
to either a first mode or a second mode, whefein in the first
10 mode, a predetermined process is performed and in the second
mode, & process that requires higher securi?y than the first
mode is performed,
the terminal apparatus includes
a first communicating unit operable to, when a
15 distance between the portable card and the terminal apparatus is
in a range of a second distance to a third distance, set the
integrated device to the first mode and then input or output
data to/from the integrated device by transmitting or receiving
a radio wave to/from the integrated device without contacting
20 the integrated device, and
a second communicating unit operable to, when the
portable card is a first distance or shorter away from the
terminal apparatus, set the integrated device to the second mode
and then input or output data to/from the integrated device by
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14. (Amended) A computer-readable record medium recording a
program that allows a computer to input or output data to/from
5 a portable card, wherein
the portable card contains an integrated device set
to either a first mode or a second mode, wherein in the first
mecde, a predetermined process is performed and in the second
mode, a.process that requires higher security than the first
10. mode is performed, and
the program allows the computer to perform
a first communicating step for, when a distance
between the portable card and the computer is in a range of a
second distance to a third distance, setting the integrated
15 device to the first mode and then allowing the computer to input
or output data to/from the integrated device by allowing the
computer to transmit or receive a radio wave to/from the
integrated device without contacting the integrated device,
and
20 a second communicating step for, when the portable
card is a first distance or shorter away from the computer,
setting the integrated device to the second mode and then
allowing the computer to input or output data to/from the

integrated device by allowing the computer to transmit or
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" H#SY& () *+, - ./ 012H Y88k alsre 2BEDERRh Kb an integrated device set
to elither a first mode or a second mode, wherein in the first
mode, a predetermined process 1is performed and in the second
mode, a process that requires higher security than the first
mode is performed, and
10 the terminal apparatus, when a distance between the
portable card and the terminal apparatus is in a range of a
second distance to a third distance, sets the integrated device
to the first mode and then inputs or outputs data to/from the
infegrated device by transmitting or receiving a radio wave
15 té/from the integrated device without contacting the integrated
device, and
the terminal apparatus, when the portable card is a
first distance or shorter away from the terminal apparatus, sets
the integrated device to the second mode and then inputs ox
20 outputs data to/from the integrated device by transmitting or

receiving a radio wave to/from the integrated device without

contacting the integrated device.
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