
;MNOPQRe3e w t4Hdx6T56L 27 January 2003  A DUAL-PURPOSE PORTABLE CARD, A
COMMUNICATION SYSTEM, A COMMUNICATION METHOD, A TERMINAL APPARATUS AND A
COMPUTER-READABLE RECORD MEDIUM RECORDING A PROGRAM 5 TECHNICAL FIELD The
present invention relates to a portable card containing an integrated
device such as an IC card that performs a radio communication with a
terminal apparatus, a communication system, a communication method, a
terminal apparatus, and a 1~ computer-readable record medium recording a
program. Local governments, transport facilities, financial institutions,
medical institutions or the like are interested in management of personal
information using IC cards. IC cards are 15 the cards that contain an
integrated device (also referred to as a one-chip IC) that includes a
nonvolatile memory, a processor, an authentication circuit or the like. An
IC card containing a one-chip IC that records personal information can
always be carried by the owner. The personal information recorded in an 20
IC card is referred to as occasion demands. Also, the authentication
circuit contained in the IC card prevents the personal information from
being read improperly. Compared with '    27 January 2003 magnetic cards,
IC cards protect the personal information well from improper accesses. Such
IC cards conform to ISO standards which have already beer. provided or will
be provided. Remote type IC cards are defined in 2S014443. Close-type IC
cads are 5 defined in IS010536. Remote-type IC cards receive electric power
front terminal apparatuses through radio waves, then integrated devices
inside the IC cards are activated. The remote-type IC cards are said to be
suitable for the checking of commuter 10 passes or management of people
entering and exiting a facility. For example, when an owner of an IC card
holds the IC card over a terminal apparatus formed in a railroad ticket
gate to enter the gate to ride on a train, the integrated device contained
in the IC card is activated receiving power through radio waves 15 from the
terminal apparatus. When the IC card contains an authentication circuit and
a memory circuit that stores. 



information indicating that the IC card is used as a commuter pass,
information of a railway line section traveled by the card owner, and
information of a valid period of the commuter pass, 20 the terminal
apparatus in the ticket gate coordinates with the authentication circuit
and the memory circuit to check the validity of the IC card. When there is
no problem in the travel section and commuter pass period, the terminal
apparatus permits the card owner to enter the platform; and when there is a
25 problem, the terminal apparatus prohibits the card owner from 2   27
January 2003 entering the platform. In the case of magnetic cards used as
commuter passes, card owners are required to take out a card and let the
card pass through a ticket gate. If the above commuter pass checking 5
system becomes prevalent, IC card owners will not be required to do the
above operations. This will facilitate commuters who pass through ticket
gates using commuter passes, and relieve the congestion at tickets gates
such often seen at rush hour in terminal stations in large cities. 10 A
remote-type IC card coordinates with a terminal apparatus to transfer
personal information at a ticket gate even though there is some distance
between them. Remote-type IC cards. are very useful as described above and
give us an impression that a11 the specifications for IC cards for managing
15 personal information may well be unified, to a remote-type. However,
conventional remote-type IC cards are not suitable for coordination with
terminal apparatuses to deal with personal information which should be kept
secret. A some different type of IC card would be suitable for dealing with
secret, personal 20 information. The reason for thinking that remote-type
IC cards are not suitable for dealing with personal information is as
follows. When an improperly intentioned third party holds an IC card over a
terminal apparatus while the terminal apparatus is 25 transmitting or
receiving personal information to/from another 3   27 January 2003 IC card,
the third party can store the personal information into 



the IC card. Also, it is possible for a communication apparatus located
near a terminal apparatus to receive personal 5 information transferred
between the terminal apparatus and an IC card. The communication apparatus
may be operated by an improperly intentioned third party. That is to say,
it is possible for the third party to intercept personal information, or
alter the intercepted information and transmit the altered l0 information
to the terminal apparatus. In this case, every time a remote-type IC card
coordinates with a terminal apparatus, there is a danger that personal
information leaks. Considering the above, storing important personal
information into a remote-type IC card for use is not 15 desirable There is
a method of storing important personal information into IC cards while
maintaining the usefulness of the remote type IC cards. It is a
combination-type IC card which is made by combining specifications of
remote-type IC 24 cards with those of contact-type IC cards. Each
contact-type IC card has a contact-type connector. The integrated device in
a contact-type IC card is activated when the IC card is connected to a
terminal apparatus via the connector. After the IC card is connected to a
terminal apparatus, it is impossible for a 25 communication apparatus
disposed near the terminal apparatus by 4   27 January 2003 an improperly
intentioned third party to intercept personal information. In this case,
also, the terminal apparatus can check the credibility of the card owner by
checking in input code number or the like. As apparent from this,
contact-type IC cards are far more excellent than remote-type IC cards in
security, and suitable for payment or the like. Connectors in contact-type
IC cards may, however, be smeared or wet. This would reduce the
conductivity of the connectors. Therefore, owners of combination-type IC
cards are ld required to treat, keep, or carry the cards carefully to
protect connectors from such problems. This puts a constant burden upon the
card owners. Also the card owners should carefully insert or remove IC
cards so that the cards are not damaged. _ This makes the card owners
nervous whenever they use the IC cards . 15 Suppose each .card owner feels
nervous when he/she inserts or remove a combination.-type IC card into/from
a cash dispenser in a financial institution, it takes a lot of time for
each one to perform payment. When this happens, a long line of cash
dispenser users may be made before each cash dispenser on days 20 when
banks have a lot of cash dispenser users for payment. In addition to the
above, when a combination-type IC card is repeatedly made contact with
terminal apparatuses, both ends of a connector are worn out, resulting in a
faulty connection. If maintenance is frequently required for both the 25
cards and terminal apparatuses due to such faulty connections, 5   27
January 2003 financial institutions having cash dispensers may not
introduce the combination-type IC card. 



DISCLOSURE OF INVENTION It is therefore the first object of the present 5
invention to provide a dual-purpose portable card used for, for example,
payment or passing through a ticket gate, without being electrically
connected using a connector. It is the second object of the present
invention to provide a portable card that allows the owner of the card to
10 switch between two purposes of the card, such as payment and passing
through a ticket gate. It is the third object of the present invention to.
provide a portable card that can be switched between a purpose requiring a
heavy-loan process and a purpose requiring a light 15 load process. The
first object is fulfilled by a dual-purpose portable card, the portable
card comprising an integrated device which includes: an identifying unit
operable to, when the portable card approaches a terminal apparatus,
identify either 20 a first purpose or a second purpose for which the
portable card is used, based on a radio wave transmitted from the terminal
apparatus; a processing unit operable to perform a first process when the
portable card is used for the first purpose and perform a second process
when the portable card is used for the second 6   27 January 2003 purpose;
and a communicating unit operable to perform a non contact-type data
input/output between the terminal apparatus and the processing unit by
performing radio communication with the terminal apparatus when the
portable card is used for either 5 of the first purpose and the second
purpose. With the above construction, when the dual-purpose portable card
is a combination-type IC card used for, f or example, payment and passing
through a ticket gate, a switching between the two purposes and recognition
by the terminal 1D apparatus are done in accordance with the radio wave
transmitted from the terminal apparatus. In doing so, the card owner is not
required to insert or remove a connector, for example. As a result, the
portable card of the present invention is highly useful. 15 Also, when the
first purpose and the second purpose required different processes to be
done, data input/output between the portable card of the present invention
and the terminal apparatus for either purpose is performed through a radio
communication. There is no need of connecting a connector 



20 to the card. As understood from this, there is no need of worrying about
abrasion of a connector or faulty connection in terms of the portable card
of the present invention since connection using a connector is not required
in switching between the two purposes or in inputting or outputting data.
No 25 maintenance is required for the portable card and the terminal 7   27
January 2003 ` apparatus. This makes the payment work or checking at the
ticket gate economical. Furthermore, the portable card of the present
invention can communicate with the terminal apparatus even if it 5 is
smeared or wet. As apparent from this, the portable card operates normally
even if it is treated somewhat roughly, and the owner of the card need not
worry about how to carry or store the portable card. The second object of
the present invention is 10 fulfilled by the above portable card, wherein
the identifying unit includes: a judging unit operable to judge that the
portable card is used fox the second purpose when the portable card is a
first distance or shorter away from the terminal apparatus, and judge that
the portable card is used for the 15 first purpose when a distance between
the portable card and the terminal apparatus is in a range of a second
distance to a third distance. With the above construction, the owner of the
portable card can use the portable card for the second purpose by 20
bringing it close to the terminal apparatus, and can use it for the first
purpose by keeping it at a distance from the terminal apparatus. This
facilitates the card owner since the card owner can switch between the two
purposes by changing the distance between the portable card and the
terminal apparatus. 25 The third object of the present invention is
fulfilled B   27 January 2003 by the above portable card, wherein the
integrated device receives a power supply from the terminal apparatus,the
power the terminal apparatus supplies to the integrated device changes
according to the distance between the portable card and the 



terminal apparatus, the identifying unit includes a comparing unit operable
to compare a received voltage of a radio wave received by an antenna with a
predetermined threshold value, and the judging unit judges that the
portable card is the first distance or shorter away from the terminal
apparatus when the 10 received voltage is higher than the predetermined
threshold value, and judges that the distance between the portable card and
the terminal apparatus is in the range of the second distance to the third
distance when the received voltage is. lower than the predetermined
threshold value. 15 With the above construction, the purpose of the
portable card can be switched in accordance with the power received by the
integrated device. That is to say, either the first process or the second
process is selected according to the load and the power consumption
required for the process. More 20 particularly, payment, which requires
higher confidentialness than checking at a ticket gate, has a larger load
due to mutual authentication or data encryption to provide higher security,
can be performed when the portable card is the first distance or shorter
away from the terminal apparatus when the portable card 25 receives higher
power from the terminal apparatus. 9   27 January 2003 Also, the portable
card need not have a battery since the integrated device receives a power
supply from the terminal apparatus. As a result, the portable card is
lighter and simpler than conventional ones. 5 In the above portable card,
the terminal apparatus may be either a first terminal apparatus that
outputs a radio wave having power lower than a first power level to the
portable card, or a second terminal apparatus that has an antenna in an
electromagnetically shielded box and outputs a radio wave having ~ power of
a second power level that is twice the first power level or higher, to the
portable card in the box, and the predetermined threshold value is
determined based on (1) received power of a radio wave that has power of
the first power level and is received when the distance between the
portable 15 care and the terminal apparatus is in the range of the second
distance to the thud distance and (2) received power of a radio wave that
has power of the second power level and is received when the distance
between the portable card and the terminal apparatus is the first distance
or shorter. With the above construction, since the second terminal
apparatus has a device that is arranged (e. g., electromagnetically
shielded) to prevent leakage of a radio wave, and the portable card is
inserted into the electromagnetically shielded device, personal information
25 transferred between the terminal apparatus and the integrated 10   27
January 2003 device is prevented from being intercepted by an improperly
intentioned third party. Since the second process performed in the close
mode can handle personal information that requires high security.
Accordingly, the integrated device can 5 coordinate with the terminal
apparatus to process the personal information without contacting the
internal circuit of the terminal apparatus. Accordingly, the portable card
of the present invention not only coordinates with the terminal apparatus
through a communication in the remote mode as 10 conventional portable
cards do, but performs a process for payment which has been thought
unsuitable for such a card from the viewpoint of security. That is to say,
one portable card of the present invention includes all personal
information required for the two purposes. 15 Also, the power supplied
from the first terminal y_ ~ _. apparatus can be as low as conforms to the
domestic law such as the Radio Law. Accordingly, the portable card can
coordinate with the terminal apparatus without violating laws, keeping a
necessary distance between them. 



20 In the above portable card, the second purpose may deal with more
confidential data than the first purpose, the first process includes at
least one of an encryption process for encrypting data using a first
encryption key, a decryption process for decrypting data using the first
encryption key, a 25 certification process for certifying, in response to
an 11   27 January 2003 - authentication process performed by the terminal
apparatus, authenticity of the portable card using the first encryption
key, and an authentication process for authenticating the terminal
apparatus using the first encryption key, the second process includes at
least one of an encryption process for encrypting data using a second
encryption key which provides higher security than the first encryption
key, a decryption process for decrypting data using the second encryption
key, a certification process for certifying, in response to an 10
authentication process performed by the terminal apparatus, authenticity of
the portable card using the second encryption key, and an authentication
process for authenticating the terminal apparatus using the second
encryption key, the second _ process has a heavier processing load than the
first process, lj and the ssecond ewer level is determined based on an
amount of power consumed when the processing unit performs the second
process. With the above construction, an encryption key providing higher
security is used for the second purpose for 20 which higher security is
required. As a result, the portable card of the present invention not only
coordinates with the terminal apparatus through a communication in the
remote mode as conventional portable cards do, but performs a process for
payment which has been thought unsuitable for such a card from 25 the
viewpoint of security. That is to say, one portable card of 12   27 January
2003 _- the present invention includes all personal information required
for the two purposes. Tn the above portable card, the integrated device
:nay include a storage unit which includes (1) a first area for 5 storing
data that is used only for the first purpose and (2) a second area for
storing data that is used only for the second 



purpose, the communicating unit includes a transmission/reception unit
operable to receive a command issued by the terminal apparatus and transmit
data to the terminal 10 apparatus using wireless communication, the
processing unit includes an access managing unit operable to, when the
identifying unit has identified either the first or second purpose, permit
either the first or second area corresponding to the identified purpose to
be accessed and prohibit the other 15 areas from being accessed, a decoding
unit operable to decode the command received by the transmission/reception
unit, and a memory access unit operable to, when the decoding unit detects
that the command is a read command as a result of the decoding, read a
piece of data specified by the read command from either 2~ the first or
second area and instruct the transmission/reception unit to transmit the
piece of data, and operable to, when the decoding unit detects that the
command is a write command as a result of the decoding, write a piece of
data specified in the write command to the first or second area. 25 With
the above construction, the portable card permits 13   27 January 2003
accesses to only a specific area for a predetermined purpose and prevents
accesses to the other areas. Accordingly, even if personal information that
requires high security is stored in the second area, it is impossible for
an improperly intentioned 5 third party to intercept radio communication
with the portable card while the portable card is normally carried by the
owner. In the above portable card, the integrated device may include a
synchronization clock signal generation unit operable to, when the first
terminal apparatus supplies power of the 10 first power level to the
portable card, send to the processing unit a synchronization clock signal
having a first frequency that is generated in accordance with a frequency
of a carrier of a received signal, and operable to, when the second
terminal apparatus supplies power of the second power level to the 15
portable card, send to the processing unit a synchronization clock signal
haying a second frequency that is higher than the first frequency. With the
above construction, as the power supply increases, the frequency of the
synchronization clock signal 20 increases. This enables the integrated
device to operate at 



high speed. Also, since the second circuit is activated by the
synchronization,clock signal having high frequency, a multi-OS software
program such as the Java card is applicable. The above objects are also
fulfiled by a terminal 25 apparatus which communicates with a portable card
that contains 14   27 January 2003 an integrated device set to either a
first mode or a second mode, wherein in the first mode, a predetermined
process is performed and in the second mode, a process that requires higher
security than the first mode is performed, the terminal 5 apparatus
comprising: a box which contains an antenna and is electromagnetically
shielded so that a radio wave having over a predetermined level of power
does not leak from the terminal apparatus; and a communicating unit
operable to, after the portable card is inserted into the box, set the
integrated 10 device to the second mode and then communicate with the
integrated device by allowing the antenna to emit a radio wave. With the.
above construction, since the terminal apparatus has a device that is
arranged (e. g., 15 electromagnetically shielded) to prevent leakage of a
radio wave, and the portable card is inserted into the electromagnetically
shielded device, personal information transferred between the terminal
apparatus and the integrated device is prevented from being intercepted by
an improperly 20 intentioned third party. Since the second mode performed
in the close mode can handle personal information that requires high
security. Accordingly, the integrated device can coordinate with the
terminal apparatus to process the personal information without contacting
the internal circuit of the terminal 25 apparatus. Accordingly, the
portable card of the present 15   27 January 2003 invention not only
coordinates with the terminal apparatus _ through a communication in the
remote mode as conventional portable cards do, but performs a process for
payment which has been thought unsuitable for such a card from the
viewpoint of 5 security. That is to say, one portable card of the present
invention includes all personal information required for the two purposes.
The above terminal apparatus may further comprise one of: a first reading
unit operable to read, after the portable 10 card is inserted into the box,
physically recorded information indicating authenticity of the portable
card, from the portable card; a receiving unit operable to, after the
portable card is inserted into the box., receive owner information that is
input _ from an owner of the portable card and indicates authenticity of 15
the owner; and a second reading unit operable to read, after the portable
card is inserted into the box, bio-information indicating physical
characteristics of -the owner, from the owner, and the communicating unit
sets the integrated device to the second mode after confirming authenticity
of the owner or 20 the portable card using one of the physically recorded
information, the owner information, and the bio-information. 



With the above construction, it is possible for the terminal apparatus to
check the authenticity of the portable card and the card owner using any
combination of {a) information 25 physically recorded in the portable card,
{b) owner information, 16   27 January 2003 and (c? bio-information of the
portable card owner This provides high-level authentication and prevents
counterfeit of the portable card. BRIEF DESCRIPTION OF DRAWINGS 5 FIG. 1A
shows an appearance of the IC card 1 in the embodiment. FIG. 1B shows the
size and internal structure of the IC card 1 in the embodiment. FIG. 1C
shows enlarged sides of the IC card. la FIG. 2 shows the internal
structure-of the one-chip IC 3. FIG. 3 shows an ASK-modulated wave. FIG. 4
shows an internal structure o` the power reproduction circuit 7. . 15 FIG.
5 shows an internal structure of the synchronization clock signal
generation circuit 19. FIG. 6 is a Venn diagram used for explaining the
concept of storing the personal information in the nonvolatile memories 12
and 13. FIG. 7 shows an internal structure of the controller 5. FIG. 8A
shows an internal structure of the enable signal generation unit 29. FIG.
8B shows outputs of the enable signal generation 17   27 January 2003 unit
29 in a table format. FIG. 9A shows an internal structure of the selection
signal generation unit 34. FIG. 9B shows outputs of the selection signal 5
generation unit 34 in a table format. FIG. 10 shows an internal structure
of the cash dispenser 60. FIG. 11A shows an internal structure of the
selection signal generation unit 42a. 1~ FIG. 11B shows outputs of the
selection signal generation unit t- 42a in a table format. FIG. 12A shows
an internal structure of the enable signal generation unit 42b. 



FIG. 12B shows outputs of the enable signal generation 15 unit 42b in a
table format. FIG. 13 shows the automatic ticket gate 48 that has the first
terminal apparatus. FIG. 14 shows an internal structure of the first
terminal apparatus. 2a FIG. 15 shows that an owner of the IC card 1 takes
out the IC card I from a pocket and holds the IC card 1 over an antenna of
the first terminal apparatus. FIG. 16 shows a communication protocol
executed by the controller 55 of the first terminal apparatus and the
controller 25 5 of the IC card 1. 18   27 January 2003 FIG. Z7 is a
sequence diagram showing the mutual authentication between the first
terminal apparatus and the IC card. FIG. 18 shows an example of the second
terminal 5 apparatus used as a cash dispenser. FIG. 19 shows a dedicated
box 65 having an antenna. FIG. 20 shows how the IC card 1 is inserted under
the loop antenna by the second terminal apparatus. FIG. 21A shows that the
IC card is close to the loop l0 antenna 66 of the second terminal
apparatus. FIG. 21B shows that radio waves are generated as indicated by
arrows y2 and y3 while the IC card is close to the loop antenna 66 of the
second terminal apparatus. FIG. 21C shows that the IC card 1 has been
inserted 15 into the second terminal apparatus so that the IC card 1 is in
contact with the loop antenna 66. FIG. 22 shows an internal structure of
the second terminal apparatus. FIG. 23 is a flowchart showing the procedure
of the 20 controller 73 of the second terminal apparatus. FIG. 24 shows how
the controller 73 of the second terminal apparatus coordinates with the
controller 7 of the IC card 1. FIG. 25 shows a mutual authentication
performed 25 between the first terminal apparatus and the IC card. 19   27
January 2003 BE "' MODE FOR CARRYING OUT THE INVENTION The following is a
description of an embodiment of the present invention namely an IC card 1
which is a portable card including an integrated device. FIG. 1A shows an
appearance of 



5 the .C card 1. FIG. 1B shows the size and internal structure of the IC
card 1. As showy. in FIG. 1A, the IC card 1 coordinates with a dedicated
card reader/writer 100 (hereinafter referred to as R/W 100 ) when trey are
several cm to 10 cm away from each other. As shown in FIG. 1B, the IC card
1 is 53.98 mm wide, i0 S5.60 mm long, and 0.75 mm thick (this dimension
conforms to the ISO card size defined in ISO/IEC 7810). The owner of the IC
card 1 can, as shown in FIG. 1A, hold the card with fingers. On the surface
of the IC card 1, a character sequence indicating an identification number
is embossed ("N0.181319 AAABBB" in FIG. 15 1A). As shown in FIG. 1B, inside
of the IC card 1 includes: a loop antenna 2 with 4-5 turns; and a one-chip
IC 3 being the integrated device. It should be noted here that the IC card
1 is only 0.75 mm thick and cannot contain a battery or a power circuit.
FIG. 1C shows enlarged sides of the IC card. As 20 understood from FIG. 1C,
no connectors, pins or the like that electrically connect to the loop
antenna 2 or the one-chip IC 3 are formed on the sides of the IC card, and
the sides are sealed to prevent metals or the like from being exposed
outside the IC card. Since the IC card does not have any connectors, pins
or 25 the like, the one-chip IC 3 is driven by receiving power by 20   27
January 2003 radio waves from a terminal apparatus via the loop antenna 2.
Now, the internal structure of the one-chip IC 3 will be described. FIG. 2
shows the internal structure of the one chip IC 3. As shown in FIG. 2, the
one-chip IC 3 includes an 5 ASK demodulation circuit 4, a controller 5, a
BPSK modulation circuit 6, a power reproduction circuit 7, a switch 8, a
switch 9, an encryption circuit 10, an encryption circuit 11, a nonvolatile
memory 12, a nonvolatile memory 13, and a synchronization clock signal
generation circuit 14. 10 The ASK (Amplitude Shift Keying) demodulation
circuit 4 demodulates, by the envelope demodulation, a modulated wave
(radio wave) induced in the loop antenna 2, and outputs NRZ
(Non-P,eturn-to-Zero) data superimposed on an envelope of the modulated
wave to the controller 5. FIG. 3 shows -a modulated 15 wave modulated by
the ASK demodulation circuit 4. As shown in FIG. 3, the envelope shape of
the carrier. of the ASK-modulated wave indicates data sequence u01011101".
The wave shown in FIG. 3 has been modulated with the "ASK10%" method which
produces a 



wave in which a ratio of the maximum amplitude to the minimum 20 amplitude
is approximately 10:9. In the ASK10% the peak difference between the center
frequency and the data frequency is relatively large, and the electric
power provided by the terminal apparatus is high. Furthermore, the data
sequence in the modulated wave is transferred to the IC card 1 at a
transfer z5 rate of 10-424 Kbps The data transfer at this rate is much 21
27 January 2003 faster than the transfer rate at contact-type IC cards
(9o00 bps as defined in IS07815 and IS010536). As a result, the IC card 1
can input and output data at high speed and process a large amount of data
per unit time. 5 The controller 5 (1) manages -nodes of the IC card 1, and
(2) accesses the nonvolatile memories 12 and 13. The modes managed by the
controller 5 include: a remote mode which is activated when the portable
card is disposed at a location several cm to 10 cm away from the terminal
apparatus; anal a la close mode which is activated only when the portable
card is close to the terminal apparatus with a distance of 0-5 mm in
between while the integrated device does not contact the internal circuit
of the terminal apparatus. In the remote mode, the controller 5 sets signal
CE1 output to the nonvolatile 15 memory l2 to high level, and signal SE1
output to the encryption circuit 10 to high level. In the close mode, the
controller 5 sets signal CE2 output to the nonvolatile memories 12 and 13
to high level, and signal SE2 output to the encryption. circuits 10 and 11
to high level. 20 In the memory access by the controller 5, the controller
writes data to the nonvolatile memory 12 or 13 in accordance with a command
received from the terminal apparatus via the .loop antenna 2 and the ASK
demodulation circuit 4, reads data from the nonvolatile memory 12 or 13 in
accordance with a 25 command received from the terminal apparatus via the
loop 22   27 January 2003 -~ antenna 2 and the BPSK modulation circuit 6,
and outputs the read data via the BPSK modulation circuit 6 and the loop
antenna 2. In the close mode, important personal information is input or
output. The data received from the terminal apparatus is 5 therefore
encrypted, and the encrypted data is decrypted or re encrypted by the
encryption circuit 10. The decrypted or reencrypted data is written onto
the nonvolatile memory 12 or 



13. The BPSK (Binary Phase Shift Keying) modulation 10 circuit 6 modulates
the data sequence output from the controller 5 with the load-switching
method, sub--modulates the data sequence with the BPSK method using a
sub-carrier of 847.5 Khz, and outputs the result to the terminal apparatus.
Since the BPSK modulation circuit 5 performs the modulation with a 15
different method from. the ASK demodulation circuit 4, the BPSK modulation
circuit 6 can radio by receiving power from the ASKmodulated waves. The
power reproduction circuit 7 obtains constant voltage by rectifying the
ASK-modulated waves, and supplies 20 power to the ASK demodulation circuit
4, controller 5, BPSK modulation circuit &, encryption circuit 10,
encryption circuit 11, nonvolatile memory 12, nonvolatile memory 13, and
synchronization clock signal generation circuit 14. FIG. 9 shows the
internal structure of the power reproduction circuit 25 7. As shown in FIG.
4, the power reproduction circuit 7 23   27 January 2003 includes four
diodes and one capacitor, and is composed of a diode bridge circuit 15 and
a 3-terminal regulator 16, where the diode bridge circuit 15 rectifies an
A5K-modulated wave induced in the loop antenna 2, and the 3-terminal
regulator 16 converts 5 a signal output from the diode bridge circuit 15
into a constant voltage of, for example, 3 V. here, she power supplied from
the terminal apparatus through the ASK-modulated wave increases or
decreases depending on the distance from the terminal apparatus. That is to
say, the shorter the distance from the terminal ?~ apparatus is, the higher
the voltage output from the diode bridge circuit 1S is. In other words,
this voltage (represented as Vdd) output to the controller 5 changes as the
amplitude changes. . When the IC card 1 is used in Japan, the power
supplied by tree power reproduction circuit 7 though radio waves 15 in the
remote mode should be lower than 10 mW. This is because transmitting radio
waves of 10 mW or higher without permission is banned by the Radio Law. In
contrast, the power supplied through radio waves in the close mode can be
10 mW or higher. This is because in the close mode, the loop antenna 2 of
the IC Zo card 1 is close to the antenna of the terminal apparatus in a box
which is electromagnetically shielded. The switch 8 is open in the remote
mode, and is closed for conduction only when the controller 5 sets signal
SE2 to a high level. When the switch 8 is closed for conduction, the 25
constant voltage generated by the power reproduction circuit 7 24   27
January 2003 



and the synchronization clock signal generated by the synchronization clock
signal generation circuit 14 are supplied to the nonvolatile memory 13. The
switch 9 is open. in the remote mode, and is closed 5 for conduction only
when the controller 5 sets signal SE2 to a high level. When the switch 9 is
closed fox conduction, the constant voltage generated by the power
reproduction circuit 7 and the synchronization clock signal generated by
the synchronization clock signal generation circuit 14 are supplied 1D to
the encryption circuit 11. The encryption circuit 10 is used for mutual
authentication between the IC card 1 and the terminal apparatus after the
IC card 1 approaches the terminal apparatus and the one-chip IC 3 is
activated in the remote mode. The encryption 15 circuit 10 is also used for
encrypting security-required data when the data is transmitted or received
between the IC card 1 and the terminal apparatus after the one-chip IC 3 is
activated in the close mode. That is to say, when a data sequence obtained
by. demodulating a radio wave has been encrypted, the 20 encryption circuit
10 decrypts the encrypted data sequence and outputs it to the controller 5.
Also, when necessary, the encryption circuit 10 further encrypts a piece of
encrypted data using another key and outputs it to the controller 5. The
encryption circuit 10 performs encryption using the secret-key 25
encryption, DES (Data Encryption Standard) encryption, Tr-DES 25   27
January 2003 -- encryption or the like. The encryption circuit 11 is used
for mutual authentication between the IC card 1 and the terminal apparatus
after the _TC card 1 becomes close to the terminal apparatus and the
integrated device is activated in the close mode. The encryption circuit 11
performs encryption using the public-key encryption (the elliptic curve
encryption or the RSA (Rivest, Shamir, Adleman) encryption). The
nonvolatile memory 12 is achieved by a rewritable 10 ferro-electric memory,
FeR,AM, or EEPROM having .capacity of 15 bytes, and stores personal
information used in the remote or close mode. Such information is read or
written from/to the nonvolatile memory 12 when signal CE1 or CE2 is output.
The nonvolatile memory 13 is achieved by a rewritable 15 Ferro-electric
memory, FeRAM, or EEPROM having capacity of 16 bytes, and stores personal
information used only in the close mode. ThA information is read or written
from/to the 



nonvolatile memory 13 when signal CE2 is output. The personal information
is stored in the nonvolatile 20 memories 12 and 13 as follows. FTG. 6 is a
venn diagram used for explaining the concept of storing the personal
information in the nonvolatile memories 12 ar_d 13. In FIG. 6, subset A is
a set of personal information used only in the remote mode, subset B is a
set of personal information used only in the close 25 mode, and subset C is
a set of personal information used in both 26   27 January 2003 the remote
and close modes. T~le nonvolatile memory 12 stores tre subsets A, B, and C.
The nonvolatile memory 13 stcres the subsets B. When the IC card 1 i s a
bank card, the balance is 5 assigned to the subset C, a large sum of
payment that is highly secret information is assigned to the subset B, and
a small su.~t of payment that is easy to handle is assigned to the subset
A. When the TC card 1 is a resident card issued by a local government, the
name and address are assigned to the subset C, 10 personal information,
such as family registration ar_d withholding tax, that is highly secret
information is assigned to the subset B, and information of tenni s courts
or meeting rooms reserved by the owner of the card that is easy to handle
is assigned to the subset C. 15 The synchronization clock signal generation
circuit 14 obtains a synchronization clock signal from the ASK-modulated
wave, and supplies the ASK-modulated wave to the controller 5, encryption
circuit 10, encryption circuit 11, nonvolatile memory 12, and nonvolatile
memory 13. FIG. 5 shows the internal 20 structure of the synchronization
clock signal generation circuit 14. As shown in the drawing, the
synchronization clock signal generation circuit 14 ir_cludes a comparator
17 and a frequency divider 18, where the comparator 17 compares the
amplitude voltage of the ASK-modulated wave with a certain threshold 25
voltage to obtain a pulse signal having the frequency fl of the 27   27
January 2003 ' carrier, the frequency divider 18 divides the frequency fl
of the pulse signal i nto N/M pieces and outputs the pieces as a
synchronization clock signal, N being an integer of 1 or higher, 



M being an integer of 2 or higher more, and relationship 5 represented as
N<M being satisfied. The frequency division ratio used by the frequency
di,rider 18 is set to P1 when signal S~2 output from the controller 5 is a
low level; and the frequency division ratio is set to P2 (P2>P1) when
signal SE2 output from the controller 5 is a high level. When the 10
frequency of the carrier is 13.56 M~?Z, the frequency division ratio P1
should be a value that satisfies the condition that the frequency of the
synchronization clock signal (P1 X 13.5o' MHZ) is 1 M:~Z or lower, and the
frequency division ratio P2 should be a value that satisfies the condition
that the frea_uency of the 15 synchronization clock signal (P2 X 13.56 MHZ)
is higher than 2 MHZ. The clock signal frequency is set as described above
since the clock signal frequency affects the power consumption of the
integrated device. That is to say, since in Japan, the 20 power supplied in
the remote mode through radio waves should be lower than 10 mW, the
frequency of the synchronization clock signal obtained by the
synchronization clock signal generation circuit 14 by dividing the
frequency fl of the pulse signal should satisfy the condition that the
power consumption of the 25 integrated device is lower than 10 mW. The
above frequency of 28   27 January 2003 1 NHiZ or lower satisfies this
condition. On the contrary, since in Japan, the power supplied in the close
mode through radio waves should be 10 mW or higher, the frequency of the
synchronization clock signal obtained by the synchronization 5 clock signal
generation circuit 14 by dividing the frequency fl of the pulse signal
should satisfy the condition that the power consu~~nption of the integrated
device is 10 mb4 or higrer. The above freauency of higher than 2 MHZ
satisfies this condition. As understood from above, in the close mode, a
synchronization 1D signal having a frequency two times as high as the
remote mode is supplied. Therefore, in the close mode, the integrated
device can operate at a speed two times as high as the remote mode. _ Now,
the internal structure of the controller 5 will 15 be described. FIG. 7
shows the interra~ structure of the controller 5. As shown in the drawing,
the controller 7 includes a voltage comparison circuit 19, a memory control
unit 20, an encryption control unit 21, an MPU 22, and OR circuits 23 



to 25. 2fl ~ The voltage comparison circuit 19 compares voltage Vdd output
from the diode bridge circuit 15 with the threshold value 4V to judge which
of them is higher, and sets the operation mode of the IC card 1 to either
the close mode or the remote mode. That is to say, when the voltage Vdd is
higher than the 25 threshold value, the voltage comparison circuit 19 sets
the 29   27 January 2003 operation mode to the close Mode and sets the SEh
signal to the high level; and when the voltage Vdd is lower than the
threshold value, the voltage comparison circuit 19 sets the operation mode
to the remote mode and keeps the SEL signal at the low level. 5 The memory
control unit 20 includes an address generation unit 27, a data control unit
2B, and an enable signal generation unit 29, where the address generation
unit 27 controls addresses of the nonvolatile memories 12 and 13 in
accordance with an instruction from the ML~U 22, and the data 10 control
unit 28 controls data reading or writing from/to the nonvolatile memories
12 and 13. FIG. 8A shows the internal structure of the enable signal
generation unit 29. In FIG. 8A, the switch signal CE is (1) set to the high
level when the MPU 22 refers the switching between the remote mode and
close mode 15 t~ the voltage comparison circuit 19, and (2) set to the low
level when MPU 22 performs the switchir_g between the remote mode and close
mode by itself. The MPU 22 performs the switching between the remote mode
and close mode by itself in the following cases. While the 2~ voltage
comparison circuit~l9 performs the switching, the IC card is receiving
radio waves other than those from the terminal apparatus. In this case,
when the voltage Vdd at the diode bridge circuit 15 becomes high
occasionally, the operation mode may be switched to the close mode by
mistake. The MPU 22 25 performs the switching by itself when it is expected
that the 30   27 January 2003 switching is performed erroneously as above.
FIG. 8B shows in a table format how signals CE1 and CE2 are set in
accordance with the combination of the switch signal CE, Vdd, and threshold
value. The enable signal generation unit 29 includes an AND 



5 circuit 30 and an AND circuit 31. The AND circuit 30 t~erforms an AND
cperation using the switch signal CE and the SEL signal output from the
voltage comparison circuit 19, and sets signal CE2 to the high level when
both the SEL signal and the switch signal CE are the high level so that the
nonvolatile memories 12 10 and 13 are selected (see the row of CLOSE MODE
in FIG. 8B). The AND circuit 31 performs an AND operation using the switch
signal CE and an inverted value of the SEL signal, and sets signal CE1 to
the high level when signal SEL is the low level and the switch signal CE is
the high level so that only the nonvolatile ~ me~ury :~2 is selected (see
the row of REMOTE MODE in FIG. 8B). The encryption control unit 21 includes
a data control unit 33 and a selection signal generation unit 34. The data
control unit 33 controls the data input/output from/to the encryption
circuits 10 and 11 in accordance with an instruction 20 from the memory
control circuit 20. FIG. 9A shows the internal structure of the selection
signal generation unit 34. FIG. 9H shows in a table format how the signals
SE1 and SE2 are set in accordance with the combination of the switch sicnal
CE, Vdd, and threshold value 4V. As understood from these drawings, the 25
selection signal generation unit 34 is similar to the enable 31   27
January 2003 ' signal generation unit 29) The selection signal genexation
unit 34 includes an AND circuit 35 and an ?AND circuit 36. The AND circuit
35 sets signal SE2 to the high level when both the SEL signal and the
switch signal CE are the high level so that the 5 encryption circuits 10
and 11 are selected (see the row of CT~OSE MODE in FIG. 9B). The AND
circuit 3b performs ar. AND operation using the switch signal CE and an
inverted value of the SEZ signal, and sets signal SEl to the high level
when the signal SEZ is the low level and the switch signal CE is the high
level to so that only the encryption circuit 10 is selected (see the row of
REMOTE MODE in FIG. 9B). The MPU 22 has an internal structure shown in FIG.
10, and includes: a flag storage unit 37 storing a flag that indicates
whether the MPU 22 refers the mode switching to the 15 voltage comparison
circuit 19 or performs it by itself: a switch signal output unit 38 for
setting the switch signal CE to (1) 



the high level when the MPU 22 refers the switching to the voltage
comparison circuit 19, ar_d (2) the low level when MPU 22 performs the
switching between by itself; a command buffer 39 2fl for, when the BPSK
modulation circuit 6 outputs an NRZ data sequence, taking in the NRZ data
sequence as a command; a command analysis unit 40 for analyzing the data
sequence taken in as a command; a memory access unit 41 for accessing the
memory in accordance with the result of the analysis by the 25 command
analysis unit 40; a selection signal generation unit 42a 32   27 January
2003 for outputting signals SE1 and SE2 when the flag indicates that the
MPt1 22 performs the switching by itself; and an enable signal generation
unit 42b for outputting signals CEi and CE2 when the command indicates that
the MPU 22 performs the 5 switching by itself. The manufacturer of the IC
card I determines at shipping whether the mode switching is to be performed
using a command or electric power. The command used for the mode switching
is a polling command which is issued for polling by a first terminal
apparatus or a second terminal 10 apparatus which will be described later.
Now, the selection signal generation unit 42a and the enable signal
generation units 42b will be described. The selection signal generation
unit 42a controls outputting of signals SE1 ar_d SE2 based on a 4-bit
access 15 specification field and a 4-bit encryption, specification field
in the command. FT-^. 11A shows an internal structure of the selection
signal generation unit 42a. An upper part of FIG. 11A shows a 4-bit access
specification field and a 4-bit encryption specification field in the
polling command. FIG. 11B shows 2C whether data is read or written and
whether signal SE1 or SE2 is set to the high level, which can be recognized
from a corresponding combination of the values specified in the 4-bit
access specification field and the 4-bit encryption specification field. 25
An AND circuit 43 outputs "1" to AND circuits 46 and 33   27 January 2003
47 when the lower two bits of the encryption specification field are "00
and the upper two bits are "11". 



An AND circuit 44 outputs "1" to the AND circuit 46 when the lower three
bits of the access specification field are 5 "000" and the upper one bit is
"1". An AND circuit 45 outputs "1" to the AND circuit 47 when the upper two
bits of the access specification field are "O1" and the lower two bits are
"00". An AND circuit 46 sets signal SE1 to "1", or the high 10 1 evel when
both the AND circuit 43 and AND circui t 44 output `~ 1,~ . An AND circuit
47 sets signal SE2 to "1", or the high level when both the AND circuit 43
and AND cir~cui t 45 output ~`1, 15 With the above outputs, the encryption
circuits 10 and 11 are selected based on the definition shown in FIG. 11B.
More specifically, signal SE1 is set to the high level and the encryption
circuit 10 is selected when the encryption specification field is 12h
(=11D0) and the access specification 20 field is Sh (=1000). Also, signal
SE2 signal is~set to the high level and the encryption circuits 10 and 11
are selected when the specification field is 12h (=1100) and the access
specification field is 4h (=0100). The enable signal generation unit 42b
controls 25 outputting of signals CE1 and CE2 based on a 4-bit access 34
27 January 2003 specification field and in the polling command. has the
same circuit generation unit 42a, as 5 FIG. 11A shows a 4-bit encryption
specification a 4-bit encryption specification field The enable signal
generation unit 42b structure as the selection signal shown in FIG. 12A. An
upper par t of access specification field and a 4-bit field in the polling
command. FIG. 12B shows whether data is read or written and whether signal
CE1 or CE2 is set to the hi gh level, which can be recognized from a
corresponding combination of the values specified in the 4-bit 10 access
specification field and the 4-bit encryption specification field. More
specifically, signal C~1 is set to the high level and tze nonvolatile
memories 12 and 13 are selected when the access specification _field is 8h
(=1000). Also, signal CE2 is set to tire high level and only the 15
nonvolatile memory 12 is selected when the access specification field is 4h
(=0l00). Up to now, the MPU 22 has been described. Now, the remaining
components of the controller 5 will be explained. The OR circuit 23 shown
in FIG. 7 outputs either signal CE1 output 20 from the MPU 22 or signal CE1
output from the enable signal generation unit 29 to the nonvolatile memory
12. The OR circuit 24 outputs either signal CE2 output from the MPU 22 or
CE2 output from the enable signal generation unit 29 to the nonvolatile
memory 13. 25 The OR circuit 25 outputs either signal SE1 output 35   27
January 2003 ' from the MPU 22 or SE1 outpu~ from the selection signal
generation unit 34 to the nonvolatile memory 12. The 0R circuit 26 outputs
either signal SE2 output from the MPU 22 or SE2 output from the selection
signal 5 generaticn unit 34 to the nonvolatile memory 13. Up to now, the IC
card 1 has been described. New, -the first terminal apparatus will be
described. FTG. 13 shows an automatic ticket gate 48 that has the first
terminal apparatus. The automatic ticket gate 48 has a gate 49 and a R/W
1C0. The 



10 gate 49 opens and closes in control of the first terminal apparatus.
FIG. 14 shows an internal structure of the R/W 100 din hereinafter, the R/W
100 and the first terminal apparatus are regarded as a same apparatus). As
shown in FTG. 14, the first 15 terminal apparatus includes a power circuit
50, an interface apparatus 51, an ASK modulation circuit 52, a EPSK
demodulation circuit 53, a controller 55, and an encryption circuit 56. It
is found by referring to FIG. 14 that while the IC card 1 does not include
a power circuit, the first terminal 20 apparatus includes the power circuit
50. Also, while the integrated device of the IC card 1 is not activated
until power is supplied from a terminal apparatus, internal circuits of the
first terminal apparatus are always driven by the embedded power circuit
50) Furthermore, while the IC card 1 does not include 25 an interface used
for connecting to other apparatus, the first 3b   27 January 2003 '
terminal apparatus includes the interface apparatus 51 for cocrdinating
with a host apparatus of a management system in the station. While the IC
card 1 includes an ASK demodulation 5 circuit and a BPSK modulation
circuit, the first terminal apparatus includes the ASK modulation circuit
52 and the BPSK demodulation circuit 53. The ASK-modulated wave can provide
high electric power as described earlier. For this reason, the first
terminal apparatus ASK-modulates the power generated by 10 the power
circuit 50, and supplies the modulated power to the IC card 1 conning close
to the firs t terminal apparatus . The iC card 1 includes encryption
circuits 10 and 11, where the _encryption circuit 10 encrypts using a
secret key, and the encryption circuit 11 encrypts using a public key. In
contrast, 15 the first_ terminal apparatus includes only the encryption
ci~:c.~ui t 5 ~ :~;hich encrypts using a secret key, and does not include
an encryption circuit for encrypting using a public key. FIG. 16 shows a
communication protocol executed by the 20 contro112r 55 of the first
terminal apparatus and the controller 5 of the IC card 1. The communication
protocol will be explained with reference to FIG. 16. The controller 55 of
the first terminal apparatus issues the polling command in step S1, and in
step S2, waits for the IC card 1 to issue an ID number. 



25 The controller 55 of the first terminal apparatus waits for the 37   27
January 2003 ' IC card 1 to approach by repeating the steps S1 and S2.
here, . suppose that, as shown in FIG. 15, an owner of the ~ IC card 1
takes it out from a pocket, approaches the first terminal apparatus, and
holds the IC card 1 over the R/w 100 (the first ter:~inal apparatus). The
IC card 1 is then activated receiving power from the first terminal
apparatus, and in step S3, the controller 5 of the IC card 1 waits for the
first terminal apparatus to issue a polling command. After the first
terminal apparatus issues a polling command during this wait state in 10
step S3, the controller 5 of the IC card 1 transmits an ID number in step
S4. After receiving the ID number during the wait state in step S2, the
controller 55 of the first terminal apparatus, which has been waiting for
the .ID number, goes. to step S6. 15 _ After the transmission of the ID
number, the controller 5 of the IC card 1 judges whether to activate in the
close mode or in the remote mode. In this example, the controller 5 judges
to activate in the remote mode, and goes to step S7. Zo Steps S6 and S7 are
performed for a mutual authentication process using a secret key. If this
mutual authentication process ends abnormally, the controller 55 of the
first terminal apparatus shuts the gate 49 and notifies the system
administrator that the IC card may be improper, in step 38   27 January
2003 ' S8. Here, the mutual authentication between the first terminal
apparatus and the IC card will be described with reference to FIG. 17. FIG.
17 is a sequence diagram showing the 5 mutual authentication between the
first terminal apparatus and the IC card. The first process of the mutual
authentication is mainly done by the first terminal apparatus. In step S51,
the controller 55 of the first terminal apparatus judges whether the 10 ID
number i~s normal. When judging that the ID number is normal, the
controller 55 of the first terminal apparatus generates a random number and
encrypts an obtained numeral A using a predetermined secret key T~a in step
S52, .and sends a numeral VA (= encrypted numeral A) to the IC card in step
S53. 1~ In step 854, the controller 5 of,the IC card waits for the first
terminal apparatus to send the nu~-neral VA. After receiving the numeral
VA, the controller 5 goes to step S55 to decrypt the nuzr~eral VA using a
secret key Zb which has been given from the first terminal apparatus in
advance. The 30 controller 5 then transmits a numeral B being a~result of
the decryption to the first terminal apparatus in step S56. 



The first terminal apparatus waits for the IC card to send the numeral B in
step S57. After receiving the numeral B in step S57, the first terminal
apparatus goes to step S59. In 25 step S59, the first terminal apparatus
judges whether the 39   27 January 2003 nu_-neral B :hatches the numeral A.
When the numeral B matches the numeral A, the first terminal apparatus
judges that a relationship La - Lb is satisfied, and completes the mutual
authentication in terms of the secret key. This leads to the 5 erd of the
process in the rnutual authenticatior_ mainly done by the first terminal
apparatus. After this, a process in the mutual authentication is mainly
done by the IC card in a similar manner in step S60 and 561. T:ne IC card
generates a random n~,:mber J, encrypts it, l0 sends an encrypted numeral
VJ to the first terminal apparatus, receives~from the first terminal
apparatus a numeral K which is obtained by decrypting the numeral VJ, and
judges whether the nurheral K matches the numeral J. When they do not
match, the IC ~axd abnormally ends the mutual authentication process mainly
15 done , the IC card. r:: ^n they match, the IC card sends an confirmation
command to the first terminal apparatus in step S62 and ends tine mutual
authentication process. The controller 55 of the first terminal apparatus
waits for the IC card to send the confirmation command in step S63. When
the controller 55 receives the confirmation command in step S63, the mutual
authentication is completed. When the mutual authentication ends normally,
the controller 5 of the IC card 1 waits for the first terminal apparatus to
issue the read command in step S9 shown in FIG. 16. 25 In step S10, the
controller 55 of the f_rst terminal apparatus 40   27 January 2003 issues
the read command to read information from the nonvolatile memory 12, the
information indicates a section of a railway line the owner of the IC card
travels and a valid period of the IC card as a commuter pass. The
controller 55 then waits for the 5 IC card to send the read data in step
511. When it receives the read command in step S9, the controller 5 of the
IC card 1 goes to step S12. In step S12, the controll er 5 of the IC card 1



analyzes and executes the read cor<snand to read information of a traveling
section and a com~-nuter pass valid period frcm the 10 nonvolatile-memories
12 and 13. The controller 5 then sends the read information to the first
terminal apparatus in step S13, and waits for the controller 55 of the
first terminal apparatus to_issue the write command in step S14. After
receiving the information, the controller 55 of the first terminal
apparatus 15 judges whether to permit the owner of the IC card to pass _
through the gate to ride on the train, based on the information of a
traveling section and a commuter pass valid period. The controller 55 of
the first terminal apparatus closes the gate 49 and refuses admission
against the owner of the IC card when the 20 station is' not included in
the traveling section or when the com~'nuter pass valid period has expired.
When the controller 55 permits the owner of the IC card to pass through the
gate, the controller 55 issues the write command in step S15, and waits for
the IC card to issue a data writing completi on notice in 25 step Slo. 91
27 January 2003 Wher_ the controller 5 of the IC card i receives the write
command in step S14, the controller 5 goes to step S17 to analyze and
execute the write comn:ar_d and writes information into the nonvolatile
memory 12, the information ir_dicating that 5 she owner of the IC card has
ridden on the train from the current station. The controller 5 then sends
the data writing completion notice to the first termir_al apparatus in step
S18. Upon receipt of the data writing completion notice in step S1G, tree
controller 55 of the first terminal apparatus goes to a loop 10 consisting
of steps S1 and S2 to wait for arother_owrer of an IC card to approach.
Now, the second terminal apparatus will be described. The second terminal
apparatus is used in a machine.for payment, such as a cash dispenser. FIG.
18 shows an example of the 15 second terminal apparatus used in a cash
dispenser. As shown in FIG.-i8, a cash dispenser 60 includes: a slot 61
through which the IC card 1 is inserted; a touch panel 62 for receiving an
input of an identification number of an IC card owner, or PIN (Personal
Identification Number) a biosensor 63 for reading 



20 bio-information of the IC card owner, such as a face outline, irises in
the eyes, or fingerprints and a paper money supply box 64 into which paper
money is supplied from inside the cash dispenser 60 when the IC card owner
is authenticated through a mutual authentication using the card information
and bio 25 information. A major difference between the first and second 42
r   27 January 2003 terminal apparatuses is a location of an antenna. That
is to say, while the first terminal apparatus emits radio wa;,les to
outside the apparatus through the antenna, the second terminal apparatus
emits radio waves to inside the apparatus. The seco:~d 5 terminal apparatus
has the a:~tenna in a dedicated bo:~ which is electromagneticaily shielded.
FIG. 19 shows a dedicated box 65 having an antenna. The dedicated box 65
has a slot 61 through which the IC card 1 is inserted into the box 65. The
dedicated box 65 also 10 includes: a loop antenna 66; a card tray 67 which
is disposed under the loop antenna 66 and holds the IC card 1~ a card
sensor 68 for reading from the IC card 1 a magr_etic code or physically
recorded information such as an emboss, or optically or magneto cptically
recorded information (hereinafter these types of 1.5 information recorded
in the card is referred to as card information); and loading mechanism (not
illustrated) for receiving the IC card 1 through the slot 6I and load the
card onto the card tray 67. FIG. 20 shows how the IC card 1 is inserted
under the loop antenna by the second terminal 20 apparatus. As indicated by
an arrow yl in the drawing, the IC card 1 is inserted just under the loop
antenna. As shown in FIG. 21A, the distance between the loop antenna 66 and
the IC card having been inserted as above is as close as only 0-S mm. When
power is supplied to the high-power loop antenna 25 66 while the IC card 1
is placed under the antenna with a shcrt 43   27 January 2003 distance in
between as described above, radio waves are 



generated in a manner indicated by arrows y2 and y3 ir_ FIG. 218. Here, ~he
generated radio waves do not leak from the dedicated box even when the loop
antenna 66 transmits a radio wave having 5 a power exceeding 10 mW since
the dedicated box is electromagnetically shielded. Though in Japan,
transmitting radio waves of 10 mW or higher without permission is banned by
the Radio Law, the loop antenna provided in the second terminal apparatus
can supply power using radio waves of 10 mW or higher, 1~0 such as 20 mW or
30 mW. A supply of such a high power enables the IC card 1 to overate in
the close mode. When high power is supplied, the integrated devi ce in the
IC card 1 can operate with a high-frequency synchronization clock signal,
and the controller 5 can run a high-level application program. The 15
high-level application program is, for example, JICSAP (Japan IC Card_
System Application council) being multi-OS software developed for the JAVA
Card (JAVA Card is a card standard proposed by Sun Microsystems Inc.), or
software proposed by EMV. 20 The internal structure of the second terminal
apparatus will be described. FIG. 22 shows the internal structure of the
second terminal apparatus. As shown in FIG. 22, the second terminal
apparatus includes a power circuit 69, an interface apparatus 70, an ASK
modulation circuit 71, a BPSK 25 demodulation circuit 72, a controller 73,
and an encryption 44   27 January 2003 circuit 74. The ASK modulation
circuit 71 and the BPSK dern.odulation circuit 72 are conr_ected to the
high-power loop antenna 66. The card sensor 68 is connected to the
controller 73. The second terminal apparatus differs from the first 5
terminal apparatus in that the ASK modulation circuit 71 and the BPSK
demodulation circuit 72 supply higher power to the IC card 1 in the close
mode than the first terminal apparatus, and that the encryption circuit 74
encrypts and decrypts data using a secret key and performs a mutual
authentication using the public lfl key encryption which provides higher
security. The above processes of the second terminal apparatus are
controlled by the controller 73. FIG. 23 is a flowchart showing the
procedure of the controller 73 of the second_ ;.~~~~ina1 apparatus . Here,
the communication protocol will be 15 described with reference ;.o FIG. 23.
The controller 73 of the second terminal apparatus always waits for the IC
card 1 to be inserted and loaded onto the card tray 67. When an owner of
the IC card 1 inserts the IC card 1 into the slot, the IC card 1 is suc~;ed
into and loaded in the second terminal apparatus. When zo the IC card 1 has
been inserted into the second terminal apparatus, the IC card is close to
the loop antenna 66 of the second terminal apparatus, as shown in FIG. 21A.
The IC card 1 is disposed under the center of the loop antenna. When a
radio wave is induced in the loop antenna 56 in this condition, the IC 25
card 1 is supplied with high power. Though FIG. 21A shows that 45 r   27
January 2003 



the distance between the loop antenna 66 and the IC card is 0-5 mm, the IC
card may be in contact with the loop antenna 66 as shown in FIG. 21C in so
far as they are kept not to be in electric contact with each other. 5 After
the IC card 1 is inserted, the controller 73 of. the second terminal
apparatus instructs the card sensor 68 to read the card information in step
S22, and judges whether the card information is normal in step S23. When
the controller 73 judges that the card information is abnormal due to lack
of a magnetic code or an emboss, or due to a trace of improper
manufacturing, the controller 73 warns the card owner of it, ejects the IC
card 1, goes to step S29, and notifies the system administrator that the TC
card may be improper. When the controller 73 judges that the card
information is normal in step 15 S23, the controller 73 goes to step S24
and urges the card owner to type a code number. The controller 73 then
waits for the code number to be typed in step S25. After the code number is
typed, the controller 73 compares the code number included in the card
information with the typed code number in step S26. 2o When they do not
match, the controller 73 goes to step S29 to notify the system
administrator that the IC card may be improperly owned. When the two code
numbers match in step S26, the controller 73 goes to step S27 to activate
the biosensor 63 and instruct the biosensor 63 to read the bio-information
of the 25 card owner such as a face outline, irises in the eyes, or 46   27
January 2003 fingerprints. In step S28, the controller 73 inquires the host
_ apparatus whether the IC card 1 is owned properly based on the
bio-information. The host apparatus has a database which stores a plurality
of entries of IC card cods numbers in correspondence 5 with a plurality of
pieces of bio-information, so that the host apparatus can judge whether the
card owner is proper. If a combination of the bio-information read by the
biosensor 63 and the typed code number is not found in the database, since
the card owner may have obtained or manufactured the IC card 1 10
improperly, the controller 73 goes to step S29 to notify the system
administrator of it. When a combination of the bio information read by the
biosensor 63 and the typed code number is found in the database, the
cor_troller 73 goes to the process 



in the flowchart shown in FIG. 24. After this, the controller 73 of the
second terminal apparatus and the controller 7 of the IC card 1 coordinate
with each other in accordance with the flowchart shown in FIG. 24. Note
that the steps with the same reference signs in the flowcharts shown in
FIGS. 16 and 24 perform the same operations. 2~ The flowchart shown in FIG.
24 differs from FIG. 16 in that power is supplied from the hich-power loop
antenna 66 in step S31 before the polling command is issued in step S1,
that the mode switching is performed in step S5, and the IC caxd is
activated in the close mode, that the mutual authentication is 25 performed
in steps S32-S33 using a public key while in FIG. 16, 47   27 January 2003
the mutual authentication is per~ormed in steps S5-S7 using a secret key,
and that data is encrypted when the data is transmitted or received using
the read command or the write command, and encrypted data is decrypted by
the encryption 5 circuit 10. Also, the polling command issued by the second
terminal apparatus is different from that issued by the first terminal
apparatus. With this construction, the IC card can immediately recognize
the terminal apparatus to which the IC card is coming closer is the first
terminal apparatus or the 10 second terminal apparatus. Here, the mutual
authentication performed between the second terminal apparatus and the IC
card in steps S32 and S33 in FIG.. 24 will be described with reference to
FhG. 25. FIG. 25 is a sequence diagra_'n showing the mutual authentication
between 15 the second terminal apparatus and the IC card. In step S71, the
controller 73 of the second terminal apparatus judges whether the ID number
is proper. When judging that the iD number is proper, the controller 73 of
the second terminal apparatus generates a random number and encrypts an 20
obtained numeral D using a predetermined public key Ma in step S72, and
sends a numeral (= encrypted numeral WD) to the IC card in step S72, where
the public key Ma and a secret key Ha have been prepared in advance. In
step S74, the controller 5 of the IC card waits for 25 the second terminal
apparatus to send the numeral WD. After 



48   27 January 2003 - receiving the numeral WD, the controller 5 goes to
step S75 to instruct the encryption circui t 10 to decrypt the numeral TnTD
using a secret key Hb to obtain a numeral E, and encrypt the numeral E
using a public key Mb to obtain a numeral WE, where 5 the secret key Hb and
the public key Mb have beer. prepared in advance. The controller 5 then
goes to step S76 to transmit the numeral WE to the second terminal
apparatus. The controller 73 of the second terminal apparatus waits for the
IC card to send the numeral WE in step S77. After 1D receiving the numeral
WE in step S77, the second terminal apparatus 'goes to step S78. In step
S78, the controller 73 of the second terminal apparatus decrypts the
numeral WE using the secret key Ha. The.controller 73 then .judges whether
the numeral F obtained by decrypting the numeral WE matches the i` r~lmerai
D in step S79. When they match, the second terminal apparatus completes the
process of the mutual authentication which is mainly done by the second
terminal apparatus. After this, a process in the mutual authentication is
mainly done by the IC card in a similar manner in steps S80 and S81. The IC
card generates a random nun~er M, encrypts it using the public key Mb, and
sends an encrypted numeral WM to the second terminal apparatus. The second
terminal apparatus decrypts the numeral WM using a secret key, encrypts it
using a public key to obtain a numeral WN, and sends the numeral WN to 25
the IC card. The IC card receives from the second terminal 49   27 January
2003 ' app.~aratus the nu~~neral WN, obtains a numeral N by decrypting the
numeral WN, and judges whether the numeral n matches the r_umeral M. When
they do not match, the IC card abnormally ends the mutual authentication
process. When they match, the IC card sends an confirmation command to the
second terminal apparatus in step S82 and ends the mutual authentication.
The controller 73 of the second terminal apparatus waits for the IC card to
send the confirmation command in step S83. When the controller 73 receives
the confirmation command 



10 in step S83, the mutual authentication is completed. It is understood
from the above description that security is higher in the close mode than
in the remote mode. As described above, the second terminal apparatus has a
mechanism that prevents radio waves from leaking, such as an 15
electromagnetically shielded box. With this construction, when a poxtable
card is pia~ecz im the electromagnetically shielded box, personal
information cannot be intercepted by an improperly intentioned third party
while being transferred between the second terminal apparatus and the
integrated device. Since the 20 nonvolatile memory 13 in the IC card 1 is
activated only in the close mode as described above, the nonvolatile memory
13 is useful for storing personal information for which high security is
required. When the personal information is stored in the nonvolatile memory
13, the one-chip IC of the IC card 1 can 25 coordinate with the second
terminal apparatus in terms of the 50   27 January 2003 personal
information without being in electric contact with the internal circuit of
the terminal apparatus. In this way, the coordination process between the
IC card 1 and the second terminal apparatus is performed while the
integrated device is 5 not =n contact with the internal circuit of the
terr,~.inal appara~us. As a result, no maintenance is recuired for both the
IC caxd 1 and the second terminal apparatus. Also, since the nonvolatile
memory 13 is activated only when the IC card 1 approaches the terminal
apparatus, the card owner need not 1 D attach a cor_nector to both the
terminal apparatus and the IC card, for example, which provides high
convenience to the owners of the IC card 1. As described above, as is the
case with the . conventional IC card 1 for the remote mode, the IC card 1
of the present invention can coordinate with the first terminal 15
apparatus in tl:e remote mode. In addition, the IC card 1 of the present
invention can be used for payment, which has been co~-!sidezed as not
suitable for the conventional IC card 1 for the remote mode from a security
standpoint. In other words, one piece of IC card 1 can manage a plurality
of different kinds of 2D personal information. It is to be noted that
various changes may be made without departure from the scope of the present
invention. The following are examples of such changes. 



(a? In the present embodiment, the first terminal apparatus is Z5 attached
to an automatic ticket gate in a station. However, the 51   27 January 2003
' first terminal apparatus may be attached to a cash dispenser for a
small-money finance. Mcre specifically, in this case, the nonvolatile
memory 12 stores names and code numbers of card owners, and when the IC
card 1 approaches the first terminal 5 apparatus, the first terminal
apparatus issues a read command to read the name and PIN from the IC card
1. The first terminal apparatus then issues a write command to the IC card
1, so that the IC card 1 writes a sum of a loan to the nonvolatile memory
12. The first terminal apparatus then instructs the cash 10 dispenser to
pay the sum of the loan. (b) In the present embodiment, the first terminal
apparatus is attached to an automatic ticket gate and the second terminal
apparatus is attached to a cash dispenser. However, a terminal apparatus
may have functions of both the first and second 15 terminal apparatuses.
More specifically, in this case: when an IC card approaches the teriuindi
apparatus to be several cm to 10 cm away from the terminal apparatus, the
terminal apparatus sets the one-chip IC to the remote mode then transmits
and receives radio waves to/from the IC card to output and input data
to/from 2fl the one-chip IC while they are not in contact with each other:
and when an IC card approaches the terminal apparatus to be 0-5 mm away
from the terminal apparatus, the terminal apparatus sets the one-chip IC to
the close mode then transmits and receives radio waves to/from the IC card
to output and input data to/from 25 the one-chip-IC while they are not in
contact with each other. 52   27 January 2003 - Also, a program that allows
a general-purpose computer to execute such functions may be recorded into a
computer-readable record medium for use. In this case, the general-purpose
computer should have an ASK modulation circuit and a BPSK 5 demodulation
circuit, v~hen an IC card approaches the general purpose computer to be
several cm to 10 cm away from the 



general-purpose computer, the general-purpose computer sets the one-chip IC
to the remote mode then transmits and receives radio waves to/from the IC
card to output and input data to/from the 1~ one-chip IC. while they are
not in contact with each other; and when an IC card approaches the
general-purpose computer to be 0 5 mm away from the general-purpose
computer, the general-purpose computer sets the one-chip IC to the close
mode. then transmits and receives radio waves to/from the IC card to output
and input 15 data to/from the one-chip IC while they are, not in contacts
with ~1 ` h a ^ other . (c) In the above embodiment, the switching to the
close mode is done using a voltage received by the antenna and the polling
command. However, the mode switching may be done using (1) one of a
plurality of types of information: information. physically recorded in the
IC card; information recorded optically or magneto-optically in the IC
card; a code number of the IC card owner; and bio-information of the IC
card owner, or any combination of these types of information, and (2)
personal 25 information stored in a memory. Also, the voltage received by
53   27 January 2003 the antenna and the polling command may be used in
combination with the above information. (d) In the present embodiment,
either signals CE1 and CE2 output from the MPU 22 or signals CE1 and CE2
output from the enable 5 signal generation unit 29 are output to the
nor_volatile memories 12 and 13. However, an access to the nonvolatile
memory 12 or 13 may be permitted only whey. signals CE1 and CE2 are output
from both the MPU 22 and the enable signal generation unit 29. With this
construction, switching to the close mode is done more 1~ strictly, making
improper accesses to the IC card difficult. In the present embodiment,
either signals SE1 and SE2 output from the MPU 22 or signals SE1 and SE2
output from the selection signal generation unit 34 axe_output to the
encryption circuits 10 and 11. However, the encryption circuits 10 and 11
15 may be activated only when signals SE1 and SE2 are output from both the
MPU 22 and the selection signal generation unit 34. IND~TSTR~AL
~.PPLICABILITY The present invention can be used as an automatic 



ticket gate and a cash dispenser for automatic checking at a 2o facility
gate or a ticket gate or for a payment at a local government, a transport
facility, a financial institution, a medical institution or the like that
deals with a great many of residents, clients, or employees. 54   27
January 2003 L T 1. A dual-purpose portable card, the portable card
comprising an integrated device which includes: an identifying unit
operable to,.when the portable 5 card approaches a terminal apparatus,
identify either a first purpose or a second purpose for which the portable
card is used, according to an output level of a radio wave transmitted from
the terminal apparatus: a processing unit operable to perform a first
process 10 using the radio wave when the portable card is used for the
first purpose and perform a second process using the radio wave when the
portable card is used for the.second purpose; and a communicating unit
operable to perform a non contact-type data input/output between the
terminal apparatus 15 and the processing unit by performing radio
communication with the terminal apparatus when the portable card is used
for either o f 1 wh h i n r o m n m h fi r n w i ni n ~- in r a d 20 fr m
he rm' 1 t7tJ D f r h r s [the first purpose and the second purpose]. 2.
The portable card of Claim 1, wherein the identifying unit includes: 55
27 January 2003 a judging unit operable to judge according to the output
level of the radio wave transmitted from the terminal apparatus that the
portable card is used for the second purpose when the portable card is a
first distance or shorter away from 5 the terminal apparatus, and judge
according to the output level 



of the radio wave transmitted from the terminal apparatus that the portable
card is used for the first purpose when a distance between the portable
card and the terminal apparatus exceeding the first distance ~r_d is in a
range of a second 10 distance to a third distance. 3. The portable card of
Claim 2, wherein the integrated device receives a power supply from the
terminal apparatus, the power the terminal apparatus supplies to the 15
integrated device changes according to the distance between the portable
card and the terminal apparatus, the identifying unit includes a comparing
unit operable to compare a received voltage of a radio wave received by an
antenna with a 20 predetermined threshold value, and the judging unit
judges that the portable card is the first distance or shorter away from
the terminal apparatus when the received voltage is higher than the
predetermined threshold value, and judges that the distance between the
portable card 56   27 January 2003 ar_d the terminal apparatus is in the
range of the second distance to the third distance when the received
voltage is lower than the predetermined threshold value. 4. The portable
card of Claim 3, wherein 5 the terminal apparatus is either a first
terminal apparatus that outputs a radio wave having power lower than a
first power level to the portable card, or a second terminal apparatus that
has an antenna in an electromagnetically shielded box and outputs a radio
wave having 10 power of a second power level that is twice the first power
level or higher, to the portable card in the box, and the predetermined
threshold value is determined based on ( 1 ) received power of a radio wave
that has power of the first power level and is received when the distance
between the 15 portable card and the terminal apparatus is in the range of
t:ze second distance to the third distance and (2) received power of a
radio wave that has power of the second power level and is received when
the distance between the portable card and the terminal apparatus is the
first distance or shorter. ?0 5. The portable card of Claim 4, wherein 



the second purpose deals with more confidential data than the first
purpose, the first process includes at least one of an 57   27 January 2003
encryption process for encrypting data using a first encryption key, a
decryption process for decrypting data using the first encryption key, a
certification process for certifying, in response to an authentication
process performed by the terminal apparatus, authenticity of the portable
card using the first encryption key, and an authentication process for
authenticating the terminal apparatus using the first encryption key, the
second process includes at least one of an encryption process for
encrypting data using a second encryption 10 key which provides higher
security than the first encryption key, a decryption process for decrypting
data using the second encryption key, a certification process for
certifying, in response to an authentication process performed by the
terminal apparatus, authenticity of the portable card using the second 15
encryption key, and an 'authentication process for authenticating the
terminal apparatus using the second encryption key, the second process has
a heavier processing load than the first process, and the second power
level is determined based on an 20 amount of power consumed when the
processing unit performs the second process. 6. The portable card of Claim
5, wherein the integrated device includes a storage unit which includes (1)
a first area for 58   27 January 2003 storing data that is used only for
the first purpose and (2) a second area for storing data that is used only
for the second purpose, the communicating unit includes 5 a
transmission/reception unit operable to receive a command issued by the
terminal apparatus and transmit data to 



the terminal apparatus using wireless communication, the processing unit
includes an access managing unit operable to, when the 10 identifying unit
has identified either the first or second purpose, permit either the first
or second area corresponding to the identified purpose to be accessed and
prohibit the other areas from being accessed, a decoding unit operable to
decode the command 15 received by the transmission/reception unit, and a
memory access unit operable to, when the decoding unit detects that the
command is a read command as a result of the decoding, read a piece of data
specified by the read command from either the first or second area and
instruct the 20 transmission/reception unit to transmit the piece of data,
ar~d operable to, when the decoding unit detects that the command is a
write command as a result of the decoding, write a piece or data specified
in the write command to the first or second area. 59   27 January 2003 7.
The portable card of Claim 4, wherein the integrated device includes a
synchronization clock signal generation unit operable to, when the first
terminal apparatus supplies power of 5 the first power level to the
portable card, send to the processing unit a synchronization clock signal
having a first frequency that is generated in accordance with a frequency
of a carrier of a received signal, and operable to, when the second
terminal apparatus supplies power of the second power level to 10 the
portable card, send to the processing unit a synchronization clock signal
having a second frequency that is higher than the first frequency. 8. The
portable card of Claim 1, wherein the terminal apparatus is either 15 a
first terminal apparatus that performs a polling by outputting a radio wave
that includes a first polling command, and a second terminal apparatus that
performs a polling by outputting a radio wave that includes a second
polling 20 command, the first terminal apparatus and the second terminal 



apparatus transmit radio waves of different output levels, the identifying
unit includes a judging unit operable to, when the portable card 60   27
January 2003 approaches either the first terminal apparatus or the second
terminal apparatus which is performing a polling by transmirting a radio
wave, judge whether the transmitted radio wave includes the first polling
command or the second polling command, and 5 a detection unit operable to
detect which of the first terminal apparatus and the second terminal
apparatus the portable card is approaching, according to the output level
of the radio wave transmitted from the terminal apparatus, the identifying
unit identifies the first purpose when 10 the judging unit judges that the
radio wave includes the first polling command and when the detection unit
detects that the portable card is approaching the first terminal apparatus,
and identifies the second purpose when the judging unit judges that the
radio wave includes the second polling command and when the 15 detection
unit detects that the portable card is approaching the second terminal
apparatus. 9. A dual-purpose portable card, the portable card comprising an
integrated device which includes: an identifying unit operable to, when the
portable card approaches a terminal apparatus, identify either a first
purpose or a second purpose for which the portable card is used, according
to a radio wave transmitted from the terminal apparatus: a processing unit
operable to perform a first process 61   27 January 2003 when the portable
card is used for the first purpose and perform a second process when the
portable card is used for the second purpose; and a communicating unit
operable to perform a non contact-type data input/output between the
terminal apparatus and the processing unit by performing radio
communication with the terminal apparatus including a mutual authentication
sequence which differs according to a difference between the 



first purpose and the second purpose. 10 10. A dual-purpose portable card,
the portable card comprising an integrated device which includes: an
identifying unit operable to, when the portable card approaches a terminal
apparatus, identify either a first purpose or a second purpose for which
the portable card is used, 15 according to an output Level of a radio wave
transmitted from the terminal apparatus; a processing unit operable to
perform a first process using the radio wave when the portable card is used
for the first purpose and perform a second process using the radio wave 20
when the portable card is used for the second purpose; and a communicating
unit operable to perform a non contact-type data input/output between the
terminal apparatus and the processing unit by performing radio
communication with the terminal apparatus including a mutual authentication
62   ' 27 January 2003 sequence which differs according to a difference
between the first purpose and the second purpose. 11. A communication
system comprising a portable card, a first terminal apparatus, and a second
terminal apparatus, wherein 5 the portable card contair_s an integrated
device set to either a first mode or a second mode, wherein in the first
mode, a predetermined process is performed and in the second mode, a
process that requires higher security than the first mode is performed, 10
the first terminal apparatus includes a first communicating unit operable
to, when the portable card approaches the first terminal apparatus, set the
integrated device to the first mode and then input or output data to/from
the integrated device by transmitting or receiving 15 a radio wave to/from
the integrated device without contacting the integrated device, and the
second terminal apparatus includes a box which contains an antenna and is
electromagnetically shielded so that a radio wave having over a 20
predetermined level of power does not leak from the terminal apparatus, and
a second communicating unit operable to, after the portable card is
inserted into the box, set the integrated 



device to the second mode and then input or output data to/from 63   ' 27
January 2003 the integrated device by transmitting or receiving a radio
wave to/from the integrated device without contacting the integrated
device. 12. A communication method for use in a communication system 5
comprising a portable card, a first terminal apparatus, and a second
terminal apparatus, wherein the portable card contains an integrated device
set to either a first mode or a second mode, wherein in the first mode, a
predetermined process is performed and in the second 10 mode, a process
that requires higher security than the first mode is performed, the first
terminal apparatus includes a first communicating unit operable to, when
the portable card approaches the first terminal apparatus, set the 15
integrated device to the first mode and then input or output data to/from
the integrated device by transmitting or receiving a radio wave to/from the
integrated device without contacting the integrated device, and the second
terminal apparatus includes 20 a box which contains an antenna and is
electromagnetically shielded so that a radio wave having over a
predetermined level of power does not leak from the terminal apparatus, and
a second communicating unit operable to, after the 64   27 January 2003
portable card is inserted into the box, set the integrated device to the
second mode and then input or output data to/from the integrated device by
transmitting or receiving a radio wave to/from the integrated device
without contacting the integrated 5 device. 13. A terminal apparatus which
inputs or outputs data to/from a portable card, wherein the portable card
contains an integrated device set to either a first mode or a second mode,
wherein in the first 10 mode, a predetermined process is performed and in
the second 



mode, a process that requires higher security than the first mode is
performed, the terminal apparatus includes a first communicating unit
operable to, when a 15 distance between the portable card and the terminal
apparatus is in a range of a second distance to a third distance, set the
integrated device to the first mode and then input or output data to/from
the integrated device by transmitting or receiving a radio wave to/from the
integrated device without contacting ZO the integrated device, and a second
communicating unit operable to, when the portable card is a first distance
or shorter away from the terminal apparatus, set the integrated device to
the second mode and then input or output data to/from the integrated device
by 65   27 January 2003 transmitting or receiving a radio wave to/from the
integrated device without contacting the integrated device. 14. (Amended) A
computer-readable record medium =ecording a program that allows a computer
to input or output data to/from a portable card, wherein the portable card
contains an integrated device set to either a first mode or a second mode,
wherein in the first mode, a predetermined process is performed and in the
second mode, a process that requires higher security than the first 10 mode
is performed, and the program allows the computer to perform a first
communicating step for, when a distance between the portable card and the
computer is in a range of a second distance to a third distance, setting
the integrated 15 device to the first mode and then allowing the computer
to input or output data to/from the integrated device by allowing the
computer to transmit or receive a radio wave to/from the integrated device
without contacting the integrated device, and 20 a second communicating
step for, when the portable card is a first distance or shorter away from
the computer, setting the integrated device to the second mode and then
allowing the computer to input or output data to/from the integrated device
by allowing the computer to transmit or 



66   r 27 January 2003 receive a radio wave to/from the integrated device
without contacting the integrated device. 15. A communication method used
between a portable card and a terminal apparatus, wherein the portable card
contains an integrated device set to either a first mode or a second mode,
wherein in the first mode, a predetermined process is performed and in the
second mode, a process that requires higher security than the first mode is
performed, and l0 the terminal apparatus, when a distance between the
portable card and the terminal apparatus is in a range of a second distance
to a third distance, sets the integrated device to the first mode and then
inputs or outputs data to/from the integrated device by transmitting or
receiving a radio wave I5 to/from the integrated device without contacting
the integrated device, and the terminal apparatus, when the portable card
is a first distance or shorter away from the terminal apparatus, sets the
integrated device to the second mode and then inputs or 20 outputs data
to/from the integrated device by transmitting or receiving a radio wave
to/from the integrated device without contacting the integrated device. 67
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