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relates to a recording apparatus for recordlng data, are

apparatus for reproducing data, a data proclessi ng apparat

copying data that is recorded in a recording mediuminto anotfEP'S
apparatus, a recording and reproduction apparatus for recordln and
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data and a recording apparatus as well as a
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Technical Fieid
Thepresentinventionrelatestoarecordingapparatus
for recording data, a reproduction apparatus for
reproducing data, a data processing apparatus for moving
or copying data that is recorded in a recording medium into
another apparatus, a recording and reproduction apparatus
for recording and reproducing data that is moved in such
a manner, a data transmission apparatus for transmitting
a stream formed.of a plurality of pieces of data and a
recordingapparatusaswellasearecOrdingandreproduction
apparatus for reproducing, with a time shift, the contents
that are broadcast via TV broadcasting, or the like, so
as to be viewed after being delayed a predetermined period

of time.

Background Technology
It is necessary to protect a copyright in the case
of dealing with data, for which copyright protection is

necessary, such as a new movie, a TV program Or music of
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a fee charging broadcast. As an effective nmethod of ro

copyright, there is the method of limting the utiligatggﬁtgpgd:ta by
encrypting the data of which the copyright requires protection. For
exanple, at the time of the transm ssion of audio and visual data
(hereinafter denoted as AV data) , in the case that copyright protection
s necessary for the AV data, the AV data is encrypted before being
transmtted. As an exanple of the above, | EEE1394-DTCP (digital

transm ssi ap £REOLGGI PN g Sysbatchas becanmra sf fadadye | 3d404]
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data to be synchronoué?; transmtted by nmeans of a fast bus systen1?ﬁgt

carries out,a;sekialng t4 aspyssigeit arthetdet of the, mathed pe§sibmd tiag
Lransn!t A@ data, or” the I?Xe, inreal tinme. This |5551383 system is
bei ng instalfgdyin 18 Ma¢ i §hYoll dditgl ) ewdrgparcqithaldakguipgmedich
i ncludi ng househol d digital AV equipnment as an external interface.
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realized by encrypting data for which copyright protect?in i S necessarye
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and devel opnent of _
casethatcopyrightprotectionisnecessaryfortheAVdata,
the AV data is encrypted before being transmitted. As an
example of the above, IFEE1394-DTCP (digital transmission
protection) system has become a standard.

IEEE1394 allows data to be synchronously'transmitted
by means of a faét bus system that carries out a serial
transmission and, therefore, it is possible to transmit
AV data, or the like, in real time. This IEEE1394 system
is being installed in a variety of digital audio and visual
equipment, including household digital AV equipment as an
external interface. |

According to the IEEE1394-DTCP system, a
certification function and the function of the
nullification of a key are provided at the time of data
transmission via an IEEE1394 bus so that the copyright
protection can be realized by encrypting data for which
copyright protection is necessary, such as AV data before
being transmitted. |

Now, together with the spread and development of



personal conputers, a |arge nunber of recording appar

reproduction apparatuses, such as a hard disk gppgfatﬁggseﬁavgrcone into
use, due to their large storage capacity and due to their high speed of
access, as external nenory apparatuses. Furthernore, hard di sk apparatuses
have recently come into use not only in conputers but also in digital AV
equi prent, or the |ike, where video and sound are recorded and reproduced
by applying digital technology so as to make use of their high speed of

access and . beifn2hakSRpStaragea aapagd hymboc ofdiegdydinke?
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cases mheréga creator of a novie, and the |ike, conZider that a third pa

rty should ,pote e, @hbewee iphieehissmkeuniphesa diamthda s
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to be copied only one time in order to protect the copyright thereof.m?g
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the data is reproduced by using only the HDD. | In additio??-aseﬁgg mg;eg%
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A
digital AV equipment, or the like, where video and sound
arerecordedandreproducmﬂbyapplyingdigitaltechnology
so as to make use of their high speed of access and their
large storage capacity.

Accordingly, there have been cases where a creator
of a movie, and the like, consider that a third pafrty should
not be allowed to freely make copies of data prepared by
themselves. Therefore, there exists data that is
proﬂibited from being copied in another recording medium
and there exists data that is allowed to be copiled only
one time in order to protect the copyright thereof.

In the case that such data is stored in, for example,
an HDD by being copied, the data is reproduced by using
only the HDD.

In addition, as one way of viewing a TV broadcast that
has been conventionally widely used, a program (content)
that has been broadcast is temporarily recorded in a

recording apparatus, such as a VTR, so that the recorded

data is reproduced at a later time and, thereby, the program



is viewed at a time different fromits original broadcast time. In
particular, in the case that a recording nmedium such as a hard di sk wher
a random access is possible and where recording and reproduction are ©
possible at the sane tinme is used for a recording apparatus, a tinme shift
ng;g?ughgﬁnihgfc?Ldlng to a narrow definition, can be inplénented in a

. ~the content of a program can be viewed i
wi t hout any portion being mssed even after being deIaSehnfzfqgﬁrgea short

period of tjpe, ;dycing.t e brheadeasbiregtt ifremofi ttshe el
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configuratieg giagran1of a recordin i
( . s ( g and reproduction apparatus f
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shown in the figfﬁ I i nok ; '
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operation o recording an _
reproduction, according to a narrow definition, can be
implemented in a manner such that the content of a program
can be viewed in sequence without any portion being missed
even after being delayed for only a short period of time
during the broadcasting time of the program in comparison
with a VTR wherein a conventional tape medium is used.
Fig 43 is a configuration diagram of a recording and
reproduction apparatus for implementing a time shift
reproduction according to the pribr art. As shown in the
figure, a recording and reproduction means 2120 is a means
of recording'and.reproducing‘broadcasts inputted from the
outside, a recording medium 2130 is a means of storing data
of broadcasts that can be implemented by a hard disk, or
the like, a switching means 2160 is a means of receiving
inputs from the recording and reproduction means 2120 and
inputs of broadcasts from the outside and for selecting
any of them which is then outputted to an external monitor,
or the like.

An example of the operation of a recording and



reproducti on apparatus according to the i
( ( _ _ _ prior art that has such a
configuration is described in the followng. First, in the case that a

viewer is viewing a program in real tinme, the swtchi i
out a setting such that the broadcast inputted fron?lﬂg gﬁ???dglfg e
outputted to the nonitor wthout change while the recording and
reproduction neans 2120 records the same prograncontent in the recordin
medi um 2130. Next, in the case that the viewer. returns again to a )

position in frong. afitRe.ppaidtar . o
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recordi ng and repro ion neans 2120 as the program In the above

described operatign.. ther i : .
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in the recording medium 2130.

Next, in the case that the viewer returns again to
a position in front of the monitor so as to restart viewing
of the program after temporarily leaving the positibn in
frontcﬁfthenmnitor,therecordingandreproductionnmans
2120 reproduces the recorded data from the point in time
when the viewer left the position in front of the monitor
while the switching means 2160 carries out the setting such
that input from the recording and reproduction means 2120
is outputted to the monitor. After this, the viewer views
thereproductionoutputfromtherecordingandreproduction
means 2120 as the program.

In the above described operation, the recording and
reproductionn@ans2120reproducesdatawhilecarryingout
the recording of the broadcast inputted from the outside
in a parallel manner. That is to say, the recording and

reproduction means 2120 simultaneously carries out the

reproduction and the recording of the data.



Iih:\rm_el;é,ofv:nriegl t?sngage tgat the viewer has to tenporarily interrupt the
roadcast program itbecones possi bl i
to follow the content of the i Peh o del oy 1o and
_ program wi t hout a gap, with a del i
accordance wth the period of tine i : i Svitwin
_ , only, of interruption of viewn
gcitzﬁrfopaggg;r?;h;n th? case of the transm ssion OP AV dat a homegérlna
. . protection is necessary in the case that1AV 1
requi res copyri ght protection is recorded in and/or reproduced frgﬁfg that

recording medium, su achand, disk
g Appar ahix o vhew Hto
pr ot ect ed, howevgﬁ1 bt concretely determned in the cgggyfﬁg{mAMIZata

that requires co
Pt‘uéi Hesvn.re‘%@g{ ¢ bnraad/oimedproddces
recordi ng a ?é éha uction apﬁgratus I n addlf?on in soagn]a

case
cas 3028%%9*‘ h Ot@?]@e%r&e §IYLHAL £ 0 ik saD fobow s Eontavitdat a,
Via the Internet, or the like, and for conputer

programs, h as %8{%%@Eﬁb En Jof tIQ agwsy
A tho 2AVd ediad Ho
i s protect e‘EI Jﬁ%ﬁeg 52" not co%cr%’?g %/) det erm ned |Bﬁ ﬁ]e «(z:xgts)igdt hat '[Ihght

above describ éP%B
d SEAUFES SRPY! i ghtiptet eapitdor o vdendad i
and/ or repr%hgg n1a recor ding appgyatus and/ or Feproductlon Hn

appar at us. That I
system t hat prot e]z?sa%%?‘—ic%%grﬁ é§|afls Pﬁgwgl?srgm@ offnthBet=ansm e COhCr et e

of AV data, however, a system for copyright protection is
necessary in the case that AV data that requires copyright
protectionisrecordedinand/orreproducedfromarecording
medium, such as a hard disk apparatus. How the copyright
is protected, however, is not.concretely'determined.in'the
case that AV data that requires copyright protection is
recorded in and/or reproduced from a recording apparatus
and/or reproduction apparatus.

In addition, iﬂ some cases copyright protection is
required, in the same manner as for AV data, for document
data sent via the Internet, or the like, and for computer
programs, such as game software, in addition to AV data.
How the copyright is protected, however, is not concretely
determined in the case that the apbove described data that
requires copyright protection is recorded in and/or
reproducedfromzarecordingapparatusand/orreproduction
apparatus.

That is to say, there is a problem wherein there is

no concrete systenlthat.protects the copyright in the case



that AV data, document data or data such as conputer programs are recorded
in a recording apparatus and/or in the case that these types of data are
reproduced in a reproduction apparatus. In addition, when the renainin
capacity for data recording in the above descri bed HDD becones smal | ?t
?ecpnes necessary to overwite new data on the data recorded in the HDD or
0 |ngrea§e the remai ning capacity by elimnating a portion of data that is
recorded in the HDD. However, the user of the HDD considers that

overwritingy 1padghat hidchieheitiedd dathesHODacr cONpUSK
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the data is not desirable and, in sone cases, the user considers ?ﬁl °

desirable t Sopy BQ@ daty ; . .
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becomes necessary to overwrite newdataon the data recorded
in the HDD or to increase the remaining capacity by
eliminating a portion of data that is recorded in the HDD.
However, the user of the HDD considers that overwriting
the data that is recorded in the HDD or the elimination
of the data 1s not desirable and, in some cases, the user
considers it desirable to copy the data recorded in the
HDD in another recording medium.

On the other hand, as described above, the copyright
holder is negatively affected when the data recorded in
the HDD is copied by ignoring the copyright.

That is to say, in the case that data, for which
copyright protection is necessary, is recorded in a
recording apparatus such as an HDD, there is a problem that
the user cannot copy the data to another recording medium.

In addition, the problem of copyright is taken into
consideration with respect to broadcast programs together
with the verification of hroadcast type such as cable TV

or a CS broadcast and digitalization of signals and
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2130jJ1ordertojﬁmlementzatimeshiftreproductioncauses
aninfringemenfofthecopyrightwithrespecttotheprogram,
when the copyright is taken into cons ideration as described
above.

That is to say, a problem arises in that there is a
risk that an infringement of the copyright with réspect
to a program, for which copyright protection is necessary,
may be caused in the case that a time shift reproduction
of the pfogram is implemented.

As for measures for avoiding such a problem, methods
of (1) limiting the times when time shifting is possible,
(2) preventing the content that is broadcast from being

stored in a complete form have been considered, and so on.

Disclosure of the Invention
Thepresentinventhnlisprovidedbytﬁkingtheabove

describedproblemsintoconsiderationandjapurposethereof

is to provide a recording apparatus and a reproductioh

apparatus that can protect the copyright in the case where



data for which copyright protection i [
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Caim1l) is a .recordik e present invention (corresponding to
o2 £bE gégyggg'data, which 1s]Qrohlblted.frontbelng'copled
soas1x)protectthecopyright,toanotherrecordingmedium,
a recording and reproduction apparatus for recording or
reproducing, while recording, data from the above data
processing apparatus in a recording medium, an encrypted
data decryption recording apparatus system for backing up
data while protecting the copyright and a decryption
recording apparatus and a recording apparatus for forming
the above system as well as a data transmission apparatus
for transmitting data while protecting the copyright.

In addition, the present invention is provided by

takingtheabovedescribedbroblemsintoconsiderationand
a purpose thereof to provide a recording apparatus and a
recordingandreproductionapparatuswhereinitispossible
toavoidcopyrightinfringementinatimeshiftreproduction
for viewing a program with a delay relative to its oriéinal
broadcast time.

To solve the above problems, the 1st invention of the

presentinvention(correspondingtx>Claiml)jj;arecording



apparatus characterized by conprising: an encryption nmeans of encrypting
data sent froman interface; a control nmeans of controlling said encrypted
data to be recorded; and a recording neans controlled by said control
means of recording said encrypted data on a disk. The 2nd invention of the
present invention (corresponding to Claim?2) is a recording apparatus
according to the 1st invention, characterized in that said encryption
means encrypts said data by using a device unique Kkey that is a nuneric

val ue and/ qr. | &l &fited sgesrisdngo, said recording
Ypida 539! Hhoratedibed ayd

appar at us. Invention of the present invention (corresponding to

Claim3) is a recyrdiNg APPALA Meardc o éimgrptihg dataoserid finofedty on,
characterized in that said encryption nmeans encrypts sai.d data by using

recordi ng qﬁhé E@Eg@g&tion_that is a nuneral and/or a symbol specific to a
recording b ock corresponding to a recordin unit that is a mninmmunit
g

for said control Jreanstlg1SREGUENY it laortceedd isaj dast erucnypireshsatthe 4th
invention of the present invention (corresponding to daim4) is a

recordi ng a?BaE%t cfagoa di paato the 3rd invention, characterized in that
the encryption of said data by using said recording unit
a recording means controlled by said control means
of recording said encrypted data on a disk.
The 2nd invention of the present invention
(corresponding to Claim 2) is a recording apparatus
according to the 1st invention, characterized in that said
-encryptionmeansencryptssaiddatabyusingfadeviceunique
key that is a numeric value and/or a symbol allocated to,
and specific to, said recording apparatus.
The 3rd invention of the present invention
(corresponding to Claim 3) is a recording apparatus
according to the lst or ond invention, characterized in
that said encryption means encrypts said data by using
recordingunitinformationthatisajnmeraland/orasymbol
specific to a recording]olock.correspondingtx)a recording
unit that is a minimum unit for said control means to
sequentially access said recording means.
The 4th invention of the present invention
(corresponding to Claim 4) is a recording apparatus

according to the 3rd invention, characterized in that the

encryption of said data by using said recording unit
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i nformation indicates the encr [ [
_ _ encryption of said data by usin a ke i
?ﬁigﬁtfgnsakgoifgggghgg un;t Epfprnation. The 5th i%ventign of t%egglgggnt
, _ ng to aimb5) is a recording apparatus a i

ggt;hsegg?dg; ﬁ;hS;?;ePtlona_chargfterized in that atpPeast saidcgggg;g?ed

_ ecordi ng ock and additional inf i
said encrypted data are encr i i o e e
. . . ypted in the entire portion and are
in said recording neans. The 6th invention of the present inventigﬁcorded

(correspondj ng to %’%ﬁ”&gh i I
Al M B);:i S 18 & 84 dinkd- APPRGAtAE s zaiot otedi '
the 3rd to Bt OFW@eﬁtfbns,1é%3racterized in that: ézpy per;?gg?giéﬁﬂ(ﬁ

information is added to i : ;
: 4 e S dodaba 5a3% d- &gt aghgnearist chmf o et
recording eak&Yt §3 0T &% |§ copy perm ssion iﬁfornation; sai d eé?ryption

means gener at es f+rst inf j 401 i : i
i : sLAf QLR {Qon t Bt thecliiasemt Lagsnteidmer sai
devi ce uni que key %? galg copy permssion information; said encrjg;?on

nmeans generates, by usj saidert : CL T
i i c1RE8GPrH NPs ugi telckirat | appaaacors
that 15 n?ﬁPﬁﬁﬁ rbc‘i"wﬁ‘%d By encrypting said fi rstjrri&%f olrnﬁati on, ggitdkey

Cont 15! meaRCeE ey LR ot iR, xR, ke Ligenaitdn cotanackey AR Sl ¢
thatatleastsaidencrypteddatarecordadinsaidrecording
block and additional iﬁformation added to said encrypted
data are encrypted in the entire portion and are recorded
in said recording means.

The 6th invention of the present invention
(corresponding to Claim 6) is a recording apparatus
accordingtoanyoijHEBrdto5thinventions,characterized
in that:

copy permission information is added to sald data;

said control means controls said recording means to

record said copy permission information;

said encryption means generates first information

that includes at least either said device unigue key or
said copy permission information;
said encryption means generates, by using said
recording unit information, a content key that 1is
information gained by encrypting said first information;
saidencryptionmeansencryptssaiddatabyusingsaid

content key; and

said control means controls said recording means to

_11_



record said encrypted data. . The 7th invention of the present invention
gﬁeégffgﬁndgﬂgrggt21?2257?nlfhatreco[QiPg ﬁpparatus according to the 2nd

: Zel at: atitle key that is [
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encryption nmeans encrypts said title key by using said device uhi ue key;
and said control means controls said recording nmeans so t hat saidq g
encrypted title key is recorded in said recording neans. The 8th invention

of the present%%ayﬁgg%%Q?Hgggéﬁgapggggng to Caim8) is a recording

apparat us &tT invention, characterized in that said
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sai d enorypl T oRRERTEENE) yET s aard tit 16 key by using said device un qﬁte'

key: sal d CoBLERLTRANS, COALT ohe Saiviecond enameaset br ededor dhodi
hat "I ncl udes saig {1118 KEY ehat 1o & mmerle vaise and/os & symbol
a Yy
specific to said data is allocated to said data;
saidencryptionmeansencryptssaidtitlekeybyusing
said device unique key; and
said control means controls said recording means soO
thatsaidencryptedtitlekeyjj;recordedjilsaidrecording
means.
The 8th invention of the present invention
(corresponding to Claim 8) is a recording apparatus
according to the 7th invention, characterized in that said
encryption means encrypts said data by using said title
key.
The 9th invention of the present invention
(dorresponding to Claim 9) is a recording apparatus
according to the 8th invention, characterized in that:
saidencryptionmeansencryptssaidtitlekeybyusing
said device unique key;

said control means controls said recording means to

record said encrypted title key;

said encryption means generates third information

that includes said title key;

- 12 -



said encryption neans generates a content key, which is i i i

by encrypting said third information, by us?ng recordiaglEL?gn?;;gpng?:gﬁd
that is a nuneral and/or a synbol specific to a recording block based on a
recording unit that is a mnimmunit for said control means to
sequential |y access said recording means; said encryption means encrypts
said data by using said content key; and said control neans controls said
recording means to record said encrypted data. The 10th invention of the

present invention, . {6QrespeRrdbngnkand geRekltds sacheawr kgyappariatu
according to theqﬁ%% invenf?on, chargbtgrized in thgt: copy gg?gissions

| nformation, 3 Addad, 6%56%911@@&% 8Re 1S3k reperyMRt tBA rdeanSo enertits, sai d

data by usiha C perm ssion information. The 11th invention of the

present | “nggg%sgﬂl%g%%f&mgqm& t O £& AR 1d) tirfa@ ilses afaicgs Rppal /At s

ﬁ;;g;ding t 10t'h T nventron, characterized in that: said encryption
encrypls, RaLd )L erkeyebla Ueldikd salth ioukasa satige akepcosal ihg

contr 3 i - .
key: gl”" gegB{s%&%to'th@@”fss 39%&3&%&2&922229‘} ;@iﬁégcfot;r?tgglldngﬂsypéf dritte
sequentially access said recording means;
saidencryptionmeansencryptssaiddatabyusingsaid
content key; and

said control means controls said recording means to
record said encrypted data.

The 10th invention of the present invention
(corresponding to Claim 10) is a recording apparatus.
according to the 8th invention, characterized in that:

copy permission information is added to said data;
and -

saidencryptionmeansencryptssaiddatabyusingsaid
copy permission information.

The 11th invention of the present invention
(corresponding to Claim 11) is a recording apparatus
according to the 10th invention, characterized in that:

saidencryptionmeansencryptssaidtitlekeybyusing
said device unique key:

said control means controls said recording means to
record said encrypted title key;

said control means controls said recording means to

- 13 -



record said copy pernission information; said encryption neans generates
second information that includes at |east either the said title key or
said copy permission information; said encryption nmeans generates a
content key that is information gained by encrypting said second
information by using recording unit infornmation that is a nuneral and/or

a symbol specific to a recording block based on a recording wunit that is a
mnimumunit for said control nmeans to sequentially access said recording

means; said_encryption nean i sing said content key;
and said corrﬁcf%#énﬁﬁﬁg ccoorﬁfoﬁ?%&g%ig irozlgolr i ngﬁﬁggﬁg "t og record said v

encrypted data. the, %géﬂ?%gg‘é%%inoﬂke%né *lferﬁ’éfé%@% LRvHd ah £ semaespendi ng

to Claim12) is GE apparatus actording to the 1st invention,

characteri Z@Q%P%ﬁgihﬂessaiadc _elneca[é/gtég?hggargﬁee@_carjycpttsi@pé akégnb rf s@amd he

interface t opy perm'ssion rntormation is attached y using said

copy perm ssion infar. jqp;-g ild gpntrol neans controls said recordin
nmeans to r%%%de§§FHE%%5§ p%rgggggghcﬁﬁTornation before and/or after saig

mvent i on | (corr CERRRATRE LB O ATa e ST e R S b T eRe e
isinformationgainedbyencryptingsaidsecondinformation
byusingrecordingunitinformationthatjﬁ;anumeraland/or
asymbolspecifictx>arecordingblockbasedcnlarecording
unit that is a minimum unit for said control means to
sequentially access said recording means,

saidencryptionmeansencryptssaiddatabyusingsaid
content key; and

said control means controls said recording means to
record said encrypted data.
The12thinventhnlofthepresentinventionkcorresponding
to Claim 12) is a recording apparatus according to the lst
invention, characterized in that:

said encryption means encrypts data sent from the
interface to which copy permission information is attached
by using said copy permission information; and

said control means controls said recording means to
recordsaidcopypermissioninformationbeforeand/orafter
said recording means records said data.

The 13th invention of the present invention

(corresponding to Claim 13) is a recording apparatus

- 14 -



according to the 12th invention, characterized in that said con
controls said recording neans to record said copy perm ssion ?n}gfha??gzs
before, at |east, said recording neans records said data. The 14th
invention of the present invention (corresponding to Claim1l4) is a
recording apparatus according to the 12th invention, characterized in that
said control neans controls said recording nmeans to record said copy
gﬁrn135|on information only after said recording nmeans records said data.
e 15th invens 5:8I1tnitg gﬁ_@sﬁ—ﬂﬁnb%‘fﬁﬁtdﬂ’ﬂ cHax d espaneidgntitht aad5) is
a r$00{?!ngﬁ ﬁﬁara characterized by conprising: a control neans of
control i ng. eneLyht 2d dat 2oaenty: d kAR JodiRIfaGedn becd eeatdedlisaaintl
recordi ng , that i's controlle y said control means, of recording

said encrypted data an a disk fhoi - ; :
- £E6 L6t b | B eRtOn f 1dgspreseritd i nventi on
(correspond?ﬂﬁytgé%%urn é% .Q a reproduction apparatus SEharacterized by

conmprising: _a control rmeans of.cQud oddidgqggrerypted data recorded on a
di sk by meahs°8f “a 't cordi ng aSparatus accordiﬁg to the 1st invention to

be 2P SuCed: o SR GG Gl Relsy WE hd ssasbre) iesvdsand cont ol
(corresponding to Claim 14) is a recording apparatus
accordingfx)thethhinvention,characterizedjjlthatsaid
control means controls said recording means to record said
copypermissioninformationonlyaftersaidrecordingmeans
records saild data.

The 15th invention of the present invention
(corresponding to Claim 15) is a recording apparatus
characterized by comprising:

a control means of controlling encrypted data sent
-from an interface to be recorded; and

arecordingn@ans,thatiscontroll@jbysaidcontrol
means, of recording said encrypted data on a disk.

The 16th invention of the present invention
(corresponding to Claim 16) 1is a reproduction apparatus
characterized by comprising:

acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to
the 1lst invention to be reproduced;

a reproduction means, which is controlled by said

control means, of reproducing said data; and

- 15 -



a decryption means of decrypting said reproduced data that is sent to the
interface. The 17th invention of the present invention (corresponding to
CGaim1l7) is a reproduction apparatus characterized by conprising: a
control neans of controlling encrypted data recorded on a disk by'neans of
a recordi ng apparatus according to the 2nd invention to be reproduced; a
reproduction neans, that is controlled by said control neans, of 1
reproduci ng said data; and a decryption neans of decrypting sai d r epr oduced

data that is sery qk@dyjfridh aidace o Adlecelyptsal '
_ ; yptidaigisddct yppirofuaamsadec
said reproduced data by using said device uni que key.ypThe 18t h inveni?g;s

of the presgni+ti peertd f6othespondiniad®. C ai m 18) | i
. P . is a reproduct
appar at us S%@aracterlzed by conprising: a control n%ans of cgntroll:ﬁg

encrypted data regggded+non rveh skohyolieaine gfr @sertolaivey e
. . - r t
according to the 3rd invention to be reproduced; a reproductionanans

B R vl e e
interface, whgreidt @i gedepyypo@t iging: decrypts said ©
acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recbrding apparatus according to
the 2nd invention to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

adecryptionneanscﬁfdecryptingsaidreproduceddata
that is sent to the interface,

wherein said decryption means decrypts said
reproduced data by using said device unigue key.

The 18th invention of the present invention
(corresponding to Claim 18) is a reproduction'apparatus
characterized by comprising:

acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to
the 3rd invention to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

adecryptionmeansofdecryptingsaidreproduceddata
that is sent to the interface,

wherein said decryption means decrypts said

- 16 -




reproduced data by using said recording unit information The 19th
invention of the present invention (corresponding to Clarn119) is a
reproduction apparatus characterized by conprising: a control neans of
controlling encrypted data recorded on a disk by means of a recordin
ﬁggﬁ;atgﬁa?ccgrgln? tol éhg 4th invention to be reproduced; a reprodugtion
ontrolle y said control neans, of repr i i ;
and a decryption neans of decrypting said reproduced daPaOdgﬁe?glzacgn?aEg’

the interf rI8EkeIINgsaid
. dpgecE YRl 68 iveans odetimyptm Saiih f o epabdaded
by using aq%%§ gal ned based on sar?lrecordlng uni t |nfornatc§E The Zogﬁta

invention of the esegini IR on (681 tBSP Q1B t oighveiyb
reproduction appar ? characterlzed by conprlg??g a contﬁ%?)nean of

controlling 889 g fgcglgq% 10 aigliskrbd
_ proeans iofn aapeesedi
appar at us a cor e 14t h invention to be reproduced; a reprdﬁgction

neans, mhicg%é§agogffgé@dbyycgﬁpqlgmﬁ@roI nmeans, of reproducing said

data; and a ‘decryption neans of decr i
ypting said reproduced data that _is
sent to the interfage+ MEnRERMSEF ¢odraryPl ing ereangp bedalaita resodéad pt

t he
on a disk by means of a recording apparatus according to
the 4th invention to be reproduced;

a reproduction means, that is controlled by seid
control means, of reproducing said data; and

adecryptionn@anscﬂfdecryptingsaidreproduceddata
rhat is sent to the interface,

wherein said decryption.means decrypts said
reproduceddatabyusingakeygainedbasedonsaidrecording
unit information.

The 20th invention of the present invention
(corresponding to Claim 20) is a reproduction apparatus
characterized by comprising:

acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to

. the 14th invention to be reproduced;

a reproduction means, which is controlled by said
control means, of reproducing said data; and

adecryptionmeansofdecryptingsaidreproduceddata
+hat is sent to the interface, |

wherein said decryption means attempts to decrypt the
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entirety of , or a portion of , said encrypted data b 1 i
copy permission information has a varietyygf val ues ?nafﬁgnlgge :E:E :::g
copy perm ssion information cannot be recorded in a normal manner in said
recording means at the tinme when said data is recorded, and wherein said
reproduced data is decrypted by using the value of said copy perm ssion
information in the case that said reproduced data can be decrypted in a
normal manner as a result of said attenpts. The 21st invention of the

present i nvqp&' JoJy ($or i i : ) .
e € I besPeRdititt 6 £G! Si Ml 2hc it p Be def talbyt 2 SAUBPPEY
characteri zed %y cgnpr|5|ng: a control nmeans of controlling encry Ped 32?3

e n o ant i Sat Q¥p TRt i tersiafy
: 2 pé s dohenofshingtappaias asvacteryiafgvesdy
15t h i nvention, angia Feproduction means, which is controllgd by safghe

control neans,.of LepLofHEiNgaSal ¢ Horsdi - i
’ a3 & e MheE etipns dind oepz bilaved agaot
sent to theintérface. The 22nd inven??on of the present invention o

(correspondj L 9o Fhalgmi 22) | ; , L
o heraalea@irdidg appsd fd usecacdangi ngans &y
t he 1st toqiagﬂ invention, characterized in that said interface, said °

ggﬁ;ygﬁggPe ggﬁggﬁggﬁﬁ%gr%§9$ngggﬂﬁﬁﬁsr@éﬁpﬂetegmﬁnbd and provided on the
. rd invention of the present invention
wherein said reproduced data is decrypted by using
the value of séid copy permission information in the case
thatsaidreproduceddatacankmadecryptedjjlanormalmanner
as a result of said attempts.

The 21st invention of the present invention
(corresponding to Claim 21) is a reproduction apparatus
characterized by comprising:

acontrolmeansofcontrollingencrypteddatarecorded
on a disk by means of a recording apparatus according to
the 15th invention; and

a reproduction means, which is controlled by said
control means, of reproducing said data,

whereinsaidreproduceddataissenttotheinterface.

The 22nd invention of the present invention
(corresponding to Claim 22) is a recording apparatus
accordingtoennrofthelsttxnl4thinvention,characterized
in that said interface, said encryption means and said
controlmeansareintegratedandprovidedonthesameprinted
circuit board.

The 23rd invention of the present invention
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(corresponding to Claim23) is a recording apparatus according to the 22nd
invention, characterized in that said interface, said encryption nmeans and
said control means are integrated in one chip. The 24th invention of the
present invention (corresponding to Claim24) is a reproduction apparatus
according to any of the 16th to 20th inventions, characterized in that
said interface, said decryption means and said control neans are
integrated and provided on the sanme printed circuit board. The 25th

| nventi on of tPPe?é?ﬁ?ﬂEgLQ&?nﬁiQﬂm pagr riesppneb Bgriong aipp2Hytus a

. Q
reproductl&ﬁ:appa cording to the 24th invention, characterized in

that said inte£&§8 i i ; . .
: ztéadﬂ% dogiyphi-aR tIRANS cARE asAi ¢k Coatiriol timean
|ntegratedEVﬁ:%ne cﬁ]p. e 26?% I nvention gf tﬁg pr esent inventiiﬁleElre

(correspondjng 1o glai@ 8) d ; : )
: - e S dScAvhesdinith edpanat 53 i daeeorti o meanlse 22
i nvention, characteri’zed in thatyg signal detected froma terﬁinal oﬁ sa?g

printed cireulty bagnd {ats QULRRL 21d 5
: : nawsi gnal that can be reproduced
by a thlrdi%art§n|s A |rel§ encrypted and/or is inscribed pin ;ﬁe as data

undi scl 0o Nt ' .

o cunond o e RSOl DR g (o e
th Inventt@&rr%@@%ﬁafﬂéz€g ERgtikato /A is a reproduction apparatus
according to any of the 1léth to 20th invéntions,
characterizedinthatsaidinterface,saiddecryptionmeans
and said control means are integrated and provided on the

same printed circuit board.

The 25th invention of the present invention
(correspondiné to Claim 25) is a reproduction.apparatus
accordingtx)the24thinvention,characterizedjxlthatsaid
interface, said decryption means and said control means
are integrated in one chip.

The 26th invention of the present invention
(corresponding to Claim 26) is a recording apparatus
according to the 22nd invention, characterized in that a
signal detected from a terminal on said printed circuit
board that outputs a signal that can be reproduced as data
by a third party is entirely encrypted and/or is inscribed
in an undisclosed format.

The 27th invention of the present invention
(corresponding to Claim 27) is a reproduction apparatus

according to the 24th invention, characterized in that a
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signal detected froma termnal on said printed circuit boar

a signal that can be reproduced as data pby a third party is gnt??él§UtpUts
encrypted and/or is inscribed in an undisclosed format. The 28th invention
of the present invention (corresponding to Claim28) is a recording
apparatus according to the 22nd invention, characterized in that the
property of a termnal on said printed circuit board that outputs a signa
that can be reproduced as data by a third party is defined according to an

undi scl osed format .. The .29t h.jnventi f e~pr j mverd ¢ 08 5 '
EZ?Lrespomﬁ%ﬁp? eﬁi%%Eﬁé Fgéé ?e%%%ﬁiﬁ%%nogpggﬁgiighacc%rg%ﬁgﬂi}the

th i nvent, oRrathRLaciSEbaed LNt 0Ak ! PRaPEARCHEY r8brBchRien A denbal d
E;lg ?hi?hr S bo: o q?u puts a signal that can be reproduced as data
_ _ s, defin : t (B r Oth
|r g\égpé i on Y th ?H‘rre%?r?trﬁﬁvesﬁt% %%l%%%rﬁgg%ﬁgi@ﬁgé%a?/%@a?% g%;scir-sﬂb?@

ing apparatus ..according y of the 2nd to 1l1lth inventions

characteri z aPnWﬂ%hSééﬁﬁ?gegégg%ﬁﬁique key cannot be accessed by’an

ext ernal device. J%;agéigffﬁggﬁéfgnogg}Q§MQB%§§§%EEng%@gﬂﬂhon

(Corresponding to Yy is arecording a according to any of

e o ol Pt Eelo ot hg 18N Al 8] LBventiRRSra shyr apberkari I n that
according to the 22nd invention, characterized in that the
property of a terminal on said printed circuit board that
outputs a signal that can be reproduced as data by a third
party is defined according to an undisclosed format.

The 29th invention of the present invention
(corresponding to Claim 29) is a reproduction apparatus
according to the 24th invention, characterized in that the
property of a terminal on said printed circuit board that
o’utputs a signal that can be reproduced as data by a third
party is defined according to an undisclosed format.

The 30th invention of the present invention
(corresponding to Claim 30) is a recording apparatus
accordingtoanyoftheantollthinventions,characterized
in that said -device unique key cannot be accessed by an
external device.

The 31st invention of the present invention
(Corresponding to Claim 31) is a recording apparatus

according to any of the 6th, 10th, 11th, 12th, 13th and

l4thinventions,characterizedinthatsaidcopypermission
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information is recorded in a systemregion that cannot i

accessed by a user of said recording ngans. The 32nd inegntggaegglghe
present invention (corresponding to Claim32) is a recording apparatus
according to any of the 1st to 15th, 22nd, 23rd, 26th, 28th 30t h and 31st
i nventions, characterized in that: copy perm ssion infornation is added to
the data sent fromsaid interface; and said control neans can control said
recording means to record said data even in the case that said copy

per m ssi on rﬁ,ﬁ%?%gﬁgh%” 1 @f rér%ig(}ggef%% SPLS SIS r"&%wn Newet'canaordbeg to

a predeter I"ti on. I nvention of the present invention

(corresponding to.C ai ! egRrgi a ' t
) ; L ch th
|nvent|on,(%ﬁg?%§} rﬁf%%gﬁ%ﬂ%?%? éa?gebrg%%?ﬁ?%?nggggonéﬁﬁ?on@?ES?he gaggnd

wherein said recquded t 3 RecQTERS, e dwgégéh f tArced i
. . t
period of tine. e %%gﬁ ?HVeg%lon o} ftﬁggpresent.?nigﬁ??on sterm ned

(correspondjing_to O aiy 34), is~a,tgcadi ngs i i
. : appacabusl apgtue th
i nvention, L‘F.‘g?ﬁ&sgﬂ iie%l?q nt(lt) h%t asng g'quredet erm ned lﬁlﬁlidongi s(st heecgggd

e oo oL REALGP Lo R ey oo soou) agtp bah
sponding to Claim35) is a
30th and 31lst inventions, characterized in that:

copy permission informa’lcion is added to the data sent
from said interface; and

said control means can control said recording means
torecordsaiddataeveninthecasethatsaidcopypermission
in'formation of said data represents “Copy Never” according
to a predetermined condition.

The 33rd invention of the present invention
(corresponding to Claim 33) is a recording apparatus
accordingtx)the32ndinveniton,ﬁharacterizedjjlthatsaid
predetermined condition is the case wherein said recorded
data becomes unreproducible after a predetermined period
of time.

The 34th invention of the present invention
(corresponding to Claim 34) is a recording apparatus
accordingTKJthe32ndinveniton,characterizedjjlthatsaid
predetermined condition is the case wherein said recorded
data becomes unreproducible according to fee imposition
conditions.

The 35th invention (corresponding to Claim 35) is a
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reproducti on apparatus according to any of the 16th

27th and 29th inventions, charagterizeé in that: cop;opggigésigﬁth1 2oth,
information is added to said encrypted data that is recorded: and said
control nmeans controls said reproduction means to reproduce said data at
| east one tine in the case that said copy perm ssion information of said
data represents "Copy Never” according to a predeterm ned condition The
36th invention of the present invention (corresponding to Clain136)'is a

reproduct 1 of). aBRANLALYS, AEEALAINME LB LHI % R NPT ne Thanaw PLEZGE | 1

that said pt ition is the case wherein said recorded data

becomes unreproduci.bl e,afte I 1 el § ‘ :

Fvent i on e et i T e e e S A e e
uction apparat us GC ' t ' | ttzed |

that said predetsry F?g&%cloér)\%lgéfﬁgﬁl]ﬁsﬁ?ﬁgjggggeé g\,{%grgg*ﬁélggﬂ?é}%%g?gw dlatna

becones unQﬁggﬁggékgggﬁfgﬁﬁé@%?gdqfa%gg i nposition conditions. The 38th

invention 0O on orresponding to Claim38) is a

reproducti on apparat us kdj 0 16t '
27th and 29th inveh i%%@?gg%afﬁ‘ggptesr ook ﬁl% %g&cﬁ%@?ﬁ%r&n&ﬁ?@aﬁth’

i nformati i i . :
Ontésrgggg(autcoe Ssaa{i%'}fiiy&tf‘g least one time in the case that

said copy permission information of said data represents
“Copy Never” according to a predetermined conaition.

The 36th invention of the present invention
(corresponding to Claim 36) is a reproduction apparatus
accordingix)the35thinvention,characterizedjj1thatsaid
predetermined condition 1is the caée wherein said recorded
data becomes unreproducible after a predetermined period
of time.

The 37th invention of the present invention
(corresponding to Claim 37) 1is a reproduction apparatus
accordingtxntheBSthinvention,characterizedjj1thatsaid
predetermined condition is the case wherein said recorded
data becomes unreproducible according of fee imposition
conditions.

The 38th invention of the present invention
(corresponding to Claim 38) is a reproduction apparatus
according to any of the 16th to 21st, 24th, 25th, 27th and
29th inventions, characterized in tﬁat:

copypermissioninformationisaddedtosaidencrypted
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data that is recorded; and said control neans controls said reproduction
nmeans to copy and to output said data only once so as to allow said co
pernmission infornmation of said data, after being once copied by neans oPy
said recording means, to permt copying only one additional time (copy
once) in the case that said copy perm ssion information of said data
represents the permssion of copying only one (copy once) according to a
predeterm ned condition. The 39th invention of the present invention

(correspondjng, t pnShaiig 3Ycd i i
_ 1B 3Ycdsdadr ephaduct i on apparatus according t
38t h invention, gﬂaracterlzed in that said predeterm ned conditign ?stPﬁe

case wherein sai ¢ fdaf &Mt rbdhankensusedtirol sesariyptr At
: : ey A dtydanamg,é e
after a predetermned period of tinme has el apsed since said reproduct{gﬁed

means has copi g 9n?nguggub s $h dat dataThel40tdnge
_ Eﬁ_g? veatasntef alHew
pr esent |nvent|%% corresponding to Caim40) is a reproduction appar at us

according to.1he. 38y hdAestien iaarasieiones isaithdatsai i
raing , i dfterepetiay
condition is tﬁe case wherein a recorder of said data that ;gz been(ﬁhrsd

once copi ed,and eutRWd a8y ieadB FPAadidisréoorde ' i
_ _ oy digrnsai HOdREFTHT
backup. The ﬁ? invention of the present invention (i%ﬁresponding toa

O3 1), 5y 358 95 [ aBBaL oL e acstors FoPD NOSAOEN FARIA
that said copy permission information of said data
represents the permission of copying only one (copy once)
according to a predetermined condition.

The 39th invention of the present invention
(corresponding to Claim 39) is a reproduction apparatus
accordingtx>the38thinvention,characterizedjjlthatsaid
predetermined condition is the case wherein sald data or
the key used for encrypting said data are erased after a
predetermined periéd of time has elapsed since said
reproduction means has copied and outputted said data.

The 40th invention of the present invention
(corresponding to Claim 40) is a reproduction apparatus
accordingtothe38thinvention,characterizaﬂinthatsaid
predetermined condition is the case wherein a recorder of
said data that has been only once copied and outputted is
an apparatus for recording said data as a backup.

The 41lst invention of the present invention
(corresponding to Claim 41) is a reproduction apparatus

accordingtx>the40thinvention,characterizedj11thatsaid
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data recorded as a backup in said recorder is unreproducible fr i
recorder. The 42nd invention of the present invent?on (correspongrkza;g
Caim42) is a reproduction apparatus according to the 40th invention
characterized in that said data recorded as a backup in said recorder’is
unreproduci ble unless said data is returned to the original reproduction
apparatus. The 43rd invention of the present invention (corresponding to
Claim43) is a recording apparatus according to any of the 1st to 14th,

22nd, 23rd 6t h _an is i i et i : [
, 2314, 439U 1 @344, i1Rvent hanscshaeecteunzeprioduhablsai d
encrypt!oncﬁéﬁﬁgeéﬁ%%f%?s d%yg re a%dless of the val ue ofegihe copy
perm ssion :pforgagaoge ofﬁ%g data sent fromsaid interface. The 44th
i nvention of* e %resent I'mvention (corresponding to Claim44) is a

recordi ng apparats. 26587 §hRG Ao &Vo of thee pkesdior 1#nben22a, 23rd, 26th
and 30th to 34th ﬁ%venﬁlons cﬁ%racte?ized in that: said encryption means

does not enﬁéggi?gﬁioglﬂg%?nﬁgr?iggmcz@g tihats cogyrpaudtsismneppioatEs on of

the_dgta se "sal _ ace represents that the data can be freely
copi e (c0p%%g;égg&ngcg§g%%%l4§$mhwnﬂW§ Sodoter said reddradi sgifeans

to record une
datarecordedaseabackupinsaidrecorderisunreproducible
unless said data is returned to the original repfoduction
apparatus.

The 43rd invention of the present invention
(corresponding to Claim 43) is a recording apparatus
according to any of the 1lst to 14th, 22nd, 23rd, 26th and
30th to 34th inventiéns characterized in that said
encryption means encrypts data regardless of the value of

' thecopypermissioninformatimnofsaiddatasentfromsaid
interface.

The 44th invention of the present invention
(corresponding to Claim 44) is a recording apparatus
according to any of the lst to 14th, 22nd, 23rd, 26th and
30th to 34th inventions characterized in that:

said encryption means does not encrypt said data in
the case that copy permission information of the data sent
from said interface represents that the data can be freely
copied (copy free); and

said control means controls said recording means to

record said unencrypted data.
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The 45th invention of the present invention (corresponding to Claim45) is
a data processing apparatus conprising at |east a nove neans of noving
data that is recorded in a recording nediumf or recording data to anot her
recordi ng apparatus, characterized in that, in the case that data that is
attenpted to be noved by said nove neans is copy prohibited data

prohi bited from being copied, the copy prohibited data is encrypted by
usi ng an encryption Kkey specific to said data processing apparatus when at

| east being outputte (o] 4 198t 3 Prepespirig appaiatreatibme 46t h
i nvention of the%eeszfeisn Ilrli %g%ltnl oln (corresp?ndi ng to Claim46) is a data

processi ng ar at us iskRg 13t 45638k & RORY i deensngfapppyatig sdat a
that is re@ggﬁﬁaSgﬁngﬁ?gggfﬁFgglnedi2n1for recording data into another

recordi ng apparatus, C [ zedpigvd hdanNoEheowvdase ddas dhed tilmt is
attenpt ed t‘gg%ri'f&&ihgd%ag%?%tcgp?iong means is copy perm Ssion

information that jis prohlpj | d REGR N80 ek @drdtihey dapy t ehiotsittesd dat a
is encryptéﬁeC8§dﬁ§%ﬁ%ad%QE%EEV6¥{on key specific to said data processing

appar atus when at,.l east ] ut pyid.ecfepmeal drdaiieat pr bnesbiengase
appar at us. FReCA AR r?\Peé\)%#%gugf’ the present invention (corresponding to

Claim47) is, a,data.p Ssi.n RCL Alofidt) o stahied 4fte ore 46% h
i nvention, ﬁﬂﬁFa@?g?iégé%béb ?E??ﬁgﬁﬁ%gﬁg}ising an eggryption means of

encrypting fgigopy'prohibited data prohibited from being copied, the

copy prohibited data is encrypted by using an encryption
keyspecifictosaiddataprocessingapparatuswhenatleast
being outputted from said data processing apparatus.

The 46th invention of the present invention
(corresponding to Claim 46) is a(iata.processing'appératus
comprising at least a copying means of copying data that
is recorded on a recording medium for recording data into
anothergecordingapparatus,characterizedjj1that,jJ1the
casethatdatathatisattemptedtokxacopi@dbysaidcopying
means is copy permission information that is prohibited
from being copied, the copy prohibited data is encrypted
by using an encryption key specific to said data processing
apparatus when at least being outputted from saild data
processing apparatus.

The 47th invention of the present invention
(corresponding to Claim 47) is a data processing apparatus
according to the 45th or 46th invention, characterized by

further comprising an encryption means of encrypting said
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copy prohibited data by using said encryption ke The 4 i i

the present invention (corresponding tngIain14é) is a dgtg Lpgggggﬁngf
gpparatus according to any of the 45th to 47th inventions, characterized

y further conprising a reproduction nmeans of decryption, by using said
E\ncryptl on key, said copy prohibited data encrypted using said encryption
ey and of reproducing said copy prohibited data. The 49th invention of the
present invention (corresponding to Claim49) is a data processing

?285‘2353?. aCCO;;g QE;LHitehf A8th hypvertinen sehar enteybtadr rkehat : said
means of reproducing said copy prohibited data at

a rate required aIt éh$ {:
gihMe Q0 NgF 8RE biryfsnn ehhidomse
storage neans of orl ng salg c~py prohi bltedb dat a ?lhﬂ;‘tl has bee:l 2

t
¥ aclsgnwf tngd%%rg fgto%él% & &:ﬁ%&nﬁae@ 13t@ dedthapriccgemingebparekdst i ne

entl ng the user in the case that said copy prohibited
?ﬁ;ﬁ ggfgypga(?(gOFHih%g fnSEYI%'eOﬂlEHﬁV 15 trensiineatt adna,rate faster
r eqU| re he time of viewing and listening by the user

fromsaid other recordj Pl At HS ety [0 g
ol Sofpevisdery aandmaddiuceprodues
(r)nreagzt gagt rcekbzﬁaﬁce slalégfiJ %y pr ohi blct)eg data stored in salg storage neans
or £d 3 i1 38l &5t Oh 908 sTBRS 4 1 agMargptalort Hee | meaukewosal d

st orage
prohibited data encrypted using sald encryption key and
of reproducing said copy prohibited data.

The 49th invention of the present invention
(corresponding to Claim 49) is a data processing apparatus
according to the 48th invention, characterized in that:

saidreproductionmeansisan@ansofreproducingsaid
copyprohibiteddataataraterequiredatthetimeofviewing
and listening by the user;

a storage means of storing said.cbpy'prohibited data
that has been transmitted at a rate faster than saild rate
that is required at the time of viewing and listening by
theuserinthecasethatsaidcopyprohibiteddataenqrypted
using said encryption key is transmitted at a rate faster
thansaidraterequiraiatthetimeofviewingandlistening
bytheuserfromsaidotherrecordingapparatusisprovided;
and

salid reproduction means can reproduce said copy
prohibiteddatastored511saidstoragenmans(n:datastored

insaidstoragemeansinadvanceatthetimewhensaidstorage
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means stores said copy prohibited data fromsaid other r i
apparatus. The 50th invention of the present invention (gg?£ggggnding to
Caimb50) is a data processing apparatus according to any of the 45th to
49t h inventions, characterized in that: said other recording apparatus is
an apparatus that can record data in a second recording nmedium a judgnent
means of judging whether or not said second recording nediumis a °
recordi ng medi um corresponding to said data processing apparatus is

further provi d}g ) o8 dsaid v a | IS8 ' i [
: z dH 158t 8dCaRYaNE yEmnsa idvesher
sai d copy 5%% |%|Fe§ Jatain tﬁ%ggagg‘that sai d seco%h recordi ng nedfﬁﬁ:$§

judged to §§330£§98Pﬂ%§%§ﬂ§9£ﬁ§1 correspondi ng to said data processing

appar at us by~ sal nt nmeans. The 51st invention of the present

invention (corr on hPg Lo IR BRIy fl Ehd S PR BCLATi iapp
_ ar at
according to anyggg tge gSth to 49th inventigﬁi, @%haracfg?}zed iﬁ ?ﬁat:

3210 other | eSOLdling, AanAL e 1R8 (PBY alasee L hatocess Lnecapdadattaid n o

second reco udgnent neans of i i
_ _ j udgi ng whet her or not said
ot her record|ggggggfﬁgggir%ﬁognt@ﬁpaqgiystgomgeﬁpqmﬂwagtLonsaid dat a

processi ng Appar er provided; and
characterized in that:

said other recording apparatus is an apparatus that
can record data in a second recording medium,

ajudgmentmeansofjudgingwhetherornotsaidsecond
recording medium is a recording medium corresponding to
said data processing apparatus is further provided; and

sald move means oOr said.copyingxnéansxnoves or copies
said copy prohibited data in the case that said second
recording medium is judged to be a recording medium
corresponding to said data processing apparatus by said
judgment means.

The 51st invention of the present invention
(corresponding to Claim 51) is a data processing apparatus
according to any of the 45th to 49th inventions,
characterized in that:

said other recording apparatus is an apparatus that
can record data in a second recording medium;

a judgment means of judging whether or not said other
recording apparatus is an apparatus correéponding to said

data processing apparatus is further provided; and
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said nove neans or said copying neans noves or copies said i bi
data in the case that said other recording appargtus is an ggggrgiﬁglbltEd
corresponding to said data processing apparatus by said judgnment neans

The 52nd invention of the present invention (corresponding to Clain1525 IS
a data processing apparatus according to any of the 45th t.o 51st
inventions, characterized in that said nove means or said copying nmeans
out puts said copy prohibited data as data that can be copied only once

when said copy p{;\%za;c?:n%ﬁf’e ?@aqlg grwgégggeapygngcaeb% mdke H3rdcbpyent i on

of the present i correspon to"Caimb53) is a recording and

reproduction . apparatu o epLzed ; AN i
recordi ng §§Pﬂgc§89ypﬁ%ﬂqﬁﬁiﬁggagg%%h§$yf@ggﬁgﬁigtgg%tagﬁﬁgﬂggggéﬁans °

encryption key froma [Wale} ¢ ' fi
a5tn fo 47rEeReRR AL D A S g e e N ™ mvent i on

of the present_invention. (c i t ak i i
. rdin d
reproductldﬁa£ﬁpBﬁp§F §%‘E§af§%?§??§§hqﬁ§ %%%%rpgpggk%fnfiﬁfgﬁng ngaﬁg of

recording said c i.bi. i . .

ey ety B e e presn s
(correspondlﬁﬁqgtﬂ%ff?@'ﬂ”&saQQiata processing apparatus
according to any of thé 45th to 51st inventions,
characterized in that said move means or said copying means
outputs said copy prohibited data as data that can be copied
only once when said copy prohibited data is moved or is
copied.

The 53rd invention of the present invention
(corresponding to Claim 53) is a recording and reproduction
apparatus, characterized by comprising a recording means
of recording said copy prbhibited data that is encrypted
using said encryption key from a data processing apparatus
according to any of the 45th to 47th inventions in a second
recording medium.

The 54th invention of the present invention
(correspondingtoclaim54):H;arecordingandreproduction
apparatus, characterized by comprising:

| a recording means of recording said copy prohibited
ldata that is encrypted using said encryption key from a

data processing apparatus according to the 48th invention

in a second recording medium; and
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~a transm ssion neans of transmtting said copy prohibited data that is
recorded in said second recording nediumand that is encrypted using said
encryption key to said data processing apparatus while sti'll encrypted
using said encryption key. The 55th invention of the present invention
(corresponding to Claim55) is a recording and reproduction apparatus,
characterized by conprising: a recording neans of recordi ng said copy
prohibited data that is encrypted using said encryption key froma data

processing apparatus according to the 50th. or t. . inveption d ai d
second regorSPnQQniﬁ?ﬁ?méﬁﬁlgntﬁﬁﬁﬁﬁsgk tgaﬁ%ﬁitﬁiﬁg BLL AN doppal

Sion neans o ansmtting said copy
prohi bited data,that is recorded.,in sajd se I rgi nediypyang t hat
i s encrypt RFRIAGTES aaé"ﬁc%?ﬁt' 1if @ﬁréfe@%'}g 5 g}‘ﬁ; S%!rc{)k%qe%m ng&appagjat us
while still encrypte ing., said_encr e} : IiRYEeRikorOf the
present i nV&t+9 a?&oﬁﬁ@%pbﬁd?ﬂﬁrygﬁf%gﬁ%%§§§q%%l%h%gggﬁgfﬁg andyO
reproduction , apparatus, characterized.by TR Sing: g s of
recordi ng §%§H§ 'QaéPﬁﬁ?%§fé8giﬁ%Pgrg%gﬁy%ﬁggethggls%?ggg%ggigtFon ey
froma data rrocessin ggga%atus according to any of the 45th, 46th,
47th, 50th %h dSTEFIWWgéh oh§Y¥in a second recording nedium and

The 55th invention of the present invention
(corresponding1x)Clain155)iszarecordingenuireproduction
apparatus, characterized by comprising:

a recording means of recording said copy prohibited
data that is encrypted using said encryption key from a
data processing apparatus according to the 50th or 5lst
invention in said second recording medium; and

a transmission means of transmitting said copy
prohibited data that is recorded in said second recording
medium and that is encrypted using said encryption key to
sabﬂdataprocessingapparatuswhilestillencryptedusing
said encryption key.

The 56th invention of the present invention
(corresponding to Claim 56) is a recording and reproduction
apparatus, characterized by comprising:

a recording means of recording said copy prohibited
data encrypted using said encryption key from a data
processing apparatus according to any of the 45th, 46th,
47th,50thand51stinvenitonsinasecondrecordingmedium;

and
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a decryption and reproducti on neans of de i ir i
_ _ me: crypting, by using said

fgggyg}hgnnggyhn$:hg fﬁp¥ prohibited data that is regordedgin ;aid second

( _ a is encrypted using said encryption k d
reproducing said copy prohibited data. The 57 i 7o e
_ _ _ ( . th invention of th
invention (corresponding to Claim57) is a recording and reprodﬁcf{gient
appar at us gccordlng to the 56th invention, characterized by further
conprising: a key reproduction means of reproducing an encrypted key

recordi ng nedium%gﬁﬁfin §ai§ engry Ffﬁﬁ&@wlbﬁ meeee dad deantypt key,

storage neans of encryption key reproduced by said key

reproducti on neaps, r YRl O
reproducesl§éﬂﬂséﬁgysﬁ |qﬂ?€%ggg§8 % lﬂ:%%%@ngggg?guﬁgﬁgfig??gﬁatgy

stored by said ke stora mean i
et oh sle
i nvention W¥RkFrk ﬁﬁ%ﬂ?ﬁéePo %Iga155§e§ﬁknirgécor%?ﬁg aﬁgm?ggﬁgdug?ﬁga

apparatus accordin 0 the.56t r e
conpri sing & r%%ﬁgpg}ﬁ%ﬁﬁggogarleraé%%%lﬁg}%g?g %%Cé?%?gn%iugﬁgm}%

transmtted frqom sai d dat.a Eﬁsﬁ a
r pparatus, wherein said d
and reprodud®t CﬁR%m?IQQiﬁ guces g%%d copy prohibited data by 55:??2:28

sald The 57th invention of the present invention
(corresponding to Claim 57) is a recordingand reproduction
apparatus according to the 56th invention, characterized
by further comprising:

a key reproduction means of reproducing an encrypted
key recording medium wherein said encryption key 1s
recorded; and

a key storage means of storing said encryption key
reproduced by said key reproduction means,

whereiﬁ said decryption and reproduction means
reproduces said copy prohibited data by utilizing said
encryption key stored by said key storage means.

The 58th invention of the present invenﬁion
(corresponding to Claim 58) is a recordingand reproduction
apparatus according to the 56th invention, characterized
by further comprising a reception means of receiving said
encryptionkeythatistransmittedfromsaiddataprocessing
apparatus,

wherein said decryption and reproduction means

reproduces said copy prohibited data by utilizing said
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encryption key received by said reception neans. The 59th invention of the
present invention (corresponding to Claim59) is a data processing
apparatus, characterized by conprising at | east a nove nmeans of noving
data that is recorded in a recording nmediumfor recording data to another
recordi ng apparatus as data in a format that can be decrypted in the other
re cording apparatus, wherein data that is attenpted to be noved by said
move means is copy prohibited data that is prohibited from being copied.
The 60th i nveatipfieh tey presehteidnantsahd feorPésidhdieR Bo C aim 60) is
a data processing apparatus, characterized by conprising at |east a
copyi ng neans of Tkepybhny dateerntaoni ofr éber dsesent LBYSOIFYRP medi um for
recording data in another recording apparatus as data in a format that can
be decrypt egebp richgdridiengrec 0L diing5 9 appaeadata nkeees A lag aPPAZE TS /
attenpted to be copied by said copying neans is copy prohibited data that
i s prohi bit edarkicanabet ag wopoathr Theng kst liemadheieev efmedas it dOiing
invention (corresponding to Claim®64) is a data processing apparaf.us
accor di ng t@athethtth iar ré@tordew dnt isomeahzd Begarededm fOTt RSFOME Mata in
a format that can be decrypted in said other recording apparatgg means
pl ai n sent eggeadaicd,am@tier recording apparatus as data in a forma

that can be decrypted in the other recording apparatus,

wherein data that is attempted to be moved by said

move means is copy prohibited data that is prohibited from

being copied.

The 60th invention of the present invention
(correspondingtx)ClaunGO)iszadataprocessingapparatus,
characterized by comprising at least a copying means of
copying data that 1is recorded in a recording medium for
recording data in another recording appératus as data in
a format that can be decrypted in the other recording
apparatus,

wherein data that is attempted to be copied by said
copying means is copy prohibited data that is prohibited
from being copied.

The6lst invention of the present invention
(corresponding to Claim64) is a data processing apparatus
according to the 59th or 60th invention, characterized in

that the data in a format that can be decrypted in said

other recording apparatus means plain sentence data, data
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that is encrypted using a key specific to said other recording apparatus
or data that is encrypted using a key attached to a second recording
mediumin said other recording apparatus. The 62nd i nvention of the
present invention (corresponding to Claim62) is a data processing
apparatus according to the 61st invention, characterized in that the data
in a format that can be decrypted in said other recording apparatus is
also data in a format used in said other recording apparatus. The ,63rd
i nventi on ofhihe seesegptionvent ngm kéy spessbbhditag a b othieh 635 Oors 1ad
processing apparatus according to any of the 59th to 62nd i nventions
char act eri zggphmatthat osalatattiea tr soedicny dpparad LBJi 8 KAYappie t hat
can record data in said recording nedium a judgnent neans of judging
whet her or et asaiet et oneco rdcocdime imi Um e sHorRE F6C8&IH Hht a
processing apparatus is further provided; and said nove neans or said
copyi ng neaggpa@wesi0r copies said copy prohibited data in the case that
said second recording mediumis judged to be a recording nedi um
correspondi ng to shAkd6daida proeessong odppdratt REeaendr diMER¥6°8ai d j udgnent
means. The 64th invention of the present invention .
(corresponding to Claim 62) is a data processing apparatus
according to the 61st invention, characterized in that the
datainaformatthatcanbedecryptedinsaidotherrecordlng
apparatus is also data in a format used in said other

recording apparatus.

The 63rd invention of the present invention
(corresponding to Claim 63) is a processing apparatus
according to any of the 59th to 62nd inveniotns,
characterized in that:

said other recording apparatus is an apparatus that
can record data in said recording medium; .

ajudgmentmeansofjudgingwhetherornotsaidsecond
recording medium corresponds to said data processing
apparatus is further provided; and

said move means or sald copying means moves Or copies
said copy prohibited data in the case that said second
recording medium is judged to be a recording medium
correspondingtx)sahidataprocessingapparatusaccording
to said judgment means.

The 64th invention of the present invention
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(corresponding to Claim64) is a data processing apparatus according to
the 63rd invention, characterized in that: said judgment nmeans carries out
said judgnment by using said key in the case that a key indicating that
said second recording nediumis a recording mediumcorresponding to said
data processing apparatus is attached to said second recording nedium an
encryption means of encrypting said copy prohibited data by using said key
in the case that said second recording nediumis judged to be a recording
medi um cor r gspePdspendingaicdCdatia FROCESSA g tegp parcetasS by IsAPBA F addifent
means is further provided; and said nove means or said copying means noves
or copies sa¢draneiymedleopy3 pdohiicred otat achIhe céBt 2 ey ehhi §Aadt: t he
present invention (corresponding to Claim#63) is a data processing
apparatus accor td£9d tja diyent nden S8t rtice 62nd saventydgeentdhiabgdter i zed
in that: said other recording apparatus is an apparatus that can record
data in a segpadk&gcon difg o tina taaj kdgnendiceaigothaddgedd @Rt or
not said other recording apparatus is an apparatus corresponding to said
data processésgrapry atedium Lar theeqmovidgdnedddms sick TRYROREARY O sai d
copyi ng nmeans noves or copies said copy prohibited data in the case that
said other said data processing apparatus is attached to said second

recording medium;

anencryptionmeansofencryptingsaidcopyprohibited
databyusingsaidkeyinthecasethatsaidsecondrecording
medium is judged to be a recording medium corresponding
to said data processing apparatus by said judgment means
is further provided; and

said move means or said copying means moves or copies
said encrypted copy prohibited data.

The 65th invention of £he present invention
(corresponding to Claim 63) is a data processing apparatus
according to any of the 59th to 62nd invenitons,
characterized in that:

said other recording apparatus is an apparatus that
can record data in a second recording medium;

a judgment means of judging whether or not said other
recording apparatus is an apparatus corresponding to said
data processing apparatus is further provided; and

said move means or said copying means moves or copies

said copy prohibited data in the case that said other
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recording apparatus is judged to be an apparatus corresponding to said
data processing apparatus by said judgment nmeans. The 66th invention of
the present invention (corresponding to Claim66) is a data processing
apparatus according to the 65th invention, characterized in that: in the
case that said judgment means has a key that indicates that said other
recording apparatus is an apparatus corresponding to said data processing
appgratus, sai d judgnment neans carries out said judgment by using said
key; an encry®biranngeapofatnsr ypt ijngigad dtcopy prolarparedtudat a by using
said key, in the case that said other recording apparatus is judged to be
an appar at uso £9eEpSRRIIHNOt Osasdl datat epipvoesssingy 3PP ITYS {@y saild
judgnent neans, is further provided; and said nove neans or said copying
means nnvespga%ﬁgﬁweamﬁﬁﬁsd encrypted copy prohibited data. The 67th
invention of the present invention (corresponding to Claimg67) is a data
processi ng appar atiis 68eoridivgnt boany fofthtchepi59s énto i6GEmiiRient i ons,
characterized in that said nove neans or said copying means outputs said
copy prohi bi¢ed rdatrrasi dgtteo thatin#6 be scopiata wndgesadadwABRaFEItd T opy
prohibited data is nmoved or copied. The 68th invention of the present
invention asccording to the 65th invention, characterized in that:
in the case that said judgment means has a key that
indicates that said other recording apparatus is an
apparatuscorrespondingtosaiddataprocessingapparatus,
saidjudgmentmeanscarriesoutsaidjudgmentbyusingsaid
key;
anencryptionmeansofencryptingsaidcopyprohibited
databyusingsaidkey,inthecasethatsaidotherrecording
apparatus is judged to be an apparatus corresponding to
said data processing apparatus by said judgment means, is
further provided; and
said move means or said copying means moves or copiles
said encrypted copy prohibited data.
The 67th invention of the present invention
(corresponding to Claim 67) is a data processing apparatus
according to any of the 59th to 66th invenitons,
characterized in that said move means or said copying means
outputssaidcopyprohibiteddataasdatathatcanbecmpied

onlyoncewhensaidcopyprohibiteddataisnmvedorcmpied.

The 68th invention of the present invention
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(corresponding to Claim68) is a recording and reproduction

recording said copy prohibited data, fron? a datapprocessing :BB:;ZEEE ror
according to the59th or 60th invention, in a second recording nmedi umand
for reproducing said copy prohibited data f romsaid second recording
nmedi um wherein said copy prohibited data is plain sentence data, and
wherein said recording and reproduction apparatus is characterizéd by
conprising: an encryption nmeans of encrypting said copy prohibited data by

using an engrypiioBoken i} tachiedihe SRii¢ a yesonddi egormid nppmeaiuntdond
usi ng an engryptloﬁ ey specific to said recording and ?g;roduction d

apparat us; a Iecotding Jreanse 9f i REOLAIIND capyl poph ipridtididata, diram
encrypted b éajg encryption neans in said second recording nmedium and a

reproducti on feans, ph-decrHR} it £04 dusnatyplretl o ohPbit od G4
IS recordeggln saﬁ% second recggaing medi um by ut???gﬁﬁg said key ;glggazo

reproduce said.£RR%n PLAN Bielethdlabaorthen@aidu ivwentd dbarofe '
_ _ p! ! phedpcadent
i nvention ?%orrespondlng to Caim69) is a recording and reprodﬁction

appar at us fggiagfo%;y:i' PP LS G SQBY tY Dhbhid2lld datcand rewo ral iduy megy i
1de
apparatus according to the59th or 60th invention, in a second rgtord?ﬁbng

medi um and for repr@ddehNgaid copy prohibited data is plain sentence
data, and
wherehnsaidrecordhx;andreproductionapparatusis
characterized by comprising:

an encryption means of encrypting said copy
prohibited data by using an encryption key attached to said
second recording medium or by using an encrypfion key
specific to said recording and reproduction apparatus;

a recording means of recording said copy prohibited
data encrypted 5y said encryption means in said second
recording medium; and

areproductionmeansofdecryptingsaidencryptedcopy
prohibited data that is recorded in said second recording
medium by utilizing said key so as to reproduce said copy
prohibited data.

The 69th invention of the present invention
(corresponding to Claim 69) is a recording and reproduction
apparatus for recording said copy prohibited data, from
a data processing apparatus according to the59th or 60th

invention,leasecondrecordingn@diwnandforreproducing
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said copy prohibited data fromsaid second recording medium wherein said
copy prohibited data is data encrypted by a key specific to said recording
and reproduction apparatus or data encrypted by using a key attached to
said second recording medium wherein said recording and reproduction
apparatus is characterized by conprising: a recording nmeans of recording
said encrypted copy prohibited data in said second recording nedium and a
reproduction neans of decrypting said encrypted copy prohibited data that
i s recordedsdid saigy peennw ireabddicagt romdiain sgcond FecagddaicnkéyuBo as to
reproduce said copy prohibited data. The 70th invention of the present
invention (correapondingsaodCtapm BRphiid o ethtde pa oteshi by eppayRLes
according to any of the 45th, 46th, 47th, 48th, 49th, 50th, 51st, 52nd,
59th, 60th bPlst ke§2rbedBf e 64t baibtiecEbdhngantdsMapiareAtiions,
characterized by further conprising a fee inposition information
transni ssi (ppeaAsue ortdansnetcinp teeebymposnyiaikdnbdrteatheh td S8 iespect
to nove or copying of said data to a managenent apparatus for rmanagi ng
sai d data pso€€ssi 1@ appiirdgusediem, sai d nove neans carries out the nove
of said data or when said copying neans carries out the copying of said
data. The 71st investeon ofithsepoedénty andempoaduction apparatus 1s
characterized by comprising:
a recording means of recording said encrypted copy
prohibited data in said second recording medium; and
areproductionmeansofdecryptingsaidenc:yptedcopy
prohibited data that is recorded in said second recording
medium by utilizing said key so as to reproduce said copy
prohibited data.
The 70th invention of the present invention
(corresponding to Claim 70) is a data processing apparatus
according to any of the 45th, 46th, 47th, 48th, 49th, 50th,
51st, 52nd, 59th, 60th, 6lst, 62nd, 63rd, 64th, 65th, 66th
and 67th invenitons, characterized by further comprising
a fee imposition information transmission means of
transmitting fee imposition information with respect to
move or copying of said data to a management apparatus for
managingsaiddataprocessingapparatuswhensaidmovemeans
carries out the move of said data or when said copying means

carries out the copying of said data.

The 71st invention of the present invention
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(corresponding to Claim71) is a data processing apparatus according to
any of the 45th, 46th, 47th, 48th, 49th;, 50th, 51st, 52nd, 59th, 60th,
61st, 62nd, 63rd, 64th, 65th, 66th and 67th inventions, characterized in
that said nove neans noves said copy prohibited data to, or said copying
means copies said copy prohibited data into, said other recording
appar at us when at | east a nanagenent apparatus, which has the ability of
i nposing a fee on the nove or on the copying of said copy prohibited data,
i s confirmepcdprbepoonhiens e Clla ian 7ilnt ésfack td PN ehs8ahng ABPaTPdtessi ng
apparatus and said other recording apparatus are connected. The 72nd
i nvention ofctbedpnesentanyvehttihen 4 Stdor féspondi/id: + & 8dihai ALY, Pty
encrypted data decrypting and recording apparatus system character i zed
by conprisihgsta pendal $9yhef 6P&bor Ailsg .apBadat @3&s ¢ R4th r &9Fdet BT
record encrypted copy prohibited data, of which the content is identical,
that is prohndiézdhfimnenbebng copieedc el acdek? yiita ¢ sl O FFATY
apparatus having a decryption neans of decrypting said encrypted cqﬂy
pr ohi bi t ed davast batidi sopyt putcted Fteth data pPuraFi $§16f CPRYINH AF2
apparatuses and a recording neans of recording encr‘ycgt ed, or unencrypted,
copy prohi btppdesasaidofomhniatohihetedrdahe inte danid alchey 58c@
prohi bited data. The 73rd invention of the present invention
apparatus when at least a management apparatus, which has
the ability of imposing a fee on the move or on the copying
of said copy prohibited data, is confirmed to be connected
to an interface to which said data processing apparatus
and said other recording apparatus are connected.

The 72nd invention of the present invention
(correspondingtoCﬂaim?Z)jﬁ;anencrypteddatadecrypting
andrecordingapparatussystemcharacterizedbycomprising:

a plurality of recording apparatuses that
respectively record encrypted copy prohibited data, of
which the content is identical, that is prohibited from
being copied; and

a decrypting and recording apparatus having a
decryption means of decrypting said encrypted copy
prohibited data that is outputted from said plurality of
recording apparatuses and a recording means of recording
encrypted, or unencrypted, copy prohibited data, of which
the content is identical to said copy prohibited data.

The 73rd invention of the present invention
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(corresponding to Claim73) is a decrypting and recording apparatus,
characterized by conprising: a decryption neans of decrypting encrypted
copy prohibited data, which is prohibited frombeing copied and which is
outputted froma plurality of recording apparatuses in which said
encrypted copy prohibited data, of which the content is identical, is
respectively recorded; and a recordi ng neans of recordi ng encrypted, or
unencrypted, copy prohibited data, of which the content is identical to
that of sai (teppygspoohiitig b §dtaim 40 24 1@ PEFeM o 8faR At resentd
invention (corresponding to Claim74) is a recording apparatus,
char act er i zgspyaheisng dreraf tarpeedaldyt \CcOFPF e8éPdi'ng appar at uses t hat
respectively record encrypted copy prohibited data, of which the content
is identical, tha désrppthion meRis opfbeesyYidpRd, SHREFE TS HPY ecor di ng
apparatus conprises a recording neans of recording said encrypte? copy
pr ohi bi t ed prahabdnddadadat puhimdans pfobdbidiad fg FaPe 161t St
prohibited data that is recorded in said recording neans, and wherein said
encrypt ed cepychrichbhitped wed 4 rom ppivad L v @osdipterRane St a
that can only be decrypted in a decrypting and recordi ng app Latuskpaving
at |east aiflechyphioaideansrypttesceppi hgodditd e datad ﬁﬂa}"lCh the
content is identical, is respectively recorded; and
a recording means of recording encrypted, or
unencrypted, copy prohibited data, of which the content
is identical to that of said copy prohibited data.
The 74th invention of the present invention
(corresponding to Claim 74) is a recording apparatus,
characterized by being one of a plurality of recording
apparatuses that respectively record encrypted copy
prohibited data, of which the content is identical, that
is prohibited from being copied,
wherein said recording apparatus comprises a
recordingmeansofrecordingsaidencryptedqopyprohibited
data and an output means of outputting said encrypted copy
prohibited data that is recorded in sald recording means,
and
whereinsaidencryptedcopyprohibiteddataoutputted
from said output means is data that can only be decrypted

in a decrypting and recording apparatus having at least

a decryption means of decrypting saild encrypted copy
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prohi bited data. The 75th invention of the present invention
(corresponding to Claim75) is a data transm ssion apparatus characterized
by conprising a transm ssion neans of transmtting a streamforned of a
plurality of pieces of data, wherein each of said pieces of data in said
stream or within each of blocks formng said stream is data that cannot
be reproduced unless the piece of data chronol ogically positioned one
position before said data is reproduced, and wherein said transn ssion
means trangndisiledthdpidads . of said data, of data in said stream or each
of the blocks formng said stream in the order of fromthe rear toward
the head in a chrmimel bgtbalnvemisron The Theh DnRASR T oRNBENHE Dr esent
invention (corresponding to Claim76) is a recording apparatus for
al | owi ng cofyor eetpioticicha trt@a imddnpt b & dgtadizansai SpdoNsaPPEagdiS o be
prohibited from or restricted from being -copied, to becone reproducible
in atime dhitaoaemdrzed dharacrnpriizdddya corPREBILSG IR MBR3RAi R medi um
wherein a predeterm ned capacity of recording of said cop restrict%g
content is tossshié¢tiag a secenrd Aigrmeghs o2 Pddbrat hgY dataPLRcSa &
recordi ng
data,
wherein each of said pieces of data in said stream,
or within each of blocks forming said stream, is data that
cannot be reproduced unless the piece of data
chronologically positioned one position before said data
is reproduced, and
wherein said transmission means transmits each piece
of said data, of data in said stream, or each of the blocks
forming said stream, in the order of from the rear toward
the head in a chronological manner.
The 76th invention of the present invention
(corresponding to Claim 76) is a recording apparatus for
allowing copy restricted content, comprising data that is
set so as to be prohibited from, or restricted from, being
copied, to become reproducible in a time shift manner,
characterized by comprising:
a recording medium wherein a predetermined capacity
of recording of said copy restricted content is possible;

and

a recording means of recording data in said recording
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rﬁd;;rh rg@g;gg295§LgiLﬁforgin?|nean3 records said copy restricted content
. . and allows data of said co restricted
recorded in said recording nediumto " Tt on wheroin
ecor _ ( ing _ convert to the condition wherei
x;gmgrgpggg S:higePhggt!s IPEOSSIb|e after a predeterm ned period oflntine
i me e recording of said co [
has started. The 77th invention of th i Y ot Eor s eapondi o
. d. the present inventio i
Claim77) is a recording a i Th | et onding o
_ _ ~apparatus according to the 76th invention
Fhaggg;g[l§§gji@mghat said condition wherein view ng and Iistening’is
np ible1s 1nplenented by erasing the data of said copy restricted

content. The 78t R idwenhi gniaf rdiepdes i
. [ . gnieamse e odr A6 c 6RAES SEHRN
Claim78) is a recording apparatus according to the 7gth inventiozg Ho

characterizgd i p;it-haty sal id4 NN i ;
( _ stPi s8h8 encondidd Do rehered ingiresd hgmaand Bildtuht /g5
i npossible 1s 1 nplenmented by not erasing the data o?msaid Lopy rfgff?cted

content. Thes7t4yi ticyt 0f ct 86 poesentt Favemdieshl i
: . : 8ot FespBRAG
Claim 79) is a recording apparatus according to the ;%th invgntﬁon 1o

char ot o a1 g doreondthan swmutdon shtte Pt 73
listening is impossible after a predetéﬂmigggypg%Tg cgfd
time has elapsed since the time the recording of said copy
restricted content has started. |

The 77th invention of the present invention
(corresponding to Claim 77) is a recording apparatus
accordingtx)the76thinvention,characterizedjxlthatsaid
condition wherein viewing and listening is impossible is
implemented by erasing the data of said copy restricted
content.

The 78th in&ention of the present invention
(corresponding to Claim 78) is a recording apparatus
accordingix:the76thinvention,characterizedjjlthatsaid
condition wherein viewing and listening is impossible is
implemented by not erasing the data of said copy restricted
content.

The 79th invention of the present invention
(corresponding to Claim 79) is a recording apparatus
according1x>the76thinvention,characterizedjj1thatsaid
condition wherein viewing and listening is impossible is

implemented by allowing the data of said copy restricted
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content to becone unreproduci ble. The 80th inv i

( _ _ : ention of the present
;nveﬂtlon (corresponding to Claim80) is a recording appara?us accordi ng
o the 79th invention, characterized in that said condition wherein

viewing and listening is inpossible is inplenented b [

_ _ encrypting the

?L said copy restricted content after reproduction. ¥he 811? ingentiogagﬁ
e pggsent invention (corresponding to Caim8l) is a recording apparatus

according to any of the 76th to 80th inventions, characterized in that the

timng accqighPgntotehigdt@me dunkepaodivigilmbans start i
[ i s the
said copy restricted content is defined by referring to juégﬁgﬁf'”g of

information in og{d UBGEhOA NWidit Sa@n doEopier : i
i n . gstesenediB¥RNSAOD Th
invention of the present invention (corresponding to Caim 82) ig 22nd

recordi ng apparatuporriiaey dtagclairhed®lstsi averciosding i
( : _ | inghaARREERTYE
said recording nmeans carries out recording by differentiatin Isaidlnoggat

restricted goRbLeRt g 08 € 86 wonherin thyo nisiahp raateriagghentt i
_ _ _ tthat &
The 83rd invention of the present invention (correspinding to Claim185§nis

o di Ng.8RRARAINS wits£OL i Newd nichersl dti § teehngohs tHAPEELE % e in
dat & Cg:ﬂnn{UdgnEDt Infornatlop is copyright information included in  a

11%{:)1%?({&11%@%3)’ esigrygietngortentata of said copy restricted
content after reproduction.

The 8lst invention of the present invention
(corresponding to Claim 81) is a recording apparatus
according to any of the 76th to 80th inventions,
characterized in that the timing according to which said
recordingmeansstartstherecordingofsaidcopyrestricted
content is defined by referring to judgment information
in conjunction with said copy restricted content.

The 82nd invention of the present invention
(corresponding to Claim 82) is a recording apparatus
accordingtx>the81stinvention,characterizedjjlthatsaid
recording means carries out recording by differentiating
said copy restricted content from other content by using
said judgment information.

The 83rd invention of the present invention
(corresponding to Claim 83) is a recording apparatus
accordingtx)theSlstimvention,characterizedjjlthatsaid

judgment information is copyright information included in

a data column of said copy restricted content.
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The 84th invention of the present invention (corresponding to Caim4) is
a recording apparatus according to any of the 76th to 82nd inventions
characterized in that the timng according to which said recording means
starts the recording of said copy restricted content is defined based on
an input fromthe outside. The 85th invention of the present invention
(corresponding to Caim85) is a recording apparatus according to any of
the 76th to 80th inventions, characterized in that said recordi ng nedi um

has a recording Byl f@L+fo8 nLAMOIGH i bY teeOrdidigesai dnoepy i i
_ Pyt irest ri ct ed
content. The 86th Invention of the present iﬁetntion (corresponding to

A ai m 86) i g3 FESRLHNGRPRST @1 HS orging Fecolrelfhy happaeatiien
characterized Th tﬁat saf% recordfhgﬂ@uffer is g riﬁgﬁ%uf%gr wherein it is

possi bl e t0.L6cEE AR {GPNSIRNG £arRNty @fh des aghndr dpsashngonser writin
recording in tﬁe saﬁg region. The 87th invention of the present inven?ion

(corresponding, Lo +&ai /BB An ith&t " eBer €l Rd ranG d@Pr @tingt tonwhapparsatis
characterlzég Ey conprising: a recording aé%gratus accgrding tgﬁgny of the
76th to 85th.bpuaRld ABSH s Yh At k&N Oduehirell ipatis of d cepryodasitng ctad

recorded in said recordi ng nedi um
;ontent is defined based on an input from the outside.

The 85th invention of the present invention
(corresponding to Claim 85) is a recording apparatus
according to any of the 76th to 80th inventions,
characterized in that said recording mediumhas a recording
buffer for temporarily recording said copy restricted
content. |

The 86th invention of the present invention
(corresponding to Claim 86) 1is a recording apparatus
acéordingtx;the85thinvention,characterizedjjlthatsaid
recording buffer is a ring buffer wherein it is possible
torecordacmnstantamountofdatabyrepeatingoverwriting
recording in the same region.

The 87th invention of the present invention
(corresponding to Claim 87) is a recording and reproduction
apparatus characterized by comprising:

a recording apparatus according to any of the 76th
to 85th inventions; and

a reproduction means of reproducing data recorded in

said recording medium,
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wherein said reproducti on neans reproduces said copy restricted content
that has been recorded after a predeterm ned period of standby tine has
el apsed since the tinme of the start of the recording of said copy
restricted content. The 88th invention of the present invention
(corresponding to Claim88) is a recording and reproduction apparatus
characterized by conprising: a recording apparatus according to the 86th
invention; and a reproduction means of reproducing data recorded in said
recordi ng nmedi umwhwies £hrs S8d d eEpo ddotiiconNNEBARST PRPOCIAARS sl H cOmyy
restricted content that has been recorded after a predeternned period of
standby tinpefagietapsebstene thet thame lndenheesoadedfafherr écordi ng of
said copy restricted content. The 89th invention of the present invention
(correspondpngdete@imede i Sod aessrdidiy dridie derosderisd safne &
according to Caim88, characterized in that, at the time when said
reproduct i onimeans e rsesrowf ahe epranudingno per adi oppyndestraeted
condition wherein overwiting recording is being carried out in said ring
buffer, thecempesduction of said data is carried out starting fromthe
position where the ol dest piece of data is recorded

The 88th invention of the present invention
(correspondingtx)Clain188)is51recordingfnuireproduction
apparatus characterized by comprising:

arecordingapparatus accordingtothe 86th invention;
and

a reproduction means of reproducing data recorded in
said recording medium,

wherein said reproduction means reproduces said copy
restricted content that has been recorded after a
predetermined period of standby time has elapsed since the
time of the start of the recording of said copy restricted
content.

The 89th invention of the present invention
(correspondingtxnClaiﬂ189)isearecordingeumireproduction
apparatus according to Claim 88, characterized in that,
at the time when said reproduction means carries out a
reproduction operation under the condition wherein
overwriting recording is being carried out in saild ring

buffer,thereproductionofsaiddataiscarriedoutstarting

from the position where the oldest piece of data is recorded
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in said ring buffer. The 90th invention of the present invention
(corresponding to Claim90) is a recording and reproduction apparatus
according to the 89th invention, characterized in that, at the tine when
sai d reproduction nmeans carries out a reproduction operation under the
condition wherein overwiting recording is not carried out.in said ring
buffer, the reproduction of said data is carried out starting from the
recording start position on said ring buffer. The 91st invention of the

present inventigny (GofS espepding to Aaim9l) is a recording and
reproduction apparatus according to the 87th or 88th invention,

characterized inqatgotn LA GASEoRNE €BRY Yrasdehet edveaailaant recor ded
in said recording nediumis not reproduced wthin said predeterm ned

period of s{apndbystidiRiiSGHtS cLaaar b NG ABPes 86 ¥a isiopaditep T edardil
operation o$ salé tl:{:opylf(%stricted content. The 92n invéﬁﬁ?on of tﬁg1

present inventlon+{LoIESRPIEENol €nél 80 Bh92hven td dreC et rgeasdized
reproduction " apparatus according to the 87th or 88th invention,

characterized ?ﬂa%?réggfhéoﬁPﬁES%HQnaSBQE!E@@ﬁddﬁbﬂ?@ﬂ&neahsﬁahkmies
notification of operational content of said recording apparatus or of said

(i me o baselt o SR e ahar e R nEd ‘aor: 00 of tandby 1 me et o o
overwritingrecordingisnotcarriedoutinsaidringbuffer,
the reproduction of said data is carried out starting from
the recording start position on said ring buffer.

The 91st invention of the present invention
(corresponding to Claim 91) is a recordingand reproduction
apparatus according to the 87th or 88th invention,
characterized in that, in the case that copy restricted
content recorded in said recording medium is not reproduced
within said predetermined period of standby time, éaid
recording apparatus stops the recording operation of said
copy restricted content.

The 92nd invention of the present invention
(correspondingtx>Claim92)jj;arecordingandreproduction
apparatus according to the 87th or 88th invention,
characterized by further comprising a notification means
of making a notification of operational content of said
recordingapparatusorofsaidreproductionmeansinadvance

based on either said predetermined period of time or based

on said predetermined period of standby time.
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The 93rd invention of the present invention (corresponding to Gaim?93) is
a recording apparatus according to the 76th invention, characterized in
that said recording neans can neasure tinme information including said
predeterm ned period of tinme. The 94th invention of the present invention
(corresponding to Claim94) is a recording apparatus according to the 76th
invention, characterized in that said copy restricted content includes
time information including. said predetermned period of tine. The 95th

i nvention of t he THESERE di hivertition (ebr thependisent ol VaIRiZs) is a
recording apparatus according to the 76th invention, characterized in that
the time ipdofrpakpending ughngladid yfedes eantred NEEMdERPArELRS i s

gai ned fromthe outside independently of said copy restricted content. In
addi tion, thec9bhhnespecthaf ctieinmeertiam, ichaaraceprbdect i ortlappaedids
characterized by conprising: a control neans of carrying out control so as
to repr0m%éb6ﬂ§mﬂ§ﬁdaﬂ@éhmh@ad&reemmqmdfommatﬁ@mimWLudi@gﬁﬂﬁﬁg
apparatus according to the sixth aspect of the invention; a reproduction
nmeans, contgpbiedchmisadd seniod ofeansme. of reproducing said data; and a

decryption means of decrypting said reproduced data

The 94th invention of the present invention
(corresponding to Claim 94) is a recording apparatus
accordingtx>the76thinvention,characterizedji1thatsaid

"copyrestrictedcontentincludestimeinformationincluding.
said predetermined period of time.

The 95th invention of the present invention
(corresponding to Claim 95) is a recording apparaﬁus
accordingtx;the 76th invention, characterized in that the
time information including said predetermined period of
time is déined from the outside independently of said copy
restricted content.

In addition, the 96" aspect of the invention is a
reproduction apparatus characterized by comprising:

a control means of carrying out control so as to
reproduce encrypted data that is recorded on a disk by a
recording apparatus according to the sixth aspect of the
invention;

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and |

adecryptionmeansofdecryptingsaidreproduceddata
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that is sent to an interface, wherein said control neans controls said

recording neans so that said recording means reproduces said copy |

Fﬁrn155|on information; said decryption neans generates first information

e?Liln_clud_es at least any of said device unique key and said copy

Ps in?giﬁgt:QLOES?;ggngysg;grSSf{yptiondn?ans generates a content key that
( on ¢ ng sai irst i i i i

recording unit information; and sa?d decryptionlRggagaégggdegys;?hngafglgy

usi ng said _.,cont ent ki :
content ey Jh addihicerfade, 97 th aspect of th ion i
a reproduailon apparatus characterized by conpris?ng: a con?rgrvﬁgghgno}s

carrying out control. s0,a8:4Q CRHMBIILaneAns i ' i
_ _ ypbad rddts satdrge@osqt
by a recording apparatus according to the seventh aspect of the ?nﬁiﬁl?gh'

a reproductig geans t i .
: J‘mean L 1EPNt S 91 hedeby reliirdy anaansl repangiuces s@ fo
sai d dat a; an% a g%cryptlon means of decrypting said reproduceg dgfgﬁh?hat

L:aﬁgngot?h@grgg%ﬁh%ggg%%?ﬁgﬁﬁggﬁﬁgid cogtrol nmeans control s sa!d recordi ng

and said decryptiQQiHE@%%ﬂﬁéﬁﬁﬁﬁgm;gaéogzgzipigégtEgggﬂﬁfﬁkoékéLgogey;
that includes at least any of said device unique key and
said copy permission information; |

said decryption means generates a content key that
isinformationgainedknrdecryptingsaidfirstinformation
by using said recording unit information; and

sahidecryptionneansdecodessaiddatakmrusingsaid
content key.

In addition, the 97" aspect of the invention is a
reproduction apparatus characterized by comprising:

a control means of carrying out control so as to
reproduce encrypted data recorded on a disk by a recording
apparatusaccordingtx>theseventhaspectoftheinvention;

areproductionmeans,controlledbysaidcon;rolmeans,

of reproducing said data; and
adecryptionmeansofdecryptingsaidreproduceddata

that 1s sent to an interface,

wherein said control means controls said recording
meanssothatsaidrecordingmeansreproducessaidencrypted
title key; and

said decryption means decrypts said encrypted title
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key by using said device unique key. In addition, the 98th aspect of the
invention is a reproduction apparatus characterized by conprising: a
control neans of carrying out control so as to reproduce encrypted data
recorded on a disk by a recording apparatus according to the eighth aspect
of the invention; a reproduction nmeans, controlled by said control neans,
of reproducing said data; and a decryption neans of decrypting said
reproduced data that is sent to an interface, wherein said decryption
means decr sy Iswi dsdatca diyidudemgcsaivhiqueekR¥y. In addition, the 99th
aspect of the invention is a reproduction apparatus characterized by
conprising: a corin chddeansmof tdee r98 iy aarecbnefolthsy HyventipBpAsdifce
encrypted data recorded on a disk by a recording apparatus according to
the ninth aspecodatttite iapeatratns chappodecized mameMRBAEA6R'ed by said
control neans, of reproducing said data; and a decrption neans of
decrypting said repcodtced datams thht casrydmg teourhncpht&cack ahmeElin said
control neans controls said recording neans so that said recordi ng nmeans

repr oduces sapdoencre phed ypted addkey reapudadeeypp idrheahsd geerPytHd S$ai d
reproduced title ) ,
apparatus according to the eighth aspect of the invention;

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and

adecryptionneans(mfdecryptingsaidreproduceddata
that is sent to an interface,

wherein said decryption means decrypts said data by
using said title key. |

In addition, the 99™ aspect of the invention 1is a
reproduction apparatus characterized by comprising:

a control means of carrying out control so as to
reproduce encrypted data recorded on a disk by a recording
apparatus according to the ninth aspect of the invention;

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and

a decrption means of decrypting said reproduced data
that is sent to an interface,

wherein said control means controls said recording
meanssothatsaidrecordingmeansreproducessaidencrypted
title key; |

saiddecryptionneansdecryptssaidreproducedtitle
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key by using said device unique key; said decryption neans generates third
information including said title key; by using recording unit information
that is a nuneral and/or a synbol inherent to a recording block under the
prem se of a recording unit that is the mninumunit when said control
means sequentially accesses said recording neans, said decryption neans
generates a content key that is information gained by decrypting said
third information; and said decryption nmeans decrypts said data by using
sai d COmﬂﬂékay.ubﬁmgkhdi@ndevheelwquwspbey;of the invention is a
reproduction apparatus characterized by conprising: a control nmeans of
carrying out contg0l d s@easyba iareproains egenempstasl dai adr dsdicdarpohor di sk
by a recording apparatus according to the 10th aspect of the invention; a
reproducti oindtadsnoceaidl tedlbykeyi;d control neans, of reproducing said
data; and a decryption neans of decrypting said reproduced data that is
sent to an |nterf@@smm@mmmmwm&ﬂrm@‘ahgnd%a‘ypi% aspndedatla by
using said copy permission information. In addition, the 101't aspect of
the inventigndysraa repiasilict hberapiartat us chapadiead XeP®y ebRr SRy
premise of a recording unit that is the minimum unit when
said control means sequentially accesses said recording
means, salid decryption means generates a content key that
isinformationgainedbydecryptingsaidthirdinformation;
and

saiddecryptionmeansdecryptssaiddatabyusingsaid
content key.

In addition, the 100™ aspect of the invention is a
reproduction apparatus characterized by comprising:

a control means of cérrying out control so as to
reproduce encrypted data recorded on a disk by a recording
apparatus according to the 10™ aspect of the invention;

areproductionmeans,controlledbysaidcontrolmeans,

of reproducing said data; and

adecryptionmeansofdecryptingsaidreproduceddata
that is sent to an interface,

wherein said decryption means decrypts said data by
using said copy permission information.

In addition, the 101°% aspect of the invention is a

reproduction apparatus characterized by comprising:
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a control neans of carrying out control so as to reproduce encrypted data
recorded on a disk by a recording apparatus according to the 11lth aspect
of the invention; a reproduction nmeans, controlled by said control neans,

of reproducing said data; and a decryption neans of decrypting said
reproduced data that is sent to an interface, wherein said control neans
controls said recording neans so that said recordi ng neans reproduces said
encrypted title key, wherein said decryption nmeans decrypts said
reproduced title kesPnyrasi Agase dHevpEsvdmuikegontapd eontaxdl toreans
controls said recording neans so that said recording nmeans reproduces said
copy perni ssgphodhgkoeRativited datalaacprded oRansifdhbyadcsegeEdidg
information including, at |east, any of said title key and said copy

per ni ssi on dpParattisorceEdhegr seonthe Jdi ngappesitdiofyg the t1nveBEARN -on
that is a numeral and/or a synbol inherent to a recording block wunder the
preni se of a recor@pngdusitiiemaeans t aenreilhed byrfaidken g ldneansrol
nmeans sequentially accesses said recording neans, said decryption nmeans
gener at es @ Eonhephpducayng had 1fls deieor mitdon gai ned by decrypting said

second information; and .
a decryption means of decrypting said reproduced data

that is sent to an interface,

wherein said control means controls said recording
means so that said recordingmeans reproduces saidencrypted
title key,

wherein saild decryption means decrypts said

reproduced title key by using said device unique key;

said control means controls said recording'means SO
that said recording means reproduces said copy permission’
information;

said decryption means generates second information
including, at least, any of said title key and said copy
permission information; and

wherein by using recording unit information that is
a numeral and/or a symbol inherent to a recording block
under the premise of a recording unit that is the minimum
unit when said control means sequentially accesses said
recording means, said decryptionlmeans generates a content

key that is information gained by decrypting said second

- 49 -



Zgh?t?gcryghlon means decrypts said data by using said content key. In
charactg}izeg %Szcgngfpgfhgpfatzgn;vantion isfa repr oducti on appar at us

: ol means of carryi
to reproduce encrypted data recorded on a disk by ;y:ggofg}n;on;rogrzguas
according to the twelfth or thirteenth aspect of the invention: gp >
geprpductlon nmeans, controlled by said control means, of reproducing sai d
ata; and a decryption nmeans of decrypting said reproduced data that is

sent to an jinterface, wherejn said cont i i
) wher el rol means controls said recordin
means so as-t ?%ﬁﬁbﬁBCe ald copy perm ssion information; and said ’

decryption means deﬁ%ﬁl_%tcﬁ;ﬁ%g&ag?r‘??&eaarpé’d\é%'rggr@@is@id@al’c@d@pmmﬂwaid

perm ssi on i nf or ratk tion, the 1 d aspect of the inventionis a

medi um characteri zed by being a nmediumthat h
_ ' ol ds a program and/or d
or allomnnd“%nE%ﬂ%ug yyto carry out the entirety, or agpart of , func?}gn;

of the entirety ?r a,part of dt J4+S el obrs icf

. . 1 1 n 2 i

gggggtlgp ?Rg ph nc%%gltéoﬁroégggé' y 2@5%%%h52$91%ﬁ adg??ﬁgn, theaigzth
he Lnvention 15,80 heber MHd Pcesserly mhasaapetsied by being a

program

a control means of carrying out control so as to
reproduce encrypted data recorded on a disk by a recording
apparatus according to the twelfth or thirteenth aspect
of the invention:

areproductionmeans,controlledbysaidcontrolmeans,
of reproducing said data; and
adecryptionmeansofdecryptingsaidreproduceddafa
that is sent to an interface, ‘
whereinhsaid control means controls said recording
means so as.to reproduce said copy permission information;
and

saiddecryptionmeansdecryptssaiddatabyusingsaid
reproduced CcoOpyY permission information.

In addition, the 103" aspect of the invention is a
medium characterized by being a medium that holds a program
and/ordataforallowingacomputertocarryouttheentirety,
or a part of, functions of the entirety, or a part of, any
of the first to 102" aspects of the invention and that can
be processed by a computer.

In addition, the 104™ aspect of the invention is an
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and/or data for allowing a conputer to carry out the entirety, or a part
of, functions of the entirety, or a part of, any of the first to 102nd
aspects of the invention. Brief Description of the Drawings Fig 1 is a

bl ock di agram showi ng the configuration of a hard disk apparatus according
to the first, second, fourth to sixth enbodinents of the present
invention; Fig 2 is a diagramfor describing a summary of the functions of
the hard di sk apparatus according to the first enbodi ment of the present

i nvention; fi8o3mk% idrbloskedbagr @maxtraviiengi tbd bynfaegunat & oprogi adh
encryption nmeans of the hard di sk apparatus according to the first

embodi nent of 4V Be dHE€sEdtr 4 NVent hats cbingud eirstachlirogkodt &dreaem S ho @ity t he

configuration of a decryption nmeans of the hard disk a

¢ ¢ pparatus accordin

to the firsreqhadieent, ofuhbeiphesert theventiiomtyFi g’ & @pUts of f lF6W Chgrt
showi ng the operation at the tinme of recording of the hard di sk apparatus
according t9f the fiinsdt epbodomBhtagbethe pifesere imventiom. Fig 5 (b) is a
schemati ¢ di agram showi ng the operational associations at the tinme of the
recording of the hard disk apparatus according to the first embodi ment of
the present invention; Fig 6 (a) is a flow chart showi ng the operation at
the time ofrhep odusdi Dptobn bife tes ddasknappar at us accor di ng

Fig 1 is a block diagram showing the configuration
of a hard disk apparatus according to the first, second,
fourth to sixth embodiments of the present invention;

Fig 2 is a diagram for describing a summary of the
Ffunctions of the hard disk apparatus according to the first
embodiment of the present invention;

Fig 3 is a block diagram showing the configuration
of an encryption means of the hard disk apparatus according
to the first embodiment of the present invention;

Fig 4 is a block diagram showing the configuration
of a decryption means of the hard disk apparatus according
to the first embodiment of the present invention;

Fig 5(a) is a flow chart showing the operation at the
time of recording of the hard disk apparatus according to
the first embodiment of the present invention;

FigS(b)isaschematicdiagramshowingtheoperational
associations at the time of the recording of the hard disk

apparatus according to the first embodiment of the present

invention;
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to the first enbodinent of the present invention; Fig 6 (b) i i
di agram show ng the operational associations at1thegtiné Lflfegrzgngg?ghc
of the hard disk apparatus according to the first embodi ment of the
Present invention; Fig 7 (a) is a diagramfor describing a recording
ormat used by the hard di sk apparatus according to the first enbodi ment
of the present invention; Fig 7 (b) is a diagramshow ng an exanple of a
format that differs fromthe format of Fig 7(a); Fig 8 is a diagramthat

descri bes the Va|ELi_QJ$60( CGls a
s adhtoirheén se@nsngw ithethef opErg t9.am af dhagr a
for describi ng a magnetl c disk format used for recordi ng@and reproduct i E)nn

by the hard %Fhr;]&féauét%%@f)b@ RB < Balrhe diigks
ta pereacait wend cob rdiay
pr esent |nven ion is a block diagram show ng the configuration of

a hard dis akli%sa&@ﬁ%agméatﬂ@eftméd esbeditnenive
_ _ otiohe
i nvention; kﬁ:@p&’ﬁ Is a block diagram show ngpt he configuration 8][ ezﬁnt

encryption means ©f ;the)hes d fHisdmappardt ugranciralr iy
g the epherasdonal
enbodi ment of the ?esent invention; Fig 12 is a block diagram show ng the

con S L pagl eyl ey cenes o L hancin s st o
apparatus according to the first embodiment of the present
invention;

Fig7(a)isadiagramfordescribingarecordingformat
used by the hard disk apparatus according to the first
embodiment of the present invention;

Fig 7(b) is a diagram showing an example of a format
that differs from the format of Fig 7(a); |

Fig 8 is a diagram that describes the values of CCI
and the meanings thereof;

| _ Fig9isamﬁagramfordescribinganagneticdiskformat
used for recording and reproduction by the hard disk
apparatus according to the first embodiment of the present
invention;

Fig 10 is a block diagram showing the configuration
of a hard disk-apparatus according to the third embodiment
of the present invention;

Fig 11 is a block diagram showing the configuration
of an encryption means of the hard disk apparatus according
to the fourth embodiment of the present invention;

Fig 12 is a block diagram showing the configuration
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Fig 13 is a block diagram show ng the configuration of an encryption neans
of the hard di sk apparatus according to the fifth enbodi nent of the
present invention; Fig 14 is a block diagram showi ng the configuration of
a decryption neans of the hard di sk apparatus according to the fifth
enbodi nent of the present invention; Fig 15 is a bl ock di agram show ng t he
configuration of an encryption neans of the hard di sk apparatus accordi ng
to the sixth enbodi nent of the present invention, Fig 16 is a blogk di agram
showi ng t her £ entieguryadt ton rofams dek s herr heldmX PRATE HaP P 9F kP apfFar at us
according to the sixth enbodi mrent of the present invention; Fig 17 (a) is
a bl ock di ags abhehdeurght renvodiingotatiforchefpaasendr yRVYYH H8Bns of a hard
di sk apparatus according to an enbodi nent of the present invention; Fig 17
(b) is a block dimgyars siww kg dadle tongtgur abpydndbfthe FQIHIPHATHEINs of
a hard di sk apparatus according to an enbodi ment of the present invention;
Fig 18 (a) ¢85 s bhotyti agn amabewhgheheacdridi ghraRpaRa tie aRCeRENIH i on
means of a hard di sk apparatus according to an enbodi nent of the present
i nvention; fbgthd (H)ftls embbddikeditagraniBhoRi 8§rite TOMPHUPEri on of a
decryption nmeans of a hard di sk apparatus according to an epbodi nent of the
present inventi orEii 4 10s (@)bisck dlagkadi shoarhhdB e IhelgBRA GRSt i on

of a decryption means of the hard disk apparatus according

to the fifth embodiment of the present invention;

Fig 15 is a block diagram showing the configuration
of an encryption means of the hard disk apparatus according

to the sixth embodiment of the present invention;
| Fig 16 is a block diagram showing the configuration
of a decryption means of the hard disk apparatus according
to the sixth embodiment of the present invention;
Figl7(a)isablockdiagrémshowingtheconfiguration
of an encryption means of a hard disk apparatus according
to an embodiment of the present invention;
Figl7(b)isakﬂockdiagramshowingtheconfiguration
of a decryption means of a hard disk apparatus according
to an embodiment of the present inventiog;
Fig18(a)isakﬂockdiagramshowingtheconfiguration
of an encryption means of a hard disk apparatus according
to an embodiment of the present invention;

Fig18(b)isak&ockdiagramshowingtheconfiguration

of a decryption means of a hard disk apparatus according
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of an encryption nmeans of a hard di sk apparatus according to an enbodi nent
of the present invention; Fig 19 (b) is a block di agram show ng the
configuration of a decryption neans of a hard disk apparatus according to
an enbodi ment of the present invention; Fig 20 is a block diagram show ng
the configuration of a hard disk apparatus according to the seventh
enbodi ment of the present invention; Fig 21 is a block diagram of an
AVHDDI and an archive device 2 according to Enbodinent 1 of the present
i nvention; td&ih 28mbsdamdracko fli ageaprefs emt AVHDERZ iamd an ar chi ve devi ce
13 according to Enbodinent 1 of the present invention; Fig 23 is a block
di agram of an ar@hkyg9dgvlQsaﬂﬁloa&a@idgngnt@hﬁmﬁOQdethDﬁﬁQWh@tépéBent
invention; Fig 24 is a block diagramof an AVHDD19 and the archive device
2 accor di ng £ arErhaskyBttoh mbahseofr eskatrd diek apparatys 2C¢erdibidock
di agram of an AVHDD22 and an archive device 23 according to Embodi ment 2 of
the presenttd nygneinbbdintdigt 26fi sha hlrecde it agnaendfican; AVHDD32 and a DVD
apparatus 33 according to Enbodi ment 4 of the present invention; Fig 27 is
a configuration diiagnammf ia sbileak dtagramghowd nEnbbdiamntiquss tija
present invention; Fig 28 is a block diagramof an AVHDDB1 with a copying
means 80 aqunﬂumgctnganﬁmﬁﬂmsloﬁfatMQrﬁréQGMtappﬂﬁﬂt@ﬁ;according
to an embodiment of the present invention;
Fig 20 is a block diagram showing the configuration
ofaiharddiskapparatusaccordingfx>theseventhembodiment
of the present invention;
Fig 21 is a block diagram of an AVHDDI and an archive
deviceZZaccordingtoEmbodiment]_ofthepresentinvention;'
Fig 22 is a block diagram of an AVHDD12 and an archive
devicel3accordingtoEmbodimentlofthepresentinvention;
Fig 23 is a block diagram of an archive device 16
according to Embodiment 1 of the present invention,;
Fig 24 is a block diagramof an AVHDD19 and the archive
deviceZaccordingtoEmbodimethofthepresentinvention;
Fig 25 is a block diagram of an AVHDD22 and an archive
deﬁice23accordingtoEmbodimentZofthepresentinvention;
Fig 26 is a block diagram of an AVHDD32 and a DVD
apparatus 33 according to Embodiment 4 of the present
invention;

Fig27isacmnfigurationdiagrmnofastreamaccording

to Embodiment 4 of the present invention;
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Fig 29 is a bl ock diagram of an i
: AVHDDO91 with a copyin [
éﬁCFnb?ghngnE 2 of the present invention; Fig 30p¥s g brggﬂsd?g ?;corglng
enc %Pesentaiﬁvgﬁfryptlgn rgcording system according to Enbodinegt g\gf o
_ ion; Fig 31 is a block dia [
] _ gramof a reco
00 according to Enbodi nent 3 of the present invention; F{glgg ?gpgrgfgik

di agr am of i : i

of ?he presgn?ec{%etl?p rgcoydlng apparatus 101 according to Enbodi ment 3
and  reproducti o aen :on, Fig 33 is a configuration diagramof a recording
invention; Fig S%jiieg ?lglrdrgﬁ‘b?h%fa\drq!tE ﬁ%ggﬁdéekggmgdj mﬁﬁ%bwj‘t%a PPEEERD
recordin d : i bing the operation of a

pr esent ?n&gwﬁgﬁiooggggggllrggoge;@ngég%g@tgl aff the {Enesdnienvensfofte

a recordin ’ . or describing the operat,i

present | ngeﬁtnidOLffc&?l?"%ts'fsgi'bsﬂg@%gcﬁif?’%ﬁ?ﬁf?fo?rggv&mDﬂmdcﬁm@ngopyé}&?heof
repr oducti on ’ . : i agram of a recordin

Fig 37 is dnggﬁgaﬁi(ﬂélﬁcqargfr%(gg:%%?ﬁ@&?@iﬂrﬁf Zhef prheendy égﬁﬁﬂtijfﬂ%bg??on;
repr oduct i on appay at us ;aqqorgi g the operation of a recording and
5Y3099% iR qEakedinrent 2nokncrymired ed@ tAnvent i on;

decryption reco;ding system according to Embodiment 3 of
the present invention;

Fig 31 is a block diagram of a recording apparatus
100 according to Embodiment 3 of the present invention;

Fig 32 is a block diagram of a decryption recording
apparatus 101 according to Embodiment 3 of the present
invention;

Fig 33 is a configuration diagram of a recording and
reproduction apparatus according to Embodiment 1 of the
present invention;

Fig 34 is a time chart for describing the operation
of a recording and reproduction apparatus according to
Embodiment 1 of the present invention;

Fig 35 is a time chart for describing the operation
of a recording and reproduction apparatus according to
Embodiment 1 of the present invention;

Fig 36 is51configuration,diagranxof a recording and
reproduction apparatus according to Embodiment 2 of the
present invention;

Fig 37 is a time chart for describing the operation
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Fig 38 is a tinme chart for describing the operation of a recording and
reproducti on apparatus according to Enbodinent 2 of the present invention;
Fig 39 is a time chart for describing the operation of a recording and
reproducti on apparatus according to Enbodinment 3 of the present invention;
Fig 40 is a configuration diagramof a recording and reproduction

appar atus according to Enbodi nent 4 of the present invention; Fig 41 is a
configuration diagramof a recording and  reproduction apparatus according
to Enbodi nenf & sPcoreing cakdt rERFORI DL O gPRA RS US i @GP AiPer to
describing the operation of a recording and reproduction apparatus
accordi ng tEmbegbpentert &f ofthehPres&IEntINNOBREPEN; and Fig 43 is a
configuration diagramof a recording and_reproduction apparatus faor
carrying out a tibgshffis a dpieauehash Ae&ofgisEE HdlRd prhdroppration

Expl anation of Nunmerals 1 | EEE1394 bus 2 hard di sk apparatus 3 host
system 4 | /918 cecrrsiing anderepyodwit helangpparatus according to

Embodiment 2 of the present invention;

Fig 39 is a time chart for describing the operation
of a recording and reproduction apparatus acéording to
Embodiment 3 of the present invention;

Fig 40 is a configuration diagram of a recording and
reproduction apparatus according to Embodiment 4 of the
present invention;

Fig 41 is a cohfiguration.diagranlofeirecording and
reproduction apparatus according to Embodiment 5 of the
present invention;

Fig 42 is a diagram for describing the operation of
a recording and reproduction apparatus according to
Embodiment 5 of the present invention; and

Fig 43 is a configuration diagram of a recording and
reproduction apparatus for carrying out a time shift

reproduction according to a prior art.

Explanation of Numerals

1 IEEE1394 bus
2 hard disk apparatus
3 host system
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12 decri ption neans

nmeans

decryptor

34 adder

recording unit 41 fornat

10
11
12
13
14
15
16
17
18
19
22
23
24
25
26
27
28
29
31
32
33
34
35

36

I/F

controller
encryption means
decription means
device unique key
control means
recording means
I/F

encrypted content
secret region
encryptor

adder

title key

CCI

recording unit number
content

CCI

encrypted title key
magnetic disk medium
decryptor

decryptor

decryptor

adder

title key

CCI

13 devi ce uni que key
16 I/F 17 encrypted content

. 18 secret
23 title key 24 CC

_ 25 recordi ng unit nunber
encrypted title key 29 magnetic disk nmedium 31 decryptor 32 decryptor
35title key 36 CCl

14 control
26 content 27 CC

37 decrypted content
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47 hard di sk apparatus 51 controller 1001, 1012, 1019, 1022, 1032 AVHDD
1002, 1013, 1016, 1023 archive device 1003 STB 1004f 1028 encryption neans
1005 first recording nmeans 1006, 1025, 1034 storage neans 1007, 1027 nove
means 1008, 1031, 1038 reproduction nmeans 1009 second recordi ng neans
1010, 1021 second recordi ng nedium 1011, 1035 transm ssion neans 1014

buf fer 1015 hi gh speed transm ssion neans 1017 decryption reproduction
means 1018 | C card 1020 judgnent means 1024 third recordi ng neans 1026
sentence sidplifideRToRtREaf®PERIPY fourth recordi ng neans 1030 third

recordi ng nmedi um 1033 DVD apparatus 1036 fifth recordi ng neans 1037 DVD
39 recording unit .

41 format

47 hard disk apparatus

51 controller

1001, 1012, 1019, 1022, 1032 AVHDD
1002, 1013, 1016, 1023 archive device
1003 STB

1004, 1028 encryption means

1005 first recording means

1006, 1025, 1034 storage means
1007, 1027 move means

1008, 1031, 1038 reproduction means
1009 second recording means

1010, 1021 second recording medium’
1011, 1035 transmission means

1014 buffer

1015 high speed transmission means
1017 decryption reproduction means
1018 IC card

1020 judgment means

1024 third recording means

1026 sentence simplification means
1029 fourth recording means

1030 third recording medium



2010 discrimnation information detection neans 2011 tinme information
acqui sition neans 2012 recordi ng and reproduction neans 2013 recording
medi um 2014 recording buffer 2015 control input I/F 2016 sw tching nmeans
Preferred Enbodiments for Carrying Qut the Invention In the foll ow ng,
enbodi nents of the present invention are described with respect to the
drawi ngs. (First Enbodinent) First, the first enbodinent is described. Fig
1 shows a configuration of a hard disk apparatus 2 that is one enbodi nent
of a recordidiip appar dppaaative reproduction apparatus of the present

i nvention. The hard disk apparatus 2 is connected to | EEE1394 bus | and,
in additior,03fhe fiEEZ 39d4cbusling dnemmBected to a host system 3. The

| EEE1394 bus | is a high performance serial bus according to the | EEE
standard asl@¥scOvided in the |EEE1394-1995 for relaying transm ssions of
AV data or exchanges of commands. A host system 3, which is provided with
an | /F 16 20k disenimkEpELizey imfermagdon sefrappabali§edS or exanpl e an

STB (set top box: satellite broadcast receiver) for noving
2011 time information acquisitlon means

2012 recording and reproduction means
2013 recording medium

2014 recording buffer

2015 control input I/F

2016 switching means

Preferred Embodiments for Carrying Out the Invention

Inthefollowing,embodimentsofthepresentinvention
are described with respect to the drawings.

(First Embodiment)

First, the first embodiment is described.

Fig 1 shows a configuration of a hard disk apparatus
2 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The hard disk apparatus 2 is connected to IEEE1394
pbus 1 and, in addition, the IEEE1394 bus 1 is connected
to a host system 3.

The IEEE1394 bus 1 is a high performance serial bus
according to the IEEE standard as described in the

IEEE1394-1995 for relaying transmissions of AV data or
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data, for which copyri [ i
( , _ yright protection is neces i
aa sary, in ord
f o? az{ghdtzk appﬁratus 2, to the | EEE1394 busyl and f g; rgge?siaecgrded
L oor e IEEE{5594t Erotectlon i s necessary, fromthe hard disk a garata,
Copa atue 2 1e us 1 and for reproducing the data. The hard dppk T
AR A prg?eigﬁﬁéatgﬁ that can record AV data in a magnetic h?sk
f . . e copyylght and/ or can repr

romthe nmagnetic disk nmedium while exchangi ng AV dgtgdaf?htPﬁeAﬁég?ta

system 3 via the | EEE1394 hus -
~ddsThat is to say, th i .
an appar at R¥¢PARIERcrypts AV data, for which Zopyrfgﬁ{dglgr g?PaLa}us 21

A4 B sk

necessar
nediun12g s;ghsﬁ§%ﬁggﬁyE&%qfﬁp@ye@hiéﬁ,ié%@ﬁmd$dehﬁglﬁh-a@
, I"n g 2, and reproduces the encrypted content 17. The

A . .
ard disk ﬁﬁgﬁégtﬁﬁﬁiﬂ 5231‘ orwed @fcan 14 ard,appacahusol fer €& g an

recordin
g 157 dition, the controller 10 is forned of an

A . .
ncrypti ﬁgaggggis%%h%g?%ygd@l eaasotdadaadeyreeahimtfie EQiPoV3 fd a

control
is an interface of the system of the

| EEE1394- DT QQi i i i
i t E%hf&ﬁ 1 §At eattpoot Ss ;i wnorder
i nterface tfat e‘xgﬁanges Cm%dsean AV datgtl V\njetgthn??extaeﬁ?rn;l% an

Zﬂgrygf Sat E %}A\Qseég%gsr%i’ed’ 138 TahﬁngEEEkwépblwaIClaﬁcﬂ it & tﬁEﬁf% %gt
buslandforreceivingdata,forwhichcopyrightprotection
is necessary, fromthe hard disk apparatus 2 via the IEEE1394
bus 1 and for reproducing the data.

The hard disk apparatus > ig an apparatus that can
record AV data in a magnetic disk medium while protecting
the copyright and/or can reproduce the AV data from the
magnetic disk medium while exchanging AV data with the host
system 3 via the IEEE1394 bus 1.

Thatistosay,théharddiskapparatusZisanapparatus
that encrypts AV data, for which copyright protection is
necessary such as encrypted content 17, records this on
a magnetic disk medium 29, as shown in Fig 2, and reproduces
the encrypted content 17.

The hard disk apparatus 5 ig formed of an I/F 4, a
controller 10 and a recording means 15.

In addition, the controller 10 is formed of an
encryptionmeansqu adecryptionn@anle,eadeviceunique
key 13 and a control means 14.

The I/F 4 is an interface of the system of the
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certifies the other device and nullifies the key for decrypting the
encryption according to whether or not the certification is successful so
that the copyright of the AV data that is transmtted to the | EEE1394 bus
1 can be protected. The encryption neans 11 that forns the controller 10
is a means of encrypting AV data sent fromthe I/F 4 as wel|l as data added
to the AV data. The decryption neans 12 is a neans of decrypting the AV
data read out by the recording neans 15 and the data that is added to the
AV dat a. T@%%ﬁﬁﬂéupat%n@dwwaé smanani sniepaasnterghPpteehéon)
decryption nmeans 12 are described bel ow. The device unique key 13 is a
nuneral andnd hssgpbdntamzace stbpacienamngesl Forapes erdchVorlatiie hard
di sk apparatuses 2 and is recorded in a region that cannot _be accessed
from t he outkstileanfexhernardd dgivsic appHi el ussS 2 dneiP Brsystemhé ,c¥adr §heer 10.
The recording means 15 is fornmed of a magnetic disk nmediumfor recording
data, a magheEE E3RAdadausct arstordi Agdidnid e et &nNeE Yt g POhdaiarhe
magneti c di sk medium an actuator, on the tip of which the magnetic head is
mount ed, tdrEtiiieseshrutodnespdesticen andrnpdiiifiied fdrof keHefRdgnetic
head at an arbitrary radius position of the magnetic_disk nedium a

spi ndl e notd@CEYPiting &hiengnory nieheetd ecarskneedioupether or not the

certification is successful so that the copyright of the
AV data that is transmitted to the IEEE1394 bus 1 can be
protected.

The encryption means 11 that forms the controller 10
is a means of encrypting AV data sent from the I/F 4 as
well as data added to the AV data.

The decryption means 12 is a means of decrypting the
AV data read out by the recording means 15 and the data
that is added to the AV data. *

The configurations of the encryption means 11 and of
the decryption means 12 are described below.

The device unique key 13 is a numeral and/or a symbol
that is specifically allocated to each of the hard disk
apparatuses 2 and is recorded in a region that cannot be
accessed fromthe outside of the harddisk apparatus 2 and/or
of the controller 10.

The recording means 15 is formed of a magnetic disk

medium for recording data, a magnetic head for recording

and reproducing information on the magnetic disk medium,
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and the like, and is a nmeans of witing data in the magn i i i

or of reading data out fromthe nagnet?c di sk nediunlgTﬁglﬁagg;frcngggﬁm

medi um fromwhich the recording means 15 reads out data and to which the

recording means 15 wites in data, is built ininto the hard disk

apparatus 2 and is not renmovable fromthe hard di sk apparatus 2. The

control neans 14 is a neans that designates an LBA and nmakes thé LBA

?gggfzrﬁgdn;g thiSheag or to the sector of the nagnetic disk nmedium of the
ns an t hat it} gqggfﬁ' ; Gab

act uat or %aFﬁBastﬁﬁﬁPgh%b? gg%s%f%ﬁgt&gg%qa i's m#?%tagg%dri\)%ig or ?ggg”ngut e

fromthe m ”aiig\%ﬁ;f%%ﬁﬁ%u‘ﬁr‘g?&%'ﬁ#@?E?tﬂé’s headn 1Ny £ an esgnihed

above, Fig ron o e encryption nmeans 11. The

encryption neans_11 is f.or f - ; i '

(ra“rjur:nre%/glt or a';%e/%‘flloa r?%bc?d]%]?lgg.gr nrgg&:%ﬁc?r?%ﬁleéﬁe?nf?ghﬁgﬁﬁeggbggf%gsﬁg a
r.as Q L) I } i '

to the har d'F sk PR b A FB g e e g L Tt T e to say
vi,.ce .uni qu i I ad ' i ’

appar at uses‘i"?éIa RS &dg(l T %ﬁ%&e%ﬁe&&éﬁ%% dﬁﬁ%&?ﬂ% %@%sﬁfsf g:égrgbiqlrf\@;m sczlér et

region 18 proyjded wthi Tl | h ¢ '
Thi s secr etd%ﬁbi IBﬁdiém} Sr}ag&gégg&?ﬁrﬂ%tﬁ?%o%%tfe?:f&gd@lgg Tﬁg?bmﬁlﬁmn:ﬂ >

devi ce can nei i
medgm%.m&wéamgneticdisknedium,fromwhichtherecording

means 15 reads out data and to which the recording means
15 writes in data, is built in into the hard disk apparatus
2 and is not removable from the hard disk apparatus 2.

The control means 14 is a means that designates an
LBAandnmkestheLBAcorrespomﬂtotheheadortx)thesecfor
of the magnetic disk medium of the recording means 15 and
thatpositionsthemagneticheadbycontrollingtheactuator
and the spindle motor so that data is written into or read
out from the magnetic disk medium by the magnetic head.

Now, as described above, Fig 3 shows a configuration
of the encryption means 11.

The encryption means 11 is formed of an encryptor 19,
an encryptor 20, an encryptor 21 and an adder 22.

In addition, the device unique key 13 is a numeral
and/or a symbol specific to the hard disk apparatus 2
allocated to the hard disk apparatus 2 as described above
in Fig 3. That is to say, a different device unique key-

13 is allocated to each of the hard disk apparatuses 2.
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in nor read out information therefromand only the controller 10 can read
out information stored in the secret region 18. Concretely, this secret
region 18 can be inplenented by using a ROMon a printed circuit board.
That is to say, the device unique key 13 is recorded in the ROM on the
printed circuit board. Nanmely, this ROM cannot be accessed from the
outside of the hard disk apparatus 2 arid/or of the controller 10. The
title key 23 is a nuneral and/or a synbol specifically allocated to each
pi ece of An@ddicopn(cope dewvieslunhhgsenkeyohy % StORA ddhédSe6 e AV
data and is a nunmeral of two bits representing cop per m ssion information
that is sente@yobeillypravideddwishimmehs ¢enrsplden Hd i @bchR8nbas header
of the isochronous packet. Fig 8 shows the values that can be taken by the
CCl  and t hdiskaappgsattiver dof . Thieh s¢rreciregion L8 ksapsregespy thkdver . "
That is to say, though the AV data to which the CCl of this value is
attached cabsherotewnted sekichgtcepi estegmahidenicaatanpyei EBSEdIAG the AV
data on the hard disk apparatus 2, or the like, is prohibited. Wen the
CCl is 10 iinmeanseadcopylofoana tien thenef rempndael APhegeeatre lfith t he
CCl of this value is attached can be viewed and, furthernore, only the

first generh®ioan cemd ofut hen Avraattd ars ber radd iR EF A £RE AR dat a

18. Concretely, this secret region 18 can be implemented
by using a ROM on a printed circuit board. That is to say,
the device unique key 13 is recorded in the ROMon the printed
circuit board. Namely, this ROM cannot be accessed from
the outside of the hard disk apparatus 2 and/or of the
controller iO.

The title key 23 is a numeral and/or a symbol
specifically allocated to each piece of AV data.

CCI (copy control information) 24 is attached to the
AV data and is a numeral of two bits representing copy
permission information that is sent by being attached to
the sy region of the isochronous header of the isochronpus
packet.

Fig 8 shows the values that can be taken by the CCI
and the meanings thereof. When the CCI is 11 it means “Copy
Never.” That is to say, though the AV data to which the
CCI of this value is attached can be viewed, making copies
of this AV data by recording the AV data on the hard disk

apparatus 2, or the like, is prohibited.
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on the hard disk apparatus 2, or the like. Wen the CC is 01 it nmeans '"No
More Copy. "'I'hat is to say, the AV data copied fromthe AV data of which
the CC is "Copy Once"' beconmes of ""No Mdre Copy. " Nanely, this neans
that the making of additional copies is prohibited. That is, "No Mre
Copy" is necessary to prohibit further copying at the time of reproduction
'z'i]‘ter the content of "Copy Once' is recorded. Wien the CCl is 00 it nmeans
"'Copy Free." That is to say, the AV data to which this value of the CC
is attached canwberf rgsd You eved Gnd; nieurasidiCopy, Onopi.€s Ehathasf teel y
made. A recording unit nunmber 25 is a nunber and/or a symbol specific to.
the recor digig pltaek Mhaatasot kb isihzehef CCAeo frebbsdvaguenis ataached he
m ni mum unit when the control neans 14 sequentially accesses the recording
means 15. T bd v iteawsdygna@, didifehemmomerorcdiing tre tf imsbegesragion
allocated to the above described different recording block. Such a
recordi ng Wupy noiffbehe2AVi slatec icetn ié anadei by rlesto whimot theeA¥edatdy t he
user or by an external device. The recording unit nunber 25 and a
recordi ng wh ttheehdescrdimd dpbawatiker €, tde tbeoddik®y unit nunber 25 of
the present enbodinent is an exanple of the recording unit information of
the present invemHen.tHdecchnterl 26t isedhe YWoddbaet Gapyf-dr nEha thisgr am

to say, the AV data copied from the AV data of which the

CCI is “Copy Once” becomes of “No More Copy."” Namely, this

means that the making of additional copies is prohibited.

That is, “No More Copy” is necessary to prohibit further

copying at the time of reproduction after the content of

“Copy Once” is recorded.

When the CCI is 00 it means “Copy Free.” That is to
say, the AV data to which this value of the CCI is attached
can be freely viewed and, in addition, copies can be freely
made.

A recording unit number 25 is a number and/or a symbol
specific to the recording block that has the size of the
recording unit that is the minimum unit when the control
means 14 sequentiallyaccesses the recordingmeans 15. That
is to say, a different recording unit number 25 1s allocated
to the above described different recording block. Such
a recording unit number 25 is secret information that cannot

be seen by the user or by an external device. The recording

unit number 25 and a recording unit are described below.
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zgc?saz ﬁ;ggggggs,d?giifoogro;rgn?;ﬁnah gn addition, a magnetic di sk nmedi um
. iC ata is witten or read
Lﬁ?nglﬂgy gganah%gh Igesfg?;éppﬁrt%Q is a neans that reads out PKetggvice
_ , i e secret region 18 and that
;geiglglﬁegﬁg 2?, . so as to output the encrypted title key 28. $Rgr2882r
22 1 means 3 generating information for generating a key wherein the
added so as to follow the lowest bit of the title key 23. Here

i nfornation for nerat%g i
, 3 Ko AGCYrdhne hamddre Phesénthentrod? At |
exanpl e of the sggﬁﬁﬁ |ngornat|on of the present invention. The encfybfo?n

20 i s a neans_of ,generat.i f
, oL,generatin &&R}Qiér@f ey A rd snenom yptieut bymasil
recordi ng UPITP ﬂ&ﬁf@% 25. ghe encryptor 21 is a neaﬁs o?pencryitﬁﬁbﬁ?héhe

content 2.6 b%bgfkp 5§Q$tcfﬁ§gﬂki%ﬁﬁ- In addition, Fig 4 shows the

configurati%ﬁ S F

yption neans 12. The decrypti i
formed of a decrvptor 3 : yption nmeans 12 is
I n addition, Figxﬁhgagaétgﬁg:2%95¥P%%%:xﬁ & e ctiypt of o BRsandpar cddder 34.

col 36, thes{l?:%madsi noqf urrrllg)%iggr,rg\él{ucseicuncln?uc?fkiy d:l:t-:?;‘:ma.t he title key 35, the

In addition, a magnetic disk medium 29 is a magnetic
disk to or fromwhichdata is written or read by the recording
means 15.

The encryptor 19 is a means that reads out the device
unique key 13, which is stored in the secret region 18 and
thatencryptsthetitlekey23,fx)astooutputtheencrypted
title key 28.

The adder 22 is a means of generating information for
generating a key wherein the CCI 24 is added so as to follow
the lowest bit of the titie key 23.

Here, information for generating a key according to
the present embodiment is an example of the second
information of the present invention.

The encryptor 20 is a means of generating a content
key that is encrypted by using the recording unit number
25.

The encryptor 21 is a means of encrypting the content
26 by using the content key.

In addition, Fig 4 shows the configuration of the

decryption means 12.
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égvﬁgg LE? Schypted content 37, which, respectively, correspond to the
devi ce Ln gnd tﬁy 13, the title key 23, the CC 24, the recording unit
number 25 angd ig content 26 shown in Fig 3. In addition, the magnetic
AN record'a magnetic disk of which the data is read out or witten
Ly Dy the recor ing means 15, which is the sane as in Fig 3. The decryptor
3L isam of reading out the device wunique key 13 that is stored yp
region 18 and of decrypting the encrypted title key 28_by uging

the device uniq k ,
BN 1 85 h@aAdt potisheotnebeokKey BETYREC -

is added foll owin e i .
Jibhe dovest ghitypf dihes3ishe ey asBlerThis :
a nmeans ofébéﬁ%?ﬁgpng a content kgg by deCryptingythe inforﬁgf{zﬁt?gr32 is

enerat i i ' '
?s e ﬁe;zg gf kggcfror}/ %&&iggohhegrﬁfoi di g Nt h endedverc @ 51n iigee dbeVy plor 33
[s ameans of « thép i ng ;hgegngé%pted:ﬁgoqéﬁntfléaPy usi ng the content key
f e e%%: edepanceat g Teay diumsualf

ormat of t nﬁéﬁ ticC sk’ hredi um 29 of the record?ﬁg nmeans 1gggiﬁiﬁ?egion

of  the omonet Lo disk dluopedd s dlivddedsint atcll urabppg st ia door di ng
The control cgg?:réssploéln& Aoty @cfSesce uniquee ileilel;),f tthrzee tr:'LetClOer dklenyg 2u3ni t
the CCI 24, the recording unit number 25 and the content
26 shown in Fig 3.

Inaddition,thenmgneticdisknedium29jj;amagnetic
disk of which the data is read out or written in by the
recording means 15, which is the same as in Fig 3.

The decryptor 31 is alnéans of reading out the device
unique key 13 that is stored in the secret region 18 and
of decrypting the encrypted title key 28 by using the device
unique key 13 so as to output the title key 35.

The adder 34 is a means of generating information for
generating a key to which the ccI 27 is added following
the lowest bit of the title key 35.

The decryptor 32 1s a means of generating a content
key by decrypting the information for generating a key by
using the recording unit number 25.

Thedecryptor33isan@ansofdecryptingtheencrypted
content 17 by using the content key so as to output the
decrypted content 37. |

Fig7(a)showsarecordingformatofthenmgneticdisk
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regions that are smaller than the recordin i

the recordi ng block, such as 39, fromthe ghgghF ?ga?n?s ?nggi afﬁ:sses
control neans 14 always wites in or reads out data to or from each
recording block of the recording unit 39. In addition, in the present
enbodi nent, one recording unit 39 is divided into the regions of the
header 38 and the data 40 for recording AV data. The data 40 is a region
in which a transport packet 1is recorded. In addition, the encrypted ?itle

key 35 is recordedg - : . )
: 9 beader, 138 ngTheehnEOLBRL | Cher enoy te tiiee
igggsgegf_fW%hﬁggder g§¥g$1the regoréF%g unit 39 and the infgrﬁgtion
recorded inthe real on §f dbeidal 3940 s14 ol oananyp ed pLerel ipotdter
rechding nediun1isdaﬂ; ls_recgrdezﬂlg t he recordi ng bl ock of the.

i Bo Fl,fitH Bre rEbe fEaes ® ngelbs ask thED si
recor ded byr%SPﬁslnﬁfV|§gﬁglnfo the header 151 and thggéata 152 if”fﬁz sane

manner as of .the recording fopmgt ofpgh '
. .  obplheoBresaninearodidreanno tHowees
header 151 %gf€b%ﬁ“?s ?ﬁe ﬁon-encryption0154 portion while :Le data.?Sghe

portion is the.encryption,partian.1echhathas €Bes ot h d
{)?;?};op ;frgﬁgﬁﬁﬁseﬁég\c%or d:sngl v " the key 1?3%\/\?{1i ch—yri]dg gﬁgﬁ/;a)}tgéﬁnd
a wg%fs ta%%(éeéﬁ?lv‘?ﬁg IF] o FEBEELR 94 Juis, kuch 44969 j kiegomsthe

transferred; " 1'S*recor eader 151 part without
head. That is to say, the control means 14 always writes
in or reads out data to or from each recording block of
the recording unit 39.

Inaddition,inthepresentembodiment,onerecording
unit 39 is divided into the regions of the header 38 and
the data 40 for recording AV data.

The data 40 is a region in which a transport packet
is recorded. 1In addition, the encrypted title key 35 is
recorded in the header 38. The information recorded in
the region of the header 38 of the recording unit 39 and
the information recorded in the region of the data 40 1is
all encrypted.

Here, another example wherein AV data is recorded in
the recording block of the recording medium is shown in
Fig 7(b). The recording block 150 is recorded by being
divided into the header 151 and the data 152 in the same
mannerasoftherecordingformatofthepresentembodiment.

However, the header 151 portion is the non—-encryption 154

portionwhilethedata155portionistheencryptionportion.
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bei ng encrypted. Accordingly, in the case that an external device
incorrectly access the header 151 portion, the external device can gain
the key 153 and, therefore, the encryption of the AV data is decrypted and
the copyright thereof cannot be protected. Contrarily, since the recording
format of the present enbodi nent encrypts the entirety data recorded in
the recording unit 39 as shown in Fig 7 (a) , the copyright can be
protected without fail in conparison with the recording,K format as shown in
Fig 7(b). IThatchsateaseer, QheYrbher def@ flormePObE 1PRe iy ARGEFYPERROI ment
is specific to the manufacturer that manufactures the hard di sk appayatus.
Ther ef or e, Aecosdigigim chhe e 182t erbFhdeeresYPHAd apeftran st ards
format to read out data recorded in a format specific to such a,

manuf act ur ¥t AeeotdmegMremythei ABEEAS T8 hg P& Fdte bXEhe 1 esent
enbodi ment, the copyright of the AV data  recorded in _the magnetic disk
medi um 29 carenefprarsht deb repoadeit iidh, thad1gadesr Lo PartiRetiryd of
the recording wunit of the recording format, of the present enbodi nent. can
be freely desigg&ancrgprhcedonchecen ¥, g the ¢eesrtdialamnertersal
exanpl e, a sector of the magnetic disk nedium29 is cited. That is to say,
a predet er redcRUABEC e GebVieAEFEIS Ssddtorikeadan Beo la R¥ebianng i t 39

such as one sector, sequenti al , :
external device can gain the key 153 and, therefore, the

encryption of the AV data is decrypted and the copyright
thereof cannot be protected.

Contrarily, since the recording format of the present
embodiment encrypts the entirety data recorded in the
recbrding unit 39 as shown in Fig 7 (a), the copyright can
be protected without fail in comparison with the recording
format as shown in Fig 7(b).

In such a manner, the recording format of the present
embodiment is specific to the manufacturer that
manufactures the hard disk apparatus. Therefore, it is
difficult for external devices that adopt a standard format
to read out data recorded in a format specific to such a
manufacturer. Accordingly, by using the recording format
of the present embodiment, the copyright of the AV data
recorded in the magnetic disk medium 29 can be protected.
In addition, the sector size or the size of the recording
unit of the recording format of the present embodiment can

be freely designed.
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62 sectors, sequential 128 sectors... sequential 2048 sectors. In
addition, as a concrete exanple of the recording wunit nunber 25, for
exanpl e, the LBA (logical block address) can be used as the recording unit
nunber 25. That is to say, any of the LBA of the head sector of the
recording unit 39, the LBA of the second sector fromthe head of the
recording unit 39 or the Nth (Nis an integer of the total nunber, or
| ess, of sectors that formthe recording unit) sector fromthe head of the
recording unit 3%san denasetie axaneleecer $heg HARACRALRAPeNAS, GOT g
nunber for uniquely specifying the recording wunit 39 can be utilized. That
is to say, exenplebea sdehortds thedrangtisi ¢isy neddeunédirncihgdor der
of shifting fromthe inner periphery to the outer periphery of the
magneti ¢ difie trédi tmsey carpbedehermdomdnngbsati efmeweentsalpechfraddr ess
for internal nmanagement used for nanaging the recording units can be
utilized. @andaumerdeording onii syPnBokchpasdesed S tvhbi Se@genEhRs
plurality of exanples according to a predetermned rule may be used. In
summary, t He reeotdicsg WeEqUenTbel 23 8L REeERy - -bEaFHIR FRRL oAV 4R t hout
overl ap, that cannot be seen by the user and that can uniquely specify the
entirety ofsa¢ieors.
In addition, as a concrete example of the recording
unit number 25, for example, the LBA (logical block address)
can be used as the recording unit number 25. That is to
say, any of the LBA of the head sector of the recording
unit 39, the LBA of the second sector from the head of the
recording unit 39 or the Nth (N ié an integer of the total
number, or less, of sectors that form the recording unit)
sector from the head of the recording unit 39 can be used
as the recording unit number 25.
Or, a number for uniquely specifying the recording
unit 39 can be utilized. That is to say, the number when
the recording unit 39 is counted in the order of shifting
from the inner periphery to the outer periphery of the
magnetic disk medium 29 can be the recording unit number
25.
Or, an address for internal management used for
managing the recording units can be utilized.

Or, a numeric value or a symbol produced by combining

this plurality of examples according to a predetermined
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recording unit 39 of the magnetic di [
sk medium 29. Here, the har i
:BB:;ZEﬂZ gfozhthe present enbodi nent is an exanple o% a recgrgingk
e present invention, the hard disk a
present enbodinment is also an exanble of P paratus o
_ _ _ a reproduction appar at f
present invention and a recordi ng neans of D ment 5 al oo
the present enbod i
an exanpl e of a reproduction nmeans of th i i Por hor ot o
. . e present invention. Furt
the I/F 4 of the present enbodi ment is an exanple of an interfacehg;n?n:’

pr esent |nvent|on ang netic di sk nedi
_ N ium 29 of the present enbodi
is an exaﬁ%H dfed HPsKS5T t he present invention. In adgition t he at et

controller i ch include
ar Sch e« EBCHYRIG om eananddr 2 henalgcngpe
nmeans 12 and the Vicgan &ﬂ gue key 13, a%% the I/F 4 are |nt§grzfeg@2nd

provi ded @n one shee of ;n&{%ﬁg
€l bt var ghakn caddidt dme shen b
encryptlonkﬁ%an% T:Cﬁ'e decryptlon neans %g t he control nians 14 ;;d t he

I/F 4 a
term nalrg otlE e?sﬁgé%]%\c/a?{:l%sthargr)% scra cﬁ\g CgbeCI}jlySthé: gnalisduy tfo the
bits, a or exanple, rearranging of the
case thgfogﬂé§§F }Hgﬁiggm?t éhQE %ﬁé“%a@%éﬁh@sadskNMEmIMmgBﬁ even in the
AV d vice es out signals that can be reproduced

at a fronltheﬁﬁ termnal g, produced as

'a t n
the format that Y-t generatedx%n%igrgﬁgF%ﬁ?%tﬁitzﬁﬁgagmﬁgIﬁmémana since

embodiment is an example of a recording apparatus of the
present invention, the hard disk apparatus 2 of the present
embodiment is also an example of a reproduction apparatus
ofthepresentinventionandarecordingmeansofthepresent
embodiment is also an example of a reproduction means of
the present invention.

Furthermore, the I/F 4 of the present embodiment is
an example of an interface of the present invention and
a magnetic disk medium 29 of the present embodiment is an
example of a disk of the present invention.

In addition, the controller 13, which includes the
encryption means 11, the decryption means 12 and the device
unigue key 13, and the I/F 4 are integrated and provided
on one sheet of printed circuit board. In addition, the
encryption means 11, the decryption means 12, the control
means 14 and the I/F 4 are, respectively, mounted as one
chip LSIs. Signals in the terminals of these chips are
scrambled by, for example, rearranging of the bits,

according to a format that is not disclosed. Accordingly,
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Next, the operation of the present enbodinment formed in su i
_ _ ch a ma
described. First, the operation of the case wherein the hard disk mer e
apparatus 2 records AV data that requires copyright protectionis
described. Here, according to the present enbodi ment, the AV data is sent
in the MPER transport streamformat. The najor operations of the host
system 3 and of the hard disk apparatus 2 are shown in the formof a flow
ﬁggitsyg?eﬁig 5(3).fl?hadﬁ|t|on, t he associations of the operations of the
_ and o he har i sk a r i
aﬁrghnagggyﬁvﬁ arft |tr}i‘q:|0§‘_sﬁ &?{adt'rﬁé‘ ﬁ%&%%ﬁedrr%é%ﬁc?g%% %ttﬁ%g,ga?cs)r
_ rotection is necessar } r id t

:\/Eggsiargnsﬁ&poéﬁ 1Ct1§ 5 Ff?&cﬁﬂ@‘h%% Sacﬁ\é]{ .&% ﬁ%ﬁllgﬂgr%’lr ytﬁ‘?rsﬁ%\‘/hggfa in

_ port stream format. Fur r ' PRk i at ed
by addi ng %FéH%ﬁE%tﬁﬁ%%%ttﬂeﬁﬁgFog%ﬁg%gR{?§ﬂ§%§$$gﬁgcket %%r?ﬁggggﬁgfypted

MPER transport strea Then, a.ClP.is t i
. . . y adding a Cl P head t
a data bl ocdke ¥ r SRT G figfh oSlﬁﬁﬁéﬁ,:%ﬁg%égugggwgécket ig di vi ded, o?r 0

ponbined. Mor eover, an .i,sochronous pa i t : Hn
i sochronous head¥*to ttl'h% O@g%ﬁﬁoﬁs&fﬁ?&g}\%%I%e%%?oﬁﬁéalléégﬁgg@gfs 1.

In addition, at the tine '
in sucg JLlme when,the Jsqefiogous packet

First,theoperationofthecasewhereinthéharddisk
apparatus 2 records AV data that requires copyright
protection is described.

Here,accordimgtothepresentembodiment,theAVdata
is sent in the MPEG2 transport stream format.

The major operations of the host system 3 and of the
hard disk apparatus 2 are shown in the form of a flow chart
in Fig 5(a). In addition, the associations of the
operationsofthehostsystem3andoftheharddiskabparatus
2 are shown by using a schematic diagram in Fig 5(b).

Thehostsystan3encryptsAVdata,forwhichcopyright
protectionisnecessary,thatistransmittedtotheIEEE1394
bus 1 as an isochronous packet.

The I/F 16 encrypts AV data in MPEGZ2 transport stream
format. Furthermore,asourcepacketisgeneratedbyadding
a source packet header to the transport packet of the
encrypted MPEG2 transport stream. Then, a CIP is generated
by adding a CIP header to a data block from which, or to

which,thesourcepacketisdivided,orcombined” Moreover,
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is generated, the CCl 24 in Fig 3 is added to the sy region

of the

;ﬁgc?;ggfgf pacret. The host system 3 issues a command for the startin
the fron1|?g 26 AV data in the hard di sk apparatus 2. This command ig
to I/F 4 through the |EEE1394 bus 1 as an asynchronous
the I/F 4 requires the certifi i e thio
cation from |/F 16. Upon receivi i :
I/F 16 and the I/F 4 carry out a certification opergtion ?giyingh}gls, t

certifionti carr _oper
ification, o;%%r ter%(ﬁg?lp%cr}g@ﬁq&,e@bﬁérlayte:&btyl 4ddanigoan 85 A¢REPHCE S( b)

packet. When receiving the conmmand that indicates the start

The I/F 16 §udge

_ the hard di sk apparatus 2 i

m : _ is apro

o ncor el gt o eu ot 14 e ghoinaed o ST SR
( , ( ~i's successful, while in th

incorrect device, the certification fails (S2). In thg gg:g ?La?nthe har d

vi ceor

di sk apparatus 2 is not i fi

. qualified to record AV d i fi :

fails (S3) . In this th ; ata, the certification
Iy dfeLon o hard imk wppardhest 0caRABO YRS E S he

data. In the case ard di sk apparatus 2 is a proper

can | £ [
record AV data %@%qc%%k;quaguomnsmgge@dﬁs athded tte g 5% FGHI N i s
recei ves the isochronous packet transmtted by the

successf ul , TEHESPFER

host ,
of the isochronous packet.

devi ce t hat

The host system 3 issues a command for the starting

of the recording of AV data in the hard disk apparatus 2.

This command is sent from I/F 16 to I/F 4 through the

IEEE1394 bus 1 as an asynchronous packet.

When receiving the command that indicates the start

of recording, the I/F 4 requires the certification from

I/F 16.

Upon receiving this, the I/F 16 and the I/F 4 carry

out a certification operation (S1). This certification

operation is represented by certification 85 in Fig 5(b) .

The I/F 16 judges whether the hard disk apparatus 2

is a proper device or an incorrect device for recording

the AV data. In the case of a proper device,

the

certification is successful, while in the case of an

incorrect device, the certification fails (S2) .

In the case that the hard disk apparatus 2 is not

gqualified to record AV data, the certification fails (S3) .

In this case, the hard disk apparatus 2 cannot record the

AV data.
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system 3 after identifying the isochronous channel of the isochronous
packet. Then, the I/F 4 separates the CCI fromthe isochronous header of

t he received i sochronous packet. Then, the follow ng operations are carried
out depending on the value of the CCl. Wien the CC is 11 in Fig 8, that
is to say in the case of "Copy Never," the I/F 4 makes a notification that
no recording processing is to be carried out to the host system 3 and does
not instruct the controller 10 to start _recording procesSLng because it is
not permtted to FedddcasRetpotdahe. PaRd it de aagaratys, 2 thae PE°PEsay in
the case of "Copy Once," the I/F 4 makes a notification, that recording
processi ng 4evigeddat saregece nchbVidata sydiemey Hidl cahicaRitererds -
instructs the controller 10 to start recording processing, Wwen the CCl is
01, that is to sdiPem the eggsidiicaplionpré @ﬂﬁﬁes§%%lk/%h@(ﬁ%hi%s out

t he sane operation as_ in the case that the CCl is "Co Never . " Mhen t he
CCl is 00, ¥®aeivest henyi sechReNEHGe p@fck%pprwé@,l't@/%?yﬁhst 8% & hat
recordi ng processing to be, started is nade to the host system 3 n%7 in
addi tion, t$estemndraffer idepsifysmadie JsSdD%I?BOEtSaF?‘aPé‘é’Qr d'ifﬁ& e

processi ng. .
isochronous packet.

Then, the I/F 4 separates the CCI from the isochronous
header of the received isochronous packet.

Then, the following operations are carried out
depending on the value of the CCI.

When the CCI is 11 in Fig 8, that is to say in the
case of.“Copy Never,” the I/F 4 makes a notification that
no recording processing is to be carried out to the host
system 3 and does not instruct the controller 10 to start
recording processing because it is not permitted to record
the AV data.

When the CCI is 10, that is to say in the case of “Copy
Once,” the I/F 4 makes a notification that recording
processing is to be started to the host system 3 and, in
addition, instructs the controller 10 to start recording
processing.

When the CCI is 01, that is to say in the case of “No
More Copy,” the I/F 4 carries out the same operation as
in the case that the CCI is “Copy Never.”

When the CCI is 00, that is to say in the case of “Copy

- 73 -




Accordingly, in the éase that the CO i
, _ s 10, the I/F 4 dec
gpc:zgtggr?yfgggﬁi3%t2péhetkey regﬁived from the host systggsg ;Pethe tinme
ration. en, the decoded AV data
every transport packet according to the tim i ndi RO TS
for transm ssion that is added to th o 0 ket hondar for every S
e source packet header f
transport packet. In the case that the CCl i i AV dat 2
( . is 00, since th i
fﬁgtA$|52?gtigelngtenfryptfd, no decoding processing is car?iég gﬁzaahz
tining indit&f e’g %Sgpﬁfg%tilcr?gi%ﬁg%ﬁ E)t; trans%%dggcmrto Th 'rﬁgn’QOtbet e
S e _ _ ion. ough the AV data
Phe’ For m ot A ROcbhibrdEst S HRE R ey e e a0 by the ronal <
inscribed in a f i g HprT) i . Y o e i
even in tf%P%%Egag%%i]§P;ﬂ$$%£%§%p§ takgzggﬁ% ?ﬁpaﬁghuslﬁ?aoddim@erefore,
of the chip of the I/F 4, it is ver i ffi 5 recoy oy ey e
| . , . y difficult to recover th i
formthat iRTYSESEE Dy the third party. The MPER transportepggkg?tgeh? :

fromthe I/F 4 is inputted jo ,
: : i .
cneryptor 10 roachesREderbigly SRS KB T S5 e e o

Lot he AV dhidesarEst TOR Phel TRl fufdee) el Khie 1l eclami st Fnainched
thehostsystmn3atthetimeofthecertificationoperation.
Then, the decoded AV data is outputted for every transport
packet according to the timing indicated by the time stamp
for transmission that is added to the source packet header
for every transport packet. In the case that the CCI 1is
00, since the AV data is sent without-being encrypted, no
decoding processing 1is carried out and the AV data is
outputtedforeverytransportpacketaccordingtothetiming
indicated by the time stamp for transmission.

ThoughtheAVdataoutputtedfromtheI/F4isdecrypted
in such a manner and becomes of the form of plain sentences,
the AV data is outputted by the signal inscribed in a format
unique to the hard disk apparatus 2 and, therefore, even
in the case that a third party takes out the signal from
a terminal of the chip of the I/F 4, it is very difficult
to recover the AV data in a form that is useable by the
third party.

The MPEG2 transport packet sent from thé I/F 4 1is

inputted to the encryption means 11.
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encryptor 19 encrypts the detected title key 23 by neans of the device

uni que key 13 (S5). Next, the title key 23 encrypted by the encryptor 19

is recorded, as the title key 28 encrypted, in the magnetic disk nedium 29
of the recording neans 15 in accordance with the control of the control
means 14 (S6) This encrypted title key 28 is shown in Fig 5(b).
Furthernore, the encryption neans 11 detects the CCI 24 that is sent
attached to the AV data. The detected CCl 24 is recorded, as the CO 27,

in the magnetic giisks feding e9rohtihe 1Iveeceadingunearise e vhcacenidarce
with the control ‘of the control neans 14. The adder 2 2 gener at es

i nf or mat i'on 4911 ey +geney alr Ofhet Bakriex ird@romt i.6n (Sa)which the CO 24 is
attached so as to followthe lowest bit of the title key 23. On the other

hand, informatiompyel ahedyvhe Wi Glearecoldirgdotd tiset bitdeorkey h23AV dat a
is also sent from the control neans 14 as additional information to the AV

data. The eficfyphien t¥aite 1Avr gl eerthef repottieng AMi 4. riinber, 25hef the
recording unit that is to record the AV data. The encryptor 20 encrypts

the infor matih@pyhebr denerainyigts hehkeyegensrat edi e t heyaddebybyeasisng t he
recording unit nunber 25 of the recording unit that is to record the AV
data. This epcepMpt edvidorumigas keyr efer (8) .

Next, the title key 23 encrypted by the encryptor 19
is recorded, as the title key 28 encrypted, in the magnetic
disk medium 29 of the recording means 15 in accordance with
the control of the control means 14 (S6). This encrypted
title key 28 is shown in Fig 5(b).

Furthermore, the encryption means 11 detects the CCI
24 that is sent attached to the AV data. The detected CCI
24 is recorded, as the CCI 27, in the magnetic disk medium
29 of the recordingrneans-lSjjlaccordance'with the control
of the control means 14.

The adder 22 generates information for key generation
that is information to which the CCI 24 is attached so as
to follow the lowest bit of the title key 23.

On the other hand, information related to which
recording unit is to record the AV data is also sent from
the control means 14 as additional information to the AV
data. The encryption means 11 requires the recording unit

number 25 of the recording unit that is to record the AV

data.
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to as a content key. The content key is encrypted according to the
recording unit nunber 25 and varies for each recording wunit. Next, the
encryptor 21 encrypts the content 26, which is the AV data to be recorded
thenceforth using the content key (S7) The encrypted AV data is recorded
as the encrypted content 17, in a recording unit of the magnetic disk ’
medi um 29, wherein the data is to be recorded, of the recording neans 15
according to the control of the control neans 14 (S8). Fig 5(b) also shows

the encrypted coptgnte ldryhRothed ddow,pes the apef@tnenibs repeated in
the sanme manner erein ?%fornation ?%?ﬁkey generation is encrypted by

Lhe recor digig, 4Dk L RUTSTe A dy | gLr@¥aed a5pr dhagaaualr isp wsihg gemerato 2

content ke enerated content key ‘encrypts the content 26 (S7) so

that the encryptad contant nuhbd.s JLer dath imbdbeamagnenie dhsk madicam 2
(S8). The hardpdgsﬁaﬁegigﬁpgg f%cords AV data(?gf mh?ch copy?ight om 29

protection 2 e FEGPERY 44¢hhe @ﬁg%eéﬁérg\%%léd TREbWMaAY i ikkhee fbeved

manner. NexX e operation of the case erein the hard di sk apparatus 2

reproduces AV dat (%rpg Which, Copy b Ghatn S OkRGL i BrenSrypeesisacyoirdin
descri bed. {ég 6 ?3 Siom;&§7f|OMlChart of the main opggation %f théjhost

system 3 and, o, { hg-Ratd (H 8K iRDANBEYD Padl ¥dLies for each recording
unit. |

Next,theencryptaerencryptsthecontent26,which
is the AV data to be recorded thenceforth using the content
key (S7).

The encrypted AV data is recorded, as the encrypted
content 17, in a recording unit of the magnetic disk medium
29, wherein the data is to be recorded, of the recording
means 15, according to the control of the control means
14 (S8). Fig 5(b) also shows the encrypted content 17.

In the following, the operation is repeated in the
same manner wherein information for key generation is
encryptedbytherecordingunitnumber25foreveryrecording
unit so as to generate a content key and the generatedcontent
keyencryptsthecontent26(S7)sothattheencryptedcontent
17 is recorded in the magnetic disk medium 29 (S8).

The hard disk medium 29 records AV data for which
copyright protection is necessary in the magnetic disk
medium 29 in the above manner.

Next, the operation of the case wherein the hard disk
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time of reproduction. In the follow ng, the description i i i
( he , is given
to this flowchart. In addition, Fig 6(b) shows apschenaticgdiagr:ﬁfordlng
mﬂereln the associations of the main operations of the host system 3 and

th e hard disk apparatus 2 at the tinme of reproduction are described. The

ost system 3 issues a command that instructs the hard disk apparatus 2 to
start reproduction. This command is sent fromthe I/F 16 to the I/F 4
T?Logghre;E?rLEEE13?4fbus 1 as an asynchronous packet. Furthernore, the

s certification . from I (Y =ToXTRVA } th
ggr?in?i E:h;a_qgﬂfaﬁa*ééﬁrg FRPTIHECEEr ?‘W%@éﬁzoﬁoggﬁpét%%ond%%%)%Qbrﬁi’ s °!/F
ication operation is shown as.thes ¢ ifLgation 86 in Fig 6
I/ F 4 jUdgé@“ﬁh@FﬁéPWﬂﬁ?fﬂ%ﬁe§§§F¥m%§i%?%g%%%ﬁgf devi ce or g o). The

i ncorrect device for iliain t he. AV d | net CA o) lggg?cﬁe
- - - - 3 - r
certification is Fs%cfgé%)f utite ﬁef#(ﬁwt%eigggsgft a(ta 0 Egn&l)%g%r rect dex: gg’

certificati fail I
Gual 11 a0 oo BesEnaY AVSIACat bRt AT (AEp R OTRpRF RIS B o e

fication fai ). In this case, the

R e R A
successful., Wen tNe SEIEIAGAEE0PRIS $IEPRH ¢ thenl AEad ciRKES Fig
6 (b) shows a schematic diagram wherein the associations
of the main operations of the host system 3 and the hard
disk apparatus 2 at the time of reproduction are described.

The host system 3 issues a command that instructs the
hard disk apparatus 2 to start reproduction.

This command is sent fromthe I/F 16 totheI/F 4 throﬁgh
the IEEE1394 bus 1 as an asynchronous packet.

Furthermore, the I/F 16 requires certification from
the I/F 4.

By receiving this, the I/F 16 and the I/F 4 carry out
the certification operation (89). This certification
operation is shown as the certification 86 in Fig 6 (b).

The I/F 4 judges whether the host system 3 is a proper
device or is an incorrect device for utilizing tfle AV data.
Dnthecaseofeaproperdevice,certificathnlissuccessful
whilejjlthecasethatofznlincorrectdevice,certification
fails (S10).

In the case that the host system 3 is not qualified

to use the AV data, certification fails (S11). In this
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a notification to the controller 10 that a command for reproducing the AV
data has been sent. \Wen the decryption neans 12 receives this
notification, the decryptor 31 first reads in the device unique key 13
stored in the secret region 18 (S12). Furthernore, the recording neans 15
reads out the encrypted title key 28 fromthe magnetic di sk medi um 29
according to the control of the control neans 14 (S13). Fig 6(b) also
shows the encrypted title key 28. The decryptor 31 decrypts_the encrypted
title key ZPS@yt khendafdvi TEshalNgde 9eayRaAB ¥o2279 theerhV t®@t8ecrypti on
means 12 transfers the decrypted title key 35 to the I/F 4. The recording
means 15 reads ouin the case that dha hesthaymdigre JilskanRBPRRT29SYdEST di ng
to the control of the control neans 14. The decryption neans 12 transfers
the CC 27 thatrean|recqrdThbeali¥eiada, gepstdtdseloneherai¢ensstiul.
information, which is information 8ained by attaching the QFI 27
sequential |y read’em the ceetidwesathpp b surcearefiiprethei B 4B3KES The
control neans 14 designates the recording unit_ 39 that is to be read out
and control& @ﬁélﬁégﬁaﬁqm weahbe ondgrakles LBadbadt & merBRer¢hied

content 17, which is
reproducing the AV data has been sent.

When the decryption means 12 receives this
notification, the decryptor 31 first reads in the device
unigue key 13 stored in the secret region 18 (S12).

Furthermore, the recording means 15 reads out the
encrypted title key 28 from the magnetic disk medium 29
according to the control of the control means 14 (S13).
Fig 6(b) also shows the encrypted title key 28.

The decryptor 31 decrypts the encrypted title key 28
with the device unique key 13 (S14). Then, the decryption
means 12 transfers the decrypted title key 35 to the I/F
4.

The recording means 15 reads out the CCI 27 from_the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 12 transfers the CCI 27 to the
I/F 4.

The adder 34 generates key generation information,
which is information gained by attaching the CCI 27

sequentially read out to the lowest bit of the decrypted
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information stored in the recording unit 39. The decryption i
g;tdthe recording unit nunber 25 of the recording un?? 39. ?ﬁgnzeggygiggs

2 ecrypts the key generation information generated by the adder by using
the recording wunit number 25 of the recording unit 39 that is ready to
read out data. This decrypted information referred to as a content key
Iﬂgrgggﬁgntirez i's de?ryptedﬁy the recording wunit nunber 25 and .

: aries for each recordin unit. Next, t i 1

reads out the encrypted content 17, mﬁich IS infornatrgnrgfgighn?nnfﬁgs o
recordi ng tinite kewmdwhich the data is to be read out, of the magnetic

di sk medi um 29, according to the control of th
Fig 6 (b) also sHdws adictendr pseed g&%t lq9§%ﬁ§§3%ﬁ$h§3 ecr%B 3F5§§5)

decrypts the encrypted content 17 read, out .b h i i

’ C i
the cont ent3%eshat S1%)to ORh& ek At ot ﬁ@éhtSyQL%ﬁ%%sf%(?éPtaﬁg%gg%%%%t \(,amdt "
content 37 to the I/F 4. In the followng, the.operatian {$ reReakeddn the
sane mannerlassabave teh&iaddh PwEofk iQQék¥P ?gy géhera ion’” I's decrypted

with the recording unit nunber 25 f j i
generate a b@ﬁ@émgU&%PaﬁﬁP¥ﬁ@ in tlga%ggyoraggg“yﬂgktﬁ@! s as to

The decryption means 12 finds out the recording unit
number 25 of the recording unit 39.

The decryptor 32 decrypts the key generation
information generated by the adder by using the recording
unit number 25 of the recording unit 39 that is ready to
read out data. This decrypted information referred to as
a content key. Thecontentkeyisdecryptedbytherecording
unit number 25 and, therefore, it varies for each recording
unit.

Next, the recording means 15 reads out the encrypted
content 17, which is information stored in the recording
unit, from which the data is to be read out, of the magnetic
disk medium 29, according to the control of the control
means 14 (S15). Fig 6(b) also shows the encrypted content
17.

Next, the decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 with the content key
(S16) .

The decryption means 12 transfers the decrypted

content 37 to the I/F 4.

__79'_



32g;§gtgg afPLePLel7 is read out (S15) and the encrypted content 17 is
decrypted with the ffgtznt key (S16) so that the decrypted content 27 is
transterred to the 1/F as an MPER transport stream In addition, though
e inscribeg te romthe decryption neans 12 is decrypted ii IS :
therefore, even al?h?r;oggﬁtyu?gggg gﬁttPﬁehard ) SF ohpar ety é £ a
chip of the decryption neans 12, it is very d?;??ghlIropgaréggcgpaiheozw}he

data in a formthat is | e i
2 Ry 106 thidehpashyisThepddede
data sent froﬁ¥¥ﬁ%“%g§§f§?Vér%’1%.eTﬁg%, t he Iyés4 tfgnsfergn?LZbiz gg?a

to the | EEE1394 bus 1 as an i soc
. QU 4 / '
system 3 | duane fegNqhées ?QBXﬁr‘%ﬁ%%gQ@hﬁ%ﬁg?ﬁgﬁéo}gggh}?gﬂ??gﬂgﬁrﬁ?ﬁgus

packet so as to decode the .en
_ : €.18NeY ¥PLed AV 434 dun Thenlib ekt
recei ved Awl%a@9C§¥p§ﬁ“kﬁﬁkﬁh %ransport §§?%an? Thg output?%;©g§§ssff IS

separated by the transport streamd k I
. _ ) c
cont ai ned bye@ﬁédﬁéﬁﬁ‘gy% eﬁ?SésTﬁén, t he %&éggcgggffﬂa%iﬁﬁprgnggﬁdiiomm

carries out the AV '
decodyﬂﬁngolgsi 0,.69AVeNt: t(3e AV ded athéneocaypdrdl og

o
i gnal thateﬂ§r&R§ﬁ@nﬂﬁp nonitor. The hard di sk nmedi um 29 reproduces

the AV data for
content 17 is decrypted with the content key (S16) so that

the decrypted content 27 is transferred to the I/F 4 as
an MPEG?2 transport stream.

'In addition, though the AV data outputted from the
decryption means 12 is decrypted, it is a signal inscribed
inaformatuniquetotheharddiskapparatus2and,therefore,
even a third party takes out the signal from a terminal
of the chip of the decryption means 12, it is very difficult

to recover the AV data in a form that is useable by the

third party.

The I/F 4 encrypts the AV data sent fromthe controller
10. Then, the I/F 4 transfers the AV data to the IEEE1394
bus 1 as an isochronous packet.

The I/F 16 of the host system 3 identifies the
isochronous channel and receives the isochronous packet
so as to decode the encrypted AV data.

The I/F 16 outputs the received AV data as an MPEG2
transport stream.

The outputted AV data is separated by the transport

stream decoder, which is not shown, and contained by the
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whi ch copyright protection is necessary fromthe magnetic di sk nedi um 29
in the above manner. The hard di sk apparatus 2 of the present enbodi nent
can protect the copyright of the AV data, for which copyright protection

i S necessary, in any case wherein AV data is being recorded, wherein the
AV data is being reproduced and wherein the AV data has al ready been
recorded in the recording neans 15. Here, though the nagnetic disk 29 is
described to be wunrenovable fromthe hard di sk apparatus 2 in the present
enmbodi nent hasie sviveam 8n i Thest, the Pl desades, bwieichai Repot sRhewmagnetic
di sk may be renovable. Furthernore, though the device unique key 13 is
descri bed aabeiag stsrédd MG M AENOhE0s@sr &0 ey odr t 1BhenAVheama nt ed
circuit board of the hard disk apparatus 2 in the present enbodi nent, the
i nvention i%nﬁ@tanimmﬂipgt%ighag.tﬂ&?s%%rétspégwﬁﬁiIBlnhWD@nﬁﬁ@ﬁbded in
the magnetic disk medium 29. That is to say, the device unique key 13 may
be stored in a r &fieomatdt Héskagatiewnd? Bkreprasiuaes tHee ud¥r dadandtor
access. Furthernore, though the encrypted title key 28 is described as

bei ng recordelchrceBErd9&t Pa@itettibnchs thecesgarychrorcEBssMapReftie
magnetic disk 29 in the present enbodinent, the invention is not limted
to this. |tdhsk m@dim@tdﬁﬂehniﬁh§ SYPSTEPN IRRQNOK -t hat t he user cannot access

The hard disk apparatus 2 of the present embodiment
canprotect the copyright of theAvdata, for which copyright
protection is necessary, in any case wherein AV data is
being recorded, wherein the AV data is being reproduced
and wherein the AV data has already been recorded in the
recording means 15.

Here, though the magnetic disk 29 is described to be
unremovable from the hard disk apparatus 2 in the present
embodiment, theinventionisnotlimitedtothisbut, rather,
the magnetic disk may be removable.

Furthermore, though the device unique key 13 is
described as being stored in a ROM as the secret region
18 on the printed circuit board of the hard disk apparatus
2 in the present embodiment, the invention is not limited
tothis. Thesecretregionl8maybeprovidedinthemagnetic
disk medium 29. That is to say, the device unique key 13
may be stored in a region of the magnetic disk 29 which
the user cannot access. |

Furthermore, though the encrypted title key 28 is
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in the disk nediun12§ In addition, it ma [
; ¢ 1 £9. , y be recorded i
?Roﬁgﬁriﬂée?eggigrlt board of the hard di sk apparatus ZInFﬁrFﬁZLﬁ;SZIdEd
_ ( ng apparatus and the reproduction a ar at ’
present invention are described as being i pparal us of Jfhe
_ _ g integrated with the hard disk
apparatus 2 in the present enbodi nent, the inv i i i m 'S
! ; , ention is n
:Egsi/lhz r?ﬁgrghggygfparatus of the present invention nagtbglpgﬁﬁgd g?
: _ ion neans 11, the control neans 14 [
reans 15 and _ and the recordin
s 1S 4 P RO Ak s oA e it bttt on
decrypti © 4, the
e o RS aR, bRy BB AN, oL PR BOCAI e IpRSES, o
orovi ded with  oni A _ e present invention may be
means. In a%lﬁf?‘f’iibﬁ‘?ént e%%gpﬁgléfhe%fgﬁnfs fo DL APk edPaDs tALS & e ord! ng

. . on appar at us i i
b DoVl 860 L 4 £ 46560 g coans ot cobraganscass
e L o RS 1 ST gt peed
i m ; ' , i nv
e L R B AT el e o
disk apparatus 2.

Furthermore, though the recording apparatus and the
reproduction apparatus of the present invention are
described as being integrated with the hard disk apparatus
2 in the present embodiment, the invention is not limited
to this. Therecordingapparatusof1jmepresentinvention.
may be formed of the I/F 4, the encryption means 11, the
control means 14 and the recording means 15 and is an
apparatus that records AV data while the reproduction
apparatus of the present invention may be formed of the
I/F 4, the decryption means 12, the control means 14 and
the recording means 15 and so on, in summary, the recording
apparatus of the present invention may be provided with
only an encryption means, a control means and a recording
means. In addition, the reproduction apparatus of the
present invention may be provided with only a decryption
means and a control means.

Furthermore, though the I/F 4, the encryption means

11, the decryption means 12 and the control means 14 of
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of a plurality of LSI chips. In addition, the AV data is described as
being inscribed in an undisclosed fornat at a termnal of a chip, the
invention is not limted to this but, rather, it may be encrypted so as to
be transferred between termnals. In addition, the properties of the
termnals of the chips may be defined in an undisclosed format. Here, the
properties of the termnals of the chips represents properties such as

whi ch term nal outputs what Kkind of signals, which term nals.are conbi ned
to output Whathkrdddesksiagrazatons whizher 8spectinrad tay Rebre &Pemgskd for
what kinds of applications. Since such properties of the termnals of the
chi ps are ded¢spedtilvedy undieree sddd LEdsvath ety eBEioBahh 50 kholl trest
exanpl e, which respective termnals are used for what kinds of .

appl i cat i onso tihvis surfihe 1/ Fad sitgraenaiatrt soaaeat ed lat thet e aF HRIC 10 hat
outputs a signal that can be reproduced as AV data by a third party from
anong t he teeansdZanf threcpntroddneane didmayyed argedy e IR EEANPd Yof t he
chips where the I/F 4 and the controller 10 are provided nmay be entirely
encrypt ed anfl/@rpHesshibedofi Sdn almidiscl o@édiql@%gréﬁmor thige A 651 i85 of
these termnals may nerely be defined in an undisclosed. Furthernore, the
|/ F 4, the @pseypbicsh afedssing, inper ipesh yist @dn Urshnic 1osgddferaedorftt of

means 14 of the hard disk apparatus 2 of the present enbadi nent may be
formed of armeersinahi pf anckieh Bhaehneentina dsppeitghimgltagdo this

but, rather, it may be encrypted so as to be transferred
between terminals. In addition, the properties of the

terminals of the chips may be defined in an undisclosed
format. Here,thepropertiesoftheterminahsthhechips
represents properties such as which terminal outputs what
kind of signals, which terminals are combined to output
what kind of signals or which respective terminals are used
for what kinds of applications. Since such properties of
the terminals of the chips are defined in an undisclosed
format, the user cannot know, for example, which respective
terminals are used for what kinds of applications. In

summary, a signal that is detectedat a terminal that outputs
a signal that can be reproduced as AV data by a third party
from among the terminals of the printed circuit board and
the terminals of the chips where the I/F 4 and the controller
10 are provided may be entirely encrypted and/or described
inanundisclosedfofmatorthepropertiesoftheseterminals

may merely be defined in an undisclosed.
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AV data can, without fail, be nade even nore secure. Furthernore, though
the AV data is described in the present enbodinent as being encrypted
using the CCl, the inventionis not |limted to this. The AV data nay be
encrypted without using the CClI. That is to say, instead of that, the
adder 22 forns information for the key generation of the CCl and of the
title key 23, the title key 23 may be directly used as the information for
key generation w thout using the adder 22 so that the content key may be
generated by encryptimgridie,itheraFidp floe drher keyiogemesatsi dd ,wihe t he
recording unit nunber. Here, the title key 23 of this case is an exanpl e of

the third igdcorymtien meknldha Prasenthé nventirol meandiel £asé thathahd AV
data is encrypted without using the CCl in such a nmanner, the CC may be

recorded ipjitde dmeaehicasdisl Medicip29s asti embblid npEres emty rbofio need or
the CCO may not be recorded in the magnetic disk medium 29. Furthernore,
t hough t he Jrargh4li s&1agpapat usn2 siutt ke mapiesent thrbotiprEentght désthiebed as
fol |l ows: in the case that the value of the CCl that is attached to the AV
data is "Gopygdeyeean, Wiechditafaiils o meder deen mpundeseaséet-hat the
value of the CCl is "Copy Once,"” the AV data is encrypted and is recorded,
in the case that miheciverueref, thiadlClthe AWNaldvba el CopyserihedAinddhe i s
not recorded; and in the case that the value of the CCl is "Copy Free,"

present embodiment as being encrypted using the CCI, the

invention is not limited to this. The AV data may be

encrypted without using the CCI. That is to say, instead

ofthat,theadder22formsinformationforthekeygeneration

of the CCI and of the title key 23, the title key 23 may

be directly used as the information for key generation

without using the adder 22 so that the content key may be

generated by encrypting this information for the key

generation with the recordingunit number. Here, the title

key 23 of this case is an example of the third information

of the present invention. 1In the case that the AV data

is encrypted without using the CCI in such a manner, the

CCI may be recorded in the magnetic disk medium 29 as in

the present embodiment or the CCI may not be recorded in

the magnetic disk medium 29.

Furthermore, though the hard disk apparatus 2 in the
present embodiment is described as follows: in the case

that the value of the CCI that is attached to the AV data

is “Copy Never,” the AV data is not recorded; in the case

— 84 -



EEsSAVIga;a is encrypted and is recorded, the invention is not limted to
e AV datgy fﬁzeAvheggig ﬁavaLue is taken by the CCl that is attached to
, y be encrypted and recorded. O, i

that the value of the CC attach [ - . Free %
ed to the AV data is ""Co "
AV data may be recorded as i i o B rvet. the
pl ain sentences w thout b
Furt hernore, though in the i ot o0 o P
. ; . present enbodi ment the informatio
generation is described as being information to which the regdfthkg%ﬂ is

oot o e R PG B Shckpectestyeiat g, ke e
0 e LR 0E A ), Ui O o tte el ssiana?
e 1 B O oy e e e yominans co
ot oor e o 0 st o e g o enatslt o copy e
information for kev aen . e key or the CO. In summary, the
i nf or mat i onthRafYi r?b(‘{"‘ltgadejgSE a%%gggggttetd‘gﬁg:?@[‘%g@??ﬁédtﬁntthgajmbemm']qn
(Second Enbggig%¥)1£$¥%édtgg %ﬁﬁgyb Qﬂpqgﬁﬁﬁebshsmﬁgﬂﬁsﬁ@egrJ:Yiéjié

taken by the CCI that is attached to the AV data, the AV

data may be encrypted and recorded. Or, in the case that

the value of the CCI attached to the AV data is “Copy Free,”

the AV data may be recorded as plain sentences without being

encrypted.

Furthermore, though in the present embodiment the
information for key generation 1is described as being
information to which the read out CCI is attached so as
to follow the lowest bit of therecrypted title key, the
invention is not limited to this. The information for the
key generation may be information to which the read out
cCcI is attached before the highest bit of the title key.
Furthermore, the information for key generation may be
information that includes only the title key and the CCI
or may include the title key and the CCI and, furthermore,
may include other information in addition to the above.

In addition, it may be information that includes either

the title key or the CCI. In summary, the information for

key generation of the present embodiment may be only
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In the present enbodi nent, the process of CCl is mainly described. Fig 1
shows a configuration of a hard di sk apparatus 2 that is one enbodi nent of
a recording apparatus and a reproduction apparatus of the present

i nvention. The configuration of the hard disk apparatus 2 of the present
enbodi nent is the sane as in the first enbodinent. Fig 9 shows a format 41
of a magnetic disk nedium 29 of a recording neans 15. The |eft side on the
paper corresponds to the inner periphery 45 of the disk of the nagnetic
di sk nmedi um2Bownealtd arhehaiglimsiwdesn 2hel paptr, eiohesspbedd ittd & keYout er
peri phery 46 of the disk. The region of the inner periphery 45 side of the
di sk is systenthEATC42 while the outer periphery 46 side of the disk is
data 43. The system FAT 42 is a systemregion that the user cannot access
and is a regi on si@hcandf Bmbiddignembhhgenent infornmati on where the control
means 14 utilizes in order to control the system On the other hand, the
data 43 is a regiexthatheheeamsel emhoddoesst anel Awsdati®eds recorded. That
is to say, as shown in Figs 3 and 4, the encrypted content 17, the
encrypted title Keythke pnadenticehhpidimgnd r ebemeece FRarf CEAel TOR NG Y
recorded in each recording unit that fornms data 43 in the system FAT 42 as
shown i n t hde &Ct ibada

Fig 1 shows a configuration of a hard disk apparatus
2 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The configuration of the hard disk apparatus 2 of the
present embodiment is the same as in the first embodiment.

Fig 9 shows a format 41 of élnagnetic disk medium 29
of a recording means 15. The left side on the paper
corresponds to the inner periphery 45 of the disk of the
magnetic disk medium 29 while the right side on the paper
corresponds to the outer periphery 46 of the disk. The
region of the inner periphery 45 side of the disk is system
FAT 42 while the outer periphery 46 side of the disk is
data 43.

The system FAT 42 is a system region that the user
cannot access and is a region such as for file management
information where the control means 14 utilizes in order
to control the system.

On the other hand, the data 43 is a region that the

user can access and AV data is recorded. That is to say,
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34:tTh?t is to say, the value of the CCl is allocated for each recording
nit. In addition, the file managenent information includes a FAT (file
allocation table) and information that is referred to as directory. The
FAT is a table wherein the address of a recording wunit and the add-ress of

the next recording unit nmake a pair and indi i : _
; . icates in which i
and in which order the data of a file is stored. In additioL?C?Lglng unit

directory is a table that manages a file in i i
: a hierarchical i
tabl e wherein the address of,the hgadt%%c%rrgé' Aigt bqlﬂ?g}ggﬁf;eg it?l;dn;?rea
iaggi ngi ggta?shsqléﬁ\éﬁ th FheS i1 Pt etst 6150 As ﬁg?# as " information
( . e properties such as,whether eyt i ¢
readi ng |rlQﬁCVMEFﬁértﬂﬁé‘%&%@¥w??ﬂn rﬂf;j%%g%%gkgeﬁg%%%§9%2?953k¥02223ing

o G Y FRE e s e ranaosd b

enbodi ment [ n such_.a gonflauration Ls fescr) bed.andatn dise cespaech |

At thigdtgkiq @Eﬁiﬁigy% fl?n § e SaTk IMENNer as i n fﬂe first enbodi nent.

anot her in ‘@@ae sgﬂétn'ﬁﬁ%&&l %\iy;ﬁgﬁrﬁgggll{rlsgt Sgﬁgggieénggggggambbm dder
each recording unit.

Inaddition,thefilemanagementinformationincludes
a FAT (file allocation table) and information that is
referred to as directory.

The FAT is a table wherein the address of a recording
unit and the address of the next recording unit make a pair
and indicates in which recording unit and in which order
the data of a file is stored.

In addition, the directory is a table that manages
a file in a hierarchical manner and is a table wherein the
address of the head recording unit in which a file name
and the data stored in the file are stored as well as
information indicating the properties such as whether the
fileisexclusivelyforreadinginorwhethertheoverwriting
is possible make a pair.

Processing:muﬂlasfilefbrmation,editing,erasing,
and the like, can be managed by using the FAT and the
directory.

Next,theoperathnuofthepresentembodimentinsuch

a configuration is described.
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Whenever the recording of the AV data in a new recording unit is

conpl eted, the control neans 14 produces or updates the file nanagenent
information that indicates in which recording unit the AV data is
recorded. Then, this file nanagenment information is stored in its own
menory. Then, when the recording of the AV data is all conpleted, the
control means 14 wites the produced or updated file managenent
information into the system FAT 42 so as to update the system FAT 42.
Finally, the conmwldamanss Measites thethal herof diek Q@havétuber évording
unit, into which the AV data is newy witten, into the file nmanagenent

i nf or mat i orch Isnd heare dad @ irs thie i retc emdesti imehhe nagnehie t tinek
medi um 29 at the time when the AV data is recorded, and after the

recordi ng afhd frev AVadat asi secompled eth tdechnaeagedEnty iud ot neneoatter
recorded in the nagnetic disk nedium29 and finally the CC is witten
into the sygi®fheFAIn42hd nsAddi hboned tas simssheed itdsdt drizodsmenttur ns of f
t he power of the hard disk apparatus 2 by mistakenly pulling out the power
pl ug of t haythekdveirskhappaycd i RgwWhEl ehehaVAdadat dni s bewngreecoddadt | n
such a case, the portions of the file managenent information and the CCl
that have \ahieadycoeaipletegpraies donthel Avaas 4 4 pabdsad peadpdafes

recording condition are erased.
the file management information that 1nd1cates in which
recording unit the AV data is recorded. Then, this file
management information is stored in its own memory.
Then, when the recordingof theAVdataisall completed,
the control means 14 writes the produced or updated file
managementinformatiénintothesystemFAT42sx)astoupdate
the system FAT 42.

Finally, the control means 14 writes the value of the
CCI of the recording unit, into which the AV data is newly
written, into the file management information.

Thus the AV data is first recorded in the magnetic
disk medium 29 at the time when the AV data is recorded,
and after the recording of the AV data 1s completed the
management information is recorded in the magnetic disk
medium 29 and finally the CCI is written into the system
FAT 42.

In addition, it is assumed that the user turns off
the power of the harddisk épparatus 2 by mistakenly pulling

out the power plug of the hard disk apparatus 2 while the
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The hard di sk apparatﬁs 2 of the present enbodinment r
_ _ the eproduces the AV

data, of which the recording is interrupted in such a ganner, as follows
The control neans 14 determ nes the order in which enpty recording units
of the magnetic disk 29 is used for witing according to predeterm ned
Lules. The control neans 14 reproduces the AV data, of which the recording
bas been interrupted, fromthe file management information before updating
Tﬁeﬁssgﬂgngethat Ehe AV data is recorded according to the above rules

, ncrypti on neans 11 att ts C i Si hnat |
of the val d %ﬁa 2B RECHE FRE T Theh TuEPhar sors” the AV data e

crypte rom_the_, begi nni ng by .usi I f , | ¢

gﬁ’g(r)éﬁr:sn? 9% SR cks Tllfl“‘?n"l*ﬁ%”f%}td lﬁ%%%&é?’a Ed?ciz) %}ﬁgﬁ%ﬁpiﬁlgégﬁa% the
_ n can normal ly decr he ata, of by t i [
|nterrupted%l¥%agﬁeb§58&brﬁﬁﬁﬁgﬁgéFﬁ?fﬁégnéﬁéégﬁﬁgn%nd o?gt%gg%%@gggglzg

detected from the continuity of the of PCR th i
\ d at is attached to th
t ransport p%%%%%dl?ﬁaﬁqQﬁﬁ%ggay?thgﬁgkﬁgﬁs attached to the transport ©

packet at intervals qf 100,ns, at_the | j
fﬁgn$$; xglue o; iﬁ%quﬁﬁgrdggkb?P982359?ﬂ§§Fﬁﬁ@?“ﬁ§ﬁ§¥?§ﬂﬁh?f%°?§fﬁ?§:ﬁp at
ncy o
9 rgproduc$§%heAVdata,ofwhichtherecordingisinterrupted

in such a manner, as follows.

The control means 14 determines the order in which
empty recording units of the magnetic disk 29 is used for
writing according to predetermined rules.

The control means 14 reproduces the AV data, of which
therecordinghasbeeninterrupted,fromthefilemanagement
information before updating by assuming that the AV data
is reco;ded according to the above rules. Then, the
encryption means 11 attempts decrypting by using a
combination of the values for 2 bits of the CCI.

Then, furthermore, the AV data is decrypted from the
beginning by using the values of the CCI of which the
decrypting is successful.

The hard disk apparatus 2 of the present embodiment
can normally decrypt the AV data, of which the recording
is interrupted, in the above manner.

Furthermore, the end of the AV data is detected from
the continuity of the value of PCR that is attached to the

transport packet.
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Accordi ngly, when the value of PCR changes to the value corresponding to
100 nms, or nore, it is understood that another piece of AV data is
reproduced by exceeding the termnal of the AV data. Accordingly, the
encryption means 11 transfers the AV data only in the range, where the
value of PCR is continuous, to the I/F 4. Here, though the hard disk
apparatus 2 of the present enbodinment is described as encrypting and
decrypting in the sane manner as in the first enbodi nent, the invention

is not limted tordisis Eierawit | andliddrering frammedato thettwahspstrt
enbodi nent may be carried out. In summary, any hard di sk apparatus may be

used as 'Ofiﬂaé‘ ettafalfii88vall 08NEOYPhsOALtbYhesl oggtbe Sk ther velers
t hough t he “har i sk apparatus 2 of the present enbodinent is described as

attenpting feerapting cH¥nassuhnact be wakugpwér G3 bitthe aimy ¢htel dowies not
limted to this. The CCI nmay be recorded in the magnetic disk 29 before

the AV datayis; £gcqided sothas e @Ctns phuguenayecof d2d MHzt he
recordi ng means 15 even when the recording of the AV data is interrupted.

Fur t her nor ea -t BeHalh diRe, reeendiRe apparates PO thengss odocthenvapper at us
of the present i1nverntion are described as being integrated in the hard

di sk appar at §5 e 2 RELP Sl Neot Q0DhasOr esentio eehodicment urtdwer shoent itdrat s
not limted to this. The recordi ng apparatus of the present
another piece of AV data is reproduced by exceeding the
terminal of the AVdata. Accordingly, theencryptionmeans
11 transfers the AV data only in the range, where the value
of PCR is continuous, to the I/F 4.

Here, though the hard disk apparatus 2 of the present
embodiment is described as encrypting and decrypting in
the same manner as in the first embodiment, the invention
is not limited to this. Encryption differing from that
in the first embodiment may be carriéd out. In summary,
any hard disk apparatus may be used as long as it carries
out encryption by using the CCI.

Moreover, though the hard disk apparatus 2 of the
present embodiment is described as attempting decrypting
by assuming the value of CCI, the invention is not limited
to this. The CCI may be recorded in the magnetic disk 29
before the AV data is recorded so that the CCI is always
recorded in the recording means 15 even when the recording
of the AV data is interrupted. -

Furthermore, though the recording apparatus and the
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invention may be fornmed of the I/F 4, the encryption neans 11

nmeans 14 and the recording nmeans 15 and may bgpan appar at us fbrtrgcg?3}L8|
AV data while the reproduction apparatus of the present invention nay be
formed of the I/F 4, the decryption neans 12, the control means 14 and the
recording means 15 and, in other words, the recording apparatus of the
present invention nmay only be provided with an encryption neans, a control

means and a recording nmeans. In addition, the reproducti
i i | ' on a
the present invention may onl P pparatus of

glcj)(r:\}]r?Larﬁ?iﬁzﬁx%r@pﬁ%ﬁggﬁp% \él eegsémﬁt?ggﬁﬁcog?ﬁ@ln&%gﬂ ggggfl ggg :
he i nvent iGsF5LRGA PenpRods {0 ERFER R d Trbrdudent. Tl orRaPE5h ‘Sth a8
i i N L
(ot echnol 091 [ DUSLERL s MAURUE, Mo QLpUE NG, Bectstt
of 1116 mantgERBAL A ReRhEe SAETES SRy L/F| e RURGERNERC Rl AFRat] on i n
ngd_os( Erﬂﬁb?lElng\ggai ,rcpgf{%rdcgfgmggnaanll raer?éogf’{gt ir%r(]:offd)inflx(5l maLfsdiisk Jiy be
may be an apparatus for recording AV data while the
reproduction apparatus of the present invention may be
formed of the I/F 4, the decryption means 12, the control
means 14 and the recording means 15 and, in other words,
the recording apparatus of the present invention may only
be provided with an encryption means, a control means and
arecordingmeans. Inaddition, the reproductionapparatus
of the present invention may only be provided with a
decryption means and a control means.
ﬁurthermore, though the present embodiment is
described such that the file management information
includesFATandthedirectory,theinventimnisnotlimited
to this. FilemanagementinformationsudhastheHPFS(high
performance file system) in 0S/2, the file system of Mac
0S, the i node in UNIX, the VFAT (virtual FAT) in Windows
95, the NTFS (new technology file systém) of Windows NT,
or the like, may be used. Here, in this case, it is necessary
for the recording unit described in the first embodiment

to be agreed with the recording block of these types of
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Next, the third enbodi ment is described. Fig 10 shows a confi i

hard di sk apparatus 47 that is one enbodingnt of a recordingggggglg?ugfaﬁd
a reproduction apparatus of the present invention. The hard di sk apparatus
47 of the present enbodinment is provided with an I/F 48 in place of the
I/F 4 of the first enmbodinent. In addition, a controller 51 of the

present enbodi ment does not have the encryption nmeans 11, the decryption
means 12 and t he device unique key 13. The I/F 48 is an interface, which

does not decrypt the encrypst se f

é;ﬁgsgerf ;ﬁiygsﬁﬂ%a%%ﬂ?Pﬁl %?ggﬁgtgﬁg?hhic E?%gﬂ%%2?§ﬂf£§ré%%%?gg?gﬁ'isd
en ro e . contr.ol l.er 51.t e 1 ; i

fﬁgeg gar:sl%féi??ﬁlgﬁhﬁgéggh%f&thh%?F%f'o$ ?hggéfggﬁjg%ﬁ%%rﬁgﬁt?hﬁgg?'
peration o har isk_a rats. 47 h t i i

the above 66%?FQQPEV¥9Pi%?oﬁegcggggg%%ﬁ%m@??yb%n%$%%§fgzceeggoghgeggih?s

at the time of T ebghoPngERGORHETE described. The |7 F 16 and the |/F 48
oot Sne Shh ERE" a0 RSB e gt 0 e 11!
Then, the I/F 48 %98”% fsih%swsa% Egg%qrMLSHWQJ hakdl disk apparatu.s
47 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The hard disk apparatus 47 of the present embodiment
is provided with an I/F 48 in place of the I/F 4 of the
first embodiment. In addition, a controller 51 of the
present embodiment does not have the encryption means 11,
the decryption means 12 and the device unigque key 13.

The I/F 48 is an interface, which does not decrypt
the encrypted AV data sent from the IEEE 1394 bus 1 and
transfers it to the controller 51, and which transfers the
encrypted AV data sent from the controller 51 to the IEEE
1394 bus 1 without change. Other parts are the same as
of the I/F 4 of the first embodiment.

Next, the operation of the hard disk apparatus 47 of
the present embodiment in the above configuration is
described primarily in reference to the points differing

_ from the operation in the first embodiment.

First, the operation at the time of recording AV data

is described.
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recei ves an isochronous packet sent fromthe host system 3. Then, an MPEG 2
transport streamis reconstructed from the isochronous packet. Then, the
transport packet is sequentially transferred to the controller 51. The
control nmeans 14 controls the recording neans 15 to record the encrypted
AV data in the magnetic disk 29. CQher parts are the sane as in the first
enbodi nent. The hard di sk apparatus 47 of the present enbodi ment recodes
the encrypted AV data without change in the above manner. Next, the
operation at themHdre whes she €enerypr etB ot xata dst reepreathicedcation

descri_bed._The | IF 16 and the | IF 4 8 carries out the certification
operation igpd gt sane MRS Seménmbheefr st Embbdenént s tarinbedementthe
certification is assuned to be successful. Then, the control neans 14

control s thd ecgish nogtheansrtifite triead iouta shenedcry fedviceas fudnd,

then, the controller 51 transfers the read out AV data to the I/F 48 as
the MPEG Zrngmnsppet IS emdn idbathi/fEe48 dn ahsbehsonbeisenthyphed RPEG 2
transport streamto the | EEE 1394 bus 1 as an isochronous packet. Al

ot her partsra¢eivrhe sane saslrondesfpaskedniseditedntom tihe hastd dyskem

apparatus 47, having a sinple configuration, can protect the co righ
AV data by 3. ° P Py rignt o

Then, an MPEG 2 transport streamis reconstructéd from
the isochronous packet. Then, the transport packet is
sequentially transferred to the controller 51.

The control means 14 controls the recording means 15
to record the encrypted AV data in the magnetic disk 29.

Other parts are thé same as in the first embodiment.

The hard disk apparatus 47 of the present embodiment
recodes the encrypted AV data without change in the above
manner. ”

Next, the operation at the time when the encrypted
AV data is reproduced is described.

The I/F 16 and the I/F 48 carries out thecertification
dperation in the same manner as in the first embodiment
and, then, the certification is assumed to be sﬁccessful.
Then, the control means 14 controls the recording means
15 to read out the encryptedAvV data and, then, thecontroller
51 transfers the read out AV data to the I/F 48 as the MPEG
2 transport stream. |

The I/F 48 transfers the encrypted MPEG 2 transport
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recording or reproducing the AV data, which is encrypted for transm ssion,
wi t hout change. (Fourth Embodinent) Next, the fourth enbodiment is
described. Fig 1 shows a hard disk apparatus 2 that is one enbodinent of a
recording apparatus and a reproduction apparatus of the present invention.
The hard di sk apparatus 2 of the present enbodi nent has another encryption
means and anot her decryption neans in place of the encryption neans 11
and the decryption neans 12 of the hard disk apparatus 2 described in the

;LLZ£aSE§Og;%$Q%%eEBgt%£ £80 GNELMPY W§§n§s@gh9§nkh§sEﬁé@k@&ﬁk

present” enbodinent. 1n addition, Fig 12 shows a

decryption means P%lll ?tﬁhte:}gg?e?fﬁé%@% eqhodi pents ﬂ%&fﬁgr&ter@@@egfn@%. is

descri bed primari erence to the encryption neans 60 and the

decryption meansuGl fhgh el dgominasasnddeifaral saapodiment. 1n Fig

;ﬁa ggeeﬁgfrygtiozfﬁe$ﬂst6 _ st ned o encryptor 19, an encryptor 52
P e AL afba AL, Eg{ BBkt ETEENSt oD B0 SOy |
OO 10 ST Lt Th3 oAy 98Ynct RGeS MR, 1id s geanspriand 1o
encrypting EQ% %Egh%dﬁﬁgfg%§OWEQEBJ€“%hange.

(Fourth Embodiment)

Next, the fourth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusofthepresentinvention. Theharddisk apparatus
2 of the present embodiment has another encryption means
and another decryption means in place of the encryption
means 11 and the decryption means 12 of the hard disk
apparatus 2 described in the first embodiment.

Fig 11 shows an encryption means 60 of the hard disk
apparatus 2 of the present embodiment. In addition, Fig
12 shows a decryption means 61 of the present embodiment.

The present embodiment is described primarily in
reference to the encryption means 60 and the decryption
means 61 that differ from those in the first embodiment.

In Fig 11, the encryption means 60 is formed of an
encryptor 19, an encryptor 52 and an encryptor 21. That _

istosay,theencryptionmeans60differsfromtheencryption

means 11 of the first embodiment and does not use the CCI
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encrypted title key 28 is outputted. Here, the title key 23 of the present
enbodi ment is an exanple of the first information of the present

invention. The encryptor 52 is a nmeans of generating a content key that is
gai ned by encrypting the title key 23 by using the recording unit nunber
25. The encryptor 21 is a nmeans of encrypting the content 26 by using a
content key. Fig 12 shows a decryption neans 61 of the hard disk apparatus
2 of the present enbodinment. In Fig 12, the decryption neans 61 is forned

of a decryptor 3 tor 53 and a d :
. +48¢ YP and a decryptor 33. The decryption
nmeans 61 dﬁg?er% %FX%mﬁhg{ of the first enbodi nrent and does notygse t he

CCl for decrypti %%J Egs; tég&%ﬁ éfeﬂe éﬁ&gg%xpmris”ﬂa s s SBENSe QB 1headi ng.

in the device uni'qu is stored in the secret region 18 and of

decrypting fhe encaypted titil 8 keye?81 Bytnisi 89 LR eyi te theqyeckex 13 so
that the ti%$e key ég I'S 5ﬁf§ﬁ%tee. Her e, ?he title key Zé@%fqthg p?ésent

enbodi ment s _. gxa | the- Rd kpto [Pel% 4 hespr eagmt
i nvention. r%%%ggecﬁygpgroggﬁ s éﬁﬁggn g %d§g$§6?iﬁg§the ??t?egge§£§3by

using the recordind init TWPey, 38 SQ autgugesgrate a content key.

Here, the title key 23 of the present embodiment is
anexampleofthefirstinformationofthepresentinvention.

The encryptor 52 is a means of generating a content
key that is gained by encrypting the title key 23 by using
the recording unit number 25.

The encryptor 21 is a means of encrypting the content
26 by using a content key.

Fig 12 shows a decryption means 61 of the hard disk
apparatus 2 of the present embodiment.

In Fig 12, the decryption means 611is formed of a
decryptor 31, a decryptor 53 and a decryptor 33. The
decryptionmeans61differsfromthatofthefirstémbodiment
and does not use the CCI for decrypting.

That is to say, the decryptor 31 is a means of reading
in the device unique key 13 that is stored in the secret
region 18 and of decrypting the encrypted title key 28 by
using the device unique key 13 so that the title key 35
is outputted.

Here, the title key 28 of the present embodiment is

an example of the second information of the present
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The decryptor 33 is a neans of decrypting the encrypted contents 17 by
using a content key so as to output the decrypted content 37. Next, the
operation of the present enbodinment in such a configuration is described
primarily in reference to the operations of the encryption neans 60 and
the decryption neans 61 that differ fromthose of the first enbodi nent.
First, the operation of the encryption neans 60 is described. The
encryptor 19 reads in the device unique key 13 stored in the secret region
18. The encypypéhenomeans 60 detects the title key 23 that is added to the
AV data sent fromthe I/F 4. Then, the encryptor 19 encrypts the detected

title key 23 by mBapsie®fypherdedi ¢g unimguerkeyf ciNeptingt hbet ttiltd key 23
encrypted by the encryptor 19 is recorded according to the control of the

control neapsy 3 md heg saeer aaoreriasuaf t hembeerypiseda sitd gekeyas in
t he magnetic di sk medium 29 of the recording neans 15. Furthernore, the

encryption sregpatéatdatgets the CC 24 that is sent by being added to the
AV data. The detected CCl 24 is recorded in the magnetic di sk medi um 29 of

the recording negns dtrBsotde 380 s 2/maanerdst Hg dnyrithiengdite ehcryfp ek

control neans 14. The encryption nmeans 6 O inds the recording unit nunber
contents 17 by using a content key so as to output the
decrypted content 37.

Next, the operation of the present embodiment in such
aconfigurationjj;describedpmimarilyjjlreference'U)the
operations of the encryption means 60 and the decryption
means 61 that differ from those of the first embodiment.

First, the operation of the encrybtion means 60 is
described.

The encryptor 19 reads in the device unique key 13
stored in the secret region 18.

The encryption means 60 detects the title key'23 that
is added to the AV data sent from the I/F 4. Then, the
encryptor 19 encrypts the detected title key 23 by means
of the device unique key 13.

Next, the title key 23 encrypted by the encryptor 19
is recorded according to the control of the control means
14 in the same manner as of the encrypted title key 28 in
the magnetic disk medium 29 of the recording means 15.

Furthermore, the encryption means 60 defects the CCI

24 that is sent by being added to the AV data. The detected
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25 of the recording unit in which the CCl is recorded. The encryptor 52
encrypts the title key 23 by using the recording unit nunber 25 of the
recording unit in which the AV data is to be recorded. This encrypted
information is referred to as content key. The content key is encrypted
by using the recording unit nunber 25 and varies for each recording unit.
Next, the encryptor 21 encrypts the content 26 that is the AV data to be
recorded by using the content key. The encrypted AV data is recorded, as
t he- encr ypt@uI coat £at setdrdad tie tleeanagngtini 0 istheredhumt 2Psotfo the
recorded, of the magnetic disk nmedium 29 of the recording neans 15
accordi ng tret¢bediont melans 1tShe sc ahter QIC I@dnsicbhrdingheof bheowbng riche
operation is repeated wherein the title key 23 is encrypted by using the
recordi ng wi tthaunbertz2hl froeaeach4r.ecording unit so as to generate a
content key in the same manner as the above and the generated content key
is used to encryplhé¢ beceyniteindn Aéase ¢ Odtindetbacreqredingontienhubbears
recorded in the magnetic di sk nmedi um 29. Thus the hard di sk nmedi um 29
records the?AVoflathe afecawhithgt heicopyr ivhichr thectd®@h is necess&dy., in
t he magnetic di sk medium 29. Next, the operation of the decryption neans 61
is described. ThHehdesmypyptodlsPleatsnypthetlwevitelenkeye2BepylB8sing

the recording unit number 25 of the recording unit in which

the AV data is to be recorded. This encrypted information

is referred to as content key. The content key is encrypted

by using the recording unit number 25 and varies for each

recording unit.

Next, the encryptor 21 encrypts the content 26 that
is the AV data to be recorded by using the content key.

The encrypted AV data is recorded, as the-encrypted
contents 17, in the recording unit, wherein it is to be
recorded, of the magnetic disk medium 29 of the recording
means 15 according to the control of the control means 14.

In the following the operation is repeated wherein
the title key 23 is encrypted by using the recording unit
number 25 for each recording unit so as to generate a content
key in the same manner as the above and the generated content
key is used to encrypt the content 26 so that the encrypted
content 17 is recorded in the magnetic disk medium 29.

Thus the hard disk medium 29 records the AV data, of

whichthecopyrightprotectionisnecessary,inthemagnetic

_97_



stored in the secret region 18. Furthernore, the recording neans 15 reads
out the encrypted title key 28 fromthe nmagnetic di sk medium 29 according
to the control of the control neans 14. The decryptor 31 decrypts the
encrypted title key 28 by neans of the device unique key 13. Then, the
decryption neans 61 transfers the decrypted title key 35 to the I/F 4. The
recordi ng neans 15 reads out the CCl 27 fromthe magnetic disk nmedium 29
according to the control of the control neans 14. The decryption neans 12
transfers tdieslCGhed7utmo 2%e |/ F 4. The control neans 14 designates the
recording unit 39 fromwhich the encrypted content 17 is to be read out
and control s the Neecor dthg pparstlisn cof edicogteaticpebanemeams’ @¢hatsis the
information stored in the recording unit 39. The decrypt ion nmeans 61 finds
t he recordidgsanibedunber 25 of the recording unit 39. The decryptor 53
decrypts the title key 35 by using the recording unit nunber 25 of the
recording unit 3%He adecwhptbrddtla ieads be tbaddemicerhinideer fgived 3
information is referred to as content key. Since the content key is
decrypt ed bytosedginhehecoedray ueigtiarur®r 25, it varies
Furthermore, the recording means 15 reads out the
encrypted title key 28 from the magnetic disk medium 29
according to the control of the control means 14,
The decryptor 31 decrypts the encrypted title key 28
by means of the device unique key 13. Then, the decryption
means 61 transfers the decrypted title key 35 to the I/F
4.
The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.
The decryption means 12 transfers the CCI 27 to the
I/F 4.
The control means 14 designates the recording unit
39 from which the encrypted content 17 is to be read out
and controls the recording means 15 to read out the content
17 that is the information stored in the recording unit
39.
Thedecryptionmeans6lfindstherecordingunitnumber

25 of the recording unit 39.

The decryptor 53 decrypts the title key 35 by using

- 98 -



for each recording unit. Next, the recording neans 15 reads out the
encrypted content 17 that is the information stored in the recording
unit, fromwhich the information is to be read out, of the magnetic disk
medi um 29 according to the control of the control neans 14. Next, the
decryptor 33 decrypts the encrypted content 17 read out by the recording
means 15 by using the content Kkey. The decryption neans 61 transfers the
decrypted content 37 to the I/F 4. In the followi ng, the operation is

repeated i nfbe o SaPE: ABNARL ¢ WhRbeiN 2he £t thkerkey a5 rigs utddr Bt Edofror
each recording unit by using the recording unit nunber 25 so as to

generate a QOLENGaKgYisWAETSEN-EHE €0€rypTRA scdricaniptdd isfoemdtdom and
wherein the encrypted content 17 is decrypted by using the content key so

that the degsypted, e@Nt@Nta LdStEhaNRESTT e it d hehd /FortantakelyPES 2
transport stream The sanme effects as in the first enbodi mrent can be

gai ned by ysi g, bhe LR ¥R heNt HBans c6@ dandy ke Weemppst @b nmeanyagleswhi ch
are descri bed |%bthe p?ésentggnbodinent, ﬂg% t he hafgﬂZisk apparatﬁé 2.Ifn

gggigion, the ?ngﬁ?ﬂﬂéﬁbﬁ@ﬁﬁé 6@ iand the decryption means 61 can of
e be applied to a variety of

Next, the recording means 15 reads out the encrypted
content 17 that is the information stored in the récording
unit, from which the information is to be read out, of the
magnetic disk medium 29 according to the control of the
control means 14.

Next,thedecryptar33decryptstheencryptedcontent
17 read out by the recdrding‘means 15 by using the content
key.

The decryption means 61 transfers the decrypted
content 37 to the I/F 4.

In the following, the operation is repeated in the
same manner, wherein the title key 35 is decrypted for each
recording unit by using the recording unit number 25 so
as to generate a content key, wherein the encrypted content
17 is read out and wherein the encrypted content 17 is
decrypted by using the content key so that the decrypted
content 27 is transferred to the I/F 4 as an MPEG 2 transport
stream.

The same effects as in the first embodiment can be

gained by using the encryption means 60 and the decryption
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nodi fications described in the first enmbodiment. (Fifth Enbodi ment) Next,
the fifth enmbodiment is described. Fig 1 shows a hard di sk apparatus 2 that
is one enbodinent of a recording apparatus and a reproduction apparatus
of the present invention. The hard disk apparatus 2 of the present

enbodi nent has anot her encryption neans and another decryption neans in
place of the encryption neans 11 and the decryption neans 12 of the hard
di sk apparatus 2 described in the first enmbodinent. Fig 13 shows an

encryption means £2 ofnihe had distk appar ahushe pleldentpreasend irshadi ment.
In addition, Fig 14 shows a decryption nmeans 63 of the present embodi nent.

The presentI@n@gglﬂggg.@gjg@sgﬁpgggtgglqarlly in reference to the
encryption nmeans 62 and the decryption nmneans 63 that differ fromthose of

the first enbodi ngptqqhiR 100 4Be driter BHEl ¥R sBan 2 detoyprdoaf an
adder 54, an encryptor 55 and an encryptor 21. The encryption nmeans 62 of

the presemm%{ﬁi?gdwe'&t brdidf efSubseMod R EnLedptbon nransed afid does not
use a title key for the encryption of the AV data. That is to say, the

adder 54 i §,83 808 tabrlened 8kt IBed oMM | PArber dedyodinenation to which
the CCl 24 1s added so as to follow the |lower bit of the device unique key
13. Here, the infgoFpthoAnbedikyn@eneration of the present

Ne#t, the fifth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusof thepresent invention. Theharddiskapparatus
2 of the present émbodiment has another encryption means
and another decryption means in place of the encryption
means 11 and the decryption means 12 of the hard disk
apparatus 2 described in the first embodiment.

Fig 13 shows an encryption means 62 of the hard disk
apparatus 2 of the present embodiment. In addition, Fig
14 shows a decryption means 63 of the present embodiment.

The present embodiment is described primarily in
reference to the encryption means 62 and the decryption
means 63 that differ from those of the first embodiment.

In Fig 13, the encryption means 62 are formed of an
adder 54, an encryptor 55 and an encryptor 21. The
encryptionn@ans62cﬁfthepresentembodimentdiffersfrom

the encryption means 11 and does not use a title key for

the encryption of the AV data.
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enbodi ment is an exanple of the first information of the present

invention. The encryptor 55 is a neans of generating a content Kkey that is
gained by encrypting the information for key generation using the
recording unit number 25. The encryptor 21 is a neans of encrypting the
content 26 by using a content key. Fig 14 shows a decryption nmeans 63 of
the hard disk apparatus 2 of the present enbodiment. In Fig 14, the
decryption nmeans 13 is formed of an adder 56, a decryptor 57 and a
decryptor 33. Theadder $6oi sap, ehasadder dadliingaimeehe dbviereualtddd key
13 stored in the secret region 18 and of generating information for key
gener at i on #/0f ¥ins e itdhe F6C k86 genadded orstoashiohf thediE T e HoweAdgid of
the device unique key 13. The decryptor 57 is a neans of decrypting the
i nformati onsd s key fisnesattioa bywasinpttde tkeeoﬂdvhgeunnﬂqumjgﬁ@éfr 125 so as
to generate a content key. The decryptor 33 is a neans of decrypting the
encrypted COﬂtheﬁé,mhaﬁmﬁgrmanmmfﬁbrMQygenasatimmoﬁnhqnéeééﬂWpted
content 37. Next, the operation of the present enbodinent in such a

confi guratigfobgifesa ilheduprdxmnply o tbkefemse tio fdvemagperadfodd®f t he
encryption means 62 and the decryption neans 63 that differ fromthe first
enbodi ment .present invention.

The encryptor 55 is a means of generating a content
key that is gained by encrypting the information for key
generation using the recording unit number 25

The encryptor 21 is a means of encrypting the content
26 by using a content key.

Fig 14 shows a decryption means 63 of the hard disk
apparatus 2 of the present embodiment.

In Fig 14, the decryption means 13 is formed of an
adder 56, a decryptor 57 and a decryptor 33.

The adder 56 is a means of reading in the device unique
key 13 stored in the secret region 18 and of generating
information for key generation to which the CCI 36 is added
so as to follow the lower bit of the device unique key 13.

The decryptor 57 is a means of decrypting the
information for key generation by using the recording unit
number 25 so as to generate a content key.

Thedecryptor33isan@ansofdecryptingtheencrypted
contentl7byusingacontentkeysoastooutputthedecrypted

content 37.
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First, the operation of the encryption neans 62 is described. The adder 54
reads in the device unique key 13 stored in the secret region 18. Then,
information for key generation to which the CCl 24 is added so as to
follow the |Iower bit of the device unique key 13 is generat ed.

Furthernore, the encryption nmeans 62 detects the CCl 24 that is sent by
being attached to the AV data. The detected CC 24 is recorded, as the CC
27, in the magnetic disk nedium 29 of the recordi ng neans 15 according to
the control of tNextprithobpesmisian.ofTiéE Pres siddembigesrt diesuch
information for key generation to which the CCl_ 24 is added so as to

fol l ow the lcomfiditabdfionhesddesce ibeidpes kar 1By IThe edifrspee dP Fdhs 62
finds the recording unit nunmber 25 of the. recording unit in which data is
to be recoraleelratibasend jiite @n&syphéprypmearte §hfandmtlondeeF YR ON
generation by using the recording unit nunber 25 of the recording unit in
whi ch the A\camsabids ttethediBfordédonThike EhspfpeadPqdiBeREti on is
referred to as a content key. Since the content key is encrypted by using
the recordi ng uniEinsfbeth2sopearati¢rsofotheaeh GeBoE HPRGMEANS, 0Nesd , the
encryptor 21 encrypts the content 26 that is the AV data to be recorded by
using the obmsentiblesl.. The encrypted AV data is recorded, as the encrypted

The adder 54 reads in the device unique key 13 stored
in the secret region 18. Then, information for key
generation to which the CCI 24 is added so as to follow
the lower bit of the device unique key 13 is generated.

Furthermore, the encryption means 62 detects the CCI
24thatissentbybeingattachedtotheAVdata. The detected
CCI 24 is recorded, as the CCI 27, in the magnetic disk
medium 29 of the recording means 15 according to the control
of the control means 14.

Then, the adder 54 generates information for key
generation to which the CCI 24 is added so as to follow
the lower bit of the device unique key 13.

The encryptionmeans 62 finds the recordingunitnumber
25 of the recording unit in which data is to be recorded.

The encryptor 55 encrypts the information for key
generation by using the recording unit number 25 of the
recording unit in which the AV data is to be recorded. This
encrypted information is referred to as a content key.

Since the content key is encrypted by using the recording
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content 17, in the recording unit, wherein the data is to

the magnetic di sk medium 29 of the. recording neans 15 accgsd{ﬁgoige?heOf
control of the control neans 14. In the follow ng, the operation is
repeated in the same manner wherein the information for key generation is
encrypted for each recording unit by using the recording unit nunber 25 so
as to generate a content key and the generated content key is used to
encrypt the content 26 so that the encrypted content 17 is recorded in the

magnetic djske MBipORS 5 Thus (heikar ¢ ok skaordiremc®iegondstthe AV data
of which SLe copyright protection is necessary, in the magnetic disk

medi um 29. Next, \hber openat iARr9btidie 2deeyntywos MeResc68tient Adsdhiate
! % ’ b . d
The adder 56 reads in the deV|cebun|que key 13 stored in the secret region

18. The recprdifg HRARE 5 f6ads Quldiedly 2ustngmitthe comyreti kel sk
medi um 29 accorglng to the control of the c%ntrolqﬂ;ans 14.gThe dggiiption

nmeans 63 transfers,thenCLlp2ed avt BRdd K4 retier@dderas6tigenenatrgpted
}grﬁgaﬁzLgn&ggé%kﬁftgegﬁra ion to which the CO 27 ys added so as to

il §7 ofif hedeWerramguenkey #Herein the data 1is to
berecorded,ofthenmgneticdisknedium29<xftherecording
means 15 according to thé control of the control means 14.

In the following, the operation is repeated in the
same manner wherein the information for key generation is
encrypted for each recording unit by using the recording
unit number 25 so as to generate a content key and the
generated content key is used to encrypt the content 26
so that the encrypted content 17 is recorded in the magnetic
disk medium 29.

Thus the hard disk meaiun129 records the AV data, of
whichthecopyrightprotectionisnecessary,inthemagnetic
disk medium 29.

Next, the operation of the decryption means 63 1is
described.

The adder 56 reads in the device unique key 13 stored
in the secret region 18.

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 63 transfers the CCI 27 to the
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The control nmeans 14 designates the recording unit 39 fromwhich the
encrypted content 17 is to be read out and controls the recordi ng neans 15
to read out the content 17 that is the information stored in the recording
unit 39. The decrypt ion nmeans 63 finds the recording unit nunber 25 of
the recording unit 39. The decryptor 57 decrypts the information for key
generation by using the recording unit nunmber 25 of the recording unit 39
fromwhich data is to be read out. This decrypted infornmation is referred

to as cont%p kgy. Since the content key is decrypted by the recordin
unit nunber }%5,‘it varies for each recording unit. Next, the recording

means 15 reads oyl { g%ldeefr}(r:éﬁ}pﬁﬁq%ﬁg%@seﬂﬁﬁa}ﬁa@oﬁ %otrh}‘%e'grtjé)xﬁ@'ﬂhit@.@rﬁt ored

in the recording "unit, the information is to be read out, of

the magnet,c ifk g' 9,ac i
nMBALURR 29, accordifaqgt 0ot B8 €8NF60h o@f thBel ot balt means
14. Next, the ec?yg?orugg decrypts the e%crypted con?ent 17Oread out by

the recordhﬂg gggnae%%éﬂ§hggiggg gt eny  key. The decryption neans 63

transfers t crypted content 37/°to the I/F 4. In the follow ng, the
operation is repeg{€d LNt (AR MBANGEs WiBReISY thiee i 1d o6 Pathgn undrt key

generation is
39 from which the encrypted content 17 is to be read out
andcontrolstherecordingn@ans15'U)reajoutthecwntént
17 that is the information stored in the recording unit
39.

Thedecryptionmeans63findstherecordingunitnumber
25 of the recording unit 39.

The decryptor 57 decfypts the information for key
generation by using the recording unit number 25 of the
recording unit 39 from which data is to be read out. This
decryptedinformationisreferredtx>ascontentkey. Since
the content key is decrypted by the recording unit number
25, it varies for each recording unit.

Next, the recording means 15 reads out the encrypted
content 17 that is the information stored in the recording
unit,.fronlwhich the information is to be read out, of the
magnetic disk medium 29 according to the control of the
control means 14.

Next, the decryptor 33 decrypts the encrypted content

17 read out by the recording means 15 using the content

key.
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decrypted for each recording unit by using the recording unit nunber 25 so
as to generate a content key, wherein the encrypted content 17 is read out
so that the encrypted content 17 is decrypted by using the content key and
wherein the decrypted content 27 is transferred to the I/F 4 as an MPEG 2
transport stream The sane effects as in the first enbodi nent can be
gai ned by using the encryption neans 62 and the decryption neans 63, which
are described in the present enbodinent, in the hard disk apparatus 2. In
addi tion, the encrhptideonpans G2 et e6dedmppts Dars nehes @ artefl cour se
be applied to a variety of nodifications described in the first
enbodi nent .c4Stahh Brbadi nemé ) IKExH,. t he sixth enbodi nent is described. Fig
1 shows a hard di sk apparatus 2 that is one enbodinent of a recording
apparatus and a rapridoeicfobhowdpprar athis operhé ipresientrépeahedoin Thee har d
di sk apparatus 2 of the present enbodi nent has anot her encryption neans
and anot hersgeeryphher wrame iim thleade fafrmdei encfypt key gepems tlibrand t he
decryption nmeans 12 of the hard di sk apparatus 2 described in the first
enbodi nent . dét gybheshduwyr aacnarypd rdingeamnst t6bofusghey bhedrdcsokding
apparatus 2 of the present enbodinent. In addition, Fig 16 shows a
decrypti on meansnémbefr tAe poessntoemzoimene. a content key, wherein

the encryptéd content 17 is read out so that the encrypted

content 17 is decrypted by using the content key and wherein

the decrypted content 27 is transferred to the I/F 4 as

an MPEG 2 transport stream.

The same effects as in the first embodiment can be
gained by using the encryption means 62 and the decryption'
means 63, which are described in the present embodiment,
in the hard disk apparatus 2.

Inaddition, theencryptionmeans 62 andthedecryption
means 63 can of course be applied to a variety of
modifications described in the first embodiment.

(Sixth Embodiment)

Next, the sixth embodiment is described.

Fig 1 shows a hard disk apparatus 2 that is one
embodiment of a recording apparatus and a reproduction
apparatusof thepresent invention. Theharddiskapparatus
2 of the present embodiment has another encryption means

and another decryption means in place of the encryption

means 11 and the decryption means 12 of the hard disk
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The present enbodi ment is described primarily in reference to the
encryption nmeans 64 and the decryption neans 65 that differ fromthose of
the first enbodinment. In Fig 15, the encryption neans 64 is forned of an
encryptor -58 and an encryptor 21. The encryption nmeans 64 of the present
enbodi ment differs fromthe encryption means 11 and does not use the title
key and the CCl for the encryption of the AV data. That isto say

t heencryptor 58 is a neans of generating a content key that is géined by

encrypting LHEYGe UNi e 1 KBY 13 usidgrihstr eemiodiingsnmi t nunber 25
Here, the d%€§ce uni que key 13 of the present enbodinent is an exanple-of

the first informgf of i he i i y
. s s Pk esentvpRYent neansTte efctpet hardl disk
means of encryptlndgpke content 26 b%pusing a content ke?FiFig 16 shows

the decrypt‘ji alBans 65 of hie deftskmbappaiaitis Anfaddet] '
_ _ resenntl
enbodi nment . ?ﬁ g?g 16, the dec#?%%lon means 65 is formed of ap decry;ior 59

and a decrypkoty 33 Ihg i ; ; ;
. hdws. ANGeH8GIAIA ehis 66 ERRhopessyptemgotiieedavi ce
uni que key ?é %y usi ng tﬁegfecording uni t nunbdr 5% o) ag tg generate a

Con e 55 by o LB g o ) g rnencivpied
reference to the encryption means 64 and the decryption
means 65 that differ from thosé of the first embodiment.

In Fig 15, the encryption means 64 is formed of an
encryptor ‘58 and an encryptor 21. The encryption means
64 of the present embodiment differs from the encryption
means 11 and does not use the title key and the CCI for
the encryption of the AV data.

Thatistosay,theencryptorSBisameansofgenerating
a content key that is gained by encrypting the device unique
key 13 using the recording unit number 25.

Here, the device unique key 13 of the present
embodiment is an example of the first information of the
present invention.

The encryptor 21 is a means of encrypting the content
26 by using a content key.

Fig 16 shows the decryption means 65 of the hard disk
apparatus 2 of the present embodiment.

In_Fig 16, the decryption means 65 is formed of a
decryptor 59 and a decryptor 33. |

The decryptor 59 is a means of decrypting the device
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decrypted content 37. Next, the operation of the present enbodiment in such
a configuration is described primarily in reference to the operations of
the encryption neans 64 and the decryption nmeans 65 that differ fromthose
of the -first enbodinment. First, the operation of the encryption nmean 64 is
described. The encryption means 64 detects the CC 24 that is sent by
being added to the AV data. The detected CCl 24 is recorded, as the CCl

27, in the magnetic disk nedium 29 of the recording neans 15 according to

thg control _ of hf opgr o} ) Xt @h 1 88ntRdes Qut asdevi ce
uni que keyQEfq?%on$§he§s§%rgF§réb%%ﬁlgg%dﬁgéeﬁcristignﬁ%eans 6%f¥fﬂds

t he recordgﬂg #%hgrg%%p%{éFggggﬁttﬂ% ecording unit in which the CC is to

be recorded: e encry encrypts the disk unique key 13 by using the

recording unit n%pgére?%é&;dt(g?%?rfggrrﬁléggsw aecir@;pﬁéﬁﬁélthféeeﬁéfrgi@tt%d s to

be recorded. This en ormation Is referréd to as content key.

Since the content Koy i OPAYPLAL Dotk kBe kecuidling satbuumber 25,

: . cQon
it varies fo ach rec ng u e encryptor 21 encrypts the

content 26 that LS ¢ \/ dat a~to be récorded by using the content ke
The encrypf%ﬁcaxpgéfgqﬁgﬁF%%grggd, as the encrypted ) Y

Next,theoperathnlofthepresentembodimentinsuch
a configuration is described primarily in reference to the
operations of the encryption means 64 and the decryption
means 65 that differ from those of the first embodiment.

First, the operation of the encryption mean 64 is
described.

The encryption means 64 defects the CCI 24 that is
sent by being added to the AV data. The detected CCI 24
is recorded, as the CCI 27, in the magnetic disk medium
29 of the recording means 15 according to the control of
the control means 14.

The encryptor 58 reads out the device unique key 13
from the secret region 18.

Theencryptionmeans64findstherecordingunitnumber
25 of the rec.ording unit in which the CCI is to be recorded.

The encryptor 58 encrypts the disk unique key 13 by
using the recording unit number 25 of the recording unit
in which the AV data is to be recorded. This encrypted
information is referred to as contenf key. Since the

content key is encrypted by using the recording unit number

- 107 -



content 17, in the recording unit, wherein the data is to be recorded, of
the magnetic di sk nmedium 29 of the recording neans 15 according to thé
control of the control neans 14. In the follow ng, the operation is
repeated in the sane manner, wherein the device unique key 13 is encrypted
for each recording unit by using the recording unit nunber - 25 so as to
generate a content key, wherein the generated content key is used to
encrypt the content 26 and wherein the encrypted content 17 is recorded in
the magnetigs di sk vERdidemZ9d: dhenAY¥edatrdiing whiieh the copyright
protection Is necessary, is recorded in the magnetic disk medium 29 in

such a manner. Nexdxt | henopsiatiproef 2thendesyps itdne neanseB3 2§ that
descri bed. The decryptor 59 reads in the device unique key 13 stored in

the secret yeoine A8 dhhe resasdi pgcorarsl 1oy readagothd heo@Ckn27 kieyom t he
magneti c di sk nmedium 29 according to the control of the control neans 14.

The decryption nesns &bctypestieny theaClls 2édardde, 14§ dhe Taecrypties

means 14 designates the recording unit 39, fromwhich the CCl is to be

read out, angnheenkrohs thethe recording unit, wherein the data is to
berecorded,ofthenwgneticdiskn@dium29taftherecording
means 15 according‘fo the control of the control means 14.

In the following, the operation is repeated in the
same manner, wherein the device unique key 13 1is encrypted
for each recording unit by using the recording unit number
25 so as to generate a content key, wherein the generated
content key is used to encrypt the content 26 and wherein
the encrypted coﬁtent 17 is recorded in the magnetic disk
medium 29.

The AV data, of which the copyright protection is
necessary, is recorded in the magnetic disk medium 29 in
such a manner.

Next, the operation of the decryption means 63 1is
described.

The decryptor 59 reads in the device unique key 13
stored in the secret region 18.

The recording means 15 reads out the CCI 27 from the
magnetic disk medium 29 according to the control of the
control means 14.

The decryption means 65 transfers the CCI 27 to the
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recording means 15 to read out the encrypted content 17 that is the
information stored in the recording unit 39. The decryption neans 63 finds
the recording unit nunber 25 of the recording unit 39. The decryptor 59
decrypts the device unique key by wusing the recording unit nunber 25 of
the recording unit 39 fromwhich data is to be read out. This decrypted
information is referred to as content key. Since the content key is
recorded by using the recording unit nunmber 25, it varies for each
recording unig.4Next, the recording neans 15 reads out the encrypted
content 17 that is the information stored in the recording wunit, from
whi ch the inforneti®ncdstreadpean0fl4 hieshgneties tdies kel dim@9uaddor di ng
to the control of the control neans 14. Next, the decryptor 33 decrypts the
encrypted 3 efitomIwh i eAdthet COY ibetodserrtiad oransadd csnhgotlise tbent ent
key. The recording nmeans 63 transfers the decrypted content 37 to the I/F
4. In the fodéondngg nleampel At tonriead epeat edel enthyp tsedrecomhast Wer ei n
the device unique key 13 is decrypted for each recording unit by using the
recordi ng uhiatnusbehe 2hfeormestiongeherate ia che erdckeyinghenéitn 3the
encrypted content 17 is read out so that the encrypted content 17

The decryptionmeans 63 finds the recordingunitnumber

25 of the recording unit 39.

The decryptor 59 decrypts the device unique key by
using the recording unit number 25 of the recording unit
39 from which data is to be read out. This decrypted
information is referred to as content key. Since the
content key is recordea by using the recording unit number
25, it varies for each recording unit.

Next, the recording means 15 reads out the encrypted
content 17 that is the information stored in the recording
unit, fromwhich the information is readout, of themagnetic
disk medium 29 according to the control of the control means
14.

Next, the decryptor 33 decrypts the encrypted content
17 read out by the recording means 15 using the content
key.

The recordingmeans 63 transfers thedecryptedcontent
37 to the I/F 4.

In the following, thé operation is repeated in the

same manner wherein the device unique key 13 is decrypted
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i s decrypted by using the content key and wherein the

is transferred to the I/F 4 as an MPEG 2 transport strg:ﬁ{yghgddggp;g??oﬁ7
nmeans 65 decrypts the encrypted content 17 in such a manner. The sane
effects as of the first enbodiment can be gained by using t he encryption
nmeans 64 and the decryption nmeans 65, which are described in the present
enbodi ment, in the hard disk apparatus 2. In addition, the encryption
means 64 and the decryption neans 65 can of course be applied to a variety

A e e i
SI X e i i ; : S
oo B R BT e LAY i ererae, e
et yo o SR Th I AL b0, B SRL 1E gheppilar somnentiiana che
ht hat Z?w?i&%&%m&%mﬁﬂ@é R AT e it e (S
S e R R R i o ML BRR S sant e e o

2 transport stream.

Thedecryptionmeans65decryptstheencryptedcontent
17 in such a manner.

The same effects as of the first embodiment can be .
gained by using the encryption means 64 and the decryption
means 65, which are described in the present embodiment,
in the hard disk apparatus 2. |

Inaddition,theencryptionmeans64andthedecryption
means 65 can of course be applied to a variety of
modificafions described in the first embodiment.

Here, though a variety of encryption means and
decryption means are shown in the fourth to the sixth
embodiments, the invention is not limited to these, but
rather, the encryption means and the decryption means, for
example, as shown in-Figs 17,'18 and 19 can also be used
inplaceoftheencryptionmeans1landtheckxxyptionmeans
12 of the hard disk apparatus 2.

Fig 17 (a) shows an encryption means 73. The

encryption means 73 uses the device unigue key 13 so that

the encryptor 67 encrypts the content 26.
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13 so that the decryption nmeans 74 outputs the decrypted i
18(a) shows an encryption neans 75. The encryptionygeans %g”hggg ?EéIFlg
recording unit nunmber 25 so that an encryptor 69 encrypts the content 26
Fig 18 (b) shows a decryption nmeans 76. A decryptor 70 decrypts the -
encrypted content 17, which is encrypted by the encryption neans 75, by
using the recording unit nunber 25 so that the decryption neans 76 butputs
the decrypted content 37. Fig 19(a) shows an encryption nmeans 77.

Encryptor 71 encrypts, {he, congegty 26,0y sUshid of B cdgMi trotnhegaaskey . 13
il tmbef tﬁ

and the recordin n in e encryption neans 77. Here, the

encryption neans_77,can %a i i i - :
£6 gL atbRg areidhan addeicigpad
that the adddeToRBIRESs °f h\él%c%&&%ge un{;qugﬁkg?wg:s ar?d the reco?diﬂrzg ﬁidtSO

nunber 25 332&?.%9518 %g}qtggggﬁng{]e\gmsom?%ﬁhgm S &R SONEBNEN 26Uy Kesi ng

this infor Oows a decryption neans 7 8. A decryptor 72

decrypts the engrypt degantent. 174 { hatybsngnouyplegdddys tie @scrypttiech
UsFAgRRE &

means 77 b evi ¢€ urtifgue key 13 and the recording unit nunber

25 in the decryptio ans 78. Here, the decryption
; ( n4Te : : means 78
Conflguratl%%n§§8Fe5n'an adder is added so thgf t he adder Ty have the

Fig 18(a) shows an encryption means 75. The
encryption means 75 uses the recording unit number 25 so
that an encryptor 69 encrypts the content 26.

Fig 18 (b) shows a decryption means 76. A decryptor
70 decrypts the encrypted content 17, which is encrypted
by the encryption means 75, by using the recording unit
number 25 so that the decryption means 76 outputs the
decrypted content 37.

Fig 19 (a) shows an encryption means 77. Encryptor
71 encrypts the content 26 by using tﬁe device unique key
13 and the recording unit number 25 in the encryption means
77. Here,theencryptionneans’f?canhaveeaconfiguration
wherein an adder is added so that the adder combines the
device unique key 13 and the recording unit number 25 and
so that the encryptor 71 encrypts the content 26 by using
this information.

Fig 19 (b) shows a decryption means 78. A decryptor
72 decrypts the encrypted content 17 that is encrypted by
the encryption means 77 by using the device unique key 13

and the recording unit number 25 in the decryption means
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conbi nes the device uni que key and the recording unit nunber 25 and so
that the decryptor 72 decrypts the encrypted content 17 by using this

i nformation. (Seventh Enbodi ment) Next, the seventh enbodiment is
described. Fig 20 shows a configuration of a hard disk apparatus 83 that
is one enmbodi ment of a recording apparatus and a reproduction apparatus of
the present invention. The hard disk apparatus 83 is provided with a CC
judgnent neans 79 and a reproduction information managenent neans 80 in
addi tion tp%éhe hard di sk apparatus 2 of the first enbodinent. In
addition, it I's provided with an I/F 81 in place of the I/F 4 of the first

enbodi nent and a ,contro i QAP f HARR
. . ngﬁaﬁ 74 ORkKel ns 14 of the
first enbodlnentﬁéﬁ%é %gﬁnt éﬁ%F%BPhg@%$Ep8l gﬁ?gerg fromthe I/F 4 of

the first cnbodpent, &8l Ee. LF S34uskes aqaust G eaton:al seias ng

. I
the recordi®y e control I07even in the case that the CC

of the AV dala .tecelyed {1 omthe dFER ABIAcbuUse b dor Eony eveninas: the

gggg:g:hgrtﬁﬁTh cor _ J a under predeterm ned “conditions
e, notiflic j

18/ 5888 clomaterithe CC
of the AV dg?ﬁlr’idsso%@ﬁytﬁé%g}% ﬁm%?g/dédéfg%:%%?%;éﬁgh%%n ju g?ré;antc rreaens 79 is

a neans of iydg&n%éggbv€£yg RREH?hé%lon the reproduced AV data so

(Seventh Embodiment)

Next, the seventh embodiment is described.

Fig 20 shows a configuration of a hard disk apparatus
83 that is one embodiment of a recording apparatus and a
reproduction apparatus of the present invention.

The hard disk apparatus 83 is brovided with a CCI
judgmentmeans79enmiareproductioninformationmanagement
means 80 in addition to the hard disk apparatus 2 of the
first embodiment. In addition, it is provided with an I/F
81 inplace of the I/F 4 of the first embodiment and a control
means 82 in place of the control means 14 of the first
empodiment.

The point wherein the I/F 81 differs from the I/F 4
of the  first emhodiment is that the I/F 81 makes a
notification of starting the recording process to the
controller 10 even in the case that the CCI of the AV data
received from the IEEE 1394 bus 1 is “Copy Never” and the
controller 10 can record the AV data undér predetermined

conditions according to the notification from the I/F 81
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as determne the value of the CCl after reproduction. The reproduction

i nformati on managenent means 80 is a means of managi ng the reproduction
information that is information of whether or not the AV data recorded in
the recording nmeans 15 is once reproduced for each recording wunit. In
addi tion, the reproduction nmanagenent neans 80 is also a nmeans of managi ng
the information of whether the AV data recorded in the recoding nmeans 15
has been copied, or has not yet been copied, in another device for each

recording uhjdn i thef @688CELL® e gmEpoaduntion datfoimat Copy Nevean ” be
known whet her or not the AV data recorded in the recording unit has been

once reproduced, 1Gf Jwsi Podnheeher €pIOfludgmedit aldanarvd tilee ar mpreoducti on
i nformation can, for exanple, be represented with a flag of one bit. In

addi tion, in,agiarenae La1eRPY i i Tl @ tHe casproéukecwAVi Hattiee AV dat a
recorded in the récording unit has been once copied, or has not been

copi ed at alk. ke &aRtd fhaBRAIUB2 JfS Ehera0s, aifteaddi¢poodtottiiam. control
nmeans 14 of the first enbodi nent, for supplying the CCl of the AV data

during reproduct ime s HEA@BK 1joigEAY rM@ahsn ffa se geme: CuTRI I8 Hes

recording means 15 to carry out, or not to carry out, the reproduction of

the AV data, }82A6C8FIARGRGHNAA tihe CGrotiuchd AV idef ardakiing réwrodugt i on
information of whether or not the AV data recorded in the
recording means 15 is once reproduced for each recording
unit.

In addition, the reproduction management means 80 is
also a means of managing the information of whether the
AV data recorded in the recoding means 15 has been copied,
or has not yet been copied, in another device for each
recording unit.

In referenceix)the'reproduction information, it can
be known whether or not the AV data recorded in the recording
unit has been once reproduced, or has not been reproduce
at all, and the reproduction information can, for example,
be represented with a flag of one bit.

Inaddition,lereference1x>copyinformation,ji;can
be known if the AV data recorded in the recording unit has
been once copied, or has not been copied at all.

The control means 82 is a means, in addition to the
control means 14 of the first embodiment, for supplying

the CCI of the AVdataduring reproduction to the CCI judgment
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and the reproduction information that is generated and updated by the
reproduction information managenment means 80 and for supplying the CCO of
the AV data while being copied to another device to the CCI judgnent neans
79 so as to control the recording nmeans 15 to nake, or not to nmke, a
copy of the AV data in accordance with the CCl of the AV data mhile1being
copi ed and the copy infornmation generated and updated by the reproduction
i nformati on managenent nmeans 80. Here, the CCl judgnent nmeans 79, the

Che. pr esenfamboal Aer 3 o exanit 68 lor Sortror heare ot othe preamnt s
nt orf ace G REDRSENES TAVBR PBR" ROR ~ e ber st on of "Che br ecent
O ot PP S AU AL A3 S50 A8 R L broagt e (o
oSt syt erPaHEnF) FoPE YMREE A AT A T oot of Erart b T ecaraing o the
Com o Lo B kB ebE O R85, Lt POl bends sl SgZfan. Nessro ™ The
80 and for supplying the CCI of the AV data while being
copied to another device to the CCI judgment means 79 SO
as to control the recording means 15 to make, or not to
make, a copy of the AV data in accordance with the CCI of
the AV data while being copied and the copy information
generated and updated by the reproduction information
management means 80.
Here, the CCI judgment means 79, the confrol means
82 and the reproduction information management means 80
of the present embodiment are examples of control meéns
of the present invention while the I/F 81 of the present
embodiment is an example of an interface of the present
invention.
Next,theoperathn1ofthepresentembodimentinsuch
a cénfiguration is described primarily in reference to the
point differing from that of the first embodiment.
First, the operation at the time of recording 1is
described.

AV data is sent from the host system.

The I/F 81 makes a notification of starting recording
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The recording means 15 records the encrypted AV data in th i i
29 according to the control of the con??ol means 82. At th?sn??ggtlfhglégl
is also recorded in the same manner as in the first enbodi nent. Here, the
controLlneans 82 records the AV data in the case that the CC is "Coby
bbver. The"AV data where the CCl recorded in the recording neans 15 is
Copy Never," however, becones unreproducible a predeterm ned period of
tlng after being recorded. How it beconmes unreproducible after the
predet el m ned AL Q8n2h T | 4 IERCELRCA L Mg kN AR E L BROCAN T O
means 82 outDu t g Pso " that it copies the AV data of "Copy Once" and
becones uQ%ﬁProdupggge a E;ﬁggtﬁrnined period of time after being
outputted f Tobyi n °P¥his" %" al so described bel ow. The reproduction

information nanaqﬁggqé%$$§§§i%% n&%ﬁggz%fzehgﬁﬁggggtfgg nif erzr@|t | on and

copy information when ata 1I's recorded in the recording

means 15 for eachy[ecording: Unite o182 515 L0- 38V enBheRckhp A dat sl newly

gggﬁr?ggbrdrepro_t%iﬁiﬁ?§l ionis set to be not yet reproduced for

I ng, uni ile co i nkar i { SS ebfrcapieed.

gurthfrnnréyjt %etWﬁgnﬁﬁgﬁgﬁﬁﬁskwégaggﬁé?g%ﬁgrggd&?ga?ggggggﬁ.bﬁkggﬁgthe
peration 10 thgo 2§§?}n%2§2t.hepévt%%}saéin@é, #15e F€€0r #8031 Bosueboadanner

i s reproduced”
in the same manner as in the first embodiment.

Here, the control means 82 records the AV data in the
case that the CCI is “Copy Never.” The AV data where the
cCI recorded in the recording means 15 is “Copy Never,b”
however, becomes unreproducibleaipredetermined.period.of
time after being recorded. How it becomes unreproducible
after the predetermined period of time is described below.

In_addition, the control means 82 outputs the CCI so
that it copies the AV data of “Copy Once” and becomes
unreproducible51predeterminedgperiod.of time after being
outputted for copying. This is also described below.

The reproduction information management means 80
generates reproduction information and copy information
as follows when the AV data is récorded in the recording
means 15 for each recording unit.

That is to say, when the AV data is newly recorded,
reproduction information is set to be not yet reproduced
for each recording unit while copy information is set to

be not yet copied. Furthermore, the time when the AV data
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The reproduction information management nmeans 80 refers to th [
information of the AV data in the recording unit that is to gerfggfggﬁiégn
and makes a notification to the control means 82. Furthernore, the CC

j udgment neans 79 judges the value of the CCl of the AV data io be
reproduced so as to determne the value of CC in the case of reproduction
and output; That is to say, in the case that the CCl of the reproduced
Avdata is "CopyNever, " the CCl at the tine of being outputted fromthe

I/F 81 is set to be "Copy Never."' Jn addition in the ca
! . . , se that the CC
of the reprotut8aCAF t%%"?%ﬁ?rdEHCe," the CCl at the time of being

outputted fromt I/F _ 81 is changed. W he | &I i
the'case that et RS EEE L e R o e g
| S e n " M H . H
AV data of Whi ERCPRETari St BT R SRS e P s ot ecorded
oes no econe_ " ; " BaN
AV data accordi ngi2€orfRE EgﬁgggenS?B¥ﬁrﬁggadﬁxﬁﬁﬁéﬁ%nm B O o

/ : € control neans 82. Th i
i nformati on nagement, . neans 80 ugq%%ga © gonproduction

i nf or mat i ont 88 SF S TG THAPTSPE Sy ﬁﬁgﬁnﬁﬁgigguggigﬁfg?m?ﬁgﬁsggg?ding
Yo the confFOF Aesi $959) Hiadardiion, 15 co B QEHdAitehnhATRRIAn Is mmde
notification to the control means 82.
Furthermore,theCCIjudgmentmeans79judgesthevalue
of the CCI of the AVdata to be reproduced so as to determine
the value of CCI in the case of reproduction and output.
Thatistosay,inthecasethattheCCIofthereproduced
AVdatais“CopyNever,”theCCIatthetimeofbeingoutputted
from the I/F 81 is set to be “Copy Never.” In addition,
in the case that the CCI of the reproduced AV data “Copy
Once,” the CCI at the time of being outputfed from the I/F
81 is changed to “No More Copy.” In addition, in the case
that the CCI is “Copy Free,” the CCI at the time of being
outputted from the I/F 81 is set to be “Copy Free.” In
addition, since the AV data of which the value of the CCI
is “No More Copy” is not recorded the CCI does not become
“No More Copy."”
The recording means reproduces the AV data according
to the control of the control means 82.
The reproduction information management means 80

updatesthereproductionmanagementinformationasfollows.
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when the AV data for the recording unit is reproduced, the reproduction
information for this portion is set as conpletion of reproduction. In the
case that the reproduction information of the AV data that is being
reproduced at present has already conpleted reproduction, the reproduction
informati on managenment nmeans 80 makes a notification to the control neans
82. In addition, the reproduction information management nmeans 80 makes a
notification of the tine information of the AV data that is being

reproduced at present 19 these9nt Wdlen MEleOSAB2dathe fronttlod meansding
carries out the following operation in accordance with the value of the

CCl  bef or e yhet ngschapgashibye feanscafi fiea €0bn udgrnits neapsoddctimat is to
say, in the case that the CCl is the AV data of "' CopyNever, "the

reproduct i om F8EREARIIPA sCRRWROLS thbBecorprodunthers 80 .t héncadpliétien,
reproduction portion to stop. In addition, in the case that a

pr edet er m ngdeperh 8V alata Neo r fttie exerpt @ingdlnheuls féprdaysied orthmr e,
has passed up to the present time since the time shown by the tine

i nf or mat i on- £pPEENRIIGLE 01k herakeMe AV stat Bhak whircthi diei sosiefti @ation is
made by the reproduction information managenent means 80, the above AV
data is contppbhedish &6 Aeprbeuks i@produced.
| In the case that the reproduction information of the
AV data that is being reproduced at present has already
completed reproduction, the reproduction information
management means 80 makes a notification to the control
means 82,
Inaddition,thereproductioninformétionnmnagement
means 80 makes a notification of the time information of
the AVdata that is being reproduced at present to thecontrol
'means 82.
The control means 82 carries out the following
operation in accordance with the value of the CCI before
being changed by means of the CCI judgment means 79.
That is to say, in the case that the CCI is the AV
dataof“CopyNever,"fhereproductioninformationcontrols
the reproduction of the completed reproduction portion to
stop. In addition, in the case that a predetermined period
of time, for example, 240 hours (10 days), or more, has
passed up to the present time since the time shown by the

time information concerning to the above AV data of which
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In addition, in the case that the CCl is the AV data of ""Copy Once, " the
reproduction is controlled to continue irrelevant of the value of the
reproduction information. In addition, in the case that the CCl is the AV
data of "Copy Free, " the reproduction is controlled to continue. , The
reproduced AV data is decrypted by the decryption neans 12 in such a
manner. Then, it is encrypted for transm ssion by the I/F 81 so as to be
outputted as an isochronous packet to the IEEE 1394 bus 1. At this tine,
the CC dettdrerimetibicemd cociis madtprant HRriseroofy cidddy Ynf eppation

i sochronous header as described above. Next, the operation in_the case
that the Anmakagemesdomfsns BGuchhe plows A% dapredsi $UEe?ibed. Sthe
reproduction informati on controls nmeans 80 refers to the copy information
of the AV de anof thebeecmriieducedi-t to be copi ed and nakes a notification
to the 'control neans 82. Furthernore, the CCl judgnent nmeans_ 79 judges
the value of thdrcadadttite, Andakha ¢asBetbafi E8cah@IdésefhendyY €B&a val ue
of the CClI in the case of reproduction and output. That is to say, in the
case that tde "C@PYHPdR f dfrvdersP ICclaPE 18 corhpylledero @@n%/ﬁ@u@cl at
the tinme of the output fromthe I/F 81 is either not set or set to be
"Copy Neverirrelavagdi viforhe walite @isehatepradectism el @ BprbdGEed

In addition, in the case that the CCI is the AV data
of “Copy Free,” the reproduction is controlled to continue.

_The reproduced AV data 1s decrypted by the decryption
means 12 in such a manner.

Then, it is encrypted for transmission by the I/F 81

' so as to be outputted as an isochronous packet to the IEEE
1394 bus 1. At this time, the CCI determined by the CCI
judgment means 79 is added to the isochronous header as
described above.

Next, the operation in the case that the AV data
recorded in such a manner is copiled is described.

The reproduction information controlsmeans 80 refers
to the copy information of the AV data of the recording
unit to be copied and makes a notification to the control
means 82.

Furthermore, theCCI judgmentmeans 79 judges thevalue
of the CCI of the AV data to be copled and determines the
value of the CCI in the case of reproduction and output.

That istosay, inthecasethat theCCIof thereproduced
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AV data is ""Copy Once, "™ the CO at the time of the output fromthe I/F
8l is made to remain "Copy Once” and is not changed to "No Mre Copy. In
addition, in the- case that the CCl is "Copy Free," the CCl at the tinme of
the output fromthe I/F 81 is set to be "Copy Free.” In addition si nce
the AV data of which the value of the CCl is "No More Copy" is nbt
recorded, the CCl does not becone "No Mdre Copy." The recording neans
reproduces the AV data to be copied in accordance with the control of the

control nmeaRs £2., (e dGHy aeson tRkocort denchenagesest tkansuBPfutpdat es
t he copy managenent information as follows. That is to say, when the AV

data for the Jeqyditng gunit &staepi 88tasaotdf iseal itonbef“Chpy Kepyr .
information is made to the control neans 82. In addition, when the AV

data for theg regqsdipg Unid SecenkedtHdie @epyctnf efmaticon efnoduhiesl
portion is set as conpletion of copy. The reproduction information

managenent xpans: 80; s MkEyaoneld f1 aald @rt at hensopnimel offeahe 8atpmtt he
case that the copy Infornation of the AV data that is being copied at

present is @lseady.copy ganaletide ThererAtnok OmANDBEe bpendt és ast
follows in accordance with the value of the CCl before being changed by

ngnfs ?LGQ%§§5§%dJHQQWRBtMGE%HQdB&.ﬁﬂﬁmniéddﬁtﬁamu in the case thatt t he
the CCI is “Copy Free,” the CCI at the time of the outpﬁt
from the I/F 81 is set to be “Copy Free.” 1In addition,
since the AV data of which the value of the CCI is “No More
Copy” is not recorded, the CCI does not become “No More
Copy."”

TherecordingmeansrepfoducestheAVdatatobecopied
in accordance with the control of the control means 82.

The reproduction information management means 80
updates the copy management information as follows.

That is to say, when the AV data for the recording
unit is copied a notification of this copy information is

~ made to the control means 82. 1In addition, when the AV
data for the recording unit is copied, the copy information
for this portion is set as completion of copy.

The réproduction information management means 80
makes a notification to the control means 82 in the case
thatthecopyinformationoftheAVCbtathatisbeingcopied
at present is already copy compietion.

The control means 82 operates as follows in accordance
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data of "Copy Never," the
a : , means controls th
addition, in the case that the CCl is the AS g:t: ng; o

copy information is controlled n

wht I ot to copy the portio i

in%L?n;Pigge nggo;P?2||ége cgpz information is ﬁot cogigL C?Eg ggggletlon

; not to continue copying onl ,

rgggfh?nth?hAV gata of that portion is recordgé ig az yapggpatng ?gparatus

o is tﬁe A@ gaf;e g?t?"for a_backup. In addition, in the case tha[ t he

cont i nued. WAVﬁaVBngpro%ugéﬁe’ cc:ﬁ[t %%iflralﬂs@ega@pggr Ohgnqmd depyPAglto be

decrypti i ied is decrypted

dec v Ton meane 1240 st g pupngt Tony 11 St ptedr B

{o the |EEE 1394 bus 1 t tﬁiast_o be outputted as an isochronous packet

O et s JA® aoib, SAe e L8860 o traicen by the o0

It is received b . eader in the above mann

recor ded. |cﬁa‘éad¥f‘_auﬁ%%eyr I\fq?l\yége"tE{l%uﬁ@antsh%drﬁﬁﬁa1§9ﬂhlaus1aras(§1f—§s i%) g;.

" Copy Once, " the AV data cann case that the CCO of the copied AV data i

f ocor ded fbbetﬁé ) ata cannot be reproduced in a place where it is '
up and it cannot be reproduced unless it is returned

to the original ha i
g Igdadgh%gg%% in the case that the CCI is the AV data

tc be copied. In
Copy Once," the

of “Copy Once,” the copy information is controlled not to
copy the portion of copy completion while in the case that
the copy information is not copied, the copy information
iscontrollednottocontinuecopyingonlywhentheapparatus
wherein the AV data of that portion is recorded 1s an
apparatus for recording the above data for a backup.

In addition, in the case that the CCI is the AV data
of “Copy Free,” the means controls the copying to be
continued. |

The AV data reproduced.for‘being copied is decrypted
by the decryption means 12 in such a manner.

Then, it is encrypted for transmission by the I/F 81
so as to be outputted as an isochronous packet to the IEEE
1394 bus 1. At this time, the CCI Jetermined by the CCI
judgment means 79 is added to the isochronous header in
the above manner. Itis received by another device through
the IEEE 1394 bus 1 so as to be recorded.

In addition, in the case that the CCI of the copied

AV data is “Copy Once,” the AV data cannot be reproduced
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That is to say, the hard di sk apparatus 83 of the present enbodi nent
records the AV data of "Copy Never" which can be reproduced only once. The
AV data of which the CCl is "Copy Never" is not pernmtted to be recorded
and therefore, it is viewed and listened to only during the tinme it is
broadcast. By using the hard di sk apparatus 83 of the present enbodinent,
however, the AV data can be viewed and listened to during a tine that is
dlffereﬂt Lrﬁg1the time when it is broadcast, while the intention of the
copyright holder._is cted. | ! t i CCl

is "Copy dfb?"plf—’ls?epgir:l%&t%t %g ? %e&g%%%g?%ﬁcég?e 'Iﬁpléag?@‘%% a?{od \sigy,égﬁﬁgﬁl t he

AV data of " "] | .
r epr gfﬂﬁcgd e O%?O’S‘&%ce'ds qnﬁcgége%?gﬁe{;ﬁrt@r%e@‘/t@tﬂie i §Dh¥1bRard

_ € ‘apparatus in e AV data is recorded. By using
the hard di sk gPRar at us 83 of the present. enbodinment, however, the AV
dg;a oEn"' ancé" can be copied only once while remaining as the CCl of
"Copy Once" and, .fberef i yad §PoartHdgrekesas di ng
and reproduction %%%gﬁg¥%é§a rrgh§¥€9§%§%%gq% ea?%tentio% of ?hgs

COpYTI SN HRES3HIHONL 0, e DHESRY! certodumiouate ber A dal ackor e
80 makes a POt LLi {4 k& only once.

The AV data of which the CCI 1is “Copy.Never" is not
permitted to be recorded and therefore, it is viewed and
listened to only during the time it is broadcast.

By using the hard disk apparatus 83 of the present
embodiment,however,theZﬂ]datacankxaviewedand]jstened
to during a time that is different from the time when 1t
is broadcast, while the intention of the copyright holder
is protected.

In addition, the AV data of which the dCI is “Copy
Once” is permitted to be copied once. That is to say, when
the AV data of “Copy Once” is recorded once, this AV data
can only be reproduced from the apparatus in which the AV
data is recorded.

By using the hard disk apparatus 83 of the present.
embodiment,however,theAVdataof“CopyOnce"canbecopied
only once while remaining as the CCI of “Copy Once” and,
therefore, the AV data can be moved to another recording

and reproduction apparatus while]protecting'the.intention

of the copyright.
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this reproduction information to the control neans 82 and when th

for the recording unit is reproduced the reproduction infornationeféy ?ﬁ?g
portion is set as conpletion of reproduction and thereby the hard di sk
apparatus 83 of the present enbodinent is described of being able to
reproduce only once the AV data of which the CCl is "Copy Never" the
invention is not l[imted to this. A method where the reproduction

i nformati on managenent nmeans 80 updates the reproduction information may

be as follows. That is to say, .the_reproductjon_infQr i t
Eﬁ??sigorgay gowﬁfﬁ%e’ﬁ%ﬂ%@h 6?‘%@ﬁb§ﬁﬁﬁﬁn#h8 Ré%igﬁﬁgﬁkegﬁgﬁgggg?ding
. produced so that the reproduction info t. ; f
this recor dlaiegg fimi thfay SEOLENG %W%Fiegﬁoo4u#%§r%%€c |po%g%%€>¥la?% 2r o

it has been reproduced for a predeterm ned, punber of tjJeses; :
five times.inFOBEBACLCEH MaRD @EpgdmﬁﬁQﬁf%Qf%?gﬁéiSh&ﬁ%nag%%%g§0%ﬁg§ﬁgeéo

may count t he nunber of tinmes where a_porti f i
: ?‘]f (r)re;:rg{ idggt}ilhs e%%ﬂﬁria@f}&tdi% l;fﬁ¥m?g Pé’p%ggﬁggdcgg%tr%g{aﬁ\t 'agIsr éé?)ér %gtcgt ;[ gﬁt
managenent nean t _th | pn: of i
renagerent VAForHee, 81 Rt BoT LlB neGomnane wht £rb8 e qREREEAsd O
eo ata as ¢ | eti f i_Qn i i i
when Fhe. enfFPEOIRtIGHS TR RBETEEE Foci e i Ps Bt or 26 A%y uni <

of one piece
completion of reproduction and thereby the hard disk

apparatus83ofthepresentembodimentisdescribedofbeing
able to reproduce only once the AV data of which the CCI
is “Copy Never” the invention is not limited to this. A
method where the reproduction information management means
80 updates the reproduction information may be as follows.
That is to say, the reproduction information
management.means 80 may count the number of times that the
AV data for the recording unit is reproduced so that the
reproduction information of the AV data for this recording
unit may be set as completion of reproduction only after
ithasbeenreproducedforzipredeterminednumberoftimes,
for example, five times.
Inaddition,thereﬁroductioninformationn@nagement
means 80 may count the number of times where a portion of
one piece of AV data that is recorded in each recording
unit is reproduced so that the reproduction iﬁformation
management means 80 may set the portion of the reproduction

management information that is recorded in the entire
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of AV data are reproduced. In such a configuration, the hard disk
apparatus 83 can reproduce a portion of the AV data of which the CO is
"' Copy Never" as many tinmes as desired and the reproduction becones
i npossible only at the point in time when the entirety of the AV data is
reproduced. Furthernore, though in the present enbodi nent, the AV data of
which the CCl is "Copy Never" is described as becom ng unreproducible
after a predetermned time has elapsed since the AV data i's recorded, the
i nvention irecondinpninddst oft ihd,s putegatdfeAV et AR atempi efhPreh ofthe
CCl is "Copy Never"' may becone unreproducible depending on the noney
i nposi ng corebroductian adrtbeaho anfobeyt ingpdsendromditiva Perbienss a
condition such that the AV data of which the CCl is ""Copy Never" becones
repr oduci blthat aneheecasslahan theayeht e praoreddi egoin bt prafdener i pee
amount of noney is carried out when the AV data is recorded while it
becomes unrepriddudibhears rhprosicethat Buctuah pagendiiPimredone thenot
carried out. Furthernore, though the present enbodinment is described such
that the Anatad adbskwabplreia1CA3 ican' Cepyodasse'a iRploheRop fetiheoAV
continue to be copied in the case that the copy information is not copied
and only i iate ofaskeichdthe K€ lappaiGans Naver el A Sthan Ay ideg sasfdefdregorti on
is recorded is an apparatus wherein the above data is recorded for a
backup, thengvdm irmgpriedunet lombesenes tihospiple only at the point

in time when the entirety of the AV data is reproduced.

Furthermore, though in the present embodiment, the

AV data of which the CCI is “Copy Never” is described as

becoming unreproducible after a predetermined time has

elapsed since the AV data is recorded, the invention is

not limited to this, but rather, the AV data of which the

CCI is “Copy Never” may become unreproducible depending

on the money imposing condition.  As for such a money

imposing condition, there is a condition such that the AV

data of which the CCI is “Copy Never” becomes reproducible

in the case that a payment procedure of a predetermined

amount of money is carried out when the AV data is recorded

while it becomes unreproducible in the case that such a

payment procedure 1s not carried out.

Furthermore, though the present embodiment is
described such that the AV data of which the CCI is “Copy
Once” is controlled to continue to be copied in the case

that the copy information is not copied and only in the
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r at her, mhen a. predefernined time has

when ter passed after the AV data of

;2? EEL gﬁcryﬁ??%ﬁhcf th [gcoraﬁd this recorded AV data or the Eeymﬂ;gg

( a e tinme en this data is recorded may b

gpemﬂarﬁ thK apparatys 83 of the present enbodi nent recordsythg 2&@3235

mhichlfhetCEICFL L:gbpgbpzhgﬁyer" ?L reﬁroduces only once the AV data of
SO at the CC remains ""Co Once"' |

above manner and, therefore, the co i i be - o e

d, _ , pyright can be interpret i

b;e?ched even Wbc:tlgaeq t t%gea' gtpentl on, Whé@%' £ORYE i28ht el ggftrelhgdpgj?ﬁgg:nnge

pro ected.cﬁﬁﬁ_ & 9,|%¥q%e case hat the CCl is "Copy Never," it

HF?P? tPatﬁﬁggéhggéfa not  be Cag%kﬁgwﬁgEeﬁ%ﬂﬁﬂ¥aﬂﬁﬁﬂ§da€BQEﬁf@é@rdéhb

ut suiﬁ ;Onann P bARTEHPRLr “wher i A the nmeaning of the CCl is expanded

e ot B b e SIS0 HDEB I CES 1801 i e expendesin

e andod "Sre har g py ce" can be interpreted as being

out the a@gy%hggsC%L%gdaagggégﬁﬂﬁn%§n8&.£Eﬁepﬁﬁ§eﬁésgﬁﬁpéﬁﬁﬁnitﬁﬂnpﬂarry

) (0] ation by using t he expanded CCl i
e ot o, £9 2 dPEE o gt A csme Liab o
B Mot Com¥idehE YRS NS THESE SoarRrie BT o The protant rriant
this data is recorded may be erased.

The hard disk apparatus 83 of the present embodiment
records the AV data of which the CCIL is “Copy Never” or
reproduces only once the AV data of which the CCI is “Copy
Once"sothattheCCIremains“CopyOnce"intheabovenmnner
and, therefore, the copyright can be interpreted as being
preached even while the intention of the copyright holder
is said to be protected. That is to say, in the case that
the CCI is “Copy Never,” it means that copying cannot be
carried out by any means. Therefore, the utilization of
the expanded CCI wherein the meaning of the CCI is expanded
in -such a manner is at present under investigation. 1In
the expanded CCI, the meanings of “Copy Never” or *Copy
Once” can bé interpreted as being expanded. The hard disk
apparatus 83 of the present embodiment can cargy out the
abovedescribedoperationbyusingtheexpandedCCIinplace
of the conventional CCI as described in the above. In the

casethattheharddiskapparatus83ofthepresentembodiment

carries out the above described operation by using the
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enbodi ment is used in such a manner i
_ , the AV data that is not perm
P?n;eaﬁ;ﬁe?tc?g Efoghgge? an? reggived at an arbitrary tine o?her Ehgg Ege
_ st. n addition, it can be utilized as a b
ggp?; gtnu? since the AV data that is permtted to be copied only oﬁggugan
pe tre Eaelr(_red to another recording apparatus. Here, view ng and |istening
, cking up, the AV data that is not permitted to be recorded during

an arbitrary tine other than the tine when it i i
_ _ B ot it is broadcast
2, S L ST et S Sl
mod harg 11 : ER i the- 1 i r SE enbodinent s of course possible in
i's appar.atus, 83 of the present enbodi nent. Furthernore, though

ttle _hgrg dirgkta%ﬁﬁméﬁ:&sed%_ of the present enbodinment is described to be
provided with the encrégt bon ns, 11,804 ihes desrypt kae mransed?, th
U RBEaLAYbIT i BB Ra e - the

encryption means "HHID on S that are described after the

description of the first enbodi nen
) S, y b h j
the presenteMRPEATESH i Mb1®% THi %‘égﬁtg t gﬁl%\% Hz%ﬁaéiﬁvpﬁgtgr g:im?r’]c?alsa °

IV TEN gpt, e 545 eh AL Alod oGR8l 0 seria nalghouie o
S‘Jﬁﬁg‘f;t b ngéﬁggggﬁ%"‘{gﬁg@ﬁ nbRihBe: 16 amat ;% o5 bbbeddset . 1n
utilized bylgleggcrigit?.%ni,nitchcean be utilized as aybaiki;ya(;?)tai;thf; sciar?cete)e
the AV data that is permitted to be copied only once can
be transferred to another recording apparatus.

Here, viewing and listening to, or backing up, the
AV data that is not permitted to be recorded during an
arbitrary time other than the time when it is broadcast
isfurtherdescribedjjldetaillethefollowingembodiments.

Here, a variety of the modifications described in the
first embodiment i; of course possible in the hard disk
apparatus 83 of the present embodiment.

Furthermore, though the hard disk apparatus 83 of the
present embodiment is described to be provided with the
encryption means 11 and the decryption means 12, the
encryptionmeansandthedecryptionmeansfhataredescribed
after the description of the first embodiment may be used.

Furthermore, the data of the present invention is not
1imited to the AV data in the present embodiment. It may

pe document data or image data sent through the Internet,

or the like or a computer program such as a game software
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di sk of the present invention and by reproducing fromthe '

present invention. Furthernore, the intgrface o? t he presen? ?Evgatggﬁ i's
not limted to the I EEE 1394 interface in the present enbodinent, but
rather, may be an interface of the USB. Furthernore, the disk of ihe
present invention is not limted to the magnetic disk mediumin the
present enbodi nent, but rather, may be an optical disk mediumor an
optical magnetic disk nedium In sunmary, the disk of the present

invention may be any recordi redi [

?gceszedt atoy ém%ﬁnﬁﬁér%!:%gsg%g;%&%glkg sge% g:rh%l%agkghﬁget %erjéb%g%t
reproduction. Furthernore, the c rm on 0

i nvention i®r igie Lilke ed ftrbsﬂll%“a{%}l h 5%%;%881:{ LBgcipnpsent
enbodi nent, but rat here may he a 2&1 I‘%SC& glng § ' the Phesent

per m ssi on MRY hbpeapecda i it c%?)’i}: ﬁfao}r}?r;ra h‘gzndéalt@ ,ﬁ%&é{raﬁﬂgﬁéﬁh?ﬁ% he

above enbodi nents, the values of the CC
descri bed t@ipkcpldehe Eéﬁﬁenlﬁe\}é’rve‘nmc%rﬂ aeﬁekgly Peklggﬂé\ %ﬁngr}:dh% Copy
Free," in the bel ow descrl bed el hth to eI eventh enbodi ments, the AV data

D st g e ool nce, or 1o
ﬁ/gglet ICSBS/"tO whi cResEn 9@0%0\;@%&;%%%@‘) tﬁle\?ér, bgor% Onctel or "No
is not limited to the IEEE 1394 interface in the present
embodiment, but rather, may be an interface of the USB.

Furthermore,thecﬁskcﬁfthepresentinventionjj;not
limitedtothemagneticdiskmediuminthepresentembodiment,
but rather, may be an optical disk medium or an optical
magnetic disk medium. In summary, the disk of the present
invention may be any recording medium wherein the data can
only be accessed at random at the time of recording and/or
at the time of reproduction. |

Furthermore, the copy permission information of the
present invention is not limited to the CCI or the expanded
CCI in the present embodiment, but rather, may be any
information that only shows the permission with respect
to the copying of the data.

Here, though in the above embodiments, the values of
the CCI added to the AV data are described to include “Copy
Never,” “Copy Once,” "“No More Copy” and “Copy Free,” in

the below described eighth to eleventh embodiments, the

AV data of which the value of the CCI is any of “Copy Never,”
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the CC of the copy prohibition data corresponds is individually described
in the eighth to the eleventh enbodinents. (E ghth Enbodi ment) Next, the
configurations of an AVHDD 1001 and an archive device 1002 of the eighth
enbodi ment of the present invention are described. Fig 21 shows a bl ock

di agram of the AVHDD 1001 and the archive device 1002 according to the

ei ght h enbodi nent of the present invention. Here, Fig 21 shows an STB (set
top box) 1003 for convenience of description. Now, the AVHDD 1001 of the

ei ghth enbodigmptonterher preSeRiréd ro@HY i onsi 8o las cthiovel y ndéed t2i thor med
of an encryption nmeans 1004 for encrypting data froman STB 1003 wth an

encryption &&ys skesy fp £oh 0bti ke AVHAR 001 n aaddit 8ionretor dhighmedhshE05
for recording the data encrypted by the encryption neans 1004 in a

recordi ng rmshvadé s binbad stepgdeeteany 1006y dheestor ageo Meares CHHS’ f or
storing data, a nove nmeans 1007 for noving the data stored in the storage

means 1006 ¢etberabghitke deypgeptoda minei enr dptedueir esponrdss i& f or
decrypting and reproducing the data fromthe archive device 1002 encrypted
with the enchapiignakay spesttibeto itrhec MYHPDGh®BL tdHetlee &hevsindihage neans
1006 has a first recording nmediumfor recording data and data is recorded
in this firghbbaemestiyyg nmedi um

| (Eighth Embodiment)

Next, the configurations of an AVHDD 1001 and an
archive device 1002 of the eighth embodiment of the present
invention are described.

Fig 21 shows a block diagram of the AVHDD 1001 and
the archive device 1002 according to the eighth embbdiment
of the present invention. Here, Fig 21 shows an STB (set
top box) 1003 for convenience of description.

Néw, the AVHDD 1001 of the eighth embodiment of the
present invention is, as shown in Fig 21, formed of an
encryption means 1004 for encrypting data fronxén STB 1003
with an encryption key specific to the AVHDD 1001, a first
recording means 1005 for recording the data encrypted by
the encryption means 1004 in a recording medium within a
storage means 1006, the storagemeans 1006 for storingdata,

a move means 1007 for moving the data stored in the storage
means 1006 to the archive device 1002 and a reproduétion

means 8 for decrypting and reproducing the data from the

archive device 1002 encrypted with the encryption key
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Here, in the "enbodi nents of the invention" the AVYHDD is used as a word
representing an apparatus for recording or reproducing data such as audi o,
video, or the like, by wusing a hard disk drive (HDD). Next, the archive
devi ce 1002 according to the eighth enbodi nent of,the present invention is
formed, as showmn in Fig 21, of a second recording nmeans 1009 for recording
data f romthe AVHDD 1001 in a second recordi ng nmedium 1010, the second
recordi ng medi um 1010 and a transmi ssion nmeans 1011 for readi ng out the
dat a recor dgsed hfthetsetbrdAVEDD Ai0NG . nédinan 1019 smirége meansniiOlitng it
to the AVHDD 1001. Here, as for the archive device 1002, for exanple, a
DVD appar athess ®rf ar Bt VHS capohirmeg usedbumespond eronding datahangr dedat
enbodi ment, a DVD apparatus is used for the description as an exanple of
t he archiveiglevecertiR@R.irAccoidi fighyt rseedMBitogr esgdnds. t o an exanpl e of
the second recording nedium 1010. Here, the STB 1003 is a neans of
recei ving data friege, firothexaapbedimdnbaddashesi aveort ism ‘ashteoAFEDIUt t he
data to the AVHDD 1001 and of reproducing data fromthe AVHDD 1001,
wher ei n t hei¢ epseduced dadnad i seplispkayacgrm agipsat ayu s chnneceedrddriche STB
1003 in the case that it is video data or the reproduced data is outputted
from a speakerrepnodaicdthg tdattdhes FIB dDGR1d ot heldase blathiet liikegudivo
data. Here, the display and the speaker are not shown in the figures.

using a hard disk drive (HDD).

Next, the archive device 1002 according to the eighth

embodiment of, the present invention is formed, as shown

in Fig 21, of a second recording means 1009 for recording

data from the AVHDD 1001 in a second reco;:ding medium 1010,

the second recording medium 1010 and a transmission means

1011 for readingout thedata recorded inthe secondrecording

medium 1010 and for transmitting it to the AVHDD 1001. Here,

as for the archive device 1002, for example, a DVD apparatus

or a D-VHS apparatus correspond to this. In the present

embodiment, a DVD apparatus is used for the description

as an example of the archive device 1002. Accordingly,

a DVD corresponds to an example of the second recording

medium 1010.

Here, the STB 1003 is a means of receiving data from,

for example, a broadcast station so as to output the data

to the AVHDD 1001 and of reproducing data from the AVHDD

1001, wherei.n the reproduced data is displayed on a display

connected to the STB 1003 in the case that it is video data
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In addition, in the eighth enbodi nent, the AVHDD 1001 is used as an
exanpl e of the data processing apparatus and the archive device 1002 is
used as an exanple of the recording and reproduction apparatus according
to the present invention, respectively. In addition, the first recording
mediumw thin the storage neans 1006 of the AVHDD 1001 may be a renovabl e
recording nmediumor a stationary installed-type recording nedium In the
same nmanner, the second recording nedium 1010 within the archive device
1002 may be a renovable recording nediumor a stationary installed-type.

recordi ng methenreprosd¢iad 8atahe Odb?ﬂfé‘é??@rf%ﬁ\ﬁe%ﬁe?ﬁgﬁwef and

the archive device 1002 may be carried out viga an in erfagﬁeacc rding to

the | EEE 1394 thandBRdleP3ndy bBe casg ddahtllils AFhPe e at&&fding to

the I DE standard. O it nmay be carried out via another igte;%ace. As for
the connectilom dbspday end ANSDBPERKCRMAES P STHEIABDII FhenhyIBESSarri ed

out via any interface. Next, the operations of the AVHDD 10
archive device 10DD20sEcokeRngin &henheigingh ﬁ“‘&%gd?%?t e %féﬂﬂf&t&o@ﬁt
invention are described. For conveni ence of the foIIomﬁngPdescri tion, the

recordi ng chpatied a3 atheFanile ek dhe Mf R dIRrSFEART SPRE &St RGE Heans

1006 of the AVHDD 1001 is assuned to be .
, thearchive device 1002 isused as an example of the recording

and reproduction apparatus according to the present
invention, respectively.

In addition, the first recording medium within the
storage means 1006 of the AVHDD 1001 may be a removable
recording medium or a stationary installed-type recording
medium. In the same manner, the second recording medium
1010 within the archive device 1002 may be a removable
recording medium or a stationary installed-type recording
medium.

In addition, the connection between the AVHDD 1001
and the archive device 1002 may be carried out via an
interface according to the IEEE 1394 standard or may be
carried out via an interface according to the IDE standard.
Or it may be carried out via another interface. As for
the connection between the AVHDD 1001 and the STB 1003,
it may be carried out via any interface.

Next, the operations of the AVHDD 1001 and the archive
device 1002 according to theeighth embodiment of thepresent

invention are described.
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nearing the imt and is in the condition wherein new data fromthe STB
1003 cannot be stored unless sone data is overwitten, or is deleted,
while the user has instructed the AVHDD 1001 as well as the archive device
1002 to nove the data within the storage neans 10 0 6 to the second
recording nedium 1010 within the archive device 1002. Here, nove of data
means to nove data recorded in, for exanple, the first recording nediumto
anot her, the second, recording nediumso that the noved data does not
remain in the firkdr resavdnignuediaf ahterfotliewinve. déacadgittiicon, €be
conveni ence of the follow ng description, the data noved fromthe AVHDD
100 1 to theeavebive cdmacet{00Z itheerfdrypt edeby roiecemedpumonitmbanms 1004
using the encrypt ion key specific to the AVYHDD 10 0 1 and i recorded in
the first recerstogagedmemnns 1006 tde tdiorZaifedDhehfsl1066asbymeshis dfe t he
first recording nmeans 1005. In addition, the above data that is the object
moved i s capyapiabi bheetlimdat anthas is thehidndetdibnowheeieig cepi da tfeor
copyright protection while the nove to another recording apparatus is
pernitted. fHeom, thiee ST/ el M@AnsahBOT readstonedt helesy ponhai Beted igat a,
whi ch has been encrypted with the encryption key specific to the AVHDD
1001, fromdéherkiristtearecardiingdeddittan, Whihle tie sseradyesneassritdedand
transmits it to the archive device 1002. Wen the nove neans 1007
transmits (eesYHDD 1001 as well as the archive device 1002 to move
thedatawithinthe storagemeans 1006 tothe secondrecording
medium 1010 within the archive device 1002.

Here, move of data means to move data recorded in,
for example, the first recording medium to another, the
second, recording medium so that the moved data does not
remain in the first recording medium after the move.

In addition, for convenience of the following
description, thedatamoved fromthe AVHDD 1001 tothearchive
device 1002 is encrypted by the encryption means 1004 using
the encryptionkey specific tothe AVHDD 1001 and is recorded
in the first recording medium within the storage means 1006
by means of the first recording means 1005. In addition,
the above data that is the object moved is copy prohibited
data that is prohibited from being copied for copyright
protection while the move to another recording apparatus
is permitted.

Here, themovemeans 1007 reads out the copy prohibited

data, which has been encrypted with the encryption key
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the copy prohibited data in such a manner, the nov

copy prohibited data as data that can be 1copied oﬁlgEgzie lggznouggutﬁethe
archive device 1002, the second recording neans 1009 records the copy
prohi bited data fromthe AVHDD 1001 in the second recordi ng nmedi um 1010
Here, the data transferred to the archive device 1002 by the nove means
1007 is transferred to the archive device 1002, as remaining encrypted

wi t hout being decrypted in the AVHDD 1001. Accordingly, the data r ecor ded

in the second recordin i b e i ; :
T g et
specific 1o Lhe MHDA00L NEXL, < £35S clasilDasl 1ehes et d henenerypt ed
102% Ps r; oduce ) [ ?g récorded in the second recording medium
provi ded wi 3o Reang ot S@g‘\éﬂ’bgﬁeﬁ"%‘% D o e

hg an reproduci ng the encrypted copy

prohi bited dat d i ;
the repr od"tfg? ?%%Mﬁéggg%oe{ﬁ ’c%a'HI,ea I&%ﬁ%%é%r%{%ﬁﬁewvghbhﬁo‘}ét Redgain 10

at can decrypt and

reproduce th o] rohi bi t ed . e
encrypt ed GU§99ﬁ$%ﬁgﬁgf%%hﬁhf§g%&ﬁ¥%Eb?éE?%Ebggg% ?%e?ﬁggggggﬁchgggfﬁing

medi um 1010, is repraduced, the transm ssion
recor ded inc?ﬂéegeéﬁﬁﬂyr%%%?ding medi um means 1011 reads out the data

Then,inthearchivedevicelOOZ,thesecondrecofding
means 1009 records the copy prohibited data from the AVHDD
1001 in the second recording medium 1010. Here, the data
transferred to the archive device 1002 by the move means
1007istransferraﬂtothearchivedevice1002,a;remaining
encrypted, without being decrypted in the AVHDD 1001.
Accordingly, the data recorded in the second recording
medium 1010 by the second recording medium 1009 is copy
prohibited data that is encrypted by using the encryption
key specific to the AVHDD 1001.

Next, a case is described wherein the encrypted copy
prohibited data, which is recorded in the second recording
medium 1010, is reproduced. As shown in Fig 21 the archive
device 1002 is not provided with a means of decrypting and
of reproducing the encrypted copy prohibited data and}
therefore, it is necessary to move the data again to the
reproduction means 1008 of the AVHDD 1001 that can decrypt
and reproduce the copy prohibited data.

Therefore, in the case that the encrypted copy
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1010, which is transnitted to the AVHDD 10 i
_ 01 and, then, in the AV
L?gh{gfgggug;;gn qﬁgnzeloostdgcrygts and reproduces the encryptedFEEL§0011
_ ata. crypted and reproduced data is outputted
1003, which is displayed on the dis PE 1005 I nthe
( ( pl ay connected to the STB 1003 i
iggg of Yhdeo data and is outputted fromthe display connected tg ;Retg$8
in e case of audio data. Even in the case that the recording

tcﬁgaziVL%I)DO];LOEJQG.hafsi ;lst gec?redi Rg medi um wi thin the storage means 1006 of -
manner , thé”ﬂ%ﬁébﬁF?ﬁﬁﬁa%ﬁe gﬁéggg%gﬁégﬁgkggg%ihggaéggaﬁgggdr?gsggﬂfﬁﬂ
[ﬁgo[?ngtgggéggﬁwﬁbg%;Ljﬂﬁhﬁ%ﬁﬂggHéQﬁkfﬁgﬂ%E%¥a§ﬁ§i§§?§p¢?geggermznnfag or
el o e Mol 10 B el et
o T 00 gl o e ey e
S TR 15 S o AR oy
égfécﬁn?brtggésﬁgaio_rﬁ%gggﬁgﬁ@%3£§5€@ddébﬁy thaihisitea @@ﬁaxﬁetthDD

The decrypted and reproduced data is outputted at the
STB 1003, which is displayed on the display connected to
the STB 1003 in the case of video data and is outputted
from the display connected to the STB 1003 in the case of
audio data.

Even in the case that the recording capacity of the
first recording medium within the storage means 1006 of
the AVHDD 1001 has almost reached to the limit in the above
described manner, the data within the storage means 1006
can be moved to another recording medium without deleting
the data by, for example, overwriting or the like the data
so as to gain‘thelnerit'that'the data transferred afterward
can be reproduced.

In addition, even in the caée that media in the same
form as of the second recording medium 1010, which
corresponds1x>thearchivedevice1002,isillegallycopied
by a large amount and then is delivered, the data can only

be reproduced by the AVHDD 1001 since the data recorded

in this media is the data encrypted by the encryption means
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can be noved to another apparatus, that is to say, the archive device 1002
whil e protecting the copyright. Accordingly, a safe data nove can be
i npl enented. Here, a plurality of encryption keys specific to the produced
AVHDD 1001 differ, respectively. Here, though., in the above descri bed
enbodi nent, the copy prohibited data is encrypted by the encryption neans
1004 of the AVHDD 1001 by using the encryption key specific to the AVHDD
1001, the copy prohibited data is not limted to the data that is
encrypt ed B0 Qhe RhbreypVHOD HE8Asb¥00xingFdre exarpyetian keprswectifde st age
of the AVHDD 1001, the copy prohibited data encrypted by using the
encryption tkeyche BMHDE 18041 iacud arthex & fer @VHIDe 1081y magobeb i secr dada n
the first recording mediumw thin the storage means 10 0 6. In addition,
t hough, i n thet abeveheéesiaridenf enbedilgmtct fide copyrpigbhi tededatian s
recorded in the first recording nediumwthin the recording neans 1006
after bei ngcanbeypbedd thyanh&hencaypairetiussahba ol fotday edveydpt Cba viteans
1004 nmy be provided between the storage nmeans 1006 and the nove neans
1007 so t hatevheecb)y2 priohl bineotdatdnostbrceypyed gy, udiaupréengaarypti on
key specific to the AVHDD 1001 at the time when it is noved by neans of
the nove nmeansaf60datien mameracgn bee icuphempenhiebi.t eedat,a & aturslidyoe
transferred by the nove nmeans 1007 may be any data that is encrypted by
usi ng the entepptivert key keyecspecifdcte thelD>d00edAVADD 1001differ,

respectively.

Here, though, in the above described embodiment, the

copy prohibited data is encrypted by the encryption means

1004 of the AVHDD 1001 by using the encryption key specific

to the AVHDD 1001, the copy prohibited data is not limited

to the data that is encrypted by the encryption means 1004.

For example, at a production stage of the AVHDD 1001, the

copy prohibited data encrypted by using the encryption key

that is particular to the AVHDD 1001 may be recorded in

the first recording medium within the storage means 1006.

Inaddition, though, inthe above described embodiment,

the copy prohibited data is recorded in the first recording

mediumwithin the recordingmeans 1006 afterbeingencrypted

by the encryption means 1004, the encryption means 1004

may be provided between the storage means 1006 and the move

means 1007 so that the copy prohibited data is encrypted

by using the enciyption key specific to the AVHDD 1001 at

the time when it is moved by means of the move means 1007.
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at least, at the tinme when being outputted fromthe AVHDD 1001. In
addition, in the present enbodinent, the copy prohibited data is data that
is allowed to be transferred to another recording apparatus and that is
prohi bited from being copied, wherein the "copy prohibited data,” in
"Enbodi ments of the Invention"” includes the data represented as "101" in 2
bits nmeaning "prohibition of further copying” and the data represented as
"11111" in 2 bits neaning "absolute copy prohibition.” In addition, the

t ransni ssi dm seame riglthecoep abbid i tteddaiteshita dscko bednangéesicésce to
Fig 21 may be replaced wth a high speed transm ssion nmeans 1015 t hat
transnmits hhehatmovecoedes il G henaedoadanycdadiondghasdi usn ao3DypPEedt he
AVHDD 1001 at a speed N (N is a positive nunber that exceeds 1) tines as
fast as théwxonvenyi thal spesgobioshbéwy swedi§iegsto aheniAVERBBel 0PRe AVHDD
1001 of Fig 21 is replaced wth an AVHDD 1012 that is further provided
with a buffatr 16049, astatbatbineovhge edmsy sotpisttedef damatheoAVEHR® hi gh
speed transm ssion neans 1015 is tenporarily stored in the buffer 1014
and, then, th&ltenporarily stored data can be reproduced in the
reproduction means 1008. Thus the nerit is gained that a data transfer is
carried out frornheddithovne devitdee 10IesEnt RMMUDDenGL2 tdre t¢RPY speed N

times as fast as the standard (high speed) and the
prohibited data is data that is allowed to be transferred

to another recording apparatus and that is prohibited from
being copied, wherein the “copy prohibited data” in
“Embodiments of the Invention” includes the data
representedas“Ol"in2bitsmeaning“prohibitionoffurther
copying” and the data represented as “11” in 2 bits meaning
“absolute copy prohibition.”

In addition, the transmission means 1011 in the above
embodiment described in reference to Fig 21 may be replaced
with a high speed transmission means 1015 that transmits
the data recorded in the second recording medium 1010 to
the AVHDD 1001 at a speed N (N is a positive number that
exceeds 1) times as fast as the conventional speed as shown
inFig23. Inthiscasée, the AVHDD 1001 of Fig2l is replaced
with an AVHDD 1012 that is further provided with a buffer
1014 as a data storage means so that the data from the high
speed transmission means 1015 is temporarily stored in the
buffer 1014 and, then, the temporarily stored data can be

reproduced in the reproduction means 1008.
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data can be normally reproduced in the AVHDD 1012. Here, the buffer 1014
may be provided within the storage neans 1006. In addition, "the speed N
times as fast as the conventional speed” neans a speed faster than the
data reproduction speed that is required when the reproduction neans 1008
reproduces data that is viewed and listened to by the user. Here, though
in the exanple described in reference to Fig 23, a high speed transnissibn
means 1015 is provided wth the archive device 1013 so that data is

transferred 1 omphe ALGhLYE: dovi £endakhd 0aldie AVHER 4032 ialcd beispeed N
n

time as fast as e conventional speed (high speed) , the nove neans 1007

of the AVHDD I WL hi S i h
data to theouai_rn%‘?csl)rg %gi%ggﬂéyet ee%slgeée}g‘ ONP%’ﬁ&?SEESES%@?PVEOES%‘; I&tg k?tat ©

exceeds 1) %Lj)gga Na%ierrﬁgggau?asfatg@ LOMENI 0N 2 Qe ghNspBiesi)cas® thle i S

pr ef er abl e 10" provi fer that tenporarily storés data in the archive

device. | n dlig, casg 1halo Al 9 SEBEA RS fRANSe IvpOvided | nHbRe AVHDD

in such a nmanneér, eils it that the data nove can be carried out

fromthe e-arghi iyg% o[n] N8 i HBeR
addi tion, ﬁm&ggkgwlgé%ckﬂ%@eﬁ Hm\;?ﬁe%ngggh%erﬁgﬂzé,)dseﬁE%?gegsghgai ned

that a date ggye can B8GIAIGPD Othe Lpkoh SO ndsr bad sls 141 tnethe case
peéd "move nmeans is provided in place of the nove neans.
conventional speed” means a speed faster than the data
reproduction speed that is required when the reproduction
means 1008 reproduces data that is viewed and listened to
by the user.

Here, though, in the example described in reference
to Fig 23, a high speed transmission means 1015 is provided
with the archive device 1013 so that data is transferred
from the archive device 1013 to the AVHDD 1012 at the speed
N time as fast as the conventiénal speed (high speed), the
move means 1007 of the AVHDD may be replaced with a high
speed move means of moving the data to the archive device
at the speed N (N is a positive number that exceeds 1) times
as fast as the conventional speed. In this case, it is
preferabletopmovidezabufferthattemporarilystorésdata
in the archive device. In the case that a high speed move
means is provided in the AVHDD in such a manner, there 1is
the merit that the data move can be carried out from the
AVHDD to the archive device for a short period of time.

In addition, in the below described AVHDD in Embodiment
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I n addition, though fn t he above descri bed enbodi [

( , _ _ odi ment, the archive i
2202 i's got provided with a* means of decryption and of reproducingdsxgce
argLypte ddajta by using the encryption key specific to the AVHDD 1001, the

r !;ed evice 1002 may be replaced with an archive device 1016 that’is
PegygdﬁciﬁgtPhg gecryptlgndand Leproduction means 1017 for decrypting and
ncrypted data by using the encryption key specific t
AVHDD 1001 as shown in Fig 23 so that the encrypted data %aypbe decrygtége

and reproduced by using the.enc t] RESLE ¢ i
- - ] t t '
the archi ve? dé/f%%c?célég\?n Pﬁ&&ecgytg“a%g% %ts%n Ssi %nég?o@?h(ggieﬁggjfgg.oll Inn |

the case that the encrypted data_c e.de i

the ﬁgc%gtfe%mﬁﬁzheagfﬁﬁr&q blfe%e@fv&%Hb% B S ha s ohi ve Jdev op 1016
- r, he probl.emis t hat i i

o o pemsioe st BEETARRA 2070 Bl 05 i g S5 et 5, 20

necessary in o’rde¥n\ae Cﬂ%gé%g%%ﬂgﬁg%é gng,é%@sé}jEBle&%odﬁﬁms

on an reproduction neans 1017 of the

archi ve device 1016 to d .
t heref ore, ﬁheléré%ﬂdgil §£¥§% ﬁgﬂg%g@?g@%%?ﬁraggéﬁﬂfﬁyptﬁdadmb&nandaf

. nce in i -
1ol S0t 1 oy BT et e von oy
the encryption key specific to the AVHDD 1001, the archivé
device 1002 may be replaced with an archive device 1016
that is provided with a decryption and reproduction means
1017 for decrypting and reproducing the encrypted data by
using the encryption key specific to the AVHDD 1001 as shown
in Fig 23 so that the encrypted data may be decrypted and
reproduced by using the encryption key ;pecific to the AVHDD
1001 in the archive device 1016 without a data transmission
to the AVHDD 1001.
In the case that the encrypted data can be decrypted
and reproduced by using the encryption key specific to the
. AVHDD 1001 in the archive device 1016 in the above manner,
the problem is solved that the archive device 1002 and the
" AVHDD 1601 must be connected to each other only for
reproducing the data. |
Here, the encryption key specific to the AVHDD 1001
becomes necessary in order for the decryption and

reproductionmeans 1017 of the archivedevice 1016 to decrypt

and reproduce the encrypted data and, therefore, an IC card
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i nserted tb the 1C cérd sl otas shown in Fi i
_ _ g23, the decryption and
iggiogrgh:?ﬂenF§Pi 18110i§qU|res the encryption key spggific to the AVHDD
_ ar so as to decrypt and reprodu th
data by using this encryption ke iti in ca Char iRt re
_ _ y. In addition, in the case that th
card 1018 is used in addition to the de i ¢ Ton means
, _ cryption and reproduct
10173d a key reproduction nmeans of reproducing the IC can 1018|ogageggs
provided in the archive device 1016. In addition, a key nmenory neans of

storing the encryption key ecgific .to the. AV
_ ; : : §,60
%gﬁgr;ray nggsntﬁ?g?@é@? Erifdct‘ffegﬁgch?\?ed‘éae?/?%el‘?ol{g. al?_%g%ﬁ{e’%cglsegh% hela? Og&{(gy
provided in the _arch i ] i i
the probl es@ahhBE AVoitded THAT Fﬁé’% %%r$¥%%§‘dﬁ3§%8b?§?ﬁgé?t Fetgﬁinﬁ'[b t he

| C card sl ot whenever the encr ed dat i i
g . ) d (s C
usi ng t he eﬂ%@?ﬁpﬁéﬁﬂkévﬂ’§§§?¥£%&Ctgot%geﬁéﬁggﬁ%g%%@gtﬁgtr?gorecé?ggﬁe?nby

th i i
ca?dsigogg,iéggg&g%?gqggg%ﬂghég%ﬁ%}E%Qﬁssﬁ%w%p11%H§;f§¥tﬁﬁ§&é@@?ﬁtﬁxnthe | C

Key can be conbined in order to
prevent the |eak f : .
description%ngﬁégggﬁgyﬂéggﬂhg aakgb?ggiilggﬁuﬁwggﬂbhérbﬁBEYQQQWh key

! €1 uction neans 1017
PPy S0 1spent i gttt TR Fongeft BB 1t $ard i r8csb y;s? oo t he
encryption key from | nmeans 1017 may acquire the

decrypt and reproduce the encrypted data by using this
encryption key.

In addition, in the case that the IC card 1018 is used,
in addition to the decryption and reproduction means 1017,
a key reproduction means of reproducing the IC card 1018
may be provided in the archive device 1016. 1In addition,‘
a key memory means of storing the encryption key specific
to the AVHDD 1001 from the IC card 1018 may be provided
in the archive aevice 1016. In the case that a key memory
meansisprovidedinthearchivedevice1016insuchan@nner,
the problem can be avoided that the IC card 1018 must be
inserted into the IC card slot whenever the encrypted data
is decrypted and is reproduced by using the encryption key
specific to the AVHDD 1001 that is récorded in the second
recording medium 1010. Here, as for the key recorded in
theICcarlelB,asecretkeyandapublickeycanbecombined
in order to prevent the leakage of the key.

Tn addition, though, in the above description, the

decryption and reproduction means 1017 acgquires the
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a key disk or a key cassette, in place of the IC card 1018, wherein the
encryption key specific to the AVHDD 1001 is recorded or hidden. Here, the
encryption key specific to the AVHDD 1001 naybe recorded in the second
recording medium 1010. In this case, the I1C card 1018, the key disk and
the key cassette becone unnecessary. In addition, instead of using the IC
card 1018, the key disk or the key cassette, a neans of transmtting the
encryption key specific to the AVHDD 1001 is provided in the AVHDD 1001
and a neanssnéryptéion rkey hepentfypt iten ey AVHDER (LB IAVHDDEQDDY o
provided in the archive device 1016 so that the decryption and

r epr oduct i oindeaastlyl £ ower Yipes ICamd nkpk®b8cethehdasmyypied dada by
using the transmtted encryption key. In addition, though in the above
descri bed endgpdoduattion heaMdHDDLT00dy wraphili €itdrakng nuveson ke feoypt ed
data to the archive device 1002 as shown in Fig 21, as shown in Fig 24,

t he second a dozy diisk medieukey0t6 sefe tittee, drcpilece ddvitbe 2Cotakidgl21 8vay be
replaced with the second recording nmedium 1021 wherein the certification

i nf or mati onwhéneini tdiec sraxryielovchedi sy erdd ion tortlee pdVdPRg 108 1t e AVHDD
1019 is recorded and, at the sane tinme, the AVHDD 1001 nay be replaced with
t he AVHDD I0dQowdedepn hifddégrentiananshdeaoctivptioigkay fhechdric ¢o not

t he second recording nmedium 1021 is a recording nmedium corresponding to
t he AVHDD 1@ AVHDD 1001 may be recorded in the second recordingmedium

1010. In this case, the IC card 1018, the key disk and
the key cassette become unnecessary.

In addition, instead of using the IC card 1018, the
key disk or the key cassette, a means of transmitting the
encryption key Specific to the AVHDD 1001 is provided in
the AVHDD 1001 and a means of receiving the encryption key
from the AVHDD 1001 is provided in the archive device 1016
so that the decryption and reproduction means 1017 decrypts
and reproduces the encrypted data by using the transmitted
encryption key.

Inaddition, though inthe above described embodiment,
the AVHDD 1001 unconditionally moves the encrypted data
to the archive device 1002 as shown in Fig 21, as shown
in Fig 24, the second recording medium 1010 of the archive
device 2 of Fig 21 may be replaced with the second recording
medium 1021 wherein the certification information that
indicates the recording‘mediunlcorresponding'to the AVHDD

1019 is recorded and, at the same time, the AVHDD 1001 may
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is provided so that the nove neans 1007 noves data from th

the archive device 1002 only in the case that the judgnentenQZEEDlégég te
judges that the second recording nedium 1021 is the recordi ng nedi um
corresponding to the AVHDD 1019. Here, the judgment neans 1020 judges t hat
the second recording medium 1021 is the recording nedi um corresponding to
the AVHDD 1019 in the case that the certification infornmation is recorded
in the second recording medium 1021 and judges that the second recording

Cort 1] cat i T bRREE 1 s T A DEPaL0L 1 AEddr ] o) The Sabondr
may be 2 ikt 0 GoRAT SR IHE B TS B % R s il Pateo RN TSP e OF Fam ReSearor  of
o not T ocot@eH 17 r oA RT ST ADITSRCF RS SEELSH Y ceordine et G er el n
wher di LQ%Z&%‘B&@%@%#ﬁ%ﬂép%ﬁ%%%eeﬁs%éﬁ?‘eé@?o' e ane areoe ™t he
recordi ng nedi um i i fi i i Conic e
recor ?L”éx”ﬁﬁiﬂﬁﬁg EBp9r Eémeﬁ%_?%%ébﬁ%? AR Sy (RS Ty
wherel n ¢ hELBBEITE SHOCBIFT THBRAE b0 PLdded DAL e SRAHALROIRAAT
medium 1021 is the recording medium corresponding to the
AVHDD 1019.
Here, the judgment means 1020 judges that the second
recordingmediumlOZlistherecordingmediumcorresponding
to the AVHDD 1019 in the case that the certification
informationisrecordedjjlthesecondrecordinémedium1021
and judges that the second recording medium 1021 does not
correspond to the AVHDD 10193 in the case that the
certification information is not recorded.
Inaddition,thesecondrecordingmediumlOleherein
the certification information is recorded may be a disk
of which the color of the surface differs from the color
of the surface of the recording medium, wherein the
certification information is not recorded in order to
distinguish the second recording medium wherein the
certification information is recorded from the: recording
medium wherein the certification information is not
recorded and, moreover, the recording medium wherein the

certificationinformationisrecordediszirecordingmedium
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not recorded. Then the entirety, or a portion of, the difference between
the recordi ng nedi umwherein the certification information is recorded and
the recording nediumwherein the certification information is not

recorded nay be returned to the copyright holder, which may be an

i ndi vi dual or an organi zation. Here, instead of the configuration wherein
in the case that the second recording nmedium 1021 is a recordi ng nmedi um
corresponding to the AVHDD 1019 data is transferred from the AVHDD 1019 to
the archive device 1002, in the case that the archive device 1002 is an
appar at us oI esPRHYEILAY & BT QHRC ROADONIeLI & at A1 na) e T Bm PAd AvHDD
1019 to the archive device 1002. In this case, the AVHDD %3%9 ' provi ded
With a juddrentoneapspeidlyedoBsanwhseaternhped AR MY cht ndtsﬁce 1002
is an apparatus that corresponds to the AVHDD 1019, In,agditi%n, when a
managenent zeparding haditg whesein mHesrRE tddi 153y eBntRr ARG " Féast
the nove of the copy prohibited data is confirned to b%,conne teg to the
interface netwipeRrARDD THEN dfiet ABtAFEH¥e Wevd cBOE &Fﬁléﬁﬁne P&d, the

transfer nmeans 1007 of the AVHDD 1001 may transfer the cqgg péﬁhibited
data to thelbfEareacgenaiereenHEhe, tACIBRANMBE LU SHCHR EXEnpl e of

t he managenent apparatus.  In addition, in the abave d ri bed enmbaodi nent
t he copy pr%lfbﬂ-tfé@add{%i%nﬁﬁy@étflrod}n%%er%‘?ﬂﬁae%oaﬂ?g%@?%h}fggor 1hg

medium wherein the certification information is not
recorded may be returned to the copyright holder, which
may be an individual or an organization.

Here, instead of the configurationwherein in the case
thatthesecondrecordingnedium1021jj;arecordingnmdium
corresponding to the AVHDD 1019 data is transferred from
the AVHDD 1019 to the archive device 1002, in the case that
the archive device 1002 is an apparatus corresponding to
the AVHDD 1019 data may be moved from the AVHDD 1019 to
the archive device 1002. In this case, the AVHDD 1019 is
provided with a judgment means that judges whether or not
the archive device 1002 is an apparatus that corresponds
to the AVHDD 10109.

In addition, when a management apparatus having a fee
imposing ability concerning, at least, the move af the copy
prohibiteddataisconfirmedtobeconnectedtotheinterface
to which AVHDD 1001 and the archive device 2 are connected,
the transfer means 1007 of the AVHDD 1001 may transfer the

copy prohibited data to the archive device 2. Here, an
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device. That is to say, after the cop rohibited data is nov

archive device, the copy prohibited dgtg is deleted fromthe i@HEB.the
However, a case may be considered wherein the copy prohi bited data cannot
be processed in the archive device and, therefore, in some cases it is
preferabl e that the copy prohibited data-be allowed to remain in the AVHDD
as a backup. In this case, when the nove means 1007 of each of the AVHDDs
in the above described enbodinent is replaced with a copy nmeans of copying

he by PrONLLSD 9215 LD e, S1EULYR SPUGE bl A puaDikad ot
e Fre o CERARATAIRG TR R SRt e
2, backup can e WLILLESS, oren 0 (e SRoe LhalpbheRop oeall ot n
26 shove | HASEAGE - WRDRGE nL T REOAGRED FUCHST ECe! & oo Rd bt o e
e enon th Boialy e St AETHRTEEH Al I AP ORS a4t
Ebodi ment) , Next, _the SN LAUANIBRS OhoRlvAlHR LA2na)%aBons idered

wherein the copy prohibited data cannot be processed in

the archive device and, therefore, in some cases it is

preferablethatthecopyprohibiteddatabeallowedtoremain

in the AVHDD as a backup.

In this case, when the move means 1007 of each of the

AVHDDs in the above described embodiment is replaced with

la copy means of copying the copy prohibited data in the

archive device, the copy prohibited data is transmitted

to the archive device and, at the same time, the copy

prohibited data can be stored as a backup within the AVHDD

so as to produce the merit wherein the copy prohibited data

stored in the AVHDD as a backup can be utilized even in

the case that the copy prohibited data are not gble to be

processed in the archive device.

Here, as one example of the configuration of the AVHDD
that is provided with a copy means, Fig 28 shows the case
wherein the AVHDD 1001 that is provided with a move means

1007, shown in Fig 21, is replaced with the AVHDD 1081 that

is provided with a copy means 1080 instead of the move means
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archive device 1023 according to the ninth enbodi mrent of the present

i nvention are described. Fig 25 shows a bl ock diagramof the AVHDD 1022 and
t he archive device 1023 according to ninth enbodi mrent of the present
invention. Here, for convenience of description, Fig 25 also shows the STB
1003 in the same nmanner as in Fig 21 of the above described eighth

enbodi nent. Now, the AVHDD 1022 according to the ninth enbodi nent of the
present invention is formed, as shown in Fig 25, of a third recording
means 1024 of recording data fromthe STB 1003 in a recording nedi um
within a stl?@de neans 1025, the storage means 1025 for storing data, a

pl ain sentence conversion neagns 1026 for converting data stored in the

st orage neans 1028NimER Emﬁﬁﬁﬁmgﬂ§lence and a nove nmeans 1027 for noving

the data that is converted into a plajn _sentence a ain
sent ence conversﬂﬁ%xﬁﬁaﬁge:Hﬁﬂf%ﬂé#?hé?nﬁso &Védgyﬁgﬁhgﬁgﬁ%régg %%ans
1025 into the archive device .1023. An,archive.device 10 | o the
ni nt h enbo%l?ﬁ?ﬁf’eofietvﬁé:%r%%ta‘?ﬁ95 T6h 5% Yor %Hl%%,&ggggﬁg{v%@%nf Fig

25, an encryption neans 1028 for ean¥Q§ingrtgg data fromthe AVHDD 1022
by using theRBnPrFERSYn KeYe8petlt i S o T h 4PERi've device 1023, a fourth

means 1028 1 a UhPr 45y SBEHG 1 HEU Bn 1090 R TS o) ARG drng

the archive device 1023 according to ninth embodiment of
the present invention. Here, for convenience of
description, Fig 25 also shows the STB 1003 in the same
mannerasinFingoftheabovedescribedeighthembodiment.

Now, the AVHDD 1022 according to the ninth embodiment
of the present invention is formed, as shown in Fig 25,
of a third recording means 1024 of recording data from the
STB 1003 in a recording medium within a storage means 1025,
the storage means 1025 for storing data, a plain sentence
conversion means 1026 for converting data stored in the
storage means 1025 into a plain sentence and a move means
1027 for moving the data that is converted into a plain
sentence by means of the plain sentence conversion means
1026 and that is stored in the storage meaﬁs 1025 into the
archive device 1023.

An archive device 1023 according to the ninth
embodiment of the present invention is formed of, as shown

in Fig 25, an encryption means 1028 for encrypting the data

from the AVHDD 1022 by using the encryption key specific
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medi um 1030 and a reproduction neans 1031 for decryptin i
the data recorded in the third recording nediun11%go bg ug?ggrEE;OdUCIng
encryption key specific to the archive device 1023. Here, as for the
archive device 1023, for exanple, a DVD apparatus or a D VHS apparat us
correspond to this . A DVD apparatus is used as an exanple of the archive
device 1023 and a DVD is used as an exanple of the third recording nedium
1030 in the present enbodinent. In addition, in the ninth enbodi nent an

AVHDD 1022 i :
present gvréztmdd }%%@%ﬁ?&%’ G0hce BRSPS RRERE B2t e
Fecordi ng. TR URERRY SR Bt e nEARERTOSY 6% e TAURD 1023 hmy be a
o U A 28 Tecoiaad IeEARA0R8 METAIR T RECAl Ehive hav: oS Gay be
Fecordi g TRRRERT | PG S6iing. SRR e FRORIET o, L e Conneer T IR ibthee
the AVHDD 1022 and the archive device 102 Y : f i "
interface |%n@h€egéﬁgﬂﬁﬁﬁﬁﬁft%§ &%t?h£68P§%¥%?éﬁggﬁﬁ%€ﬁ€£ggs%%?ﬁggﬁﬁ%ﬁ
reference to Fig 230Xty 10S.9PehA NS 9he 18 RUPRGL2RECt e anedi ve
archive device 1023. Here, as for the archive dévice 1023,
forexample,aiDVDapparatusorwaD—VHSapparatuscorrespond
to this. ADVDapparatusisusedasanexampleofthearchive
device 1023 and a DVD is used as an example of the third
recording medium 1030 in the present embodiment.

In addition, in the ninth embodiment an AVHDD 1022
is used as one example of the data processing apparatus
of the present invention and an archive device 1023 is used
asoneexampleoftherecordingandreproductionapparatus,
respectively.

In addition, the recordinglnediunlwithjjlthe storage
means 1025 of the AVHDD 1022 may be a removable recording
medium or may be a stationary installed-type recording
medium. A third recorded medium 1030 within the archive
device 1023 may be a removable recorded medium or may be
a stationary installed-type recording medium in the same
manner.

In addition, the connection between the AVHDD 1022

andthearchivedevice1023maybeeffectedviaanyinterface
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device 23 according to the ninth enbodi nent of the present invention are
described. It is assuned that the user directs the AVHDD 1022 and the
archive device 1023 to transfer data within the storage nmeans 1025 to the
third recorded nedi um 1030 within the archive device 1023. Here, the nove
of data neans,. as described in the eighth enbodinent, that, for exanple,
the data recorded in the first recording nediumis noved into another, the
second recordi ng nmedium so that the noved data does not remain in the
first recorih ntheedhne adheer e inovhe lani@otht eobodiontenhedesnvebieshce of
the description below, the data that is the object noved is copy
prohi bi t ed inatafehancies tad |Digd280 be noved to anot her recording
apparatus and is prohibited from being copied for copyright protection and
is recorded in thNextcdahk rpexdt ions Dl hhet AFHDDORZgendeths 402b ilye neans
of the third recording nmedium 1024. Here, at this tine, a plain sentence
conver si on desahse 2926 condéntstdatiaestoned embotHemstrdr agethreapses@23 i nt o
pl ai n sentences while a nove- neans 1027 reads out the copy prohibited
data of a plventénnemce fadescthbedecor di ngmedi um wi thin the storage neans
1025 and transmts it to the archive device 1023. In such a manner when
t he nove neans 1027 id ramnsuinesl tihateshhe heseopyipeatiditlee AEGHRP L& 2rove
nmeans .

and the archive device 1023 to transfer data within the

storage means 1025 to the third recorded medium 1030 within
the archive device 1023. Here, the move of data means,
as described in the eighth embodiment, that, for example,
the data recorded in the first recording medium 1is moved
intoanother,thesecondrecordingmedhnnsothatthénmved
data does not remain in the first recording medium after
the move.

In addition, for the convenience of the description
below, the data that is the object moved is copy prohibited
data that is allowed to be moved to another recording
apparatusandispmohibitedfrombeingcopiedforcopyright
protection and is recorded in the recording medium within
the storagemeans 1025 by means of the third recordingmedium
1024.

Here, at this time, a plain sentence conversion means
1026 converts data stored in the storage means 1025 into
plain sentences while a move means 1027 reads out the copy

prohibiteddataofaplainsentence fromthe recordingmedium
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1027 outputs the copy prohibited data only once as data of which copying

is allowable. Then, in the archive device 1023, the encryption neans

encrypts the data fromthe AVHDD 1022 b :
to the archive device 1023 and the y using the

data that is encrypted by the encr i i

_ _ yption nmeans 1028 in the third i

aﬁdIUUllp30: Here, the data is treated as copy prohibited data atrfﬁgr?:zg
en it is inputted to the archive device 1023 or at the tine when it

recorded in the third recordin

the transmivwskEangdt

%sgprqqﬁmggﬁgﬁ%yg1%ﬁ%@ra%@ﬁ%té&%W%ﬂ&ﬁi@ﬁcdavkin

romthe AVHDD 1022 to the archive

device 1023 may be, for anpl r t .
descri bed v#RY&FR @ﬁ%ﬁ%nc5§bggﬂﬁéogy%5%$§ﬁ$B@%%%hSQEZgFEE%H%éaHQ sasa 15

the third recordin medi um, 1030 is re ' I's recordedin
S ) ' ;

el 1 o tald ST BEAL L S0P e )
; copy prohjbited dat

rodi um 103016y TuSPRPUTE CBRCEYBY, G ULy S peni
1023. Since the archive device 1

encryption REyWEFEE fGPY B PheSa

L3 ot b thi sdceeser diat
y speC|PFcato tﬁg ar%hive devi ce

ve ~dévice 1023 in the above manner,

there is the nerit that ; . )
be tpihat, the data;recerdede fos8e HE RN iVl 68 rdids can

1028 encrypts the data from the AVHDD 1022 by using the
encryption key specific to the archive device 1023 and the
fourth recording means 1029 records the data that 1is
encryptedbytheencryptionmeans1028inthethirdrecording
medium 1030. Here, the data is treated as copy prohibited
data at the time when it is inputted to the archive device
1023oreﬂ:thetimewhenjj:isrecordedjjlthethirdrecofding
medium 1030.

Here, transmission data in the transmission path of
the data from the AVHDD 1022 to the archive device 1023
may be, for example, protected by the DTCP.

Next, a case is described wherein the encrypted copy
prohibited data that is recorded in the third recording
medium 1030 is reproduced by using the encryption key
specific to the archive device 1023. 1In this case, the
reproduction means 1031 reproduces COpY prohibited data
recorded in the third recording medium 1030 by using the
encryption key specific to the archive device 1023.

Since the archive device 1023 encrypts and records
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reproduced. Here, though in the above described enbodi nent i
means 1028 of the archive device 1023 encrypts the copy prohrgitggcagfglon
fromthe AVHDD 1022 by using the encryption key specific to the archive
device 1023, in the case that the encryption key is recorded in the third
recordi ng medi um 1030, the encryption nmeans 1028 may encrypt the copy
prohibited data fromthe AVHDD 1022 by using the encryption key recorded
in the third recording nedium 1030. In this case, the reproduction neans

;031 reproduces the co rohi_bj a (pYe" i

gzovgegg;g _6?3 ?ﬁeufﬁpgét@@%%?%#%ﬁgﬁggﬁuﬁ?%b%g#ﬂgﬂﬁgﬁdﬁ??%%?t%ﬁgﬁgﬁ¥?;h?Le
. ribed e iment ,.the f HORP=

archi ve de\ﬁi%\élc?ggg s 191 &IF saek%?\z%clggégl%g,’r %Heé%vﬁ%/ dat éﬁ%ﬁ;&g&h{aﬁe dat a

encrypted by usi.ng_the enc tign .k PHhe kit hi ice 1
023
?L_ngy be t _edg?gaeﬁﬁ?V% %%8b§ tﬁé%%ﬁﬁgggti%nd ké§nfﬁg?gisﬁggbg?Zed in the
ir recordlngogpdlu 1030 in the case that the encryption key is

recorded i n-¢H %0 recording medium 1030. In this case, the AVHDD 1022

is provideq with the epgr i NBags n i g
data by using theé%ﬁ%rygﬁpﬁﬁthglspeci??évgoaﬁﬁghg?%ﬁ?cg“ggg?ﬁEﬁﬂ?gggég? by

ggldlnigl E)Efa ?%gé%\@h:s%nolrg%%rggof&fg &P e 20K dver 8691 eicna oredien®@rif30s | n
the copy prohibited data from the AVHDD 1022 by using the
encryption key specific to the archive device 1023, in the
case that the encryption key is recorded in the third
recordingmediumlOBO,theencryptionmeans1028mayencrypt
the copy prohibited data from the AVHDD 1022 by using the
encryptionkeyrecordedjxlthethirdreéordingn@dium1030.
In this case, the reproduction means 1031 repréduces the
copy prohibited data by using the encryption key that is
recorded in the third recording medium 1030.

Inaddition,though:U1theabovedescribedembodiment
the data moved from the AVHDD 1022 to the archive device
1023 is plain sentence data, the moved data may be the data
encryptedbyusingtheencryptionkeyspecifictothearchive
device 1023 or méy’be the data encrypted by the encryption
key that is recorded in the third recording medium 1030
in the case that the encryption key is recorded in the third
recording medium 1030.

In this case, the AVHDD 1022 is provided with the

encryption means of encrypting the copy prohibited data
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provided with a neans of acquiring the encryption ke S i fi

archive device 1023 fromthe archive deviceyp1023 ané a gg;hglgftgcansring
the encryption key described in the third recording medium 1030 fromthe
archive device 1023. Here, the encryption means 28 beconmes unnecessary in
the archive device 1023. In addition, the data noved fromthe AVHDD 1022 to
the archive device 1023 may be data in a format used in the archive device
1023. In this case, the AVHDD 1022 can be provided with a fornat

conver si on .reans. t hat caonv LR gL red datentpcHat-a dava
for the ar&ﬁ'&lesma%\%hcee%wﬁ?%ga%ﬁiaéﬁé when gat???recor?egayvi tcLeioerat

the storagd qpans, 100% 4 fnbNenVERD A% o N flatdc piieleint ener ded i a

e e e b a e vt
iogoudgnentr%%%ﬁngQf“thbﬂﬁgfﬁﬁefheggor ﬁgi ?ﬁﬁ’Pﬁﬁfdgﬁgggfdgigghggguﬁ:th
move means 63T REY MOVE thanEBay ool Bt ei date thal Te nopl Ay
the thiTd TEROPAIAG thedi WATOn s T THaed Lo e o Fecorarng medium s
o SaA AR 2 gt dlerppeter, samestmane:
that shows that, the {hird £6685di"dedium 1030 £rom the - ronive device 1030
1023. Here, the encryption means 28 becomes unnecessary
in the archive device 1023.
In addition, the data moved from the AVHDD 1022 to
the archive device 1023 may be data in a format used in
the archive device 1023. 1In this case, the AVHDD 1022 can
be provided with a format conversion means that converts
the transferred data into data in a format for the archive
device 1023, In additién, when data 1s recorded within
the storage means 1025 in the AVHDD 1022, the data may be
recorded in a format used in the archive device 1023.
In addition, as described in the eighth embodiment
in reference to Fig 24, the AVHDD 1022 is provided with
ajudgmentmeansofjudgingwhetherornotthethifdrecording
medium 1030 is a recording medium corresponding to the AVHDD
1022 so that the move means 1027 may move the copy prohibited
_ data that is in plain sentences or that is encrypted to

thearchivedevicelOZ3jjlthecasethatthethirdrecording

medium1030isjudgedtokxaarecordingn@diumcorresponding
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medi um 1030 is a recordi ng nedi um corresponding to the AVHDD 1022, the

j udgnent neans provided in the AVHDD 1022 nmay judge whether or not the
third recording medium 1030 is a recording nmedi um corresponding to the
AVHDD 1022 by wutilizing the key that is attached to the third recording
medi um 1030. In addition , instead o f the configuration wherein data nove
is carried out by judgi ng whether or not the third recording nmedium 1030
is a recording mediumcorresponding to the AVHDD 1022 , data transfer
maybe carrited thug AWHPDAYDRAG awletrikingrtoothehebavehijvelglesnteng®28.i s an
apparatus corresponding to the AVHDD 1022. In this case, AVHDD 1022 is
provi ded with a jHedgmpenitn mhensatdwthaidgekewheshet tachedotot hbeatbhirde
device 1023 i's an apparatus corresponding to the AVHDD 1022 and the nove
means 1027 meyo ndvegt heddopy 1 0@olihizitt ethades ahtatatthies Wiipd aiecsedisgece or
that is encrypted to*the archive device 1023 in the case that the archive
devi ce 102%ddiymddgesiD i dhe ez appag atacs! wo coespsd nding teo éeAVHDDD1022
according to above judgnent neans. Here, in the case that the archive

devi ce 1023 (3, hhkeyudumtershowsanbaprdiel dedhinetlevirdddly Bo2Zdppavat us
corresponding to the AVHDD 1022, the judgnent neans provided in the AVHDD
1022 may utjiddge whetkeyr tdratndhetheclihe deveécerdioz3 meabivwn H830oijsudge
whet her or not the archive device 1023 is an apparatus corresponding to

t he AVHDD H022ecording medium corresponding to the AVHDD 1022 by

utilizing the key that is attached to the third recording
medium 1030.

Inaddition, insteadof theconfigurationwhereindata
move is carried out by judging whether or not the third
recording medium 1030 is a recording medium corresponding
to the AVHDD 1022, data transfermay becarriedout by judging
whether or not the archive device 1023 is an apparatus
corresponding to the AVHDD 1022. In this case, AVHDD 1022
is provided with a judgment means that judges whether or
not the archive device 1023 is an apparatus corresponding
to the AVHDD 1022 and the move means 1027 may move the copy
prohibiteddatathatisofplainsentenceorthatisencrypted
to the archive device 1023 in the case that the archive
device 1023 is judged to be an apparatus corresponding to
the AVHDD 1022 according to above judgment means.

Here, in the case that the archive device 1023 has
a key that shows that the aréhive device 1s an apparatus

corresponding to the AVHDD 1022, the judgment means provided
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In addition, when a managenent apparatus that has a fee inposing ability
concerning the nove of, at least, copy prohibited data is confirnmed to be
connected to the interface to which the AVHDD 1022 and the archive device
1023 are connected, the nove neans 1027of the AVHDD 1022 may transfer the
copy prohibited data to the archive device 10 23. Here, an STB can be
cited as an exanpl e of the managenent apparatus. In addition, the AVHDD in
t he eighth enbodi nent and the AVHDD 2 may, respectively, be provided with
a me ans ofn thansWHDDI 12 2 ee ¥ npddiitdethenkey et a brihcoasehdiiiydeNd Caove
of data to a nmanagenent apparatus for managi ng each of the AVHEbs at the
ti me when th2Yahasmeeassteajuigd whethdm caddiat drhe aar STBVE0ds8vilieanhi ch
a nmeans of inposing a fee is integrated can be used as an exanpl e of the
managenent l@»paiat as. appackttsonorine sdwnadboge tdeddra FedHRRbd@iZ%ent , the
copy prohibited data is noved fromi the AVHDD to the archive device. That
is to say, the cdpy guiadhtbohedwleanaai natelgsesnt fappatrhée uAVEDB tafltaes & he
copy prohibited data is noved to the archive device. However, there nay be
a case wherkéa imgres tog\alpt bhtbi¢edcdand ngathetmpEep? beassd@ast + BOXF chi ve
device and, therefore, in sone cases it is preferable to allow the copy
pr ohi bi t ed platibd teshdd haiirs chrf AvHBD Be beachapkgied o thissiehse fagtren t he
nove neans 1027 of the AVHDD

to which the AVHDD 1022 and the archive device 1023 are

connected, themovemeans 1027 of the AVHDD 1022 may transfer
the copy prohibited data to the archive device 1023. Here,
an STBcanbecitedas anexampleof themanagement apparatus.

In addition, the AVHDD in the eighth embodiment and
the AVHDD 2 may, respectively, be provided with a means
of transmitting fee imposition information concerning the
move of data to a management apparatus for managing each
of the AVHDDs at the time when the data move is carried
out. In addition, an STB 1003 in which a means of imposing
afeeis integratedcanbeusedasanexample of themanagement
apparatus.

In addition, in the above described embodiment, the
copy prohibited data is moved from the AVHDD to the archive
device. That is to say, the copy prohibited data is deleted
from the AVHDD after the copy prohibited data is moved to
the archive device. However, there may be a case wherein
the copy prohibited data cannot be processed in the archive

device and, therefore, in some cases it is preferable to
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of the above described enbodinent is replaced with a copy neans of copying
the copy prohibited data in the archive device, the copy prohibited data
can be transnmitted to the archive device and the copy prohibited data can
be stored in the AVHDD as a backup so as to produce the nerit that the
copy prohibited data stored in the AVHDD as a backup can be utilized even
in the case that the copy prohibited data cannot be processed in the
archive device. Here, as one exanple of the configuration of the AVHDD

that is provided with a copy neans, Fi 0 .CAS: r &4 he ;AVHDD
1022, whi cﬁ]ijgo‘ﬁr%?déap% %q’iﬁl}%%g g‘%é%ngglg%?%slﬁgv%ﬁli%w% %" %2?3 ?‘s“f‘A
repl aced MAtH%égﬁBAVHDD 1091 that is provided wth the copy neans 1090
i nstead of & Ye means 1027. (Tenth Enbodi ment) Next, an encryption

the prosent 1§ nvertion T s weee: TRER: ERg Tl AR T2 o0t Gef o Rarel ¢ e
ot ool e SRR AIB PSR MRS o A oALL00 0 e Brgecr,
oL, AT AT IR BRSSPSR SR T ke Lot
apparat us &é&%Ce, the copy prohibited data can be transmitted to the

archive device and the copy prohibitedldata can be stored

in the AVHDD as a backup so as to produce the merit that

the copy prohibited data stored in the AVHDD as a backup

can be utilized even in the case that the copy prohibited

data cannot_be processed in the archive device.

Here, as one example of the configuration of the AVHDD
that is provided with a copy means, Fig 29 shows a case
wherein the AVHDD 1022, which is provided with the move
means 1007 shown in Fig 24, is replaced wit.h the AVHDD 1091
that is provided with the copy means 1090 instead of the
move means 1027.

(Tenth Embodiment)

Next, an encryption data decrypting and recording
system according to the tenth embodiment of the present
invention is described.

Fig 30 shows the configuration of the encryption data
decrypting and recording system according to the present

tenth embodiment. As shown in Fig 30, the encryption data

decrypting and recording system according to the present
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Fig 31 shows the configuration of each of the recording apparatuses 1100
according to the present tenth enbodiment. As shown in Fig 31, each
recordi ng apparatus 1100 has a recording neans 1102 and an out put neans
1103 that outputs data recorded in the recording neans 1102. Here, the
data recorded in the recording means 1102 is data gained by encrypting
the copy prohibited data that is prohibited from being copied and the
encrypted copy prohibited data of the sane content is recorded in the

et ot e T80 flin iR 4 BAOEALA%, 2PEELE! Wecbiibindtiiipa Fldud h S 10M8

the config ecryptin and recordi ng apparatus 1101 accordi ng

e BT PO S R o gt

recordi ng T™has a ans 1104 and a recordi ng nmeans
1105. FbreEB% £ decryption nmeans 1104 is a nmeans of decrypting the
encrypt ed prohibited data that is outputted fromthe recording

apparatus 1100 ile,.the re di ﬂ%ﬂpﬁ ! i f i1 th
encrypted copy :5%§B1§ %waaqgagggbn cr?%%gg<%%S%Cg§§ﬁ?g¥%ggegg?g?ggmh?ch

e T

appar at us ition, in the above

descri bed ti dat.a. : . (
bresent  t SNCT YRLEAN 43t Jogi YPLLRG, LS LAPRG! B et eaLaccondinag 19 the

nt-, oug e same content is recorded

infive recgéggg i%P %&%&H?%ﬁlkﬂ%gﬁig%.é&%%%t@ﬁ%ans 1103 that outputs

data recorded in the recording means 1102. Here, the data
recorded in the recording means 1102 is data gained by
encryptimgthecopyprohibiteddatathatispmohibitedfrom
being‘copied.andﬁthe encrypted copy prohibited data of the
same content is recorded in the recordiﬁg means 1102 of
each recording apparatus 1100.
Next,Fig32showstheconfigurationofthedecrypting
andrecordingapparatus1101accordingix)thepresenttenth
embodiment. As shown in Fig 32, the decrypting and
recording apparatus 1101 has a decryption means 1104 and
a recording means 1105. Here, the decryption means 1104
is a means of decrypting the encrypted copy prohibited data
that is outputted ffom the recording apparatus 1100 while
therecordingmeansllOSisameansofrecordingtheencrypted
copy prohibited data or unencrypted copy prohibited data,
which is data that has the same content as that of the copy
prohibited data recorded in the recording apparatus 1100.

In addition, in the above described encryption data
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in the decrypting and recording apparatus 1101, respectively, the encrypted
copy prohibited data can only be decrypted by the decryption neans 1104 of
the decrypting and recording apparatus 1101. Accordingly, when the
encryption data decrypting and recording systemaccording to the present
tenth embodinment is used, effects are gained that copyright is protected
while the data of which the copyright is to be protected can be backed up.
Here, though in the encryption data decrypting and recording system

according t %ﬁggﬁpgg%ggq}%g%%%mﬁgggg%m a - d 29T dh Nghappaeakws. 1100

is provide unber of the recordi ng apparatuses

1100 is not_|limt . Sﬁﬂyﬁ , Y 48! D f i
appar at usest%%ghe%qks)%)gl?ﬁﬁe{\;’en J%oglﬁ%eﬁlt tléergjlet , anegﬁ/rﬁ%Dc?gg%,mjag%or di ng

to the el evregé$r8§€i29ﬂi gept 9&@%@@%?2@&@&@%&%1b§)ad%cnill@% alrey e,

transm ssi on o rom t he s described in the el eventh

enbodi nent d fhe 4 1 d ta_ d I
€4 i g l DV, 1037 of the DVD
apparatus 1 SF Elge§%ﬂgﬂ%ﬁé8aaﬂ?ogfcgi£g§§%1§?p?ﬁgtk$ﬁDD 1032 and the DVD

e e S AR S LS PR s ik sl
be decrypted by the decryption means 1104 of the decrypting
and recording apparatus liOl.

Accordingly, when the encryption data decrypting and
recordingsystemaccordingtx>thepresenttenthembodiment
is used, effects are gained that copyright is protected
_while the data of which the copyright is to be protected
can be backed up.

Here, though in the encryption data decrypting and
recording system according to the above described
embodiment, the recording apﬁaratus 1100 is provided with
1100a to 1100e, the number of the recording apparatuses
1100 is not limited to 5. In summary, any plural number
of recording apparatuses may exist.

(Eleventh Embodiment)

Next, an AVHDD 1032, according to the eleventh
embodiment of the present invention is described. Here,
transmission of data from the AVHDD 1032 is described in
theeleventhembodimentandthetransmitteddataisrecorded
in the DVD 1037 of the DVD apparatus 1033.

Fig 26 shows a block diagram of the AVHDD 1032 and
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enbodi nent of the present invention is formed of, as showmn in Fig 26, a
storage neans 1034 of storing data and a transm ssion neans 1035 of
transmtting data stored in the storage neans 1034 to the DVD appar at us
1033. The DVD apparatus 1033 according to the eleventh enbodinment of the
present invention is formed of, as showmm in Fig 26, a fifth recording
means 1036 of recording data fromthe AVHDD 1032 in the DVD 1037 and a
reproducti on neans 1038 of reproducing data recorded in the fifth
recordi ng tteaDVOEPR6a riddnes 1038 AVHDRJLHGR? tof thbée dewphhlerdohddmerrtt i s
used as one exanple of the data transm ssion apparatus of the present
i nvention. dih elddi preserithelcoanedbinan bet ween the AVHDD 1032 and the DVD
apparatus 1033 may be effected via any type of interface. Next, the
operations of thalAVHDEh&0ARHaM 10#®2 D¥Ecoapharatis tH83edevardilng to the
el eventh enbodi nent of the present invention are described. Here, the data
transm tt ecnilyodl breAYHDD 4082 +resansuimaentd die is Soread fodr,ad shoan
plurality of data packets. Fig 27 shows the configuration of a portion of
this streamn Thig 8breamdtoragesheands rMnF34 27, saoxtirepmidoa meddok a
plurality of blocks fornmed of five data packets DO, DI, D2, D3 and D4,
wher ei n DOtnsh2 s s@dramead 4085 pEspeahiswdltyying data stored in the
storage means 1034 to the DVD apparatus 1033.
The DVD apparatus 1033 according to the eleventh
embodiment of the present invention is formed of, as shown
in Fig 26, a fifth recording means 1036 of recording data
from the AVHDD 1032 in the DVD 1037 and a reproduction means
1038 of reproducing data recorded in the fifth recording
means 1036.
Here, the AVHDD 1032 of the eleventh embodiment is
used as one example of the data transmission apparatus of
the present invention.
In additidn, the connection between the AVHDD 1032
~and the DVD apparatus 1033 may be effected via any type

of interface.

Next, the operations of the AVHDD 1032 and the DVD
apparatus 1033 according to the eleventh embodiment of the
present invention are described.

Here, thedata transmittedby the AVHDD 1032 is assumed
to be a stream formed of a pluralify of data packets. Fig

27 shows the configuration of a portion of this stream.
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dat a packets that are chronol ogically sequential in ascending order of
nunber and the data is encrypted in a chain nmanner so that each packet
cannot be reproduced unl ess the packet chronol ogically one before is
reproduced. Accordingly, when the data packets DO, D1 and D2 are picked
up, the data packet DO is chronologically followed by the data packet D
which is then followed by the data packet D2 so that the data packet D is
not reproduced unless the data packet DO is reproduced while the data

P T S e
;gggrgiﬁgsﬁ?lggigih ré%?;h Eﬁ%ﬁtﬁﬁoﬁféfs og%gzinggggl%%gig%gst g'D@%'
(ransm ¢ go&f n ﬁﬁﬁggerwogr%&?@%g 2ot e B e AR e R

" the DVD F05. D2HaT Y Ha Aat 37 Poc it | PO E e LoD T8 T o Fapioduced ¢ he

P oouCt DR O B PO GRp e O A packRle 18 A bEvRRAR! saf DO

reproduces the,entire strZpeC TO r forplng Fhe stream and then
B oo SRR 5By JDEn ARt oL EASER o gt A
the packet chronologically one before is reproduced.

Accordingly, when the data packets DO, D1 and D2 are
picked up, the data packet DO is chronologically followed
by the data packet D1, which is then followed by the data
packetDZsothatthedatapacketDlisnotreproducedunless
the data packet DO is reproduced while the data packet D2
is not reproduced unless the data packet D1 is reproduced.

As for the operation, at the time when the AVHDD 1032
transmits such é stream to the DVD apparatus 1033, when
the transmission means 1035 of the AVHDD 1032 transmits
astreamstored in the storagemeans 1034 to the DVD apparatus
1033, the data packets of each block forming the stream
are transmitted in the order of D4, D3, D2, D1 and DO.

The fifth recording means 1036 in the DVD apparatus
1033 records the data from the AVHDD 1032 in the DVD 1037.

When the data recorded in the DVD 1037 is reproduced
the reproduction means 1038 reproduces the data packets

in the order of DO, D1, D2, D3 and D4 with respect to each

block forming the stream and then reproduces the entire
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D3, D2, D and DO in the above manner and, therefore, the block forned of
the data packets DO, D1, D2, D3 and D4 is not reproduced unless D4, D3,

D2, D1 and DO are transmitted in the case that the power is cut off in the
course of data transm ssion due to a power failure, or the like, so that
the situation where transm ssion data is decrypted in another apparatus
can be avoi ded even in the case that the transm ssion data is |eaked to
the apparatus. Here, though in the above described enmbodi ment chain
encryption gf -dhye data packets DO, D1, D2, D3 and D4 is not described in
detail, the data packets DO, DI, D2, D3 and D4 that are encrypted in a

chain manner may M HHfLPad ket bt shacage t@ansrd03¢hef ATABDAYEBR 1032 or
the data packets of each bl ock nay be encrypted in a chain manner at the

time when thes ANSPSSELPuIEANS 31088 fahBaiAVD inl @32 birarsTolts Didhe
stream by providing the AVHDD 1032 with a neans of carrying out a chain

encryption.pd n pyldig] o gt HOUOR tRet ABoRBOMEnGRSCHMREd BTdodf oBBt, thie
streamis fornmed of a plurality of blocks forned of five data packets DO

D1, D2, D3 gk P4sothednerbenolidal adrekst ot hpt ,foem eachnldl ok iiss not
l[imted to five. In addition, the streamis not limted to a stream for ned

of a pluralidy fpb@cked ThHeeskl eaAMIRY P! Dieaher Dotk 6 trapbulialkicdy of
bl ocks, but rather, may be a streamformed of a plurality of data packets.
In this casg tHE case that the power is cut off in the course of data
transmission due to a power failure, or the like, so that
the situation where transmission data is decrypted in
another apparatus can be avoided even in the case that the
transmission data is leaked to the apparatus.

Here, though in the above described embodiment chain
encryption of the data packets DO, D1, D2, D3 and D4 is
not described in detail, the data packets DO, D1, D2, D3
and D4 that are encrypted in a chain manner may be stored
in the storage means 1034 of the AVHDD 1032 or the data
packets of each block may be encrypted in a chain manner
at the time when the transmission means 1035 of the AVHDD
1032 transmits the stream by providing the AVHDD 1032 with
a means of carrying out a chain encryption.

In addition, though in the above described embodiment
the stream is formed of a plurality of blocks  formed of
five data packets DO, D1, D2, D3 and D4, the number of data

packets that form each block is not limited to five. In

addition, the stream is not limited to a stream formed of
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transm ssi on neans 1035 transmts the data packets formng the streamin
the order fromthe rear to the head. In addition, though in the above
descri bed enbodi rent the transm ssion of the streamis described, the data
packets DO, D, D2, D3 and D4 are closely observed and this results in
finding that the data packets D1 to D4 are erased from the recording
medi um before the nove of the streamafter the nove of the data packets
D4, D3, D2, and DI has been conpleted and the data packet DO is

transferred, af{gl hhe, abous1 SERSUr eThas Neethmonpketet ahdl rbbrad e data

packet DO 1s erased fromthe recording nedium before the transfer of the

stream Herg.,j-4Ne+gbgyerdesd bedieighitet o ghovEBt A sepbagi MBRisd t he
AV data of which the value of the CCl is any of "Copy Never," "Copy Once"

or "No Mor %@%Y%lhu%_aqug estiMghy rrfeides torastreRy i biked data
while in the followng twelfth to Sixteenth enbodi nents the content

wher ei n COWf%l?gﬁﬁs%‘l%rﬁMe@@f‘&i 0855 thenlside:s thér’]\'ﬁh%ﬁ bheke®d FbgmiGrpy

Never" is pro ited is referred to as copy prohibited content. (Twelfth

Embodi ment )k 9533 clath & r£0PHE OYLALIOE XHRGERE 9kt MESOFKE NHeardd
reproduction apparatus according to the twelfth enbodi nent of the present

i nvention. As showy hAqdtRe drl J¥hSugh JHAHERAbOo Ve 05 BRE bR debealihmtreans

2010 is a nmeans of detecting
thetransmissionof thestreamisdescribed, thedatapackets
DO, D1, D2, D3 and D4 are closely observed and this results
in finding that the data packets D1 to D4 are erased.from
the recording medium before the move of the stream after
the move of the data packets D4, D3, D2, and D1 has been
completed and the data packet DO is transferrea after the
above erasure has been completed and, then, the data packet
DO is erased from the recording medium before the transfer
of fhe stream.

Here, in the above described eighth to eleventh
embodiments, the AV data of which the value of the CCI is
any of “Copy Never,” “Copy Once” or “No More Copy” is
collectively referred to as copy prohibited data while in
the following twelfth to sixteenth embodiments the content
wherein copying of the AV data, or the like, of.which the
CCI is “Copy Never” is prohibited is referred to as copy
prohibited content.

(Twelfth Embodiment)

Fig 33 is a configuration diagram of a recording and
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judgnment information with respect to the copy limtation in broadcasting
signals fromthe outside, a tine information acquisition neans 2011 is a
nmeans of a acquiring time signals wth respect to tine f rom br oadcast i ng
signals fromthe outside, a recording and reproduction neans 2012 is a
means of recording and reproduci ng broadcasting signals fromthe outside,
a recording nedium 2013 is a neans of storing broadcast data that can be

i npl enented by a hard disk, or the |like and that allows recording and

EEE ;EE Egte;?%n%ﬁtﬁ?ﬁtafséio?”%BEt:% .Scmp?;ﬁ%‘?%?’sg?? GREEEER SnpoRihEng o
sceitny 0 e AR TS L
culpt T SrUAET R Y 2 AT Rl P AL
teﬁgl gf:)\égl;fs\i%tg?i?% tlll’:llgtodflo{? %%ﬁtwn‘ 5hy gsts% Ctz'ptljé} rtgqr%a Sfj_égpi %&.To_l-rﬂere,
broadcast ust kg °H dq\ﬁsf% eggﬁsaj\'r,\\!%p%%%%ﬁ(%@g}rh%gﬁgﬁiﬁ/gn%pg?g‘gé%ﬁéf@gglrﬁ%ﬁ o

h
Ezoﬁgglr R?Lée%(ﬁcé &ef ard e%e%%s i@lgg@gﬂearfé OI}_PEQ : t%?l Eacﬁ@%als

ng Process are om

followi ng e bﬁﬁ’a?%%t?sed%% e%eSEE_IIngegro t Og&ggsggtﬁ@ermgl{glgdgkbhp%hé he

j udgnent inf i on' means

outside, a recording and reproductlon means 2012 is a means
of recording and reproducing broadcasting signals from the
outside, a recording medium 2013 is a means of storing
broadcast data that can be implemented by a hard disk, or
the like and that allows recording and reproduction at the
same time and allows a random access, a control input
interface (hereinafter, control input I/F) 2015 is a means
of receiving the control from the ﬁser and a switching means
2016 is a means of receiving an input from the recording
and reproduction means 2012 and a broadcast input from the
outside so as to select either of these and output it to
the external monitor, or the like. 1In additic_)n, in the
recordingmedium 2013, the recordingbuffer 2014 is a reg'ion
that exclusively records the data that is restricted from
being copied. Here, the broadcast that is dealt with in
the present embodiment is a digital broadcast using an MPEG
transport stream or an MPEG program stream (hereinafter,

referredto, ingeneral, asMPEG stream) andmeans concerning
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the tine information acquisition means 2011 and the recording and
reproduction means 2012 are exanples of recording neans of the present
invention. The operation of the recording and reproduction apparatus
according to the twelfth enbodi mrent of the present invention that has the
above described configuration is described as follows. First, the judgnent
informati on detection neans 20 10 refers to each packet form ng a header
or a data colunmm when receiving an input of the MPEG stream fromthe

outside ang, dejecy ihﬁfﬁk%@js@ GONE &I NG 16OPY4 + 8hémsueBdas RaeopPY £ guard
or CCl (copy control iAformation) so as to judge whether or not a copy

prohi bi tion. o %fp&wﬁgg%ﬁﬁeaii%m@ss ihegn sl iasedl 19N thikeshppuhsadecant ent .

Here, it is assuned t only the copy prohibited content that is

prohi bi t ed %;é %t@a}dfitﬁi&g, %%{a'hfédb&eiﬁpyhtfg@mmgm Jdehest ¢ en imeputd 8d 1NPEG

streamis i I ed as e copy prohibited content, the judgnent

i nformationpdetepti an fBanst 2940 a%uiqutgﬁtg@ﬁeﬁbm@ io7 o1 n@hHoRKko t he
recordi ng and reproduction nmeans 2012. As exanples of detection

| nfor Mat | 0o COPYELGNaA T LLFRLHOR B GRYaRYaRd12 B thgahpkes i uded

in the MPEG stream are cite The recording and reproduction nmeans 2012
prepares t0Le6oRdpl e MPEG Bt ERAMI ML ddiec T efoLaingybUf fer 2014 wi thin the
medi um 2013 i i

recordi ng ased on the detection information

The operation of the recording and reproduction
apparatus according to the twelfth embodiment of thepresent
invention that has the above described configuration is
described as follows.

First, the judgment information detection means 2010
refers to each packet forming a.header or a data column
when receiving an input of the MPEG stream from the outside
and detects information concerning copyright such as a copy
guardorCCI(copycontrolinformation)soastojudgewhether
or not a copy prohibition or a copy restriction has been
placed on the inputted content. Here, it is assumed that
only the copy prohibited content that is prohibited from
being copied is inputted.

Next,'when the inputted MPEG stream is identified as
the copy prohibited content, the judgment information
detection means 2010 outputs detection information to the
recording and reproduction means 2012. As examples of
detectioninformation,copyrightinfofmation,acopyguard,

and the like, included in the MPEG stream are cited. The
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after the recording and reproducti on neans receives the detection
information. \Wen an MPEG streamis inputted fromthe outside via the
judgment information detection neans 2010, the recording and reproduction
means 2012 records the MPEG streamin the recording buffer 2014. Next, the
operation of recording in the recording buffer 2014 by the recordi ng and
reproduction nmeans 2012 is described in detail. Fig 34 is a tine chart for
describing the operation of the recording and reproducti on apparat us

accor di ng tf%égfdﬁﬁgsﬁ?ltd tel fd 4y erhedl fRlh s @?&)l@%%é‘régetﬁi gecdras an

exanpl e of the operation of ‘the present enbodinent, it is assuned that a

recording a{}g? (rjg?t@;dlé%ﬂé%ﬂn PRPaRaL U i NguEe drhe or £sgnthembadidrent

is used in r to tenporarily record the anount of data that corresponds

to a 90 m Lo pasd Aafieateastnd bam b Lhe deeerrdiag Dif behazlih and

that the copy pro content of the 120 m nutes of broadcast tine that

s broadcazgfgggi B9e ?ﬁ&f&%ﬁgn%dt I b 881 bl e fRdeast 1 9420 dre

- viewed an I st ene ase the tirnme shift reproduction after 90

m nutes hasyglapsed s ihscbpgadcast starting time. First, at the tine
when the broadcast starts, the recording and reproduction nmeans 2012 starts

SRR AR i e i
the judgment information detection means 2010, the
recording and reproduction means 2012 records the MPEG
stream in the recording buffer 2014.

Next, the operation of recording in the recording
buffer 2014 by the recording and reproduction means 2012
isdescribedindetail. Fig34isatimechartfordescribing
the operation of the recording and reproduction apparatus
according to the present twelfth embodiment. As shown in
the figure, as an ekample of the operation of the present“
embodiment, it is assumed that a recording and reproduction
apparatus according to the present embodiment is used in
order to temporarily record the amount of data that
corresponds to a 90 minute period of broadcast time in the
recording buffer 2014 and that the copy'pfohibitedtsontent
of the 120 minutes of broadcast time that is broadcast during
the period of time of the live broadcast 2020 is viewed
and listened to based on the time shift reproduction after

90 minutes has elapsed since the broadcast starting time.

First, at the time when the broadcast starts, the
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and reproduction means 2012 keeps sequentially recording the data in the
recording buffer 2014 and does not carry out reproduction. On the other
hand, the time information acquisition neans acquires tinme information
such as a PCR packet or a tine stanp fromthe MPEG streamso as to start
nmeasuring the recording time at the point in tine when the recording and
reproduction neans 2012 starts recording the copy prohibited content in
the recording buffer 2014. Next, after the period of time of recording 2021

(90 mnutes) has.el apsed di t A d
irgl‘:g; g?;l oﬁ%%%ﬁaéf‘gi %E‘Sﬁ?%%g %%nggf“ﬁ%éegﬁﬁ?ﬁif%ggg%gs pétcglr}?ilr%d talgr?g t he
g a producti on neans .2012 i
after the Bt Egsg{qwrpmioﬁ%%%%étte?ﬂetiéﬁfﬁ%r%E?f@‘? EhRr
nti nui ng se tia di : LSol
from the ou%@fée. q‘ﬁig[rg@,r itr?rete Oéoéggﬁ;%lftetsoeag\?ﬁ%?)%%ﬁ%m Bér%,?étrhéeé?ikgg% gg

Lhe period ol ot IpehuRsording. 2074, bapcgbapsedualnoe | e hrosdeasiy

starting ti e o |Tstenrng-starting t1ne when the vi'ew ng

enj.n eriod o i me . St a e At [ hi
reproguctldﬁi§n§?£?hépeﬁgﬁéF%ﬁﬁfﬁﬁégré#%&gghéxgg%gga%é??gﬁ hégnga§g~2
reproduces the recorded data before it is erased and outputs it to an
external noMPEoF SPERAHREE 5%t chi ng  reans 2016. P

On the other hand, the time information écquisition
means acquires time information such as a PCR packet or
a time stamp from the MPEG stream so as to start measuring
the recording time at the point in time when the recording
and reproduction means 2012 starts recording the copy
prohibited content in the recording buffer 2014.

Next, after the period of time of recording 2021 (90
minutes) has elapsed according to the measurement by the
timeinformationacquisitionmeans2011sincetheﬁroadcast
starting time, the recording and reproduction means 2012
starts erasing the data recorded after the broadcast
starting time from the recording buffer 2014 while
continuingthesequentialrecordingcﬁftheMPEGstreamthat
is inputted from the outside. Here, in this example of
the operation, the time when the periodof time of recording
2021 has elapsed since the broadcast starting time is the
viewing and listening starting time when the viewing and
listening period of time 2024 starts due to the time shift

reproductionand,therefore,therecordingandreproduction
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That is to say, the data that corresponds to the portion 2022a of the
first 30 mnutes (content that is broadcast during the period of tine of
the live broadcast 2020a) from anong the data recorded during the period
of time of recording 2021 is reproduced (content viewed and listened to
during the viewing and listening period of tinme 2024a according to the
time shift reproduction) after 90 m nutes has el apsed since the broadcast
starting time, that is when the viewing and listening starting tine
according to the tine shift reproduction and, _after %hat,.it S g

i medi at el yneanse) 12 MR rodHeR St Hee e FoRdsr dake RFLPEET biliy CaRF®
reproduction 2022a has el apsed since the viewing and, listenin s&grting
tinme accor Bng PBLPRNES ike &hi pR SX&EHTEHEtTORL ﬁéWﬁﬁxﬁ%ﬁnﬁwgﬁﬁ 1ng
reproduction nmeans 2012 continues the sequential recording of the data
until the mbedadcddl&onpletion time during the period of tine of
recording and reproduction 2022b and, at the sanme tine r epr oduct,i.on_ of
the data that hasThatdadyolseah SREIARIET FhatheOr EESRAMY HRFFRT PO Id1A R s

continued so that it succeeds the data portion 2022a. gbxt, at the tinme

when the brd8dasefi $heofiieted? mhavFesor §AySht €%ﬁ olicProR dtits 2012

stops the sequential recording of the data and igple nts r%g&ﬁﬂ tion of

the data redordag Fhetperiecor it s dhe 13y&PERAdCa e A g&a%

| i stening conpletion tinme (peri.od , , , .
amongthedatarecordeddurlngtheperlodoftlmeofrecordlng

2021 is reproduced (content viewed and listened to during
the viewing and listening period of time 2024a according
to the time shift reproduction) after 90 minutes has elapsed
sincethebroadcaststartingtime,thatiswhentheviewing
and listening starting time according to the time shift
reproduction and, after that, it is immediately erased.

Next, when the period of time of recording and
reproduction 2022a has elapsed since the viewing and
listening starting time according to the time shift
reproduction, the recording and reproduction means 2012
continues the sequential recording of the data until the
broadcast completion time during the period of time of
recording and reproduction 2022b and, at the same time,
reproduction of the data that has already been stored in
the recording buffer 2014 is continued so that it succeeds
the data portion 2022a.

Next, at the time when the broadcast is completed,

the recording and reproduction means 2012 stops the
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of time of reproduction 2023). Here, in the above described operation, the
reproduced data may be stored once in the recording buffer 2014 during

the period of time of recording and reproduction 2022b and during the
period of time of reproduction 2023 so as to be erased together after the
view ng and listening conpletion time and it is desirable to erase the data
i medi ately after the reproduction in order to prevent the situation where
the data is stored in the recording nmedium 2013 in the case that the power

of the recording and, replodyelon ARRAI AlYS, T Snaut offoliigr ko an acci dent.
P a t

Lo Sedu
I'n addition:#n € case e time shi reproduction is not carried

out after Lhe Yhawng At e el Q0 AAIALS L4 e LSS LA0LY AL

reproductidﬁepﬁg er ases € entire data recorded 1 n the recording

T 20 THSFbYs IS LB AL o T et b ot o

orm o an by ting. In addrtion,

though in th bove scription n judgnment information detection
ob EARE” Alagrant bR s iR |

means 2010 Af'ornation 1 hcluded in the data of the copy

prohi bi ted - contehl, .16, [REAANI AL L AL QARELIAN SR aR% DS oduced

automatical ly st the recordi ng operation
D O | 0 a5 50 A0S ARE AR PRELIUIGNY bl A AP B ABAN

the period of time of recording and reproduction 2022b and
during the period of time of reproduction 2023 so as to
be erased together after the viewing and listening
completion time and it is desirable to erase the data
immediately'after'the reproduction in order to prevent the
situation where the data is stored in the recording medium
2013 in the case that the power of the recording and
reproduction apparatus is cut off due to an accident.

In addition, in the case thatvthe time shift
reproduction is not carried out after the viewing and
listening starting time, the recording and reproduction
means 2012 erases the entire data recorded in the recording
buffer 2014. Thereby, the copy prohibited content can be
prevented from being reproduced in a form other than by
time shifting.

In addition, though in the above description when the
judgmentinformationdetectionmeans2010detectsjudgment
information included in the data of the copy prohibited

content, the recording and reproduction means 2012
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triggered by the judgnent information but, rather, nmay be carried out by
control fromthe outside (user) via the control input I/F 2015. In
addition, though in the above description the conpletion of the period of
time of recording 2021 and the viewng and listening starting time
according to the tinme shif t reproduction are set at the sane tine and the
operation of time shift reproduction of the copy prohibited content and
the operation of the erasure of the data that formthis copy prohibited

content ar %&g{%ﬁskﬁ%&%y tsfk%df?y%é Wb dSraffly ABeesIAdA ¥d Hnleed 1 thi's

but, rather, e viewing and listening starting tine may be set at an

arbitrary tijBeOpo¥i-8Wia A0 |{5Ee8LAGTRY BeLILINN D8y sPegHEA oA

| RE- §
direct order tot recordi ng and reproduction nmeans 20127 w t hout

carrying oulet e SelMhnbased P8RONIOLLOROMIL GAM 2 Ohayl AR Hd F

2015 as long as the viewmng and |listening starting time is wthin the

period of tipe gk Lecarding 203Ln{dIer 19k o Phati B BAAC ruherdt N ridie Yd e
uc? ) . At th

shift repro on can“be set at any tine is tine in the case that

a direct order el dleplidBnehbltr /Pt RAURIE SDIE ey ¥ esardidgoardol
reproduction neans 2012°is not carried out within the period of tine of

recording Zpg%ﬁti&/@s;pjfggrable for the recording and reproduction nmeans
2012 to stop e recording operation (period of time 2021a in Fig 35) In

23'2‘”“ on, at the saNBqqtkABn | tthSugdBShhakie tHHHeE aecenti i thi eeheor der
completion of the period of time of recording 2021 and the
viewing and listening starting time according to the time
shift reproductionare set at the same time and the operation
of time shift reproduction of the copy prohibited content
and the operation of the erasure of thé data that form this
copy prohibited content are interlocked, the invention is
not necessarily limited to this but, rather, the viewing
and listening starting time may be set at an arbitrary time
or viewing and listening may be carried out through a direct
order to the recording and reproduction means 2012, without
carryingout time setting, based on control fromthe control
input I/F 2015 as long as the viewing and listening starting
time is within the period of time of recording 2021 (period
of time 2024c wherein the time shift reproduction can be
set at any time). At this time in the case that a direct
order of the time shift reproduction to the recording and

reproductionmeans 2012 is not carried out within the period

of time of recording 2021, it ispreferable for the recording
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in the case that the direct order f or tinme shift reproduction 1is again
carried out. In addition, in the case that the period of tine of recording
2021 has el apsed in the above operation, though it is described above that
the recording and reproducti on neans 2012 erases the data recorded after

t he broadcast starting tine fromthe recording buffer 2014 while

conti nui ng sequential recording of the MPEG streamthat is inputted from
the outside, this data may be rewritten into an unreproducible condition,

and in addif{9na-ddattiohhe 48k 2 JBY thes fBhbnies netbd a1 Ag 31969581 BG
buf fer 2014. (Thirteenth Enbodi nent) A recording and reproduction

appar at us %@%&%f ¢ ihd'e gn 4 tigemtily gmhodi wang gefi thik preasente sawRNti on

uses a ri er as a recording buffer for recording the copy

prohi bi ted coptent ¢ Fisg i3 & 1 5 Be COBF haw ald A € 30H3MRIL & FEEPLT divhg, and
reproduction apparatus according to the present thirteenth enbodi nent of

the present; RKENL 00 trldY Lhe 418868 oddier SRAME: SEMOL 1 A1 Abdached {0 the

sanme parts as, or corresponding parts to, those in Fig 33, "of which the
descriptionss atg, 981 thed.s d &ddition, the ring buffer 2044 is a nmeans of

tenporarily recording a constant anount of data by repeating the overwite
recording in the SanRIdLOLOA, in the case that the period of time of
recording 2021 has elépsed in the above operation, though
it is described above that the recording and reproduction
means 2012 erases the data recorded after the broadcast
starting time from the recording buffer 2014 thle
continuing sequential recording of the MPEG stream that
is inputted from the outside, this data may be rewritten
into an unreproducible condition, and in addition to that,
the data may be maintained in the recording buffer 2014.

(Thirteenth Embodiﬁent)

A recording and reproduction apparatus according to
the thirteenth embodiment of the present invention uses
a ring buffer as a recording buffer for recording the copy
prohibited content.

Fig 36 is a configuration diagram of a récording and
reproduction apparatus according to the present thirteenth
embodiment of the present invention. In the figure, the
same symbols are attached to the same parts as, or

corresponding parts to, those in Fig 33, of which the

descriptions are omitted. In addition, the ring buffer
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The operation of the recording and reproduction apparatus according to the
thirteenth enbodi nent of the present invention, which has a configuration
as described above, is described as follows. First, the operation wherein
t he judgnent information detection neans 2 0 10 refers to an MPEG program
stream from the outside and the recording and reproducti on neans 2012
records the copy prohibited content in the ring buffer 2044 1is carried out
in the sane manner as in the twelfth enbodi ment. Next, the operation of
recordi ng 1204 4el g ianpechufsf erf t26bddarihe recording ancdonspaodusnpomtneans
2012 is described in detail. As described above, the ring buffer 2044 is
a speci fi c afeglana oyt heperaddndy ntheeavsrficanctcaadingsioutheveems t e
recording by returning to the recording start position after a constant
amount of dat@ions recorded. At this tinme, the size of the ring buffer
2044 maybe set in advance or maybe set based on the detection information
acqui red from t h&haidgpent tiioviorofat tlve rdevectimn ardnsep@bluardionn eit her
case, the size of the ring buffer 2044 is set so that the entirety of the
copy prohidppadatast entcondiinl hecdimes tthierbbgrth @mbretondnhge fi $hreot
recordabl e. For exanple, in the case that the broadcast tinme of the copy
prohi bi t ed moesent isvaéd@ immutwds]ch thes | contfufderaéh as descrabeale a
capacity correspondi ng
above, is described as follows.
First, the operationwherein the judgment information
detection means 2010 refers to an MPEG program stream from
the outside and the recording and reproduction means 2012
records the copy prohibited content in the ring buffer 2044
is carried out in the same manner as in the twelfth
embodiment.
Next, the operation of recording in the ring buffer
2044 by the recording and reproduction means 2012 is
described in detail. As described above, the ring buffer
2044 is a specific region on the recording means 2013 and
carries out overwrite recording by returning to the
recording start position after a constant amount of data
_is recorded. At this time, the size of the ring buffer
2044 may be set in advance ormay be set based on the detection
information acquired from the judgment information
detection means 2010 and, in either case, the size of the

ring buffer 2044 is set so that the entirety of the copy

prohibited content, which becomes the object of recording,
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to 90 m nutes. The recording and reproduction neans 2012 starts the
recordi ng of the copy prohibited content in the ring buffer 2044 that is
set as described above. Here, Fig 37 is a time chart for describing the
operation of the recording and reproduction apparatus according to the
present thirteenth enbodinent. In the following, in reference to Fig 37,
the operations of the recording and reproduction neans 2012 and the ring
buffer 2044 according to the present thirteenth enbodi nent are described
in detail. Hereotaseshawrbet hefdi garemptiiee, et thagsasfe ddent ofhehe tines
and each of the periods of tinme are the same as in the case of the twelfth
enmbodi nent ,brsddoa sicrt Fhg oF4th Ecosty, paohtibd tedreontem tal BrlddfieastteSart s,
the recording and reproduction neans 2012 starts recording the data that
forms the capy rarahbbiftfed 20dtdent Set thoehaivegg dagd @l LY r aspen iy
broadcast starting tinme, the recording and reproduction nmeans 2012 keeps
sequenti al Iyo 9ecpddiutgdhe data until the capacity set in the ring buffer
2044 becones full and does not carry out reproduction &period of time of
recordi ng 2051). Nextreadt@inghengerepdodficttiinm ofeanst @0di 5§ t2o5as Hdxe
el apsed since the broadcast starting time and the capacity set in the ring
buf f er 2044rbecotesd dflthé peporadifgited content in the ring buffer

2044 that is set as described above.

Here, Fig 37 is a time chart for describing the
operation of the recording and reproduction apparatus
according to the present thirteenth embodiment. In the
following, in reference to Fig 37, the operations of the
recording and reproduction means 2012 and the ring buffer
2044 according to the present thirteenth embodiment are
described in detail. Here, as shown in the figure, the
settings of each of the times and each of the periods of
time are the same as in the case of the twelfth embodiment,
shown in Fig 34.

First, at the time when a broadcast starts, the
recordingandreproductionn@ans2012startsrecordingthe
data that forms the copy prohibited content in the ring
buffer 2044. After the broadcast starting time, the
recording and reproduction means 2012 keeps sequentially
recording the data until the capacity set in the ring buffer

2044 becomes full anddoes not carryout reproduction (period

of time of recording 2051).
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and reproduction nmeans 2012 returns the recording head (ring buffer
pointer) to the recording start position fromthe recording position at
the point in tinme during the period of time of recording 2051 in the ring
buffer 2044 so as to carry out a new overwite recording of the data. In
addition, in this operational exanple, since the conpletion of the period
of time of recording 2051 is the sane as the starting tinme of the period
of time of viewing and listening 2054 according to the tine shift
reproduction, theextcoafltag ahd pepioducti bhmeeansr 2002 ddarg 28 lolnta |an
overwite recording of the MPEG streamthat is inputted fromthe outside
and, at theelapsetd sencst ahesbtrbedcamtdietittmeft ine adat &hea agapdicdttal y
before overwiting, that has been recorded since the broadcast starting
time. Thatséets fo sie niwegdavéfewat? (bt rlespomds tfolltlhe fhe sre@80rdiinmt e
portion 2052a (content broadcast during the period of time of the live
broadcast 2860a)edroduating néendat®l 2 redauriestbheerececdidgh erdi(ng riche
period of tinme of recording 2051 is reproduced after 90 m nutes have
el apsed si noeffke poriodoasttstianeéi ngecbrienthertan ewagiandn ifstoanitiyge
starts according to the time shift reproduction and, then, is erased
t hr ough overacoteirer gedi ngl offhen, théepo eotr tihngimedduepnoddbte peoieahs
2012 continues the sequential recording of data until the time of
broadcast cofiptemeomfanbcatdihg Al timetheomtinpudsiffer 2044 so as

to carry out a new overwrite recording of the data.

In addition, in this operational example, since the
completion of the period of time of recording 2051 is the
same as the starting time of the period of time of viewing
andlistening2054accordingtothetimeshiftreproduction,
the recording and reproduction means 2012 carries out an
overwrite recording of the MPEG stream that is inputted
from the outside and, at the same time, starts the
reproduction of the data, immediately before overwriting,
that has been recorded since the broadcast starting time.
That is to say, the data that corresponds to the first 30
minute portion 2052a (content broadcast during the period
of time of the live broadcast 2050a) from among the data
that has been recorded during theperiodof time of recording
2051 is reproduced after 90 minutes have elapsed since the
broadcast starting time when viewing and listening starts

accordingtothetimeshiftreproductionand, then, iserased

through overwrite recording.
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the data reproduction (period of tine of recording and reproduction
2052b). Next, at the tinme when the broadcast is conpleted, the recording
and reproduction means 2012 stops overwite recording of the data and

inpl enents the reproduction of the data recorded in the ring buf fer 2044
until the conpletion tinme of the viewing and listening (period of time of
reproduction 2053). Here, with respect to the above descri bed operation,
the data reproduced fromthe ring buffer 2044 may be once stored in the
ring buffer 2044 Mg tbebeecalddiotgvehy repratuation mearsoml bEion tine
of viewing and listening and it is desirable to erase the data i medi ately
after reprasieihogsi ther decutemtpnral erecohdisigt odt Hemanhartdiln thige time a
remains stored in the recording medium 2013 in the case where the power of
the recor digW mnsadepsadeeiporet Appasatiys aits thwe seife dubnee aAngésivdemt. I n
addition, in the case that a time shif t reproduction is not carried out
after the stleetéagat ireprfdweenbng (@etiddsoénitigie tife recording @mnd
reproducti on neans 2012 erases the entirety of the data recorded in the

ring bufferr@fddductiereB3052be.copy prohibited content can be prevent from
bei ng reproduced in a formother than by tinme shifting. In addition,

though in the abauwextesati bbe aperatWlosn the bowpldstd o b$ cheppeatiast, of
time of recording 2051 and
the recording and reproduction means 2012 stops overwrite
recording of the data and implements the reproduction of
thedatarecordedintheringbuffer2044until thecompletion
time of the viewing and listening (period of time of
reproduction 2053) .

Here, with respect to the above described operation,
the data reproduced from the ring buffer 2044 may be once
stored in the ring buffer 2044 so as to be collectively
erased after the completion time of viewing and listening
and it is desirable to erase the data immediately after
reproduction in order to prevent the situation wherein the
data remains stqred in the recording medium 2013 in the
case where the power of the recording and reproduction
apparatus is cut off due to an accident.

Inaddition, in the case that a time shift reproduction
is not carried out after the starting time of viewing and
listening,therecordingandreproductionmeans2012erases
the entirety of the data recorded in the ringﬁbuffef 2044.

Thereby, the copy prohibited content can be prevent from
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the starting time of viewing and |istening according to time shift
reproduction are set at the same tine while the operation of the tine
shift reproduction of the copy prohibited content and the operation of the
overwite recording of the data that formthis copy prohibited content
are interlocked, the invention is not necessarily limted to this and as
shown in fig. 3 8 the starting time of viewing and listening nmay be set at
an arbitrary time or viewing and |listening may be carried out according to
a direct omgieingt @ebi® direead dingaand rieprdtict thannbans i204 2sh wf thout. a
setting of the time, based on the control fromthe control input I/F 2015
as long as the st tdad tidre, ehodgwingthedbdvetdsagibsdwparatibe period
of time of recording 2061 (period of tinme 2064c wherein time shift
reproducti ofh€aibmpeesébnabfavharpetriadyofi tbhe Af tdcortiimey 201t haccase
that the direct order for time shift reproduction to the recording and
reproducti otheeadar2Qdy itsimeto faviieed ran and t hi atehd rrerd odo ol ithigne cof
recording 2061, it is preferable for the recording and reproduction neans
2012 to stopiméeshiecordpngdaperiain ard pat ad thet same2@bie whitllee thiggur e)
In addition, at the same time, it is desirable to set the systemso that
even in thepgasetibat dhetlt recheostierft wsptoducshiot sfptbductipgn is
carried out again, this direct order is not accepted. In addition, though
in the abovyerdesbhitked apetahtoand the operation of the overwrite

recording of the data that formthis copy prohibited content

are interlocked, the invention is not necessarily limited

to this and as shown in fig.38 the starting time of viewing

and listening may be set at an arbitrary time or viewing

and listeningmay be carried out according to a direct order

to the recording and reproduction means 2012, without a

setting of the time, based on the control from the control

input I/F 2015 as long as the starting time of viewing and

listening is within the period of time of recording 2061

(period of time 2064c wherein time shift reproduction can

be set at an arbitrary time). At this time, in the case

that the direct order for time shift reproduction to the

recording and reproduction means 2012 1s not carried out

withintheperiodof time of recording 2061, it ispreferable

for the recording and reproduction means 2012 to stop the

recording operation (period of time 2061la in the figure).

In addition, at the same time, it is desirable to set the

system so that even in the case that the direct order for
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in the case that the period of time of recording 2061 has passed, the
recordi ng and reproduction neans 2012 continues the sequential recording
of the MPEG streamthat is inputted fromthe outside while erasing the
data recorded after the broadcast starting tine fromthe ring buffer 2014,
the data nmay be stored in the recording buffer 201.4 after this data is
rewitten to an unreproduci ble condition. In addition, as f or the
recording position of the data in the ring buffer at the time when the
data is reptogdecedifitnrebe ddutet s6hfisrepr odect ban agedmndi g itso dihes gt esent
enbodi nent (1) the reproduction position under the condition wherein
overwite recaedi ig irohodceaptieerd out in the ring buffer 2044 becones the
sanme position wherein the recording has started in the ring buffer 2044
and (2) the reprogucidbdipasi thonghnderthbealsondidésoribeceoperaveirowite
recording is being carried out becones |ocated imediately after the
position atihhehpotakel nhbitehthereride edntive of tréeoreimmydtd brhas
operation is carried out (position wherein the |ast overwite recording is
carried oupasked,heheirgdodlay 20d4epiieductsiva seyns 24dcdedntg nues t he
time shift reproduction, read out is performed in the order starting from
t he ol dest thtaageondedli netbedimyoliuieMPARM4tireast thet 1 ihipe: tabed e
.cases (1) or (2) . In the exanple shown in Fig 38, the above (1)
correspondsfrom the cageidkewailn d be atsimey sihid dartepreduntded dStearthed

broadcast starting time from the ring buffer 2014, the data

may be stored in the recording buffer 2014 after this data

is rewritten to an unreproducible condition.

Inaddition, as for the recording position of the data

in the ring buffer at the time when'the data i1s reproduced

in the time shift reproduction according to the present

embodiment (1) the reproduction position under the

condition wherein overwrite recording is not carried out

in the ring buffer 2044 becomes the same position wherein

the recording has started in the ring buffer 2044 and (2)

the reproduction position under the condition wherein

overwrite recording is being carried out becomes located

immediately'éfter the position at the point in time when

the control of the reproduction operation is carried out

(position wherein the last overwrite recording is carried

out) in the ring buffer 2044. That is to say;-according

to the time shift reproduction, read out is performed in

the order starting from the oldest data recorded in the
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out within the period of tine 2064d (30 mnutes after the broadcast
starting time) and the reproduction start position is always determ ned
uniquely to be point Ain the figure. The above (2) corresponds to the
case wherein the time shift reproduction is carried out within the period
of time 2064e (from 30 minutes to 60 mnutes after the broadcast starting
time) and the reproduction start position corresponds to the present
position of the recording head (buffer pointer) of the ring buffer during
the period ofngimer2064204@Faur beenidr bbadiemtigvd casesdi(dg amd (2) .
reproduction apparatus according to the fourteenth enbodi ment of the
present inventiod Sadmpsel sebivveliyy Tdryr B 8quttHd rioshe f (1 r epw pdaspioom sof
only the copy prohibited content in the case that a broadcast wherein

copy prohi bid athe @ RNtk CERENt inhats it heemopdedtdon isi xedriied
received. Since the configuration of the present enbodinent is the sanme as

in the tweldid wibrdhment, pbirdodB oifs tiefertsidt 30 anidesesi pifiter e
addition, Fig 39 is a diagramfor describing the operation of the

recordi ng anebsepEeAUGH DN i B@PaLakEYS aant otidéngeba ddes ot @sestaertbodi nent .
Here, in the present enbodinent the period of tinme when tine shifting 1is

possi bl e i spassumBE 1iG kel weys atlet2@miimad esniigsedad tofbat poAnm Auties as
in the above descri bed enbodi nent. In
the figure. The above (2) corresponds to the case wherein
the time shift reproduction is carried out within the period
of time 2064e (from 30 minutes to 60 minutes after the
broadcast starting time) and the reproduction start
position corresponds to the present position of the
recording head (buffer pointer) of the ring buffer during
the period of time 2064e.

(Fourteenth Embodiment)

A.recording‘andfreproduction apparatus according to
the fourteenth embodiment of the present invention can
selectively carry out time shift reproduction of only the
copyprohibitedcontentjjlthecase1jnﬂzabroadcastwherein
copy prohibited content and content that may be copied are
mixed is received.

Since the configuration of the present embodiment is
the same as in the twelfth embodiment, Fig 33 is referred
to for description. In addition, Fig 39 is a diagram for
describing the operation of the recording and reproduction

apparatus according to the present embodiment. Here, in
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the follow ng, the operation in the enbodi nent of the present invention is
described in reference to Fig 39. In the MPEG stream 2070 that is inputted
fromthe outside, copy prohibited content 2070a and 2070c that is
prohi bited from bei ng copi ed and conventional content207Cb . and 2070d t hat
maybe copied ar.e m xed and the copy prohibited content 2070a, 2070b, copy
prohi bited content 2070c, 2070d are inputted to the recording and
reproduction apparatus in chronol ogical order. The judgnment information
det ecti on nelas 2N Begb T @smendgriesa pamifat ot € omeiwhduddde shiffid ng
respective content, which is outputted to the recording and reproduction
means 2012, ighpbestiitd e H drea s sufnedredd dre aseti aitt 1@ melanst eat pussaadre
information of respective content to the recording and reproducti on neans
2012. Basedodrat s enidutee s ecorich iy eamdbavepdedioct iloadnemnedig@t t hatn has
acquired the judgnment information and the ~ine information tenporarily
records thetlsemo Jirawni hit edthe opetrartti dmihhdh e embodiimebubfarh@p014 samt
records the conventional content in the recording region within the
recordi ng nmedivemta®i3,iotdes crhdredniirhi refbeeneeorth iigbd® . f er, af ter
t he broadcast tinme of respective content has elapsed. At this tinme, the
i nput of content is thecNP@®Iogrean 20r7derthantd, 16 hénphdrtesd asrahowhei n Fi g
39, copy prohibited content 2070a is recorded first and copy. prohibited
cont ent outside, copy prohibited content 2070a and 2070c that is
prohibited frombeing copied and conventional content 2070b
and 2070d thatmay be copiedaremixedand the copy prohibited
content 2070a, 2070b, copy prohibited content 2070c, 2070d
are inputted to the recording and reproduction apparatus
in chronological ordef. The judgment information
detectionmeans 2010 acquires judgment information included
in the respective content, which is outputted to the
recording and reproduction means 2012, while the time
information acquisition means outputs time information of
respective content to the recording and reproduction means
2012. Basedon these, the recording and reproductionmeans
2012 that has acquired the judgment information and the
time information temporarily records the copy prohibited
content in the recording buffer 2014 and records the
conventional content in the recording region within the
recording medium 2013, other than within the recording
buffer, after the broadcast time of respective content has

elapsed.
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2070c is recorded second in the recording buffer 2014 while content 2070b
is recorded first and content 2070d is recorded second in the recording
medi um 2013. Copy prohibited content 2070a and 2070c that have been
recorded within the recording buffer 2014 are sequentially reproduced in a
time shift manner in the sanme manner as. in the twelfth enbodinment. After
the conpletion of the time shift reproduction, data is deleted fromthe
recording buffer 2014 or data is converted to the condition wherein
reproduction is madeniigpessieh! ehvhinsut et conttentt 2670h clanth @03gd cedcor ded
in the recording medium 2013 can be pernenently recorded. Here, though in
the above desgetpih@n therpresent asmiadimem Eag 32, iopbenmenoedbilteade
recordi ng and reproduction apparatus that has a configuration of the

twel fth enhaghfBAL. 207 088N 2led hted Milreneanetcbpytrokabe tethopertenten in
the case that it has the configuration of the thirteenth enbodi nent.

(Fifteenth Fybodi 1@ oc o de W« agd aitd thepredwetd iong appafet 29 latedridieng t o
the fifteenth enbodi mrent of the present invention encrypts the data of the

copy prohi hiéedea@UENDD ikat e bsrierpdl astland ecartded 207 0hats rheodated i s
converted to the condition that makes view ng and listening inpassible.
Fig 40 is asgsephbgumatirn déegrdimnef nediaia 26ddeal ment

Copyprohibitedcontent2070aand2070cthathavebeen
recorded within the recording buffer 2014 are sequentially
reproduced in a time shift manner in the same manner as
in the twelfth embodiment. After the completion of the
time shift reproduction, data is deleted from the recording
buffer 2014 or data is converted to the condition wherein
reproduction is made impossible while the content 2070b
and 2070d recorded in the recording medium 2013 can be
permaneﬂtly recorded.

Here, though in the above description the present
embodiment can be implemented in the recording and
reproduction apparatus that has a configuration of the
fwelfth embodiment, it can also be implemented in the same
manner even in the case that it has the configuration of
the thirteenth embodiment.

(Fifteenth Embodiment)

A recording and reproduction apparatus according to
the fifteenth embodiment of the present invention encrypts

the data of the copy prohibited content that is temporarily
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means 2080 used in the recording and reproduction apparatus according to
the fifteenth enbodi nent of the present invention. As shown in the figure,
a recording buffer 2014 is the sane neans as the recording buffer of the
twel fth enbodi nent, an encryption neans 2 0 81 is a nmeans of encrypting
the data inputted fromthe recording and reproduction neans 2012 by using
a time variation key, a decryption neans 2082 is a neans of decrypting the
encrypted data outputted from the recording buffer 2 014, a tinme variation

key generatiQR, rAeaNSs 2033 ¢ StBeMBaRks Ofs gehevaticed ad itie vashdticdmrkey
used for the encryption nmeans 2081 and the decryption neans 2082 and a key

buf fer 2084t} g+anaRans Wfew EAROLAL |M§&e9rﬁmﬁ ifpeddimlariation key. Th
operation in the present enbodi ment having the above described .

configuration is gesan Ped dshowgwher i diagyanmpttd éd throontbelmecar di ng
and reproduction nmeans 2 012 to the encryption neans 2081, the encryption

nmeans 2081 meRakYPd S0 e Piingt Ralr sl adbagesn @t o du e ivar apbhaa they
generated by the tine variation key generation neans 2083. The encrypted

data is recgrdeddimd heo reeer dimg deuftierem9ddiment et other phaseéntt he tine
vari ation key generation neans 83 outputs the tinme variation key, which is

the sane asj}enenerd hatad BeceRcLPthOIF iRans, 2084 deas aeg iuftkr 2004 he

key buffer 2084 and the key buffer 2084 holds this. Next, when the

recording apd tgRredud ud®als 20d2recording buffer of the twelfth
embodiment, anencryptionmeans 2081 isameans of encrypting
the data inputted from the recording and reproduction means
2012 by using a time variation key, a decryption means 2082
is a means of decrypting the encrypted data outputted from
the recording buffer 2014, a time variation key generation
means 2083 is a means of generating a time variation key
used for the encryption means 2081 and the decryption means
2082 and a key buffer 2084 is a means of temporarily storing
the time variation key.

The operation in the present embodiment having the

above described configuration is described below when data
is inputted from the recording and reproduction means 2012
to.the encryption means 2081, the encryption means 2081
encrypts the original data based on the time variation key
generated by the time variation key generation means 2083.
The encrypteddata is recorded in the recordingbuffer 2014.

On the other hand, the time variation key generation

means 83 outputs the time variation key, which is the same
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carries out tinme shift reproduction and the encrypted data is outputted
fromthe recording buffer to the encryption neans 2082, the decryption
means acquires data necessary for the decrypting of the data fromthe key
buffer 2084 so as to decrypt this data. In the above descri bed operation,
the key buffer that tenporarily stores the tinme variation key di sappears
when the data exceeds an anount that is equal to the anmpbunt of tine
corresponding to the data capacity of the recording buffer 2014. Thereby,

the data on,whigh Ui 80if t+hePEAYGHIOfoh SmBAN LT BthaYt absuiieddh Wi thin
the recording buffer 2014 in an encrypted formand it becones | npossible

to view andclishendy therdat aoguenn§ tht k&yPwagicie 2084 heprqugs 4 he
data. In order to make the ti'me variation key disappear, the key buffer

2084 is made to hayer fK-R*aNPlLaciralng ahuf fepreenidib@iiams@dhat the
keys accunul ated in the key buffer are overwitten by anew key. In the

operational cpexarp gueftife sMekkt Peﬁ%@@idﬂ%n v He ehica34 t d@rdexanypl e,
the capacity of the ring buffer is the sane as f or the period of tinme of

recording 2021q,kpuaddid i0fbmach e TBEChE dSERANA ©f ¥r ptoviHedese rifiaiicn
period of tinme 1s neasured and the keys stored after the set tine are

sequenti al | yoghaseqd ghr omddeideyyhuhber mé@ldk Aldeiraspiedat eedamshiperi od
of tinme has el apsed.

for the decrypting of the data from the key buffer 2084

so as to decrypt this data.

In the above described operation, the key buffer that

temporarily stores the time variation key disappears when

 the data exceeds an amount that is equal to the amount of
time corresponding to the data capacity of the recording
buffer 2014. Thereby, the data on which time shift
reproduction is not carried out isheldwithin the recording
buffer 2014 in an encrypted form and it becomes impossible
to view and listen to the data even if it is peossible to
reproduce the data.

In order to make the time variation key disappear,
the key buffer 2084 is made to have, for example, a ring
buffer configuration so that the keys accumulated in the
keybufferareoverwrittenbyeanewkey. In the operational
exampleof the twelfthembodiment showninFig34, forexample,
the capacity of the ring buffer is the same as for the period
of time of recording 2021. |

In addition, a timer is separately provided so that
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In addition, in the case that the key buffer 2084 is fornmed of a volatile
menory, all of the keys within the buffer are erased when the power of the
recordi ng and reproduction apparatus is turned off and, thereby, secure
conceal ment becones possible. (Sixteenth Enbodiment) A recording and
reproduction apparatus according to the sixteenth enbodi nent of the
present invention can make a notification to the user of the timng of the
time shift reproduction. Fig 41 is a configuration diagram of the

recor di ng é;ﬂ)%ff&aqsifwéirﬁ)@ BPRA A WScACLRA0E NG KOy Ehetssteatitter the
enbodi ment of the present invention. In the figure, the sanme synbols are

attached tosdfe: SRAE, Qs EQHEASRANAI VB ra Pt Srad the Fkgy3Buf@eWROEH t he
descriptions are onmtted. “In addition, a notification nmeans 2091 is a

means of nmakipgr a peldddcathoneal pkha apesattonal hegndilapsedl this
recordi ng and reproduction apparatus through sound, inmage or letter

information. In addidd@neibhy #R8 tBeacdbagtnarf ehedrsgrbhiffert RO8Hrer ation
of the recording and reproduction apparatus according to the present

embodi ment . s Jhge@Pefatd Qb itiNe BEE} Noa BNdo Eephediasy ©®nw phanattbse

according to the sixteenth enbodi nent of the present invention that has

the above eseki-bgd Lonfd gunaihan ikhddgsewtbedsi rricherdobtawhggand
reproduction apparatus is turned off and, thereby, secure
concealment becomes possible.

(Sixteenth Embodiment)

A recording and reproduction apparatus according to
the sixteenth embodiment of the present invention can make
a notification to the user of the timing of the time shift
reproduction.

Fig 41 is a configuration diagram of the recording
and reproduction apparatué according to the sixteenth
embodiment of the present invention. In the figure, the
same symbols are attached to the same, or corresponding,
parts as in Fig 33, of which the descriptions are omitted.
In addition, a notification means 2091 is a means of making
a notification of_the operational condition of this
recording and reproduction apparatus through sound, image
or letter information.

In addition, Fig 42 is a diagram for describing the
oﬁeration of the recording and reproduction apparatus

according to the present embodiment. The operation of the
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Here, the capacity set in the recording buffer 2014 corresponds to 90

m nutes of broadcast tine in the sane manner as in the twelfth enbodi nent
and the descriptions of the operations that overlap those in the twelfth
enbodi ment are omtted so that only the points of difference are
described. First, the case is considered wherein the user is view ng and
| istening to copy prohibited content broadcast fromthe broadcast station
as a live broadcast and the viewing and listening tenmporarily interrupted

at time t fofc§0H8n %Qﬁpnreﬁioﬂbb&itdrfr%p%ﬁlﬁaﬁ&%r dduit¢isgmaBndhevi a the
control input I/F 2015 so as to start up the recording and reproduction

nmeans 2012. 5 ReeaedithJeAbd JdieRd st ko pRaren2@hd &titids tecondinghdie
copy prohibited content in the recording buffer 2014 at a point in tine

(same as tigeotd)de yWLIbbRE dNPUGUEAMdE scsd & ol biedpitt th/dF£201bwing .
received. Meanwhile, the recording and reproducti on apparatus converts to

the "pause’'g&padi then.calhec dayasef tihe ©opyrpeoidiiiedwedneentoid recor ded
in the recording buffer 2014 Iin the sane manner as in the operation of

twel fth enbegiresboarts Weno ot mheeares ¢f nerotdcaart alfnen snuntei sanssued
to the user so as to draw the users attention that they nmust control the

recordi ng afshnegpaeduet ek apeal tSembodie iy esedttleahdes oenbtilions t2
is set at a tine when the remai ni ng anount of tine .
of the operations that overlap those in the twelfth
embodiment are omitted so that only the points of difference
are described.

First, the case is considered wherein the user is
viewing and listening to copy prohibited content broadcast
fromthebroadcaststationaéalivebroadcastandtheviewing
and listening temporarily interrupted at time t for some
reason. At this time, the user inputs commands via the
control input I/F 2015 so as to start up the recording and
reproductionmeans 2012. Recordingandreproductionmeans
2012 starts recording the copy prohibited content in the
recording buffer 2014 at a point in time (same as time t1)
when the input from the control input I/F 2015 is received.
Meanwhile, the recording and reproduction apparatus
converts to the “pause” condition.

The data of the copy prohibited content is recorded
in the recording buffer 2014 in the same manner as in the
operation of twelfth embodimenf and when it becomes time

t2, an alarm sound is issued to the user so as to draw the
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(broadcast time unit) has el apsed after the recording tine tl during which
the data recorded in the recording buffer 2 014 by the recording and
reproduction neans 2 012 has reached the set capacity and that is 5
m nutes (broadcast tinme units) in the present enbodi nent. Accordingly,
time t2 conpletely becones the (recording starting (pause starting) time +
85 m nutes (anount of copy prohibited content that is tenporarily recorded
in the recording buffer - 5 mnutes) Due to the notification fromthe
notificati asereanstt20@iornt hatserthenput stcoomiamds \Ghee ttecepdingl aindgput
I/F 2015 so as to release the pause and to restart the viewing and
| i st eni ng 'méptdéucapprpragpdtdedsconfanttheTher @pent etretd dnéher $ificom t he
condition before the pause is the copy prohibited content that the user is
viewi ng andt2 listeaikngtt @ itsimepwbdocédd rema ingénghiaioursnnef tiow t he
recording buffer 2014 instead of being the live broadcast fromthe
broadcast stlatdadcakh thine wase) hae ehasecdsaéitectbatedcbrdimng rBme2 to
time tl and the user's programviewing and listening conpletion tinme t6 is
behi nd the worpleingrwhiok theoflathereacinddd bmpddeastedyrdi2g-buffer
mnutes. In addition, when a tine shift reproduction is carried out in this
oper ati on si(al4 bygHe arctomil 1@ andepepdaduicdni cromebns £0hE dats rhatchiest
tenmporarily recorded in the recording buffer 2014 is conpleted while the
program i s et sgthrapdcdsty and that is Sminutes (broadcast timeunits)

inthe present embodiment. Accordingly, timet2completely

becomes the (recording starting (pause starting) time +

85 minutes (amount of copy prohibited content that is

temporarily recorded in the recording buffer — 5 minutes) .

Due to the notification from the notification means

2091, the user inputs commands via the control input I/F

2015 so as to release the pause and to restart the viewing

and listening of the copy prohibited content. The point

that differs from the condition before the pause is the

copy prohibited content that the user is viewing and

listening to is reproduced in a time shift manner from the

recording buffer 2014 instead of being the live broadcast

from the broadcast station.

In this case, the pause is effectuated from time t2

to time tl and the user’s program viewing and listening

completion time t6 is behind the completion time t4 of the

actual broadcast by (t2 - tl) minutes.

In addition, whena time shift reproduction is carried
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fromthe broadcast station and during a period of time from this
reproduction conpletion time t7 to the programviewi ng and |istening
conpletion tinme t6, data is recorded in and reproduced fromthe recording
buf fer 2014 and, at the same tinme, the reproduced programdata is held in
the recording buffer in the condition wherein viewing and listening is

i npossible or is erased. On the other hand, in the case that the user does
not input any command into the control input I/F 2015 after tinme t2 has

passed, at t%genjgrtl bupfﬂgf?sgpoé%%gilgghéeggtt*l%qsforonﬁ ¥ S £OHU St 6hY cEeers ded

in the recot eration of tenporarily recording data

in the recording, ButLer 201 § s hepnerl g e, bR SLhG £EpoodRg O i s

I?L;ibk%iiféi L0 € present, time t3 corresponds to this

1 : . g .

the ot D%tefsﬁrfed;#% T3 Ao ek Le HEE o §r o PR icus DPaoRR Y
rogram is.reproduced | i Al : W ;

et neon i k08 Gha 1 ordeRst praftir ¢l At R P U o

that tinme t . Whi j j : v i f i i i
program by a%su%ﬁré)éutcggﬁtﬂ gt&éf1 , %{)Csl%rg%llﬁée??%?% %??ﬁ%ngg%ﬁglﬁ@ne
vhen the aciia L PLOAIIY domEOUPL ShedinBy L6l 3aachll sTkBgbated Ln 2t {f o1,

tpe gtS - tf nTnut’es e sanme [engt time as of the recording tine
of the Copyrglrjggldl&léee&i fq:%% ec'?lte recording buffer 2014 and, at the same

time, the reproduced program data is held in the recording
puffer in the condition wherein viewing and listening is
impossible or is erased.

On the other hand, in the case that the user does not
input any command into the control input I/F 2015 after
time t2 has passed, at time t3 when the data for the set
time is completely recorded in the recording buffer 2014,
theoperationcﬁftemporarilyrecordingdatajjltherecording
buffer 2014 is stopped and the time shift reproduction is
forcibly started. In the present embodiment, time t3
corresponds to this time, which is 5 minutes after time
t2, wherein time t2 is the time when the notification means
2091 makes a notification. 1In this operation, the program
is reproduced in a time shift manner with a delay of the
gap between time t3 and time tl, which is the time when
pause is started, so that time t5, which is the time when
the viewing and listening to the program by the user is

completed, is behind time t4, which is the time when the
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that is set in the recording buffer 2014 at the beginning. Furthernore

the broadcast after time t3 is not recorded in the recording buffer 20&4.
Accordingly, during a period of time between time t8, which is the time
when the time shift reproduction is forcibly conpleted, and tine t5, which
is the programviewing and |istening conpletion time, the wuser views and
listens to another programthat is broadcast after the broadcast of the
previ ous program has already been conpleted or tinme t8 that is the tine

when the tigme.,shifloneiv00uctd aop1eerl eted ex@mct |yl pendnmaseishe User | s
vi ewi ng an Istening conpletion tinme. That is to say, in the case that the

time shift ,geprodyctigp i(g30n j i ' fghteh | i
a tiaR i(g30ncel f orghllkksstar the vhaeolenighh iofpatimeof t he
comand for tﬁe time shift reproduction by the user after tinéﬂ?z has

passed, the,yssr cARNGlo.ci gy Lhblens thé heopyogiamibihiel badtessn
being viewed and I'istened to before the pause, 1n a conplete formafter

the pause Eﬁ%ﬁei§8§@€'-iﬁ%}fi@%@d&?&iﬁaofy@f@@Qozdnmgatmhbaa@gemimg.
enbodi nment , e user can set the tinme shift reproduction of the copy

prohi bi t ed woptRAL Q& dasd neoh R ANd fither USBreCBB bs nencoewrageitd o

conplete the inplenmentation of the time shif t reproduction before a
predet er ni ned (eI bad has & sRgetF Do 1ar demddb PAOLELY tdertapya pghtiad the

copy prohibite content.

of time between time t8, which is the time when the time
shiftreproductionisforciblycompleted,andtimetS,which
is the program viewing and listening completion time, the
user views and listens to another program that is broadcast
after the broadcast of the previous program has already
been completed or time t8 that is the time.when the time
shiftreproductionjj;completedexactlybecomesthetmer’s
viewing and listening completion time.

That is to say, in the case that the time shift
reproduction is once forcibly started without the input
of the command for the time shift reproduction by the user
after time t2 has passed, the user cannot view or listen
to the program, which had been being viewed and listened
to before the pause,.in a complete form after the pause
is released.

As described above according to the present embodiment,
the user can set the time shift reproduction of the copy
prohibited content to a desired time and the uéer can be

encouragaﬂtocompletetheimplementatim&ofthetimeshift
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Here, though in the above described enbodi nent, an exanple using the
recordi ng buffer 2014 is described, the sane effect can be gai ned by using
the ring buffer 2044 of the thirteenth enbodi ment in place of the
recording buffer 2014. As for the operation of the case wherein the ring
buffer 2044 is used, the tine shift reproduction for the set period of
time in the recording buffer that a ring buffer is carried out wherein the
reproduction is sinultaneously carried out as recording of data in an

overw i ting, ABRRGH c 1 ot YU £ HHEth RAtdeehe i paid dd M d 3 1ahH sdwm by
the one dotted chain line in Fig 42. Here, the operation of the case

wher ei n t he, p¥eRWd Idigh 0P8 athen d tghe BE tAieohidpyegrahibiirted 3
becormes the sane as #ﬂg)case of a éf%i%le time shif%p$:%roduction
i npl enent at gptehtt he above described ordinal recording buffer. In
addition, the configuration of the enbodi nent may be used by being

combined with thageeb thecie tiaenite £pbodi AeRlcr W& hetiBs daterrdy dxeen
descri bed. Furthernore, though in each of the above descri bed enbodi nents

a recor di ngegathgiepiedysd o rRaNsralegebaf derr 2001di Bgdapparidiars, aitde a
reproduction neans are integrated according to the present invention is

descri bed agagRr I fif OUEa FEBAr Galithdd bandshiepr atucti dgf bamfea rEpd4 di ng
buffer, the configuration of the present inventionis not limted to this
but, rathergsiaye B8 1Rt WA iR Yt A nMErA6 dioTWthe recordingbuffer
2014. As for the operation of the case wherein the ring
buffer 2044 is used, the time shift reproductibn for the
set period of time in the recordingbuffer that a ringbuffer
is carried out wherein the reproduction is simultaneously
carried out as recording of data in an overwriting manner
is continued between time t4 and time t3 as shown by the
one dotted chain line in Fig 42. Here, the operation of
the case wherein the overwriting operation is set to be
prohibited at time t3 becomes the same as the case of a
forcible time shift reproduction implementation of the
above described ordinal recording buffer.
In addition, the configuration of the embodiment may
be used by being combined with that of the fourteenth
embodiment, which has already been described.
Furthermore, though in each of the above described
embodiments a recording and reproduction means wherein a

recordingapparatusandareproductionmeansareintegrated

accordimgtothepresentinventionisdescribedascarrying
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nmeans that carries out recording and a neans of reproducing data fromthe
recordi ng buffer 2014 or the ring buffer 2 044 nmay be separately provided
as an external apparatus. Furthernore, though in each of the above.
described enbodi ments the period of time of recording of the copy
prohibited content, or the like, is nmeasured as time information by
counting the PCR packets within the MPEG stream of the content, tine
information is not limted to this but, rather, EPG nay be used as anot her

type of tinRt BEQHHELPRnANGh 8 hedr dlud Bl enndt dran anbyc bedieason Efeirn
reference to the acquired EPG by carrying out an absolute tine neasurenent

by nmeans oftifs tddf?fi?ﬁ%k@% sehahat phesdnit tieramt eont bssnotneimhtedrat i on
may be neasured in the recording nmedium 2013. Furthernore, this tine

i nf or mat i on. dTay, e TRAS Whthe M L Be devbebdedohiah anlGTd tdadridapets an
MPEG stream to the recording and reproduction apparatus according to the

embodi nment of, £ be €. r i Ay At @R RH MRy dred ianpekhedo £ tioget bducwinich t he
MPEG stream Furthernore, these types of tine information nmay include the

broadcast sifEs i it rttkdhggliketeof20 he eontent inkabulideang$ 4tthe
object of tenporary recording. Furthernore, though in each of the above

described jempogi MRS GORYL Prebbbied cont ent eks edesclr | dygdla ag tusonpri si ng
data that is not perimtted, even one tinme, to .
Furthermore, though in each of the above described
embodiments the period of time of recording of the copy
prohibited content, or the like, is measured as time
information by counting the PCR packets within the MPEG
stream of the content, time information is not limited to
this but, rather, EPG may be ﬁsed as another type of time
information and the time information may be measured in
reference to the acquired EPG by carrying out an absolute
time measurement by means of a timer provided separately.
Furthermore, this time information may be measured
in the recording medium 2013.
Furthermore, this time information may be measured
within a device such as an STB that inputs an MPEG stream
. to the récording and reproduction apparatus according to
the embodiment of the present invention and may be inputted
together with the MPEG stream. Furthermore, these types
of time informationmay include thebroadcast starting time,

and the like, of the content that becomes the object of

temporary recording.
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be copied, copy prohibited content of the present invention is not limted
to this but, rather, content that conprises data that is allowed to be
copied only one tinme -may be the object of the invention. In summary, it
is possible for the present invention to use any data, as long as it is
prohi bited from being copied or predetermned restrictions are applied to
it. Here, the present specification also describes an invention concerning
a reproduction apparatus characterized by conprising: a control neans of

controll1ng the eyl Rdedat 8 oMiie i Sed e opdednanad liskidyet Doeabove

descri bed recording apparatué 0 present invention, to be reproduced,

a_reproduct].gn, AEANS GONY IRy SR Latant mRaRe <fr 11996 08KCI ng sai d

data and a cryp on ecrypting said reproduced data and of

sendi ng 'tcé fsaﬂgeaf ceirherel hsal ge ARG MRANSH ConeT Bhme S aiod
recor di ng ne t9 reproduce sai d copy perm ssion  information: wherein

sai d_dectyiid ABIRANS cORRepabg il cdrfarmais encihats enel ugesnat dreast

ei ther of sai ue key or said copy permssion information,;

wher ei nsaj g dachyti 004 MEARS 145 B 152k I1RGO] didig &t tthatosompEaBesand
generates 4 ¢ont ent ey that is information gai ned by decrypting said first

O et | Oa SO ET £L " PRbflealRE! Y B! LD 1BRABR14ORPES i daien thie USI Ng

said conte

object of the invention. In summary, it is possible for
the present invention to use any data, as long as it is
prohibitedfrombeingcopiedorpredeterminedrestrictions
are applied to it.

Here, the present specification also describes an
invention concerning a reproduction apparatus
characterizedknrcomprising:eacontrolmeanscﬁfcontrolling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said copy permission
information;whereinsaiddecryptionmeansgeneratesfirst
information that includes at least either of said device
unique key or said copy permission information; wherein
saiddecryptionneansusessaidrecordingunitinformétion

and generates a content key that is information gained by
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Furthernore, the present specification also describes an invention
concerning a reproduction apparatus characterized by conprising: a control
nmeans of controlling the encrypted data, which is recorded on a di sk by

t he above described recording apparatus of the present invention, to be
reproduced; a reproduction neans controlled by said control neans of
reproduci ng said data; and a decryption neans of decrypting said
reproduced data and of sending it to an interface; wherein said control
means contr@dsrypai@g ecoidi Agrarans icrmeptodycansaiwheneiypseddiitl e key;
and wherein said decryption neans decrypts said encrypted title key by
using sai d @8y ¢ptuRdIndte ey ddarfbes s ed daeappesesingpesaifli cahtemt
describes an invention concerning a reproduction apparatus characterized
by conprisijpgy.a control nmeans of controlling the encrypted data, which is
recorded on a disk by the above described recording apparatus of the

present inventiorsurtBebforepr aths e egdeheprspiiel f boattans aded rol | ed by
said control neans of reproducing said data; and a decryptjon neans of

decrypti ng $akérheRi0gdcatygat acantbntesandiong régroduaniont @ppace;tusher ein
sai d decryption neans decrypts said data by using said title key.

Fur t her nor egh 4 he cRieasendd pRecbhipeatiiony desoim tesl acanneéntdwhroddderqi ng a

reproducti on apparatus characterized by conprising; a caontrol neans of

control lingthe encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interfacé; wherein said control means controls
said recording means to reproduce said encrypted title key;
and wherein said decryption means decrypts said encrypted
title key by using said device uniqgue key. '

Furthermore, the present specification describes an

invention concerning a reproduction apparatus
characterizedby comprising: a control means of controlling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending

it to an interface; wherein said decryption means decrypts

said data by using said title key.
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the encrypted data, which is recorded on a disk by the above described
recordi ng apparatus of the present invention, to be reproduced; a
reproducti on neans controlled by said control nmeans of reproducing said
data; and a decryption nmeans of decrypting said reproduced data and of
sending it to an interface; wherein said control neans controls said
recording means to reproduce said encrypted title key, wherein said
decryption nmeans decrypts said reproduced title key by using said device

uni que key; said qufflé{&}ne\%ﬁ,”%ﬁ%sgg%@%ﬁ?é e ddi £ deb bf ennBEken i an

includes said title key; ereln sai'd decryption nmeans generates a content

key that |s,yOhes Rl Im A feloby deafihagisal dgdiigeusnf or mat fon by

using recording unit information that 'is a numeral "and/ or a synbol

specific t Oﬁﬁ%faE%%g&chwb?L%rQEI%%% 08 & {LO1 iith 41Birt cdRBkoll S itre

m ni mum uni or sail control nmeans to sequentially access said recording

means; an&g@%ﬁ%ﬁg%g@ﬁ&%ﬂ?@h@g’l&%&%&a&to% @aagsﬁa@d@t% abeivg said

content ke e present specification also escri bes an

| nventi on coNCerRLRGg & JApadHG! LARARNAISL YR LARALAEAL ECdnbYneamH! | Si N:
a control neans of controlling™ the encrypted data, which is recorded on a

di sk by th%éh&é{%%?f&&hég@ T sceégg%@cp@%ﬁtm@aﬁg LBE tRIASY Yyhweritd on,

to be reproduced; eproduction ans controlled by said control neans of

reproduci ng,satd qat @, And & AgSFYRhE9Rg said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said encrypted title key;
wherein said decryption means decrypts said reproduced
title key by using said device unique key; said decryption
means generates third information that includes said title
key; wherein said decryption means generates a content key
tha£ is information gained by decrypting said third
information by using recording unit information thaﬁ is
a numeral and/or a symbol specific to the recording block
based on a recording unit that is the minimum unit for said
control means to sequentially access said recording means;
and wherein said decryption means decrypts said data by
using said content key.

Furthermore, the present specification also

describes an invention concerning a reproduction apparatus
characterizedbycomprising:acontrolmeansofcqntfolling

the encrypted data, which is recorded on a disk by the above
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means of decrypting said reproduced data and of sending it to an
interface; wherein said decryption nmeans decrypts said data by using said
copy permission information. Furthernore, the present specification
describes an invention concerning a reproduction apparatus characterized
by conprising; a control neans of controlling the encrypted data, which is
recorded on a disk by the above described recording apparatus of the
present invention, to be reproduced; a reproduction neans controlled by

said cont r&ésgﬁagﬁdoger&f%@gﬂﬁi Afpsdatt fatas end prée@miptiienteans, of

decrypting said reproduced data and of sending it to an interface; wherein
sai d cont rO&? {%@Lﬁeﬁp&%%& s} dprecRicdi 16h TRadss L@k epbadecebsaisd 1d

encrypted ti erein sald decryption nmeans decrypts said -

reproduced  Litle Kew by b3 NG 58 dudenipCeauld @ KeVandher@eargpitdon
control nmeans controls said recording neans to reproduce said copy

perm ssion 4 0f QLMRLH Qfy, £h8 salid degiyPihend BRans Ledes at eenggcond
i nformation ?%at |nclgﬁg§ﬂ§% ?gagtl e?ﬁﬁér ;éid title key or saig cg%§

perni ssion | pfor Bl b QR r NEK iih SR o dact JRid aB$ genakales rgpaont ent
key that 1is H%%ornation gal ned by decrypting(ggyggsecond inforna?ion by

using recording Waidy idf af §RHEOBlikALd BUREBEa1 AN 9f o Bmayibel. specific
to a recording blogk g%ﬁrespo%ding to I??%cording,unit that is the mninmm

g%t for said confyplnetRRte ! erxegueiidat lspaccessasaioth tesordibygs rmans;
invention concerning a reproduction apparatus
characterized by comprising; a controlmeans of controlling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said encrypted title key;
wherein said decryption means decrypts said reproduced
title key by using said device unique key; wherein said
control means controls said recording means to reproduce
said copy permission information; wherein said decryption
means generates second information that includes at least
eithersaidtitlekeycn:saidcopypermissioninformatidn;
wherein said decryption means generates a content key that
is information gained by decrypting said second information

byusingrecordingunitinformationthatisarnmeraland/or
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wherein said decryption neans decrypts said data by usin i

key. Furthermore, the present specification descri%es ang iﬁ?éﬁtfgﬂtent
concerning a reproduction apparatus characterized by conprising; a control
nmeans of controlling the encrypted data, which is recorded on a di sk by

t he above described recording apparatus of the present invention to be
reproduced; a reproduction means controlled by said control neané of
reproduci ng said data; and a decryption means of decrypting said

reproduced dat.g.a0¢ of sendingoif tacdrdi i il 4
a e _ o) cardiH@rs a6€k where spsadingofitr ol
means control§ﬁnsald Pecor Ing neans to repf%duce sai d cosg)pernigsion

information; and wherein, said,gdec i [
: r £C{ ¥y Pth @M ikansmdest ypfsr said daharb
sai d reprogﬂcegQ%opy %ern153|on i nformation. Furthefﬁnre, t he prese%fUSIng

speci fication also  describes, anyi Byentd #ns £oaceerbRg imdretéamst handhol d
progran1ané$or datra goiﬁ%% om?ngya conputer to inplenent the eztirety o?,a

or a part f unctyi : ik et r i B '
Gesarbeu Hnehafnl 4K BB8 - A oo D SR D ot oy

sai d progrqga.&nglgg dat ich
A GAL o NI is readabl e or has been read out by the
conputer, working in cooper%?lon wi th said computer. Furthernore, ¥he

2;2:‘;{;} ySpeCi fi catl pnyaks@ des tHDBS At h\giid DR cancenntiag canied emrat i on
invention concerning a reproduction apparatus
characterizedbycomprising;acontrolmeansofcontrolling
the encrypted data, which is recorded on a disk by the above
described recording apparatus of the present invention,
to be reproduced; a reproduction means controlled by said
control means of reproducing said data; and a decryption
means of decrypting said reproduced data and of sending
it to an interface; wherein said control means controls
said recording means to reproduce said copy permission
information; and wherein said decryption means decrypts
said data by using said reproduced copy permission
information.

Furthermore, the present specification also
describes ah invention concerning a medium that holds a
program and/or data for allowing a computer to implement
the entirety of, or a part of, the functions of the entirety
of, or a part of, the above described present invention,
wherein said functions are implemenﬁed by said program

and/or data, which is readable or has been read out by the
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that is a programand/or data for allowing a conputer to inplement the
entirety of, or a part of, the functions of the entirety of, or a part of
the above described present invention, wherein said functions are ’
i npl emented by said program and/or data, which is readable or has been
read out by the conputer, working in cooperation with said conputer.
Furthernore, data includes data structure, data format, data types, and
the like. Furthernore, a mediumincludes a recording nmedi um such as a ROM

a transm ssiapanpdi umaiom as the chiannats aidian i esnpntaedi um such
as light, radﬁ% Wwavés and sotund waves. Furthernore, a nediuﬁ1that hol ds a

program and/ or dat @, +j,8¢kudes, ik §xauBhe, sHdErPLEhBgoMedilED i n which a
program and/ or g%?% i'S" recorded, gstransniggﬁon nediun?for transmtting a

pr ogram and4or .datas and; hherkitis cIHdNRIAGIen hof benablert askemriocessed
by a conputer Clnclﬁhes,l%ornéfénpfé, to beH?ead;ble by a céhpﬁtefwfﬁctﬁze

case of ar %rgsgggarrﬁ‘sig%aw%@;og gg{{laalf@ﬂ @cl!ll&ﬁeﬁn@hat compRItEy o

gnd/or dat a eco e object of transmission is able to be handled
y a CO”DUtf®83§n@Hﬁ$%ﬂé Nt iF@p$nNH8Si @9 a FartheEnothe Annictfimmatd Hn

assenbly inc es software such as, for exanple, a program and/or data.
the entirety of, or a part of, the above described present
invention, whereih said functions are implemented by said
program and/or data, which is readable or has been read
out by the computer, working in cooperation with said
computer.
Furthermore, data includes data structure, data
format, data types, and the like.
Furthermore,an@diumincludesarecordingmediumsuch
as a ROM, a transmission medium such as the Internet and
a transmissionlnedidn\such.as light, radio waves and sound
waves.
Furthermore,an@diumthatholdsaprogramand/ordata
includes,forexample,arecordingmedimninwhiddaprogram
and/or data is fecorded, a transmission medium for
transmitting a program and/or data, and the like.
Furthermore, to be able to be processed by a computer
includes, for example, to be readable by a computer in the
case of a recording medium such as a ROM and includes that
aprogramand/ordatathatbecomestheobjectoftransmission

is able to be handled by a computer as a result of
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Furthernore, as described above, the configuration of the present

i nvention may be inplenented in a software nmanner or may be inplenented in
a hardware manner. Industrial Applicability As is clear fromthe above
description, the present invention can provide a recording apparatus and a
reproduction apparatus that can protect copyrights in the case that data
that requires copyright protection is recorded and/or in the case that
data that requires copyright protection is reproduced. In addition, the
present inventhQRigaNdy ovide a data processing apparatus that protects

t he copyright when shifting data that is prohibited from being copied to,

or when copyi ng matenhthabrieS RO Mfbefation ked sgnbdpi eddludeanot her
recordi ng" medi um a recording and reproduction apparatus for recording, or

for reprodughpgwihid au@cosdi ngor Ehandilta, f &oprolirsindaied poocdagiang
apparatus, an encrypted data decrypting and recordi ng apparatus system for

backing up data pi-tBeRPhRtrec! idW) ddwc €0l gbbvas, wild @i geeaytamg
and recordi ng apparatus, a recording apparatus and data transm ssion

appar atus f@f ¢Kanspt5thnrgiddich tWih endy B&clnpehbatedpyni ghtofltware
addition, the present invention can provide a recording apparatus and a

recording apghkepr educid Prpeappanaiehtd@t i6an eamdwtd mahher .shift
repr oducti on of
Industrial Applicability
As is clear from the above description, the present
invention can provide a recording apparatus and a
reproduction apparatus that can protect copyrights in the
case that data that.requires copyright protection is
recordedand/or inthe casethatdata that requirescopyright
protection is reproduced.
Inaddition,thepresentiﬁventioncanprovidéeadata
processing apparatus that protects the copyright when
shifting data that is prohibited from being copied to, or
when copying data that is prohibited from being copied in,
another recording medium, a recording and reproduction
‘apparatusforrecording,orforreproducingwhilerecording,
the data from this data processing apparatus, an encrypted
data decrypting and recording apparatus system for backing
updatawhileprotectingthecopyrightaswell asadecrypting
and recording apparatus; a recording apparatus and data

transmission apparatus for transmitting data while
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a broadcast program and the like, that is prohibited from being copied in
a manner such that infringenent of the copyright is avoided. Wuat is
Claimed is: 1. A recording apparatus characterized by conprising: an
encryption nmeans of encrypting data sent froman interface; a control
means of controlling said encrypted data to be recorded; and a recording
nmeans controlled by said control neans of recording said encrypted data on
a disk. 2. A recording apparatus according to Claim1l1, characterized in

that said ﬁﬁfé¥8EE99¥FQ§ﬂ§ﬁ%?%?¥Ebﬁtﬁaid data by using a device unique key

that is a nmerirc val-ue a“synbol allocated to, and specif is to,

sai d recording aLghys+ o3y, AHECOrdLRa 2RRAFS tEoACAdig¥h¥dsl aim 1 or
2, characterizegﬂfnééﬁg?1§§Vdﬁéncﬁ§ptfon nmeans enc?ypts sg?g) data by
using FeCOVQéQQrHTQg'%Péﬁ Langhhaty i Se@o PHABKAIanRNEéSF odusyilol _
specific to a recordin ock corresponding to"a recording unit that is a
m ni mum uni § é%a}%sd G Ty JBARS 4,0t SEqUaRd | ah | Y+apepes dsaitdi srecof di ng
means. 4. AFBEOf ing apparatus according to Claim3, characterized in

that the engrnypligp.Qf %%E’;r%@&,aal%a WSidNg 1 keAi @nkacekdhrehumi it ddffaramt i on
i ndi cates the encryptio
being copied in a manner such that infringement of the

copyright is avoided.
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of said data by using a key gained based on said recording unit
information. 5. A recording apparatus according to Claim3 or 4,
characterized in that at |east said encrypted data recorded in said
recordi ng bl ock and additional information added to said encrypted data
are encrypted in the entire portion and are recorded in said recording
nmeans. 6. A recordi ng apparatus according to any of Cains 3 to 5,
characterized in that: copy perm ssion information is added to said data;

said_coptquhggagg gfmgfﬁgé_gggd recording neans to record said copy
perm ssion 1 nformation, Said encryption neans generates first information

e aoCndps 3 LERSLAU Ypa drfleviel b (WPL Y B R £8Py

i
perm ssion Thf ormatiron; s tion means generates, by using Said

recording unit infor ' .8, .C :ﬂii ' i LMaLI ' by
encrypting said f%$§$@%%?§F&§?}gﬁ%ﬁgifﬁgﬁﬁir ?F%Rgngggg e%c??é?ghggga dat a
by using SaiSte%%QE&PI key; and said control neans controls said recording
nmeans to record said encrypted data. 7. A recording apparatus according to

QA may characterdghd:bl hitis B IIALCKBY10RS J5id SMEBybR AR of

to be recorded; and

a recording means controlléd by said control means
of recording said encrypted data on a disk.
2. A recording apparatus according to Claim 1,
characterized in that said encryption means encrypts said
data by using a device unique key that is a numeric value
and/or a symbol allocatedto, andspecificto, saidrecording
apparatus.
3. A recording apparatus according to Claim 1 or 2,
characterized in that said encryptién.means encrypts said
data by using recording unit information.that.is a numeral
and/or a symbol specific to a recordingblock corresponding
to a recording unit that is a minimum unit for said control
means to sequentially access said recording means.
4. A recording apparatus according to Claim 3,
characterized in that the encryption of said data by using
said recording unit information indicates the encryption
of said data by using a key gained based on said recording
unit information.

5. A recording apparatus according to Claim 3 or 4,
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specific to said data is allocated to said data; said encryption neans
encrypts said title key by using said device unique key; and said control
means controls said recording nmeans so that said encrypted title key is
recorded in said recording neans. 8. A recording apparatus according to
Claim?7, characterized in that said encryption nmeans encrypts said data
by using said title key. 9. A recording apparatus according to C aim 8,
characterized in that: said encryption nmeans encrypts said title key by

using  saiqglexkoeen izcﬂ'&?ig)g%?é%ﬁai*glle%%gﬂ 8k 1RPEAS - SRR LU 180} dobeaidi ng

nﬁanz Fof record sai d encr tit ey, sald enCryption neans generates
third inforymtj iyncl i ithe: - ogals é?gm E LN
gener at es alr%oén#)g%t{h%géra%dé%qﬁ(%@i%?%rén%ﬁlg%ggg?né% y e%{géegt?gg%gi d

R R R o i A e A
that is a ninimumunidd.Qegaid §974 Ale SBAASHEOmesgAUENt i al Iy access said
recordi ng means; Sai'd encryption neans encrypté sald data by using said
cont ent ke%i.aqgrecording apparatus according to any of Claims 3 to
5, characterized in that:
copy permission information is added to said data;
said control means controls said recording means to
record said copy permission information;
said encryption means generates first information
that includes at least either said device unique key or
said copy permission information; |
said encryption means generates, by using said
recording unit information, a content key that is
information gained by encrypting said first information;
said encryptionmeans encrypts saiddatabyusingsaid
content key,; and
said control means controls said recording means to
record said encrypted data.
7. A recording'apparatus according to Claim 2,
characterized in that:
a title key that is a numeric value and/or a symbol
specific to said data i1s allocated to said data;

said encryptionmeans encrypts saidtitle key by using

sald device unique key; and
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said control neans controls said recording neans to record said encrypted
data. 10. A recording apparatus according to Cairp. 8, characterized in
that: copy permssion information is added to said data; and said
encryption nmeans encrypts said data by using said copy permnission
information. 11. A recording apparatus according to C aim 10,

characterized in that: said encryption means encrypts said title key by
using said device unique key: | said control means controls said recording

neans to record sakféggﬁéxg ﬁﬂe%%%;8%§§¥bf%méiféﬂgééggﬁ?ﬁﬁsggﬁg%r953 sai d

recordi ng neans tG'* M $Si O I nformati on;

encryption nmeans generates second . nformation_ that 4 ngl i ther
the said tlttqf%t 13 %Fnﬁréfp%%%gflgé]r Tkseé’i on ?%?8?%&%4 gﬁggslglad@ée%%?gghggn
nmeans generates a content key that is infornmation gainedby encrypting said
second i nf dtS@&t¥on by using recording unit inf ormation that is a numeral

cond i nf SHetPon by L . ‘ a nume:
That is & it aRFECFBE SERE N of Cheka 1 o Coaih FFTerding it

characterized in that said encryption means encrypts said
data by using said title key.
9. A recording apparatus according to Claim 8,
characterized in that:

saidencryptionmeansencryptssaidtitlekeybyusing
said device unique key;

said control means controls said recording means to
record said encrypted title key;

said encryption means generates third information
that includes said title key;

said.encryptionlnéans generates a content key, which
is information gained by encrypting said third information,
byusingrecordingunitinformationthatisarnmmraland/or
asymbolspecifictx>arecordingblockbasedcnlarecording
unit that is a minimum unit for said control means to
sequentially access sald recording means;

saidencryptionmeansencryptssaiddatabyusingsaid
content key; and

said control means controls said recording means to
record saild encrypted data.

10. A recording apparatus according to Claim 8,
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sequentially access said recording neans; said encryption neans encrypts
said data by using said content key; and said control nmeans controls said
recording means to record said encrypted data. 12. A recordi ng apparatus
according to Caim1, characterized in that: said encryption neans
encrypts data sent fromthe interface to which copy perm ssion information
is attached by using said copy perm ssion information; and said control
means controls said recording nmeans to record said copy perm ssion
i nformati orclbefecéearid/ast &t €hatsai d recordi ng nmeans records said data.
13. A recording apparatus according to Claim12, characterized in that
said control neamsogynbeoins ssdich Iretormangomedrss adde@cioo dsaaidddedpy;
perm ssion information before, at |east, said recording nmeans records said
data. 14. andecordi ng apparatus according to Caim12, characterized in
that said control means controls said recording nmeans to record said copy
perm ssi on i nf or e iden@nyt abheresas ¢raoow Us s¢ ivkdas arley orsding siad ddat a.
15. A recording apparatus characterized by conprising: a control neans of
control |l i ngcapgr pptred sliten senforfradman. i nterface to be recorded; and a
recording neans, that is controlled by said control
11. A recording apparatus according to Claim 10,
characterized in that:
said encryptionmeans encrypts said title key by using
said device unique key:
said control means controls said recording means to
record said encrypted title key;
said control means controls said recording means to
record saild copy permission information;
said encryption means generates second information
that includes at least either the said title key or said
copy permission information;
said encryption means generates a content key that
isinformationgainedby encrypting said second information
by using recordingunit information that is a numeral and/or
a symbol specific to a recording block based on a recording
unit that is a minimum unit for said control means to
sequentially access said recording means;
said encryptionmeans encrypts said data by usingsaid

content key; and

said control means controls said recording means to
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means, of recording said encrypted data on a disk. 16. A reproduction
apparatus characterized by conprising: a control neans of controlling
encrypted data recorded on a disk by neans of a recording apparatus
according to Claim1l to be reproduced; a reproduction neans, which is
controlled by said control means, of reproducing said data; and a
decryption nmeans of decrypting said reproduced data that is sent to the
interface. 17. A reproduction apparatus characterized by conprising: a

control neansc9fgcentildidg spenypied data recorded on a disk by means of
a recording apparatus according to Claim2 to be r.eproduced; a

reproducti ofp meansycEHak ing Cagfﬁé@éjc_ﬁg By &t dli ngoabr allanearts, of
reproduci ng said data; and a decryption neans of decrypting said reproduced

data that i1$;88PtetQ Ahe iMtenbace, wherein said decryption means decrypts
said reproduced data by using said device unique key. 18. A reproduction

apparat us charactgr{dednByyp¥MRId Sh88hs ane@d©od aBaRns sehtcontsel thag
encrypted data recorded ogga di sk by neans o#ja recordi ng apparat us

accordi ng t o+ Srahme3thabech e 99 usedii 8sh6pr odEsinet imans, athakchead
controlled by said control neans, of reproducing said data; and
by using said copy permission information; and
said control means controls said recording means to
recordsaidcopypermissioninformationbeforeand/orafter
said recording means records said data.
13. A recording apparatus according to Claim 12,
characterized in that said control means cont£ols said
recordingneans1x)recordsaidcxnnfpermissioninformaﬁion
before, at least, said recording means records said data.
14. A recording apparatus according to Claim 12,
characterized in that said control means controls said
recordingneanstxDrecordsaid<xnnfpermissioninformation
only after said recording means records said data.
15. A recording apparatus characterized by comprising:
a control means of controlling encrypted data sent
from an interface to be recordéd; and
a recording means, that is controlled by said control
means, of recording said encrypted data on a disk.
16. Areproduction apparatus characterizedby comprising:
acontrol meansof controllingencrypteddata recorded

on a disk by means of a recording apparatus according to
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a decryption neans of decrypting said reproduced data that is sent to the
interface, wherein said decryption neans decrypts said reproduced data by
using said recording unit information. 19. A reproduction apparatus
characterized by conprising: a control neans of controlling encrypted data
recorded on a disk by neans of a recording apparatus according to Caim4
to be reproduced; a reproduction neans, that is controlled by said control
means, of reproducing said data; and a decryption neans of decrypting said

reproduced @B ém thab e sesbrbutlel ;i nterface, wherein said decryption
means decrypts said reproduced data by using a key gai ned based on said
recording unit infespabboRtidd red®Pl odudichon sippern kol lekaiactexided by
conprising: a control neans of controlling encrypted data recorded on a
di sk by neamsnefoa meeord] ngr apppiaidus acgosdidgdata ;Claidn 14 to be
reproduced; a reproduction neans, which is controlled by said control
means, of reproducidea rSalth sahiiarend faddeeyppiiiranseransept odiexregtiarng sai d
reproduced data that is sent to the interface, wherein said decryption
means attenphstt @ sde@mipttd heheenhitleatin®é., or a portion of , said

encrypted data by assum ng

17. Areproductionapparatus characterizedby comprising:

acontrolmeansofcontrollingenbrypteddatarecorded
on a disk by means of a recording apparatus according to
Claim 2 to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

adeéryptionneanscﬁfdecryptingsaidreproduceddata
that is sent to the interface,

wherein said decryption means decrypts said
reproduced data by using said device unique key.
18. Areproductionapparatus characterizedby comprising:

acontrolmeansof controllingencrypteddatarecorded
on a disk by means of a recording apparatus according to
Claim 3 to be reproduced;

a reproduction means, that is controlled by said
control means, of reproducing said data; and

a decryption means of decrypting said reproduced data
that is sent to the interface,

whereinlsaid decryption means decrypts said

reproduced data by using said recording unit information.
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that said copyperm ssion information has a variety of values 1in the case
that said copy perm ssion informati on cannot be recorded in a normal

manner in said recording neans at the tinme when said data is recorded, and
wherein said reproduced data is decrypted by using the value of said copy
perm ssion information in the case that said reproduced data can be
decrypted in a normal nmanner as a result of said attenpts. 2 1. A
reproducti on apparatus characterized by conprising: a control neans of

control I'i ng encrypted Aal@: { 86 UHesr a 00 sac1h SXc by riiRansbofc @mp et st digng
apparatus according to Caim15; and a reproduction nmeans, which is

control l ed by saifeoReR10he HRANSE cOh thrRAroTNG i 38 teddbd.a rbevededsai d
reproduced data is sent to the interface. 22. A recording apparatus

accordi ng tg, anyapkk Ghai MBahs 0¥ . raeheracher bpedridtddaiceairding ard ace,
said encryption neans and said control neans are integrated and provided

on the sanq:péiﬂtthgjqu!feﬁggaqceas. A recordi ng apparatus according to
Caim?22, characterized in that said interface, said encryption nmeans and

sai d control means B&srbAtedidetnéansne tehkit.i L4coAtirepledldy ona adpar at us
according to any of ains 16 to 20, characterized in that said interface,
said decrypthepoTearund sai depeidtingassiar eaty goardied and
| a decryption means of decrypting said reproduced data
that is sent to the interface,
wherein said decryption means decrypts said
reproduced databyusing a key gainedbased onsaid recording
unit information.
20. Areproductionapparatuscharactefizedbycomprising:
acontrolmeansof controllingencrypteddata recorded
on a disk by means of a recording apparatus according to
Claim 14 to be reproduced;
a reproduction means, which is controlled by said
control means, of reproducing said data; and
a decryptionmeans of decrypting said reproduceddata
that is sent to the interface,
whereinsaiddecryptionnmansattemptstockmryptthe
entiretyof, or aportionof, saidencrypteddataby assuming
that saidcopypermission informationhasavarietyofvalues
in the case that said copy permission information cannot

be recorded in a normal manner in said recording means at

the time when said data is recorded, and
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provi ded on the sane printed circuit board. 25. A reproduction apparatus
according to Claim24, characterized in that said interface, said
decryption nmeans and said control nmeans are integrated in one chip. 26. A
recordi ng apparatus according to Claim?22, characterized in that a signal
detected froma termnal on said printed circuit board that outputs a
signal that can be reproduced as data by a third party is entirely
encrypted and/or is inscribed in an undisclosed format. 27. A reproduction
appar at us accor diwhg @il sd mi24ep rovhreed edazedisndelcatyt sd goal udéetget ed
froma terminal on said printed circuit board that outputs a signal that
can be reprickiced vs ofitsa by @ophipdrpastsyors lerfidredyioentnyphedcasd/ or is
inscribed in an undisclosed format. 28. A recordi ng apparatus according to
C ai m 22, tthat aetiet repdoidmadthtiathecan bpedeygrybted énm nakmerd sahder
printed circuit board that outputs a signal that can be reproduced as data
by a thirdagmard yresudef iofedsatdoatdirgpttsoc an undi scl osed format. 29. A
reproduction apparatus according to Caim24, characterized in that the
property of2la t ek mepaloductshon apwrd md eds cilraxa ¢ tbodred hatc ou pusing 'si gnal
that can be reproduced as data by a third party is defined according to
an undi scl osed f @oahtrdd.méansod dontyragddrey escayedratl dg teor angrdedd ai ns
2

on a disk by means of a recording apparatus according to

Claim 15; and

a reproduction means, which is controlled by said
control means, of reproducing said data,
wherein said reproduced data is sent to the interface.

22. A recording apparatus according to any of Claims 1

to 14, characterized inthat saidinterface, saldencryption

means and said control means are integrated and provided

on the same printed circuit board.

23. A recording apparatus according to Claim 22,

characterized in that said interface, said encryptionmeans

and said control means are integrated in one chip.

24. A reproduction apparatus according to any of Claims

16 to 20, characterized in that said.interfacé, said

decryption means and said control means are integrated and

provided on the same printed circuit board.

25. A reproduction apparatus according to Claim 24,

characterized in that said interface, saiddecryptionmeans

and said control means are integrated in one chip.
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to 11, characterized in that said device unique key cannot be accessed by
an external device. 31. A recording apparatus according to any of Cains 6,
10, 11, 12, 13 and 14, characterized in that said copy perm ssion
information is recorded in a systemregion that cannot be directly
accessed by a user of said recording neans. 32. A recording apparatus
according to any of Clains 1 to 15, 22, 23, 26, 28, 30 and 31,
characterized in that: copy permssion information is added to the data
sent from2mi d A terdadengangsarattesntcolo nidans tanCtentr @2 sai d
recording neans to record said data even in the case that said copy
per m ssi on chaif a¢ treriiardfirsatlta tabasdepraes et se Lt Edpyf rivev ey "teacnodndilng to
a predeterm ned condition. 33. A recording apparatus according to C aim 32,
characteri zad sanid hat isaked priedetietr moeddcthditt bortgst 4 e s taiselwhbagi n
sai d recorded data becones unreproduci ble after a predeterm ned period of
tinme. 34. Aaredoedirepraghared uss adetrding & otiti adnpdZty clmrectérezed in
that said predeterm ned condition is the case wherein said recorded data
becones unreeprogotiebl enddcoor s ngnsorfided nposati ondésedicddehsi o BBaTA
reproduction apparatus according to any of Clains 16 to 21, 24, 25, 27 and
29, charactx¥ti zed teptbhdtiction apparatus according to Claim 24,

characterized in that a signal detected from a terminal

on said printed circuit board that outputs a signal that

can be reproduced as data by a third party is entirely

encrypted and/or is inscribed in an undisclosed format.

28. A recording apparatus according to Claim 22,

characterized in that the property of a terminal on said

printed circuit board that outputs a signal that can be

reproduced as data by a third party is defined according

to an undisclosed format.

29. A reproduction apparatus according to Claim 24,

characterized in that the property of a terminal on said

printed circuit board that outputs a signal that can be

reproduced as data by a third party is defined according

to an undisclosed format.

30. A recording apparatus according to any of Claims 2

to 11, characterized in that said device unique key cannot

be accessed by an external device.

31. A recording apparatus accbrding to any of Claims 6,

10, 11, 12, 13 and 14, characterized in that said copy
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copy permssion information is added to said encrypted data that is
recorded: and said control neans controls said reproduction neans to
reproduce said data at least one tine in the case that said copy perni ssion
information of said data represents "Copy Never" according to a
predeterm ned condition. 36. A reproduction apparatus according to Caim
35, characterized in that said predeterm ned condition is the case
wherein said recorded data becones unreproduci ble after a predeterm ned

period of thaeniddioh Lapcaduction appacdt¥edciodsng tiem Cegjinr8Ehat
characterized in that said predetermned condition is the case wherein

sai d recor degh fakaphkecomsc thyepredutidd oy agcaedirn@ ofsd @ +eposidiimm
conditions. 38. A reproduction apparatus according to any of Clains 16 to
21, 24, 25,;,84nand 29, characterized in that: copy perm ssion information
is added to said encrypted data that is recorded; and said control neans

controls sagg repr pdeeliBheaPsarb@ueORedtdi agouipuinpabd dakdnanlly once
so as to allow said copy permssion information of said data, after being

once copi ed-hy1 BEANS Oh3saixk | ex®| d3 MdaABABRS,, haidtérieepyiing tdrdty: one
additional tinme (copy once) in the case th at said copy perm ssion
information of saigpfaidrmiskepPresaibenidiel Perirs asident eb thpydaga eyt one

(copy once)
from said interface; and
said control means can control said recording means
to record saiddata even inthe case that saidcopypermission
information of said data represents “Copy Never” according
to a predetermined condition.
33. A recording apparatus according to Claim 32,
characterized in that said predetermined condition is the
case wherein said recorded data becomes unreproducible
after a predétermined period of time.
34. A recording apparatus according to Claim 32,
characterized in that said predetermined condition is the
case wherein said recorded data becomes unreproducible
according to fee imposition conditions.
35. A reproduction apparatus accdrding to any of Claims
16 to 21, 24, 25, 27 and 29, characterized in that:
copypermissioninformationisaddedtosaidencrypted
data that is recorded: and

said control means controls said reproduction means

to reproduce said data at least one time in the.case that
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according to a predetermined condition. 39. A reproduction apparatus
according to Claim38, characterized in that said predeterm ned condition
is the case wherein said data or the key used for encrypting said data are
erased after a predeterm ned period of tinme has elapsed since said
reproducti on means has copied and outputted said data. 40. A reproduction
apparatus according to Caim38, <characterized in that said predeterm ned
condition is the case wherein a recorder of said data that has been only

once copi edsand OYhPUHER1isE idh aPes Binbe 1ber ofeceridi rhtsatsbdetanas a
backup. 41. A reproduction apparatus according to Caim40, characterized

in that saivtgsyaneeeardetd:@sraibackup d hroaédekpaoidercdsdyaiepr.oduci bl e
fromsaid recorder. 42. A reproduction apparatus according to C aim40,

characteri zggl, i mthaproauddadm J960tdedascedagkng kb Clajidnresorder is
unr eproduci bl e unl ess said data is returned to the original reproduction

appar at us. 4sarAchkeGarFidd raRPRIAkYS REedH ek Onadycehd@tdiars ik the 14,
22, 23, 26 and 30 to 34 characterized in that said encryption neans

encrypts datgs&egakdlass o idheevalrdrDidatdebeepiepenirissh paduotioimt i on
of said data sent fromsaid interface. 44. A recordi ng apparatus according
to any of @8 3 predetermined period of time.
37. A reproduction apparatus according'to Claim 35,
characterized in that said predetermined condition is the
case wherein said recorded data becomes unreproducible
according of fee imposition conditions.
38. A reproduction apparatus according to any of Claims
16 to 21, 24; 25, 27 and 29, characterized in that:
copy permissioninformationisaddedtosaidencrypted
data that is recorded; and
said control means controls said repfoduction means
to copy and to output said data only once so as to allow
said copy permission information of said data, after being
once copied by means of said recording means, to permit
copying only one additional time (copy once) in the case
that said copy permission information of said data
represents the permission of copying only one (copy once)
according to a predetermined condition.
39. A reproduction apparatus according to Claim 38,

characterized in that said predetermined condition is the

case wherein said data or the key used for encrypting said
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to 14, 22, 23, 26 and 30 to 34 characterized in that: said encryption
means does not encrypt sadd data in the case that copy perm ssion
information of the data sent fromsaid interface represents that the data
can be freely copied (copy free); and said control neans controls said
recording neans to record said unencrypted data. 45. A data processing
apparatus conprising at least a nove neans of noving data that is recorded
in a recording medium for recording data to another recordi ng apparat us,

characteri zagci natbhatraked e s e thaéddatantihaid isent d@npfetimeohbe noved
by said nove neans is copy prohibited data prohibited from being copied,
the copy prohihitgdsdaicd isai@neeppbehdyidsi ngaas e ypbpbadkendspecific
to said data ‘processing apparatus when at | east being outputted from said

dat a processiifigudpRar alusd dHra/ data processing apparatus conprising at
| east a copying nmeans of copying data that is recorded on a recording

medi um f orgg ecof di 8grdatid i agpethens ecrsiagngppar Alusim 38,
characterized in that, in the case that data that is attenpted to be

copi ed by saigr8eR¥IrG BARS ths € @RV PPE &St @Aminkideoridion dinats ithe
prohi bited from being copied, the copy prohibited data is encrypted by

using an encxypt ;B8 $SPestbiraelro o3 gh tat daproaessi ngaappaeat os:lwhen at
| east being outputted from said data processing apparat us.

once copied and outputted is an apparatus for recording

salid data as a backup.

41. A reproduction apparatus according to Claim 40,

characterized in that said data recorded as a backup in

said recorder is unreproducible from said recorder.

42 . A reproduction apparatus according td Claim 40,

characterized in that said data recorded as a backup in

said recorder isunreproducibleunless saiddata is returned

to the original reproduction apparatus.

43, A recording apparatus according to any of Claims 1

to 14, 22, 23, 26 and 30 to 34 characterized in that said

encryption means encrypts data regardless of the value of

thecopypermissioninformatimnofsaiddatasentfromsaid

interface.

44. A recording apparatus according to any of Claims 1

to 14, 22, 23, 26 and 30 to 34 characterized in that:
said encryption means does not encrypt said data in

the case that copy permission information of thé data sent

from said interface represents that the data can be freely
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47. A data processing apparatus according to Claim45 or 46, characterized
by further conprising an encryption means of encrypting said copy
prohibited data by using said encryption key. 48. A data processing
apparatus according to any of Cainms 45 to 47, characterized by further
conprising a reproduction neans of decryption, by using said encryption
key, said copy prohibited data encrypted using said encryption key and of
reproduci ng said copy prohibited data. .49. A data processing apparatus

accordi ng p&bﬁiganyégpy:qhﬁﬁgc;egﬁaeq in that: said reproduction neans is a
means of reproducing said copy prohibited data at a rate required-at the

time of view ng g ldstiens Dondynkheotsercl A sstial agazardhagoheahsr itog sai d
copy prohibited data that has been transmtted at a rate faster than said

rate that d&céfQuUshed aindierptBdotiatizewi ng and listening by the user in
the case that said copy prohibited data encrypted wusing said encryption

key is trangm ttedatta proates §iasd @Iptpatﬁw'@usaidinpsﬁieihgqmtr]m:laat amevtel me of
viewing and listening by the user fromsaid other recording apparatus is

provi ded; agnsh§3idE hRRFOY eldtan theans scascobelealliaea s docdpyg mpdahirbi t ed
data stored in said storage means or data stored in said storage neans in
advance at ghe +EpBrehely si€h steragether recording apparatus,
characterizedinthat,inthécasethatdatathatisattempted
to be moved by said move means is copy prohibited data
prohibited from being copied, the copy prohibited data is
encrypted by using an encryption key specific to said data
processing apparatus when at least being outputted from
.said data processing apparatus.
46. A data processing apparatus comprising at least a
copyingmeansofcopyingdatathatisrecordedonarecording
mediumforrecordingdataintoénotherrecordingapparatus,
characterizedinthat, inthecasethatdatathatisattempted
to be copied by said copying means is copy permission
information that is prohibited_fronlbeing'qopied, the copy
prohibited data is encrypted by using an encryption key
specific to said data processing apparatus when at least
being outputted from said data processing apparatus.
47. A data processing apparatus according to dlaim 45 or
46, characterizedby further comprisingan encryptionmeans

of encrypting said copy prohibited data by using said

encryption key.
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means stores said copy prohibited data fromsaid other recording
apparatus. 50. A data processing apparatus according to any of Clains 45
to 49, characterized in that: said other recording apparatus is an
apparatus that can record data in a second recording nedium a judgnent
means of judgi ng whether or not said second recording nediumis a
recordi ng medium corresponding to said data processing apparatus is
further provided; and said nove neans or said copyi ng neans noves oOr copies

sai d copy prhi bi bed Latadds 4 ey easisa t het ssad do sasandtoracpod 0Jatedi um i s
judged to be a recording nmedium corresponding to said data processing

apparat us hys $ai4l7 , chdaimite R8BS by furAitat aoppedcesisigg Bpasdatusion
according to any of'Clainms 45 to 49, characterized in that: said other

recordi ng appanstUE decyEPPendt by Ukiing ceaidesacd ydat con nkay sesaridi
recordi ng nmedium a judgnment neans of judgi ng whether or not said other

recording w%ﬁéhﬁbiﬁécﬁmﬁéﬁcﬁybt@@pﬁmjﬂw de0i G adsc rptaopr kesssi ng
apparatus is further provided; and said nove neans or said copying means
noves or Coph@So£Saielh repyc Phghkhiileddisf aprohtibe teabeldtat sai d ot her

recordi ng apparatus i s an apparatus corresponding to said data processing
apparatus bygsaifl jadanpiod®adsng apparatus according to Claim 48,
characterized in that:
saidreproductionmeansiszameansofrebroducingsaid
copy prohibiteddataataraterequiredat thetimeof viewing
and listening by the user;

a storage means of storing said copy prohibited data
that has been transmitted at a.rate faster than said rate
that is required at the time of viewing and listening by
theuser in the case that said copy prohibiteddata encrypted
using said encryption key is transmitted at a rate faster
than said rate required at the time of viewing and listening
by the user from said other recording apparatus is provided;
and

said reproduction means can reproduce said copy
prohibitéddatastoredelsaidstoragenmanscn:datastored
insaidstoragemeansinadvanceatthetimewhenséidstorage
means stores said copy prohibited data from said other
recording apparatus.

50. Z\dataprocessingapparatusacéordingtoenurofClaims

45 to 49, characterized in that:
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52. A data processing apparatus according to any of Cains 45 to 51,
characterized in that said nove neans or said copying nmeans outputs said
copy prohibited data as data that can be copied only once when said copy
prohibited data is noved or is copied. 53. A recording and reproduction
apparatus, characterized by conprising a recording neans of recording said
copy prohibited data that is encrypted using said encryption key froma
data processi ng apparatus according to any of Clainms 45 to 47 in a second

recordi ng medi umgbhy S REEOFAEBE AR LY LeuEtE0Ns apRadBbY S a teltaranier i zed
by conprising: a recording neans of recording said copy prohibited data

that is encgypt edcusiddiSeh di BNET ¥RldoHY keycbiramndy nétsd Bulf ocessi ng
apparatus according to Claim48 in a second recording nmedium and a

transni ssi on means ;olidniaie Mddrd 918 FSphdgeeRywhproRizbb tath €alzi d balcdrsd
recorded in said sécond recording nediumand that is encrypted using said

encryption ke¥ot@irgfintbdehd RPEOGESSR BPREr Abds ushider 5éspbnanery pted
using said encryptiion key. 55. A recording and reproduction apparatus,

charact eri zggdi by 4R # St 885 i gl 8pYPhd1gu BaBS fof tieeonsiogidaidd capy
prohibited data that is encrypted using said encryption key froma
said move means or said copying means moves or copies

said copy prohibited data in the case that said second
recording medium is judged to be a recording medium
corresponding to said data processing apparatus by said
judgment means.
51. Adataprocessing apparatus according to any of Claims
45 to 49, characterized in that:

said other recording apparatus is an apparatus that
can record data in a second recording medium;

a judgment means of judging whether or not said other
recording apparatus is an apparatus corresponding to said
data processing apparatus is further provided; and

sald move means or said copying means moves or copies
said copy prohibited data in the case that said other
recording apparatus is an apparatus corresponding to said
data processing apparatus by said judgment means.

52. Adata processing apparatus according to any of Claims
45 to 51, characterized in that said move means or said
copying means outputs said copy prohibited data as data

that can be copied only once when said copy prohibited data
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data processing apparatus according to daim50 or 51 in said second
recordi ng nmedium and a transm ssion neans of transmtting said copy

prohi bited data that is recorded in said second recordi ng nedi um and t hat
is encrypted using said encryption key to said data processing apparatus
while still encrypted using said encryption key. 56. A recording and
reproducti on apparatus, characterized by conprising: a recordi ng neans of
recordi ng said copy prohibited data encrypted using said encryption key

froma data; 5 PREGRSSIJW APPaLALEe . according to any of Cainms 45, 46, 47,
50 and 51 in a second recording nedium and a decryption and reproduction

means of degfyptjRGeoRyYi N§IdHH $8HF RN YPEh Ypdeeyat 831, k1rEopy cpeehiid ed
data that 1Is recoré%d in Sald second recording nediumand that is

encrypted usi,Ngosid Siek VR ERR ke A thOink eBEOHIdKH 1881 dag@PYopy
pr ohi bi t ed d%ta? 7. Aq?%cording anéﬁ$eproduction apparat%s accordfﬁé to

A aimb56, charaeisigedibyaf hbhen LuRighed askey rap@dentiroptirans of
reproduci ng an encrypted key recording nmedi um wherein said encryption key

is recordegdsyand g Key$HONAYS dB3N8 gOhpPhard tds SBt 8o eBE PP RIKE £
r eproduced by salg key reproduction nmeans,

Claims 45 to 47 in a second recording medium.
54. Arecordingandreproductionapparatus,characterized
by comprising:

a recording means of recording said copy prohibited
data that is encrypted using said encryption key from a
data processing apparatus according to Claim 48 in a second
recording medium;land

a transmission means of transmitting said copy
prohibited data that is recorded in said second recording
medium and that is encrypted using said encryption key to
said data processing apparatus while still encrypted using
sald encryption key.
55. Arecordingandreproductionapparatus,chafacterized
by comprising:

a recording means of recording said copy prohibited
data that is encrypted using said encryption key from a
data processing apparatus according to Claim 50 or 51 in
said second recording medium; and

a transmission heans of transmitting said copy

prohibited data that is recorded in said second recording
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wherein said decryption and reproducti on nmeans reproduces said copy
prohi bited data by utilizing said encryption key stored by said key
storage neans. 58. A recording and reproduction apparatus according to
Cl aim 56, characterized by further conprising a reception mneans of
receiving said encryption key that is transmtted fromsaid data
processi ng apparatus, wherein said decryption and reproduction nmeans
reproduces said copy prohibited data by utilizing said encryption key

received bynhs@idm'£668Pthak MBaABAcrIPLAl daiingrosbdsengrgppdraat key to
characterized by conprising at |east a nove neans of noving data that is

recorded insai§eEoF4igieh d@éls VAL Hppa eaed widal atia laentheptadasridiqg
apparatus as data in a format that can be decrypted in the other recording

appar at us, ghegebnceaha tdatkeg. attenpted to be noved by said nove neans
is copy prohibited data that is prohibited from being copied. 60. A data

processi ng gpparAtidso £dBh R Fépe doic t e H g aga Blisl, edtsa ractepyizegl means
of copying data that is recorded in a recording nmediumfor recording data

in anotherpyeegnghisigRparatus as data in a format that can be decrypted
in the other recording apparatus, wherein data that is attenpted to be
copi ed by said CcOREIGrAEABSMESNCOPY peoitiird skhid ¢bpy psopibhited ed
data encrypted using said encryption key from a data
processing apparatus according to any of Claims 45, 46,
47, 50 and 51 in a second recording medium; and

a decryption and reproduction means of decrypting,
by using said encryption key, said copy prohibited data
that is recorded in said second recording:medium and that
is encrypted using said encryption key and of reproducing
said copy prohibited data.

57. A recording and reproduction apparatus according to
Claim 56, characterized by further comprising:

a key reproduction means of reproducing'an'encrypted
key recording medium wherein said encryption key 1is
recorded; and

a key storage means of storing said encryption key
reproduced by said key reproduction means,

wherein said decryption and reproduction means
reproduces said copy prohibited data by utilizing said
encryption key stored by said key storage means 

58. A recording and reproduction apparatus according to
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from bei ng copied. 61. A data processing apparatus according to C aimb59 or
60, characterized in that the data in a format that can be decrypted in
sai d other recording apparatus nmeans plain sentence data, data that is
encrypted using a key specific to said other recording apparatus or data
that is encrypted using a key attached to a second recording nediumin
said other recording apparatus. 62. A data processing apparatus accordi ng
to Cdaim6l, characterized in that the data in a format that can be

decrypt ed idn $ainds O heiaf £60EEING RRRATalrhds cinger lalag anrecéptimn used
in said other recording apparatus. 63. A data processing apparatus

accordi ng te2RY¥ &Ff dedd B DBy £9i8ekdryphavackeyi zhdti hstthednsmatdeat her
recordi ng apparatus is an apparatus that can record data in said recording

nmedi um  a jpegResth i anscPfprodebed noheigigar@tupot said second recording
medi um corresponds to said data probessing apparatus is further provided;

and sai d nove neafsepEifakdiCOREOGyPERES ERNEST @fredpted ors aighTopy
prohibited data in the case that said second recording nmediumis judged to

be a recor diggrpadices $:pid espppdprgHib seéd data pyoaessl hgiappaeatdis
according to said judgnent means. 64. A data processing apparatus
according toh&k3pMi®h key received by sald reception means.
59. A data processing apparafus, characterized by
comprising at least a move means of moving data that is
recorded in a recording medium for recording data to another
recording apparatus as data ina format that canbe decrypted
in the other recording apparatus,
| wherein data that is attempted to be moved by said
move means is copy prohibited data that is prohibited from
being copied.
60. A déta processing apparatus; characterized by
comprising at least a copying means of copying data that
is recorded in a recording medium for recording data in
another recording apparatus as data in a format that can
be decrypted in the other recording apparatus,
wherein data that is attempted to be copied by said
copying means is copy prohibited data that is prohibited
from being copied.
61. A data processing apparatus according to Claim 359 or

60, characterized in that the data in a format that can

be decrypted in said other recording apparatus means plain
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characterized in that: said judgment means carries out said judgnent by
using said key in the case that a key indicating that said second
recording mediumis a recording nmedi um corresponding to said data
processing apparatus is attached to said second recording nedium an
encryption means of encrypting said copy prohibited data by using said key
in the case that said second recording nediumis judged to be a recording
medi um corresponding to said data processing apparatus by said judgnent
nmeans is fashbencRr awitdgddaand thaitd isDyactegrtsedu ssiaigl acpyi apersdiss noves
or copies said encrypted copy prohibited data. 65. A data processing

appar at us ags @i o thearecfrdlagmopdPatasé@r ddvaa adteet iizedncmypiad said
ot her recording apparat'us is an apparatus that can record data in a second
recordi ng nediHm aakpydgaeachmans of saumgidg ederiéngomenidunsdird sativer
recordi ng apparatus is an apparatus corresponding to said data processing

appar at us h§tﬁ§kt@gbdydmmgegpﬁamiﬁugd nove nmeans or sai d copyi ng neans
noves or copies said copy prohibited data in the case that said other

recordi ng appar atudaits jpidgesls  onbe adpappanat ascoeatimespoodChg ito &l d
data processing apparatus by said judgnent neans.
characterized in that the data in a format that can be
decrypted in said other recording apparatus is also data
in a format used in said other recording apparatus.
63. Adata processing apparatus according to any of Claims
59 to 62, characterized in that:

said other recording apparatus is an apparatus that
can record data in said recording medium;

a judgment means of judging whether or not said second
recording medium corresponds to said data processing
apparatus is further provided; and

said move means or said copying means moves or copies
said copy prohibited data in the case that said second
recording medium is judged to be a recording medium
corresponding to said data processing apparatus according
to said judgment means.

64. A data processing apparatus according to Claim 63,
characterized in that:

said judgment means carries out said judgment by using
said key in the case that a key indicating'that said second

recording medium is a recording medium corresponding to
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66. A data processing apparatus according to Caim65, characterized in
that: in the case that said judgnent nmeans has a key that indicates that
said other recording apparatus is an apparatus corresponding to said data
processi ng apparatus, said judgnment means carries out said judgnent by
using said key; an encryption neans of encrypting said copy prohibited
data by using said key, in the case that said other recording apparatus is
judged to be an apparatus corresponding to said data processing apparatus

by said jqug?atd§§§n§r05§s§MH§IEﬁ?é%éWﬁgeﬂs aPhdachlkd FBVEaTRBABSndai d
copyi ng neans noves or copies Ssaid encrypted copy prohibited data. 67. A

data processipgrappdy ddpi@gecording to any of dainms 59 to 66
characterized in that sald nove neans or said copying nmeans outputs said

copy prohibited %%n%%ygﬁ?onh@%tnscé‘f e%‘c%@ﬁg%yd%@gfﬂbsﬁim!&&opy

prohibited data is noved or copied. 68. ATecording and reproduction
appar at us Qs+ 55PN séau%ggl% pheht dibadh dakaid sefvadakackidarssi ng

apparatus according to Gaim39 or 60, in a second recording nmedi um" and
for reprodugiaguaniid GARYgPEobbbhked Q@@ofd@ﬁ};sﬁb@i\ﬁ@%‘ﬂrégﬁgh@iﬁw
p

medi um wherein said copy prohibited data is ai n sentence
to said data processing apparatus by said judgment means
is further provided; and

sald move means or said copying means moves or copies
said encrypted copy prohibited data.

65. Adata processing apparatus according to any of Claims
59 to 62, characterized in that:

sald other recording apparatus is an apparatus that
can record data in a second recording medium;

a judgment means of judging whether or not said other
recording apparatus'is an apparatus corresponding to said
data processing apparatus is further provided; and

said move means or said copying means moves or copies
said copy prohibited data in the case that said other
recording apparatus 1s judged to be an apparatus
corresponding to said data processing aﬁparatus by said
judgment means.

66. A data processing apparatus according to Claim 65,
characterized in that:

in the case that said judgment means has a key that

indicates that said other recording apparatus is an
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data, and wherein said recording and reproduction apparatus is
characterized by conprising: an encryption nmeans of encrypting said copy
prohi bited data by using an encryption key attached to said second
recordi ng medium or by using an encryption key specific to said recording
and reproduction apparatus; a recording nmeans of recording said copy

prohi bited data encrypted by said encryption neans in said second
recordi ng medium and a reproduction nmeans of decrypting said encrypted

copy pr ohiA%%gga@%tsacéb%sip%ﬁ@%wswds@éaw@séeﬁgr@'d}ggramcg Jum by

utilizing sald key so as to reproduce said copy prohibited ta. 69. A

recordi ng aggi sepi@GHEhitORe ARRAE 2 HS ekObut &f:D1 AR grhah € PR ipfPRiakid ed
data, from a dat'a processi ng apparatus according to Claimb59 or 60, in a

second recoggi;ng nedium and for reproducing said copy prohibited data from
said second recording nedium wherein said copy prohibited data is data

encrypted by a kayesReGidt foh e o FREI Y HE1 ARG L BPEGYCH 6N ibaRRAT at us
or data encrypted by using a key attached to sai second recordi ng nmedi um

\évgef re: gi :‘]ai_@aﬁsqrgf disnGp8E iGERs PGt ikpR @Rpparai s siasid eharact eebzed iy
A g-apparatus is judged to be an apparatus corresponding to
saild data processing apparatus by said judgment means, is
further provided,; and
sald move means or said copying means moves or copies
said encrypted copy prohibited data.
67. Adataprocessing apparatus according to any of Claims
59 to 66, charactérized in that said move means or said
copying means outputs said copy prohibited data as data
that can be copied only once when said copy prohibited data
is moved or copied.
68. A recording and reproduction apparatus for recording
said copy prohibited data, froma data processing apparatus
according to Claim 59 or 60, in a second recording medium
and for reproducing said copy prohibited data from said
second recording medium,
wherein said copy prohibited data is plain sentence
data, and
wherein said recording and reproduction apparatus is
characterized by compfising:

an encryption means of encrypting said copy
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a recording neans of recording said encrypted copy prohibited data in said
second recordi ng nedium and a reproduction neans of decrypting said
encrypted copy prohibited data that is recorded in said second recording
medium by utilizing said key so as to reproduce said copy prohibited data.
70. A data processing apparatus according to any of Clains 45, 46, 47, 48,
49, 50, 51, 520, 59, 60, 61, 62, 63, 64, 65, 66 and 67, characterized by
further conprising a fee inposition information transm ssion neans of
transm tti pgrof B6it BE0SA th Wy ¥ ididraln encwividt 1&sest atte adhved afo sapy ng

of said data to a managenent apparatus for managing said data processing

appar at us Wbl deddvrel iRANte&dnm 6% Wit ud heghave cdfcrsgbeidat aegr when
sai d copying neans carries out the cdpying of said data. 71. A data

processi ng si@d A1 US tac i ngetOrdivigofard at 8B rodbctdon HppdBatd$,; 50,
51, 52, 59, 60, 61, 62, 63, 64, 65, 66 and 67, characterized in that said

nmove neans noves g $ldb@PYgRieahbi b edrdaba dithhg Wa iS@idb PRyt Slgi e &es
copies said copy prohibited data into, said other recording apparatus

when at | eaiita SBO2YPTRIY RPPaE afusnoMiethi bdsmebihe abi |44 ¥dokecop@si ng a
fee on the nove or on the copying of said copy prohibited data, is
confirnmed trederéongeaieed ui 0 @ndi nterface to which said data processing

apparatus and said other recordi ng apparatus are connect ed.

areproductionmeansof decryptingsaidencryptedcopy
prohibited data that is recorded in said second recording
medium by utilizing said key so as to reproduce said capy
prohibited data.
69. A recording and reproduction apparatus for recording
saidcopyprohibiteddata,fromeidataprocessingapparatus
according to Claim 59 or 60, in a second recording medium
and for reproducing said copy prohibited data from said
second recording medium,

wherein said copy prohibited data is data encrypted
by a key specific to said recording and reproduction
apparatus or data encrypted by using a key attached to said
second recording medium,

wherein said.recordin(j and reproduction apparatus is
characterized by comprising:

a recording means of recording said encrypted copy
prohibited data in said second recording medium; and

areproductionmeansofdecryptingsaidencryptedéopy

prohibited data that is recorded in said second recording
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72. An encrypted data decrypting and recordi ng apparatus system
characterized by conprising: a plurality of recording apparatuses that
respectively record encrypted copy prohibited data, of which the content is
identical, that is prohibited from being copied; and a decrypting and
recordi ng apparatus having a decryption neans of decrypting said encrypted
copy prohibited data that is outputted fromsaid plurality of recording
apparatuses and a recordi ng neans of recording encrypted, or unencrypted,

copy prohi %é&ﬁuﬂ%% 1ueilmii%h% e gon) el ds dAendd cabute said eepy

prohi bi ted dat a. . A decrypting and recordi ng apparatus, characterized

by conpri sihgih &,deckyRi-+n nmeans of decrypting encrypted copy prohibited
data, which is prohigiteég?ron1being copied and which is outputted-froma

plurality OforeCzﬁg%iew BBRY AL USE S prdl I §1h @b Ha ¢ Rer YBtAE, eFPy1RAafY bi ted

data, of whi ch t content 1s 1dentical, is respectively recorded; and a
recording npans,gpf pecordy ngyenceypted, of2  unenceypt &d, Py PBohighited

data, of which thé codtent’ is'identical to thaf of said copy prohibited

data. 74. Asgecopdifg gpParabusicidid] Ashepized indeidimenesohg a Blewal ity
of recordi ng apparatuses that respectively  record encrypted copy

prohi bi t ed ﬂ%@si@ﬁ.o\miﬁ@otrﬂ%% #Hansmission means of transmitting

feejm@ositioninformationwithfespecttonmvecn:copying
of said data to a management apparatus for mangging said
data processing apparatus when said move means carries out
the move of said data or when said copying means carries
out the copying of said data.
71. .AdataprocessingapparatusaccordingtozumrofClaims
45, 46, 47, 48, 49, 50, 51, 52, 59, 60, 61, 62, 63, 64,
65, 66 and 67, characterized in that said move means moves
salid copy prohibited data to, or said copyilng means copies
said copy prohibited data into, said other recording
apparatus when at least a management apparatus, which has
the ability of imposing a fee on the move or on the copying
of said copy prohibited data, is confirmed to be connected
to an interface to which said data processing_apparatds
and said other recording apparatus are connected.
72. An encrypted data decrypting and recording apparatus
system characterized by comprising:

a piurality of recording apparatuses that

respectively record encrypted copy prohibited data, of
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is identical, that is prohibited from being copied, wherein said recording
apparatus conprises a recording neans of recording said encrypted copy
prohi bited data and an out put neans of outputting said encrypted copy
prohi bited data that is recorded in said recording neans, and wherein said
encrypted copy prohibited data outputted fromsaid output neans is data
that can only be decrypted in a decrypting and recordi ng apparatus havi ng
at least a decryption neans of decrypting said encrypted copy prohibited

data. 75. ApiatR thansusadon ApPapah4S B! acheti 2d gibh OOIPEHSERGMA
transm ssion neans of transmtting a stream formed of a plurality of

pi eces of qala,gWREHeIJY captyof said pieces of data in said stream or
wi t hin each of %Ioc s formng said stream is data that cannot be

reproduced unl esg Fch@c?%ﬁ‘ﬁ@n@f A ar e €BLANRIP M F ¥t BeShihangf oHne
position before said data is reproduced, and wherein said transm ssion

means transfid syEasBnPinGehs 06 £Sakd 43 @inQf sdaba et SAb e gt 6B Or each
of the bl ocks ¥orn1ng sald stream in the order of fromthe rear toward

the head in,2,KhpeReOLA HRRels JEtpALhREDPIIdY APPArBLusallar yaldow ng
copy restricted content, conprising data that is set so as to be
prohibited yocording apparatuses and a recording means of recording

encrypted, or unencrypted, copy prohibited data, of which

the content is identical to said copy prohibited data.

73. A decrypting and recording apparatus, characterized

by comprising:

a decryption means of decrypting encrypted copy
prohibited data, which is prohibited from being copied and
which is outputted fromapluralityof recordingapparatuses
in which said encrypted copy prohibited data, of which the
content is identical, is respectively recorded; and

a recording means of recording encrypted, or

unencrypted, copy prohibited data, of which the content
is identical to that of said copy prohibited data.
74. A recording apparatus, characterized by being one of
a plurality of recording apparatuses that respectively
record encrypted copy prohibited data, of which the content
is identical, that is prohibited from being copied,

wherein said recording apparatus comprises a
recordingmeansofrecordingsaidencryptedcopyprohibited

data and an output means of outputting said encrypted copy
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from or restricted from being copied, to beconme reproducible in a tine
shift manner, characterized by conprising: a recordi ng nediumwherein a
predet erm ned capacity of recording of said copy restricted content is
possi bl e; and a recording neans of recording data in said recording

medi um wherein said recording neans records said copy restricted content
in said recording nmediumand allows data of said copy restricted content
recorded in said recording mediumto convert to the condition wherein

Vi ew ng angpréh%%é&gd!a%a eSSl ecaidied D astel @rrépeddpely peatfs, time
has el apsed since the tinme the recording of said copy restricted content
has started,pnd7. A recording apparatus according to Caim 76,
characterized in that said condition wherein viewing and |istening is

i mpossi bl e is i nplieaeat 8t DYy St EAe ARt Bro®fi siad &4 sema 6esplitatad
content. 78. A recording apparatus ‘according to Claim76, characterized in

that said cppdint 5QRANBEESUT YW NG Anthtd it £0i B8ni SniyPBesibBLeyigted
i npl enented by not erasing the data of said copy restricted content. 79. A

recordi ng appagalds 51Kl NGnHorElodiri iy agparaciey izedihg thal «adit
condition wherein viéw ng and
a decryption means of decrypting said encryptéd copy
prohibited data. |
75. A data transmission apparatus characterized by
. comprising a transmission means of transmitting a stream
formed of a plurality of pieces of data,
wherein each of said pieces of data in said stream,
or within each of blocks forming said stream, is data that
cannot be reproduced unless the piece of data
chronoclogically positioned one position beforé sald data
is reproduced, and
wherein said transmission means transmits each piece
of said data, of data in said stream, or each of the blocks
forming said stream, in the order of from the rear toward
the head in a chronological manner.
76. A recording apparatus for allowing coby restricted
content, comprising data that is set so as to be prohibited
from, or restricted from, being copied, to become
reproducible in a time shift manner, characterized by
comprising:

a recording medium wherein a predetermined capacity
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listening is inpossible is inplenented by allowing the data of said copy
restricted content to becone unreproduci ble. 80. A recording apparatus
according to Caim79, characterized in that said condition wherein view ng
and listening is inpossible is inplenented by encrypting the data of said
copy restricted content after reproduction. 81. A recording apparatus
according to any of- Clains 76 to 80, characterized in that the timng
according to which said recording neans starts the recording of said copy

restricted copesd i $ndebengdiBycbpherbisha it dddmRpénti N QpoBELDBA & ;N

conjunction with said Copy restricted content. 82. A recording apparatus
accor di ng Eguglain181, characterized in that said recording neans carries
out recording by differentiating said copy restricted content from other

content by using 5@ JAHOMEMed N FMBECYXd183 daAd ee0Edi Adrappatang
according to Caim8l, characterized in that said judgnent information is

copyri ght hﬁ@@iﬁﬁgion included in a data colum of said copy restricted
content. 84. A recording apparatus according to any of Claims 76 to 82,

characterized in $hatetheshiid N86Q1 AN thelat it &Por8ai @arie afsthyng means
starts the recording of said copy restricted content is. defined based on
an input fromibe-+Q4 sh@ent in said recording medium and allows data
of said copy restricted content recorded in said.récording
medium to convert to the condition wherein viewing and
listening is impossible after a predetermined period of
time has elapsed since the time the recording of said copy
restricted content has started.
77. A recording apparétus according to Claim 76,
characterized in that said condition wherein viewing and
listening is impossible is implemented by erasing the data
of said copy restricted content. '
78. A recording apparatus according to Claim 76,
characterized in that said condition wherein viewing and
listening is impossible is implemented by not erasing the
data of said copy restricted content.
79. A recording apparatus according to Claim 76,
characterized in that said condition wherein viewing and
iisteningisjﬂmossibleisimplementedeallowingthedata
of said copy restricted content to become unreproducible.

80. A recording apparatus according to Claim 79,

characterized in that said condition wherein viewing and
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85. A recording apparatus according to any of Clains 76 to 80,
characterized in that said recording nmediumhas a recording buffer for
tenporarily recording said copy restricted content. 86. A recording
apparatus according to Caim85, characterized in that said recording
buffer is a ring buffer wherein it is possible to record a constant anount
of data by repeating overwiting recording in the sane region. 87. A
recordi ng and reproduction apparatus characterized by conprising: a

recor di ng appaf 8hY$ 24 s0h ik § Do PEY1 8f 1 fbakfenifed 9y 8ncaPPtang th
reproducti on nmeans 3? reérgg%%ing da%a %é%ordeélin ]ggid ?eggrdfﬁb néhium

wherei n saigh 2P edNEE HORLERARS St QHBgeSofRkbd tCABter G5 p+680E e ent
that has been recorded aftef a predeterm ned period of standby tinme has

el apsed singe the LLgeaehd RepdA8tusf abBe Hpeay dindan sai dleams 76

restricted content. 88. ATrecording and reproduction apparatus
characteri zed g Dy GRIPLEELRYZ A §ACOALINENAPPRMANYS aBeRIdimy oo wH iaitn 86;

and a reproduction nmeans of reproducing data recorded in said recording

nmedi um wheggi g saicd /LM PAHEEHAN sHRANSs MERE oddeRT B¢l 60P¥aid copy
restricted content is defined by referring to judgment
informétion in conjunction with said copy restricted
content.
82. A recording apparatus according to Claim 81,
characterized in that said recording means carries out
recording by differentiating said copy restricted content
from other content by using said judgment information.
83. A recording apparatus according to Claim 81,
characterized in that said judgment information is
copyright'infOrmation included in a data column of said
copy restricted content.
84. A recording apparatus according to any of Claims 76
to 82, characterized in that the timing according to which
said recording means starts the recording of said copy
restricted content is.defined based on an input from the
outside.
85. A recording apparatus according to any of Claims 76
to 80, characterized in that said recording medium has a
recording buffer for temporarily recording said copy

restricted content.
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restricted content that has been recorded after a predeterm ned period of
standby tinme has el apsed since the tine of the start of the recording of
said copy restricted content. 89. A recording and reproduction apparatus
according to Claim88, characterized in that, at the tine when said
reproduction nmeans carries out a reproduction operation under the
condition wherein overwiting recording is being carried out in said ring
buffer, the reproduction of said data is carried out starting fromthe

position whege the, ool dast, piges, of cdat adcodeaoded bhasy G ng buffer.

90. Arec ihg and repro apparatus according to C aim 89,

char act er | 26l | DDAl G 3 bhenL LB, MR SAI s SRIEIAIE | 10 FIBRNBLERI e

out a reproductron operation u e condition wherein overwiti ng

recording g, 0L inCaE!| €% OUL1HAeSBhrLEBE DT £6hs thiit BRRGAUGIE a1l said

data is carried out starting fromthe recording start position on said
ring buffer, 91,4 \ NG, A0G L HeRY QAUCL F QDN EPRA &HES SLeer de@dp. Caim
87 or 88, ¢ r%gPSFﬁggggﬁ%@?ﬁa?,tﬁﬁﬁihe case ? at  copy restric?gd cont ent

recorded i aidyr. j j ' b rRPEOHcad Wk tdHdr §8tdrized
predeterni2%2'pé%f%%ggeaggggﬁggga%?%é?ﬂgaﬁd rggbrding appar at us §f§§2 t he

recordi ng eééhﬁﬁyléﬁn aid copy restricted content. 92. A recording and
reproducti o apparatus atcording to

a recording apparatus according to any of Claims 76
to 85; and

a reproduction means of reproducing data recorded in
said recording medium,

wherein said reproduction means reproduces said copy
restrictéd content that has been recorded after a
predetermined period of standby time has elapsed since the
time of the start of the recording of said copy restricted
content.
88. A recording and reproduction apparatus characterized
by comprising:

a recording apparatus according to Claim 86; and

a reproduction means of reproducing data recorded in
said recording medium,

wherein said reproduction means reproduces said copy
restricted content that has been recorded after a
predetermined period of standby time has elapsed since the
time of the sﬁart of the recording of said copy restricted

content.
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Claim 87 or 88, characterized by further conprising a notification nmeans
of making a notification of operational content of said recording
apparatus or of said reproduction means in advance based on either said
predeterm ned period of time or based on said predeterm ned period of
standby tinme. 93. A recording apparatus according to Caim76,
characterized in that said recording neans can neasure tinme information
i ncluding said predeterm ned period of time. 94. A recording apparatus

according tQ, daimJ7 . ' i . ' i ot
09 0 BRSNS REICAHERANG 10 APk et Eeu el poru e

includes tine ihn

e nfooecl i 2PRE T QS RECOLILEA L9 A TBe cHlrAnieriaed Laudhat the

time infornmation nél udi sard erm ned peri time 1's gai ned

fromthe oyl 8l dgy, LRI L Y QL - SUL LAPYa FESPELERA CHEPbration

under the condition wherein overwriting recording is being
carried out in said ring buffer, the reproduction of said
data is carried out starting from the position where the
oldest piece of data is recorded in said ring buffer.
90. A recording and reproduction apparatus according to
Claim 89, characterized in that, at the time.when said
reproduction means carries out a reproduction operation
under the condition wherein overwriting recording is not
carried out in said ring buffer, the repfoduction of said
data 1is carried out starting from the recording start
position on said ring buffer.

91. A recording and reproduction apparatus according to
Claim 87 or 88, characterized in that, in the case that
copy restricted content recorded in said recording medium
is not reproduced within said predetermined period of
standby time, said recording apparatus stops the recording
operation  of said éopy restricted content.

92. A recording and reproduction apparatus according to
Claim 87 or 88, characterized by further comprising a
notification means of making a notification of operational
content of said recording apparatus or of said reproduction

means in advance based on either said predetermined period
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of time or based on said predetermined period of standby
time.

93. A recording apparatus according to Claim 76,
characterized in that said recording means can measure time
information including said predetermined period of time.
94. A recording apparatus according to Claim 76,
characterizedinthatsaidcopyrestrictedcontentincludes
time information including said predetermined period of
time.

95. A recording apparatus according to Claim 76,
characterized in that the time information including said
predetermined period of time is gained from the outside

independently of sald copy restricted content.
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