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A FINGERPRINT READER AND A METHOD OF OPERATING IT

The present invention relates to a fingerprint reader and in particular to a more
rugged fingerprint reader which is useful in e.g. credit cards and other types of
elements which are bendable to a certain degree.

Fingerprint readers may be seen in e.g. W099/41696 and W02005/124659.

In general, fingerprint readers are based on a technology which is not benvdable,
which brings about a problem when provided in bendable elements.

In a first aspect, the invention relates to a fingerprint reader comprising:

- a fingerprint sensor adapted to output information relating to a
fingerprint of a finger engaging a sensitive surface the sensor,

- a stiff element comprising an indentation/cavity or through-hole,

the sensor being positioned in the indentation/cavity/through-hole so that the

sensitive surface is exposed to the surroundings.

In the present context, a fingerprint reader is to be interpreted broadly as an

element adapted to determine information relating to a fingerprint of a finger.

A fingerprint sensor is an element adapted to sense at least part of a fingerprint,
and normally does so using a sensitive or sensing surface. A fingerprint sensor
may be adapted to determine the whole (relevant part) fingerprint in one
measurement, meaning that it has a sensitive surface of a sufficient size for the
relevant part of the finger to contact it at the same time, or it may be adapted
to have the finger swiped over the sensor in order to sense parts of the

fingerprint sequentially.

The information output of the sensor may be any type of information from which

information may be derived about the fingerprint. This may be 2D information
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describing the positions/shapes of ridges or valleys of the fingerprint or more
complex and/or more compressed data. This differs widely from sensor to

sensor.

In the present context, a stiff element is an element providing/supporting the
sensor with a sufficient stiffness to not bend too much when exposed to a
predetermined force. Naturally, this feature will differ from application to
application, depending on how rugged the sensor has to be, but for use in e.g. a
credit card, a stiffness is preferred of 100 N/mm? or more, such as 150 N/mm?,
preferably 200 N/mm? or more, such as 250 N/mm?, preferably 300 N/mm? or
more, such as 350 N/mm?, preferably 400 N/mm? or more.

In a preferred embodiment, the stiff element comprises a layer of a polymer, a
metal, glass fibre/epoxy, such as a PCB, defining the overall stiffness of the stiff
element and having a thickness of 0.2mm or more, such as 0.4mm or more,

0.5mm or more, 1mm or more.

Preferably, the indentation/cavity or through-hole has an extent along a main
outer surface of the stiff element for the sensor to be positioned therein with the

sensitive surface pointing away from the stiff element.

In a first embodiment:

the stiff element comprises one or more first electrical conductors,

- the sensor comprises one or more second electrical conductors
adapted to carry the output information, each of the second conductors being
connected to a first conductor.

In this embodiment, the stiff element may be a PCB, where the first electrical

conductors are formed in the conductive layers of the PCB.

In one embodiment, such as the first embodiment, the stiff element further

comprises one or more electrically conducting surface parts positioned
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adjacently to the sensitive surface of the sensor and being adapted to be
contacted by a finger also contacting the sensor. These conducting surface parts
may alternatively or additionally be positioned adjacent to an outer rim of the
indentation/cavity/through-hole.

In this context, “adjacently” will mean that the finger will contact both the
electrically conductive surface part(s) and the sensitive surfac'er part of the
sensor at the same time. Thus, normally, the sensitive surface part and the
electrically conductive surface part(s) will be no more than 5 mm, such as 3

mm, preferable no more than 2 or 1 mm from each other.

In that embodiment, it is preferred that the reader further comprises means for
providing a signal to the conductive surface part(s) where the sensor is adapted
to provide the output information on the basis of the signal provided to the
surface part(s).

Preferably, the so-called Active Capacitive Measurement is used, wherein an RF
signal is input into the finger via the conductive surface(s) and sensitive
elements of the sensor will sense the signal, like antennas, as the signal
strength depends on the capacitance/resistive connection, so from the distance
between the skin and the pixel.

Also, positioning the sensor and conductive surface(s) in a fixed position in
relation to each other will enhance the detection and structure of the set-up.

In that or another embodiment, the reader further comprises a processing
element comprising identity information, the processing element being adapted

to:

- receive the output information from the sensor,

- compare the received information to the identity information and
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- determine a correspondence between the received information and

the identity information.

In this context, “correspondence” will relate to the actual type of inforrhation.
What is important is that, from the information, it may be determined whether
the finger print detected/sensed corresponds to that, information relating to
which has been stored.

Thus, identity of a person may be determined on the basis of the determined
fingerprint information and predetermined identity information, which may be

stored in or in connection with the sensor.

In this respect, the positive identification of the person or the corresponding of
the information may bring about the running of an application which is only
available upon positive identification. This application may relate to the
transmission of data as a part of a money transaction or the opening of a
door/access to an area. Any application today handled by smart cards or
identification tokens may be started in this manner. |

A particularly interesting aspect relates to a credit card size card comprising a
fingerprint sensor according to the first aspect of the invention.

A credit card size card is a card having a longest dimension of 15 cm or less, and
a thickness of 3mm or less. In fact, a size as that of standard credit cards is
preferred. One definition of this type of card is the so-called ID-1 size card.

Such credit cards must be bendable, as is stated in the ISO/IEC 10373-1
standard, the card, subjected to a test load, must have a deformation between
35 and 13mm and must return to no more than 1,5mm from its flat condition _
within one minute after the load is removed.

This required bendability brings about a problem for the sensor. Thus, it is
preferred that the sensor is stiffened, or the surroundings of the sensor are

stiffened by the stiff element. In addition, it is desired to retain an overall
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required stiffness/bendability of the card, so that the extent of the stiff element,
along the longest side of a rectangular card, is no more than 25%, such as no
more than 20%. Thus, the remainder of the card may be allowed to bend, while

the surroundings of the sensor are more stiff.

In this aspect, it is preferred that the card further comprises a processing
element adapted to receive the output information from the sensor, wherein the
stiff element further comprises one or more electrically conducting surface parts
each connected to the processing element. Thus, the signal from the sensor may
be provided to the processing element via the stiff element, which may be a PCB
to which the processing element may be connected to also provide this element
with a certain stiffness and protect it from excessive bending.

A final aspect of the invention relates to a method of operating the fingerprint
reader according to the first aspect or a card according to the particularly
interesting aspect, the method comprising:

- a finger engaging a sensitive surface of the sensor,
- the sensor outputting corresponding output information.

Thus, the sensor is supported or stiffened by the stiff element both during
operation and during inactive periods where the user may handle the reader in a

more casual manner.

In one embodiment, the stiff element comprises one or more first electrical
conductors, the method comprising conducting the output information to the
first electrical conductor(s). Thus, the stiff element is used not only for stiffening

but also for transporting signals away from the sensor.

In that or another embodiment, the engaging step comprises the finger

- additionally contacting one or more electrically conducting surface parts of the

stiff element positioned adjacently to the sensitive surface of the sensor. Then,

and in particular when the outputting step comprises providing a signal to the
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conductive surface part(s) and providing the output information on the basis of
the signal provided to the surface part(s), a better fingerprint reading may be
obtained. '

Positioning the sensor in relation to the stiff element and using also the surface
of the stiff element will bring about a more simple set-up while facilitating a

good relationship between the relative positions of the two elements.
In another embodiment, the method further comprises the steps of:

- comparing the output information to predetermined identity

information and

- determining a correspondence between the received information and

the identity information.

Thus, the identity of a person or the allowability of the person to use the e.g.
card for e.g. transactions, access or the like may be determined, and a
processing element of the card or the like may subsequently be used for handing
additional operations which are allowable/run/started only when the correct
fingerprint has been entered.

In the following, preferred embodiments of the invention will be described with

reference to the drawing, wherein:
- figure 1 illustrates a preferred embodiment seen from the top,

- figures 2 and 3 illustrate cross sections of two different
embodiments, and

- figure 4 illustrates two sensing methods.

In Figure 1, a preferred embodiment of a card or reader 8 having a sensor 12
positioned at or in a surface of a stiff element/PCB 10 in order for a finger to be
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swept over the sensor 12 thus outputting information relating to the fingerprint
of the finger.

In the present embodiment, the sensor 12 is adapted to a sweeping motion of
the finger (elongate structure). Alternatively, a larger-area sensor may be used

which is adapted to sense the fingerprint with no motion of the finger.

The present sensor 12 is of the so-called active capacitive measurement type,
which requires one or more electrodes 14 and 16 provided adjacent thereto in
order for a signal to be provided into the finger while sweeping. This type of
sensor may be seen in W099/41696. This is described further below.

In addition, a processor 24 may be provided on the PCB 10 for receiving the
information output of the sensor 12 and providing or controlling the signal(s)
provided to the electrodes 14 and 16.

Communication/power transfer between the processor 24 and the surroundings,
such as a card reader or the like, may be handled via electrodes 18, 20, 22,
which are provided around the sensor 12. The positions of these electrodes,
however, may be chosen freely. Naturally, such power transfer or
communication may also, additionally or alternatively take place over the
electrodes 14 and 16.

In order to provide the PCB 10 and the elements attached thereto in a card 8, it
may be laminated much in the same manner as chips etc. are laminated in

smart cards today.

In figures 2 and 3, cross sections along the hatched line in figure 1 are seen.
The two figures illustrate alternative embodiments where the sensor 12 is either
provided in a cavity/indentation 26 (see figure 2) or in a through-hole 26’ (see
figure 3) of the PCB 10.

It is noted that the thickness of the electrodes 14, 16, 18 and 20 may be
exaggerated, but any position thereof and any thickness thereof may in principle
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be used. Thicker electrodes also assist in providing a stiff element 10 supporting
the sensor 12.

Preferably, the surface of at least the sensor 12 and electrodes 14 and 16 are
close to each other and at the same height in order to ensure that a finger

swiped there-over will contact all these surfaces.

It is seen that the providing of the sensor12 in the cavity/through-hole 26/26’
provides a number of advantages. One advantage is that the sensor 12 is
protected by the PCB 10, which preferably is relatively stiff. This elongate or
larger-area sensor 12 may easily break, as it normally ha.s the strength and
fragility of glass, and as it may be desired to provide a very thin sensor 12.
Actually, it may be desired to back grind the sensor 12 to a thickness of 100 pm,
e.g., in order to have the overall thickness as low as possible.

A sensor 12 that thin may require only a very shallow indentation or cavity in
the PCB 10, whereas higher or thicker sensors 12 may require a through-hole,
depending on the thickness of the PCB 10.

In order to provide the sensor 12 with the stiffness desired, the PCB 10 or PCB
may be a multiple-layer, such as fouf layer, PCB having a flexural strength of
200-1000 N/mm?, such as between 460 and 580 N/mm?, which is that of a
1.6mm glass fibre/epoxy PCB substrate (IPC-TM-650, test method 2.4.4).

Naturally, this stiffness may be altered by altering the thickness or composition
of the PCB 10.

The sensor 12 may be fastened to the PCB 10 in any desired manner. Normally,
the sensor 12 will be electrically. connected to one or more electrical conductors
(not illustrated) of the PCB 10, and this connection may be found to be
sufficient. Alternatively or additionally, an adhesive or soldering/welding may be
used.
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Normally, the PCB 10 will have a number of conducting elements interconnecting
the electrodes 14, 16, 18, 20 and 22 with the processor 24 and the sensor 12.
These may be provided on the surface of the PCB 10 and/or therein in a
multiple-layer structure.

Presently, the PCB 10 may be used in a chip credit card 8, whereby the
processor 24 may be used for handling both the data from the sensor 12,
comparing the data obtained to data stored in order to determine whether the
person engaging the card is allowed to use the card, as well as the normal
transactions/communication handled by chip cards. Alternatively, multiple
processors (chips, ASICs, FPGAs or a combination thereof) may be used.

Naturally, any type of communication may be used, such as via the electrodes
18, 20, 22, wireless (e.g. radio, RF, RFID, infrared, electromagnetic fields) or via
other electrodes.

As mentioned above, the preferred measuring method is the active capacitance
measurement method as is used by sensors from Fingerprint Cards AB of
Sweden which offers several strong advantages such as an acknowledged high
image quality, programmable pixel elements and 256 gray scale values from
every single pixel element. The sensors contain small capacitive plates, each
with their own electrical circuit embedded in the chip. The sensors use FPC own
method HSPA (High Sensitive Pixel Amplifier) which allows each pixel element in
the sensor to detect very weak signal, which improves image quality for all types
of fingers.

Direct and active capacitance measurement is illustrated at the top and bottom,
respectively, of figure 4.

Extremely weak electrical chérges, sent via the finger, are created, building a

pattern between the finger's ridges or valleys and the sensor's plates. Using

- these charges the sensor measures the capacitance pattern across the surface.

This product also has a protective coating, 25 to 30 times thicker than other
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suppliers, that helps the s sensors to withstand well above European Community
Standard Class 4 requirement of 15kV for static electricity (ESD) as well as wear
and tear.

Capacitance is the ability to hold an electrical charge. The sensor 12 contains
tens of thousands of small capacitive plates, each with their own electrical circuit
embedded in the chip. When the finger is placed on the sensor extremely weak
electrical charges are created, building a pattern between the finger's ridges or
Valleys and the sensor's plates. Using these charges the sensor measures the
capacitance pattern across the surface. The measured values are digitized by the
sensor then sent to the neighboring microprocessor.

The surface of a capacitive sensor is a neat array of plates, able to measure the
capacitance between these plates and the fingerprint contour. This can be done
directly by applying an electrical charge to the plate;

The bottom method of figure 4, which is the preferred method, is called the
Active measurement method, sometime referred to as Reflective or Inductive
capacitive measurement, and it brings several advantages. Using the
programmable logic internal to 'the capacitive sensor configuration it is possible
to read off and adjust the sensor reception to different skin types and
conditions. Another important benefit is that the strengthened signal
communications between the fingerprint surface and the sensor plates allows for
the intrdduction of strong, protective coating layer, up to 25-30 times thicker
than other suppliers, on the sensor surface. This enables the sensor to sustain
up to and well above the requirement for 15kV electrostatic discharge (ESD), as
well as wear cycle tests for more than one million touches to the sensor.
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Claims:

1. A fingerprint reader comprising

- a fingerprint sensor adapted to output information relating to a
fingerprint of a finger engaging a sensitive surface of the sensor,

- a stiff element comprising an indentation/cavity or through-hole,

the sensor being positioned in the indentation/cavity/through-hole so that the
sensitive surface is exposed to the surroundings,

characterized in that:

- the stiff element comprises one or more first electrical conductors
and

- the sensor comprises one or more second electrical conductors
adapted to carry the output information, each of the second conductors being
connected to a First conductor,

2. A reader according to claim, wherein the stiff element further comprises ong
or more electrically conducting surface parts positioned adjacently to the
sensitive surface of the sensor and being adapted to be contacted by a finger
also contacting the sensor.

3. A reader according to claim 2, Further comprising means for providing a signal
to the conductive surface part(s) where the sensor is adapted to provide the
cutput information on the basis of the signal provided to the surface part(s).

4. A reader according to claim 1, wherein the stiff element comprises a layer of a
polymer, a8 metal, or glass fibrefepoxy defining an overall stifiness of the stiff
element and having a thickness of 0.2mm or more.,
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5. A reader according to any of the preceding claims, further comprising a
processing element comprising identity information, the processing element
being adapted to:

- recelve the output information from the sensor,
- compare the received information to the identity information and

determine a correspondence between the received information and
the idertity information.

6. A credit card size card comprising a fingerprint reader according to any of the
preceding clalms.

7. A card according to claim 6, further comprising a processing element adapted
to receive the output information from the sensor, wherein the stiff element
further comprises one or more electrically conducting surface parts sach

connected to the processing element,

8. A method of operating the fingerprint reader accorging to any of claims 1-5 or
a card according to ¢laim 6 or 7, the method comorising:

- a finger engaging a sensitive surface of the SONSOT,
- the sensor outputting corresponding output Information and
- conducting the output information to the first slectrical conductor(s),
9. A method according to claim 8, where the engaging step comprises the finger

additionally cortacting cne or more electrically conducting surface parts of the
stiff element positioned adjacently to the sensitive surface of the sensor.
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10. A method according to claim 9, wherein the outputting step comprises
providing a signal to the conductive surface part(s) and providing the output
information on the basis of the signal provided to the surface part(s).

11. A method according to any of claims 8-10, further compriging the steps of;

- comparing the output information to predetérmined identity
information and

- determining a correspondence between the received information and
the identity information.
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