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K10 0 a the management of which is facilitated and
™~ saea BELYF B the initialization of which is rcadily and
ik EOE>¥ o b rcliably carried out. A window center (10)

‘ CrEST=yyat sends a security parameler and coemmon
public information created on the basis of
the security parameter to deciphering shuille
centers (20-1 to 20-m). The deciphering
shuflle centers (20-1 to 20-m) create a public
key and a deciphering key and send the public
key to the window center (10). The window
center (1) combines the sent public keys
to synthesize an enciphering public key and
PRI Z e = makes it public. The window center (I()
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Abstract: A handl e deci phering system-di e managenent of which is
facilitated and die initialization of which is readily and reliably-
carried out. A window center (10) sends a security paraneter and common
public information created on the basis of die security fegfauE2e65t0
deci phering shuffle centers (20-1_to 20-m . The deci phering shuffle
centers (20-1 to 20-m create a%@ﬁ%lﬂa’é Naind a deci phering key and send

the public key to the \é\& }tﬂ w cent er The wi ndow center (10) conbi nes
the sent public keys td"3yHHREIGES Q?C&R,‘F(thb’ﬁ publlc key and nakes it
public. The w ndow ce tstr {: her data list to
t he deci phering sh@ﬁ‘?‘égegﬁ"f’é‘% Q%ﬁf’? H:M? “?Qf ocessing priority
when it deci phers the cipher data list and transfer of a received data
list of which a rearrangenent processing and a partial deciphering

processing ar e’rﬁ@ﬁﬁlbﬁﬂﬁe%‘t to the next deciphering shuffle center

(20-()+1)). S are carried out for up to the | ast

deci phering s I nt fromthere
t he deci pheri Irnlrglﬁ%esﬁg?ﬂt'ﬁveﬁﬁg K%l t%ﬁ%@ﬁ@%ﬁaﬁ@@iﬂonymus

Decr ypt | @hBpid@MarrnmiPe HaFRESakk . aRBn{Ridided)H1IBh A8EARBR g} cal

Field: The present invention relates to an ynous ecryp 1'on

- technol dgy suppdyingrdecpgptiorn resultsywhile %2 epiey 1@ B6rrd8pbKEBENLEB thazANol ogy
for supplying decryption results while keeping the correspondence to the

encrypted data confidential.

10 | '_ Bacquound Art:

- The system described in Japanese Patent Léid-Op_en Publication
No. H08-263575 (JP-A-8-263575) is one known example of a prior-art
_ énonymods decryption system of this type. The anonymous decryption
system that is described in this document is based on Mix-Net method,

15 and as shown in FIG. 10, is made up from: a plurality of decryption shuffle
cé.nte_rs 100-1 to 100-n, and elecironic bulietin board system 200 which is
arranged on a network such as the Internet and which can be accessed
from the outside. | |

__ Each of decryption shuffle centers 100-1 to 100-n is prowded with
20 partial decryptton means 101, shuffling means 102, and certification
means 103. In addition, each of decryption shuffle centers 100-1 to 100-n
holds a public key for encryption which is generated in accordance with
separately determined security parameteré and a decryption key for
| decryption. The anonymous decryption systefn that is shown in FIG. 10
25 empioys a key which is combined from the public key of each of decryption
shuffle centers 100-1 to 100-n as an public encryption I'<e.y' for encrypting

data.




encrypted data confidential. 10 Background Art: The system described in
Japa%gse Patent Laid-Qpen Publication No. HO8-263575 (JP-A-8-263575) is
one known exanple of a prior-art anonynmous decryption systemof this type.
The anonynous decryption systemthat is described in thi®Agostaeds is
based on M x-1 met hod, 15 and as shown in FIG 10, is made up from a
plurality of Slg\z'ﬂ%ﬂ RIralfiafisendess (ekshagn in the figore) waitel el ect r oni ¢

| eti tem 200 which is arranged on a network such as the
Iblrjllt erenle? gﬁﬁfﬂiﬁﬁ t@eWr"H h&i’@e@%@&lenﬁfkﬂiﬁgﬂﬁl@@lﬁ@@él_bllﬁmrmt!cmakeypt|on
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to 100-n as an public encryption pting data. 1 12 Autggzt dgtOSS
When a pl ural i bycsip t@ﬁ%ﬁe(dﬁ?ﬁeﬁ%ﬂ"‘ufb it &Tfa?#eggﬁtﬁ}ne&% ,
‘whi ch have been encrypted using t

I C encr ptIO tronic

bul | eti nM®bao dubjmt@n(ﬁﬁ@bedd@@ﬂawgt'm fH fd@aF@@%‘Vgtﬂ:ﬂ r{)cgsg’“'ﬁﬁh Is first

dat a t hat
in processing priority, enters the above-descri ncr
have bedhisitiine, qrartizl doeryptionahbhts a0 15656 e aécﬁnﬁrdfpk@g tAR8 heig St 201

and carries out,the follow ng processing. Decryption shuffle center 100-1
firdp ugagdpglfyml@n simﬁlgep:erﬂer woark. Decryption shuffle center 100-1 next
uses shuffling means 102 to subject the encrypted data list that has
undergone partial decryption to an order-switching procéss
Decryption shuffle center 100-1 then uses certification means 103
to generate certification data for certlfymg that the partial decryption
15  process and the order-switching process have been performed correctly.
Finally, decryption shuffle center 100-1 writes data 202-1 which includes
the éncrypted data list (i.e., data list) which has undergone the partial
. decryption process and the order-switching process and certification data
to electronic bulletin board system 200.
20 ' When data 202-1 have been written to electronic bulletin board
system 200, decryption shuffle center 100-2, which is second in
~ processing priority, perfoﬁns the same processes on the data list in data
202-1 as the processes carried out by decryption shuffle center 100-1 ahd
-_writes data 200-2 which includes the data list and certification data to
25 electronic bulletin board system 200.

The same operatlon is performed success:vely untll the last

decrypt:on shuffle center 100-n, and data 203 that includes the decryption




101 to subject encrypted data list 201 to a partial decryption process. At
this time, partial decryption neans 101 uses the decryption key that is
hel d 10 by decryption shuffle center 100-1. Decryption shuffle center 100-1
next uses shuffling means 102 to subject the encrypted deAughst00d hat has
undergone partial decryption to an order-sw tching process. Decryption
shuffl e ¢esuiélistand I:etrﬁgcatimeéatzeate faritteni toneleetroaiclBalletiro bgandr at e
certification data. for certifying that the partial decryption 15 process
and the &Ya@M&AQ% chi ng process have been performed correctly. Finally,
decryption shuffle center 100-1 wites data 202-1 which includes the
“encrypted dat a Thesabqye-descrifed anosymaus decrypton systeromf theeriarratt al
decryption groce‘ss and bh Qrder-sw tching process and certification data
to el ect M§AP@bElackanic HE@H“W@&VQW {weeforaeptaite sevaeale been
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result list and certification a are witten in board

: t 2 ' . ' LB '
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art uses an electronic bullétin board syst . entalls several
5. prigbl eastiarss,fthelwring lof dentdes the eddteonie dMetRIoLIH R3teMiniisepeent er to

performthe partial decryption process and order-sw tching process as well

restricted to authorized data from the authorized senders and the
decryption shuffle center. An anonymous decryption system of the prior
art must therefore enable each decryption shuffie center and each sender
to freely read an electronic bulletin board, and moreover, muslt restrict the

15  writing of data to an eléctronic bulletin board to only .authorized data from
authorized senders and decryption shuffle centers, and these
requirements complicate the management.

In addition, from the standpoint of protecting anonymity, in actuaj

operations, each of the decryption shuffle centers which make up an

20 anonymous decryption system are each preferably operated by separate
organizations. éperating the system by separate organizations, however,
raises the dange( of complicating fhe task of making initial settings which
determine the various important parameters (such as keys used by users
for encrypting messages) which are necessary for the systerh.

25 Consequently, there is the danger that the details of deiermining the

important parameters will not be clear, and as a result, there is a potential

for problems in the normal operation of the system.




as to allow each sender to verify the certification data, each decryption
shuffl e center and each sender nust be able to freely access and read the
el ectronic bulletin board system Further, in order to prevent illegitinmate
10 actions, the witing of data to the electronic bulletif hgastdosystem
nmust be restrifi e?‘@to aut horized data fromthe authorized senders and the
decryption shuf'tiSethesetose anpbigsbal thriprerantjpvertion io beth efimimatepri or  art

must thert fare Fabl e eﬁcq 8ecr gtion shuffl e center and each sender to
freely reﬁaqiﬁ?i ALdBhicats I'T'@¥ demERt Broceduresraiyl i makestheriadiali ct t he
15 witi an_electronic hbulletin board to only authorized data
from au{%éﬁ'it'gggé%eéggggaﬁﬁ'd“&é%wﬁqq%n shuffl e centers, and these
requirenents c | ent. In addition, fromthe standpoint of
protecting ano?ﬂ%I §?fe%f i rati ons, each of the decryption shuffle
centess which u |.op system are each preferably
oper atsed by seg??:%%%%ﬁaggidggﬁ%@ é’éﬁgﬁﬁl@% Bﬁeeélejvg?%?ﬁ'w ?epar ate

~ or gani zaidoPgHtutba W sie or raa{bﬁ‘:u?élgg[bgrd%%ﬁgﬁ{i%r%hﬁﬂf@héﬁ\%%%dtaﬁet i

maki ng initial settings which e various par aneters

such as skeffiingsrd _ r [ AVYall e necessar
( skeffing sedndyement senfdd! 1ERTEAL m%%ﬁg@ﬁ?ﬁﬁt uhfﬁé y

for the system 25 Consequently, there is t he detail s of

det er ni nicegtarhthe shyffiih@nta @ﬁ@hﬁéénwrlﬂaﬁmteréoanféﬁ@wﬂ%mﬁﬁta'reSU' t,

there is a potential for problens in the normal ope lon of the system 3

12 Augusthatieseceivied ashinpert drom dive obitside tofthbhtediypsen shuieBbhfdt, t 0 both
‘el imnate the need for conplicated managenent procedures and to make the

i ni t  aBdibenguppliek thadlata liah(ameneryptbd aizita lisDitsat s uadofgdriee
I nvention: 5 The anonynous decryption system of the present invention is
a partial decryption process and an order-switching process at the above-
described decryption shuffle center) that is returned from the decryption
- shuffle center as a decryption result flist.
If there are a plurality of decryption shuffle centers, the shuffling

15 management center transfers an encrypted data list that is received as

input from the outside to the decryption shuffle center that is first in
processing priority, and when the data list is returned from the above-
descri-bed dec’ryption shufﬂe center, transfers this list as an encrypted data
list to the decryption shuffle center that is second in processing priority.
20 The shufi‘ling management center subsequently repeats the process of
transferring the d.ata list that is returned from a particular deéryptioh
shuffle center to the decryption shuffle center that is next in processing
priority as an encrypted data list, and when the data list is returned from
the decryption shuffle center that is last in processing' priorit\y,l supplies this
25 - list as the decryption result list. The anonymous decryption system. of the
present invention is thus able to decrypt an encrypted data list by simply

exchanging data between a shuffling management center and decryption




constituted by one or a plurality of decryption shuffle centers. and one
shuffling managenent center. |If there is only one decryption shuffle
center, the shuffling managenent center transfers an en %?(@%vegwggta | i st
that is received as input fromthe outside to the decry s fle
center, 10 and then supplies the data list (an encrypted data |ist that has
undergone a partial decryption process and an order-sw tching process at

t he above-shiéieridrdersieandpthus cdnuféliminatet thie nded fos aetommexfrom t he
decryption shuffle center as a decryption result list. If there are a

pl ural i ty ne@nagemept procesisusucheas dnttbe snartyenaus; fdedryption Systemgénent

center transfers an encrypted data |ist that is received as input fromthe
out si de t dhe peioneel gt usas smelectronishbulletimbeardssystem. in  processi ng
priority, and when the data list is returned fromthe above- descri bed
decrypti on shinfadiditioanbecause the sbufflingimanagament eentenandheachdfita i st
to the decryption shuffle center that is second in processing priority. The
shuf f | i ngthearsiagsvpiien cdnifie cemless deseiher gesarate pablie oindermation
transferrjn h ata |ist that js returned froma particul ar decryption
shuffle cﬁ}ﬁqeh‘ﬁ‘ﬁ%%é“ﬂﬂ'&r 959%'%Wﬁewg@ﬁt & SﬁﬁHEtM parameten I18r ocessi ng
priority as andencr.ﬁBt{ad dat a Iistd and when the g%tgla tiﬁt s returned from
t he decryﬁmqgﬁ sfaf! B'cm ENORYHICYS qegeyp qpr'f‘ry§ sP é %r‘?r&% , supplies

LI 25, BB e B R o i B RERY FBIEC T 1P T,
st oy sty e asalPRndat il oSStV 1 BRRRCRRcfe o and

Lo el RS 6 A GRS STyt R AR s eyt on
input an encrypted data list that includes a plurality of items of
encrypted data that have been encrypted by a specified method and
specified public information and which supplies results of decrypting
each item of encrypted data without relation to order on the list, the
anonymous decryption system comprising, a shuffling management
center for, when an encrypted data list is received as input from the
outside, transferring the encrypted data list to a decryption shuffle
center, and when a data list is returned from the decryption shuffle
center, supplying the data list as a decryption result list, and the
decryption shuffle center for subjecting an encrypted data list which
has been transferred from the shuffling management center to both an
order-switching process using public information and a partial
decryption process using a decryption key possessed by that
decryption shuffle center and returning the resulting data list to the
shuffling management center.

In accordance with a second aspect of the present invention,

there is provided an anonymous decryption system which takes as

input an




In addition, because the shuffling managenent center and each of the
decryption shuffle centers together generate public information that

I ncl udes public encryption keys when a security paraneter is entered as
i nput, the anonynous decryption system of the present invention can nake
the initial settings task easier and nore reliable. In a rd with a
first aspect of the present invention, there is provideifgﬂmgﬂ%ﬁgnnus
decryption system which takes as input an encrypted data |ist that
includes a plurality of items of encrypted data that have been encrypted

by a spafdribRd a8t Rst M2 indpaesia gmf@uﬁ) bf it P bfehicAfptadddarai tiat suppl i es

results of “decrypting each itemof encrypted data w thout relation to
order dinvehebéént enchgptedn sy n@uspeeifietbt inethed staoh apauified ngublicshuf f1i ng
managenment center for, when an encrypted data list is received as input

f r om t ieformgtiindeand r amidler supplies eresulisy pfe datayptihg seach dtemeciofpt i on
shuffle center, and when a data list is returned fromthe decryption

shuf f | enargptest datappiithiond relationt o Iarder a@n atheedishpt then ananymous st , and
the decryption shuffle center for subjecting an encrypted data_.list which
has bedlecrypiien system comprisied.sh shuffing management cetarder ascepting an

or oces anlienAyRed s ot o 2o s usides acy Ry SEeRsRRtoR TS ¢ Cent or
ond 1 eI ACLE FESU g oharl Uil ey WHOkLS, FRISHETA) Ccn o
R R e e e
encrypygdadfd §8&fyption shuffle center, the first decryption shuffle center

subjects the encrypted data list that it has received from the shuffling

management center to both an order-switching process using

corresponding public information and a partial decryption process using a

-corresponding decryption key and then returns resulting data list to the

shuffling management center, the shuffling management center transmits

the data list that has been returned from the first decryption shuffle center

to a second decryption shuifle center, and the shuffling management

center supplies the data list that is returned from a last decryption shuffle

center as a decryption result list.

In accordance with a third aspect of the present invention, there is

provided an anonymous decryption system which takes as input an

encrypted data list that includes a plurality of items of encrypted data that

have been encrypted by a specified method and specified public

information and which supplies results of decrypting each item of

encrypted data in the encrypted data list without relation to order on the

list, the anonymous decryption system comprising, a shuffling

management center, and a plurality of decryption shuffle centers each

ba




have been encrypted by a specified nethod and specified public information
and which supplies results of decrypting each itemof encrypted data

wi thout relation to order on the list,, the anonynous decryption system
conprising, a shuffling managenent center for accepting an encrypted data
list fromthe outside, and a plurality of decryption shugéke £ g%grs each
possessing its own decryption key, wherein, the shufflin %Hﬁé% nt
center transfers an encrypted data which that it has received to a first
decryption shuffle center, the first decryption shuffle center subjects

the engiogueadintplis bwil pfién sy, whereigd fHeoshuffing mbhhgementanagenent

center to both  ™an order-sw tching process using corresponding public

i nf or majdrer ecvprisesd cahstrlestionpthiabrwhenarsenciyptel dateckistiie seceivedg
decryption key and then returns resulting data [ist to the shuffling
managerasntinmenfrom oultsidshtriahisferg inen epergpted cdataelistt taribei decryptiendat a |i st
that has been returned fromthe first decryption shuffle center to a
second shuffle center thatifis fMestcianpracesaing priyityhwhen agdatanisydewaturnednt er
supplies the data list that is returned froma | ast d rg tion shuffle

cent er fegma deerypiien shuffiesegnter pther than H&Qeawm@nﬁmﬁ% g’ﬂ‘ﬁ&"@s‘%ect of

whi ch JERGD BEPCARI0 P in FRYSIEE, Ui s ik tidldras RepndBLraBy @rar ty “or
Speci SIS S s oh AR R ACSSIDE PSR ¥i: BRESeBofT ng”each
o oo RE e AR R S NERE A Bl R i an Lo |
eS0T RS L e G lp B NS o bec g seach on 1
nmanagepigtessing priority, supplies the data list as a decryption result list, and each

of the decryption shuffle centers comprises a construction that subjects an

encrypted data list that is transferred in from the shuffling management

center to both an order-switching process using public information and a

partial decryption process using a decryption key possessed by that

decryption shuffle center, and returns the data list resulting from this

processing to the shuffling management center.

In accordance with a fourth aspect of the present invention, there is

provided an anonymous decryption method which takes as input an

encrypted data list that includes a plurality of items of encrypted data that

have been encrypted by a specified method and specified public

information and which supplies results of decrypting each item of

encrypted data without relation to order on the list, the anonymous

decryption method comprising steps wherein, a shuffling management

center, having received as input an encrypted data list from outside, transmits

the encrypted data list fo a decryption shuffle center, the decryption shuffle

center subjects the encrypted data list that has been transmitted in from the

5b




center conprises a construction that, when an encrypted data list is
received as input fromoutside, transfers the encrypted data list to the
decryption shuffle center that is first in processing priority, when a
data list is returned froma decryption shuffle center other than the
decryption shuffle center that is last in processing pr%?ri%%tmh ansfers
the data |list that has been returned to a decryption shu ﬁF center that
s next in processing priority after the decryption shuffle center that
returned the data |ist as an encrypted data list, and when a data list is

ret ur nagh(fflipg hidhatpsment icentehtd fdre opdet-ewitehinlg psodess using publiessi ng
priority, supplies the data |ist as a decryption result |list, and each of

t he dednfptnationsémd &l partiahtlecryptiomprosess asingnatdaarypiion kegtthatthjatct s an
encrypted data list that is transferred in fromthe shuffling nmanagenent
cent er decryption ashufflel@entei possespasr and seturasray resudiing datadistdeito® and a
partial decryption process using a decryption key possessed by that

decr yptshufiflisigumenagesienircenian anst thashuillingananagemendsegntehgvhedm t hi s

processing to the shuffling managenment center. In cordance with a fourth
aspect a)ﬂaiﬁlglsbh@%l?ﬁeﬁ' m&n% ,romhége QCTYRHGRY eaﬁegiﬁfm €8ecryption

et 100 0 a8 £ ebHBHbp s RIELY P o0 ok, st chat 1 ncl udes @
Specs 120, ™% A0doSREE\ TS Pl L FBIAC IR %,
ohcer Bl B ohBRARIRY TR HEMAT, FRIRE laROgTsL B =hAT:
oocr bt Sy Kt 11 SRS o AR of oy ofeirpises dakevir=! Lo =
Shcr Revdatecty Snadpled ooy Deciaco ol shpriagied, piblogu 2009
information and which supplies results of decrypting each item of
encrypted data without relation to order on the list, the anonymous
decryption method comprising steps wherein, a shuffling management
center transfers an encrypted data list that has been received from outside
to a first decryption shuffle center, the first decryption shuffle center
subjects the encrypted data list that has been received from the shuffling
management center to both an order-switching process using
corresponding public information and a partial decryption process using a
corresponding decryption key and returns a resulting data list to the
shuffling management center, the shuffling management center transmits
the data list that has been returned from the first decryption shuffle center
to a second decryption shuffle center, and the shuffing management
center supplies a data list that has been returned from a last decryption
shuffle center as a decryption result list.
In accordance with a sixth aspect of the present invention, there is

provided an anonymous decryption method which takes as input an

5c




I nformati on and a partial decryption process using a decryption key that
that decryption shuffle center possesses and returns a resulting data |ist
to the shuffling managenent center, and the shuffling managenent center
when a data |ist has been returned fromthe decryption shuffle center,
supplies the data list as a decryption result list. In with a
fifth aspect of the present invention, there is providegfgﬁ&gﬁ%ﬁgnnus
decryption method which takes as input an encrypted data |ist that
includes a plurality of itenms of encrypted data that have been encrypted

by a spegictypedraitadibt anat kreheddd acolordlity ©f iteme ofericpyptedddata tatsuppl i es
results of ‘decrypting each itemof encrypted data without relation to
order oiaviee Baeat , endryplednpyoas spbmifiggdt meethodt ol ceprwified ngublieps
wherein, a shuffling managenment center transfers an encrypted data |ist
that hainfoemationc einck dvhiobm supliege resulis of r decryptingptaash dtams of cent er,
the first decryption shuffle center subjects the encrypted data |ist that

has beeenceyededater ihtherensrutedi drfa infnaibawhrelatiandp erlassm thea
82???5?%&2?%?@ r%jéﬁgi?éB&m@%L;nﬁé&%Eﬂ%cglﬁnEH%’@gﬁ@ke“é%[ WBier B, “ana

t ' ' ‘ i_ng. h
shot' 11 Agufid genitocEiit ceondiaiia esived AXTHE A HRR RIS EA 1 ot nea
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conter . Tah{rolth SUGRAET eRRrais- RoREAE iR BuRr R AedTBIAT S8t R
peen reLURAGHOR ArstaRt pRECEIING Priot) ! Iddch BPTHE! ddcyBlioR WniRfie oD resul t
pect ™ bf ep

list. In“acCordance wth ST X _ resent rnvention, there is
D e SR RBIER O BIRR 8l ueRAprotEera e 1
encrypt efuffihg mafdkagement center to both an order-switching process using
public information and a partial decryption process using a decryption key
that that decryption shuffle center possesses and returns resulting data
list to the shuffling management center, and when a data list is returned
from a decryption shuffle center other than a decryption shuffle center that
is last in processing priority, the shuffling management center transfers
the data list that has been returned as an encrypted data list to a
decryption shuffle center that is next in processing priority after the
decryption shuffle center that returned the data list, and when a data list is
returned from the decryption shuffle center that is last in processing
priority, supplies the data list as a decryption resulf list.
In accordance with the seventh aspect of the present invention,
~ there is provided a program for, of a computer for a shuffling management
center and a computer for a decryption shuffle center that constifute an
anonymous decryption system that takes as input an encrypted data list
that includes a plurality of items of encrypted data that have been

encrypted by a specified method and specified public information and that
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have been encrypted by a specified nethod and specified public information
and which supplies results of decrypting each itemof encrypted data in
the encrypted data |ist without relation to order on the |list, the
anonynous decryption nethod conprising steps wherein, a shuffling
managenment center, having received as input an encrypted %gta %' t from
outside, transfers the encrypted data list to a decryptia center
that is first in processing priority, each of the decryption shuffle
centers subjects the encrypted data |ist that has been transferred fromthe
shuf f | | suppIRRAGKITRR ot @8¢Ehtihg dwdihitem ef eacrypteticdutaowihogersiatishng

public information and a partiral decryption process using a decryption key
that t higt ortisr gptthenlisthchusing ¢iné competersioe thenshuffiing manageimsintg dat a
list to the shuffling managenent center, and when a data list is returned
from a carey to iexecsiteprocesses of, whasrarn baarypteid daj@lisbis raceivadasent er

that is last in processing priority, the Sthfllnﬁgh nagenent center
t r ansf dnput fraen autside.itransfeaingihe ejmpteéidatad@tm contuipt il that a | i st
ffle center that is next I‘OCESSI y after

li(r)\ea ; C%Bgégnﬁﬁ?fﬁﬁl Ge?]@ﬁgeﬁnq Hﬁlﬂemeﬁﬁ?jfﬁ%@? 'ﬁﬁe‘ dE\QtHrW&gﬁgrrﬁ:ngrhﬁen a data
t

bt 0es 5 rett’ﬁrnﬁ:rr.h Seoptieneshtifle 3 E.ﬁvsa gt 3@8@9%@%&@%} “list.

I W [

pr”oi‘fﬁe%é@véﬁearr%ﬁv Regya Pl tie Bopinaltep e aé@ﬁﬂéé%ﬂmfﬂéciﬁf er

and @ COU 55 dolofe J56EYALL %fsgaég,cﬁn he%@eﬂggie&mategg tglaf‘rls

anonynous ecryp o encr ta I
teggﬁy;)trtgé(ﬁ%gﬁgﬂsﬂggﬂ fHé S&rﬁ? t%'fjﬂgﬁ speC| ed pf}%@lhie ﬂ?ér}t%gifl on and t hat
ggt izw'%ﬂﬁgaﬂterfﬂﬁgﬂﬁgg&irb@ésé esifg puBlic ﬁﬁ’éfrﬁéﬁbﬁ%rﬁ?& parfigrdedrygtion ypt ed
process using a decryption key that is possessed by that computer for the
decryption shuffle center and returning a resulting data list to the computer
for the shuffling management center.
In accordance with a eighth aspect of the present invention, there is
provided a program for, of a computer for a shuffling management center
and a plurality of computers for decryption shuffle centers that constitute
an anonymous decryption system that takes as input an encrypted data list
that includes a plurality of items of encrypted data that have been
encrypted by a specified method and specified public information and that
supplies results of decrypting each item of encrypted data on the
encrypted data list without relation to order on the list, causing the
computer for the shuffling management center to execute processes of,
when an encrypted data list is received as input from outside, transferring
‘the encrypted data list to the computer for the decryption shuffle center

that is first in processing priority, and when a data list is returned from a

computer for a decryption shuffle center other than the computer for the
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to order on the list, causing the conputer for the shuffling managenent
center to execute processes of, when an encrypted data list is received as
i nput fromoutside, transferring the encrypted data list to the conputer
for the decryption shuffle center, and when a data list is returned from
the conputer for a decryption shuffle center, supplying1%ﬂe d R list as a
decryption result list, and causing the conputer for the e%$?€é|8n shuffle
center to execute processes of, subjecting an encrypted data list that is
transferred fromthe conputer for the shuffling nanagement center to both

an or degesMiptioh Stuffeosaster UaaNE Ristlin Probéssing!t prioyity transhayringphs
decryption” process using a decryption key that is possessed by that

conput eanfepricrypied daier hstt thow datatisl that dscheemdetuehed Hoibeaomepuleri ng dat a
list to the conputer for the shuffling nmanagenent center. In accordance

wi t h a ferdhedecspption shufileecentesdhat isinext iroproadssing ipsiority aftetidbea program
for, of a conputer for a shuffling managenent center and a plurality of
conput ee@mpoiterdtar et deeryptiont shufe menter thak relumed the slatadisknafgnous

decryption systemthat takes as input an encrypted data |ist  that includes
a pl ur avhep ardatadint Igrreligaeghirem aa@acqmavtewaﬁéé tB@é??CWHBPQp‘imBﬂ%y a

el SCanET LR gt R e e SRR S HORL o B B

ot 14 ARG P Tk 80044 o M BT B e RN o oo™
Jora || e (eRfets! B eRecl R Brodds Rk out Sfectiid BF Ehbhed RAaaRE! VP o0
| N processingg lﬁ’ééﬁ’h‘a;n}éfeﬁéé dRthé d&ﬁﬁﬁiér%mﬁe %ﬁhﬁrgg%éﬁa%merﬁorlrgut er

for a decryption shu e center other an the corrpytI for The 5e 12
August diier 46 BotRt aR brasHsWikhirft pPocésusirg padliclinfdmmiRafand ariority,

transferring as
partial decryption process using a decryption key that is possessed by the
computer for that decryption shuffle center and returning resulting data list
to the computer for the shuffling management center.

In accordance with a ninth aspect of the present invention, there
is provided a recording medium for storing a program for, of a computer
for a shuffling management center and a computer for a decryption shuffle
center that constitute an anonymous decryption system that takes as input
an encrypted data list that includes a plurality of items of encrypted data
that have been encrypted by a specified method and specified public
information and that supplies results of decrypting each item of encrypted
data without relation to order on the list, causing the computer for the

- shuffling management center to execute processes of, when an encrypted
data list is received as input from outside, transferring the encrypted data
list to the computer for the decryption shuffle center, and when a data list is

returned from the computer for the decryption shuffle center, supplying the

data list as a decryption result list, and causing the computer for the
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an encrypted data list the data |list that has been returned to the conputer
for the decryption shuffle center that is next in processing priority after
the conputer for the decryption shuffle center that returned the data
list, and when a data list is returned fromthe conputer for the
decryption shuffle center that is last in processing pri kit 2 ppl yi ng
the data list as a decryption result |ist, and causing égcﬁl%%cﬁﬁe
conputers for the decryption shuffle centers to execute processes of,

subj ecting an encrypted data list that has been transferred fromthe

conput ededroptibh Sheifie tehig t@i&éb@@ﬁ.ﬂégﬁmo@ﬁé@_bf,téulﬁééﬁh@!arpédcwpi@dt chi ng
process using public information and a partial decryption process using a

decr yptdata listthahistirarsfemresesomd thy cohgputepfarthersHufflinghmaandgemantti on
shuffl e center and returning resulting data list to the conputer for the
shuf f | icententadethnan ardeeswitchinge poocksse asing publiaiinformatiosc andf at he
present invention, there is provided a recording mediumfor storing a

pr ogr arﬁar]gal d@CBV@“@ﬂr@'@D@SS r:fmff:gl & @mfptlpndfm dempossessed dyathata
computer for a decryption shu center that copstitute an,anonynous
decr yptGBAPYIESt fomthe dearyridan shufflg genteihard Jeining @%@t'ngsqa%?ﬁ i ncl udes
a plurﬂlih*%of iHEnB of enﬁ{ ted data that have been encrypted by a

speci f i8diRCARPUIRETQJBE; Shulting /pANageMs ®on and that supplies
results of degr | ng. _each..it ner | . ! jon to
order on theellni éeém&%u@l%n\ﬂ'thhéq%ﬁ{pp%?é?%?g’f%ﬂgﬁggﬁm ﬁW%'q{L%%i nt
center . : n%@ﬁn : r | i | ceived as
I nput f$(c)f?n'%§ﬁq:ést’ %epé(fbﬁgﬁ?g‘?%%g { esgirﬁlhc %t%@gggpa?@ﬁ'?)gté ,?.‘.I())nf[l lé{egorrputer
for th egr ; S e B dfShol ed from
t he co%ﬁt%rgﬁgﬁﬁmenﬁ%@gﬁ ?@fnqgs%nt}gﬁldae%;e%t Elrlﬁﬁgﬁ'pp fypﬁgﬁ%%g% ?gt? a list as

065 SIS SHAITS persTHacpunonals b snminels o Py geriugys!

encr yptthet takes as input an encrypted data list that includes a plurality of items
-of encrypted data that have been encrypted by a specified method and
spe{::ified public information and that supplies results of decrypting each
item of encrypted data on the encrypted data list without relation to the
order on the list, causing the computer for the shuffling management
center to execute processes of, when an encrypted data list is received as
input from outside, transferring the encrypted data list to the computer for
the decryption shuffle center that is first in processing priority, and when a
data list is returned from a computer for a decryption shuffle center other
than the computer for the decryption shuffle center that is last in
processing priority, transferring as an encrypted data list the data list that
has been returned to the computer for the decryption shuffle center that is
next in processing priority after the computer for the decryption shuffle
center that returned the data list, and when a data list is returned from the
computer for the decryption shuffle center that is last in processing priority,

supplying the data list as a decryption result lisi, and

59




data list that is transferred fromthe conputer for the shuffling
managenent center to both an order-sw tching process using public
information and a partial decryption process using a decryption key that

I s possessed by that conputer for the decryption shuffle center and
returning resulting data list to the conputer for the s@ykalk oganagement
center. In accordance with a tenth aspect of the present Thvention, there
is provided a recording nediumfor storing a programfor, of a conputer

for a shuffling managenent center and a plurality of conputers for

decrypt cainsipguehch efntihes cohsuterndor tihee desryptiony shuffledemmtels 4o system
that takes as input an encrypted data |ist that includes a plurality of

iitens ekeeuter ywbedssks aof, hatibjeatingbeecrgrtedy matd bt dhapeleas i bdenet hod and
spe | cified public information and that supplies results of decrypting
each i transterrecéopptthe echmputer fonthe abuffing manragemest centardatbatl ation to
the order on the |ist, causing the conputer for the shuffling nmanagenment
center 88 &ldetswitshing:speecass, wiieg dublieeripiraation aandsta i partaei ved as
i nput fromoutside, transferring the encrypted data |list to the conputer
for thdeaR@lPP PHACRSRUSIRY c@n8@¢fym9fl i'égf' &l 1§ PoRshssed :'R}’ sPCority,

and when a ata ljst ,is returned.from,a computer.for, a decryptjqQn shuffle
cont or - Gomnutet fouthaf detuibnite ASn e bRk iinEing S ig detd, bt | &

| ast in. .Qr ssi.n Q[ | | crypted data list the
dat a Ii'ﬁt&f’aﬁ? éq{ﬂﬂ”ﬁeééﬁFii%ﬁ?ﬁﬁ@*@ﬁ@%%ﬁh?@?@m t he decryption
shuffle Bﬂ%gés&'gi%-?ﬁ gftﬁtegram%:ocessi ng priority after the conputer for
t he decr t returned the data list, and when a data
list is returif@G. firignatbieck diagrateshbwing e eeampie obthe lwohstractient er t hat

is last in processing priority, supplying the data |Iist as a decryption
resul t [afdhe fissiempodimant ot thepresardilyertiatch of the conputers for the

decryption shyjfl ¢ £e04RLS bfagram showing an example of the construction

-of shuffling management center 10,
FIG. 3 is a block diagram showing an example of the construction
of decryption shuffle center 20,
FIG. 4 is a flow chart showing an example of the processing when
making initial settings,
_ FIG. 5 is a flow chart showing an example of the processing of
decryption control means 12,
FIG. 6 is a flow chart showing an example of the processing of
decryption shuffle centers 20-1 to 20-m,
FIG. 7 is a block diagram showing an example of the construction
of the second embodiment of the present invention, |
FIG. 8 is a block diagram showing an example of the construction of
the third embodiment of the present invention,

FIG. 9 is a block diagram showing an example of the construction of

the fourth embodiment of the present invention, and
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execute processes of, subjecting encrypted data |ist that has been
transferred fromthe conputer for the shuffling management center to both
an order-swi tching process using public information and a parti al
decryption process using a decryption key that is possesstAdgystiZhes
computer for that decryption shuffle center and returning the resulting
data list to Fia t@ipathiockdiagram $oruexplainingihe geivesrt.cent er . Bri ef
Description of the Draw ngs: FI G lis a bI ock di agram showi ng an exanpl e
of the const ruBgsbModes forKeamrying:Ouhihredinventiont t he present invention, FIG
2 is a block dia ram showi ng an exarrple of t he construction of shuffllng

. managenent cenf an@tlomf@xtseg@r@m%dﬁtaalﬁayr%aﬁmnbmmgmmmm of of the

construction of decw tion shyffle center 20-j, FIG 4 is a flow chart
showi ng BIGHHH tF @3%@% ianibe acraMPpanyinotliguresettings, FIG 5

man® 12 Ef‘aer qr}ﬁwa’*?rrs%ﬁé Bty ré&ﬁ%ﬁ%r?wmﬁﬁgﬁﬁﬁﬁé'sif‘néc’ﬂﬁ“"
I
SﬁCéiﬁ%{ﬁ&@?‘f‘bh'S‘?'@E??@ﬁe%@ﬁzﬁﬁé dRopHiratotinelaisdartdneion nihbr escnt -

o T he dnoffaud debr bt SSefR N BTGV B Pof s %ggf.tshi ook "

e by comanelgi i HHREP 16, Bha D BLFANS, (hEHLaR-Ebroh Y el et am 1 o
expl ai ni @@ ftdeeoguipor art.

10 Shufﬂing management center 10 is constituted by a computer and
has the functions of, for Aexample, operating in concert with each of
decryption shuffle centers 20-1 to 20-m to perform an iﬁitiai setting
process and generate public information that includes, for example, public
encryption keys when security parameters are received as input from the

15 outside; and, when an encrypted data list is receiveci as input from the
outside that includes a plurality of items of encryption data that have been
encrypted by means of public encryption keys, using decryption shuffle
centers 20-1 to 20-min a prescribed‘order (for example, an order that is
instructed from the outside) to decrypt the above-described encrypted data

20 list. |

| As shown in FIG. 2, shufﬂmg management center 10 having these
' functions is provided wath management-side {nitial setting means 11 and
‘decryptlon control means 12. ‘
Management-side initial setting means 11 has functions such as
25 glenerating and publishing public information that includes, for example,
| public encryption keys in concert with each of decryption shuffle cente‘r' 20-

1 to 20-m when security parameters are received as input from the outside.




Best Mdde for Carrying Qut the Invention: Explanation next regards the
details of each of the embodinents of the present invention wth reference
to the acconpanying figures. 5 Referring first to FIG 1, in which is shown
an anonynous . decryption systemas the first embodi ment of2Adgest@oesent
invention. This anonynous decryption systemis nmade up from one shuffling
managenerife¥¥Rtion copirodngeans il @riws the functioh afowhan anrersiypfddedgtant er s
20-1 to 20-m 10 Shuffling nanagenment center 10 is constituted by a

conput er 'Bhif repeivathastinpet frersthg putside esuonsissivalpersing egchofconcert with
~each of ecryptio huffle centers 20-1 to 20-mto performan initial
ng dictutitan SR

etRiiere 28ubite @0rmr tor deeryph theencrypteddizta lisor |
li,C. ti Kkeys when security paraneters are received as
ie)r(lgm) | fe r 3&%&%&@?'%%$@Byﬂﬂ¥eﬁh’ér'l'sbrW'é'ﬁ‘ibﬂ?rﬁh@deaultwfld@tryp’som.ecel ved as

: . . .‘ bl ¢ ti
data Fhat havereohingepofin (6, Wathds Sonpasted 1@ sbriinoon k23§fyﬁs: ng
[ - -mi i bed d or
e, TardiEhof %%r?f%frérofﬂ%%éiaké’aés%m”i‘shﬂgﬁgo&ﬁﬁéﬁﬁi 98553&?}0; he
- i . da Li 0 In , u I
Tanagemen s on s B AndTeob T o hePA8 B stiaind afuting
managenefiarfgéineént ddriter 9% WHih fi?eaﬁs%tﬁggﬁyfag§§W@h§ﬂ%g§ﬁ%@?& ggeans 12.

Managenent-side initial setting neans

gener al| a@anndf ey mbuBsbargpiioh SR Ot HrobPaFdesagiy  exampl e

public encryption keys in concer Ion"shur'fl e center

20- 10 t osla@fimguemasRenent Yol ATS WaTich 3 BohSaRINAhAS dobtitefr AT t he
outside. 12 August 2005 Decryption control neans 1fﬁas t'he ?unc i on of,

when an kneeptrollimgdaeeoperations of shuffling management center 10, reatizes

setting

management-side initial setting means 11 and decryption control means
12.
Decryption shuffle centers 20-1 to 20-m are constituted by
15 .computers and are connected to shuffling management center 10 by, for
exampie, a dedicated circuit. Each of decryption shuffle centers 20-1 to
20-m has the functions of, for example, operating in concert with shuffling
management center 10 to carry out an initial setting process and
* - subsequently carrying out an order-switching process and a partial
20 decryption process on the encrypted data list which is transmitted from
shuffling management center 10; and returning the result of the processing
to shuffling management center 10.
Each of decryption shuffie centers 20-1 to 20-m having these
functions is provided with, for example, shuffle-side initial settihg means
25 21, shuffling means 22, partial decryptidn means 23, and certification
| means 24, as shown in FIG. 3.

Shuffle-side initial sefting means 21 has the functions of carrying




l.ist is received as input fromthe outside., successively using each of
decryption shuffle centers 20-1 to 20-mto decrypt the encrypted data |ist
and publishing a decryption result list, which is the result of decryption.
5 Recordi ng nedi um K10, which is connected to shuffling Teefags®e0s center
10, is a disk, a sem conductor nenory, or another type of recording

medi um  aod andnitiafiSe#tinyg pEICHBS Ipr coriEt WthSahbgeRtentBAaGeNBNt center 10,
which is constituted by a conputer, to. operate as a part of the anonynous

decrypt i eettingstneansThi.s Iptiigrinitial Settiag phyces?, shuffid-shie MrpaeRmy center
10, which is constituted by a conmputer, and by controlling the operations
of shuf f Means@&hggeesatesceublir képs andalécrgptiomkegge BHuffiFigmeanstaal
setting peans 11 and decryption control neans 12. Decryption shuffle

cent ers hasthe dunction of submewding emenyphyd data listsuthat arabthnsnittedinect ed to
shuffling managenent center 10 by, for exanple, a dedicated circuit. Each
of détr yﬁ'PPbﬁhQﬁl‘ﬁﬁ managrreest gentert ) teanmrdas-switchingprocess. of , f or

exanpl e, operating in concert with shuffljing management center 10 to carry
out an i HPFE'%J%%?E'F% MR#ee3 hartha Bniieane] sukiectipg o eneryaied ,

encr ypt et Bt BERT R o fah arpeasialtet s TEHGE mheas AariEerent cent er
cont or 16 R Al Sl Mg [ PrBSSe ealiCaer Mmoot iy « hee
£unct O ricRofe O e ool SATBER Y NTo RS L fesBfi | 19, o2
reang 2ot %@@m(ég&@%s iagrggtt‘%gggqﬁé’rﬁﬁha'éérﬁ%icét%ﬂ bag, fgans 21 has the
- certifying that the processing of partial decryption means 23 is correct.
Recording medium K20-j that is connected to decryption shuffle
center 20-j is a disk, semiconductor memory, or other type of recording
medium and records a program for causing decryption shuffle center 20-j,
15 which is constituted by a computer, to function as a part of the -anonymous
d_ecryption system. This program is read by decryption shuffle center 20-j,
which is constituted by a computer, and by controlling the operation of
decryption shuffle center 20-j, realizes shuffle-side initial setting means 21,
- shuffling means 22, partial decryption méans 23, and certification means
20 24 in decryption shuffle center 20-j.
Explanation next regards the details of the operation of this
embodiment.
Initial Setting Process:
First, regarding the initial setting process, when security
| 25 parameters (pL, gL, #) to which a session ID has been added are received
as input from the outside, management-side initial setting means 11 in

-shuffling management center 10 generates common public information (p,




out an initial setting process in concert with nmanagenent-side initial
setting neans 11. In this initial setting process, shuffle-side initial
setting means 21 generates public keys and decryption keys. Shuffling
means 22 has the function of subjecting encrypted data |12Auwusti2aes ar e
transmtted in 5 fromshuffling nmanagenment center 10 to an order-sw tching

process. (? I@zr(pi(gl 4,dgqf.ypfeirgnprg1=ﬂ1§ agéé;r%@aﬁéigrsf Hpﬁﬁiﬂé alsubj ecting on

encrypte ata lists'to a partia ption process aiter shuffling nmeans

22 has ¢afptbestem aha%r@rt%pﬁme.tﬁl%'ﬁ%f@fﬁé%t}&?%&&ﬁitﬁ% bg:gkgﬁ-a’i's 24 has

the functions” of generating certification data tor certi at’ the

processi phek@ fois & paftiddiagineges Thelva ing certification
data for certifyi Eg t hat theg%focegsi rrlga%?# @ggr"“?ggf‘gﬁie{gf %Ht i on means 23 is

correct . geReeatirs Qabgﬁdﬁp'érﬁﬂ@r@eir d fefhodBile BPNARSR, HECarrbaOgL Apeshuffle

center 20-j is a disk, sem conductor nenory, or other type of recording

medi Wn atise tergpthd of pripioauatdrerp aadsy, Mesgestivaly] and 3hsthé auemidrest 20-j
15 which is constituted by a conputer, to function as a part of the

anonynousepigitions used sfenegendtitingreartifieation dagatobyediégngthapanshuf fle
center 20-j, which is constituted by a conmputer, and by controlling the
oper at i ofrdgr-swischingtirocessh (fiof be explairedid- gorrectadnd eheshvérdiyingtde i niti al
setting neans 21, shuffling neans 22, partial decryption neans 23, and
certifi cabpverdessrbed zgriilicationidatapiihersession IR is antidentitief forExpl anat i on
next regards the details of the operation of this enbodinent. Initial

Setting shecibdag the odiect,d prpapaginghandiiheihieclot Pragessiigiss fohen
ecdcleRaBt 30 i it adiietedtural aiveEacar 13 @PGtaN Peiheset i ng. means.
(1; [ g s&%fnﬁgéﬁg%@gﬁ?%ggg}anﬁnt_er 10 generates commn public information
: Management-side initial setting means 11 then produces a request
statement for generation of a public key that includes common public
information (p. q, g}, attaches the digital signaturé of shuffling
15 management center- 10 and séssion ID to this request statement, and then
transfers the statement to all decryptio'n shuiffle centers 20-1 to 20-m (Aé).
Shuffle-side initial setting means 21 in each of decryption shuffie
centers 20-1 to 20-m carry out sender authentication by verifyi’ng the
~ digital signature that is 'attached to the request statefnent for generation of
20 a public key (A3). If the signature is not correct; shuffle-side initial sétting
- means 21 takes action 'such as terminating the process. On the other
hand, if the signature is correct, shuffle-side initial setting means 21
authenticates the correctness of common public information P, q 9. In
fother words, shuffle-side initial setting means 21 investigates whether (p, g,
25 @) satisfy the relation that is described in paragraph [0026]. Ifthe
correctness cannot be confirmed, shuffle-side initial setting means 21

takes action such as terminating the process. On the other hand, if




12 August 2005 g, g) (FIG 4, Al). Here, p and g are paraneters of an

El Gamal cryptosystem and are two prine nunbers in a relation such that p =
kg-+ 1, where k is a particular integer. The variable g is a generator for
generating subgroups of order q in nodulo p. In addition,i24ugastd0ei are 5
the lengths of prinme nunbers p and q, respectively, and t is the nunber of
repeti | ehuffiserioininl GG euhe on [ddr EatAMN cdRldtridds, arubxigg. t hat an
order-sw tching process (to be explained) is correct and en verifying the
above- deditinbsettingribhns 21 ganslatds aThebikeRsy and! dh decAptioteréy fier for
speci fying the object of processing, and the object of ‘processing is, for
10 exanpl(privateckef) dasedromtommorimdilicriaforamtimn (s, @rg)t&aed 8t@elsi on of the
menbers of a city assenbly. Managenent-side initial setting neans 11 then
pr oduces theseheysin csitraspomtendewithether s¢sgion 0D insitebits owredethgtionncl udes
comon public information (p, q, g), attaches the digital signature of
shuf t9 i nghuBleeenigedd). Conexanileamideerypition shuffle deriter 26qyedticist at ement
and then transfers the statenent to all decryption shuffle centers 20-1.
to 20- m {SaRh ingpigopssing préority; rardory selegtswamod2q aind tekels this decr ypti on
shuffle  centers 20-1 to_20-mcarry out sender authentication by verifying
the di gthedesivpliondiay.: hae nubligi ke Heef this daervipsigneshufdeenten20fjor
generati gn_ of 2? q?gerb'liC key (A3). If the signature is not correct,

shuf f | e- & GRNEMARE HOMet t i ng° neans 21 takes action such as terninating the
process. On the other hand, if the signature is correct, shuffle-side

~initial setting meang; %:gxfmﬂdmnt I cates the correctness of common public
information (p, q, g). ILn other words, shuffle-side initial setting neans

21 iyvesti gat eShufilRL£ige ihitial Getthy Medit d§ iy cblh 6?&@&}/??%@?{@& descri bed

I n paragraph [0026]. If the correctness cannot be con uffle-side
initial cettern@0rEan202h theaAkpmarets eeriiticrsdar! IHaaldonddéagplibAcess. On

t he other hand, if
: shuffle center knows the decryption key for the public key that was
generated in Step A4 (A5). For examhle, shuffle-side initial setting means
21 in decryption shuffle center 20-j, whfch is j-th in processing priority,
15 generates certification data y', r; certifying that decryption key x; for public

key y;is known by means of:
y; =gP modp
¢; = Hash(p,q,9,y ,-,y}-r)
rp= cjxj+ﬁjmodq
20 where Hash is a secure Hash function and g j is a random number. When

the process of Step A5 has been completed, shuffie-side initial setting
means 21 in each of decryption shuffle centers 20-1 to 20-m produces a
public key registration request statement that includes the bublic key that
was generated in Step A4 and the certification data that were generated in
25 Step A5, attaches the digital signature of its own decryption shuffle center

and a session ID to this request statement, and returns the statement to

10




9. 12 August 2005 shuffle-side initial setting neans 21 can confirm
correctness, shuffle-side initial setting neans 21 generates a publ i-c key
and an decryption key (private key) based on comon public information (p,
g, g) and stores these keys in correspondence with the sgsgiaf -b§ i nside
its own decryption 5 shuffle center (A4). For exarrpl e, in decryptlon

shut 11 ¢ tkficXRadaqbhie celifed 1RABR, Processing priority. randonty

sel ects x es this as decryption key. The public key vy,

of thi's decr ypn\mﬁh@géﬁ{ -Sideemitdl stih nhéaﬂ@ﬁ?fuﬁts?ﬁ;fﬁu g;%a)ﬁhﬂ nﬁe?ﬁt mod p

10 Shuffle-side ini setting neans 1|n each dec t1o fle

centers Zfentet 902Qries bEN SBAASF éhméi'ﬁrddtfdrp venf 'a?@taqach decryption
shuffl e center knows the decryption key fo ic 'k that was

gener at ecigmat@te ph#tis(dchddore #eapibles ke lﬂé@isﬁra%nbﬁq'e'qﬁlebt atatemidritng means
.21 in decryption shuffle center 20-j, which'is j-th in processing

pri or 6t y thabisgetemsdeoneeacti of aeicoyptitat shyifle cdntees EOH/ te@otmagATecr ypti on
key "X, for ublic key y, is known by nmeans of: y, = go' nmod p ci = Hash
(p. q, further) verities-tied carreetriggmabittzOpublc Eeymﬂnah arearegtemice Hash
functlon and fj is a random nunber. When the process of Step A5 has been
conpl et edron @ach) ef- @emptmm&hallfﬂ%@emerg 20rd0s2@n by reeahsaff thecr ypt i on
shuffle centers 20-1 to 20-m produces a public key registration request
staterr'ené;0 WG ¢RUAHANS A publ i ¢ key that was generated in Step A4 and
the certification data that were generated in 25 Step A5, attaches the
digital signature of Cj ed18UHPFRENp¥ijbn shuffle center and a session ID to
this. request statement, and returns the statenent to '

10 grlyj G —y}modp
y;% =1mod p
¥ =lmodp

When all of the public key registration request statements that
have bee‘n returned from decryption shuffle centers 20-1 to 20-m have
15 passed the verification of Steps A7 and A8, public keys y; to y,, that have
been returned from each of décryption shuffle centers 20-1 to 20-m are
- combined by:
A m

Y=|]y; modp
R j=

et

to generate public encryption k'ey. Y that is used when system users’
20 encrypt data (A9).

Management-siderinitial setting means 11 then generates public
informaﬁon that includes public encryption key Y, public keys y; to y;, of
each of decryption shuffle centers 20-1 to 26-m, common public
information (p, q, g), and decryption shuffte center IDs of each of

25 decryption shuffle centers 20-1 to 20-m (to inform system users of the

11




10 12 August 2005 shuffling management center 10 (A6). Managenent-side
“initial setting nmeans 11 in shuffling managenent center 10 carries out
sender authentication by verifying the digital signature that is attached
to the public key registration request statement that is,r ‘{9?%‘%@ from

each of decryption shuffle centers 20-1 to 20-m (A7); an
verifies ss,. of, t he &;{?Iic keys that are returned from each of

decrypti é{agﬂﬁ%&ibgclbgﬁf%%cwgf SeIYRiiB ):%Eubﬁsﬁ%thiﬁﬂub&\fﬁ ng
yixi mod e rroFesBamd R the slessiat 11 A Byudbhs Sompbria s | hat
pasced  Rae SAer SEHeCBtREE) B "Ar and A8, public keys y. (o vi that have
been.1eLuL ned, EAQIR AN R RERVEL A8 R BRIy 200 10, 7% mare,
ot t 100 means. TroITog iRe ORI 4 o brool R Rt el ucs pubi i
Cont ors S0 TReURETS dppe R hahe diRGelo AEAVERbh Bt ) ot on
shuffl e oedrey 12hhehuglind Mhnagement center 10. Session ID for specifying

the object of processing to which these data are relevant is attached to

this encrypted data list.

10 Encrypted data (G;, M) are encrypted data that correspond to data

m; and are obtained from:
(GiM;) =(g".m; Y") mod p
where data my; are selected such that the o_rder is g. In addition, r;is a
random number arbitrarily selected for data m;.
15 : When encrypted data list {(G;, M)}-1, 2, ..., n is received as input,

- decryption control means 12 in shuffling management center 10 first
confirms that the order of _G,- and M;is g for all i, and then attaches the
session ID and the digital signature of shuffling manégement center 10 to

A the encrypted data list and transfers the encrypted data list to decryption
20  shuffle center 20-1, which is first in processing pribrity (B1 and B2 in FIG.
| 5). The encrypted data list that is transferred to decryption shuffle center
20-j, which is j-th in the p.rocessing priority, is répresente-d by
G MY, o, ... ). |
Decryption shuffle center 20-1 performs sender authentication by
25 verifying the digital signature that is attached to encrypted data list
{(G M)}, 2, .. o (C1 in FIG. 6). If the digital signature is correct,

- shuffling means 22 and partiat decryption means 23 are used to subject

12




25 decryption shuffle centers 20-1 to 20-m (to inform system users of the
1 12 August 2005 organi zation that is in charge of decryption), and
publishes this public information in correspondence with the session ID
(A10). This conpletes the initial setting process. Expl ataAugost 2n@xt
regards the decryption process. 5 Encrypted data list {(G, M)}(; _ 1,

the out oTE 2B Phid bl SiBuBles SRLEHS I BrferdvtbRing ravageddin cent er
are ror codnrtial UgbuRRREpb5R%e 1b SRR § Bhu b 08 Broestig i o data
(9 M Ly, fO8 AR £9) 08 bl 8 3RBF shACHHLprlesUhEhbefll , net
Lhe o dedsbypfion édelitih Explbict nERHBRIONT SRRl ddrs 28! ect e

r eceigy edisahdséd to g;eﬁtembl QHifieafioR a?@??lﬁ&éﬁng gnﬁfﬂl{efs bra&e%sgegageﬁem

center 10 first confirns that the order a or all i, and

then atteafrisd bheby $ee$iling hBaRs 22t Hgd %ﬁiézade@r'yﬁﬂaﬁ th&apd 28Mfel | 1 ng
managenent center 10 to the encrypted data |lisi and transfers the

encr ypt edontatb(C4)s (THeodidtel yiinatire?@ne hé ideg skANIB ard®hdn atichBdite first in
processing priority (Bl and B2 in FIG 5). The encrypted data list that is

t r ansf ertheddaia listanpcedificattiohfdatac entidhe @ftajlistwridcbedtdicatibh danat he

processing priori t%/, is represented by {(GOi MJ)}0=7. 2..... n).

Decrypt i &i¢ ERUfIedicshulflingmanggementsesterddl (@6). hEhei eatificatidry 25

: er ' i1f0yi nc?attahr%a(yj(i bgé %?tgcﬁiag-qgttﬁé%z;tg?itst ia?]dat%lgﬁcrg?gmte% t%ns??:l}/fllf)l}negd data fist
management center 10, or only the data list may be returned first and the
certification data returned separately at a later time. Details regarding the
method of generating the certification data will be explained hereinbelow.

When the certification data and data list with attached digital
15  signature and Session ID are returned from decryption shuffle center 20-1,

decryption control means 12 in shuffiing management center 10 both
carries out sender authentication and verifies the certification data based
on the digital signature (B3 in FIG. 5}. Details regarding the method of |
verifying the certification data will be explained hereinbelow. If the digital

20 signature and certification data are correct, the data list that has been
returned from decryption sh_ufﬂe center 20-1, which is first in processing
priority, is transferred as an encrypted data list to decryption shuffle center
20-2, which is second in processing prioﬁty (B4 to B6). At this time,
decryption control means 12 adds the session 1D to the.enCrypted'data list.

25 - At decrypt,ioﬁ shuffle center 20-2, the same processes are carried

out as in decryption shuffle center 20-1 (C1 to C5 in FIG. 6), and the

certification data and data list to which the digital _signatUre' and session ID

13




2,..., n (A in FIG 6). If the digital signature is correct, shuffling
means 22 and partial decryption means 23 are used to subject 12 12 August
2005 the above-described encrypted data |ist to an order-sw tching process
and a partial decryption process to obtain a data |ist ttRatugist 200k
processing result (C2 and C3). The details of the order-sw tching process

Cort 111 chBVe IR HRALNRY BFOTERIN Y 10 SREIMHE HrtdetBhf PR daca
| ndi cating thaln {he wyoes |orF86ﬁt'r81dm%%E1&4bl§2 ﬁt;ﬁf.fﬂgh{(}-g pifiARrtan e

partial decryption ne are correct ghature and

t he sesscantéracﬁésrrré’se@u?ﬂiea%ﬁe pracesés datiRe! réhoﬁggr géééri]ﬂe# ation data,

and the data list and certification data are turn i ng

managenmeptoceysies! (BB0to( BB)in Fte st;el’lthef asa@é%séﬂbeatmoeaysuhg igttached to the
data list and then returned to shuffling managenent cente or only the

dat a § i sperfaymbd repeatadiy Uit e arifidagioncithl AnE dht st \ﬁhrdht #fgned
separately at a later time. Details regarding the nethod of generating the

certifi catthched#he digitdl sbgnmxlpde andestdréorelDkek ovturbdriréiedeyptibhcat i on
data and data |ist with attached digital 15 signature and Session ID are
r et ur nedShyitie: erigey B0 vetich 13 last imtres pagsesssinglpcioyipy, ivimereapionol  means 12
in shuffl |&g managenment center 10 both carries out sender authentication
and ver i #¢@YPHIRB CAktiql eans 8A riklisheadbe ahaverd esm@ed dataslighas ure (63 in
FI G 5) qgjallsre ardhgthe met hod of verify ?the certifi-cation data
will be %€ SorNBLoRrshlt it 657)-1 At this timeyi they dedrys igh shuifide gapter
cer f| fa,are rect ta |list that has been returned from
ool i S aPehRuBbRiRheGEhed ot ol i e Sl Sammgeriantor 1y |-
transfer t | i, St cryption shuffle. cen er 20- 2,
whi ch i sééégggﬁ%ﬂ?ﬁ%%?@é @gﬂgaéﬁe&l |Cte{/ﬁ? Bﬂg %SS'% hﬂﬁh angdegeh o
decryptiag it 'otlcetifdstidr? datffhdt HavieSSAR Petuthsd 1 2R &Pt ed dat a list.
decryption shuffle centers 20-1 to 20-m are published.
Explanation next regalfds the details of the order-switching process
15  thatis carried out by shuffling means 22, the partial decryption process
that is carried outrby partial det’:ryption' means 23, the certification data
generation process that is carried out by certification means 24, and the
verification process that is carried out by decryption control means 12.
Order-switching process:
- 20 Explanation regards the order-switching process that is carried out
by shuffiing means 22 in decryption shuffle center 20-j, which is j-thin
processing priority. The order-switching pracess is made up by a shuffling
process and a re-encryption process that are described hereinbelow.
Shuffling means 22 first carries out a shuffling process. In the

25 shuffling process, shuffling means 22 randomly determine permutation

mapping x'? for encrypted data (G”, M%)y, » .  in the encrypted data
list {(G%, M?)} (1, 2, ... » Which has been transmitted from shuffling

14




25 At decryption shuffle center 20-2, .the sane processes are carried out as
in decryption shuffle center 20-1 (d to G in FIG 6), and the
certification data and data list to which the digital signature and session
I.D 13 12 August 2005 have been attached are returned to staAdgustizg0s
managenment center In. this way, decryption control neans 12 in

10.
S B 0/ B b (UHPTLS, S5 AL v

previ ously descri be processes

processi ngf thé gerAfithAbARapsiPea bRl t jthid-he certification data and data
list to which %e attache%ﬁt ﬁe ﬁi glylteglrgﬂs??grrw\ature and session ID are

returned from decrypt{' )] é—/ﬁ‘h’j fle center 20-m which is-last in the
processing priority, fer8lipoti/=l.deetypti on control neans 20 publishes the
above-descr.i bed data |ist as the decryption result list (137). At this
time, thdHe A sOURGPIeeesenter 10 I Ds of decryption shuffle centers
20-1 to 20-m the shuff]ing managenent center |D of shuffling nmanagenent

centeb 10, the sessi GYDM pd{@ifh oMM ha}items of certification data
J p(;P Jrébg) (-LEN n

that have been returned from each déecryption’shuffle centers 20-1 to

20-m ar e jPHBlW iidedExpl anation next regards the details of the
order-switching process 15 that is carried out by shuffling neans 22, the

partial decryptrherrepéﬁ@@?ﬁontdrabeé§_i§ééfrie%ﬂoﬁvaﬁﬁb’ﬂ%éﬁbmingggééé%é g; Teans

23, the certification data deneration process that 1S carr

certifichasdreareaompletedarfeldiforyy@on inviAié LBhaAGIRESHel A edrainedldf €d out
by decryption control neans 12.  Oder-sw tching process:. 20 Expl anati on

regards theeoctptedwata wittputraheessing Iieé coatarardfithd endrypted @il 1 i ng neans

22 in decryption shuffle center 20-j, which is j-th in processing

pri ot@ t y Retaacryptien-is wiecessaty pecaess marehpdeangingythe pduiiéns sgil pr ocess

and a re-encr yﬁt ion process that are described hereinbel ow C
allowsthe possibility of tracking the encrypted data from the bit pattern of

the encrypted data.
Shuffling means 22 in decryption shuffle center 20-j, which is j-th in
the processing priority combines the public keys of the decryption shuffle

15  centers that come after decryption shuffle center 20-j to find:
| m
¥ =] Jyrmod p
=/

A random number s%; mod q is generated for {(G, M)}y 0. n

which has undergone the shuffling process, whereby {(G'%;, M®)};_ 1.

2, ....n) is found by means of:
20 G =g g m'od p
.M;(ﬂ =IW‘,(D .YSJ(” mod p
The generation of Y;and random number s%; and the calculation of

(/) {f)
g% ,Y®" can be carried out by calculation before the encrypted data list

is received. If the values that have been calculated beforehand are stored,

15




Shuffling nmeans 22 first carries out a shuffling process.. In the 25
shuffling process, shuffling nmeans 22 randomly determ ne. pernutation

mappi ng .n(J) for encrypted data (G, MN) (=1, 2, n) in the encrypted
data list {(G13j, M13j)}Irt, 2, n) which has been trang@Augtsdods om
shuffling 14 12 August 2005 managenent center 10, switch the order of n) on
t he basi ghisofe-eherypEbRLratbss cERRRY RLhli LA

M%)} (i=1,2_.,n) Thrﬂsﬂ is the shuf %I%ﬂ&%g?&@%ﬁ??g&%ﬁgﬁ

| bf (D) } ={pr&¢€d4 (o) éaoh Hatardomponent. is now realized. The re-encryption
process is carried out after the shuffling process has been conpl eted.
Re-encryption iPartaMBecriptiog Pwcelse: appear ance of the encrypted data

wi t hout changing the content of the encrypted data. 10 Re-encryption is
necessary becatxplanatiinynexiaegands tiee pposaltdemngptidn procedd tha is he
possibility of tracking the encrypted data fromthe bit pattern of the
encr ypt e§aaed oubihyrpariahdeenmiiop2meand &3 irpdecnypsibaf sHuffleerarer 20-ji , whi ch
is j-th in the processing priority conbines the public keys of the
decryption shuP@réal depryp @l"%eilﬂ%é%tﬁe@ daargptioe keypyi(ardesmyptior cent er

20-j to inc{' YP¥; nodp. A random nunber s01 nod g IS generated for
{((4j),, key, hﬁ COIfR E%n‘iifgio thrigrgRe (Dhhad iupitachgd g dbesncryptadeby
!{Vl(? (:ﬁ/%%ya;#ﬁ%ﬁ};{goeée#egby its oWh dScryBHEN shUHIE aanter 20 on = o\ D- g8’ mode

{GP, MY} 1. 2 ... o that has undergone the order-switching process by
10 shuffling means 22 te calculate:
M"_f(f) - M}(I’) /(G;U))XI mod p
G - g |
Next, {(G'%, M*®)}i- 1,2, ... o is returned to shufﬂing management center
10 as the data list.
15 Certification Data Generation Process:
| Exp!a_nation next regards the process of generating certification
data by certification means 24. In the following explanation, the notation
() for identifying the decryption shuffle center is omitted.
Explanation first regards the method for generating certification
20 data for certificating the generation of {(Gm;, Mmi)]’(i: 1,2, ..., oy While keeping |
| pérmutation mapping & ‘and random number sequence {s}. Here,
{(GPM®)} -1, 2, ., o is generated by the shuffling means which carry out
the shuffling process for the data list {(G'%, MP)}i. 1,2, .. ) by using
permutation mapping » and use the public key information (p, q, g) and
26 the random number sequence {s};=1,2, ..,n. In the following description,

represents a security parameter (repetition number).
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The generation of Y] and random nunber sQj and the cal culation of gsjj),
Ysj/) can be carried out by calculation before the encrypted data list is
received. |If the values that have been cal cul at ed beforehand are stored, 15
- 12 August 2005 this re-encryption process can be realizedldAugastZ00fyl e

mul tiplication process for each data conponent. Partial Decryption

Process: Expl apat,i artial decr ptl rocess that is 5
carried out bﬁpgﬁgggégééﬁ%%rhﬂgﬂﬁoﬂénﬁﬂ Wé’@r% HUFFLPFE nt er

- 20-] ar t dec on peans 23 uses decryption key Xxi (a decryption
key t hat r%'%f*qr@srﬂﬁﬂéés’t t wmé asggangratad toeal CP&tﬁttached to the encrypted
data list) possessed by its own decryption shuffle center 20-j on

{(G(1)j,M(")])}(]=ALy 2G,- gf)“’tmttdpas under gone the order-sw t ching
process by 10 shuffllng rreéns 22 to calculate: M (i) M(()I(Ei))X nod

p G (i) = a(i) Next, Iﬁ )I‘Jg%ésol 1.2, n) is returned to shuffling
managenent center 18uea$ h‘e(vn'éf;a ik 5 Certi_fication.Data CGeneration

Process: Explanation next regards the process of generating certification
dat a Soy foerda =f1,@t.i.on amdns= 342, .o hhe fol | owi ng expl anation, the notation
for identifying the decryption shuffle center is onmtted. Explanation first
regards the me2.hddef tollogdéng caldutatiomis chrréed bott 20 data for certificating
the generation of {(GOj, 8 )h(l 1, 2, n) while keeping permutation
mappi ng x and randorf AuH&RT Hh’dﬁ(@mﬂﬁ)}(ﬂé@re, A{l{( @ ML) e=1, n) is

generat egl[by the shuffling nmeans which carry out the shuffling process for

the data ist {(G0)j, {Mdhi Bhf)b= 12 :.q 1, v=1)a, BYnlsi ng
10 Here, || represents connection.
3. Representing u-th (u=1, 2, ..., §) bit ef c as c{u}, the following
_ calculation is carried out:

ay =x'y and B = 8y, When c[u]=0; and

oy =o'y and By, = 8-S

(w-ton', (1)) when c[u]=1.

15 The generation of permutation mappings x;, and random numbers {S',v}

and the calculation of gs‘"-"', Yjsw-ﬂ can be carried out by calculation

before the encrypted data list is received. If the values that have been
calculated beforehand are stored, the processing time can be reduced.
Explanation next regards the method of generating certification
20 data for certifying that {(G";, M")}¢ -1, 2, ..., m» Which has been correctly
calculated by using private key xthatAcorresponds to one's own public key
y on the above-described {(G', M%)}q=1, 2, ... n) has been sent to shuffling
management center 10 without revealing private key x. | |
1. Random number r mod q is generated.

25_ 2. The \following calculation is carried out:

- ¢ = Hash{pl|qllglIVIHG }u-1, 2, ..., sl HIMIM D} - 1, 2, ... nll
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permut ati on mappi ng x and use the public key information (p, g, g) and 25
t he random nunber sequence {sj}(j=1, p_., n). In the follow ng description,
t represents a security paranmeter (repetition nunber). 16 12 August 2005
1. t pieces of random pernutation mappings a' and tx n pi®edegus005 andom
nunbers {s'(u,v)} are generated to calculate: Au,v =G1"(v) 9s(U.v) nod p
Bu,v = M u(v) Y/ S W.V|gr“'£§r}r?_f0r u:)l, 2,..., t,andv=1, 2, ..., n. 2. The
foll owi ng cal cul ation i rffet2outy” ¢ = Hash(pllgllgll Yil{(GL, M)}(;

Tt n M 3, Offuiand e pxifod é’-s'ecn?gd%%ﬁﬁé&ﬁ%m%%inféi%ﬁé%%afi o i
=1, 2, ' - fol | owi ion i i
ST o shown doovd drebindoditiffcptibn datff, (o o 19 S caation 1o earroe

13(u,Vv) =s'(uWegfifatidti Préeads: When c[u]=1. 15 The generation of
pernut ati on mappi ngs ,u and random nunbers {s' (u,h} and the cal cul ati on of

’ tion ¢ ) ; f . ted dat
gs, (@M Ys' (. V)E %fﬁﬁoﬁﬁéﬂt?@g@#&s#ﬁéﬁ?\l]ﬁeﬂ%}ﬁﬁ Proces tﬁ'%‘?'st éﬁfgﬁ%ﬂp dare

list is received. |If the val ués that een cal cul at ed and are

stored, byeeprypirRAstogtodl ﬂﬁ%_a@n@nléqu&grﬂﬁaﬂﬁm s ragaidOtheNearificRaA{ ds the
met hod of generating certification 20 data for certifying that {(G;,

M'i ) } ( 1=df cerfification hidtafobeertifgmiy ibat tiye peccess of sliuffling siahappiat e key
xt hat corresponds to one's own public key yon the above-described {(G;, M
)} (i =1¢oteect.. | n) has been sent to shuff ling nanagenent center 10
wi t hout reveali n%;_ private key x. 1. Random nunber r nod g i s generated.
- 1. The following calculations are carried out based on the

10 published information and certification data:

I ¢ = Hash(pllqgllgll YIH(G: M)}i=1. 2. ... al{(G', M}i-1,2, ..,
- n)
{(A(U,Vh B(u,v))}(d =1,2,...Ltv=1,2, .., n))

2. If the u-th bit (where u=1, 2, ..., ) of cis c[u], it is checked

'1.5 ‘whether the folioWinQ_réiation is realized when c[u] = 0:
Auy =Gy~ g"“" mod p
Buy = Me, Y/ mod p
The realizatiqn of the following relation when. c[u} = 1 ié checked.
Ay =G v g% mod p
20 Byy =M, )Y # mod p

3. It is checked whether the order of G';, M';is g. When all _
relations have been confirmed, the certification data are considered to be
~ correct. _
Explénation next regards the verification of the certification data
25 that certify that the process carried out by partial decryption means 23 is

- correct.
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25 2. The following calculation is carried out: ¢ = Hash(pJlgjlglhll{G}(i

1, 2, ..., nll {(MIMi)}(t =1, 2...., n)ll 17 12 August 2005 J jI1{G u(i-
=1 2, ..., n)) 3. Calculate a=r-cxnod g. ¢ and a that have been found as

shown above are the certification data. Verification ProctsMigud 28apl anation
next regards the verification process that Is carried out by decryption

control neans 2 EX@I he.verification of
certification H P?gg%ﬁf?wﬁéﬁ?% g;a’pftrot'i@é's’z of t sBuf f |dl ng {nﬁanslgz S
correct. 1. Th f II s are carried ou ased on e

" _published inf ot et ec%g‘re?%ﬁ%f&%?on data: ¢ = Hash(pllgllslIYII{(G,

13T 20 MGG o RO GG Gl

1, 2, .., t, v=1, o
of ¢cis c[u], it is che§?< HC) V\M@t/%t)c}t:he £olhbwi ng. relation is realized

‘when c[u] —0 Au,v = Ga.(v) . 9#a-v' nod p Bu v = Mau(v) . y Pu,n nod p
The r2al i sealzedf the following relation when. c[u] = 1 is checked. Auv
=G a"(v).gP(U v) nod 20 Buv = Mau(v).yj?(u.vi nod p 3. It is checked
whet her t he or deft |§ﬂh@?,qhe|0ked$ﬂ!|@ﬁthﬂhé«rﬂ'qa4=l1 mogdl aforoals.have been confirmed,
the certification data are considered to be correct. Explanation next
regards the veh i3] ealations are coafipped; the aertiicadanadata are considered

to be correct.
The shuffle certification and decryption certification are in fact
10  carried out at the same time, and there is consequently no need to send
- {G}i=1.2 ., nthatisto be G'i= G'ifor {G"}-1.2 .. o thatis give-n as the
result of decryption. Thus, in actual impiementation, only {M',-}(,-= 1,2,..,n 18
sent when certifying shuffling. |
Although omitted in the foregoing explanation of operations, the ID
15 of the shufﬂing management center or decryption shuffle center that is the
transmission déstination of data and the ID of the shufiling management
- center or decryption shuffle ce.nter that is the transmission source are
added when data are exchanged between the shuffling management
center and decryption shuffle centers. For example, when transferring
20 data from shuffling tnanagement center 10 fo decryptiori shuffle center 20-
-1, the IDs of decryption shuffle center 20-1 and shuffling management
center 10 are added as the transfer destination and transfer source,
respectively. As another example, when data are transmitied from
~ shuffling managemént center 1‘0 to all decryption shuffle centers 20-1 tb
25  20-m, the IDs of all decryption shuffle centers 20-1 to 20-m andr the 1D of
shuffling management center 10 are added as the transmission.

destinations and the transmission source.
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25 that certify that the process carried out by partial decryption neans 23
i's correct. 18 12 August 2005 1. It is first checked whether G = G'1.for

all i. 2. It is then checked whether: c= Hash
(pdlgilgl)IT{Gi}(i=1,2..... NIH{(hT/Mi)}(:- 2,..., n)ldAgast2p0d | { =1,
2,..., n) 5isrealized. 3. It is then checked whether AT  Ql= 1 nod p for
all i. If all | ations are confirnmed, the certification data are

consi dered toYhe Nex Fefer to FHE. Jhier descrihs the peeendembnticent pithen
consequeRrPOHETEBROR o i @ MAGHIMATL IS Sufgbler %8 WheB@astig i for (G
Lo gl PO D38 S e 55 ST i vy
TD 15 ofn? fenSRHBHPRTHA B pYiett fordhB iR riels BRErRontHtPE Bt er « hat
rmnagerelt SRORDIE G H32C, U0 00 Shufti o center that is the transnigsion

: huf £l
center and dechyirregRR I ORUED PRELRRDS. g SAHhb AR Bl e o0
data f roméblécftidrﬂ%ti@é@&?ﬁﬁmb é—‘r%"ﬁ[?ﬁfieegooa%ﬁ}lﬂgﬁgy\&%?ﬁ?lﬁ%géﬂeﬂt'Center 20-

1, the IDs of decryption shuffle ce managemnent

center l1Qeater 30ldesteanahbgehictitdetfted88 tddMR! inRNaBe\k-He8B%hH & fséggiro?le1 .
- respectively. As another exanple, when data are transmtted from shuffling
manageneid todhe ethol@-desaiedisecunityi mirastuibfd angapimiter2frehn t@
10 shuffling management center 10,
| When the security parameters with the added session ID are sent
in from vote management center 30, shuffling management center 10
carries out the previously described initial setting process (refer to FIG. 4)
in concert with each of decryption shuffle centérs 20-1 to 20-m and
15 publishes the obtained public information (which includes, for example, the
public keys and common public information p, g, and g). Vote
management center 30 checks whether this public information is correct in
accordance with the security parameters and then notifies each voter.
When the voting perirod begins, the voters encrypt their own voting
20 data based on the public information, add their voter digital signatures,
and send the data to vote management center 30. Here, the i-th (where i
=1, 2, ..., n) voter uses the published public key Y and common public
information (p, g, g) to encrypt vote éontent m; as shown below. in this
case, it is assumed that the vote content is selected such that the order is
25 q. |
| The voter first selects any random number r;mod q. Next, (G, M)

-obtained by:

20




25 20-m the IDs of all decryption shuffle centers 20-1 to 20-mand the ID
of _shuffling managenment center 10 are added as the transm ssion. ‘
destinations and the transm ssion source. 19 12 August 2005 We next refer
to FIG 7 to describe the second enbodi nent of the presefaAigusteasdson. This
enbodi ment is suitable for use when casting anonynous electronic ballots,

- and vote managenent center 30 is added to the construction that is

provi ded for the anofGntfus=0gemyi ¥ pmodystemthat 5 is shown in FIG 1. A
list of registered voters, security paraneters, the voting period of the
el ect i onareatakeseas tion endrgitedané idzda aTHadUENEY pYed QofRaaBEARNsenCeNt er
30. Vote managenent center 30 adds the above-deScribed session IDto the
above- detxvolteecentec 30i with phe vmitrts swandigltahsighatsret Aeaghiey.10 shuffling
managenment center 10. Wen the security paraneters with the added session
ID are sent il cRndieredie cetlifigrbthmtttheemtter ha9 preparfdd ihegenenypgsarent center
10 carries out the previously described initial setting process (refer to
FI G %) Volg daladeiawingt theeeomeelf mdeEoy prampla,Hirkf His watet geaelfies to 20-m
and 15 publ jshes the obtained public information (which includes, for
exanpl e, FAOM Rustber ke3rd then genrrprtegutartitication data icoangd, f; by neeehs)) . Vot e
managenent center 30 checks whether this public information is correct in
accordane® with the security paranmeters and then notifies each voter. Wen
the voting period begins, the voters encrypt their own voting 20 data.
based on the public da;nf gfnmodgn,. add their voter digital signatures, and
send the data to vote nmanagenent. center 30. Here, the i-th (where i = 1,

2, ..., n) voter uses Jhﬁsﬁ(lﬁ,) ,igf’s@eg, )publ ic key Yand common public
information (p, q, g) to encrypt Vof'e content ml as shown below. In this

10 i=ciri+y; mod q
This certification can be verified by means of:
¢; = Hash(p,q.9.G;, ;).
g' G - q mod p’
Alternatively, the i-th voter may also generate random number ¥
~15  and then generate certification data a and t; by means of:
aj =g’ mod p
¢; = Hash(p,q,9.G;, ;)
fj=y;—Cirpmod q |
This certification can be verified by means of:
20 ¢; = Hash(p,q,9,G;,o;)
"G =a; mod p

Vote management center 30 accepts the ballots after verifyilng the
signatures, confirming the voters' voting rights based on the registered
voter list, and checking for double voting. When certification data have

25 been added, vote managément center 30 accepts the ballots after
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case, it is assunmed that the vote content is selected such that the order
I's 25 g The voter first sel ects any random number r\l nod q. Next, (G, M)
obtai ned by: 20 12 August 2005 (G, M) = (9, m Y ') nod p are taken as
the encrypted vote data. These encrypted vote data are semAudust2005e center

30 with the voter's own di gital signature attached. It can here be
vote data know ng the

Cor oot AbtRhalSerifh RRSRLERNGH datge Mhanbe wosaueRiBaRey “and then

ﬂggﬁzgt 393, d&wtagap%ﬁi%ﬂ éir@ ?’ﬁﬁ%ﬁ%éc&ehpgmpﬁﬁf?%F?B%SJHﬁthe ve;i ![ :‘ l/ gldy
ern

?Ke”r'fi?ﬁe@éggt&d VOté_‘ﬁggg g@{g}aa b%ﬂ@&ﬁ#ﬁﬁ?&@ﬁﬂpe@ﬁryﬁgg% I§knerat e

co111 oy i bR i R at%?ﬂxéﬁﬁé‘e o: 50
c; = dlashheng u@d@n@%n sfsient. UpdiPFbdbiVRgEPERASIR dSBIESY 50 accepts

the ballots after verityi ng
shuffling management center 10 decrypts the data list by means of the

previously described decryption process, and returns the decryption
resuits and certification data to vote management center 30.
Vote management center 30 col‘!ects the decryption results that it
10 has received as post-decryption voting data and announces the results.
Next referring to FIG. 8 to describe the third embodiment of the
present invention. The present embodiment is suitable for use in
. anonymous eleétronic bidding, and a bidding management center 40 has
been added to the c‘0nstru¢tion that is provided for the anonymous
15  decryption system shown in FIG. 1.

A bidders list, security‘ parameters, bidding period, and session ID
are applied as input to b_idding management center 40. Bidding
management center 40 adds the above-described session ID to the above-
described security parameters and transfers them to shuffling

20 management center 10.
: When the security parameters with the added session ID are sent
in from bidding management center 40, shuffling management center 10
carries out the previously described initial setting process (refer to F_IG. 4)
in concert with each of decryption shuffle centers 20-1 to 20-m and
25 publishes the obtained public information (which includes, for example, the
: bublic keys Y and common public information p, g, and g). Bidding

management center 40 checks whether this public information is cotrect in
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signatures, confirmng the voters' voting rights based on the regi stered
voter list, and checking for double voting. Wen certification data have 25
been added, vote managenent center 30 accepts the ballots after 21 12
August 2005 additionally verifying the certification data12 Mgst 2008 voti ng
period ends, vote nmanagenent center 30 stops accepting ballots, and sends
the encrypted vote data that have been accepted as an encrypted data |i st

wi th di gatedrdeingeavitt #se setardhegataanstersidridhemneare®BEcAYIGEr. 10 of the 5
anonynous decryption system Upon receiving the encrypted data |ist, _

shuf f i ng managdresntheckeidding peridedregins, tHeebidilers lenetyptvthaRangn ®iid t he
previ ously described decryption process, and returns the decryption

resul t s walvesdrased eathepuliicdnformation, redtatimiebiddeg ’figital3gnXalres,
managenent center 30 collects the decryption results that it 10 has
r ecei ved@l@ sgbshthgcdatagoi kidding magagmreenince rien din cEsriiffeatioesdatasfor Next
referrig%EtO.FlG. 8 to describe the third enmbodi nent of the present
i nvert i drErifyiegghattha bisldessiknems theicowndidevaldes eertificatianatataous
electroq%F biddLnﬁ, and a biddi ng managenent center 40 has been added to
t he consiBL e GHMIRRT0 e peaiication: data deseliad bthe secerdryption system
-shown in_FIG, 1. bi dders |ist ecurjity paraneters, bidding period, and
sessi on ?'BBOQF'Begﬁdpflg%eaéapﬁWeé5‘%5{"&0‘%?8- managenment center 40. Bidding
managenent cerg.ar;. S th bove- cribed sessi,on_ | D to. .the above-
descri bed sec r'faf’ii‘di’.;;ﬁfai\%&eiﬁnﬁ%%f“ﬂ gl s?‘é‘?%(ﬁ? ﬂé?n igds ﬁiﬁqufﬁﬂngd.ﬁe
manage r ~d Qe rj I ter ] he, added session
TN geMelnafiE! e ENAARER ks RRUAABEEES dh bl bREETRL Sooe!
E:regpg; tlaquFFgéeug)ﬁg feFdotBfe Bidihg WheftetitiBEoh Yalth HaveShibh Hhdy Ocess
sent, bidding management center 40 accepts the bids after additionally
verifying the certification data. When the bidding period ends, bidding
management center 40 stops accepting bids, and sends the encrypted bid
values that have been accepted as an encrypted data list to shuffling
1 5  management center 10 of the anonymous decryption system. Upon
receiving the encrypted data list, shuffling management center 10 decrypts
the data list by means of the previously described decryption process, and
returns the decryption results and certification data to bidding
ihanagem_ent center 40.
20 - Bidding management center 40 announces the decryption results
that it has received as post-decryption bid values.
Next referring to FIG. 9 to describe the fourth embodiment of the
present invention. The present embodiment is suitable for use when
conducting an anonymous electronic survey, and receiving center 50 has
25 therefore been added to the construction that is p'rovided for anonymous
| decryption system shown in FIG. 1.

A respondent list, security parameters, survey petiod, and session
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In concert with each of decryption shuffle centers 2071 to 20-m and 25
publ i shes t.he obtained public information (which includes, for exanple, the
publ i c keys Yand common public information p, g, and g). Bidding

managenment center 40 checks whether this public infornmati thAugastcaons ect in
22 12 August 2005 accordance with the security paraneters and then notifies
each bidder. Wen the bidding period begins, the bidders encrypt their own
bi d val uH3 aresgplied ahnpuitibireceiving vaentesr§0.aBécehing centee30 dddst al
signatures, and send the data to bi ddi ng managenent center 40.

Certifi cthe shodatdescobedsassion 1R itaghe rdtovendesirtiat sekudiys t heir own bi d
~values (certification data that are sinmlar to the certification data
descri beBarametrssubianstars dbemein shudjnpsanagesnent eentar 10hi s ti ne.

Bi ddi ng managenent center 40 accepts the bids after verifying the

si gnatures, coWhamihgyseedity; prIaneters yithstheoadyied §&§§l@nol¥) greesentdder s

list,_ 10 and checki ng for doub] e, hidding. Wien certifjcation data have

al so deelf g@m regsiiae P iahale Hfﬂ'B@r’i"t‘@gagﬁmﬁﬁﬁﬁﬁﬂ?rﬂ%cﬁir&g 4k er

e T R AT )68 T R

Y t t st t
St 17! A9t B0 AR 25 S AL L
el IO BAE el o SR R PR oSBT

1

et B8 URSBLATSIC RSk, Pt g Sheseid b ithanranageren

- center 40. 20 Bi« i'ng nmanagemnent | U announ ecryption results
~thatyg t hﬁétﬁ@cmwgdbﬁéiﬁaﬁﬁqa%ﬁrignﬁdrﬁébtbﬂé%c\éakme Manithe&Riuriyd to FIG

9 to-describe the fourth enbodi ment of th
parameters and then notifies each survey respondent.

When the survey period begins, the respondents encrypt their own
survey responses based on the public information, add their respondent
digital signatures, and send the data to receiving center 5_0. Certification

15 data for cértifying that the respondents know their own survey responses
(certification data that are similar to the certification data described in the
secondA embodiment) may be transmitted at this time. |

Receiving center 50 accepts the survey responses aftér verifying

' the signatures, confirming the respondents' right to.respond based on the
20 respondent Ifst, and checking for double responées. When certification
| data have also been sent, receiving center 50 accepts the survey
responses after additionally verifying the certification data. When the
survey period ends, receiving center 50 s’tops' accepting survey responses,
-and sends the encrypted survey responses that have been accepted as an
25 encrypted data list to shuffling management center 10 of the anonymous

decryption systerri. Upon receiving the encrypted data list, shuffling

management center 10 decrypts the data list by means of the previously
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present invention. The present embodinent is suitable for use when
_conducting an anonynous el ectronic survey, and receiving center 50 has 25

t herefore been added to the construction that is provided for anonynous
decryption systemshown in FIG 1. A respondent |ist, sectdAugpstpab@aneters,
survey period, and session 23 12 August 2005 ID are applied as input to
receiving center 50. Receiving center 50 adds the above-described session
ID to thge%ﬂ gd gleceypiii PEeGass, @nd ieivenscther decnyptionaestibs andhem t o
shufflin naqerrent center 10. Wien the security paraneters with the added
sessi on EB‘%F@ WEdatacto; eceiViRg CeEdeRPAg center 50, shuffling management

ter 10 ' put th viously descrjbed initial setting process
(refer to FI G REFENINGSRBLS0 AORUBKER 1By ARSEVINIAN BPIRINEL & féant or s 20- 1

-m’ . ' bt ai ned blicg, inf ti whi ch includes, for
exanp! o, FqsiPes iVey 18sieP BBRRBRCHIIAN 1 nfor mation p. g, and g,

ceiyi . 1 h hi li,c inf tion is correct in

hecortance wt ﬁ{?ﬁ@lt@@?&?ﬁﬁeﬁ’e%&ﬁ%qiégﬁvédiw%'etﬁe'rr(?:fnn?ﬁnt‘é‘?teagrh survey
ags v . I.

o Cayr brifitith b KeHELHRELS APiniGEaton b S A TREA R Rl Byefspondem

i gi i ; Wi Lent.er ification

D50 untn FIRbOP MG BArGRh hS 58 CBsRicrEd R I A e AnelBEl | o ponsec

(certifi furhivias delainigaltrdl Gortifithliah thotholPareb il dfbkameiBl andigncr [ bed in
- the second enbodinent) may be transmtted at thi's tine. Recelving center
50 accepezpetidn thie el can SReilgesrias @ mydifichibAY of the fsirnRrRi4hes, confirm ng
t he respondents' right to respond based-on the 20 respondent |ist, and
chedil ngwbuld poadilce thespameeesuitsen certification data have al so been sent,
~receiving center 50 accepts the survey

_ Potential for Application in industry:

As described in the foregoing explanation, the present invention
enables the décfyption of an encrypted data list by merely exchanging
data between a shuffling management center and decryption shuffle

15 centers and thus has the merit of eliminating the need for the complex
management processing such as in the anonymous decryption system of
the prior art that uses an electronic bulletin board system.

In the present invention, moreover, the shuffling management
center and decryption shuffle centers generate public information that

20. includes public keys for encryption in concert based on security
parameters that are received as input from the outside, and as a result,
the present invehtion has the further merit of enabling easier and more
reliable i'ﬁitial setting operations.

Still further, a decryption shuffle center that manages the

25 decryption key, which is the important secret, does not call for direct
connection with an electronic bulletin board system that is in turn

accessible 'by an unspecified large number of peoples, and the present

25




responses after addiitionally verifying the certification data. Wen the
survey period ends, receiving center 50 stops accepting survey responses,
and sends the encrypted survey responses that have been accepted as an 25
encrypted data list to shuffling managenment center 10 of 1hAuapAPous
decryption system Upon receiving the encrypted data list, shuffling
managenment center 10 decrypts the data |ist by neans of the previously 24
12 Augusimzifiondesherdfede estreyrsly erivantagssus froeh thes ramsipolivit sfecr yption
results and certification data to receiving center 50. Receiving center 50
announcesecuktydelcurtpei, dhe reemstiustiohadf the degypties shuéite aentars\cay i€sponses
after decryption. 5 In addition to the described enbodi nents, the

conveni efencemiratacciat oty the prneesses ealatingdodheiddorypiian kay anddiiea t hat are
published by a center or third party can also be considered. In addition,
t he nunefyndionstior senysupigaiionyith dhe sbutling mMabagementeenter, and only one
exanpl e, ,and an .expert in the art can easily arrive at nodifications of
the fornillBreseRt INYeRiRN heretrreckas He tuiker weiitof enedlivgta al f or
Application in Industry: As described in the foregoing explanation, the

pr esent pﬁGB’rﬁ’tt‘iOBrlsq“g gifiesdet H?agﬁé'@? ##4 ghagrorgnacheackaasy Ginadly) tha by

S‘éég'y;t ?%%Qéﬁﬂif'ﬁ%aaﬁé‘ﬁ%@ﬁ?@?@%ﬁmﬁaﬁﬂ%‘q'aiag”ﬁﬁ@@: e??é‘éﬁ%ﬂ% gy 1 ne
Gecrypti B¢ SoaREEbEwe TR RDSR g GiRage Dot et diand wbiSe™EY ot m boar a

| : ' 33
cunt o anuRRCCBHERE Knd BYE AR, SR iGS dHe 2hBRyIRIS dotpIRAE T har 20
i nclyglespRiklityofHA%EICRS oftdifdMRhbA8 detrfititifplodaied 48 RSBk Y

and services such as electronic voting, electronic bidding, and electronic

surveys can therefore be realized with- a high level of security.
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paranmeters that are received as input fromthe outside, and as a result,
the present invention has the further nerit of enabling easier and nore
reliable initial setting operations. Still further, a decryption shuffle
center that namnages the 25 decryption key, which is the ipOrquahtf08ecret,
does not call for direct connection with an electronic bulletin board
systemthat is in turn accessible by an unspecified |arge nunber of
peopl es, and the present 25 12 Aug@GdtAIR®S5 i nvention is therefore extrenely
advant ageous fromthe standpoint of security. Further, the construction of
t he decryption shuffle centers can be concentrated in only the processes
relating to the decryption key and the functions for comunication with
the shuffling haddhBReRYMedstdacrypiien systam yyhickiekesasrinpyhanher ef ore has
ption shuffle center to be realized

I n-a conaEmPyatae ISEMaNSludenc GbYBIPhaEs SfarcyBie feisiad
anagomelEve DRERT COrAP Gk Py B sor TGR RIS L@ SPECIARPHAG osul (| not

oo ypt 1 BROBRAIRY Brd PRGBSl Sl Fyblido Bach AL Tont ¢ ver i ng
5 hion T efelit B Aot SEEAON 6 odte St el AR AR s
el bhes e e B rerypted date Chai have been encrypt ed

by a speci fi eda BRURAAG #&naPESEht BnRiYoE CwhbATAT BREHIe@RhtMNE R SUPPI i es
results of decrypting each Ttem of
: - received as input from the outside, transferring the encrypted data list to a
decryption shuffle center, and when a data list is returned from said
10  decryption shuffle center, supplying said data list as a decryption resulit
list; and

the decryption shuffle center for subjecting an encryhted data list

which haé been transferred from said shuffling management center to both
an order-switching process using public information and a partial

15 decryption process using a decryption key possessed by that decryption
shuffle center and r‘eturning the resulting data list to said shuffling

management center.

2. An anonymous decryption system which takes as input an
-encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of
5 en(irypted data without relation to order on the list; said anonymous
: d_ecryption system comprising:

a shuffling management center for accepting an encrypted data list
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5 encrypted data wthout relation to order on the list; said anonynous
decryption system conprising: a shuffling managenent center for, when an
encrypted data list is received as input fromthe outside, transferring
the encrypted data list to a decryption shuffle center, WoMINHER0R data
l[ist is returned fromsaid 10 decryption shuffle center, supplying said
data list as a decryption result [list; and the decryption shuffle center
for subj&en Wp autséde;ragmd ed data |ist which has been transferred from said
shuffling management center to both an order-sw tching process using
publ i c i nf or me PHHalitobdeenyptian sisiftle cepseisopaeht PO88ESSIBOILE @Wdecr ypti on
key possessed by that decryption shuffle center and returning the

resdi® i n‘ge%rapaonilgqy:to said shuffling managenent center. 2. An anonynous
decryption system which takes as input an :encrypted data |ist that

i ncl udes a pl WBPF&ID- of itenms of encrypted data that have been encrypted

PZ; e of ij2gﬁ%rﬁ%rﬁ?@f_'i@ﬁﬂn%ﬁ%@hfrﬁnqd%‘ﬁﬁ%ﬁeaépe&giaﬁa GPENBRRd A on 1o
chur 11 iR e Ko DN s BRSO a1 1k 27 12
August, 2005 Troimuie BE i, liing UHoRLbigR! ufieehdRhgR huiL] o centers

each possessing Its own ecrypti er el n: I ng

TBNJGe Meihat PENAS Feddidbd RIA sHid SRGBFHRL SHanAgEmeRiceRtd R béth s recei ved
to a first decryption shuffle center; _
order-switching process using corresponding public information and a
partial decryption process using a corresponding decryption key and then
returns resulting data list fo said shuffling management center;
said shuffling management center fransmits the data list that has
20 been returned from said first decryption shuffle center to a second
decryption shufile center; and

said shuffling management center supplies the data list that is

returned from a last decryption shuffle center as a decryption result list.

3. An anonymous decryption system which takes as input an
encrypted data list that includes a plurality of items.of encrypted data that
have been encrypted by a specified method and specified public
information and which supplies results of decrypting each item of

5 encrypted data in the encrypfe’d data list without relation to order on the
list; said anonymous decryption system comprising:

a shuffling management center, and a plurality of decryption
shuffie centers each possessing its own decryption key;

wherein:

10 . said shuffling management center comprises a construction that,
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said first decryption shuffle center subjects the encrypted data list 15
that it has received fromsaid shuffling nmanagenent center to both an
order-sw tching process using corresponding public information and a
partial decryption process using a correspondi ng decryptiftnadgest 26081 t hen
returns resulting data list to said shuffling nanagenent center; said

et ur ned WPDHICGNSPIEd deh b el Vi%ﬁh# AR R T o

shuf e g@ggeﬁgcr%@@gj GRS hE! L IBRATSHERe BEMA A RPkisg R e data Iist

that is ecry e cen er as a decryption

| t i .
cnor ypt &b ed esé'wgf@ 6 .ncﬁ‘*ﬁ?éé“%‘ i Poruitd REE S BT e R ot
that  hay A g\:pntr@d Pé‘lg?tl e ¢ ﬁ?érﬁﬁ%t?é‘%s‘i@ﬁ? d:@éis.ﬁgb' i c

|nformat|ona resutso decrypting each item

encHypt egridRtya tianstdre éﬁl@rdﬁﬂéQi%t tadtehadd BéeWrbﬂﬁHbdﬁ@'éiHb@fyﬁti@nor der on the
list; said anonynous decryption system conprising: a shuffling nanagenent

center, gtngfle ddmeﬁthétysﬁeﬂm?ymeﬁhg pribtiteaftenties geengitiqrosiseiei ng its
own decryption key; wherein: 10 said shuffling managenent center conprises

a const resnteothathaturn2gl daidAdatadist 26050 eherypded elfata fist;cand atheer] ast i s
received as input fromoutside, transfers said encrypted data list to the
decr ypt i datadialfi$ retureed dromithe decryplicn shuffloecentes shatyisgaisbini t y; when a
data list is returned froma decryption shuffle center other than the

decr ypt | IOCEREINY prierélyt sHPPHes sag}/data listapastacsyption resyi liskiand transfers
said data |list that has been returned to a decr t|on shuffl e center that
is ROxt in pr&asisehgaigdesyponshyffle ﬁé"tﬁs’érﬁ%’g e BuFgnsdruction

that subjects an encrypted data list that is t_ransferred in from said
shuffling management center to both an order-switching process using -
public information and a partial decryption process using a decryption key
possessed by that d‘ecryption shuffle center, and returns the data list

25 resulting from this processing to said shuffling management center.

4. The anonymous decryption syétem according to claim 1, 2, or 3,
wherein said decryption shuffle center comprises a construction for
reporting to said shuffling management center certification that the order-
switching process has been carried out correctly and that the partial

5 decryption process has been carried out correctly.

* 5. The anonymous decryption system according to claim 1, 2, of 3,
wherein said decryption shuffle .center comprises a construction for |
attaching, to éaid data Iisf that results from processing, certification that

-fhe order-switching process has been carried out correctly and the partial

5 decryption process has been carried out correctly, and reporting to said
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center that returned said data list as an encrypted data list; and when a
data list is returned fromthe decryption shuffle center that is last in
processing priority, supplies said data |ist as a decryption. result list;
and 20. each of said decryption shuffle centers conpri sesiaA@osstoosicti on
that subjects an encrypted data list that is transferred in fromsaid
shuffling managenent center to both an order-sw tching process using

publ i ¢ i shulfling Managemeanpeaenieal decryption process using a decryption key
possessed by that decryption shuffle center, and returns. the data list 25
resulting fromthis processing to said shuffling nmanagenment center. 4. The
anonynous decryption systemaccording to claim1, 2, or 3, wherein said

" decryption shuff Thecanerymeyaslaciyption sysier asepthingde claigpdratithg to said
shuffli n‘% managenent center certification that the order- sw tching process
has beenWBEFeiNsHAIG Fhublingdsanagament centeheomariepaIa coRIYFYIHIBIP pr ocess has

been carried. out, correctly. 5. The aponynpus decryption system according to
ol ai m 1, VONVRG that agrlfigaiion Desraimed BY AP QNHon SHUENE PIIRSSr | ses a
construction for attaching, to said data list that results from :

pr oc_essiﬁ%r,re‘c‘iterti fication that the order-sw tching process has been

carried out correctly and the partial 5 decryption process has been carried
out correctly, and reporting to said 29 12 August 2005 shuffling managenent

ter. 6. Th i On; Ny WY 5,
cent er .ﬁpﬁ@’%ﬁb‘%ﬂ%&y&&drﬁ?&n&ﬂ %&ﬂ?g@n%%%%ﬁg tb Cbl&lbfhrﬂr.“s,or

wherein said s I N nagement-cente rises d construction for

verifyi nghbRdh <4 téhftﬁﬂiﬁg;' ﬁﬁnﬁ?éﬁ%ﬁf%n‘% éon‘ﬁx??i%lé@,td eonsthuétidrgenter is

~correct. 7. The anonynou$ decryption systemaccording to claim4 or 5,

.- wherei n sRédverftind tma é@)ﬂﬁ@ﬁ%ﬁtpe?ﬁﬂh%d BY FPdésgptianaMgtlé wehtémisf or,
correct, transferring a data list that has been returned from said decryption |

5 shuffle center to a decryption shuffle center having next processing priority

as an encrypted data list.

8. The anonymdus decryption system according to claim 4, 5, 6, or
7, wherein said shuffling management center comprises a construction for
adding to said decryption resuit list certification that has been reported

“from all decryption shuffle centers and supplying a result as output.

9. The anonymous decryption system according to claim 1, 2, or 3,
wherein said shuffling management center and said decryption shuffle
center comprise constructions for carrying out authentication of a sender

- during communication.
10. The anonymous decryption system according to claim 1, 2, or

3, wherein said shuffiing management center and said decryption shuffle

center comprise constructions for adding io communication data a digital
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after verifying that certification perfornmed by a decryption shuffle center
I's correct, transferring a data |ist that has been returned from said
decryption shuffle center to a decryption shuffle center having next
processing priority as an encrypted data |list. 8. The anappoguss2a@scr ypti on
system according to claim4, 5 6, or 7, wherein said shuffling nmanagenent
center copprises a construction for adding to said decryption result |ist
certifi cAldnaiuienat afeanamaiesionepericed fromall decryption shuffle centers
and supplying a result as output. 9. The anonynous decryption system
according to claim1l1, 2, or 3, wherein said shuffling managenent center

and said decrypti shuffle center conprise constructions, for .carrying out
aut henti cat i on?i)f ng'eséﬂﬂaymoﬁﬁr SRIYRHARSHPteLm @sROrding terdaigh dnadiis

decrypti i‘éﬁtem according to claiml1, 2, or 3, wherein said shuffling

n m
managene t WEEREEY  and sai d decryption shuffle center conprise

conety et o1 B8 e SRTALSE Eh B Lk PO eyt 20
accor o o WRAGATY Pobvart gl RioIST I pybRBILA SRATREIARE | o B 0oess! o

encr ygt egeg@;pqiolpi Ry 1 hre ﬁ&%&ﬁg%gﬁ}l #ﬁ%@ﬁgaﬁtsh%rfﬁ? Q;%@?ﬁ-}és ed by

decryption shuffle centers; "sal nagenen I conprises a

construction fedid shffihSiathageridnt CihiBRBBARITRRS £8BhSIrutligR$6Er S to a
decryption shuffle center an“encrypted data |ist that corresponds to a

Do | TRES A Tg edageetn ehie g asepILn SUTe |2
‘returnedcémtmmaan encrypted data list that corresponds to a particular session ID,
and when said shuffling management center transfers a data list to which
10 a particular session ID is added and that haé been returned from a
decryption shuffle center to another decryption shuffle center as an
encrypied data list, adding said particulaf session iD to said encrypted
data list and transmitting a resulting data list to the decryption shuffle
center; and | |
15 said decryption shuffle center comprises a construction for, when
an encrypted data list to which a particular session ID has been added is
-transferred in from said shuffling management center, darrying out an
order-switching process using public information to which said particular
session ID has been addéd, carrying out a partial decryption using a
20 decryption key to which said particular ID has been added, adding said

particular session ID to a resulting data list, and returning said data list to

said shuffling management center.

12. The anonymous decryption system according to claim 1, 2, or

3, wherein:
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decryption shuffle center to another decryption shuffle center as an
encrypted data list, adding said particular session IDto said encrypted
data list and transmtting a resulting data list to the decryption shuffle
center; and 15 said decryption shuffle center conprises atzAumgbtragosi on for,
when an encrypted data list to which a particular session |ID has been
added is transferred in fromsaid shuffling managenent center, carrying
out an or der -saifitshhifiliggimaenagemesit egntertdroprisé® anearisrudtionddrch sai d-
particular session |ID has been added, carrying out a partial decryption

- using a wheaetsopuiiyrparamater ihregeived aspaptl, generatimg kasmeampubliced,

adding said particular session IDto a resulting data |ist, and returning
sai d Xat l@fwr@@ﬂ% baggf s seidi e itnRRERERer n@élﬁsﬂeg alhgecrygéicAnony mous
decryption system acc rd| ng toclaimil, 2, or wherein: 31 12 August
2005 sai WHBrGENRE raé%pemreewbéfsénf&rera%mmdwheﬂor when a

nfor :nétyﬁ)@ 5%?%%%5%%%&?@3'@ faip ipil \AgVbtie SRoHf oF errRbaln DSE'C'&%; on
oubl i o KSR B Bahuif St TPTRAA IR oR oo HlFI e B botn
322?§S§ oA phHAE YERR AR BUBRERRA PSRRI BT R NCEREE | et s

¥ d ganedét eggsal ngﬁc%%%wrpﬁ?ﬁ%{ﬁd% e8hitn SR BcPUP! i C

|nfornat|on ecryption s e center conp |ses a construction
for gengfeimha@or® an! i ¢ key and a decryption key based on common public
[ nf ormation that is reported fromsaid shuffling managenent center and

said decryption shuffle center comprises a construction for
generating a public key and a decryption key based on common public
information that is reported from said shuffling management center and

15 returning said generated public key to said shuffling management center.

13. The anonymous decryption system ‘acco,rding to claim 12,
wherein said decryptlon shuffle center comprises a construction for, when
returning a public key to said shuffling management center, adding
certification that said public key has been correctly generated and

5 returning said public key to said shuffling management center.

14. The anonymous decryption system according o ciaim 13,.
wherein said shuffling management center comprises a construction for

verifying that a certificate that has been added to a public key is correct.
15. The anonymous decryption system according to claim 13 or 14,

wherein said shuffling management center comprises a construction for

publishing a public key and a certificate that has been added to said public
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15 returning said generated public key to said shuffling nmanagenment center.
3. The anonynous decryption systenlaccordlng to claim12, wherein said
decryption shuffle center conprises a construction for, when returning a

public key to said shuffling managenent center, adding ctAigusi280% on that

said public key has been correctly generated and 5 returning said public
key to said shuffling managenent center. 14. The anonynous decryption
syst em a&eyprtageiher ovith pithlid ;hformhtioni n. sai d shuffling managenent center
conprises a construction for verifying that a certificate that has been
added to a public key is correct. 15. The anonynous decryption system
according to claim13 or 14, wherein said shuffling management center
conprises a coh8tr thaannmpuspmﬂrvgm@ngyatem@cc@rckeg tardiaiar d@stificate
t hat has en, added .to_said public 32 12 August 2005 key toget her with
pubI ic im?&f%t%ﬁ shigf mﬁﬁ@ﬁ&ﬁ@ﬁmﬁiwe@éerr%d.w §|?§fmﬂ0éb%@+‘cﬂﬁng to claim
wher ei }[}% said shuffl ‘na rmna?ement center zhcgﬁsalﬁ t| on shuffle
. center c6fP rs@"&%ﬂ%‘? FRRsirBRUEoRS forCarYINg P B e ﬁUF Rcation
- during ca 3%I on. 3357 The anonynous decryption system according to
claim 12, Wugéﬁ Ohuf f1 i ng managenent center and said decryption

- shuffle center conprise constructions for conferring a digital signature

of a sender to comunication data. 18. The anonynous decryption system

according o c{pl MrlanoliREEEUSA) Shahl L cRBARRE TR tiafipaber compr i ses

a construction 0 sal sess a sShuffling

mnagenewme@gntﬁ.dlsﬁ%ufﬂuhg mhﬁageme%rc%té.o ﬁ&%taté B%ygtm Sthurge e
center, a decryption shuffle 5 center T 1s con red to a decryption
shuffle _céﬁte@rcddiwﬂisé goh&Buctions for confernng a dlgltal signature of a sender

to communication data.

, 18. The anonymous decryption system eccording to claim 11,
wherein said shufﬂing management center comprises a construction for
adding, in addition to said session ID, a shuffling management center ID
that is conferred to that shuffling management center, a decryption shuffle

5 center ID that is conferred to a decryption shuffle center that is the
transmission destination, and a sighature of that shuffling management
-center when transferring an encrypted data list to a decryption shuffle

center.

19. The anonymous decryption sysiem according to claim 11,
wherein said decryption shuffle center comprises a construction for adding,
in addition to said session lD, a decryption shuffle center ID that is
conferred to that decryption shuffle center, a shuffling management center

5 IDthatis eonferred to said shuffling management center, and a signature

- of that decryption shuffle center when returning a data list to said shuffling
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transm ssion destination, and a signature of that shuffling nmanagenent
center when transferring an encrypted data list to a decryption shuffle
center. 19. The anonynous decryption systemaccording to claim11, wherein
sai d decryption shuffle center conprises a construction fmAadstizogs in
addition to said session ID, a decryption shuffle center Ib that is
conferred to that decryption shuffle center, a shuffling managenent center
| D that mnegehesnteckriter.sai d shuffling managenent center, and a signature
of that decryption shuffle center when returning a data list to said
shuffling 33 12 August 2005 managenent center. 20. The anonynous decryption
system according to claim 19, wherein said decryption shuffle center
conpri ses a cao?3t Mkt anonyrapuadibangptictaspsteen aictyrding tbalainha 9, _
order-switching process has been carried out correctly and data certifying
t hat t hewpgreingaidsteoyyptiom shufilecentescomprisas 8 ponstdiction fooadding y when
returni ng a data list to said shuffling mana%ement center. . 21. The
anonynoudatieeeiityingriihay e ardrrcowidehig oty ocpss Mag, beetheawied pHt or mat i on t hat
is supplied as output by said shuffling  nmanagenent center conprises: a
" shuffl i nﬁf’fﬁﬁﬁ@géﬁﬂrﬂatéé\%trafvlm@ﬂﬂ%fathei Ragtigh dechdtianopracessdaf PeeRg
mana%ement cent er

an encrypted data |i st at ha e received as i nput
r omtour Saiated o ¢rrEPofy Feh Eufing e dlleobotth A0 SOMBABG dar e | st b
sessi on { is conferred to said encrypted data list, all data that
have beeﬁ'%"ggghééﬁ ff‘?'rgﬁf‘all decryption shuffle centers, 10 and

- 21. The anonymous decryption system according to claim 8,
wherein information that is supplied as output by said shuffling
management center comprises:

a shurfﬂing management center [D that is conferred to that shuffling
- 5 management center‘, _ |

an encrypted data list that has been received as input from outside,

a decryption result list for that encrypted data list,

a session 1D that is conferred to said encrthed data list,

all data that have been returned from all decryption shuffle centers,
10 and

a signature of the shuffling management center.

22. The anonymous decryption system according to claim 12,
wherein said shuffling management center comprises a construction for,
‘when reporting common public infqrmati,on and security parameter to
decryption shuffle centers, adding:
5 a sh_uffiing management center ID that is conferred to that shuffling

management center;
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a signature of the shuffling managenent center. 22. The anonynous’
decryption system according to claim12, wherein said shuffling nmanagenent

| center conprises a construction for, when reporting conmon public _
informati on and security paraneter to decryption shuffle1zamguerzosaddi ng:
a shuffling managenent center ID that is conferred to that shuffling

| managenment center; 34 12 August 2005 decryption shuffle center IDs of all

~ decryption shutleeryptientsdrdile wentenpldg of ﬁilct&mymmﬁhufﬂmce@msmmu D, and 10
a signature of that shuffling managenent center. 23. The anonynobus
decrypt i BRMOU®d98BHBRTI ng to claim 12 or 13, wherein said decryption
shuffl e center  conprises_a construction for adding to information that is
returned to a %Q%Q’ﬂ'@ BafB9enent center: a shuffling management center ID

that,is conferred tq said. shuffl.in managenent center: the session ID a
decrvjpti on shu‘?fsl'%naﬁgﬁ‘?@ th rd.}uf%lH& BRICEHEff I e center: and a

signature of that decryption shuffle center. 24. The anonynous decryption
system according to claim 12, wherein the public information that said

chuf 11718 TsBeTRiL Ao UBH R, SBRL SR e e R
sessi on yHerein said decryption shuffle center comprises a construction for adding
to information that is returned to a shuffling management center:
a shuffling management center ID that is conferred to said shuffling
5 management center; | |
the session I1D;
‘a decryption shuffle center ID of that decryption shuffle center; and

- -a signature of that decryption shuffie center.

24. The anonymous decryption system according to claim 12,
wherein the public information that said shuffling management' center
publishes comprises:

a shuffling management center ID that is conferred to that shuffling

5 management center;
| the session ID;

a security parameter;

a public encryption key;

decryption shuffle center IDs of all decfyption shuffle centers; and

10 public keys that have been generated by all decryption shuffle

centers.

25. The anonymous decryption system according to claim 4, 5, 9,
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a security paraneter; a public encryption key; decryption shuffle center
I-Ds of all decryption shuffle centers; and 10 public keys that have been
- generated by all decryption shuffle centers. 25. The anonynous decryption
system according to claim4, 5, 9, 35 12 August 2005 or 18 Awgogr2eds
certification that is realized by a decryption shuffle center can be
verified by a third party. 26. The anonynous decryption system according to
cl ai m 1, op13pwhegeingrstificatienthatdsseplized hysh detrptianshufflecranteses a
construction for calculating a portion of data that are used in an

or der - sweB henenfiast B @ thirgk By nput of an encrypted data Iist, and when
- an encrypted data |list has 5 been received as input, carrying out the
order-swi tching process using the data that have been calculated in

d . 27. d ' ' claim5, wh '
a0 docrypt | oRE ST HDAROGS ARBT R SVe{om AGEAEURG IR VM ¢4 8Ll at i ng o
' f d_j ti £ tificati. data f
Cort 1 yi fo PRt g efudit Shitlly et comivan'e sonsUREUP Phout of ar
c an  CorTectbertore o
ener ot | ngcaidtid B porfit of 18 M CARLIRGS T R el Sl B BRER I ot 261
advance. peforoMip@ MR RIARCHIPILAR SYRE HRAF AR Alichgoed Ak Ry  cl i

1 to 27, conprising a vote managenent’ center provi

‘accem i NBe8AGEYSI/8d 'ééomu@,aéé}ryihgto&rtﬁescﬁ'ﬂbrfsﬁnﬁfﬂhﬁ?%Eréf&éﬁ l&siﬁgggg | g 0

encrypted vote data being vote data that have been crypted
data that have been calculated in advance.

27. The anonymous decryption system according to claim 5,
wherein said decryption shuffle center comprises a construction for
calculating a portion of data that are used in generation of certification
data for certifying that an order-switching process is correct before input of
5 an encrypted data list, and when an encrypted data list is received as input, ‘
generating said certification data using data that have been calculated in

advance.

28. An anonymous decryption system accarding td any one of
claims 1 to 27, comprising a vote management center which is provided
for: ‘

accepting encrypted vote data that are sent from each voter, said

5 encrypted vote data being vote data that have been encrypted based on
said public information;

from among the encrypted vote data, selecting legitimate encrypted
vote data of legitimate voters; and |

transmitting the selected encrypted vote data as an encrypted data
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said public information; from anong the encrypted vote data, selecting
Fegitimate encrypted vote data of legitimate voters; and transmtting the
sel ected encrypted vote data as an encrypted data 36 12 August 2005 10 |i st
to said shuffling managenent center. 29. The anonynobus detaMpiust@005yst em
according to claim28, wherein: each of said voters transmts to said vote
managenent center certification data for certifying that vote data have
beerd & or ligidol said shofffipgguanagement ¢enbere management center conprises a
construction for verifying certification data that have been transmtted
in fromeach voter. 30. An anonynous decryption system according to any one
of clains 1 to 27, conprising a bidding managenent center which is
provi ded for:2%cdbBanRNERGHS sicslylian S¥steas acenrding do slaim 28,0m each
‘bi dder an 5 in which bid values have been encrypted based on said public
i nf or mat ¥6RT€18e| ecting from anong the received encrypted bid val ues

and transmtting

| egi ti mat ted bid val f. legitimate bidders;

the sel ected crtst) gt sRchYQieUalaBSMILS hecMBrRanageingTl PEnaro sai d

huff i 31T t t di
o cl ai e ARl dta ISEGE ol oI Rera ea e 3 b daing

nmenagenegf, F){gdaranocert ification data for certifying that bid val ues have
been correctly ’encrypted; and

said vote management center comprises a construction for

verifying certification data that have been transmitted in from each voter.

30. An anonymous decryption system according to any one of
claims 1 to 27, comprising a bidding fnanagement center which is brovided
for:

‘accepting encrypted bid values that are sent from each bidder and

5 in which bid values have been encrypted based on said public information;
selecting f'rom among the received encrypted bid values legitimate
encrypted bid values of legitimate bidders; and

transmitting the selected encrypted bid values as an encrypted

data list to said shuffling management centér.

31. The anonymous decryption system according to claim 30,
wherein: . | |
| each of said bidders transmits to said bidding managemént center
certification data for certifying that bid values have been correctly
5 encrypted; and
| said bidding management center comprises a construction for

‘ verifying certificatiqn data that have been sent in from each bidder.
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sai d bi ddi ng managenent center conprises a construction for verifying
certification data that have been sent in fromeach bidder. 37 12 August
2005 32. An anonynous decryption system according to any one of clains 1
to 27, conprising a receiving center which is provided fof2Adgeseious ng
éncrypted survey responses that are sent in fromeach survey respondent
and in which survey responses have been encrypted 5 based on said public

i nformation; s8Redin agohymeusreogypiien systeinvadcerdingfoehysomeef r esponses

l egitimate encrypted survey responses of legitimte survey respondents; and
transm tma«\@Sth{o 2é| eemgdiseng Ry prewingicontervekigbris ggovidedrfor:10 encrypt ed
data list to said shuffling managenment center. 33. The anonynous decryption
syst em accor di fRFei\dng|eNciyBied suiMey sespenses at\esrg sesddodoshtendy ansnit to
said receiving center certification data for certifzi ng that survey

r espons eSURRYSE588RAEBE ABE N Whigh SHEYShFesPONS®s RavaibpeRangryRiedent er

conprises _a construction for verifying certification data that are sent
from%aoﬁa%a@&/s@’gs‘ﬂ{;ﬂ@e'ﬁf‘?mﬁ!omn anonymous decryption nethod which takes
' it i tenms of

" data | hat i ncl ud | ur al f
encrypted- dat coRRAINS VG Beehd e BT oot vy rhtediePand

Cem of - DAL enbHEA Y T olREE BRI AR Y rRaBbndBR D) "0 *°°"

anonynougndqdecryption nmethod conprising steps wherein: a shuffling
managenent center, having received as input an

transmitting the selected encrypted survey responses as an

b0 en_crypted data list to said shuffling management center.

33. The anonymous decryption system according to claim 32,
~ wherein |
said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly
5 encrypted; and
said receiving center comprises a construction for verifying

certification data that are sent from each survey respondent.

- 34. An anonymous decryption method which takes as input an
- encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and spécified public.
information and which supplies results of decrypting each item of
5 encrypted data without relation to order on the list; said anonymous
decryption method comprising steps wherein:
a shuffling management center, having received as input an

encrypted data list from outside, transmits said encrypted data list to a
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encrypted data list fromoutside, transmts said encrypted data list to a
38 12 August 2005 decryption shuffle center; 10 said decryption shuffle
center subjects the encrypted data list that has been transmtted in from
sai d shuffling managenent center to an order-sw tching ptpaesast 2086ng
public information and a partial decryption process using a decryption key
that that decryption shuffle center possesses and returns a resulting data
list to dgcaymsivifshyfilg camtagenent 15 center; and sai d shuffling managenent
center, when a data |list has been returned fromsaid decryption shuffle
cent &9, suppl i 88idsdeqryptien shiuifle genter stdiegist thereneypted data listthat An
anonynnu% dzg;%Ption met hod whi ch takes as input an encrypted data |i st

t hat.” i nch@g prOPAIteq infrom said shukling yiieagement caater taae been
encrypt ed a specified nethod and specified public infaormation and which
Supp | es OF e wRBTROABES RS R RUANS Taley wTianGARg ShariakdranvitoRour
relation_to order. on the |ist;

o Sajd . d i hod - i si
Cteps whBrgeds Soiod eFn e AL o Shife GRERc  ypt cd Gata

list that e I Lved fr oF | 0 fig sk, decryntion shuffle
_center; g,glsg Slérésgﬁ%égﬁ%%{%orne%@mé)ﬁé%g% Lq, S%ﬁib?%@fslénq ﬁ@rg’rgceﬁl@%ﬁted dat a
listys 1005ﬂ?ér‘ Bag Peen received from said shuff | i ng nanagenent center to
both an order:sw tching process using corresponding public information and

a_partial dectypldRimgRmRgéridit CorBrIWABRRIAG Raciadbbe key and

returns a resulting data l'ist to said shuffling managenent center; said

shuf f1 i ngetipmed eioRm sakPab ey ptivANsHftie dditedapplicstsdildathidst ads been
returned fromsaid first decryption shuffle center to a second

decryption result list.

35. An anonymous decryption method which takes as input an
encrypted data list that includes a plurality of items of encrypted data that
have been encrypted by a specified method and -specified public
information and which supplies results of decrypting each item of

5 encrypied data without relation to order oh the list; said anonymous
decryption method comprising steps wherein:-

a shuffling management center transfers an encrypted data list that
has been received from outside to a first décryption shuffle center;

said first decryption shuffle center subjects the encrypted data list

10  that has been received from said shuffling management center to bdth an
order-switching process using corresponding public information and a
partial decryption process using a corresponding decryption key and |
returns a resulting data list {o said shuffling management center,

| said shuffling management center transmits the data list that has
15  been returned from said firsf decryption shuffle center to a second

decryption shuffle center; and
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decryption shuffle center; and 39 12 August 2005 said shuffli ng nmanagenent

center supplies a data |list that has been returned froma |ast decryption
shuffl e center as a decryption result 36. An anonynous decryption nethod
which takes as input an encrypted data |list that includes2augakipoasity of
[tens of encrypted data that have been encrypted by a specified nethod and
specified public information and which supplies results of decrypting each
item of 5 encr3gitshudBing managemand ogptedsupplies asatqilishéhat has ation to
order on the 10 list; said anonynous decryption nethod conprising steps
wher ei n: bean satrped fepmentagt siestyriion shuffigacenigr Bscaidesayriion MRt an
encrypted data list fromoutside, transfers said encrypted data list to a
decrypti'(bﬂ-shuffle center that is first in processing priority; each of

- said decryption shuffle centers subjects the encrypted data |ist that has

been transferred fromsaid shuffling managenment center to both an
order-sw tchi

pr ocess Usi g -Sé\iféﬁﬁmﬁﬁfﬁgﬁéjcﬁ'gét%_ﬁ{ié*h@??@ﬁ@h&%ﬂsﬁa”ﬁnﬁu?%@ﬁ? o/
cent o ok b Rl é@f‘ﬂg?% Al dOns ekl FRE"Lem or
or 1 or i 1y 120 BEEREY bR 64 iR iEtioePand Spepiled BuBACENS st that

has DecintemhifaIf drdsyRRNARIIRSGARL T dddrybling slefrivglan shuffle cent er

that is 20 next in processi priority after”the decryption shuffle center
that g etgh te dinth Hatie bhotyptéddath #ist dvithalud rélation 19 dilediethd rom t he

decryption shuffle center that is last in processing priority, supplies
sai d datistt sald asoaymous decryption method comprising steps wherein:
a shuffling management center, having received as input an
encrypted data list from outside, transfers said encrypted data list to a
decryption shuffle center that is first in processing priority;

10 each of said decryption shuffle centers subjects the encrypted data
list that has been transferred from said shuffling management center to
both an order-switching process using public informatidn and a partial
decryption process using a decryption key that that decryption shuffle
center possesses and returns resulting data list to said shuffling

15 management center; and _

when a data list is returned from a decryption shuffle center other
than a decryption shufile center that is last in processing priority, said
shuffling management center transfers said data list that has been
returned as an encrypted data list to a decryption shuffle center that is
20 nexf in proceésing priority after the decryptioh shufﬂe.center that returned
sald data list; and when a data list is returned from the ‘decryption shuffle
center that is last in processing priority, sup_piies said data list as a

decryption resuli list.
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decryption result list. 40 12 August 2005 37. The anonynous decryption

nmet hod according to claim34, 35, or 36, wherein said decryption shuffle
centers report to said shuffling nanagenent center certification that the
order-sw tching process has been carried out correctly at@lAddasit200he
~partial decryption process has been 5 carried out correctly. 38. The
anonynous decryption nmethod according to claim34, 35  or 36, wherein said
~decryption sh¥7.| #heeariemanats daebrygaion mietlhdd accoldingtitbelaion 34 38w t chi ng
process has been carried out correctly and the partial decryption process
‘has beenorcdBy wharejntsaid descyption shuifla cenfararépat $o shid shubfiogt from

- processing and report to said shuffling managenent center. 39. The
anonynoudagegeymntaenier pedifigationdhaytheotdet-switchiog pragesathasdieesai d
shuffling managenent center verifies that certification carried out by a
~decr ypt i GHTieRS Y] coreesifieand dhabthecpartial degryptinn Brnessdas Beenypti on met hod
according to claim37 or 38, wherein said shuffling nanagenent center,

af t eP veSaigd et epireettification carried out by a decryption shuffle
center is correct, transmts a data |ist that has been returned fromsaid
decryption shuffle center as an 5 encrypted data list to a decryption

| ZEEE :yioie on et TRecdlAouS BrRHiR il bl ding 4 gl 8 BT S d
From al 120, HEMER'sofE By Al PERER L EEMsts BRRRA Lerl BT TR, LGP ©
suppl i e%l’ﬂ%‘r%yﬂﬁﬁﬁﬂ@b‘r@@eéseﬁ% behStarfiedBttiBrredtly 3dAHE pakrtiaP0d

decryption process has been carried out correctly to said data lists that

5 result from processing and report to said shuffling management center.

39. The anonymous decryption method according to claim 37 or
38, wherein said shLufﬂ_ing management center verifies that certification

~ carried out by a decryption shuffle center is correct.

_ 40. The anonymous decryption method according to claim 37 or
38, wherein said shuffling manageme-nt 'center, after verifying that
certification carried out by a decryption shuffle center is correct, transmits
a data list that has been returned from said decryption shuffle center-as an

5 encrypted data list to a decryption shuffle center that is-next in processing

| priority.

41. The anonymous decryption method according to claim 37, 38,
39, or 40, wherein said shuffling management center attaches certification
that has been reported from all decryption shuffle centers to a decryption |

~ result list and supplies said decryption result list as output.

e




42. The anonynous decryption nmethod according to claim34, 35, or 36,
wherein said shuffling managenent center and said decryption shuffle
centers carry out sender authentication during conmunication. 43. The
anonynous decryption nmethod according to claim34, 35, o128@ustdoesei n said
Shuffling managenent center and said decryption shuffle centers confer a
digital signatures of a transm ssion source to conmunication data. 44. The
anonynous decr4®t ildi¢ #BeRYBOHE stecaypiipn methadm@erdivg, to ¢grig@4, @er ei n: for
t he sane object of processing, a common session IDis added to nutually

r el evant CpdBi wherairosdtshwillinghappaoememdcentesaad said degbartion i on keys

t hat ar eﬁﬁoﬁfessed by decrlﬁptio shuffle centers; said shuff|ing managenent
center, gille cemiere carmyPEs witbantieation dugpgigpmmigicatidfonds to a
particular session IDto a decryption shuffle center, and when
transferring a data list to which a particular session ID has been added

decrypti on shubdi ?@Zﬁpéﬁ@gﬁgd@%{ef@ﬁriﬁ*%ﬁﬁfgff'rqeca‘ig%ﬁfbs&égﬁ334?%??Em o
dara 11 spreE SRR b Bnrbe b iEl gh IR0 BeRritfn, o crr 1 e
centers, s@ﬁﬁlsé ?érgtﬁegbﬁﬂf | ﬁi”g#if’ial sigtathfes ﬁ@éﬁ%ﬁrﬂ@sﬁdﬁ%&(céﬁss' on | D has

~ been adde _ erre romSaid - 1 I Nng nmanagenent center,
carries ggmminieatl8h-datgt chi ng process using public information to which-
said particular session | D has been added, <carries out a partial
decryption using a decryption key to which said particular |ID has been
added, adds said particular session IDto a resulting 42 12 August 2005
~data |ist, and44etflirenansaymodatdedryption method sdudirflingn® caim@EE, center.

or 36, wherein:
for the same object of proceséing, a common session ID is added
to mutually relevant public information, encrypted data lists, and
5 decryption keys fha’t are possessed by decryption shuffle centers;
said shuffling management center, when transferring an encrypted
data list that corresponds to a particular session ID to a decryptioh_ shuffle
center, and when transferring a data list to which a particular session 1D
has been added that has been returned from a decryption shuffle center to
10 another.decryptién shuffie center as a encrypted data list, adds said
| partiéuiar session ID to said encrypted data list and then transfers the
encrypted data list to said decryption shuffle center; and
said decryption shuffle centers, when an encrypted data list to
which a particular session ID has been added is transferred in from said
15 shuffling management center, carries out an order-switching process using
public information to which said particular session ID has heen added,
carries out a partial decryption using a decryption key to which said

particular 1D has been added, adds said particular session 1D to a resulting
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45. The anonynous decryption nmethod according to claim 34, 35, or 36,
wherein said shuffling managenent center, when a security paraneter is
received as input, generates conmmon public information based on said 5

- security paraneters and notifies all decryption shuffle cehfegst25sai d

- produced comon public information; said all decryption shuffle centers
generate public keys and decryption. keys based on the common public

i nf or mat e liaktandratypu said datadiatdaisaid shaflling gnanageysephceotatt er and
return said generated public 10 keys to said shuffling managenent center;
and said shuffling managenent center, when public keys are returned from
all of said decryption shuffle centers, both generates public encryption

keys based on ffie Hibenenkmpdisidesryptipn snebgdperarding ibeainniti3% centers
blic information that includes said 15 generated public

oot AR ol o g« T o s, T s |
centers, ‘when f@%ﬁ%ﬁ&%ﬂ%ﬂa@j{g@@tﬁ%&i WS redi AIRER, comer,
then et (76O 280 3B, IRt SRR ol oY bRt T el BEAL AR Sl o 4
ahuf 111 nCodnty BataRbieR o et & dachbildh St dohterdBEEEId S hlbi i <

keys is ppsd@cdd Cé%rﬁﬁﬂwb}féqﬁﬁr%tiome anonynous decryption nethod

according to claim46 o ereln said shuffling nanagenent center

publ i shes publ sgidgly dedRhtioteshufflecadriterns joabrdiapubtierkeyddaddto the public
keys together with publi’c i nformation.
- decryption keys based on the common public information that is reported
from said shuffling management center and return said generated public
10  keys to said shuffling management center; and
said shuffling management center, when public keys are returned
from all of said decryption shuffle centers, both generates public
| encrypt_ion keys based on the public keys from ali of said decryption

shuffie centers and publishes public information that includes said

15 generated public encryption keys and said common public information.

48. The anonymous decryption method according to claim 45,
wherein said decryption shuffle centers, when returning public keys to said
. shuffling management center, add certification that said public keys have
been generated correctly and then return said public keys to said shufﬂihg

5 management center.

47. The anonymous decryption method according to claim 46,
wherein said shuffling managem,ent center verifiés that certif'ication added

to public keys is correct.



49. The anonynous decryption nmethod according to claim45, wherein said
shuffling managenment center and said decryption shuffle centers perform
-sender aut hentication during comunication. 50. The anonynous decryption
met hod according to claim45, wherein said shuffling mantamestt208®nt er and
sai d decryption shuffle centers add a digital signature of a transm ssion
source to comruni cation data. 51. The anonynous decryption nethod

accordi ng to ci&i ifhédanomwineoes decwdion metbodaccayling terbaippédrdat a | i st
to a decryption shuffle center, said shuffling managenent center adds, in
addi t i ord7 owbarelnseid isboffling management ggnal iabes peblicfeyandat i s
conferred to that shuffling 5 managenent center, a decr ptlon shuffle

cent er - | geitifigatips thahhaﬁsb@@nt@dcﬂ% H@%pybllcdfﬁygﬁggﬂf@rd@m publigat is a
transfer destination, and a signature of that shuffling managenment center.
52. The BRI decr yption nethod according to claima44, wherein: when
returning data lists to said shuffling nanagenent center, said decryption
shuffle centers adds, in addition to said session ID, a decryption shuffle

center 10 Uhatyd S LabifHoe d) tet@%@é@ﬁ%@%‘@%ai&ﬁ 53505 st
f 53. -
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 decrypt | B BEHBrERb Rler ARNTER H&H'dﬂﬂur% é’c?rhﬁ}drhéé @, said shuffling

managerren cen SO a rei |cat|on or certifying that the
order-swi tching process has been carried out correctly and 5 certification
_data for certifying that the partial decryption process has been

50. The anonymous decryption method according to claim 45,
wherein said shuffling management center and said decryption shuffle
centers add a digital signature of a transmission source to communication

data.

51. The anonymous decryption method according to claim 44,
wherein: when transferring an encrypted data list to a decryption shuffle
center, said shuffling management center adds, in addition to said session

ID, a shuffling management center 1D that is conferred to that shuffling
5 management center, a decryption shu'ffle center ID that is conferred to the
decryption shuffle center that is a transfer destination, and a sfg‘nature of

that shuffling management center.

52. The anonymous decryption method according to claim 44,
wherein: when returning data lists to said shuffling management center,
said decryption shufﬂe centers adds, in addition to said session ID, a
decryption shuffle center Eb that is conferred to that decryption shuifle

5 cé_nter, a shuffling management center ID that is conferred to said
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carried out correctly. 54. The anonynous decryption nethod according to
claim41l, wherein the information that is supplied by said shuffling
managenment center conprises: a shuffling managenent center ID that is
conferred to that shuffling 5 managenent center, an encr ypheghsd®oa |i st

-t hat has been received as input fromoutside, decryption results for said
encrypted data list, a session IDthat is conferred to said encrypted.-data

i st, alémﬁﬁfrfqﬁ#awagf@ﬁ;{ etbaﬁﬂ?]f,eédaa AR df thdegeypieR sHuHig! e centers,

10 and a signature | 1 ng mahagenent center. ' 55. An anonynous
decrypt igghtget hod according to claim45, wherein said shuffling managenent
center, when reporting common public information and a security paraneter
to decryption shuffle centers, adds: a shuffling managenent center 1D that
is conferred to that shuffling 5 managenent center; 45 12 August 2005
decrypti on shd.| Theemimtynhduotieahyptibecmeihodacsbedifydoadaites2, t hat
perform decryption.; a session ID; and a signature of the shuffling
‘manageneshersint gaid dacryptien ahoffjercestate sihept iedurning lrodateckstrtdisaidt o cl ai m
45 or 46, wherein a decryption shuffle center adds to information that is
r et ur necsshuffinghmasiagemenigcentangglre mddseerréification idata fongerdyiagenent center
IDthat is conferred to said shuffling 5 nmanagenent center;
that the order-switching process has been carried out correctly and
5 certification data for certifying that the partial decryption process has been

carried out correctly.

54. The anonymous decryption method according to claim 41,
wherein the information that is supplied by said shuffling management
center comprises: |

a shuffling ménagement center ID that is conferred to that shuffling

5 management center,

an encrypted data list that has béen received as input from outside,

decryption results for said encrypted data list, |

a session ID that is conferred to said encrypted data list,

all data that have been returned from all decryption shuffle centers,

10 and

a signature of the shuffling management center.

55. An anonymous de_cryption method according to claim 45,
wherein said shuff!ing management center, when reporting common public
information and a security parameter to decryption shuffle centers, adds:

a shufﬂing management center 1D that is conferred to that shuffling

5 management center;
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a session I D, a decryption shuffle center 1D of that decryption shuffle
center; and a signature of that decryption shuffle center. 57. The
anonynous decryption nethod according to claim45, wherein the public
information that said shuffling nmanagenent center publish2dugshiObses: a
shuffling managenent center ID that is conferred to that shuffling 5 .
managenent center; a session ID, a security paraneter; a public encryption
key; decrypti efecsiptidh ehaffty eentePdDsfofall ddenypjiphishufiewientersctbat er s; and
10 public keys that have been generated by all decryption shuffle centers.
58. The parfowymoiesrg®onypti on net hod according to claim 37, 38, 46 12 August
2005 42, or 46, wherein certification perfornmed by a decryption shuffle
.center can be gsessibhd®;f@pda third party. 59. The anonynous decryption

met hod according to claim34, 35, or 36, wherein said decryption shuffle
center cal cul & signatyis of the shulfiingmanageraeet €GN  n an order-swi t ching
process before input of an encrypted data |list, and when an encrypted data
i st has been received as input, 5 carries out the order-sw tching process

using the data that have been calcy|ated,jn,advange. .60, The.anonynous
decryption rret%dThgc%ﬂ%ﬁWﬁoF% d@pg)mﬂojg[nethﬂgﬁ&CHF@QQJO&é@WgPicHn shuffle

Conter. A BhBR A BB S PR Fou LBy RRP e
to the shuffling management center: '
a shuffling management center ID that is conferred to said shuffling
5 management center;
a session I1D;
a decryption shuffle center ID of that decryption shuffle center; and

a signature of that decryption shuffle center. |

57. The anonymous decryption method according to claim 45,
wherein the public information that said shuffling management center
- publishes comprises:
a shuffling management center ID that is conferred to that éhufﬂing
5 management center;
a session ID;
a security parameter;
a public encryption key;
decryption shuffle center IDs of ali decryption shuffle centers; and
.10 public keys that have been generated by all decryption shuffle

centers.

58. The anonymous decryption method according to claim 37, 38,
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process is correct before input of an encrypted data |ist, and when an
encrypted data list is received as input, generates said certification data
usi ng data that have been cal cul ated i n advance. 61. The anonynopus

~ decryption nethod according to any one of <clains 34 to 60 Auguetr280% a vote
managenent center: accepts encrypted vote data that are sent from each
voter, said encrypted vote data being vote data that have been encrypted

based on425osa6dwhebbinccartifioation perforaridely & degyptiontshusiie cppted vot e dat a
of legitimate voters from anong the encrypted vote data; and transmts the

sel ect edcambeywarified by a thitdpadyan encrypted data list to said shuffling
managenent center. 47 12 August 2005 62. The anonynous decryption nethod
according to claim6l, wherein: each of said voters transmts to said vote
managenent center certification data for certifying that vote data have
been correct | y59.edteyprenymand degirgplian smethad gaeendingeiot dain &4, @%s
certification data that have been transmtted in fromeach voter. 63. The
“anonymou@r 38cwhgt eigrsaididasdyriéen sBufle eentaicaleidatas aqoling of4lata 60,
wherein a bi ddi ng managenent center: accepts encrypted bid valyes that are
sent frofadAER Yseguiey an iderswitahing %‘i%%ﬁlt&fg%ﬁﬁﬁ‘tﬂﬂ&n EHE?%?‘id based on .
said public i.nformatjon; selects, from.anong, these recejved encrypted bid
val ues 1951 it ABOOMESY A BRI HaES I of e fepniRCE A E TP Wand t ransmi t s
t hes% Se(':aer?lle%do&nt%reyg}d%?-s%igch\fr% ']’3?80358 agin%nﬁ@/@ét%dthat have been

calculated in advance.

60. The anonymous decryption method according to claim 38,
wherein said decryption shuffle center calculates a portion of data that are
used in generating certification data for certifying that an order-switching
process is correct béfore input of an encrypted data list, and when én

‘5 encrypted .data list is received as input, generates said certification data

using data that have been calculated in advance.

61. The anonymous decryption method according to any one of
: cléims 34 to 60, wherein a vote management center:

accepts encrypted vote data that are sent from each voter, said

encrypted vote data being vote data that have been encrypted based on
5 said public information;

selects legitimate encrypted vote data of legitimate voters from
ambng the encrypted vote data; and

transmits the selected encrypted vote data as an encrypted data

list to said shuffling management center.
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. data list to said shuffling nmanagenent center. 64. The anonynous decryption
- method according to claim®63, wherein: each of said bidders transmits to
'sai d bi ddi ng managenent center certification data for certifying that bid
val ues have been correctly encrypted; and said biddi ng neEhageste0s cent er
"wverifies certification data that have been sent in fromeach bidder. 65.
The anonynous decryption nmethod according to any one of <clains 34 to 60,

wherein a recgyi THe G HEmods dbaritibsinclRO® aceerlingIoaiiginy Byed survey
responses that are sent i'n fromeach survey respondent and in which survey

responseghémyg: been encrypted 5 based on said public information; selects
from anong the received encrypted survey responses |egitimate encrypted
survey responseghodf s&idivoterd ransmiytor ssidodenhanagement cantani ts t he

sel ected encrypted survey responses as an 10 encrypted data list to said
shuf f | i nepriificatieneata femcentifyi6§.thah vateodgteohave beeyptoroactiyet hod accor di ng
to claim65, wherein said survey respondents transmt to said receiving
cent &r eywnryptad;atricon data for certifying that survey responses have been
correctly 5 encrypted; and said receiving center verifies certification
dat a that ar e s@tvoie managersashcenierMerifiesmaitiinatios datathaldeadn for, of a
conputer for a shuffl i_n(% managenent :

been transmitted in from each voter.

63. The anonymous decryption method according to any one of
claims 34 to 60, wherein a bidding management center:
accepts encrypted bid values that are sent from each bidder and in
which bid values have been encrypted based on said public information;
5 selects from among these received encrypted bid values legitimate
encrypted bid valueé of legitimate bidders; and
transmits these selected encrypted bid values as an encrypted

data list to said shuffling management center.

64. The anonymous decryption method according to claim 63,
wherein:
each of said bidders transmits to said bidding management center
certification data for certifying that bid values have been correctly
5 encrypted; and |
" said bidding management center verifies certification data that

have been sent in from each bidder.

65. The anohymous decryption method according to any one of

claims 34 to 60, wherein a receiving center:
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center and a conputer for a decryption shuffle center that constitute an
anonynous decryption systemthat takes as input an encrypted data |i st

that includes a plurality of itens of encrypted data that have been 5
encrypted by a specified method and specified public infotdhudusiiZ08hd t hat
supplies results of decrypting each item of encrypted data w thout rel ation
to order on the list, causing said conputer for the shuffling nanagenent

center to execrudceingoensypiedsurvdieresponeesrtinpt ate dahtir frain eachecei ved as
i nput fromoutside, 10 transferring said encrypted data |list to the

conput er shomeytiespdadenptndrin4éhitR shugens testidtiseshbhfé beeardrasryptnd when a
data list is returned fromsaid conputer for a decryption shuffle center,
supplyi nhased dndsaid puldic iaforanatésm;ypti on result list; and causing said
conputer for the decryption shuffle center to execute 15 processes of:

subj ecting an sglectspireth daond thet radeiited encrypied sureey fesporssisd conput er
for the shuffling management center to both an order-swi tching process

usi ng pul@gittmpig enERMTEH savde reepansas eklegithnatm syivsyeresposidests
decryption key that is possessed by that conputer for the decryption 20
shuffl e 8Bfter and returni ng a resulting data list to said conputer for the

shuffling managenent, center. 68. A programfor, of a conputer for a
shuff1ing manaGBAeR{ts tg@rﬁeé?Ctﬁﬁoe%FrgP[ﬁ(LFﬁ‘Wyoffes@Bﬁﬁﬁﬁé‘?ssa‘F or decryption

S SG0M i YAPLIoCETS e ARRBHERIESSpU Lom,oYst o L fakes

encrypted data that. have been encrypted by a specified nethod and
specified public information and that supplies results of decrypting each

~itemof encrypg&d an anonymous decryption method according to claim 65,
wherein
said survey respondents transmit to said receiving center
certification data for certifying that survey responses have been correctly
5 encrypted; and |
said receiving center verifies certification data that are sent in from

each survey respondent.

67. A‘program for, of a computer for a shuffling management
center and a computer for a decryption shuffie center that constitute an
anonymous decryption system that takes as input an encrypted data list

- that includes a plurality of items of encrypted data that have been
5 ‘enc_rypted by a specified method and épecified public information and that
supplies rersults of decrypting each item of encrypted data without refation
to order on the list, causing said computer for the shufﬂing ‘management
center to execute processes of:
when an encrypted data list is received as input from outside,

10  transferring said encrypted data list to the comprer for the decryption
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data on the encrypted data list without relation to order on the list,
causing said conputer for the shuffling nmanagenent center to execute.
processes of: 10 when an encrypted data list is received as input from
outside, transferring said encrypted data list to the cohpimgstdodd the
decryption shuffle center that is first in processing priority; and when a
data list is returned froma conputer for a decryption shuffle center

ot her t hgpfileec&papusgg for the decryption shuffle center 15 . that is |ast
in processing priority, transferring as an encrypted data list said 50 12

August 2005 dajRchifHatd 'Rt i3aetRARA fréfnlsaatdmplig fépﬁméc,%?fi@ﬁ the

decryption shuffle <center that is next in processing priority after the

conput er sk@fflet fentef esuipyirenssiauidthaist @it 2 dechgitigretasurerstsanhd data |ist;
and when a data list is returned fromthe conputer for the decryption .20

shuf fl e cent ercddeihgisaid @dmputepf@cbesdagryptioardhiufile Seppdyiongxsaitd dat a
list as . a decryption result list; and causing each of said conputers for

t he decr ppidesseshoff fl e centers to execute processes of: subjecting an
encrypted data list that has been transferred from 25 said conputer for

t he. shuffling subjegine@n ercitypted dabiibt thatds dransisuweddrmmeaid ocess usi ng
public information and a partial decryption rocess using a decryption key
that is %@9&'&%@@ftthS*f@“ﬁtﬁ!@pﬂiﬁéﬂgﬁmeﬁtmﬂteﬂbeb?ﬁl pOrPrdrOswiehigt er and
returning resulting data list to said conputer for the shuffling
managenePtOcEsEt &ing gyidlig iptramatiolyand @ paTtial dearyplion PEogassyHsiRgfdr, of a

computer, for a shuffling nmanagenent center and conputer f.or a decryption
ShufT | o deepuPnie thas I8 noeaeesan B 6y BT et FyMecAe Gy Blig t hat t akes
- 88 IPUlshutile center and returning a resulting data list to said computer for the

shuffling management center.

68. A program for, of a computer for a shuffling management
center and a plurality of computers for decryption shufﬂe centers that
constitute an anonymous decrybtion system that takes as input an
encrypted data list that includes a plurality of items of encrybted data that

5 have been encrypted by a specified method and specified public
information and that supplies resuits of decrypting each item of encrypted
data on the encrypted data list without relation to order on the list, causing
said computer for the shuffling management center to execute processes
of: | |

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryption
shuffle center that is first in processing priority; and |

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffle center

15" . that is last in processing priority, .transferring as an encrypted data list said
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an encrypted data list that includes a plurality of itens of encrypted data
5 that have been encrypted by a specified nmethod and specified public

i nformati on and that supplies results of decrypting each item of encrypted
data without relation to order on the list, causing said ¢papkerfoobor the
shuffling managenent center to execute processes of: when an encrypted data
list is received as input fromoutside, 10 transferring said encrypted

data lis i ' ' I i8R, when a
ot a 11 spatidiRaf AER e FAlMAE 16 86 KBkder T Bt o e ot

2005 Shuééhl%rfiﬁ_ﬁfi%rneﬁtiﬁﬁirbb@gsiﬁ%iﬂi&ﬂyaaf{ér&heaéorﬂ?dﬁﬁrfbpth@n resul't list;
and causing said conputer for the decryption shuffle center to execute 15

pr ocessegelfyptionitaftie e i reniraddiatia ddtatisthatdis transferred from
said conputer for the shuffling managenent center to both an

or der - swi t chi ngheprapdasslistsisretyralld ftomnther canpaterafiod the mecrygtiordecrypti on
process using a decryption key that is possessed by that conputer for the
decr3pt i shuflle sénief tieatisriast inapichaessingprigritye suippiying daid daialist assai d
conputer for the shuffling managenent center. 70. A recording nmedi um for
stori ng a gqaorgption fesylt tist; andonputer for-a shuffling managenent center and
a plurality of conputers for _decryption shuffle centers that constitute an
anonynous decr§asing eaph esaidieampiiass fas thegacrtionnshyifeceemiatsn | st
that includes a plurality of itens 5 of encrypted data that have been
encrypt et B&ﬁewt@ﬁ@'&oﬁﬁﬁﬁsﬁ& hod and specified public information and that

cner ypt od dat SyhISetip drveRemared Aare it Thed hely Berh onser PAdtoMcausi ng
' sal cbsc Ongg}deéor];lghtetr%r ?Ré' fs%hiffﬂﬁg%%gﬁgﬁ‘l%tnt center to both an order- -
| switching process using public information and a partial decryption
process using a decryption key that is possessed by the cdmputer for that
decryption shuffle center and returning resulting data list to said gomputer_

for the shuffling management center.

69. A recording medium for storing a program for, of a computer
for a shuffling management center and a computer for a decryptioh shuffle
center that constitute an anonymous decryption system that tékes as inpui
an encrypted data list that includes a plurality of items of encrypted data

5 that have been encryptéd by a specified method and specified public
information and that supplies resuits of decrypting each item of encrypted
~ data without relation to order on the list, 6ausing said‘computer for the
shuffling management center to execute processes of:
| when an e'ncrypted data list is received as input from outéide,
10 transferring said encrypted data list to the computer for the decryption
shuffie center; and |

when a data list is returned from said computer for the decryption
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center to execute processes of: 10 when an encrypted data list is received
as input fromoutside, transferring said encrypted data list to the
conputer for the decryption shuffle center that is first in processing
priority; and when a data list is returned from a conput et2 Adgusteod®cr ypti on
shuffl e center other than the conmputer for the decryption shuffle center 15
that is last in processing priority, transferring-as an encrypted data |i st

sai d  dagruftle Yerntdrisupatyingannid elata et ab @ dberypiopuiesultilist; am¢ decryption
shuffle center that is next in processing priority after the computer for

the 52 12 Augusiustiif Saidecomptitenforitbbfderrgpidre shufftd ceptartoaskesatel dat a
list; and when a data list is returned fromthe conputer for the decryption
20 4buf fprecessesnfthat is |l ast in processing priority, supplying said data
list as a decryption result list; and causing each of said conputers for

t he decrypt i orsubjegtinganenaypied dataxistuhat v tasstarsedfrom gbjcect i ng
encrypted data list that has been transferred fromsaid 25 conputer for

t he shuf¢éampyterdahdeershufiisgiraanagemsit center igchothnan efdegSWPEB®Ess usi ng
public informati on and a partial decryption process using a decryption key
that is po§eessinGpubhe i lon ard a partial decpmtiahprageserysdngént er and
returning the resulting data |list , to.sajd conputer for, the .. shuffling
mnagerdReTEHPR KevEba iRt rneased by tBALAROEOHRL DRSSV RYSH om  t he
manggened tufﬂfa c%"HtéPahé returning resulting data list to said computer for the

shuffling management center.

70. A recording medium for storing a program for, of a computer

for a shuffling managemént center and a plurality of computers for
decryption shuffie centefs that constitute an anonymous decryption system
thatl takes .as input én encrypted d'ata list that includes a plurality of items

5 of encrypted data that have been encrypted by a specifiéd method and
specified public information and that supplies results of decrypting each
ifem of encrypted data on the encrypted data list without relation to the
order on the list, causing said computer for the sthfIing management
center to execute processes of:

10 when an encrypted data list is received as input from outside,
transferring said encrypted data list to the computer for the decryptioh
shuffle center thét is first in processing priority; and

when a data list is returned from a computer for a decryption
shuffle center other than the computer for the decryption shuffle center

15 thatis last in processing priority, transferring as an encrypted data list said
data list that has been returned to the computer for the decryption shuftle

center that is next in processing priority after the computer for the
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facilitated and initialization of which is readily and reliably carried
eut. A shuffling managenent center (10) transmts a security paranmeter and
comon public information generated on the basis of the security paraneter
to decryption shuffle centers (20-1 to 20-m . The decryptjDRugusttobs! e
€enters (20-1 to 20-m generate public keys and decryption keys and
returns the public keys to the shuffling managenent center (10). The

shuf f I i ndecmptigarsinifile werter traathretasicdnsaideialaniet, andl i ¢ key to generate an
encryption public key and nmake the encryption key public. The shuffling

managenent cerwben @0t kpldstretumeasfrem e emapypsreidrdhéaledryption o t he
decryption shuffle center (20-j) having the j-th processing priority when
it @kryphugfflehcerdac thattisdashinaptdcsissing prisfity, soipplyingssiid ddtaltishasi st of
whi ch a order-sw tching process and a partial decryption process are
carri ed agecryptiorererylt liske@ngbt i on shuffle center (20-0+1)). Such
processing is carried out for up to the |ast decryption shuffle center
(20-n) and nekISiRG e@ghofl said garapvtais fer theedaerbiion omuffleseanters
to execute processes of:
subjecting encrypted data list that has been transferred from said
25 computer for the shuffling management center to both an order-switching
process using public information and a partial decryption process using a
decryption key that is possessed by the computer for that decryption
shuffie center and returning the resulting data list to said computer for the

| shuffling management center.
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ABSTRACT

A anonymous decryption system, the management of which is
facilitated and initialization of which is readily and reliably carried out. A
shuffling management center (10) transmits a security parameter and
common public informat@on generated on the basis of the security
parameter to decryption shuffle centers (20-1 to 20-m). The decryption
shuffle centers (20-1 to 20-m) generate public keys and decryption keys
and returns the public keys to the shuifling management center (10). The
shuffling manageﬁent center combines the returned public key to
generate an encryption public key and make the encryption key public.

The shuffling management center (10) repeats transfer of encrypted data

list to the decryption' shuffle center (20-j) having the j-th processing priority

when it decrypts the encrypted data list, transfer of a received data list of
which a order-switching process and a partial decryption process are
carried out to the next deeryption shuffle center (20-(j+1)). Such
processing is carried out for up to the last decryption shuffle center (20-m)

and make the data list from there the decryption resuit.
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