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whi ch is aV@OHIMsiLati on 10 in-part UBsdr S. patent appli cRCTGBOBe0ssal No.
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Eur opean patent publication EP1098539. 20 | NTRODUCTI ON The present

invention is directed to 9$fe QE KRADIUSHEN UMTR TR (PEREORM:chnol ogy to perform
a hone location register hﬂﬁcbbﬁewiénmrﬁneWﬁéss network. 25
BACKGROUND OF THE | NVENTI ON As di sclosed 1 n application Serial No.

09/ 432,824 of 30 Novenber 2, 1999 entitled CELLULAR W RE | NTERNET ACCESS -
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5 RELATED APPLICATIONS

U.S. patent application Serial No. 09/626,582, filed July
27, 2000, entitled “USE OF INTERNET WEB TECHNOLOGY TO
PERFORM ACCOUNTING FUNCTIONS”, which is a continuation-
10 in-part of U.S. patent application Serial No. 09/626,699,
filed July 27, 2000, entitled “USE OF INTERNET WEB
TECHNOLOGY TO REGISTER WIRELESS ACCESS CUSTOMERS,” which
is a dontinuation-in-part of U.S. patent application
Serial No. 09/432,824, filed November 2, 1999, entitled
15 “CELLULAR WIRELESS INTERNET ACCESS SYSTEM USING SPREAD
SPECTRUM AND INTERNET PROTOCOL (IP)”, and published in
equivalent form as European patent publication EP10985389.

20 INTRODUCTION
The present invention is directed to the use of the
Internet web technology to perform a home location
register function in a wireless access network.

25

BACKGROUND OF THE INVENTION

As disclosed in application Serial No. 09/432,824 of
30 November 2, 1999 entitled CELLULAR WIRE INTERNET ACCESS

O

*G0O000 L™



WO 02/ 11467 PCT/ GBOL/ 03385 2 SYSTEM USI NG SPREAD SPECTRUM AND | NTERNET
PROTOCOL (IP), this describes a cellular wireless Internet acce§§LﬁU@t
whi ch operates in the 2 gigahertz or other frequency bands to pradvi aﬂgh

dat a rategwégyhgﬁgd and portable 5 wirel ess Internet devgggé?gﬁyﬁg%users

connect to near base stations which in turn comunic grated
Net work Controllers which are then connected to the Internet. Such
wireless inplenentation relates to an access network of the UMIS

(Uni versal Mobil e Tel ephone 10 Service)&gqg its subset UTRAN (Universal
Terrestrial Radio Access Network) standards. UMIS/ UTRAN standards are
publ i shed by the 3G Project Partnership (3GPP), ww. 3gpp.org. 15 In any

t el ecomuni cak, S ' L.re LT t must be
accomodat i o%ryll"'5 gﬁﬁe?{giﬁéeﬁﬂb\?ﬁ%@%@%ﬁ #‘@r gﬁf‘%%l%&ﬁ%ﬂ"ap?ﬁr el ess
systens, roarmhig desctypesak|gellnifaroiedlbysalmosghdiocride®s Bogkeher (HLR)
whi ch communi cates with the.cellular,ne%yn k using 20 traditional

t el econmuni c &t ﬁ’SOB%FBEﬁIans% 8198 GﬁgéFi ie) %‘%ﬁ’érﬁ’%@ﬂ“@gSY). Wher e t he

access to theankst eonproirsdyi il ghelaRablrhe eSWtb Chited &lrRp e ablebwor K
(PSTN), a.RADLUS server provides such function. A description of RADIUS is
provi ded By gr’rrler]rFérsniPtgF??fcl‘ge,"if?sRFdT% BREHT CAMSTEN SO BEABAYYI al - I n

User Servi cebagBABESLoRY whidh FILurdl calumunfRatd t@%t‘é{yﬁ'@ehs avai | abl e

at WAV I ETF. ORG (I nternet Engi neering Task Force). Thus far, this system
however |, hasN@ﬁwyrgegﬁntrollers which are then connected to the

Internet. Such wireless implementation relates to an
access network of the UMTS (Universal Moblle Telephone

10 Service) and its subset UTRAN (Universal Terrestrial
Radio Access Network) standards. UMTS/UTRAN standards
are published by the 3G Project Partnership (3GPP),
wWwWwwW.3gpp.org.

15 1In any telecommunications access system, be it wired or
wireless, there must be accommodation for end users who
roam. In traditional cellular wireless systems, roaming
1s typically controlled by a Home Location Register (HLR)
which communicates with the cellular network using

20 traditional telecommunications protocols such as
Signaling System #7 (SS7). Where the access to the
Internet is via the Public Switched Telephone Network
(PSTN), a RADIUS server provides such function. A
description of RADIUS is provided by an Internet article,

25 RFC2138 Remote Authentication Dial-In User Service
(RADIUS) by C. Rigney, et al., April 1997 which is
avallable at WWW.IETF.ORG (Internet Engineering Task
Force). Thus far, this system, however, has only been
used for Public Switched Telephone Network access.
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used for Public Sw tched Tel ephone Network access. 30 8 JUN 2005 WO
02/ 11467 PCT/ GBOL /03385 3 Traditional nobile comrunications roam Rg
met hods protocols may not satisfactorily support the roaning fdn t 4 2005

the Inter col (I1P) based wireless access syste ribe in the
above co- p'\géglf}%fg% application 09/432,824. There is thepk&&%oyozﬁ@ed for

provi sion of HLR functions and roanming in an |IP based wreless access
syst em wher eby the above di sadvantages may be alleviated. 10 SUMVARY OF
| NVENTION I n accordance with a first aspgect of the invention there is
provi ded a nmethod of operation in a wireless access 15 network system as
claimed in claiml. In accordance with a second aspect of the invention

there is preyy gqigngﬁrﬁggf?%ir asi@g&m@@§t§é§$£ﬁaﬂﬁ§iﬁ$ig med in claim

13. 20 In accordance Wt pect o here is
provi ded a RpDbUScelsangemeot Sairisfeetbrliynsuppests thRecaeamingt wor k system

as clained i | ai,m 25. cor danc it h fourth aspect of the invention
there 25 is%B§8§F88d°£ hg?3£?$? &5%%8F°£0513%x94§?  WiiteeP8§s access _
net wor k systaﬁnebbespetumr&eséumugﬂﬂnethaagbageacoiygydiggclient for use with

[ L Si r access to the network, as clained in
§|§ﬁ5:g§_§erggﬁliga EEROB§?A§§{3£ﬂie T%ere Es therefore a need for

provision of HLR functions and roaming in an IP based
wireless access system whereby the above disadvantages

may be alleviated.

10
SUMMARY OF INVENTION

In accordance with a first aspect of the invention there
is provided a method of operation in a wireless access
15 network system, as claimed in claim 1.

In accordance with a second aspect of the invention there
is provided a wireless access network system, as claimed
in claim 13.

20 In accordance with a third aspect of the invention there
is provided a RADIUS arrangement for use in a wireless

access network system, as claimed in claim 25.

In accordance with a fourth aspect of the invention there

25 1is provided a network controller for use in a wireless
access network system, the network controller having a
RADIUS client for use with a RADIUS server in authorising
user access to the network, as claimed in claim 26.




F 8 JUN 2005 WO 02/11467 PCT/ GB01/03385 4 In accordance with a fifth
aspect of the invention there is provided a conputer program el gagnt
conprising conputer program neans for perform ng the nethod of ‘o eJUNiHWS

inaw rel‘gé?%,?ﬁgpss network system as clained 5 in cl ggpﬁ?gu@#@ m27. In

a preferred m of the invention, there is provided a operating-
a cellular wireless Internet access system using RAD US (Renote

Aut hentication Dial-1n User 10 Service) which is nornmally used for dial-up
Internet access over the PSTN (Public uitched Tel ephone Network) where

the user utilizes a portable subscriber terminal wth a directly attached
antenna for conmunicating in a wreless manner via a cellular network to

an integrated,l C | are an t ar l,nt ernet Service
Pr ovi der (|sg?,§€§§%§?égﬁg ?ﬁgqgfgggﬁogsggggi%?ﬂ%“%%@gﬁéﬁﬁg%nggfeternina
with an acceds peowbdedopecatputer gewgrimeel ementssompirdandmiof i er and
password, bo e saj C s_networ k operator.. The _subscri ber
term nal 20 KF@E&’E‘E?E gﬁ?é?ﬁ%t e%&e fPSF#?ﬁlgk?%t é‘teéa"% rk

control | er. tperattiepr dhed witelwds aedess! hetwsekudmten,vels tieakean of the
user fro thﬁ RAEIES ierv r of,}he operator. The RADI US server verifies
the user fdenfy fré&rm Hd°§%£% rd. The integrated network controller

recei ves 25 an acceptance nessage. The integrated network controller

connects to a layer two tgnnelin% protocol  network server and a targeted
| nt ernet serwhcé Bpg;pagg form of the invention, there is provided a

method of operating a cellular wireless Internet access
system using RADIUS (Remote Authentication Dial-In User
10 Sservice) which is normally used for dial-up Internet
access over the PSTN (Public Switched Telephone Network)
where the user utilizes a portable subscriber terminal
with a directly attached antenna for communicating in a
wireless manner via a cellular network to an integrated
15 network controller and then to a target Internet Service
Provider (ISP), comprising the steps of providing the
subscriber terminal with an access network operator
identifier and user identifier and password, both related
to sald access network operator. The subscriber terminal
20 requests Internet access from the integrated network
controller. The integrated network controller requests
verification of the user from the RADIUS server of the
operator. The RADIUS server verifies the user identifier
and password. The integrated network controller receives
25 an acceptance message. The integrated network
controller connects to a layer two tunneling protocol
network server and a targeted Internet service provider

and the subscriber terminal begins an Internet session.
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and the subscriber termnal begins an Internet session. 30 8 JUN 2005 WD
02/11467 PCT/ GBOL/ 03385 5 5 BRI EF DESCRI PTI ON OF THE DRAW NGS Fig Gy gms
bl ock diagram of an Internet system illustrating the present |nven

FIG 2 is f hart illustrating the nethod of FIG 1 esent
I nventi on.@EIngwglFi s a diagramillustrating the nethod o?cﬁjl%t"%”g# 10 the

present invention. 15 20 FIG 4 is a block diagramsimlar to FIG 1. FIG
5. is a flowchart for FIG 4. FIG 6 is a data format di agram DETAILED
DESCRI PTI ON OF PREFERRED EMBODI MENT Refegring now to FIG 1, two typical
users of the Internet access systemare illustrated at 21 and 22. Each
wirel ess access user has a personal conputer PC and a UMIS user equi prent

(UE) 21' and t antenna 20 and is connected by
Bbder DElcRadiioN oY vk Headlied

typi cal data connections such as an USB or Ethernet to the PC. The
user equipnment is ternmed a portable subscriber termnal, operating in

conJunctlcn1\%fa1 isassgiogﬁegkagram of an Internet system

illustrating the present invention.

FIG. 2 is a flow chart 1llustrating the method of FIG. 1
of the present invention.

FIG. 3 is a dlagram illustrating the method of FIG. 1 of
10 the present invention.

FIG. 4 is a block diagram similar to FIG. 1.

FIG 5. 1s a flow chart for FIG. 4.
15
FIG. 6 is a data format diagram.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENT

20
Referring now to FIG. 1, two typlcal users of the
Internet access system are lllustrated at 21 and 22.
Each wireless access user has a personal computer PC and
a UMTS user equipment (UE) 21' and 22' with a di:ectly

25 attached antenna 20 and is connected by typical data
connections such as an R3232, USB or Ethernet to the PC.
The user equipmenf is termed a portable subscriber
terminal, operating in conjunction with its associated

- PC.
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8 JUN 2005 WO 02/11467 PCT/ GB01/03385 6 The wirel ess access user is
described in the above co- pending application and is a part of f JUN 2005
UMTS/ UTRAN system 23 as described in the above co-pendi ng application,

whi ch co ' in a wreless manner via a UTRAN 5 ne E n
I ntegrate ng?ﬁgfﬁ controller (INC) 24, via a link 1. SE@%E 8ﬁgwﬁller may
be connected by wire or otherwise to an Internet systemor web 31. As

di scussed in the above co-pending application, the controller 24 includes
an RNC or Radio Network Controller 26,_ which 10 controls and allocates the
radi o network resources and provides reliable delivery of user traffic

bet ween a base station (NODE B) and subscriber termnal. An SGSN ( Serving
General Pack ' Vi p ' lan rgl.. Lastly, a
RADI US ol omenr Saer ghare B 0E dp) Sa¥eoRSed TR B0k 8b: 700 Y
aut hent i cat i pendatgoappticanior emsl i$he partrofta IIMISYUTRANeBySLEM31 i S
connected to,LNC 2 n,Ilnternnet.Protocol connectiqn 32.and then to a
UMTS 20 accedd %gtéS?EX%%% aI%§ﬂ§%Fbpﬁﬁoﬁaﬁp??@ﬂﬁﬁfgﬁﬁ?Gﬁ%&ﬁ@?ing Pr ot oco
Net wor k Ser vethidh' coimawnbepiteRAR @Swieeless HManndXRiESas@rrany unit 34 may,
for exanple, be in the user's haone area of San Francisco (S_F.) and is the
hone Radihs n?%ﬁ?é#.Q?hﬁ%,IQFﬁQFQQ?dtH@tgnge?°9?ﬁ°%ﬁﬂﬂ1( 'gﬁﬂic&%?pn 25
and accounti agliHRCHL Onsucls stefdidined maytbe adrmerteRr HRewdiBdoappl i cation.

Thus, after aythentication normall t he user would communjcate via the
net work 31 ng ery agtto an Internet system or web 31. 2As discussed

in the above co-pending application, the controller 24
includes an RNC or Radio Network Controller 26, which

10 controls and allocates the radio network resources and
provides reliable delivery of user traffic between a base
station (NODE B) and subscriber terﬁinal. An SGSN
(Serving General Packet Radio Service Node) 27 provides
session control. ULastly, a RADIUS elemenf designated

15 RADIUS client 28 is incorporated to provide

authentication and other functions.

The Internet protocol network 31 is connected to INC 24
by an Internet Protocol connection 32 and then to a UMTS

20 access network operator 35, through its Layer 2 Tunneling
Protocol Network Server 35', having a RADIUS server 34.
RADIUS server unit 34 may, for example, be in the user’s
home area of San Franciéco (S.F.) and is the home Radius
server. Thus, this is the server for both authentication

25 and accounting functions as described in the above co-
pending application. Thus, after authentication normally
the user would communicate via the network 31 with target
Internet service provider 36 through its Layer 2
Tunneling Protocol Network Server LNS 36'.
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I nternet service provider 36 through its Layer 2 Tunneling Protocol Network
Server LNS 36'. 30 - 8 JUN 2005 WO 02/ 11467 PCT/ GB01/03385 7 kﬂt@%mygn'n
the case where the user's subscriber termnal mnay be in New Yor . d;i

for exanplywoobfide @ roamng user, who nust use a partn et wor k
operator. Specifically, RAD US server 37 (N Y.) along W?FER%GWS access

networ k operator 38, which has a roam ng agreenent. O course, that
operator 38 would have an LNS wunit 38 . FIG 2 illustrates the typical
home operation of the 10 system using RADILS servers where after start as
shown in step 1, the integrated network controller (INC) receives a
session request fromthe nobile wireless user (UE) for Internet access.

The nunber ed fhRRS rOf iﬁllgnﬁechQé rvﬁ?e‘l%“@?et ﬂ&é@’sicﬁ%’%&%ﬂ U A3h0S

illustrated in FIG 1. Xt 1n step acCess
verificati onmay bet ha Newi Yerki (Nibds foer ekamplée hchRAR WS roamiay 34.

Step 3 The el unbPhugtilsd A PRgendt Boblph poBISE dRanetel hocept o |
reject the uspecdsishddp, RYDIVR ssament 3andN( Bj Pcildqss halnd versfi es the

user ID gnd assword, Each user, of, _course Qas both a user identifier, a
user passwor &CARG gFggofﬁc?ﬁﬁﬁ%ﬁ% 38i’dé’mf:¥‘i 8B i BHFIBHAL s access network

operator 35. agreement. Of course, that operator 38 would have an LNS
unit 38°',

FIG. 2 illustrates the typical home operation of the

10 system using RADIUS servers where after start as shown in
step 1, the integrated network controller (INC) receives
a session request from the mobile wireless user (UE) for
Internet access. The numbered steps of FIG. 2 correspond
to the communication paths illustrated in FIG. 1.

15
Next in step 2, INC 24 requests access verification for
the mobile wireless user from the RADIUS server 34.
Referring to FIG 1, for step 2 the link 2 is illustrated
in network 31. In step 3, the decision is made by RADIUS

20 server 34 whether to accept or reject the user as shown
by the accept and reject paths and verifies the user ID
and password. Each user, of course, has both a user
identifier, a user password, and also includes an
identification for its access network operator 35.

25
Thus, to summarize so far, when a user requests wireless
Internet access, three piecés.of authentication
information are sent up into the network: 1) operator
identifier - the name of the UMTS access licensed

30 operator, 2) user identifier relating to the UMTS access



25 Thus, to sunmmarize so far, when a user requests wireless Internet
access, three pieces of authentication information are sent up | ﬂ %@9
network: 1) operator identifier - the name of the UMIS access l'icCé 30

oper at or, identifier relating to the UMIS access,; 05 WO
02/11467 3%§Pg§@ﬁ/03385 8 licensed operator, and 3) userpsgggét&%égelating
to the UMIS access |icensed operator. As thus far illustrated, the user
authentication is taking place within the home network. As will be

di scussed below, it can also take 5 placg where the user is roamng onto

anot her network, as w | be described in conjunction wwth FIGS. 4 and 5.
Conpl eting the flom/chart of FIG 2, if the authentication is rejected as

shown at 8, t i3S 0 N sSessi and it
cones to an éE?gnsgdmgggfgtO% éﬁngé@e s%%cégg 0982?%%£§%§f3ﬁb ®n step 4,
t he |ntegraté@ﬂﬁeﬁwseEScbhceu$¢®ropenahc¢es Rkethusefdr ﬂminyn;atéaee t he

link 4 inth e mnth t he ubs ed-t

servi ce, roafﬁ rr%gh}g% %hgﬂ C%ljsojx% hi t(?ﬁ'& %ﬁl‘&i 9158":& #\95‘? and

target |SP. TeEwoirk. sAsprlleme dim:dssreki 5eﬂ.6wF|ﬁ; dan td1sd Iugka4 cognects
end-to-en

o 3 BBl phEe. Bh8hed LB St i e e
bet ween the wddn' dePGessdibéeé £K)ddﬂﬁmﬂbt&88 heehnsicdl @ ahd lsl,ustrates the
nor mal aut hentication, connection
Completing the flow chart of FIG., 2, if the
authentication is rejected as shown at 8, then in step 9,
10 the INC 24 tears down the session and it comes to an end.
However, if an acceptance takes place as shown in step 4,
the integrated network controller receives the accept
message (see the link 4 in the network 31 in FIG. 1) with
the subscribed-to-tier of service, roaming indicator (in
15 this case it would be negative) and target ISP. Then in
step 5 (see the link 5 in FIG. 1) the INC 24 connects to
the LNS 36' of the target ISP 36 and the user does an
end-to-end negotiation for ISP access with LNS 36'. Then
the Internet session, between the user’s PC and the
20 target ISP begins.

FIG. 3 illustrates the normal authentication, connection
and session tear down between the INC radius client 28
and the home server 34. 1In step 41, access i1s requested
25 and then accepted in 42. Then the connection is made as
shown in 43 via a layer 2 tunneling protocol tunnel to
the target ISP. Again, there is a disconnect access .
request at 44 and an access accept at 46. Finally, for
accounting purposes a user disconnect notification 1is



and session tear down between the INC radius client 28 and the home server
34. In step 41, access is requested 25 and then accepted in 42._ ggﬂﬂ!baﬁé
connection is nade as shown in 43 via a layer 2 tunneling proto I

to the t Again, there is a disconnect access. t 44 and
S PCTEHIEFagd

an access accept at 46. Finally, for accounting purpose sconnect
notification is - 8 JUN 2005 WD 02/11467 PCT/ GBOL1/ 03385 9 provided to the
radi us server 34 as discussed in the above co-pending application. FIG 4
is very simlar to FIG 1 and sinplifiedwth the 5 links 1, 2, 4, 5 being
the sane as illustrated in FIG 1. Fbre the user is attenpting to gain
access via UMIS roam ng where access is desired with the partner or

operator 38 ‘%Sﬁd?ri"i‘le'&o%@ 'Eﬁeag gRE ervje(} Raf g rhﬂgcﬁ'%%c}ﬁé 2:31 {1 ow chart of

FIG 5, as well as arter Start, in s % eceives a
sessi on requ@ﬁOVﬁr@m-Pﬁédﬁngeamlemoms before Then, in step 2 the INC
24 requests access verification for the nobile wreless user fromthe
radius server 34. In this 15 case, the access network operator identifier
whi ch has Dbeé¥iE.s¥pglsi dryosihbldf £ 'FIgnd 1228ndi SimeId a8 Wiaht R@e radi us

t wor k
oper ator, i CHTRoR LAY £+ oB Pl sk SBmBoaf hh LA AR LS EiGot Rer  wor ds,
the 20 users HéreandthaZusas ib| atstengpteithg RoFh&indacaéss nAvY Qufrsof their
hone territogy i sho by the access network

oaming where” access is desired with the partner or

operator 38 with a roaming agreement.

10 Referring now to the flow chart of FIG. 5, as well as
FIG. 4, after Start, in step 1 the INC 24 receives a
session request from the wireless user as before. Then,
in step 2 the INC 24 requests access verification for the
mobile wireless user from the radius server 34. In this

15 case, the access network operator identifier which has
been supplied to the UE 21' and 22' is sent up via the
radius client 28 and the SGSN 27 but identifies a
different UMTS access network operator, with whom this
operator has a roaming agreement. In other words, the

20 users 21 and 22, as illustrated in FIG. 4, are now out of
their home territory as shown by the access network
operator ID. In step 3', the radius server 34 determines
that this is a request from a roaming user (based on
operator ID sent up in the request) and it forwards (link

25 3', FIG. 4) the request to the partner operator radius
server 37. In decision step 3, the partner radius server
37 verifies user ID and password. If no verification
occurs, then a rejection and tear down occurs as shown in
steps 8 and 9 similar to FIG. 2.
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operator ID. In step 3', the radius server 34 determnes that this is a
request froma roam ng user (based on operator ID sent up in t.hg ngm@)
and it forwards (link 25 3, FIG 4) the request to the partner oper

radius sey@RaRér | n decision step 3, the partner radi UpcsRiBIBhazss . _
verifies user I D and password. If no verification occurs, then a rejection

and tear down occurs as shown in steps 8 and 9 simlar to FIG 2. 30 - 8
JUN 2005 WO 02/11467 PCT/ @01/03385 - 10 However, if acceptance occurs
then in step 10 via the 1link 10 as show Ln FIG 4 between partner
operator 38 and hone operator 35, the hone radius server 34 receives the
accept and passes it on to the INC 24. In step 4 and 5 the link 4 shown in

FIG 4 (sin @weverhak 8bcéptanch) odclies! Mred4is G6Ely 9y g gRgept nessage

with the subscribed-to-tier of service, the roanlnéyindicator (which in
this case isip9& d0vep, shaun e Bidhsdr bpsween pasSmen wpewetos, 38s above,

the INC 24 cepaegbmel ,thelpft&é\'%Slo t¥e hBfe! 2LGHLs ls%:%v?é% aﬁggkf@ﬁifﬁ% lLJJ;?rt he

begi ns a session. To inplenent t'he above nessages o /
message type$hes@egeptir andriphssrsoditngnate thaniNt R4s Iautsieped andt he RFC

o o- assi ohed 5t petRut oghO B 18 S0 BRSNS NP B BHE s Mhiber . To
facilitate tltbeadtCt Rénuecéivas ithealkictept enessagb fualrtha th8ADI US server to
performthe HuRbUIEELOPs-E1S ¥ ce, the roaming indicator.

(which in this case is positive), and the subscribed-to

ISP. 1In step 5, as above, the INC 24 connects to the LNS

10 of the target ISP 36. Again, the user begins a session.

To implement the above messages of FIG. 3 in RADIUS, the
message types, structure and encoding are standard as
outlined in the RFC 2138 above. As shown in those

15 standards, the data packets all have pre-assigned
attributes which are given a standard attribute number.
To facilitate the additional functionality required for a
RADIUS server to perform the HLR function, the standard
attributes are required and also additional attributes.

20 These are all contained in the code format of FIG. 6
where octets relate to the data octets and the box
labeled TYPE relates to the attribute number. In the
RADIUS system, attribute number 26 is a vendor-specific
attribute. Morever, this is believed to be the most

25 convenient way in order to interface with the standard
RADIUS system. However, it is possible to create new
attribute types. But it is believed that interfacing
with the standard RADIUS system is the most efficient way
to accomplish the method of the present invention. Thus,

30 the following discussion relates to the message




attributes are required and al so additional attributes. 20 These are al
contained in the code format of FIG 6 where octets relate to the data
octets and the box |abeled TYPE relates to the attribute nuanrp MNtiﬁﬁ»s
RADI US system attribute nunber 26 is a vendor-specific attribute’
Morever, this is believed to be the nost 25 convenient way in order to
interface with the standard RADI US system However, it is possible to
create new attribute types. But it is believed that interfacing wth

t he. st andar d YOHWE7system is the nost efficient way to aroTGcBILOBES t he

met hod of the present invention. Thus, 30 the follow ng discussion relates
to the nmessage 8 JUN 2005 WD 02/ 11467 PCT/ @B01/03385 - 11 definitions of
FIG 3 with the data format of FIG 6 where when standard attributes nust
be used in a particular way they will bé“specifically described below 5
FIG 6 is a basic code format which would be nodified for each particul ar

function and, tQysinididnks! YtFt es | er the basi e format. Now
also referring to r|1:| G ng, Hg\n}{]ﬁg rglg |%%€i}%od§{:%p °fi“,a%t ﬂg gﬁgesé request, a
user nane attri¥aeke jwhennetantard ehhribukest mpet herneedlinld and the data of

t he octet stringa$gkas akhg t s .idenfifjer (NAl)
defined by an a??ri but e ni}fﬁg{aﬂrgygg%@%oégggg%Fgﬁtﬁﬁi 83%?5#»&'3402’3&%& @

realm Then, the vendor specific attribute (attribute nunber 26 as

di scussed atibverralih sdifBaiiaiooas oo s viYE: SLEOBL Hod 1 o3 9gard PSTN

systemwoul d in tq$ box ,of . FI G .
each particular function and, thus, it illustrates in

general the basic code format. Now also referring to
FIG. 3, with relation to step 41, the access request, a
user name attribute is included (that is, type number 1)

10 and the data of the octet string takes the form of a
‘network access identifier (NAI) defined by an attribute
number 32, For example, this might be user @ realm.
Then, the vendor specific attribute (attribute number 26
as discussed above) which differentiates this system from

15 the standard PSTN system would in the box of FIG. 6
labeled IPW-Type and have the number 10 to show a NODE B
ID (that is, the base station ID). The ldentification of
that ID would actually be in the VALUE box as shown in
FIG. 6. Another vendor-specific attribute is the ISP

20 name indicated in the IPW-Type box by the number 9, and
the actual name would be expressed as a string octet as
indicated in FIG. 6.

Next, with regard the step 42, the access-accept message,
25 the present system provides a tier of service value which
is related to the data capacity which the ultimate
subscriber terminal is to have and also the latency. And
latency, of course, is defined as a time lag between the
beginning of a request for data and the moment it begins
30 to be received. Thus, referring to FIG. 6 such tier of



| abel ed | PW Type and have the nunber 10 to show a NODE B ID (that is, the
base station ID). The identification of that ID would actually be in the
VALUE box as shown in FIG 6. Another vendor-specific attri bute-ﬁsJ[UNengSSP
20 nane i ngdigc@hel;i n the | PWType box by the nunber 9, and_  the actual nane
woul d be expressed as a string octet as indicated in FI BCTECBOEIBS \yj t
regard the step 42, the access-accept nessage, 25 the present system
provides a tier of service value which is related to the data capacity
which the ultimte subscriber term nal_ f?to have and al so the | atency. And
| atency, of course, is defined as a time ag between the beginning of a
request for data and the nonent it beglns 30 to be received. Thus,

referring to Edfsride Si 1467 PCTI(BO1. /03385 -
12 service is indi ca'tggg'ntg%% E%?Tgﬁ a\é‘}QﬁgﬁHéP BUBREE 1i#nd he val ue
field the foliRdvkhe wlneefdedd tb\EUﬁelhmeinngenumﬂﬁrdteHaﬁlﬂQsféf’én a |l ow

| evel to a hi (o] 1l Silw siness 10 In
addition in té&bi§§§§ﬁ§é%§§%§ %%gﬁa ef%Yré§¥?% £o anB%ﬂ%rfvgﬁﬁor-specific
roam ng indication indicating whether roamng is being done where in the

val ue fielgd o% Fﬁé%, % after an | PWType nunber 2 is placed a value of O
I ndi cating a hone networ k subscriber and a val ue of 1

1 Silver
2 Gold
3 Business

10 In addition in the access accept message, there is
another vendor-specific roaming indication indicating
whether roaming is being done where in the value field of
FIG. 6 after an IPW-Type number 2 is placed a value of 0
indicating a home network subscriber and a value of 1

15 indicating a roaming subscriber. Of course, the ISP name
is also provided in a string data octet as discussed
above. Lastly, there are no significant changes for
elther the access request or the access accept steps 44

and 46.

20
It is believed in the context of the wireless system as
above that the assigning of tiers of services is unique
especially when this is related to the standard data
format of existing RADIUS standards.

25

It will, of course, be appreciated that the HLR and

roaming functions discussed above will typically be

carried out in computer programs or routines in software

(like other system functions) running on processors (not
30 shown). |



15 indicating a roam ng subscriber. O course, the ISP nanme is also
provided in a string data octet as discussed above. Lastly, thr ,@r po
significant changes for either the access request or the accessS ac g@@
steps 44 20 It is believed in the context of th i [ el ess system
as above ?P;btﬁt 7e assigning of tiers of services is uni S’Eg’ Bé’y}%"ﬂ? ally
when this is related to the standard data format of existing RAD US
standards. 25 It will, of course, be appreciated that the HLR and roam ng
functions discussed above will typically,pe carried out in conputer
prograns or routines in software (like other system functions) running on
processors (not 30 shown). - 8 JUN 2005 WO 02/11467 PCT/ GBOL1/ 03385 - 13
Thus, an inproved roanm ng function in a wireless network has been provided
in which Radius Server and associated protocols replace the traditional
UMIS or cel | Thas, Rmdimpnoved Rotuingi funaindn ia- aswdebabsd peoieool s. - 8
JUN 2005 - 14 fiad ol bdod AL NERL h refus fd T10RY 9hoCRELELI Ol M @
pProtocols replace the traditional UMTS or cellular

5 network HLR function and its associated protocols.



access network system conprising the steps of: providing a RAD US
arrangenent; providing a network controller;. a user accessing ',t_ggemmt m5k
via a wireless. user equipnment and requesting access. to a desired
service. provider; the. network controller receiving the. user access
request, requesting verification of the. user fromthe RADI US. arrangenent
of . the desired service provider andl#eceiving user acceptance therefrom
and 15 the network controller connecting to the desired service provider
and the. .IétﬁﬁéﬁpﬁP ggyablishing a_comuni cation link therewith to
begin a cO nica essi'on.. 20 2. The. nmethod of claiml1,. wherein a
predeterm ned service provider identification is. associated with the _
W reless. user. equipnment and the step. of_ requestin verification of the.
user conptised® Mg & epe¥atirncaRi ancetlulare w g Jmtgrngs fir st
RADI US. o4 ¢ el HRItwaASS @9sterd WohBrisihd Sle g/lgy6 . provider;. in the
event that. the predeterim ned servlce. rOV|d%r I dent’i fication does not.
mat ch 3t hat - of - t he. Prdviskinge avRABIPS ovramgendret first. RADI US. arrangenent
30 communi cating t rdsficat| reguest. t further RADIUS arrangenent
of a service provi 3?*@86@8 g-hggyfﬁﬁzﬁﬁ%Fréifgr’

a ugser accessing the network via a wireless user

equipment and requesting access to a desired service
provider;

10 the network controller receiving the user
access request, requesting verification of the user
from the RADIUS arrangement of the desired service
provider and receiving user acceptance therefrom;
and

15 the network controller connecting to the .
desired service provider and the user thereby
establishing a communication link therewith to begin a

communication session..

20 2. The method of claim 1, wherein a predetermined
service provider identification is associated with the
wireless user equipment and the step of requesting
verification of the user comprises:

requesting verification of the user from a .
25 first RADIUS arrangement associated with a first
service provider;
in the event that the predetermined service
provider.identification does not match that of the
first service provider, the first RADIUS arrangement
30 communicating the verification request to a further

RADIUS arrangement of a service provider whose



-15 identification matches. the. predeterm ned service provider
identification; and the further RADIUS. arrangenent. conmuni cati rgf Wi\ 2005
acceptance . to. the network controller. 5 3. The nmethod of claim1 or 2,.

i ncluding. assigning the wuser a tier of service value related to data
capacity. 4. The. nethod of. claim1, 2. or 3, including. assigning the 10
user a tier of. service val ue. reIateHSto latency. 5.. The method of claim
3 wherein the assigned tier of. service value is. contained in a standard

RADI US f or nat nethod of recedi ng.cl ai mwherein
the. system 3?13% %#gatéﬁgt@ hge anﬁysﬁFgégaing. claim

wherein a uselprogiﬁdled'eﬁﬁbhi:ﬁiflaaﬂlmﬁsdmid related to a predeterm ned
service provider ar assochated with the wireless user = equi pment, and the
step. of requestingheyEPFERER: RAPIYS aFANIRaIt CORPIPdEatineufeEating t he

user 'dent'f'%rcce%‘i'&gncﬂaﬁgv‘@hg hOwd - cdi}dd3 4r rangement.. of . the.
desired service 5 provider. 8. The nethod of any preceding clai mwherein

t he sﬁep of the network controller connecting to the. desired service.

pr ovi der £OMPises, JLhENgEVAL Kot L0l e LONRAGY J8aYEAifg BRe-aVer 2

Tunnel i ng Protocol 1in
user a tier of service value related to data capacity.

4, The method of claim 1, 2 or 3, including assigning the

10 user a tier of service value related to latency.

5.. The method of claim 3 wherein the assigned tier of
service value is contained in a standard RADIUS format
message.

15
6. The method of any preceding claim wherein the system

is a UMTS system.

7. The method of any preceding claim wherein a user

20 identifier and password related to a predetermined
service provider are associated with the wireless user
equipment, and the step of requesting verification of the
user comprises communicating the user identifier and
password to the RADIUS arrangement of the desired service

25 provider.

8. The method of any preceding claim wherein the step
of the network controller connecting to the desired service
provider comprises the network controller connecting via a

30 Layer 2 Tunneling Protocol link.



9. The nethod of any preceding. claimwherein the service provider is an

I nternet service provider.. 10. The nethod of any precedi ng clahnngQN ﬂ
the step. 5 of. requestlng verification of. the. user conprises 3@ 50

the. RADI US arrangenent a standard format . RADIUS. nessage. containing: a
user nane attribute, a network access. identifier equal to 32, 10 a vendor
specific. attribute equal. to 26, a Mase station ID value equal to 6, a
servi ce. provider val ue. equal to 9,. and a text string indicating the.

name of. esir ervi ce. prov 20 25 11.., The nmethod of any
pr ecedi ng ¢l al’[ﬁ%ev\ﬂ‘e?gl ﬁ angtgﬁe%?gn?'%c 13T FARES (‘?ggpﬁﬁﬁg?ec?rom t he
RADI US. grraargereils. aaf ThBerdesi setvses \presriddy.ovi der. conpri ses.
receiving a standard format RADI US. nessage containing: a user nane
attribute, a network access. identifier equal. to 32, a vendor specific

attributeg, eqypl meEﬁodzéf an ?@é@ééﬁﬁﬁ'd¥&ﬂdDwH@f€§n efdake

servi ce. prOV|der val ue. . and a text string |n8#cat|ng t he
name 3 ofof tieguesgdsor @érs watzaoxpr@fume Jusexnh¢ompriiseisc aendhnaf towhet her

the . USEHhe'ﬁ%Df%sh3¥§angQﬁEﬂ9r§ é@ﬁﬂdaf& f%fﬁ%yﬂﬂﬁﬁIUsu%gssage

containing:

user name attribute,

network access identifier equal to 32,
10 vendor specific attribute equal to 26,

base station ID value equal to 6,

p o o @ P

service provider value equal to 9,.ana
a text string indicating the name of the
desired service provider.
15
11. The method of any preceding claim wherein the step of
receiving user acceptance from the RADIUS arrangement
of the desired service provider comprises receiving a
standard format RADIUS message containing: |
20 a user name attribute,
network access identifier equal to 32,
vendor specific attribute equal to 26,

base station ID value equal to 6,

O 0 9 o

service provider value equal to 9, and
25 a text string indicating the name of the
desired service provider, and
an indication of whether the user is a home

network user or a roaming user.

30 12. A cellular wireless Internet access network system,
comprising:

a RADIUS arrangement;



30 12. Acellular wireless Internet access network system conprising: a
RADI US. arrangenent; 8 JUN 2005 -17 5 10 a network controller; wreless
user equi pment for a user to access the. network and to nmake a askrJUN 2008
access. request . to a desired service. provider; the. network controller
being arranged to receive the user access . request, and to request
verification of the user fromthe. RADTUS arrangenent. of. the desired
service provider and.-to receive. user acceptance therefrom and the
network controller bein ran i connect. to the desired service.
provider and the ufbpeéﬁ%§ % B¥shing a communication link therewth

to begin a Commnlvﬁi&tdl@%ssﬁ%élz@@gu d3c fbe SUHAMNY LHRsP Lhe Wherein a
predeterm ned service provider entification is. associated mnth t he

wirel ess user RERPenda @ MAEenat WB?T( AeRAT Jl9PIests tar padgedred request

verification ofetfi&dISRoersquesting. verification 20 of the. user from
a first RADIUS. arrangement. associated with a first. service provider; in
the event that the.ther edéworki godtsel Véx e jmmp\amimmdgedertio fi cati on does not

mat ch that of éecelve the user access request, and to request
verification of the user from the RADIUS arrangement
of the desired service provider and to receive user
acceptance therefrom; and
10 the network controller being arranged to
connect. to the desired service provider and the user
thereby establishing a communication link therewith to

begin a communication session.

15 13. The system of claim 12, wherein a predetermined
service provider identification is associated with the
wireless user equipment and

the network controller is arranged to request .
verification of the user by requesting verification

20 of the user from a first RADIUS arrangement

associated with a first service provider;

in the event that the predetermined service
provider identification does not match that of the
first service provider, the first RADIUS arrangement.

25 is arranged to communicate the verification request to

a further RADIUS arrangement of a service

provider whose identification matches the

predetermined service provider identification; and
the further RADIUS arrangement is arranged to

30 communicate user acceptance to the network controller.



first service provider, the first RADIUS arrangenent. 25 is arranged to
communi cate. the. verification request. to a further RAD US ar[

of . a service. provider whose identification nmatches the

predet e %@@EEME

service provider identification;. and the. further . RADI US arrangenent

arranged to. 30 communi cate user acceptance to the network controller..
JUN 2005 -18 14. The systemof claimi®-or. 13, wherein the systemis.
data capacity. 5

arranged to assign the user a tier of service related to
15. The 4ste of claim
assign t € 5

14, wherein the system

YiB&F™, Jf é??ﬁ“cgz rF b Wher iz éﬁ’@y SYBEEMTRE system of

cl ai m 14. ax&l’arib@d/\ﬁt@ Qb@lgnvahéleuséﬁ & ngli Satd v ety ildae rasakgnedot i er of

service is contained in a standard RADI US format. nessage.

of any orif*teF S@PFCAEY12- 16. wherein the systemis a UMIS system 15 18.

and

The system of.

password related to a predeterm ned

any one. of clainms. 12-17.wherein a user identifier

service provider are associated with

S
8

is arranged to

17. The system

the. WirdSss Treesystegupfrehaimabal, the Qtetilv&)r kihexetinokher systemr r anged to

20 it t ]
|de;1t6|q1l‘1|ezirs \é?&]afnl %?\Alng'rgg gslgﬁe%ﬁferﬁ %rtrla m#g:’?t%%b’flg% Fﬁgaﬁﬁéi'red service
prOV|dertcﬂaatEMstysten1of. any one . of clalns 12-18 wherein the

le6.

The system of claim 14 or 15 wherein a value

10 indicative of the assigned tier of service is contained in

a standard RADIUS format message.

17.

The system of any one of claimg 12-16 wherein the

gystem is a UMTS system.

15
1s8.

The system of any one of claims 12-17 wherein a user

identifier and password related to a predetermined

gservice provider are associated with the wireless user

equipment, and the network controller is arranged to

20 request verification of the user by communicating the .

user

identifier and password to the RADIUS arrangement of

the desired service provider.

19.

The system of any one of claims 12-18 wherein the

25 network controller is arranged to connect to the desired

service provider via a Layer 2 Tunnelling Protocol link.

20.

The system of any one of claime 12-19 wherein the

service provider is an Internet service provider.

30
21,

‘The system of any one of claims 12-20 wherein the

network controller is arranged to request verification of



25 network controller is arranged to connect to the desired service
provider via a Layer 2 Tunnelling Protocol. link. 20. The systen:nggnggm?e
of clainms 12-19 wherein the service. provider is an Internet. servVi
provider. 30 21. The systemof. any. one . of. clains 12-20 wherein the.
network controller is arranged to request. verification of - 8 JUN 2005 -19
5 10 15 20 the user by sending to t el RADI US. arrangenent. a standard
format RADI US nmessage containing: a user nane attribute,. a network access.

i dentifi e YAV speGidd & ' e_e 26, a base
station | ev%]lé%lg Ee’%ugﬁn%ﬁ.g&ggg&geerw ceﬁépfaorvr%glgeh\%g%ug gg%@?#?o. 9, and a
t ext strifmgmatdRADIUSgmeAsageacentdinimg: desired service. provider.. 22..
The system of any gne of clains_12-21 wherein the. RADI US arrangenent is

arranged to indi cafe*SGEePeMGcReIH e to. the network controller by
sending. a standaadnkewsek. ac¥edd)S daasiadeC@ualntBgs2a user nane

attribute, a network access identifier equal to 32, a vendor specific
attriBute equal t p@2yendor specific attribute equal to 26,
a base station ID value equal to 6,
a service provider value equal to 9, and
a text string indicating the name of the
desired service provider.
10
22, The system of any one of claims 12-21 wherein the
RADIUS arrangement is arranged to indicate user
acceptance to the network controller by sending a .
standard format RADIUS message containing:
15 - a user name attribute,
network access identifier equal to 32,

vendor specific attribute equal to 26,

base station ID value equal to 6,

o o o @

service provider value equal to 9, and
20 a text string indicating the name of the
desired service provider, and
an indication of whether the user is a home

network user or a roaming user.

25 23. A RADIUS arrangement for use in a cellular wireless
Internet access network system, the RADIUS arrangement
being arranged to receive from a network controller of the
system a request for verification of a wireless equipment
user, and to provide to the network controller user

30 acceptance.




a base station ID value. equal to.6, a service provider value equal to 9,
and a text string indicating the nane. of. the desired servi e-eprL(pNimﬂﬁ,
and an indication of whether the user is. a hone network user or a

roam ng. user. 25 23. A RADIUS. arrangenent for. use in a cellular
wireless. Internet. access network system . the RADI US. arrangenent

being. arranged to receive froma netfrk controller of the. systema
request. for verification ofa wireless equi pnent user, and to provide .
to. the. Jel li’xect: trﬁ{mcloﬁ'{:rgifér?’ﬁ ?C&&g)tﬂpce'céll%l%gNw%gfg?e'szo 24. A
network control I 6r Tor use in a celtular vireress nternét “access network
system . Interrstwadcesentnetivbrk shavemg thdrAlddueonH icemtrbddlense with a

RADI US server_ in risi.ng_user access .to t etwork. 5,25, A conputer

progr am etenelt & %@sﬁéeg{m%ﬁfe??e B %Es 85 SpertPor ming the

met hod ofauylesfilgiog used aviceskbess elvsasstwsv\ork systemas clainmed in any

one. %f clainms 1.to 11. 10 26. A nethod of operation in a wireless access.

network system substantially as hereinbefore described with reference

to. the apeonpandniaitdxaphrBganlaldfent’ Ml £ twork system
niph t @ gg g2am ent _§¥% rZF?QEﬂ§%t@§

substantially as herei nbefdore described w't erenCe to the acconpanying
program means for performing the method of operation in a

wireless access network system as claimed in any one of
claims 1 to 11.

10
26. A method of operation in a wireless access network
system, substantially as hereinbefore described with

reference to the accompanying drawings.

15 27. A wireless access network system, substantially as
hereinbefore described with reference to the accompanying

drawings.

28. A RADIUS arrangement for use in a wireless access
20 network system, substantially as hereinbefore described

with reference to the accompanying drawings.

29. A method of operating a cellular wireless Internet

access system using RADIUS (Remote Authentication Dial-In
25 User Service) which is normally used with a PSTN (Public

Switched Telephone Network) where the user utilizes a

portable subscriber terminal with a directly attached

antenna for communicating in a wireless manner via a

cellular network to an integrated network controller to a
30 target Internet Service Provider (ISP), comprising the

following steps:



drawi ngs. 28. A RADIUS arrangenent for use. in a wireless access.

network system substantially as hereinbefore. described wth rFference
to the acconpanyi ng. drawi ngs. 29. A nethod of operating a cel | ui=af JUN onne
wireless Internet access. systemusing. RADIUS. (Renote. Aut henti cation
Dial-In 25 User. Service) which is nornally used with a PSTN (Public.
Swi t ched Tel ephone Networ k) where. théluser utilizes a portabl e subscri ber
termnal with a directly attached antenna for conmunicating in a.

| d k
contr o1 er o Byl 3R, PR PRAR Fentialt), SR SRR Bompr 1 51 ng. the.

f ol | ow nonestvegrsk dpeE‘aNo& ildblnﬁﬁ.fﬂ.ér aﬂdmm ohld@tsmlcéxsub@crl ber term nal.

wi th an access. r tor identifier and user identifier and
passwor d, PP S’PW%‘ SRE 58c%§% FASRT SR GPerekersubscri ber

termnal requagid naibaceeperf LemniAg1 %Qﬁ@&r@f  JefnCeREr Ol | er; the.
I ntegrated network controller requesting veritication of the. user from

t he RADI UStggmpdedometygryt copEral beY: t he RADI US server verifying the. user
identifier anqpclQ RAssuped; nEE@ofEtéﬁﬂ€§{¥h GQ@r ol  er receiving an
ONnt T o

accept ance nessage, t e lntegrated net wor connecting. to a
verification of the user from the RADIUS server.of.said

operator;
the RADIUS server verifying the user identifier and
10 password;
the integrated network controller receiving an
acceptance message;
the integrated network controller connecting to a
layer two tunnelling protocol network server and a
15 targeted Internet service provider and the subscriber

terminal beginning an Internet session.

30. A method as in claim 29 including the step of said
RADIUS server determining based on operator ID, that this
20 is a roaming user, and the step of said RADIUS server of
said home access network operator forwarding to a partner
licensed operator and its said RADIUS server, the
subscriber request for access, and the step of said
partner RADIUS server verifying user ID and password and

25 passing it on to the integrated network controller.

31. A method as in claim 29 including the step of
assigning a subscriber terminal a tier of service value
related to the data capacity and latency of said access

30 system.

32. A method as in claim 29 where said RADIUS has a




| ayer two tunnelling. protocol network server and a 15 targeted Internet.
service provider and the subscriber term nal beginning an Internet
session. 30. A method as in claim29 including the. step. oﬁ-gaJ N IUS
server determ ning based on operator. ID, that this 20 is a roan

and the. step. of said RAD US server gi. sai d home. access. network
operator forwarding to a partner |ite&hsed operator and its said RADI US
server, the. subscriber request for access, and the. step of said partner
RADI US. [ AL r 25 P it onto the
integrate a\rfga\/\#lgafg)ént@rgg ?@ ahe %qgk@&ﬁfwd%a?l%p %f %l%%rig i ncl udi ng.
the. stempasfd tdegi @ﬁ|ﬂgrulsebsalubexntsaxdrﬁﬂrmat tler of ..service. value.
related to the data capacity and | atency of. said access. 30 system 32. A
method as in claim29 where said RADIUS has. a - 8 JUN 2005 -22 standard
data format and including the step of storing said tier of service .
value. in said format. '




