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CLAIMS

I. A mecthod for managing clectronic identity cards, comprising'

receiving personal information about a user of an electronfc signature service;

receiving aclivity information about actions of the flser on the clectronic
signature service;

generating an clectronic identity card that “inclufles the ;"eceivcd personal
information and the received activity inform_d on; and

providing information about the gencratec clectronic identity card in
association with a document signed by th / user via the electronic signature

service.

2. The method of claim I, [urther comprisin
receiving social networking informatigh about the user; and
incorporating the received social nftworking information into the generated

electronic identity card.

3. The method of claim 2, whereif receiving the social networking information

includes receiving credentials used by the user to access a social networking scivice.

4. The method of claim 1, wherein receiving the personal information includes
receiving an indication of at least ¢he of: a name, an address, an occupation, a telephonc

number, and an image of the useif

5. The method of clainf 1, wherein providing the information about the gencrated
clectronic identity card incjudes incorporating information from the clectronic identity

card into a representation pf the signed document, and transmitting the signed document.

6. The method ¢ claim 1, wherein providing the information about the gencrated
electronic identity cgiid includes incorporating a reflerence to the electronic identity card
into a representatigh of the signed document.
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7. The method of claim 6 wherein the reference 1s a uniform resoyfrce locator that
identifies a computing system conligured o provide information abgut the electronic

identity card.

8. The method of claim 1, further comprising:
tracking the activity information in responsc to dofument signature cvents
occurring on the electronic signature service; a
incorporating - statistics about the tracked acfivity information into the

generated electronic identity card.

9. The method of claim 8§ wherein tracking jhe activity information includes
tracking at least one of: a number of documentsfsigned by the user, a number of
documents reviewed by the user, a number of doghiments uploaded for signature by the

user, and a number of authentication challenges pAssed by the user.

10.  The method of claim 8, further 001]]}5 ‘ising:
tracking authcntication challengef presented to and passed by the uscr;
incorporation information aboyt the tracked authentication challenges into the
generated electronic idenjity card; and
presenting the informationfabout the tracked authentication challenges as part

of a display of the geyferated electronic identity card.

11.  The method of claim 1§, wherein presenting the information about the tracked
authentication challenges inclylles presenting a trust score that indicates a level of trust

determined based on the infofmation about the tracked authentication challenges.

12. A computer-readhble storage medium having contents that, when executed by a
computing system, [acilftate management of electronic identity cards, by performing the
method comprising:

recciving/personal information about a user of an clectronic signature scrvice:
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receiving activity information about actions of the uscr orf the electronic
signature service;

gencrating an clectronic identity card that includes thef received personal
information and the received ziclivily information; an

providing information about the generated eclectrpnic identity card in
association with a document signed by the user vfa the electronic signature

service.

13, The computer-readable storage medium of claiyn 12, wherein the computer-
readable storage medium is a memory in the computing gystem, and wherein the contents
arc instructions in the memory that, when exccuted, cafisc the clectronic signaturc service

to perform the method.

14, The computer-readable storage medifm of claim 12, wherein providing
information about the generated clectronic identity card includes displaying a green
profile badge that indicates a level of ccologfcal commitment based on how many times

the user has used the electronic signature seyvice to sign documents.

15. The computer-rcadable stora e medium of claim 12, wherein providing
information about thc gcnci'a&d ofectronic identity card includes displaying an
authentication level based on how phany distinct authentication mechanisms have been
used by the user to verily the user’A identity, and [urther based on the types of the distinct

authentication mechanisms.

16. A computing systerff configured to facilitate management of clectronic identity
cards, comprising:
a processor:
a memory: ghd
a modulc fhat 15 stored on the memory and that is configured, when cxccuted

¢ processor, to perform a method comprising:
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receiving personal information about a user of an clegfronic signature
service:

receiving  activity information about actions of the user on the
clectronic signature service;

receiving social networking information about jhe user;

generating an electronic identity card thft includes the received
personal information, the received agfivity information, and the
received social networking informatign; and

providing information about the genefated elecfronic identity card in
association with a document sig "ed by lh¢ user via the electronic

signature service.

17. The computing system of claim 16 wherein the module includes soltware

instructions for execution in the memory of the gomputing system.

18.  The computing system of claim 16 yherein the module is an electronic signaturc

service module.

19. The computing system of clafm 16 wherein the activity information location
information about the uscr, the locatign information including indications of locations at

which the uscr reviewed and/or signgd an clectronic signature document.

20. The computing system ¢f[ claim 19, wherein the method further compriscs:
receiving the indicgtions of locations from a mobile device operated by the

uscr to interacyf with the electronic signature service.
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CLAIMS

1. A method for managing electronic identity cards, comprising:

receiving personal information about a user of an electronic signature service;

receiving activity information about actions of the user on the electronic signature
service;

receiving social networking information about the user;

generating an electronic identity card that includes the received personal
information, the received activity information, and the received social networking
information; and

providing information about the generated electronic identity card in association

with a document signed by the user via the electronic signature service.

2. The method of claim 1, wherein receiving the social networking information

includes receiving credentials used by the user to access a social networking service.

3. The method of claim 1, wherein receiving the personal information includes
receiving an indication of at least one of: a name, an address, an occupation, a telephone

number, and an image of the user.

4. The method of claim 1, wherein providing the information about the generated
electronic identity card includes incorporating information from the electronic identity

card into a representation of the signed document, and transmitting the signed document.

5. The method of claim 1, wherein providing the information about the generated
electronic identity card includes incorporating a reference to the electronic identity card

into a representation of the signed document.

6. The method of claim 5 wherein the reference is a uniform resource locator that
identifies a computing system configured to provide information about the electronic

identity card.



7. The method of claim I, further comprising:

tracking the activity information in response to document signature events
occurring on the electronic signature service; and

incorporating statistics about the tracked activity information into the generated

electronic identity card.

8. The method of claim 7 wherein tracking the activity information includes tracking
at least one of: a number of documents signed by the user, a number of documents
reviewed by the user, a number of documents uploaded for signature by the user, and a

number of authentication challenges passed by the user.

9. The method of claim 7, further comprising:
tracking authentication challenges presented to and passed by the user;
incorporation information about the tracked authentication challenges into the
generated electronic identity card; and
presenting the information about the tracked authentication challenges as part of a

display of the generated electronic identity card.

10. The method of claim 9, wherein presenting the information about the tracked
authentication challenges includes presenting a trust score that indicates a level of trust

determined based on the information about the tracked authentication challenges.

11. A computer-readable storage medium having contents that, when executed by a
computing system, facilitate management of electronic identity cards, by performing the
method comprising:
receiving personal information about a user of an electronic signature service;
receiving activity information about actions of the user on the electronic signature
service;

recelving social networking information about the user;
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generating an electronic identity card that includes the received personal
information, the received activity information, and the received social networking
information; and

providing information about the generated electronic identity card in association

with a document signed by the user via the electronic signature service.

12. The computer-readable storage medium of claim 11, wherein the computer-
readable storage medium is a memory in the computing system, and wherein the contents
are instructions in the memory that, when executed, cause the electronic signature service

to perform the method.

13. The computer-readable storage medium of claim 11, wherein providing
information about the generated electronic identity card includes displaying a green
profile badge that indicates a level of ecological commitment based on how many times

the user has used the electronic signature service to sign documents.

14. The computer-readable storage medium of claim 11, wherein providing
information about the generated electronic identity card includes displaying an
authentication level based on how many distinct authentication mechanisms have been
used by the user to verify the user’s identity, and further based on the types of the distinct

authentication mechanisms.

15. A computing system configured to facilitate management of electronic identity
cards, comprising:
a processor;
a memory; and
a module that is stored on the memory and that is configured, when executed by
the processor, to perform a method comprising:
recetving personal information about a user of an electronic signature

service;



receiving activity information about actions of the user on the electronic
signature service;

receiving social networking information about the user;

generating an electronic identity card that includes the received personal
information, the received activity information, and the received social networking
information; and

providing information about the generated electronic identity card in
association with a document signed by the user via the electronic signature

service.

16.  The computing system of claim 15 wherein the module includes software

instructions for execution in the memory of the computing system.

17. The computing system of claim 15 wherein the module is an electronic signature

service module.

18. The computing system of claim 15 wherein the activity information location
information about the user, the location information including indications of locations at

which the user reviewed and/or signed an electronic signature document.
19. The computing system of claim 18, wherein the method further comprises:

recetving the indications of locations from a mobile device operated by the user to

interact with the electronic signature service.
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