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CLAIMS 

1. A method for managing electronic identity cards, comprising! 

receiving personal information about a user of an electroi c signature service; 

receiving activity information about actions of the 	ser on the electronic 

signature service; 

generating 	an 	electronic 	identity card that - includes the 	received 	personal 

information and the received activity informa on; and 

providing 	information 	about 	the 	generate. 	electronic 	identity 	card 	in 

association with a document signed by th ,  user via the electronic signature 

service. 

2. The method of claim 1, further comprisin.: 

receiving social networking information about the user; and 

incorporating the received social 1 	tworking information -into the generated 

electronic identity card. 

3: 	The method of claim 2, wherei 	receiving the social networking information 

includes receiving credentials used by tl - user to access-a social networking service. 

4. The method of claim 1, wterein receiving the personal information includes 

receiving an indication of at least . ne of: a name, an address, an occupation, a telephone 

number, and an image of the user. 

5. The method of clan 	, wherein providing the information about the generated - 

electronic identity card inc udes incorporating information from the electronic identity 

card into a representation 	f the signed document, and transmitting the signed document. 

6. The method . f claim 1, wherein providing the information about the generated 

electronic identity c 	d includes incorporating a reference to the electronic identity card 

into a rcpresentati • i of the signed document. 

- 24 - 

1)0(V-I I-102KAP 



WO 2013/010172 
	

PCT/US2 12/046934 

7. The method of claim 6 wherein the reference is a uniforni reso rce locator that 

identifies a computing system configured to provide information ab' ut the electronic 

identity card. 

8. The method of claim 1, further comprising: 

tracking the activity information in response to do ument signature events 

occurring on the electronic signature service; a 

incorporating 	statistics 	about 	the 	tracked 	ac wily 	information 	into 	the 

generated electronic identity card. 

9. The method of claim 8 wherein tracking 	is activity information includes 

tracking at least one of: a number of documents signed by the user, .a number of 

documents reviewed by the user, a number of do 	ments uploaded for signature by the 

user, and a number of authentication challenges pAssed by the user. 

10. The method of claim 8, further comp 'sing: 

tracking authentication challenge 	presented to and passed by the user; 

incorporation information abo 	the tracked authentication challenges into the 

generated electronic iden 	ty card; and 

presenting the information about the tracked authentication challenges as part 

of a display of the ge crated electronic identity card. 

11 . 	The method of claim 1 ff, wherein presenting the information about the tracked 

authentication challenges incl 	es presenting a trust score that indicates a level of -trust 

determined based on the info oration about the tracked authentication challenges. 

12. 	A computer-rea able storage medium having contents that, when executed by a 

computing system, faci 	tate management of electronic identity cards, by performing the 

method comprising: 

receivin; personal information about a user of an electronic signature service; 
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receiving activity 	information 	about 	actions 	of the 	user of 	the electronic 

signature service; — 

generating an 	electronic 	identity card -  that 	includes 	th 	received personal 

information and the received activity information; an 

providing 	information 	about 	the 	generated 	electr nic 	identity 	card 	in 

association with a document signed by the user v a the electronic signature 

service. 

13. The computer-readable storage medium of clai -1 12, wherein the computer- 

readable storage medium is a memory in the computing .ystem, and wherein the contents 

arc instructions in the memory that, when executed, ca se the electronic signature service 

to perform the method. 

14. The 	computer-readable 	storage 	medi m 	of claim 	12, 	wherein 	providing 

information about the generated electronic 1 	ntity card includes displaying a green 

profile badge that indicates a level of ccolog cal commitment based on how many times 

the user has used the electronic signature se vice to sign documents. 

15. The 	computer-readable 	stora e 	medium 	of claim 	12, 	wherein 	providing 

information 	about 	the 	gcnerated 	e ectronic 	identity 	card 	includes 	displaying 	an 

authentication level based on how 	iany distinct authentication mechanisms have been 

used by the user to verify the user' 	identity, and further based on the types of the distinct 

authentication mechanisms. 

16. A computing systel 	configured to facilitate management of electronic identity 

cards, comprising: 

a processor; 

a memory; i icl 

a module 	iat is stored on the memory and that is configured, when executed 

by t e processor, to perform a method comprising: 
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receiving personal information about a user of an de 	ronic signature 

service: 

receiving 	activity 	information 	about 	actions 	o 	the 	user 	on 	the 

electronic signature service; 

receiving social networking information about 	ie user; 

generating 	an 	electronic 	identity 	card 	th t 	includes 	the 	received 

personal information, the received a. ivity information, and the 

received social networking informatifm; and 

providing information about the gene ated electronic identity card in 

	

association with a document si 	ed by the user via the electronic 

signature service. 

17. The computing system of claim 16 N, 	erein the module includes software 

instructions for execution in the memory of the *imputing system. 

18. The computing system of claim 16 	'herein the module is an electronic signature 

service module. 

19. The computing system of clam 16 wherein the activity information location 

information about. the user, the location information including indications of locations at 

which the user reviewed and/or sign d an electronic signature. document. 

20. The computing system. tf claim 19, wherein the method further comprises: 

receiving the indic' ions of locations from a mobile device operated by the 

user to interac with the electronic signature service. 
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CLAIMS 

1. A method for managing electronic identity cards, comprising: 

receiving personal information about a user of an electronic signature service; 

receiving activity information about actions of the user on the electronic signature 

service; 

receiving social networking information about the user; 

generating an electronic identity card that includes the received personal 

information, the received activity information, and the received social networking 

information; and 

providing information about the generated electronic identity card in association 

with a document signed by the user via the electronic signature service. 

2. The method of claim 1, wherein receiving the social networking information 

includes receiving credentials used by the user to access a social networking service. 

3. The method of claim 1, wherein receiving the personal information includes 

receiving an indication of at least one of: a name, an address, an occupation, a telephone 

number, and an image of the user. 

4. The method of claim 1, wherein providing the information about the generated 

electronic identity card includes incorporating information from the electronic identity 

card into a representation of the signed document, and transmitting the signed document. 

5. The method of claim 1, wherein providing the information about the generated 

electronic identity card includes incorporating a reference to the electronic identity card 

into a representation of the signed document. 

6. The method of claim 5 wherein the reference is a uniform resource locator that 

identifies a computing system configured to provide information about the electronic 

identity card. 
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7. The method of claim 1, further comprising: 

tracking the activity information in response to document signature events 

occurring on the electronic signature service; and 

incorporating statistics about the tracked activity information into the generated 

electronic identity card. 

8. The method of claim 7 wherein tracking the activity information includes tracking 

at least one of: a number of documents signed by the user, a number of documents 

reviewed by the user, a number of documents uploaded for signature by the user, and a 

number of authentication challenges passed by the user. 

9. The method of claim 7, further comprising: 

tracking authentication challenges presented to and passed by the user; 

incorporation information about the tracked authentication challenges into the 

generated electronic identity card; and 

presenting the information about the tracked authentication challenges as part of a 

display of the generated electronic identity card. 

10. The method of claim 9, wherein presenting the information about the tracked 

authentication challenges includes presenting a trust score that indicates a level of trust 

determined based on the information about the tracked authentication challenges. 

1 I . 	A computer-readable storage medium having contents that, when executed by a 

computing system, facilitate management of electronic identity cards, by performing the 

method comprising: 

receiving personal information about a user of an electronic signature service; 

receiving activity information about actions of the user on the electronic signature 

service; 

receiving social networking information about the user; 
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generating an electronic identity card that includes the received personal 

information, the received activity information, and the received social networking 

information; and 

providing information about the generated electronic identity card in association 

with a document signed by the user via the electronic signature service. 

12. The computer-readable storage medium of claim 11, wherein the computer-

readable storage medium is a memory in the computing system, and wherein the contents 

are instructions in the memory that, when executed, cause the electronic signature service 

to perform the method. 

13. The computer-readable storage medium of claim 11, wherein providing 

information about the generated electronic identity card includes displaying a green 

profile badge that indicates a level of ecological commitment based on how many times 

the user has used the electronic signature service to sign documents. 

14. The computer-readable storage medium of claim 11, wherein providing 

information about the generated electronic identity card includes displaying an 

authentication level based on how many distinct authentication mechanisms have been 

used by the user to verify the users identity, and further based on the types of the distinct 

authentication mechanisms. 

15. A computing system configured to facilitate management of electronic identity 

cards, comprising: 

a processor; 

a memory; and 

a module that is stored on the memory and that is configured, when executed by 

the processor, to perform a method comprising: 

receiving personal information about a user of an electronic signature 

service; 

-26- 



receiving activity information about actions of the user on the electronic 

signature service; 

receiving social networking information about the user; 

generating an electronic identity card that includes the received personal 

information, the received activity information, and the received social networking 

information; and 

providing information about the generated electronic identity card in 

association with a document signed by the user via the electronic signature 

service. 

16. The computing system of claim 15 wherein the module includes software 

instructions for execution in the memory of the computing system. 

17. The computing system of claim 15 wherein the module is an electronic signature 

service module. 

18. The computing system of claim 15 wherein the activity information location 

information about the user, the location information including indications of locations at 

which the user reviewed and/or signed an electronic signature document. 

19. The computing system of claim 18, wherein the method further comprises: 

receiving the indications of locations from a mobile device operated by the user to 

interact with the electronic signature service. 
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