';,rmeéeTuTr| P6TIM,, 1 SYSTEM AND METHOD FOR UPGRADI NG SOFTWARE FI ELD OF THE
| N\VENTI'ON  The invention relates generally to the upgrading mll n
conmputing devices. Mire particularly, the present invention m “\ “m ﬂ ed
to the task of upgrading operating systens software in non-vo at%&ﬁ)z nory.
BACKGROUND OF THE | NVENTI ON General | y,1 conmputi ng devi ces include sone form
of non-volatile nenory containing a software programthat controls the
start up and ini gyalPEat ARD METHEPIRIRUPORATING SOIFPWAQREPUt i ng devi ces
such as personal : n the non

vol atile nmenory controls the transfer of an operating system software
progra ' ' non-vol atil e storage device to a volatile

st oragemlrwgg? ?@llﬁgﬁﬁ%% omthe Hard Di sk Drive to Random Access
Menory). However, in snaller conputing devices that do not include high
capaci ty nonTk@liavédtfors kdlafdesdiRYAIFE S0 theClporadiagberdeftways tif "Gomputiipy sonal
Digital Assistants (PDA), the operating systemsoftware is usually stored

i n t he dpyicasoMareipartiaitenly, thepresent inventipe isaweH guipd te thestosk whnpgrading hese
types o | ¢ ' in “f “ which is a form of
non-voléﬁe?%\éﬁ%h%??tt)ér@ﬁégﬁg% 1nlnn°r?o%g%glé;$%§é Ywhen power is disconnected from
the device. Wth reference to Figure 1, a diagrammtic representation of

t he basggcREGR CETHPINCRRAaent s of a relatively small conputing
device is provibgjelgp Fl?gure 1 details a Mcro Controller (MCU( 1 O, a

Random Access Menory unit (RAM (. 15) and a Flash Read Only Menory (ROM (20)
each of theseesenfyneomputimgndavieas iingludet someecliormt bérnari-golkatike daemonnd

cont rol . (25). rog t t h takt and

ot al SRR By st Pl R ils B shit e Pl el BR R e
non-vol (&iﬂlﬂ)tf@ti@ ];deai@e. Her compatifg Ltbvadfsysu%hﬁusepbrbmdl lh&)n_'ﬁ?lﬁefs, adVis6R@pre The
integrity of software programs stored in the nop-yolatile nenory is,.

cri t 7 carogEm contaped. iy ith%flo;ar%ﬂ%lm EBOTY SoRRals hecTaRREsT P N REHlinehg
devi ce dStdmichfr@al Ssaf ) el RaMid 20)
IS an oﬁ?éﬁ Fé\g@gggsﬁlg’r%r Mlhtqﬁl) Iislglqlngg Icéﬁ?‘ﬁ?t ’P‘f}ggf’% e§ gt?g%éh%&éé;éeﬁ?ivng s€§/st em
sof t warssosgigeldebirer(éd esiedly from the Hard Disk Drive to Random Access Memory).

However, in smaller computing devices that do not include high capacity non-

volatile storage devices, such as embedded systems or Personal Digital Assistants
(PDA), the operating system software is usually stored in the non-volatile memory.
Generally, operating system software for these types of devices is stored in “flash
memory” which is a form of non-volatile memory that will not be erased when power
is disconnected from the device.

With reference to Figure 1, a diagrammatic representation of the basic memory
processing components of a relatively small computing device is provided. Figure 1
details a Micro Controller (MCU)(10), a Random Access Memory unit (RAM)(15)
and a Flash Read Only Memory (ROM)(20) each of these components communicating
with each other via the data and control bus (25). Software programs that control the
start up and initialization of computing devices that do not include a high capacity
non-volatile storage device are usually stored in the Flash ROM (20).

The integrity of software programs stored in the non-volatile memory is critical
as it is the first program that is executed when the computing device is initialized.
When the software program stored in Flash ROM (20) is an operating system, it is
likely that upgrades to the operating system software will be released
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2,du?Lng the operational life of the conputing device. In this instance,
the "old" operating systemin the Flash ROM needs to be replaced. The
process of upgrading an operating systemis problematical as errors during
an upgrade process could cause the conputing device to becone inoperable.
Wth known systens and net hods for upgpadi ng an operating systemin a
conputing device, if an error occurs during the upgrade process it is usual
for the owner of the conputing device to return the device to a service
centre fanng ¢pe ogperatiomy. lifthefutheacomputing qdeviéor Iughisadistancan thpefdd? ng

systemin a.small conputi hce i s described,wth reference to Figure 2.
Ugual | yOPSTRENE SHIIER, ﬁgﬁﬁy\]}%bgﬁéyf@%%e@t o‘epgcﬁd‘nost devi ce which i ngl udes
a data file ThenrRea: Rk io@’@lg@?ﬂiﬁ@@ﬂ’bp@%n%tdgg&nﬁ ShroBlentinidal ds efloabinghed a

data communication |link between the host device and the conputing device,
t he newdbpwgstdenprospss eavidscaysesthe copnpeting, devirane (Brppmerironsrales Vith

transfegfl p I NI £SY I t ( | S..cQn by
the NOUTSR. SRERE SnBDBEadt] i AbER B BFefBlE ! iSlorh int 8L bURRS Y
r esi desdevitdyi iff anharrdtAdédudd Hueing thé epgradeuprongssdievs asudlhfen the amaieelof thdie new
operati i to the Elash nenory, (40) thus

ng system i.mge fromthe RAM (30
overw i ?*?rﬁgxklﬂ%gsmegwtam s et sUVicRicEnE dgfeterrogra ting device
is re-initialy t i r -t he
time requir egjh té gg_ggpgact .{e%ﬁ%e%%o%% r aﬁﬁggﬂgﬁsﬁ%ﬂ?gﬁg&ﬁﬁ o%gg%?/l ?%%%utt%ﬁ'm ash
ROM ( 40dlevige rie| dasenibéd) witingefapendentp tHiguret 2 nbjsuallyathe eompusingcdewmice he
conputi ng. deyi i syal ly rendered in raple. There are.vari ous ..
b opos abtstesiG 4 fonl HeRic b BRIEN IS¢t A 286 AR sBorml R Be S $ipen
speci f i gateANHNings eRQbLisbd 4 dath cdmunicationeliik Geesédn tHe kowti ddvéce andoot

program.is copied into RAMthat has,a battery back-up facility. en a
power f Hie ¢praPRting deicecthe BeW apSTating Beien if dial pepied ino MMr@\(l)\gAml%m ry

poi nt i : LS hEE;

xecut | Bioes 8F laRirin Bl BOVRiper A b AR InlP e RAME (S0Fis BARIRA by

Godi ckethecdililW €35 dlearing cangleted tluls tramsfevpantw operatimg systemtimegedesides. For
exanpl e, . RAM W t ter ack-up faciJity s requiyed.with sufficient
reser vewbtg\ﬁ%rﬂ\{\% (#Aﬁ]gg g)e\?fléet oCQ&PIQ%W%ﬁieg’r%riheBoﬁf sfer§ thgeneX\PRGHRE

wri tt engysgerhilinfige Yesrrtiie RAIM (B0). totthe RashPRealorP(40Pthus lﬁﬁ/_ei'@ﬁﬁhifvﬁtﬁe ?ld
conputing device to inc]lude power failure detection circuitry. I'nclusion of

these operatug syyam Addhisaigen thaeerapeting dovire iy waliiiialized xeghtes fle
conput i LGE. er, the proposal described by Godicke is only

di rect eﬁgvtvg)%\é%/ag?lgoﬁ {netéll;lt he probl em of a power failure during the process of
upgr adi ng anGeperadlyi, nthe simat asquitéd torstopydthd asor idpethtmg Spdéemkenagd fronot

over co t S ens ri t he_upgrade of an.operating system
such: askadah i BfSnkoRE OB Sebiivaly long DuRerii, Sy ftABGH ot

upgr adethRr m@nRinY déviedisaisuany ryndbrsd aivpRedbleg the communi cations [ink

bet ween the conputing device and a host "device. Another proposal is_.
descri bed i nTperecte vapous prepasalstorngyereame this pootdermmaichas) thapdessribed indes

t he proyi &i f i i r perat.i ng
syat om Cas e spePfhicaith Mo 64318 ThodRie). 1H3hY pRPsECPLRAIRERIRL 0T, g
syst em progrina ieceptedtintt RA Mrthinl leaw abattery batk-updicilitpnWhenst powegfalupe i mar y

and recovery operating,system the proposgl of .Tallam requir I or
Some. ot ReetbsRhon ot Bbbver Remedina VHG s RoM fotaineal dpidadh Riffler o
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particul arly di sadvant ageous for conputing devices where nmenory space is a

val uabl entrgpointce as the recovery

)

However, the proposal of Godicke requires several additional components in
the computing device. For example, RAM with a battery back-up facility is required
with sufficient reserve power for the device to allow an entry point in the RAM to be
written to Flash Memory. Further, the proposal of Godicke requires a computing

device to include power failure detection circuitry. Inclusion of these



operati.ng system al ways resides in nenory and consunmes nenory space
irrespective of whether it is required or not. Further, the recovering
operating systemremains in the conputing device and is not upgraded over
time. This is particularly disadvantageous if there is a requirenent to
revert to an alternative data transfer3comuni cati on protocol sonetine in
the future. For these reasons, the proposal of Tallamis not considered to
be feasible partlcularly for conputing devices such as personal digital
assi st apdditianelrcomponsmys necessarilinagases sheicoy. of Ahy camputingideticst Fudbement s,
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her ei n. @l%bﬂﬁ\b)’cﬁo‘i}l‘ﬁiel‘l‘w&m exereamgth ﬁ“sﬁ@@? M hpgiafe
provi dege %n p@fs%#gﬁhr &8s % tﬁ?@d@erféhﬂgrl%g%ﬂlﬂgath‘é CUE%‘% devivee
st e gra ro

|nclud|ngth transterring an u ontro aminto
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control, progr conta i nstruc to control the transfer of data to
t he conlﬂg'i‘ye%aa%g]%\‘if’@@u lﬁgﬁy}%émg as#‘%ﬁ(igé"h? a conmputer processing nmeans in
the conput i no\feNdrC Prépth 1tlbaaesbhse@rﬁcgawn@gsﬁéaﬁi&nbﬁ BRIUSHIDT 01/0792t €
the instructions contained in said upgrade control program said

i nstr uc(Tailagn)c athirhdneldes dhpupnowgsl@re\n cBVe coparaliRg sysems 4 ryimearyseudce
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conput i fkaHeYs Gfreld He mﬁ?m&gs ﬂe\%B@ tb @xEcifth dnBor! ihbF BE thORSrR opiatinpar ade
control program In a preferred enbodi nent, the source device fromwhich

data issystemsferred is a host device. The upgrade control programmay be a

relatively si rogr a ui el ativel unber, of
nstructi one TiRa PEPRRE] RSB b Bala Chiiinte iRy, AR EaEomss tevi ce
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wi th a host .device i ncl uge performng data integrity tests during the
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t r anst ed allamgist Bot peusidarad ity bo Eeasitle Pasdewlpily woszt%%gfr{%ﬂses:ém h 8p
Pr 00" AMLLAShANARIANSSIBEH S RhFARIREY 118 iiBPIBEERE. data Lo overwrite the

upgrade  control “program This res e optimal use of available
menory and t Huyy diseussion of doeumentspdevibes, @otsport kmawltdge de this speaificatibe f or

transtefy SRRl S Wbl Me"SHSREA S InPdflof™ It should not be taken as an

admission that any of the material formed part of the prior art base or the common

general knowledge in the relevant art on or before the priority date of the claims

herein.

SUMMARY OF THE INVENTION

In one aspect, the present invention provides a method of upgrading a software

program in a computing device including the steps of:



5 The,upgrade control program preferably causes the conputing device to be
reset after the upgrade control programoverwites itself in nenory thus
causi ng the new operating systeminstructions to be executed by the
conputing device. At this stage, the conputing device will then operate
according to the upgraded operating sygtem The transfer of data to the
conputing device is preferably nonitored by the host device. In a preferred
enbodi nent, the host device is a personal conputer that is connected via a
communi cat i ofrapsignieg am t Wpgrade coorproli paogrewi dsta onbmounpgladtidns ToR the
conmmuni I hannel between. the host.device . and the conputing devi.ce may
be a m?@é‘?@@?g Sg?\p@f: %&swu r,aﬁﬁ‘ii’ués o\qﬁgrﬂlf oFo%ltﬁo etl?{gBF?é? gBﬂtﬁHBPgon.
The upgimdactend todomiclgh@ransfef f adth o tiee enapaties devich; t he program
executing on the host devjice that controls the transfer of data tq the
devi ce such BRBYING 25$i282k B} aRQIPYLCH PIPGRFSMBemErRh 3t dhe gompitingadewsever y
pr ocesSqi & it t I : | g . 1dat a
From a Rt tehCesslRl bitihs B OolyE o TRKCORTHE iSHRIR0nE oh BRI P
ei t her upgralesonttel ipcegram, tsaed omstquetiong caesing d¢he aoniputingeddvéce to emasfeof t he
conput i vi ce or the .host .devi ce. pr, .an j nadvertent disc ection.of the
comuni @%‘Pﬁﬁ%n@h%ﬂ?ﬁ%? pUrsa8d Wilfe S&Eﬁﬂ@@ é?gwmﬁg?‘wm&ﬁ Q?Eﬁ% EPBPYURE ocess
initiatgghigy-oidls the need for the data transfer process to recomrence from
the start. I'n a preferred enbodi nent, the upi;r ade control programis stored
on the host W&itingatdaestiapartiagn of sridednta inte lab laashona $aid mmocelogstipar t  of
the first ph . 0 j i ce. aop i stem The
upar ade- cont P eRe HHEARR, katidfis 1 FRY CORBuRE PR s PE R
conpar edolatitehnemayeloatiiogs sydt €t pnhog rthendpgradeheorestpprioighgm de widitten to
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t he conﬁ'g)tg ABCTHELY cPaOPP apROWPH MIYTE dAtt 9‘108%1" SHpaMEd D@t fAUSRdNE | ne
reqwre%&%ﬂm&@&@&u&&%&%@g&%&m@% fam O course, it is very

ro ocC

difficult to recover from any bl em ur.infg during the transfer of an
upgr ade cont ok prefegredmmbodimentthe isngrodedeviee fromwahich dats is biapsfermdds er

will reguir ch lgss ti as conpared with transferri an raded

oper at i %34°§§s‘{°r§+ﬁ°-t 3 [upg{r}l%gf C%ﬁrﬂﬁp@&%r %‘Veﬂ%Poﬁ‘%é{lﬁ?;‘gcﬂmﬂ%gg’rf’gfam

si gni f i payniding redelatidelyOs@@allanember BT ilstrié b ahd OprefdtabBObALE hAiizes!
program from a host dg\élé}gmg to a conputing device js conpleted, a%ypr obl ens

occur ri FRIMEBHGA{IOR &) dost dexiest i tengfgrring Slatmdramnhat ihngt dleyvicge nmay
be over g%mgﬁt b Sriphidatiel GAtRCd! ﬁ@sgtdev%]ﬁﬁ g‘mﬁ{) 21{161@3& %rf&nﬁﬁ% NGty 0 the

progress o ata transfer 1s maintained on t evice. hi's

i nst ancmtegrityatgstsoldiengwiheeptazess adr tramsfbrringe detanmomni rey ot idewicsuta rihe a
transfer then t?e host device can resune the data transfer when the problem
with t he®d %ﬂg ﬁ‘é‘ca'evi ce has been resolved. During a data transfer

process, a hish pdendulerly prefenst dpitrsliinent)@hé daR earkfabd E fidndhfdstiescet is
not havjng_its operating systemaltered. Accordingly, it is nore |ikel

that pr8g eRgWwiaperaiingusysigmpfor ke computing feyics. M ritingteamsdesed Wataningo Kost
devi i it . | & .t h j i t
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information relating to the progress o
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th f the start,,ultimgtel i f, stat i nf ti | at i t
the progfilitel HPEIAm dransfers dafa intog qvalipblsy Memory detpivns inldheee are 00
pr obl enfigtHer A¢aildtle RhdHiSSFlochiiénSatehichPdhtethe WpBrRR doditidl prédrash dfrédts t he

begi nning. Prior to an upgrade process commencing, it is preféerable that
the hosthedeanser ebdats ik mesonyhlocaliansopesupiecthhy she mpgrade eenpnltpregemy t h
the co i i Thi s: b r i SO

dent 1 1Ot Wiy Clifing o, GaRiell Bt 36 yGliRG iBClibdade qoptrol
conput i pipgdemi dis Fesulfsein thd optinfal afser abheaitdbdé rmémohoand thus the entire

memory of the computing device is available for transferred data such as a new

operating system.



device:initiate tests wth respect to the supply of power to the conputing
device and to check whet her conpatible drivers are installed on the host
device. In another enbodi nent of the invention, the source device is a data
storage neans that is preferably non-volatile. This particul ar enbodi nent

of the invention is well suited to upgsading the Bl OS of a Personal

Conmputer or other conputing device that is connected to a relatively large
non-vol atile _storage means. In another_ aspect, the present invention

provi des an Ubgrengradowontpl poogranr preferbhacanses| thei emputng wevicsnt bo

control f Lng_ devige. the upgrade control
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control program said instructions causing the conputing device to transfer
dat a fr&@ge HsusEpeang devisgawill ithen opPEptel aceording torghe upgrasesk pperatiog t he
conput i %t?fﬁ\/i ce said instructions further causing at |east a portion of
said data fo be witten into at | east one said nenory | ocation. In a
furt her aspedhe trémsfgr eSdata ionthencomputing desiee 38 prefiqrablynmotiéteteak byi the

d t wher gi i d .conput i ng_devi f1
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program contai ning instructions to control the transfer of data'to the
conput i Alje Fenmmenicajien ghagnel betyeen theohestdlsving and theoeewpiiting desios mayt he

conput i [: . t 0 i ans._ i ed to _execute,the
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Fi gur e dufing a teansigraeindata drame priast devicedn aotompieting: devicaandndingoapowent s of

failure to either the host device or the computing device, an inadvertent reset of the

computing device or the host device or an inadvertent disconnection of the
communication channel between the devices. Preferably, any recovery process
initiated avoids the need for the data transfer process to recommence from the start.

In a preferred embodiment, the upgrade control program is stored on the host
device and is transferred to the computing device as part of the first phase of an
upgrade to the computing device operating system. The upgrade control program will
generally be a much smaller program as compared with an operating system program
for the computing device. Accordingly, the time required to transfer an upgrade
control program to the computing device will be significantly less as compared with
the time required to transfer an operating system program.

Of course, it is very difficult to recover from any problem occurring during the
transfer of an upgrade control program to a computing device. However, as this
transfer will require much less time as compared with transferring an upgraded
operating system, the risk of an unrecoverable problem occurring is significantly
reduced. Once a successful transfer of an upgrade control program from a host device
to a computing device is completed, any problems occurring during a subsequent

transfer of data to the computing device may be overcome.



a conputing device; Figure 2 is a diagrammtic representation of the basic
menory conponents of a conputing device detailing the relative |ocation of
a "new' operating systemimge and an "ol d* operating systemduring the
process of upgrading the operating system of the conputing device; Figure 3
is a process flow chart detailing the gorimary nmethod steps of a nethod
upgradi ng an operating systemin a conputing device according to an

enbodi ment of the invention; and Figures 4 to 10 are diagramatic
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the user jis n compatible with the conmputing device that the,user w.shes
Lo upgr 3 Whtther BERRY Paaling Sret BT Rpaihls BT B confuringdeyiEl TS " o
sel ect magthe peefoehad itig asyshparidon of ridemification hlvdbesmmsbeiaged eMite ¢hd st ep

70). Wen a . conpati bl e operating, systemfaor the conmputing device has been
sel ect eRPSrAdngBYHSH anéctgéd%omwt@t&ﬁleweM@ h # lﬁaqurgbkff‘eﬂ@r dhe gnost hat

part of i “%hs%? i {

control d%o‘{}gegfr;gﬁét?tstégggea e gﬂél‘% P@Hgﬁt"éedé p(l)f%{ ﬁé%ng\?%%%q{bs%ﬁgﬁ%&% %Stgltzor at ed
i n Fi gucheck whdthet epmpdtible deivierssire diestalbed om theshiest demiceupgr ade cont rol
programto the comput i evice-and.stores t.he upgrade.contro rogramin
Phe t hash melfbAYOBRD SRTATEE 86 K o, T stRie iRt et
backed- siBafss tHRip i preferdbly ndhaplsile! MRisBirtiedlar enfbodihernt of tHesinvahén i
Figure S. A reset signal is then applied to the conputing device such that

d
t he upgweHeuitedte ypgrading the BIOS afia/Rergonal Keemputer op ot computingdrviery

devi ce. glp: t i - ' i trolled b ti
of 't he. ! rinBLiBath A%E1act 8 GORPHOLDEIARY bofadBiBeBRN T O O Y, PYPCLL! O

transfer datn finother aspect, the present invention provides an upgrade control software

program including instructions to control the transfer of data to a computing device,
the upgrade control program being transferred into memory locations in a computing
device to be upgraded and upon execution of instructions contained in said upgrade
control program, said instructions causing the computing device to transfer data from
a source device and write said data into memory locations of the computing device
said instructions further causing at least a portion of said data to be written into at

least one said memory location.



9 a host device which enables the transfer of an upgrade control programin
the formof the OS bootl oader of the preferred enbodi ment. Having reset the
conputing device and causing it to operate under the control of the
boot | oader program the next step in the nethod is to create a backup copy
of the contents of the RAM of the conplting device (step 95). This step of
the method is further illustrated in Figure 6. Upon conpletion of this

step, a flag,.is set to indicate that.this nethod, step has been conpl.eted
Sucbesef ul |y Sofiriass ASHOGk Sife DEGSORt JVeRGNRRE Sifesh GPIEEAITGFS RHE:
conput | 8¥d &6ftvafe GAMRIEA sai®u %ﬁ'&@%% d?ﬁ‘nﬁtﬁﬁ@“ﬁé&icé’%ﬁf%re kML a&d
successtully conpleted the creatton of a back-up copy of the contents of

t he RAMbhemstapseothost devi ce, the nethod proceeds to step 100 wherein the
creation of back-up copy. of .the "old" operating.s emaon _the h devi ce
occurs. Thi Sﬁ'g}g%%rrg*éj tHe %ﬁr?‘l%ed ciogxtrfo'l]r PFPeg?g'inl It t?t Fﬂ%@ﬁw nl%ﬁfi{]ﬁﬁse 0?55‘% rein
a back- ¢gimpetisg odevdte t fie E@naibgid&éd,ofsaidﬁmpl'ﬁghdié onttralt ifpi@ Ryt edathinidd Was
not backed-up during %iep 85) Is created. Upon sucgess ulTy conpleting this
step of ngHuckeAsiosonsrof theytransferet dafa fo,Heccarapwingdewaes; Backup Stage to 2).

The "ol d" op | [ ' ' hat 3dd; y be
subsequent | yﬁé@é/j[r%gg?fﬁzﬂﬁ?eé u%gﬁsﬁgrcpgé%gtﬁﬁg?ﬁ %ﬁ%ﬁﬂp?@ gpﬁgﬁgﬁgoﬁ%ﬁcm
oper at i suphsthst the precessimgpmednwist ¢tauské topgeade dhes erstiustionT hentametd istsapd i n

t he net hod (step, 105) conpresses, and encrypts .t he back-up,versjons t he
cont ont SIS REREShBIRSTAE: eV, RURARPIN GRS 1Y SomBpEREIaE o entter
Conpr esgitAdrdh@ sRefeeddvice DY WaTTe SEI-ILEAS intdenSMdeE1dcatbhs 86 thecdhifutigst

devi ce and encrypting the inmage of the operating 'system prevents copying of
t he opedeMitdigindystem to conmputing devices that are not |icensed to use the
sof tware. Fof, & I . - | j ce that
Y R L L
software during the creation of a back-up on a host device and including
the uni gREEFBINCRIPAHONOPIHIEDREWINGRYi ce in the encrypted back-up

prevents a user from upgrading the operating systemin other conputing
devices. In this respect, when attenpting to restore_an "ol d" operating

systemto a Aentefured embpdimentnfithe iprention svidheaw beadasyribed siith wdetsner i on

to the g | ' .for that software. 10 The next step in
t he mt%%ggéilgglr%i%gﬁé%@g&ﬁrﬁghsfer of the data representing the new
oper ati ng syBigume ilnBgedibpeiminbtc hepresaatiore of thd basic argnibdryngpraponents off hi s

step in the method al so includes restoring the original contents of the RAM
subsequeRPMPYIRELCYICEhsf er of the operating systemimage into flash menmory

of the conmpupidige 264iaCliaghnatit YeprBnthtidtoF R Bakié tdth&y Corfipondd@of
ft pinth thod a fla

successful completion of "this step in the ne ] a flag i$ set to indicate
same (Secompuking desvingedatailipg. theipelative derationstfia ('yew? aneraingsystene image

operati LM I j LG ol ade
control é@r%réﬁ ioé)%{t)%/tgl‘:g\/\%}%s %grqqﬁggé%e ﬁ@gﬁmﬁf@g}?@“ﬁﬁﬁﬁ?&ﬁ?’ﬁu@? tregf gg in
Fihgure the oﬁtmpi(;[mg detce;t he nmet hod t hen det;arn‘ihnes whet her the u?]er requi rgs
t he conputing,. device RAMto be restaored. If the user requests e to be
restored, th l%ﬁééﬁﬁgore?ew@%aﬁmﬁmgh%mec@w meHio epwﬁwreﬁ?ﬁ%
backed- g iflg ¢y €tend YlahnbiSiiest BAM
Thi s st%l%gﬁagl yrtﬁgéia’flﬁgégft?rzﬂ @dfS Fﬁﬂl@?gf}??%& %A(Jtas{(ﬁ?gns{agge, t he nmet hod
cont i nuthe inverdicay ald0 wherein a reset signal is applied to the conputing
device. If the user, elegts npt _to restore th ontept s _of .t h 0 .hg
dovi ce” Ram ( FERERE S, 8, 76 385 "hereRradiic, et TSR T iyt MR dhe
this strigatifiedén EorarwBi ng devi ce operating system has been effectively
upgraded and the upgrade process is considered to have been conpleted. The
process described to this point was based on the assunption that the

upgr adeDEAXIEFD DESCRIFEION Odt AtRREFERRED EMBODIMIENEt i vely, if a problem
occurs during the operating system upgrade process, the nethod of the

present invegption attenmpts..to recover. the unarade precess,wW;t hqut..requiring
"nt ervent | on TR ReRaR b Fibfie, 5 fofdiral s dRealor s SHEnbh atiang W o
whet her thehsrepéGiasentiérs i oMHBE] IYtHio pattielir embodiniEntpthd efigiade doatrol
recovery operation would cause the pethod tg proceed to step 150. At this
st age, P%%ﬂﬁ@é@S@@@ﬂﬁﬁséﬂkﬁﬁﬁ§°ﬁﬁ@nﬁpﬁgoﬂéﬁbuting device an identification
code and also retrieves status information with respect to the upgrade
process (step 155). Subsequently, the host device sets a recovery flag to a
"true" state (step 160) and obtains recovery status information (step 165)
indicating the |ast stage of the back-up process that was successfully
conpl eted. Dependi ng upon the |ast back-up stage that was successfully

conpl eted, the




11 nmethod wll proceed to either step 95 (stage 1 successfully conpleted),
step 100 (stage 2 successfully conpleted), step 110 (stage 3 successfully
conpleted), or step 115 if the fourth stage of the back-up process had been
successfully conpleted. |In another enbodi nent of the invention, the upgrade
process is used to upgrade the Bl OS of8a Personal Conputer. In this

i nstance, an upgrade control programis witten into the non-volatile
menory where the BIOS resides and the Personal Conputer is then reset. This
causes the PAtdbnsPmmeRsEmEant of tb@ﬁnﬂh@l&st@né%&w ¢lgrmyrationds Jpadaas to
control i e . f { r a
mon- vol REEk 3 MilerdcBroceRs s Kobfifncil fof AP st Hme oh e iokers A2,

f1 oppy piiesiousty hedtacombienkedrandds cufreatly én marecorsry phasecthis diternmgatide

upgr ade, pr ocges resetting the Personal .Conputer, woul d cause the upgrade
cont_rol(sgqbéf)a‘fﬁt‘%nm_% %ﬁ??tgPdS%pﬁﬂé’ef%f"é@ ~and direct the process to
continue frofm WheeQeht (WRSthe Wn8fHodPHSESE nbi nBEE A6 AGHIEE aWecBvétyephakéehé ON,
transferring data to the BIOS results in the new BIOS being witten into

rrﬁrmr y method preseedscigpstep G0ywhersin ppommusisation progusgt idowoloadedrionthe i ng
g . . 0 ;
i o e R N R T BT S e L P G St A b

syst em withatleogpiiputiggddsvice thuc heq@siraan agnbedaitny Systein Wpgradp andoupdn
digital assistant. In partjcular, the nmethod and system of.the E)r_esent

y
i nvent i BHERINR B eSoBRMINLCANIONN DERVERR Jfar SaVIFaL dh T haYt AeYirpdatBs r &R over
the UPYIRABFRASSESSdd &f tha& Inot dticeiYer£64)0r S or problems occur during
papeags SRR

the transtfer of a new operatin ystem e’'to the conputing device.
Furt her, si gihheimethod dbempreogess taestebt70f wharein anisay operatipgrthd diosbdeviot

h devi d downl oadi h h :
Comput | TR U Bpge it &Peilinecst hod Fo b e Br B BPR Ko i AV Tstep 1 e
I n part 7e1 1 Gpon WelcHASS ah upghedddd apafitingOsystéth furoghmsTeray (e b@fﬁ?ﬁsgn@nd

used in_caonbipation wth a program execufed on a host device for
pur posed@fice; i heshdevipe refperves thegpreyinushy ebtatneddgyies Hyormgtion (step d8) as a

resul t gfy EJe%?fo gr29e soff oP&R@}[i&éHt%ﬂagifope&é&ssf&rﬁfé gﬁg%g&f&oﬁ%rﬁteiﬁé‘ the

conput i ng vice for € purpose o ecting an up

oper at i sygtay sindrthe cotripatingnjewidenty diderniae withemthepdee compatiblepistegr 8 does
not consupe val uabl e nmenory, resour in the ¢ ut i device. As conpared
Wi th thi We cirerafing syaiom selgriep by ihe 85S¢k iapat Frmpabitleo it e eQmpRing o
pr esent déAyefhdt @Re Gbdinkisheatd Liygradehesméthed revditOfo f8p F0NWherein thealeem

occurnng during_an ngrade process, that coul d render a conputing device
i noper ai§l Rrompted to select another operating system for transfer to the computing device

(step 70).

When a compatible operating system for the computing device has been

selected the method proceeds to step 85 wherein a back-up version of that part of the
Operating System that will be overwritten by the upgrade control program is created.
This step of the method is further illustrated in Figure 4.

At step 90, the host device transfers an upgrade control program to the
computing device and stores the upgrade control program in the flash memory block
of the computing device that was previously backed-up (step 85). This step of the
method is further illustrated in Figure 5. A reset signal is then applied to the
computing device such that the upgrade control program effectively takes control of
the computing device.

Up to this stage, the computing device was controlled by execution of the old”

operating system which necessarily includes the facility to transfer data from



13 The.cl ai ms defining_the present invention are as follows: 1. A nethod of
upgradi ng a software programin a conputing device including the steps of
transferring an upgrade control programinto nenory |ocations of the
conputing device to be upgraded, said upgrade control program containing
instructions to control the transfer of§ data to the conputing device;
applying a signal to a conputer processing neans in the conputing device
such that the processing neans is caused to execute the instructions

cont ai nedoshdedce winch enablesthter toansferoofr amypgraded contol prtigramsinghesomg of he
conput i @g\ﬁ cgpt(g t(; gfer data f.rom a source device and wite said data
into nmetbry-1°08P o %fegsﬂﬁm‘? émﬁlé'ice; and witing at |least a

portion of s¥adimpteset Heoc@hph®@s Hevide andi CAuBIFO Yo bperitd afider’the/soriionod
accordi ngtto cl ?I m 1 wherein the nmenory | ocatjons are non-vol atile nmenory

| ocat i ok thesbootlender grogratb ithe Agxt Yepiih tae msthpdrs taopregicap hackyinespy Rfsai d
source fRddtelt of (ORWMUMHE LBGpURKL Bvict (step™) PRSP LEtHME MR QT ™ 1

wherein said source device is a n storag evi ce.
met hod Aotlwrdilostrated dh diigu GhEpen conepletiomof dhis stemta flagis agt torirpkedtor s

data integrijty tests as,data is transferred {r he. host device to_t he
Camout | BTl meog st hEs haen SotBIaRH sure e Do, ki Jabe Sl ThY oi ms

wher ei NebhentdRSF REER AM 0F the ROAPUANE CRHIES are o P bltedR)) G #12 ISt T eset
upon co?rpl.eltli ng the transfe? o?ﬂ’gatﬁg to th% cor%i)uti ng deSi ?\eﬁ.) 7. A net hod

accor di 8gVi€e any one of clains 3 to 6 wherein said host device is a

personal co rdi a cl.aj

wherei n sai %&E%F ]?cncgég&{e@&% g)%il@g%aptgl? s% g%atetﬂ%nd%? '?) ggk'glg)sﬁoys}aﬁﬁh%t %Oglt%gf’ hod
effecti ogﬂmRA%ggoad%etmsth aevie@,euhaté@mﬁodpsbmd@ftots IUlﬂ(_irheﬁdén dlhegbxte\%ion _
assi st ant,. : t hod ggcording to any one. o ai s to_8, wherein
t he hosf’% é&?ﬁéﬂpnﬁom’eg?g@ ?ﬁﬁ?}@ﬁ?’f?ém%rﬁ%m&’éﬁe ﬁ‘@ﬁ‘ég‘?‘ﬁge P@C‘El}ﬁgaTglfSoﬂ%ss of
the ”?‘BPftﬁé méthdatid furmat illGsthasd iferighte tﬁwﬂx@?eiﬁ%%k-@ JeNidif of U

that, in the event of an error during data transfer, t transfer may be

r e- conmesmeaitders ofithe Heldirappratsng systemn@hatowasmmioh backeupduring $togt85) is
ti i . 10. A t hod i t f clai 4 t0.7
wherei nogafed Liin dtretoally CampRiRhlCnh bt BRI s i tien o iGiate |

st OL agesﬁw (S& BackaiptStage (Ejai =) § IEPreih‘ftﬂ%’F@ a@]g:ihg%ybt@rﬁ is&:dp;?é&ﬂﬁﬁlle Mfrﬂbil&lieé N t he
met hod effecting an_upgrade tq the 5 of the persopal conputer. 11. An
upgr adeSedhthebit ey basPbsequsnilnsestaredudithryussi decisdesithatsthey peefst tha “qlde
transfeBPa%tig%%gstgﬁlgs %H%t}gﬁl\@lﬁ%’ra&&ﬁ&%ﬁ?‘de control program bei ng

ed |

transfer menory cations In conput i ng device to be upgraded and
upon execut i dheafexit sgtpr inc theomethooh(stém €05) nompiratsespgndicaciyptd the barlkegp am

on ! . e oo P s |
Sour ce JEpits ShanAepleds, o} e EoPRbBeRicT RAM FBfcte: PRC aedle g
devi ce gwitéini CumpebdingIhé WWhdating Bistell Rut@atie spaeerieyaitedfinsthiethekat a to

be witten into at |east one said penory |ocation. 12. A conputing device
wi th upgeuge AndoereaPENg e dMmpgeapld thep gPerating oSystan JURYEAts epyEg O the

sof tvar g,4a6hYdoGeh fo SOMAPALAL ‘devices that are not licensed to use the software. For

example, a user may have more than one computing device that have a range of
versions of operating systems. Encrypting operating system software during the
creation of a back-up on a host device and including the unique identification number
of a device in the encrypted back-up prevents a user from upgrading the operating
system in other computing devices. In this respect, when attempting to restore an
“old” operating system to a device, the restoration process should only allow

restoration to the computing device licensed for that software.



transferring an upgrade control programinto nenory |ocations of the
conputing device to be upgraded, said upgrade control program containing
instructions to control the transfer of data to the computing devi ce;
applying a signal to a conputer processing neans in the conputing device
such that the processing neans is cauq%p to execute the instructions
contained in said upgrade control program said instructions causing the
conputing device to transfer data froma source device and wite said data

into menory Mheafex@Btepoin theenshonybicpdl 193k ks transfeolf thé daft repestehting
portion of said data into at |east one _said nenory | ocation.
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computing dev1ce RAM to be restored. If the user requests the RAM to be restored,
the contents of the computing device RAM that was previously backed-up in the host
device is transferred to the computing device RAM. This step is further illustrated in
Figure 10.

At this stage, the method continues to step 140 wherein a reset signal is applied
to the computing device. If the user elects not to restore the contents of the computing
device RAM (refer step 120), the method proceeds directly to step 140. At this stage,
the computing device operating system has been effectively upgraded and the upgrade
process is considered to have been completed.

The process described to this point was based on the assumption that the
upgrade process was started for the first time. Alternatively, if a problem occurs
during the operating system upgrade process, the method of the present invention
attempts to recover the upgrade process without requiring intervention by a user. In
this instance at step 55, a determination as to whether the process was commencing
for the first time or required a recovery operation would cause the method to proceed
to step 150.

At this stage, the host device obtains from the computing device an
identification code and also retrieves status information with respect to the upgrade
process (step 155). Subsequently, the host device sets a recovery flag to a “true” state
(step 160) and obtains recovery status information (step 165) indicating the last stage
of the back-up process that was successfully completed. Depending upon the last
back-up stage that was successfully completed, the
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the fourth stage of the back-up process had been successfully completed.

In another embodiment of the invention, the upgrade process is used to upgrade
the BIOS of a Personal Computer. In this instance, an upgrade control program is
written into the non-volatile memory where the BIOS resides and the Personal
Computer is then reset. This causes the Personal Computer to act under the control of
the upgrade control program which may then direct the transfer of a new BIOS from a
non-volatile storage device connected to the Personal Computer such as a floppy disk
or a Hard Disk Drive.

If an error were to occur during the upgrade process, resetting the Personal
Computer would cause the upgrade control program to resume control of the upgrade
and direct the process to continue from where it was interrupted.

In accordance with the invention, transferring data to the BIOS results in the
new BIOS being written into memory locations occupied by the upgrade control

program thus overwriting the upgrade control program.

CONCLUSION

The present invention embodies many advantages as compared with the usual
approach to upgrading the operating system of a computing device such as an
embedded system or a personal digital assistant. In particular, the method and system
of the present invention provides users with an automated system that attempts to
recover the upgrade process in the event that any errors or problems occur during the
transfer of a new operating system image to the computing device.

Further, significant advantages result from storing an upgrade control program
on a host device and downloading that program to the target computing device as and
when an upgrade to an operating system is required. In particular, upgrades to the
upgrade control program may be issued and used in combination with a program
executed on a host device for the purpose of upgrading the operating system of a
computing device. Also, as a result of the upgrade control program only being stored

temporarily in the computing device for the purpose of
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transferring an upgrade control program into memory locations of
computing device to be upgraded, said upgrade control program contain

instructions to control the transfer of data to the computing device;
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applying a signal to a computer processing means in the computing device

such that the processing means is caused to execute the instructions contained in s

aid

upgrade control program, said instructions causing the computing device to transfer

data from a source device and write said data into memory locations of the comput
device; and
writing at least a portion of said data into at least one said memory

location.
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2. A method according to claim 1 wherein the memory locations are non-volatile

memory locations.

3. A method according to either claim 1 or claim 2 wherein said source device
is a host computing device.

4, A method according to claim 1 wherein said source device is a non-volatile
data storage device.

5. A method according to claim 3 wherein said upgrade control program
performs data integrity tests as data is transferred from the host device to the
computing device.

6. A method according to any one of the preceding claims wherein the
upgrade control program causes the computing device to be reset upon
completing the transfer of data to the computing device.

7. A method according to any one of claims 3 to 6 wherein said host device is
a personal computer.

8. A method according to any one of claims 3 to 7 wherein said computing
device is a personal digital assistant, the method effecting an upgrade to the

operating system of the personal digital assistant.
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transfer, the transfer may be re-commenced using the progress information maintained
by the host computing device.
10. A method according to any one of claims 4 to 7 wherein said computing device
is a personal computer and the non-volatile storage device is a Hard Disk Drive
connected to the personal computer, the method effecting an upgrade to the BIOS of
the personal computer.
11.  An upgrade control software program including instructions to control the
transfer of data to a computing device, the upgrade control program being transferred
into memory locations in a computing device to be upgraded and upon execution of
instructions contained in said upgrade control program, said instructions causing the
computing device to transfer data from a source device and write said data into
memory locations of the computing device said instructions further causing at least a
portion of said data to be written into at least one said memory location.
12. A computing device with upgraded software wherein said upgrade to the
computing device software included the steps of:

transferring an upgrade control program into memory locations of the
computing device to be upgraded, said upgrade control program containing
instructions to control the transfer of data to the computing device;

applying a signal to a computer processing means in the computing device
such that the processing means is caused to execute the instructions contained in said
upgrade control program, said instructions causing the computing device to transfer
data from a source device and write said data into memory locations of the computing
device; and

writing at least a portion of said data into at least one said memory location.



