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When the mobile device is connected to the desktop system in order to

synchronize information, the mobile device issues a challenge to the desktop system
in order to determine if the desktop system is authorized to initiate a connection. with
the mobile device. The desktop system then provides a response to the mobile device.
If the response provided by the desktop system matches the responsé expected by the
mobile device, then the desktop system is allowed to connect to the mobile device and

proceed to synchronize information.

Typically, the issued challenge is a request for the hash of the user password.,
A hash function, such as SHA-1, is a one-way function that takes an inpui 6r vérying |
length and converts it into a unique output. The hash of the password provided by the

. user of the desktop system initiating a connection is sent to the device in response to

the challenge by the mobile device. If the response matches the stored hash of the
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the authenticating device is in possession of the password.

According to an aspect of the invention there is provided a method for
authentication of a requesting device by an authenticating device, the requesting
device and the authenticating device each being operative to carry du_t a one-way hash

30 operation and to carry outa key-based encryption operation, the authenticating device
storing a hash of a defined password generated by applying the hash operation to thg
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the authenticating device using the authenticating encryption. key in the
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decryption operation to decrypt the response to obtain a decrypted user password and
carrying out the one-way hash operation on the decrypted user password; -

the authenticating device comparing the hash of the decrypted user password
with the hash of the defined password to authenticate the requesting device when the

comparison indicates a match.

- According to a further aspect of the invention there is provided the above
method further including the step of the authenticating device using the decrypted

user password to carry out operations on the authenticating device.

According to a further aspect of the invention there is provided the above
method in which the authenticating device is a wireless handheld device and the
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a decryptor for decrypting the encrypted re(juesting password using the
* authenticating encryption key to obtain a decrypted response; and

a comparator for com_p_aring a hash of the decrypted respbnse with the hash of
25  the predetermined password, whereby if the hash of the decrypted requesting

password matches the hash of the predetermined password, the requesting device is

authenticated.

According to a further aspect of the invention there is provided a method for

securely transmitting information to a receiving device, the receiving device being
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deternmining and transmitting a challenge to the
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As will be appreciated, the invention is capable of other and different
embodiments, and its several details are capable of modifications in various respects,

all without departing from the spirit of the invention. Accordingly, the drawings and

25  description of the preferred embodiments set forth below are to be regarded as

illustrative in nature and not restrictive.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a

wireless communication device may be used. One skilled in the art will appreciate.
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noBermally beessaciaad with areosceant qxsa BIe8%8e isq':rvs:n cl’erhapsabe two most
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products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate components are not shown in FIG. 1, as they do not directly
play a role in the secure message processing desciibed below. Message servers such
as server 40 typically extend beyond just e-mail sending and receiving; they also
include dynamic database storage engines that have predefined database formats for
data like calendars, to-do lists, task lists, e-mail and documentation.
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version thereof, is sent to the wireless gateway 85. The wireless infrastructure 90

includes a series of connections to wireless network 105, These connections could be
Integrated Services Digital Network (ISDN), Frame Relay or T1 connections using
| the TCP/IP protocol used throughout the Internet. As used herein, the term “wireless
30  network” is intended to include three different types of networks, those being (1) data-
centric wireless networks, (2) voice-centric wireless networks and (3) dual-mode

networks that can support both voice and data communications over the same physical
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;ggyﬁﬂﬁgﬁe@sﬁﬁgﬁlﬁ%ﬁﬁﬁm@ Blrh&iPivit@hOmtéaet 20. 1F the system of

i ncorporated into the present
apFIGcattheredirgctief prograueds tes pedirection of data items from the server

40 to a mobile communication device 100, Although the redirection program 45 is
shown to reside on the same machine as the message server 40 for ease of
presentaﬁon, there is no requirement that it must reside on the message server. The
redirection program 45 and the message server 40 are designed to co-operate and
interact to allow the pushing of information to mobile devices 100. In this
installation, the redirectioﬁ program 45 takes confidential and non-confidential
corporate information for a specific user and redirects it out through the corporate
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device 100 and thus make it possible to push information to a mobile device 100 at

C

any time. A principal advantage of using this wireless VPN router 75 is that it could
be an off-the-shelf VPN component, thus it would not require a separate wireless
gateway 85 and wireless infrastructure 90 to be used. A VPN connection Would

30  preferably be a Transmission Control Protocol (TCP)/IP or User Datagram Protocol
(UDP)/TP connection to deliver the messages directly to the mobile device 100. Ifa
wireless VPN 75 is not available then a link 95 to the Internet 20 is the most common

connection mechanism available and has been described above.
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PGdGheip QéfiHditRevoativeatisd (CRIsN60. %ﬁ@até X8} fPraferably
for instance through a serial- |1nk such as a
exchanged so that the desktop 35 and mobile device 100 share one personal_lty and
one method for accessing all mail. The Cert and CRLs are normally exchanged over
such a link because they represent a large amount of the data that is required by the

device for S/MIME, PGP and other public key security methods.

FIG. 3 shows a typic_:al challenge response scheme used by an authenticating
device, such as mobile device 10 to authenticate a requesting device, such as desktop

system 35 that may be requesting a connection to the device 10. When device 10 is

11
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the authenticating device. In other implementations, the authentication device may

check for a flag indicating whether the device has been secured. -

When the authenticating device detects a connection request, it generates a
Challenge ¢ to issue to the requesting device. The Challenge ¢ may be a group of bits

30 that have been randomly generated by the authenticating device. Alternatively, the
numbefs of bits used in the Challenge ¢ may also be randomized. The authenticating

12
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correct device password. Thus the authenticating device has authenticated the

requesting device. The authenticating device is also in possession of the device
password for use in operations that require the devicé password. If the two hashes do
not match, then the user did not provide the correct password, and the authenticating

30  device rejects the connection request from the requesting device, and thereby
disallows the connection.
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25

30

usstvers,saad dnayralso ewemueicste @ver & dite natwbrkr The vbiee and data
networks are depicted in FIG. 5 by the communication tower 319. These voice and
data networks may be separate communication networks using separate infrastructure,
such as base stations, network controllers, etc., or they may be integrated into a single

wireless network.

The transceiver 311 is used to communicate with the network 319, and
includes the receiver 312, the transmitter 314, the one or more local oscillators 313
and the DSP 320. The DSP 320 is used to send and receive signals to and from the
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da a.and voi ce networks, both separate and

dohitey or Rafa TAG sabile deta copmaunipationnetporks AAVRS, FOMA,
1
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net wor ks, however, network access Is associated with

a subscrl ber or user of a nobile device. A 25 GPRS

devi ce Pegpsnding qponé@typégf netwiops or RedworksBd Ay theyacoesd mequirements
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c odatamneteatkspmobile deviosssaré rdgistergd omthye dstworkausidy @umque
i, e device _w

ﬁ“ﬂtggr? OB BRpLAROG A FiRERODHA detioh ig OPRS data networks,
RS A0 S Sblror, Qe dovice.
en@PR8rdeyice fypically.requires a subscriber identity module ("SIM"), which is
required in order to operate a mobile device on a GPRS network. Local or non-
network communication functions (if any) may be operable, without the SIM device,
but a mobile device will be unable to carry out any functions involving
communications over the data network 319, other than any legally required

operations, such as ‘911’ emergency calling.

After any required network registration or activation procedures have been

completed, the mobile device 100 may the send and receive communication signals,
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After any required network registration or activation

procedures have been conpleted, the nobile deV|ce 100
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e S T -

Otdfithe niobﬂhdé\éwelom QI iypas bDmiReRobeRbs OF ﬁucx%sﬁhﬁfers could

_ a \Vvoi C nic on, application 324A, and a
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- m croprocessor VOl & ggnf“nchons, including
c citheast date am&wormhdmﬁﬁéﬂhmymplpwfoﬂﬂechthim@-th@m 320 in the

_i.nt er to transpit apd receive voice
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25  bestored in the non-volatlle memory 324 for execution by the microprocessor 338.

For example, the voice communication module 324A may provide a high-level user
interface operable to transmit and receive voice calls between the mb.bile device 100
- and a plurality of other voice or dual-mode devices via the network 319. Similarly,
the data communication module 324B may provide a high-level user interface
30  operable for sending and receiving data, such as e-mail messages, files, organizer
information, short text .meséages, etc., between the mobile device 100 and a plurality
of other data devices via the networks 319. The microprocessor 338 also interacts
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: rms}oxbém arpbmmmt Mre smeh agnenrpelatileggenon) 324 &Tﬁéﬁﬁgy}’ °ﬁtﬂe

t omng‘ﬂg IBPY ﬁﬁ u§1§1s1 g yﬁ?g@g%%%ﬂo%e@gy .ernﬁ’%bnent, oras
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_ the nobile device 100. This
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communication signals may also be temporarily stored to RAM 326, before

permanently writing them to a file system located in a persistent store such as the

Flash memory 324.

An exemplary application module 324N that may be loaded onto the mobile
30  device 100 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appointments, and task items. This module

324N may also interact with the voice communication module 324A for managing
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The nobil e device 100 nay be manual ly synchroni zed

R

t h‘ijlacmg the device 100 in an interface cradle, which couples the serial port 330 of the

25  mobile device 100 to the serial port of a computer system or device. The se_:rial port
330 may also be used to enable a user to set prefex_cnces through an external device or
software application, or to download other.application modules 324N for installation.
This wired download path may be used to load an encryption key onto the device,

" which is a more secure method than exchanging encryption information via the

30  wireless network 319. Interfaces for other wired download paths may be provided in
the mobile device 100, in addition to or instead of the serial port 330. For example, a
USB port would provide an interface to & similarly equipped personal computer.
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on the mobile device 100. Although voice or audio signal output is preferably
accomplished primarily through the speaker 334, the display 322 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or
other voice call related information. For example, the microprocessor 338, in

conjunction with the voice communication module and the operating system sofiware,
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as an applet, or in a computer script language, or as another type of computer code.
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3. The system of claim 1, wherein the communications link is further configured

to receive an authentication request from the requesting device.

4, The system of claim 1, further comprising an authentication flag for indicating
whether the requesting device has been secured with the defined password.

5. A method for authentication of a requesting device by an authenticating
device, the requesting device and the authenticating device each being operative to
carry out a one-way hash operation and to carry out a key-based encryption operation,
the authenticating device storing a hash of a defined password generated by applyiﬁg
the hash operation to the defined password, the authenticating device being further
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handheld dev1ce and the requesting device is a desktop computer and in which the
‘authentication of the requesting device is required to establish a connectien between
the wireless hﬁhdheld device and the requesting device, the method further
comprising the step of receiving from the requesting device a connection request prior
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defined password comprises the step of refusing to authenticate the requesting device
when the hash of the decrypted user password does not match the hash of the defined

password.
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