1 METHOD AND SYSTEM FOR SECURED SERVI CE- ORI ENTED NODES DI SCOVERY AND ROUTE
DETERM NATI ON | N MOBI LE AD- HOC NETWORK 5FI ELD OF | NVENTI ON The
presént invention relates to a nobile network. Mre particularly, the
present i nMARIBNSSEW] ates to a system and met hod of seawamisagosomohi | e

ad- hoc networ k. BACKGROUND 10Mobil e Ad-hoc Network (MANET) is an autononopus
net work system of nobile routers and dssoci ated nobile hosts connected via
wireless links - the union of which forns an arbitrary graph. The routers
and hosts are free to nove randomly and organi ze thensel ves arbitrarily;

thus, the nwfbﬁmmﬁmmgﬁa ViER!SRieeRth Wi el ¢t ab Y-

15Current technol ogy and i enentatron focusing nore ased MANET

systemonly a KB ‘ﬁ% 'n ﬂd}S Wy te

determ nati onﬁﬁfb%kg?ggﬁyg no lgegm*rer ciﬁg'bhmw pro ué@égﬁg‘%&t%@gte and if
have they will not have an integr Wof the security and application
paraneters being used in route det on. 20ln a wirel ess network,

ad- hoc network particularly, data security is always a concern to
el i m nat e unaut hori zed access and usage of the data transmts anong the

net wor K FIELD OF INVENTION

The present invention relates to a mobile network, More particularly, the
present invention relates to a system and method of securing a mobile ad-hoc

network.,

BACKGROUND

10 Mobile Ad-hoc Network (MANET) is an autonomous network system of
mobile routers and associated mobile hosts connected via wireless links - the union of
which forms an arbitrary graph. The routers and hosts are free to move randomly and
organize themselves arbitrarily; thus, the network’s wireless topology changes rapidly

and unpredictably.

15 Current technology and implementation focusing more on IP based MANET
system only and use a complex and bulky routing protocol in route determination.
There is no commercial MANET product known to-date and if have they will not
have an integrated set of the security and application parameters being used in route

determination.

20 In a wireless network, ad-hoc network particularly, data security is always a
coneern to eliminate unauthorized access and vsage of the data transmits among the

network.



FIG | illustrates a sinplified MANET that consists three nobile nodes
(MNI, MN2, and MN3). As shown, MNI is able to comunicate with M\3 through
M\2 when MNI cannot reach MN3 via a direct conmunication. SUMVARY In
accordance with one aspect, the present invention provides a nobile node
for generating, and transmtting a data packet to a designation nobil e node
through a nobile Ad-HuG. netiwntds 4 e. node conprises a
service or appli &\E&Ibon nmodul e def :M‘mﬂﬁgédamlﬂgrngg CO]@EEh“’é"%r“V’lrpéen@}cs

appl i cation exec I%N&nantdh‘ar\imbmlseshg@ld code gener at or

operabl e to generate a security- code, a %V?é%ﬁ)?\e@tﬁod'ﬂl“ﬂFaéet Bty Mt or ded
ldentities (I Ds)“‘b’ﬁ*"lt Wén@»ﬂiheMNlmiahdta:aaﬂdﬁs CRARLEL & LR 4 Ne mobi I e node, a
routing table defining possible routes for routing ]h Y8ta packet w thin.

t he MANEF, a peke generator operable to generate a data packet having
paraneters that include the service ofUMipgRivcati on code, the Security code,
the Ms and a counter defini ng a nunber of hops required for transm sSion
and a com’runigcati on podul Oeam6 i broadcasting the data packet. Wen the

anot her ' nobil e nodes recel ves t*Ae*Hat depuesritinvettioe panotsharobmphid.e nodes

verifies all th%lpﬁﬁmgggdsu n%n%ﬂ%ﬁata acket to authentieate the

t ransni ssi on. I'n one e it pog éwcfa‘feﬁg“@%lkmblla: sodt gkt ted to
possi bl e L hat 1o gat ensy mads (B oleon iR bbphatnodssvamang { he-
:‘vﬁrNElTncr easi nlgn? !ﬁ’gﬁlgﬁ@g?ﬂ%@ggé‘%@gﬁ&g%ﬁg (grtgljc‘fn%ra%‘? ’g{‘}t%il :ﬁ%cﬁfﬁgaaé;ga L:gllila? Y
{ine the data packet 15 cranoni Ee 1o n HCL GRAERort ?@gﬁﬁ&e%éégag The 1D

may i ncl ude!®% MRGiestelr ey oot hefiRoashRl & i dentification.
Possi bly, the service or application |§s )enbggtgé{?}{()g%’ nﬁg lﬁ”Ftc‘}( fdlesecurity

" code. 5in yet a‘“‘?%’l"t“ﬁéﬁr 3eﬁﬁmdltabbruef nmlglepossfﬁﬁé%:!et&YmP%q&'ng el Bcket login ID,
a gr oup | D
within  (he MANE’I‘ a packet generator operable to genetate 2 data packet having

parameters that include the service or application code, thc sec_uuty cade, the [Ds and

a counter d

o eﬁmng a number of hops required for fransmission aind a communication
(5 .module for br Histg the ' rer

| e {§r btoadcasimg the data packet. When the another mobile nodes recejves the
data pe ; her i i :

data packet, the another mobtie nodes verifies all the patameters of the data packet to

authenticate the transmission,

In one embodiment, the data packet is tzansmatted to the destgnatmn mobile

node through at least one gateway nodc Itis possible that the gateway node is one of

20 the mobt[e nodes among the MANIZT

In anothm embodiment, the routing table is updated l%ulaﬂy for i mcrcasmg

the numbet ofposs:ble routes for routing the datg packet,
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and an encryption or |icense keyil_ YEt,rgggr?ggalgﬁggﬁtopaghguagP:r

i ncl udes du characters for filling up a p ribe . .

Lgckef. 1OBEF%F DESCRI PTI ON OF DRAW NGS5 Thi s |nvent|on_mnlltbgn. with
described by way of non-limting enbodi ments of the present |nvent| é
reference to the acconpanying drawings, in which: FIG | illustrates

" Si i fi ; further embodiment illustrates a block diagram of a
fri)gp : Ie]c Inggekinﬁwnac I(\:As L\"E-alzbrlféletzl]c\l/\llt';t}[1 Odl(l)nr(fgi’ !Z{}?élﬁ%)(%‘d? Fhaisds %F‘efsﬂ’é by egdrimeitievent i on;

i 1 i I t hree
i d I QW onmuyni.ca ons_betmeep .
netuork nodes 1 accor dance m  PEni SRR 57 1 RS praseiinrnvent| on;

i I ith one
| f yddrest @f maier pdssifle o) RaPAGKS ldehdhcRGEY d nce wtn.
'Zhggd?ngﬁ?ngf tﬁe pr esent ?iven?ﬁ%n? Z%EIGflgkexgnpﬁﬁg?%é“h*f%%?ﬁ}nsgn?iOn
data packet in agtiondaneebwidtdusanothers.ghodiment of the presen ;
WO 2010/ 085210PCT1SG20091000032 4

5 In yet a further embodiment, the secutity code inciudes g lbgin D, a group ID

and an encryption or license key.

Yet, the data packet may further includes dummy characters for ﬁl]ing up a

prescribe length of the data packet,

10 _ BRIEF DESCRIPTION OF DRAWINGS

This invention will be deseribed by way of non-limiting embodiments of the

present invention, with reference fo the accompanying drawings, in which: ‘
FIG. 1 ilustrates a sivaplified known MANET;

FIG. 2 illustrates a block diagram of a mobile node in accordance with one

IS embodiment of the present invention;

FIG. 3 illustrates a flow diagram showing communications between three

- petwork nodes in accordance withone embodiment of the present invention;

FIG, 4 exemplify a format of a data packet in accotdance with one

embodiment of the present invention;

20 ¢ FIG. 5 ekemp!iﬂes a format of a data packet in accordance with another

embodiment of the present invention;

Amended Sheet
IPEA/AU



FIG 6 exenplifies a format of a data packet in accordance with a further

enbodi nent of the present invention; and FIG 7 exenplifies a fornat
of a data packet in accordance with yet another enbodi nent of the present
i nventi on. YBORMAPIE DESCRI PTI ONS In line with theErasoswsssusmmary, the

foll owi ng description of a nunber of specific and alternative enbodi nents
is provided to understand the inventi4e features of the present invention.
It shall be apparent to one skilled in the art, however that this invention
may be practiced w thout such specific details. Some of the details nay not

10 be descri bednat ¢l Ga0ki30 AmBPs LUAPSENEEI REphINEN PR ruligs ease of

ref erence, common re nce nuneral s be used throughout the figures

when ref ergindidd bAGe ?eg&tgr[veﬁtiiéﬂ' features common to the figures.

The present I nvention provides a System and net hod for nodes discovery and
route determnation with service aware and sufficient security features

DUt Lo LIBPRALk B AR S el SRR b Tt BifalepSOUr oo

wi thin a Mbil e Ad-hoc Wo 0 achieve the objectives, the

present i %\ﬁﬂ%’%ﬁéﬁt OBk E L USSE t‘i)ﬂcveztxtkﬂo%ri ncr easi ng depl oynent of innovative
n P &

solutions a e poputrarity W reless handhel d devices, coupling with the
demands in supporting business and |ifestyle of nmobile users. Wreless

net wor ks supporting MANET carn, .'%J@\%%\?ESM 8 or conbi nati ons 20 of

wi rel ess Personal Area Networ wreless LAN (W.AN) or wreless
Met ropol i tan Area Network (WVAN). The present invention provides a

Syt em and, o Rt QB NiS, S Sy AR ity TR Lupotes of o
ot ner i ¢ RPEREE AR HeRRR kPR RE L AR BG) SRR BTN 1Y) e ™"
enbodi me ntof %];e ;;rQs%n Ihven 191%. Iit Shafi %te iaggdrexft ?oeon%ﬁ%gd GOHP Euit, oweder that this
invention may be practiced without such specific details, Some of the details may not
10 be described at length so as not to obscure the invention. For case of reference,

common reference numerals will be used throughout the figures when referring to the

same or similar features common to the figures,

The present invention provides a system and method for nodes discovery and

route determination with service aware and sufficient secwrity features built-in to

15  support portable wireless devices with limited resources within a Mobile Ad-hoc
Network (MANET). To achieve the objectives, the present invention make use of the
increasing deployment of innovative solutions and the popularity wireless handheld
devices, coupling with the demands in supporting business and lifestyle of mobile
users, Wireless network supporting MANET can either be a single or combinations

20 of wireless Personal Area Network (WPAN), wireless LAN (WLAN) or wireless

Metropolitan Area Network (WMAN).

The present invention provides a system and method to enhance security and

mobility of mobile nodes of a Mobile Ad-hoc Network (MANET). Generally, it



S5aut omat ed .systemthat includes security and service aware codes toget her
with the knowl edge of previous authorised nobile nodes to speed up the
nodes di scovery and route determ nation psocesses in a MANET. The MANET nay
conprise nobile nodes (MN) that are Internet Protocol (IP) based devices
and the nob-1P based devi ces. Each nobil e node can be defined with its

own definition ofetdbigi vabilcadseess nad OSQRUT | nd application codes D be
used in’'the determ nation. of route for n6]8%¥e%ﬁ°8§é}é 1% ‘Epighceusdcurity

| evel for MANET &@ViedetiomEhethsyctoid wiisSa 1,9, ]i:nk the process, of nodes
di scovery and route determ nation cl osel ypéteg)itdﬂ‘glfjg%f’rwléléy Haprlisatgser usi ng
for the benefit B‘Td@berfor mance. It further |inks applications, network and
systens | evel paranmeters in one single logical unit for the purpose of
speedy response 15ti me. It is a scalable systemand nethod that are able to
support smal ' handhef d"mSBPP@ ot aresdevineaton] e MANRET coporice.  KC. 2
illustrates as bl&golﬁm;geid% ram.of a nobile node 200 in accor ancé W't h one
enmbodi ment of the presentct HPEHEdhscetTieaniobivice awmdeod%g)%gwﬁa?i}‘?ﬁ}iuees a
service or appl ig&@&,jeg&c@ sel ect il on nodul e 210,.a security code generator
220, and a packet 20 geRer at dFhose mebile aedes tagpteain ere 2005 didRv@FGRSA history
250, a commruni Cﬁbdt@@et&-ﬂ—]'ir%ﬁ&@q. (%nd a conmmuni cations nodul e 290,” and
applications or services nodul & 280 BANET1 yihe tiraNER heg birgimsBElle 210
operational l'y i mbdds abm)ang oIy, ion with other nobile node through the
MANET. Once the con{qmnijggiﬁi'cﬁn ?e ﬁnl%ﬁrﬁ%o&%,(”’t)H’és_egé@mqswd'thmdﬁnfgeba@aat or 220

appends & seour desescomn ke ok APAULEE 91, L 23M 851 ons betieen the

10 S ‘. : Ll . - . '
aeurity and appltcatwn codes 0 be used in the determination’ of route for mobil
_ ile

nodes to enhance security level for MANET devices. The system is able to link th
; . e

C i Y

using for the benef ' '
g for the benefit of performance. It further links applications, network and

syst . SR . .
Vi em§ teve! parameteis in one sigle logical unit for the purpose of speedy -u:spoﬁse

15 time it 1c - N p .
Ime. 1t is a scalable system and method that are able to support small” handheid

mobile nodes or devices in MANET .

FlG. 2 fil_usg‘&teg a.block didggram of a mobile node Zﬂﬂ'in #ccordance with

e embodiment of the piesent mvention. The mobile node 200 comprises & servi
, e vice

or apphcahon a-selection module 210, 5 secutity code generator 224 and a packet

g 3 &, ¢ ! - y Rt ] i .

node throuy; ANE I ication is
rough the MANET, Onge the communication is initiated, the security code

renerd i i ‘ .
geaerator 220 appends a Secunity code that is required for transmissions between the
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6 nobile nodes. The packet generator 230 extracts relevant information,
whi ch i ncludes the security code,- and forns a data packet based on a
predefined format and extracted rel evant i nformation for transm ssion

t hrough the MANET. The routing table 240 provides routes for transmtting

t he data packet within the MANET. The 5conmuni cations anong various nobile
he routing table 240, The access

nodes are carri ggyabtodoy gr&ing 1o rot  tabl

hi story 250 provi des Oarck#\%@%?&%’idé) g&ﬁ“@ﬁmﬁ VihBEBnating wWads ichidds
comuni cat ed W tche &O&RBRLLE 00, JTh comunj cation nodule 290 is
provi ded to perform vviy?gl 835 cggn%ﬁ%ﬁgg‘g{{“ilg??%ﬂ“t“%ﬂ%*ﬁ%@"%md wtyssdes t hat

i ncl udes a cor r espandhRGmHEOTMLGHEL 00 IRAVLE A7 The 10 communi cati on
modul e 290 may i ncl ude one or nore tS[r'aﬁlgng' ?@%M/@&Tdi p’l"é?‘é'ﬁﬁ lablgr2df ocol s,

such as GSM et erovifibe rapgRl ks atah@NEinPT hS S Y| mpdul e 280 handl es the
appl i cations or services run on thegrmbi Fe ;%@%te “ﬂgb]. ﬁ‘qut he'he
communi cat i oAs, ctdrenMANIE JhRau i REs HonBXBEULE LheSame applications or

services to provide appropriate conmunicati odns ”@%tdv%epﬁyf(ﬁg“%ﬁi Y& nodes.

15FI G 3 il ust raties @l Réw dihagicass Shew ng GRIIWNLCALI.ons  bet ween three
network nodes (MNI, MN2, MN3) in accordance \?vith' oﬂleﬁ\écrsrb%df“ﬁ%% “bf the

present inventi btghbThise ndfNeorticc nosesnibded Wdh NRe anghil VAR Wmur]rbcat e wth
each other as shown in FIG 1|, The conmmunication flow i1s herew %

i |lustrated i n SEBHAEN BIuli20f iFpGride, tol[ﬁrfdrﬁlewiﬁﬁiﬁs§%ln41unict&l{ib% J?@t.work node
W comunicates with 20 the network node M\3 via the network node M\2 as a
MANED gat eway. §0¢0"bilqprdes bt dnstideson arrgipitding dompenis@nont hatuct0e MANET may
consi st norg, t hc%!\/bn‘eiﬁ%at em nodes for communi cations between two nobile
nodes, The present "BBGHi Ryt FPowrdésivgnbse oneogaterayenodaimdg f or
sinmplicity rea ot- limtations. The relevant steps in FIG 3 illustrate,
how nobi | e nodiﬁ’%‘é‘?‘bﬁ“ﬁ%ﬂﬁ’ [s@oéﬁ WAt Pelispiongor 18 vigramesis 280 iatt@st abl i sh
conmmuni cati ons g ef I d MN3 though MN2. The 7 nobile nodes include
Access Points (AP§ %WI&)I’“%/P{ ess(?@a%gégiém%@%l’f‘ﬁgiﬁg?d‘eP%t%ﬁ'“&@mwn@miom,.

the MANET requires to execute the same applications or services to provide

appropriate communications between the mobile nodes.

15 o F1G. 3 Hlustrates a flow diagram showing comumunications between three
network nodes (MINI, MNZ, MN3} in accordance with one embod.iment of the
present in'v.ent-ion. The network nodes MN1, MN2 and MIN3 communicate w;th each
pther- as shown in FYG, 1. "i‘he conununication flow is herewith iliustrated in
-conjungtiorl with FIG. 2. I‘nr the nuishell, the network node MNI communicates with

20 - .the network node MN3 via the network node i';/I'N_Z as a MANET gafeway. Itis -
understood to a skilled person that the MANET may -coh_éis’tlmoré than one gateway
nodes for communications bctween two mobile nodes. The present embodiment
provides only one gateway node MN2 for simplicity rcason,.not iimitaﬁons. The
t@[evanf:steps in, FIG, 3 illusteate how 4 mo'bile node performs discovery and routing

25 processes to establish communications between MN1 and VIN3 through MN2. The
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PCs, personal digital assistants, and any other nobile or stationary

W rel ess devices. The nethod further provides security features on the
servi ces supported within the MANET with security paraneter(s). and
service pre-selected by the users, together 5with information of previous
or recent nei ghbouring nodes will be grouped together to speed up the nodes
di scovery and r oubbiltgnqdésOa@&® Access Points! (2 RLL.E, node MM initiates a

communi cation with the nobile node Olm\/slizl\s)’at'%otsself)as%ﬁzﬁwb%/ia?‘i"h%kquf?g% a

sui t abl e servi ceP6y, pappki dgti 80508, LBe QRIS LRode, i-VI NI .t hr ough the
service sel ecti on nodul e 210. Each of Pﬁg ser \l/)lnéése{ss‘mgcr’“m.ya"ﬁBRFsc%‘?ﬁc‘?fns i's

10 assigned with'% reh@vianbe servivdsceualy cARR J.cal Lon..cede. For exanples, an
i nstant nessagi ng ﬁpg_l i cation corresponds tont he cselcre\%|9uc§)801%§3‘l3I “’é‘B‘r‘iI“"‘cati on
code of APPI; a NONET(wib seUtV @Ikl 9 e terREOOEO e %%!eq}see.g tg%Pﬁ',.i cations
corresponds to the service or application code of APIg “and a ¥ 1'fe transfer
rel ated appl i tatV8ngloswmtipesihondss de-acftnh&ig‘iswuvmg:&m@;wig@p‘g.gﬁ)@g 1,90, code APP.

. 150nce-the required application or service is invoi ce‘d, at st ep 304, the
security code gBifdrathsrodsdisappendeuansgeensi ty code, herein denoted as
"SEC', The security code.can be a pre-defined security code, or a
user-defined ' key cogde. ica ,, the security code is agreed upon at

| east at the sender g’?"d‘é‘%\e{{ﬁa"# Wr‘%‘&?"ﬁi’@ﬁ@“ﬁéﬂle@iom nitlpthelewbilao@strabl i sh an
aut henti cat ed cg{rm#nj@q)t'- L.:.Pependi ng-on the security requirenment, 20 it
is possible that, the sglclg\%k{ﬂﬁ/‘ié‘ﬂﬁgef Vit irplEgiooen ik mopileedticaeng ot her
nmobi | e notes thatouPUtd RBid:NGJat cket as a gateway in order to

establ i sh an authenti cat ed co(rarLTﬂrﬁhm%gcglﬁ Jéﬁ "E,%ci} 8%%%?%‘@30{5 @t -piipbcageusi ty code
(SECR) is gener ak@sedoyit Reckaaeiar L.0,.58LVve as aut hentications for the
sender. The security code is a gom%i(}rllaﬁp?%ﬁ“ogfco %eHLB‘r XRFples: pariaset er s t hat

i ncl udes | ogi n wBagpasepRathn cBRGNRE AP il GENSE Key, etc.  For exanpl e,
Group ID + password forms a SEC : and login F%hcf[%‘bﬁ%{?%%t[’%ﬁvﬂ Yy forms. a
SEC, . Duivbipgy oamyincorM b @8t icRRS .antiRA; pohil.6,,n0de | records a
connection history of recent neighbouri Irjl% mob | ée%é))ggsswtt ‘af* ¢ntfect ed
thereto at stepPBEBLioMItde oBAMBIING G fileahndTirSHOEY a8l Abs o ked OU(E# | ised by the
packet generator 230 for generating data packets. At steppé é,-lehe packet
.gener at or 230, S§'84f eHwe!iqape cedskBst i on hi story record for all nobile nodes
that -comuni cated with the nobile node MNI under the requested service or
appl i cationsbased o ncteq% I%eur.\e/' ce.or application requested. At the sane
time, a routing table stor et oRPIREP B sTYIes B otreleNNIt sieis 34pdatedigt step 309,

The - code generator 22 '
code generator 2_20 appends a security code, herein denoted a5 “SEC”™, The security

00d§ can be a pre-defined security code, or a user—déﬁlled key code. Typically, the

security code is agreed upon at least at the sender side and the recipient side in order

to _estabhslz an authenticated communication. Dépending on the secur ty requirement
N B 3

20 itis possible that, the seeurily code is required to be agreed among other mobile notes

that routing the data packet as a pateway in order to establish an authenficated
- comnnication. A response to the security code (SECp) is generated by the receiver

to serve as authentications for the sender. The security code is combination of one

or more parameters that ingfudes login [D, password, encryption or license key etc
, elc,
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10 packet generator 230 extracts the nobil e node addresses; O dStn, which
i ncl ude any one of user-defined |ogical address; Medi um Address Contr ol

(MAC) address, (MAC + IP) address, and (BRC + logical) address. Wth the
nobi | e node addreSs (fromthe step 306), the service or application code

(fromthe step 3\02) and the security code (fromthe step 304), the
packet gener at oro28@mplor@reut e+ gatwrpaekel secl) dw 1,1 L Re 15structure as
show in FIG 4. In FIG 4, AdSinn., Erepres'”égn{bs eSO Y®Y Y evi ous

nobi | e notes MKIOsa8l¢esses that aceeSsed to the nobile node MM APP;
represents the requested service or application code, which is generally
pm defined. based 02 the service or application; SEC, represents the
encrypted security cOBY 28h comaicbpe.cbenpsilesee N2 QedYNOL Qoddigss (he.
nobi | e node M\L|/ S, %gcljy_ess%_, whi ch can by any of the-addresses that include
MAC address, (MAC™Y ShiecqHdrigbauring mmblemoizsdint edohecad dress asglagshepl i ke; "FL;
represents asti . tinme perjad that the data packet remains valid for
transni ssi on; a%ﬁll%ﬁ%gﬂ}%%ﬁ%géﬁ?@sw RepigH eratraipisZap liatgodakiay W t 0 @
standard packet,lLength, L. In an alternative enbodi nent, Tu
represents a meximim nurbor 5 PREHELPRStEH shavestthemenmitionitivgrt Berdat a
packet. Furtherg APlnopile Sk ¢ al so be uysed defined code. Referring back
to FIG 3, once the packet Ls”%:a g?“ﬁ“e‘%f“?aﬁg%@oq"aéﬁé‘@ Pdide MNhen&r aleove dat a

packet format, dtdies@acket &l I 0.sends the data packet to the
communi cati ons nodul e 1290Offgtétwlsta@,f}[:])1 §‘°5Le§§’f BF SHPS QbeaRtsafivngequastso ntt tTFi mer i s

al so activat ed shde fin@e koutilBatid iBed G r.the data packet Pl to be
transnitted to nobile node 1Vi N3, Anfflgn?l%ﬁeg%g%wﬁfd’p%"ﬂiafﬁepn‘ﬁﬁe@cm th their

addr ess mat®hepadsriegeodrath w30 ChidSk MeathieSIE Si1d 1 rve. the. MM as a gat eway
. to transmt the data packet, which 10 in t eE%gJégl%f%’ I‘i’ﬁ@ nglude 3% o | e

node MN2. The f&ldwamidclddiogssasdal, MdARnnNeidahourd; ng pobil e S are

stored in the routing table stored in the respec.t“? %A%%Jgécfs’m‘géh is

updat ed regul af ') addmws, wd (Vrfg lo@dhedhay Wmlcdh&lﬂ@bifér:lbdl%gﬁigsggﬁ} [ fication
er

nunber of the tr a@zgidtti ng nodes, applications served t orlllfth?rode of

access, time atthe hesvertc guatpicatingl coget femane n@ﬂmzjﬂﬂ%ésfe&ﬁi%léogf/nnunber and
etc. . 15Still referei n‘% tg FIG 3, at step 311, the nobile node Mi42
receives the data packee™i e pickeioisramini28ation ol lpec29®,, My & ep 312, the

nobi | e nodes 11{&’5@111%@?&5% in FIG. 4.

In FIG. 4, OldStn,., represents tecent or p}evious mobile notes MNgty
addresses Athat accessed 1o the mobile node MNI, APP re.preseuts the requested
service or application code, which is generally pre-defined: based on the service or
application; SEC, ‘represents the eucrypted security code; S(;.;Add represents source

20 MN.y address (i.e. mobile node MNI1's address), which can by any of the addresses

that include MAC address, {MAC + IP) address, (MAC + logical) address and the

tike; Tii represents a time or time period that the date packet remaing valid for

transmission; and Dummy represents dummy characters thai 'ﬁlal{e up to & standard

packet length, L.
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if its own address matches any of the A dStnn.i provided in the data
packet. Once a match is found, at step 313, the nobile node M\2 decreases
the value of Tu by 1 where the Tu represents the maxi mum nunber of hop

al | owabl e. VAP 280E¥2814, the 20 packet generator 230 sulmaweeabbyogener at es
a response packet, P2, as shown in FIG 5 for acknow edging receipt to the
nobi | e node MN1L. Once acknow edged, the nobile node M\2 establishes a
comuni cation link with nobile node MN1 at step 315. Further, when the TIA
is greater than 0, the nobile node M\2 broadcasts a new 10 data package

P3, which is ge t e he Pl.. /At step. 318, the routjng ble is

updated at st epﬂg% .a%gmgﬁée gﬁ’]o@inél’ gﬁ EPIRAE P PRl E@#’Fé Q;Irﬁc@ nal

source MWN S i .t he_nobi | e node I ress; Al %.represents the

service . %ﬂ%@pﬁ?c@@%ﬁﬁ%ﬂl&&% L F ‘wm’ 3@&»@@ @n st At U555t ed

security rggfg_%p%gdcode generated in response to the data packet, and the
securi

encrypted ye'response code is different fromthe SEC,; A dStn
represents the address of the nobile node MN2 sendi ng out the response

packet; Tuz re nts then er of hop count left after the deduction

Whi ch shoul d beRGE ;Sbal Iﬁg‘)%%ﬁa@ﬁﬁw it framed inspesordange Wiklkdeup for a

standarg packet.|ength, .10D. Referring back to FIG 3, once the

comuni gat f?%)ﬁeﬂa#kp i‘etegot“&ﬁil’ ithe Bafket ﬁ@e%&ﬁeﬂn‘ésp&ei ¢t pegkebto §rvice i s

executed accordi,ngly at stfep 316. Once the comuni cation ends, the nobile
Eobs

node M2 dF¥¥BHH fodnier 390 #otien 31t fucbrmadeasting st Seat Fimeas adsoi ng back

to step-312, the nobile node IVIN2 could not find any
activated to track the time required for the data packet Py to be transmitted to mobile

node MN3. Any neighbouring mobile nodes with their address matches one of the
OldStn addresses shall serve the MIN1 as a gateway to transmit the data packet, which
10 in the case of FIG. 3, the mobile node MN2. The relevant addresses of the
neighbouring mobile nodes are stored in the routing table stored in the respective
nodes, which is updated regularly. The routing table may inciude umique
identification number of the transmitting nodes, applications served thereon, mode of

access, time accessed previously and gateway node identification number and etc.

15 Still referring to FIG. 3, at step 311, the mobile node MIN2 receives the data
packet via its communication module 296, At step 312, the mobile node MIN2 checks
if its own address matches any of the OldStn,.; provided in the data packet. Once a
match is found, at step 313, the mobile node MN2 decreases the value of T by 1
where the Ty; represents the maximum number of hop allowable. At step 314, the
20 packet generator 230 subsequently generates a response packet, P,, as shown in FIG.
5 for acknowledging receipt to the mobile node MN1. Once acknowledged, the
mobile node MN2 establishes a communication Iink with mobile node MN1 at step

315. Further, when the Ty; is greater than 0, the mobile node MIN2 broadcasts a new



15mat chi ng address, anong the O dStn addresses froth the data packet PI,
the nobile , node M\2 further checks whether both the application. or
service code and the security codes contghned in the data, packet match a

. predef.ined code' that include conbinations of application keys, security
codes and addresses as it deens fit Wien the match is found, the nobile
node MN2 proceedsatpdchadehg, it af 20 the subsequent st eps
provi ded above, which i ngﬁude@lgss% %ftl sﬁaeés(hf(f Ee /E‘ssfe@ﬁl%i@)*oﬁthe labmruni cat i on
:1ink between thepdambilsepaogde MNL and nobil e node MN2 and activates the
application or services (the step 316). Wen neither the address nor the
-rel evant code is matched, the communication |ink shall cease to establish
and the  comuni cat IRIGnSe i edD8Bcsefis tbeidindg Mch i fd’Elm% tz}ﬁ §

br oadcast nessages of step 321. Referring back to b ?‘@I‘C FI G 3,
the nobi | e node 1% N8N uidetsesr APP: epbsenadasksict hg ﬁlﬁiﬁc@( Oqagolégt s% "YU is
greater than Zero val ue. The data packet P3 is 5for matted as s in FIG
6, where its packet [BIH&ES Musipher serity oesphat odab oRler:RN GERL okgq% ti;[ohe address
of the nobile nod% WZ thg generated P3 is added, and pref erably

address code 82 ‘Add&hrE gﬁt"i‘%@"eﬁheﬂ“#ﬂ\wlmoa@ldﬁc&ss ditSrep @eﬁ?ﬁcl@f@ore the

Sl _Add field indhe dat 2, Eaﬁ Once the data packet P3 is

br oadcast ed, the nel gqﬁ’b(% B’E{’e‘éf thes grebileaima NEN2L @ndimbinl @hen@glg YN3, upon
receiving the d p ess t he data packet -P3 accordingly. Wen
the nobile node@%oﬁ%ﬁfzégé?s\%ﬁstp? ‘éia?lt BOHrREN el 988 1h¢ dodiidisn GRBMAARHEat | on

modul e 290 at sbtep-32hg ik e |VIN3 cheeks if its own address
mat ches any of the O dSt nl&,%,y %ng\/d&@&misﬁhﬁf Rigkeqn s 2 padketpal® lafpmst ep 322.

If a match it8 fopund, at step 323 the nobil e node 1 VIN3 further decreases
the value of Tu 15 by I. Qherw se, -the nobile node IVIN3 further checks
whet her both the application or service code and the security codes. match

the data packet P3 &efegingpada7 FI¢:f3, nakd ME oyt found, the
data packet P3 is_ disregarded or.di scarded. V\Lﬁ]eéra\ﬁ%%t’%ﬁﬂqb,ﬁ‘%d% the’

nobi | e node MNIeHHEtasrlsaticy ¢ hevist &peddodt &cérﬂ'ih%g% s %rlga 2 the val ue .

. of Tu by |I. At step 324, its packet generator eque ’I enerat es a
response- 20 ﬁ%‘R’ ficatipl endsyfhoandbiy b VB2 dROWECH B nothg’nmgxlefn%E ﬁ%‘inov"l edgi ng
recei pt to the a[rac %’ﬁ% e i VIN2. -Once acknow edged, th 1'T'e "nodel YI N2
est abl i sheS a Conrumicaty H‘lgqu‘?lﬂéo\ﬁhele Al 2rli chadilnodtie MY M21dador Bief,325. During
t he conmunigat i,Qf ,n mc)it?dms 8/N| comuni cates with the mobile node MB3
via the establis conné@Pf’%ﬁ%e ‘Bt ribrrsawlomathd ddNRcand,, 11N | n step

326,. the requi ted Iﬁﬂ@lfuﬁf?etr'c ccks wheﬁerw ce. s

e Botl the application- or service code and the
secunty codes contained in the data, packet watch a predefined code’ that include

combinations of application keys, séeurity codes and addresses as it deems fit. When

the maich is E’ouqd, the mobile node MIN2 proceeds with thie step 313 and thereafter
20 the subsequent steps provided abo{fe which include establishes {the- step 313) the
commumcahon imlc between the moblle node MN{ and mobilc node MN2 and

aclivates the application or serwces (the step 316). When nelihea lhe address nor the

{e
relevant code is reatched, thb communication link shall cease to estabiish and the
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12 executed accordingly at step 326. Once the gonu&gication $Rgs%o$2§t of
nobi | e node MN3 di sconnects fromthe nobile node 'k ¢ P2 owcent Chat
the data packet RI is simlar to that of ithe data packe

i i i ncluded therein. In one
bile node M2, 82 Add is also inc _ ¢
aggggfiegi taﬁeznany of the nobile nodes receives a data 8acketr31;h|§ 1
2qual to zéro, tﬁgm@aWammamwemZghathhﬂ3ugﬂﬁgggg%[%&gkgﬁﬁF%%%%fé%pN%I e
i ing, to FIG 3, the routing table _ [ N,
g%hlgv{ﬁge;:;ngrﬁvided as a reference to each nobile node to conmuni cate

i i ilable to
i thi i d the possible routing paths avai
B muni ot s our recoL?Fe nodepto a designation nobile node. The

communi cate froma 1 2R Gl it 810 . datha npaicketde oENE @gRENSe packet
routing table 290 is al 56 Ebggeég;gﬁt%;bagother engodinent, t he source

i s generated at 565,309, 319, L s arens dak Baci et
rmb?l e node, he. the ﬁoﬁuci"‘é‘pﬁ%ﬂéafh%u is greater thasrpels vout The dat mféﬁoaﬁilﬁ e des.

. at received from ot her
et o ﬁ;?ﬁ@?ﬁ%ﬁﬁ“ e”?ggg’é%ahg"“f B hifiehiermpiasinnly t albl & 124QepiAn exanpl e
The response p _ _ . E A
of the routing t@bkg 4GP LOME: 91%911(:' Igd(;r ﬁ‘mz thal generated P; is added, and preferably
the address code S, Add representing the MN2 address is placed before the S1_Add

field in the data packet Py,

Once the data packet P5 is broadcasted, the neighbouring nodes, such as ther

(0 m-obile node MNSS? upon receiving the data packet P; process the data packet P,
accordingly. Whenl the mobile node MN3 receives the data packet P3 via its
communication module 290 at step 321, the mobile node MIN3 checks if its own

_ addrcss matches any ol the OldStn,.; provided in the data packet Py at step 322, Ifa
match is foﬁhd, at step 323, thc mobile node MN3 further decreases the value of Ty,

5 byl Otherwise, the mobile node MN3 further checks whether l;éth the application
or service code and the security codes match the data paclet Py at step 327, If neither

of tlie nmtcheé is found, the data packet Py ig distegarded or discorded, When a match

is found, the mobile node MN3 prooeebds to the step 323 1o further decreases the valye

Of Tui by 1. At step 324, it packet generator 230 subsequenﬂy generales a response’

20 packet, Py, in a "formal as éliu\#ﬂ lin FIG. 7 {"or.acknowledging teceipt to the mobile
node MIN2, Once acknowledged, the mqbi!g node VN2 establishes a ccmmun‘ic'ation

‘[ink with mobile node MN2 at s£ep 325, During the communication, ﬁlobile node
MNT - communicates with the mobile node MN3 via the estgblished connections.

between MN1 and MNZ and MIN3. In step 326, the 1'éqtai1'ed application or service is
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TABLE A : Routing Table of the Mbile Node MNI Desti nationMdeinternedi ate
No of hops Response Last _Update ' MNWNTi neTime | VIN2Direct (1 hop)

-W ns20001208: NO3 1 VI N3I ndi rect MN2{ 33nms20081208: 1132

IMN6I ndi rect MN2, 1VIN8252nms20081208: 1134 13 Each nobi |l e node keeps a
routing table 290 of its own defining possible routes for conmunication in

t he MANET. The  r 6¥ciipgaacabingly 200:pi ®6b i,k cording all address

i nformation of destination nobil é nodes é:[ﬁg?m@%“e}rc%gfém‘isog‘Fé‘?}%fh@Pddi rectly
will be saved or Mipdbtetesintianhige moikivnge tabl € 290. Address information of
destination 5 nobile node that received through another or internediate
mobi | e node, w || be.lgpg)r)ared W th those information in the routing table
290. Wien duplicate récOth 5 lirmeckes i iwwirkiler Dehai gar @M padidy f0L,.fOF a
particul ar desti t'ﬂﬁtahcg&s nopi | eiﬂnode the tine that. the packet ‘rec&ived by
the source nobile node: fronTaHe e ¥Medi atds sobididcnada,wi | | be used to
conpare with the -receive tine of other packet(s) received through

eh . . . - . " f ast est
10anot her i nter nedi atneb”ETQ‘Q?OIdﬁ’e&g‘gﬁ"’(elt%’(/\ﬁ!ffrfﬁe%%il Typically,, the fastes

end-totend response tinme of a p UEH o vdetdenpiare Wi ch nobi | e
node Wi Il be theicntzeicnmei g g, mnRil.enode for the destination nobile node.

I n anot her enbodi ment, the ro&?%ndSl?agﬁf@”?‘%do%ﬂﬂ%{f@ﬂcofcﬁment enough to
handl e ' '

Still referring to RIG, 3, the touting {able 290 of mobile nodes MN1, MN2

and MIN3 are provi o pesfon ~ . .
are provided as a reference {6 cach mobile node to communicate within the

MANET. It recorde i i '
ET. It tecorded the possible routing paths avajlable to conimunicate from g

10 ) S
| source mobile node to g designation 'mobile node. The routing table 290 'is also

updated once a4 new data packet or response packet s generated at- steps 369, 319
329, -

n another embodiment, the source mobile node, ic. the mobile node that

sen [ ic
nds out a data.packet, consolidates all response packets that received from other

15 | mobile nodes. The tespotise packets ate decoded and form the routing table 240. Ap’

example of the routing table is provided in TABLE A,

TABLE A Routing Table of the Mobile Node MN{

Desft\qugtion Mode - Intex;:?ediate No ofhops  Response ~ Last_Update
- o N | ~ Time Time

_. weet (1 hop) - . [ 10ms 20081208: (103

MN3 Indirect MN2 i - Bws - 20081208:1 132

VNG . Indirect MNz.i MINS 2 S2ms 20081208:1134
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I S y ’

S 2 q
j i i i i the user& nobility conditions an
i ??%gf}gﬁslgugggﬁtggnShlp mn%ﬂe link has to be disconnected properly by a
app

bi | e node once the
[ [ application already closed by any no
o ”Fl §a'(tjiegﬁcﬁlloolno%er Epéﬂl@plﬂﬁetﬂd@m@smrﬂﬁmng’ @bid 19'09(1%&4@1}%@1“4 A&\}m%f% Lﬂ%ﬁ-egr Ad-
apg I d on above,_the present invention is adapted t - o)
ﬁgcaﬁgtmork conndﬂ‘@QFW@%WB%ﬂMEéﬁAUévlE@somMBQa%ﬂ?PD&@gg?é %H NANET
s particularly suitable

dovi ces s 1t hadtd %s?e?wwiowqi’mammm rdsBOMRI ANRUELAY POCESS,

evic |

enbedded in the security
et oct bl ¢ at el AbUBF< Eopabshirhi 20 sdseomminiealiog ik, e
etecta

devices to be service -
Sysfe‘m enaib!‘ To 2%@" ‘p"d“ h nﬁ%\ﬁ“‘g{?%ga%&ea edicamndiaicl hasit rn@a@% it is
Wi | e spec

ficati ons, vari ations and COI’TbI nati ons.

d that . from'the
ot ool bé@%é@?{}%ﬁc B & etoeie 16 208. Mout cooro .

scope of the invaid @Min be ignored. If not, for a particular destination mobile node, the time
that the packet received by the source mobile node fmm an intermediate mobile node

w:ll be used to compare with the receive time of other packet(s) moewed through

10 another intermediate mobile node(s) ifany. T ypically, the fastest end- to- Ci]d response

time of a packet will be used to determine which mobile node will be the intermediate

mobite node for thc destination mobile node,

In another embodiment, the routing table is updated frequent enough to handle
the mobility and changes of topology in any MANET envitonment. Wheq the time s
15 up, section 3.5 onwards will be repeated. The frequency of updates can be adjusted in

relationship with the users’ mobility conditions and applications supported.

The link has to be diéconnecfg:d propetly by & simple detection of application
already closed by any mobile node once the application no longer required and the

vouting table will be updated, -

20 Based on aone, the present invention is adapted to provide"MANﬁT or Ad-
hoc network cofnmun%cation between devices in both Titernet protocol {IP} and non- _
IP based devices, It is particularly éuitabie for portably MANET devices as it has a
refatively thin nodes dlSCOVCl ¥ and routing process, With app[{catxon or service key

emibedded in the security codes which is detectable at early stage of eslablishing a
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15 CLAI MVE: A nmobil e node for generating and transmtting a data
packet to a designation nobile node through a nobile Ad-hoc network (MANET)
having a nature of one or nore nobile nodes, the nobile node conprising: 5a
service or application nodule defining a code for each service or
application executable on the nobile node; a security code generator
operable to gene?ﬁ?@“§m§@dmhﬂhywﬁad@mbmsmenmbm:ﬁ@&ﬂﬁ%&h&%t$L§tpﬁ, recorder
operationally recording ldentities (IDs) of the other nobile oués
previously conneCt'&d to the nobile node; 10a routing table defining al
possi bl e-routes for routing the data packet within the MANET and a nunber
of hops required to t{rans Eﬁkﬁaﬁpythe nobil e node to the designation nobile
node for each possible rotte, WYETEIHS dath bepbidseibrodes Widstuiy, tihe, MANBT

mai ntai ns their ,QWkid Uk | e and,.each routing table is updated

i ndependently as the(ﬁﬁh%ggm%?gF%%éP Hfigte veasiwpbindeombdasne hanges;

a packet generatengd opearabl -generate a data packet having security

par aneters that incIudeafﬁgmggﬁgsggw%%o%ﬁﬁ‘$%§ﬁW6ﬁgé@dewcwhﬁesEﬂkirity
code, the Ds anthvthennunber of kips required for transni Ssion through the
route, wherein the nunber of hops of the data packet
decreases as the data packet is 20transmtted to the next nobile node al ong
the route; and ‘ :
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- [ [ n the
comuni cati on nodul e for broadcasting the data packet,h mherg:remﬂgdes
. t her nobil e nodes receives the data packet, the anot er.m)t en
anO'fSa all the paraneters of the data 6&cket to -authenticate ® - data
Y?ghshfzsion 95 2. The nobile node according to claim1l1, wherein

[ [ bil e node through at | east one
trans o the designation np : _ L one
ggfgﬁéylzode ”k#hﬁﬂ Yrobi | e node according to claim2, wherein the g y

node are one of 3Othe\mmmbmbau@pdﬁéa%WQ&gmﬁQ@PMgdEM1 %g?g;himg§§b$grrgd$or
accor di ng to cl aln it nowt?zouﬂ wsl lB&é r/\%ﬁ{oléguvﬁ@k (MONETIrhgvithendad & Ppacket,
i ncreasing the nu rding to claim 1, wherein
Arended Sheet | pEpgeA[gblle]_l@dGSSUm ttele ﬂ&blcbnﬂn@ﬂ?ge aC(t;O 1, gach time the
't he nunber ofshops ip séthge &%@%C %ggﬁ%éﬁ xgjgpaf?ﬁeggq I{ogeanlgr(teqce or appiication
dat a- paCKEt 's tgxggl?ametofi teg J]‘:‘[ObI!C node;
& security code generator operable o generate a security code;
a connection history recorder operationally recording Idenlmes (IDs) of the
other mobllc nodes previously counccted to the mobile node;
i0 a routing table defining all possible-routes for routing the data packet withip
the MANET and a numbel of hops reguired to transmit from the mobile node to the
designation mobile node for each possible route,
wherein each mobile node within the MANET maintains their own routing
table and each routing table is updated independently as the number of intermediate
s moblle nodes changes;
' - & packet penerator operable fo generate data packet having security
barameters that include the service or application code, the security code, the IDs and
the number of hops required for transmission throutrh the route,
wherein the number of hops of the data packet decreases as the data packet is
20 transmitted Lo the next mobile nodc along the route; and
a communication module for broadcasting the data packet,
wherein when the another mobile nodcs receives the data packct the another

mobile nodes verifies al! the parameters of the data paokcl to -authenticate he

fransmission.

2, The mobsie nede according to clalm 1, wherein the data packet is (ransmitted

t0 the dGS{gnauon mobile node through at least one gateway node,

3. The mobxle node ancouinvr to claim 2 wherelir the gateway node are one. of
30 the mobile nodcs among the MANET,

4, The mobile node according to ¢laim 1, whcxem the routing table is updated’

regulacly for increasing the number of possible routes for rouling the data packet
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S 6. The nobile node according to plain11, mhereinmLhe :E iﬂglrgffn§|5§§§
addréss. 107. The nobi | e node accordlgg %Rechghr}é’nodgrgccording i ncludes
i ique identification.. : _

2 aﬂgfgfﬁliﬁglggrvice or application is enbedded as part of the-securlty_

i i laiml, wherein the security
. The nobi |l e node according to c ;o\ _ ]
gggg,iﬁgluges a login fa. 10, The nobile noquﬁccorg!rg LgdglgtgglaiﬁGe[gl
[ i nej, Ograoup ID. 1i.The nobile n (
T " o LR RO D L hempi onerns s ek,
crarm s packel decreases by [ cach time the data-packet is transmitted to a designation mobile

node.

5
6, The mobile node according to claim 1, wherein the ID includes a MAC
address.

o 7 The mobile node according to claim I, wherein the 1D includes a physical
unique tdentification, '
8. The mobile node according 10 claim 1, wherein the service or apptication is
emibedded as part of the security code,

13 ' ' .

9. - "The mobile node according to claim L, wherein the security code includes &

login ID..
10, The mobile node according to claim i, wherein the seourity code i11cludes &

20 group ID.

[i.  The mobile node according (o claim 1, wherejn the security code includes an

eeryption or license key.

25 12 The mobile nede accordingto claim 1, wherein the date packet further

includes dummy characters for fitling up a length of the data packet.

13, The mobile node according to claim |, wherein the secuity eode is required to
be agreed among other mobile node or nodes (hat route or routes the data packet as a

30 gateway in order to establish an authenticated colmmunication,
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2512. The nobil e node according to claim1l, wherein the data packet further
i ncl udes dumry characters for filling up a length of the data packet.
13. The nobil e node according to claim 1, Mherein the security code is
required to be agreed anong other nobile node or nodes that route or routes
t he data packet ?% a 30gateway in order to establish an authenticated
conmmuni cat i on. 14-"THEYBbioFe apretiingaie cdidi ngwlieriC biai Meudicy WhErgin the
security code aneprappbi calk iomikademk fouddb L gd, 0, the route "determ nation
process’ through the. i.ntegration of t he selcld?ﬁﬁ?%}1 pb%i’#ﬁr’ré?‘éﬁ“é’“i‘ﬁﬁsﬁm@nsi ngl e
| ogi cal unit. 515. The nobi & SECHP aFinYe lpeicatbindti m 14, wherein the security
paraneters and .service Can be pre-selected by users, that will be grouped
together wi thsinformgl om,f, previous or recent neighbouring nodes to speed
up the nodes discovery and r %ﬁidi”ﬁéo g?‘t’idé@éﬁm‘e@@%@wm papbiteaaceokdi Ng to
i Pocan s ey b i st :

claim1, wherei n_‘t H’é o sldcesd @d&ess,l fat e VANGTJ together with information of

previous ov recent neighbouring nodes (o speed up the nodes discovery an

- d routing
0Cess,

10 16, The mobile according to claim 1, wherein the mobile nodes in the MANET

comprises Internet Protocol (IP) and non-1P based devices.
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