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CYPHERGENICS-BASED ECOSYSTEM SECURITY PLATFORMS

CROSS-REFERENCE TO RELATED APPLICATIONS
{6081} This application claims the benefit of U.8. Provisional Application Nos. 63/145,360,
filed February 4, 2021 and 63/229,348, {iled August 4, 2021, The entire disclosures of the above

applications are incorporated by reference.

FIELD OF INVENTION
[6062] The present disclosure relates to Cyphergenics (CG)-enabled security platforms and
corresponding digital genomic constructions that exhibit controlied entropy yet are subject to
digital modification and reconsiruction by computationally complex functions and processes
without loss of genoroie integnity. These constructions enable formation of comprehensively
secure hyper-scalable digital ecosystems, enclaves, and/or digital cohorts having mutual identity
of interests, and application specific security architectures based on genomic nelwork topologies
that are interoperable with contemporary application and networks stacks. In some
implementations of the disclosure, the security platforms way be configured to facilitate secure
data exchange between ecosystem members. In some aspects of the disclosure, the security
platforms are configured to facilitate virtual trusted execution domains, whereby a processing
environment is configured to perform CG-based encoding and decoding of instructions and
programn data. In some aspects of the disclosure, the security platforms are configured to facilitate

material data chains (MDCs).

BACKGROUND

(6083} The requirement to distinguish the Noble from the Nefarious has grown in urgency as
the ARPAnet commumity of adjunct-nodes breached their perimeter into a world-wide-web
comprised of virtual digital ecosvstems supported by an interoperable Digital Monoculture. By
the time the material consequences faced by this new machine-connected-world became apparent,
first responder technologies {e.g., Firewalls, Analytics, Forensics, PKI, Proxies, and Monitoring)
were already relegated (o network perimeter patrol and rapid recovery services.

[0884] Experts broadly agree cryptography offers the only provable machine~-connected-world
security solution. Quantum, Homomorphie, and Obfuscation-based crvptographic research have

earnered huge investment but no more than hoped for impact. Nevertheless, the most essential but



“n

10

20

30

WO 2022/169969 PCT/US2022/015109

indomitably complex of all crvptographic disciplines ~ hyper-scalability - remains unattended.
Efforts to update PKI to post quantum status abound, even as its linear sealability perseveres.

16065] Applicant has developed and has disclosed herein, Cyphergenics (CG) technologies,
which comprehensively resolves the heretofore intractable hvper-scalability dilemma,
descriptions of which are disclosed in this document. As will be discussed, Cyphergenics enables
unlimited deployment of cryptographic-based digital ecosystern security for di nunutus overhead
and bandwidth, while fully preserving interoperability. froportantly, hyper-scalabiity directly

facilitates functional homomorphic crvptography and functional indistinguishable obfuscation.

SUMMARY

[6086] The artificial bifurcation of arfacks on cvber infrastructure and assauits on privacy has
been and remains misguided, as both leverage the same digital ecosystern (machine~connected-
world) and digital monoculture (evervthing-interoperable~-with-everything). Security solutions
remain pedestrian kluges, expert at postmortem forensics and anemic at interdiction despite
brilliant adaptations and extensions of vintage security technologies and methods. The himited
capability of these technologies to thwart subversion, espionage, interloping, piracy, and assaults
on privacy {whether covert or clandestine surveillance enabled} is well documented. Increasingly
larger digital attack surfaces and powerful new variants of weaponized malware and processor
exploits, and uwltimately gquantum computer assisted Crvptanalysis and artificial intelligence-
informed subversive algonthms portend new fevels of catastrophe.

16067] Noble engagement has facilitated heretofore urumaginable virtualization of products,
services, and knowledge, and redefined efficiency and efficacy. From within the same network
centric campus, Neforious engagement fomenis catastrophic cyber-attacks (e.g., subversion,
espionage, nterloping, and piracy) and pervasive assaults-on-privacy (e.g., covert and clandestine
mass surveillance, profiling, and assimilation). it is substantially the common-machine-language
and mherent hyper-scalability essential to their network ceniric missions that they share, which
renders the noble and nefaricus effectively indistinguishable.

[6068]  Applicant submits that the most cnitical network centric competency 15 not the digital
ecosystem comprised of various digital cohorts {e.g., networks, grids, clouds, svstems, devices,
appliances, sensors, 10T, applications, files, and data) nor s interoperable Digital Monoculture.
It is the common-machine-language and hyper-scalability they share in order 1o scale their
ubiguitous on-dermand engagernent {(e.g. connection, commumication, collaboration, and

coordination) that accounts for hundreds of billions of unattended security instances: a huge
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permutation of billions of coborts by mullions of pomts-of-conirol by hundreds of billions of
security instances per day.

[6669] It reroains umpractical to rebuild the digital ecosystern and Digital Monoculture, as well
as interminably disruptive and financially imprudent. A technology capable of changing the
common-machine-longuage based on computationally quantum-proof cryptography would offer
highly effective security while eviscerating hyper-scalability essential to Digital Monoculture
interoperability.

[801¢] Cyphergenics ({3}, a wholly new technology based on computationally complex
genomic constructions, liberates modern cryptography from its intractably bounded but powerfud
computationally complex foundation. To embodiments, CG epables virtual unboundeduess by
generating information theory-constructed genomuic constructions exhibiting computational
complexity which can be directly regulated as are bio-chemical enabled constructions.
Importantly, CG digital rendering preserves bio~-chemucal unbounded properties while vastly
expanding the range of their inherent differences and correlation. CG preserves the ability of
genomic constructions based on different Digital-DNA to be strategically regulated absent
compromise of computational integrity. FIG 1 illustrates attributes of Cyphergenics-based digital
ecosysterns in relation to related attributes of organic ecosystems and modern digital ecosystems,
according to some embodiments of the present disclosure.

{60131} In embodiments, umique genonuc and cryptographic properties amalgamated by
information theory principles enable Cyphergenics-based technology o achieve highly functional
hyper-scalability exhibiting unbounded differences (affiliation) and correlation {authentication}.
These properties in furn give rise to Virtual Affiliation, Virfual Authentication, Virtual Agility,
Virtual Organic Engagement, and Virtual Trusted Execution Domains--powerful attribuies whose
applications far exceed security.

{66121 In embodiments, Cyphergenics enables hyper-scalability of speaific digital ecosysiems,
enclaves, and cohorts, having mutual identity of interests (Digital-DNA related and regulated).
which form the active basis of their engagement. These domain resident ecosystems, enclaves,
and cohorts engage on the basis of hyper-scalable digital data objects and digital coder objects
exhubiting unique, non-recurring, and computationally quantun-proof attributes reflecting their
mrtual identity of interest called Virtual Binary Language Script (VBLS) they share with impunity
1o nefarious intent.

[6013] While the Cyphergenics (CG) technology may be supporied by a wide range of digital
capable platforms and component configurations, some embodiments of the present disclosure are
configured to ensure the orderly prosecution of cntical computationally complex genomic
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construction and Digital-DNA regulation functions and processes. In embodiments, Cyphergenics
Ecosystern security platform (CG-ESP) may be comprised of modules which control specific
computational and genonuc construction, and digital DNA regulation functions. o embodiments,
this adaptability is critical given Cyphergenics functions may be rendered by ciphers, without any
ciphers, or in combination,

[0814] Io ervboduments, Cyphergenics supports applications beyond network centric inferests,
such that s modules-based rendering may serve multiple purposes. For example, they allow
individual genomic information theory enabled construction and regulation processes and
functions to be re-imagined and incrementally improved or modified without compromuising
hyper-scalability, and they allow for computational and functional innovation among
Cyphergenics application ready attributes.

[0815]  Security applications with few exceptions must endure the network configurations over
which they transact and the valnerabilities these networks often induce, e.g., NAT circumvention
of IP-SEC security to extend exhausted IP-1V addresses. Cyphergenics VBLS attribute enables
powerful new, security application-centric genomic network topologies to operate simultaneously,
interoperably, and on-demand over existing network configurations. Cyphergenies enables many
security ceniric genonuc network topologies fo include Directed Architectures, Spontaneous
Architectures, Ephemeral Architectures, Interledger Architecture, and others. FIG. 2 demonstrates
an example of this adaptability and shows a Cyphergenics-enabled security stack that may be
applied coextensively at various layers of commonly known application and network stacks and
exarnples of Cyphergenics-facilitated genomuc architectures of digital ecosystems that may result
from such application, according to some ermbodiments of the present disclosure.

[6816] In embodiments, Cyphergenies’s range of information theory-enabled genomic
construction allows for digital-cohort (o be spawned as progeny of a specific enterprise and/or
enclave prior to their own conception. In embodiments, Cyphergenics-enabled digital ecosystems
may be rendered gnonucally flat or hierarchical, with or without orientation to order, e.g, time.
In embodiments, a Cyphergenics cohort can serve the role of Cambrian Genome carrier--
preserving nstructions for subsequent consiruction of its own species-specific Ecosystem,
Enclaves, and Progeny (reverse procreation), for which it must still undergo genonuc regulation
to achieve correlation and differentiation.

[6017] The differences between Cyphergenics--which implementation and practice are
explaned in the details of this pateni--and the search for postmodern {quantum proof)
cryptography technology is summarized below, examples of which mayv be observed in FIG. 3.

Even if successful, contemporary efforts to defeat quantum computer enhanced cryptanalysis only
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stand to preserve the status quo, no matter that network centric security challenges continue to
markedly and materially escalaie.

[6618] In embodiments, Cyphergenics-based techvology way displace the underlving
approaches as opposed to developing vanants of the existing technology and its inherent
fimitations.

[B019] The present disclosure relates to different umplernentations of Cyphergenics-based
technologies and security platforms that are applied in myriad digital ecosystems having different
and wide-ranging rutual identities of interest and topologies. In embodiments of the present
disclosure, instances of Cyphergenics-based security platforms may be configured for the different
types of digiial ecosystems with different architectures to optimize different aspects of the
respective ecosystem which they serve.

[6028] According to some embodiments of the present disclosure, a device is disclosed. In
embodiments, the device includes a storage system inchuding one or more computer-readable
storage mediums, wherein the storage svstem sfores: a computer program comprised of a set of
encoded computer-executable instructions; a genonuc data set that includes a genomic
differentiation object that was used (o encode the set of encoded computer-execuiable instructions;
and genomic regulation mstructions {GRI} corresponding to the computer program, wherein the
genonuic regulation instructions were used to encode the set of encoded computer-executable
instructions. The device further includes a processing svstem comprising a YVDAX and a set of
processing cores. The VDAX is configured to: receive encoded instructions to be execuied from
the set of encoded computer-executable instructions and decode the encoded instructions indo
decoded executable instruction based on a modified genomic differentiation object and sequences
extracted from metadata associated with the encoded instructions. In these embodiments, the
modified genomic differentiation object 1s modified from the genomic differentiation object using
the GRI. The set of processing cores are configured to receive the decoded executable instructions
from the VDAX and to execute the decoded executable mstructions. 1n some implementations,
the genomic differentiation object is a ZNA object.

[6821} 1o iroplementations, the VDAX is configured to modify the genomic differentiation
object based on the GRI using a set of computational functions to obtain the modified genomic
differentiation object. For each respective encoded mstruction that is to be executed by the
processing device, the VDAX is further configured to: obtain a genomic engagement facior (GEF)
corresponding to the respective encoded corputer-executable mstruction, decode the respective
encoded instruction using the GEF comresponding to the respective encoded instruction to be
executed to obtain a respective decoded executable instruction; and output the respective decoded
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instruction to a processing core of the set of processing cores. In these implementations, the GEF
is generated based on a sequence that is extracted from metadata corresponding 1o the respective
encoded computer-executable instruction, the GRI, and the modified genomic data object. In some
of these implementations, decoding the respective encoded instruction using the GEF includes
decrypting the respective encoded instruction using the GEF as a kev 1o obtain the respective
decoded instruction. In some implermentations, decoding the respective encoded instruction using
the GEF includes disambiguating the respective decoded instruction from the respective encoded
instruction using the respective GEF. In some of these implementations, disambiguating the
respective decoded instruction from the respective encoded mstruction includes executing an
XOR operation using the encoded instruction and the GEF as input to the XOR operation. In soroe
implementations, wherein each respective encoded instruction was encoded with a different
respective GEF, such that each respective GEF is determined based on a respective sequence
extracted from respective metadata that uniquely corresponds to the respeclive encoded
msiruction. In some of these implementations, the respective metadata that umquely corresponds
to the respective encoded instruction includes one or more of random-access memory {RAM)
metadata, application metadata, operating system-application metadata, and filesystem metadata.
In some of these implementations, the respective sequence that is used to generate the respective
GEF that is used to decode the respective encoded instruction is a set of bits extracted from a bit
representation of the respective metadata. In some implementations, the set of encoded computer-
executable instructions includes a plurality of sub-sets of nstructions, such that each subset of
plurality of subsets is decoded with a respective GEF that 1s generated based on a respective
sequence exiracted from metadata that respectively corresponds to the respective subset of
computer-executable mstructions. In some of these implementations, the respective metadata from
which the respective sequence was extracted includes one or more of random-access memory
{RAM) metadata corresponding to the subset, application metadata corresponding to the subset,
operating system-application metadata corresponding to the subset, and filesystem metadata
corresponding to the subset. In some tmplementations, obtaining the GEF corresponding to the
respective encoded corputer-executable mstruction includes sequence mapping the sequence into
the modified genonuc data object to obtain the GEF. In some of these implementations, sequence
mapping the sequence info the modified genomic data object includes: generating a sequence
conversion vector (SCV) based on the sequence and the GRI; mapping the modified genomic
differentiation object based on the SCV 1o obtain a mapped modified genomic differentiation

obiect; and generating the GEF based on the mapped modified genomic differentiation object.
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[6022] In implementations, the storage system stores a second compuier program comprising a
second set of encoded computer-executable instructions and second GRI corresponding to the
second computer program that are used to decode the second set of encoded computer-executable
insiructions. In some of these implementations, the second GRI are different from the GRI used
to decode the set of encoded computer-executable instructions. Tn some of these implementations,
the storage device further stores a second genomic differentiation object that is used to encode
and decode the second set of encoded computer-executable instructions and 1s different from the
genomic differentiation object used to encode and decods the set of encoded compiter-executable
instructions. In some implementations, the genomic differentiation object is modified using the
second GRI to obtain a second modified genonue differentiation object, such that the second
modified genomic differentiation object is used to decode the second set of encoded computer-
executable instructions,

68231 In some implementations, the processing system is a processing device and the VDAX
15 a dedicated core of the processing device. In some wmplementations, the VDAX is a field
programmable gate array that is in electrical cornmunication with the set of processing cores. In
some implementations, the VDAX 1s a microprocessor that is in electrical communication with
the set of processing cores. In some implementations, the VIDAX 15 mcluded in an operating
system that is executed by the set of processing cores.

16024] In implementations, the device is one of a server computing device, a mobile computing
device, a personal computing device, a vehicle, an internet of things device, a sensor device, a
video recording device, a wearable computing device, a smoart appliance, i3 a network router, a
gaming device, or the like. In implememtations, the computer progran: is a software application, a
middleware application, a firmware application, and/or an operating svstem.

[6028] According to some embodiments of the present disclosure, a method for executing
computer programs in a trusted execution environment of a device is disclosed. The method
includes retrieving a genomic differentiation object corresponding 10 a set of one or more
computer programs including a first computer program, wherein the first computer program
comprises a first set of encoded computer-execuiable instructions and the genomic differentiation
object comprises a binary vector of specific length. The method further includes modifving the
genomic differentiation object based on first genomic regulation instructions {(GRI) to obtain a
first modified genomic differentiation object, wherein the {irst GRI were used to encode the first
set of encoded executable instructions of the first computer program. The method also includes
obtaining a first encoded instruction that is to be executed from the first set of encoded computer-

executable mstructions of the first computer program; obtaining a first sequence from first
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metadata associaied with the first encoded instruction; generating a first genomic engagement
factor (GEF) based on the first sequence and the first modified genomic differentiation object;
decoding the first encoded instruction using the first GEF to obtain a first decoded mstruction;
and executing the first decoded instruction. In some implementiations, the genomic differentiation
object is a ZNA object.

[6026] In some umplementations, the method further includes obtaining a second encoded
msiruction that is to be executed from the first set of encoded compuier-executable instructions of
the first computer program; obtaining a second sequence from second metadata associated with
the second encoded instruction; generaiing a second GEF based on the second sequence and the
modified genomic differentiation object; decoding the second encoded nstruction using the
second GEF to obtain a second decoded instruction; and executing the second decoded instruction.
{60277 In some implementations, the method further includes modifying the genomic
differentiation object with second GRI corresponding to a second computer program of the set of
computer programs to obtain a second modified genorie differentiation object, wherein the
second computer program comprises a second set of encoded computer-executable instructions.
In these implementations, the method further includes obtaiming a third encoded instruction that
is to be executed from the second set of encoded computer-executable instructions of the second
computer programy obtaining a third sequence from third metadata associated with the third
encoded instruction; generating a third GEF based on the third sequence and the second modified
genomic differentiation object; decoding the third encoded mstruction using the third GEF 1o
obtamn a thurd decoded instruction; and executing the third decoded instruction. In some of these
implementations, the genonuc differentiation object is assigned to both the first computer program
and the second computer program. In some of these implementations, the first GRI corresponds
only 1o the first computer program and the second GRI corresponds only to the second computer
program. In some implementations, the first computer program and the second computer program
and any other computer programs of the set of computer programs are distributed by the same
entity. In some of these implementations, the entity assigns the genomic differentiation object to
the first and second coroputer programs. In some implementations, a VDAX of the device assigns
the genomic differentiation object to the first and second computer programs. In some of these
implementations, the VDAX generates the first GRI and the second GRL

6828} In some implementations, the method further includes instailing the first computer
program priot to decoding the first encoded mstruction and the second encoded mstruction. In
some of these implementations, installing the first computer program includes: obtaining a set of

wnencoded computer-executable instructions that comprise the first computer program; allocating
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memory on a computer-readable storage medium of the device to the first compuier program;
generating the first GRI and associating the {irst GRI with the first computer program; modifving
the genomic differentiation object based on the first GRI o obtain the modified genomic
differentiation olyject; and generating the {irst set of encoded computer-executable instructions. In
generating the first set of encoded instructions, the method includes, for each respective
unencoded instruction 1n the set of unencoded computer-executable instructions: defernuning a
respective sequence from respective metadata associated with the respective unencoded
instruction; generating a respective GEF based on the respective sequence and the modified
genomic differentiation object; encoding the respective wnencoded using the respective GEF to
obtain a respective encoded instruction of the first set of encoded computer-executable
instructions; and storing the respective encoded instruction at a memory location of the allocated
memory. In some of these implementations, the respective metadata from which the respective
sequence 15 extracted includes one or more of random-access memory (RAM) metadata,
application metadata, operating system-application roetadata, and filesystem metadata,

[0029] In some implementations, the execution environment is a processing device that includes
an executable isolation components VDAX that is a dedicated core of the processing device that
decodes encoded instructions and a set of processing cores that execute the decoded instructions.
16030]  In implementations, the device is one of a server computing device, a mobile computing
device, a personal computing device, a vehicle, an internet of things device, a sensor device, a
video recording device, a wearable computing device, a smart appliance, i3 a network router, a
gaming device, or the like In implementations, the first coropuler program is a software
application, a middleware application, a firmware application, and/or an operating systern.

[6031] According to some embodiments of the present disclosure, a method for executing
computer programs in a trusted execution environment of a device is disclosed. The method
mncludes retrieving a genomic differentiation object corresponding to a set of one or more
computer programs including a computer progran;, modifying the genonuc differentiation object
based on genomic regulation insiructions {GRI) to obtain a modified genomic differentiation
obiect; and executing a first executable instruction of the computer program. To 1mplementations,
executing the first executable instruction includes: retrieving first encoded data that 1s input to the
first executable instruction; extracting a first sequence from first metadata associated with the first
encoded data; generating a first genomic engagement factor (GEF} based on the first sequence,
the GRI and, and the modified genomic differentiation object; decoding the first encoded data
based on the first GEF to obtain first decoded data; executing the first exacutable instruction using

the first decoded data. The method further includes executing a second executable nstruction of
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the computer program, wherein executing the second executable instruction includes: retrieving
second encoded data that is input to the second executable instruction; extracting a second
sequence from second metadaia associated with the second encoded data; generating a second
GEF based on the second sequence, the GRI and, and the modified genomic differentiation obhject;
decoding the second encoded data based on the second GEF {o obtain second decoded data; and
executing the second executable instruction using the second decoded data. In some
wnpleroentations, the geoomic differentiation object 15 an ZNA object. In some of these
implementations, ZNA object is an N x M binary matrix. In some of these implementations, a
VDAX of the device generates and assigns the ZNA object (o the computer program.

6632} In sowe wuplerentations, executing the first executable mstruction further wcludes:
obtaiming output data resulting from execution of the first executable instruction; generating a
third GEF based on a third sequence corresponding to the oufput data, the GRI, and the modified
genomic differentiation object; and transforming the output data into third encoded data based on
the third GEF. In some of these implementations, the method further includes writing the third
encoded data to memory. In some of these implementations, the third sequence is extracted from
metadata corresponding o the output data, wherein the metadata includes one or more of random-
access memory (RAM) roetadata, application metadata, operating systero~-application metadata,
and filesystem metadata. In some implementations, the method further includes executing a third
executable instruction of the computer program by: retrieving the third encoded data that is input
to the third executable instruction; extracting the third sequence from a value representing the
metadata corresponding to the output data; generating the thard GEF based on the third sequence,
the GRI and, and the modified genomic differentiation object; decoding the third encoded data
based on the third GEF to obtain the output data; and executing the first executable instruction
using the output data resulting from execution of the first executable instruction.

16633] In some iroplementations, the first metadata from which the first sequence 18 extracted
and the second metadata from which the second sequence is extracted includes one or more of
random-access memory {RAM) metadata, application metadata, operating system-application
metadata, and filesystem metadata,

[6034] In some implementations, generating the first GEF includes: generating a sequence
conversion vector {(SCV) based on the first sequence and the first GRI; mapping the modified
genomic differentiation object based on the SCV io obiain a mapped modified genomic
differentiation object; and generating the first GEF based on the mapped modified genomuc
differentiation object. In some of these implementations, generating the SCV includes combining

the first sequence and the GRI. In some of these implementations, generating the SCV further
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includes applving one or more compuiational functions to the combination of the first sequence
and the GRI to obtain the SCV.

16035]  In some implementations, decoding the first encoded data includes decrvpting the first
encoded data using the first GEF and decoding the second encoded data includes decrypting the
second encoded data using the second GEF.

[6836] In some implementations, decoding the first encoded data includes disambiguating the
first encoded data using the first GEF and disambiguating the second encoded data includes
decrypting the second encoded data using the second GEF.

[6037] In umplementations, the device is one of a server computing device, a mobile computing
device, a personal computing device, a vehicle, an internet of thangs device, a sensor device, a
video recording device, a wearable computing device, a smart apphiance, is a network router, a
gaming device, or the like In implementations, the first compuler program is a software
application, a middieware application, a firmware application, and/or an operating systerm.

[B038] According to some embodiments of the present disclosure, a method for verifying an
unverified portion of a material data chain (MDC}) that is maintained by a creator cohort in a
ledger-based digital ecosystem 1s disclosed. In embodiments, the method includes receiving, by a
processing system of a vertfication cohort, the unverified portion of the MDC from the creator
cohort, the unverified portion of the MDC including a set of consecutive material data blocks
(MDBs) generated by the creator cohort. Each respective MDB includes respective maternial data
that is stored in the respective MDB, respective metadata relating to the MDB, and a creator-
generated verification value generated by the creator cohort with respect to the verification cohort.
The method further includes retrieving, by the processing system of the verification cohort, a
genomic differentiation object assigned to the verification cohort with respect to the ledger-based
ecosystern and first genomic regulation instructions {GRI) used by the creator cohort to generate
the creator-generated verification value. The method further includes modifying, by the
processing system of the verification cohort, the genomic differentiation object based on the first
GRI using a set of computational functions 1o obtain a modified differentiation object. For each
MDB mn the unvenfied portion of the MDC, the method further includes generating a genomic
engagement factor {GEF) based on a sequence extracted with respect to the MDB, the modified
genomic differentiation object, and the first GRI; determining a verifier-generated verification
value based on the MDB, an MDB preceding the MDB in the MDC, and the GEF; determining
whether the verifier-generated verification value maitches the creator-generated vetification value
in the MIDB; and in response to deternuning that the verifier-generated verification value maiches

the creator-generated verification value, generating a verification record corresponding to the
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MDB indicating that the MDB has been verified by the verification cohort. The unverified portion
of the MDC is verified by the verification cohort when each of the MDBs in the unverified portion
of the MDC have been verified by the verification cohort.

[6039] In some implementations, the creator-generated verification value of each MDB is
generated by the creator cohort based on the MDB, an MDB preceding the MDB in the MDC, and
a second modified genomuc differentiation object that s derived by the creator cohort by
modifying a second gevomic differentiation object assigned to the creator cohort using second
GRI, wherein the second GRI matches the first GRI

[6046] Insome of these implementations, the creator-generated vertfication value of a respective
MDB matches the verifier-generated verification value generated by the venfication cohort only
if the genormic differentiation object assigned to the verification cohort is sufficiently correlated
with the second genomic differentiation object assigned to the creaior cohort In some
implementations, the creator-generated vertfication value of a respective MDB maiches the
verifier-generated verification value generated by the verification cohort ondy if the genomic
differentiation object assigned to the vernification cohort exactly matches the second genomic
differentiation object assigned {o the crealor cohort. In some implementations, the genomic
differentiation object is assigned to the verification cohort by an ecosvstern VIBAX that controls
a genomic fopology of the ledger-based ecosystem and the second genomic differentiation object
is assigned to the creator cohort by the ecosystem VDAX.

(6041} In some implemeniations, wherein the first GRI was generated and provided by the
creation cobort during a one-time hnk exchange process. In some implementations, the first GRI
was generated by the verification cohort and provided to the creation cohort during a one-time
link exchange process. In some implementations, the first GRI was generated by an enclave
VDAX and provided to the creation cohort, the venfication cohort, and one or more other
verification cohorts, such that the first GRI is used by the venification cohort and the one or more
other verification cohorts 1o verify the creator-generated verification value.

60421 In some implementations, generating the GEF includes: generating a sequence
conversion vecior based on the sequence and the first GRY; and mapping the modified genomic
differentiation object based on the sequence conversion vector to obtain a mapped genomic
differentiation object; and generating the GEF based on the mapped geromic differentiation
object.

6643 In some umplersentations, the generating the venifier-generated verification value
includes: generating a linking value based on the MDB and the preceding MDB in the MDC, the

linking value being indicative of a combination of the MDB and the preceding MDB; and applying
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one or more computational functions to the linking value based on the GEF to obtain the verifier-
generated verification value. In some of these implementations, generating the linking value
jncludes: generating a first hash value of at least a portion of the MIDB; geverating a second hash
value of at least a portion of the preceding MDB; and combining the first hash value and the
second hash value to obtain the linking value. In some implementations, the one or more
computational functions include one or more cipher-based functions that transform the linking
value into the verifier-generated verification value using the GEF as a kev. In some of these
implementations, the one or more cipher-based functions include an encrypiion function. In some
implementations, the one or more cipher-based functions include a disambiguation function. In
some implementations, the one or more computational functions include one or roore cipherless
functions that transform the linking value into the verifier-generated verification value using the
GEF as an input parameter. In some of these implementations, the one or more cipherless functions
include a hash function. In some implementations, the one or more computational functions
wnelude one or more cipheress functions and one or mwore cipher-based functions that in
combination transform the linking value into the verifier-generated verification value using the
GEF as an input parameter.

16644] In some implementations, the roethod further includes transmitting the verification
record to the creator cohort. In some of these implementations, the method further includes storing,
by the processing system of the verification cohort, the vernification record in a verification chain
that is mamniained by the verification cohort. In some of these implementations, storing the
verification record includes: generating a verification block contaning one or more verification
records corresponding to one or more respective MDBs in the MDC,; and adding the verification
block to the verification chain. In some of these implementations, the verification chain 18 a
sidechain of a second MDC maintained by the verification cohort. In some implementations, the
creator cobort stores the verification record in a creator-cohort verification chain that maindaing
verification records provided by verification cohorts. In some of these implementations, the
creator-cohort verification chain is a sidechain of the MD{.

[B845]  According to some embodiments of the present disclosure, a method for maintaining a
material data blockchain (MDC) s disclosed. The method includes receiving, by a first set of
processors that executes a ledger-based application and a creator VDAX that corresponds to a
creator cohort, an unnotarized material data block (MDB) from the ledger-based application,
wherein the unnotarized MDB includes a metadata portion and a payload portion that contains
substantive data being stored in the MDB. The method further includes extracting, by the creator

VDAX, a first sequence of bifs from the metadata portion of the MDB and generating, by the

i3



“n

10

i5

25

30

WO 2022/169969 PCT/US2022/015109

creator VDAX, a first genomic engagement factor (GEF) based on the first sequence, a first
genomic differentiation object that is assigned to the creator VDAX, and first genomic regulation
mstructions {GRI) that are maimtained by the creator VDAX. The method further includes
applving, by the creator VDAX, one or more computational functions 1o the unnotarized MDB
using the first GEF as input (o obtain a creator-generated value corresponding to the unnotarized
MBD. The method also includes updating, by the fivst set of processors, the unnotarized MBD by
digitally signing the unnotarized MBD with the creator-generated value; providing, by the first set
of processors, the unnotarized MDB to one or more notary cohorts; and receiving, by the first set
of processors, arespective notary value from each of the one or more notary cohorts, wherein each
respective notary value is generated by a respective notary cohort of the one or more notary
cohorts using respective GRI that is held by the respective notary cohort and a respective genonic
differentiation object that is assigned to the respective notary cohort. The method further includes
updating, by the first set of processors, the unnotarized MDB with the respective notary values
received from the one or more notary cohorts 1o obtain a notanized MDB and adding, by the first
set of processors, the notarized MDB o the MDC.

[6046] In some implementations, the method further includes: receiving, by a second set of
processors that execuies a notary VDAX corresponding to a notary cohort of the one or more
notary cohorts, the unnotarized MDB, extracting, by the notary VDAX a second sequence of bits
from the metadata portion of the MDB; generating, bv the notary VDAX, a second genomuc
engagement factor (GEF) based on the second sequence, a second genomic differentiation object
that s assigned to the notary VD AX, and second GRI that are maintained by the notary VDAX,
applying, by the notary VDAX, one or more computational functions to the unnotarized MDB
using the second GEF as input to obtain a notary vahie corresponding to the unnotarized MBD;
and providing, by the second set of processors, the notary value to the creator cohort. In some of
these implementations, the method further includes digitally signing, by the second set of
processors, the unnotarized MDB with the notary value to obtain an at least partially notarized
MDB and updating, by the second set of processors, a second MDC that 13 maintained by the
notary cohort with the at least partially notarized MDB. In some of these implementations,
providing the notary value to the creator cohort includes providing the at least partially notarized
MDB to the creator cohort. In some implementations, generating the second GEF includes
determining a sequence conversion vector (SCV) based on the second sequence and the second
GRI In some of these iuplementations, generating the second GEF mcludes: mapping the second
genomic differentiation object based on the SCV to obtain a mapped genomic differentiation

object; moditving the mapped genomic differentiation object based on at least one of the SCV and
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the second GRI {0 obtain a modified mapped genomic differentiation object; and determining the
second GEF based on the modified mapped genomic differentiation object. In some of these
implementations, generating the second GEF includes: modifying the second genomice
differentiation object based on the second GRI to obtain a modified genomic differentiation
object; mapping the modified genomic differentiation object based on the SCV to obtain a mapped
modified genoroie differentiation object; and deternining the second GEF based on the mapped
maodified genomice differentiation object. In some of these iroplementations, the method further
inclades storing the modified genomice differentiation object, such that the modified genomic
differentiation object is used {o determine subsequent GEFs for other MDBs received from the
creator cohort. In sorne implementations, the second sequence of bits 18 equal 1o the first sequence
of bits. In other implementations, the second sequence is different than the first sequence of bits.
In some implementations, the one or more computational functions include one or more cipher-
based functions that transform at least a portion of the unnotarized MDB inio the notary value
using the second GEF as a key. In some of these iroplementations, the one or more cipher-based
functions include an encryption function. in some implemeniations, the one or more cipher-based
functions include a disambiguation function. In some implementations, the one or more
computational functions include one or more cipherless functions that transform at least a portion
of the wnnotarized MDB into the notary value using the second GEF as an input parameter. In
some of these implementations, the one or more cipherless functions include a hash function. In
some implementations, the one or more computational funclions include one or more cipherless
functions and one or more cipher-based functions that in combination transform that transform at
least a portion of the unnotarized MDB nto the notary value using the second GEF as an input
parameter. In some implementations, the second genomic differentiation object and the first
genonic  differentiation object are correlated genomic differentiation objects. In some
implementations, the second genomic differentiation object and the first genomic differentiation
object are uncorrelated genomic differentiation objects. In some implementations, the method
further includes recetving, by the second set of processors, a confirmation request from a verifying
cohort, the confirmation request including the votarized MDB and generating, by the votary
VIDAX, arecreated notary value based on the notarized MDB based on a third sequence of bits
that is extracted from the notarized MDB, the second GRI, and the second genomic data object.
In some implementations, the method further includes providing, by the second set of processors,
a response to the verifving cohort indicating the recreated notary value, wheren the verifying
cohort confirms an integrity of the notarized MDB in response to determining the recreated notary
value matches the notary value used to notarize the notarized MDB.  In some of these
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implementations, the method further includes determining, by the second set of processoss,
whether the recreated notary value matches the notary value used to notarize the notarized MDB,
and in response to determining the recreated notary value oatches the votary value used to notarize
the notarized MDB, providing, by the second set of processors, a response to the verifving cohort
confirming an integrity of the notarized MDB.

[B047]  According to sore implementations of the present disclosure, a device is disclosed. The
device meludes a VDAX having a genomic data set assigned thereto, the genonuc data set
corresponding to a digital ecosystem to which the device is a member and including a genomic
eligibility object, a genomic correlation object, and a genomic differentiation object. The VDAX
meludes link spawning means for spawning a first ink for a second device in the digiial
ecosystemn, wherein the link includes first genomic regulation instructions (GRI} that are used by
the second device to generate virtual binary language script (VBLS) that is decodable by the
VDAX. The VDAX further includes VBLS decoding means for decoding VBLS generated by
the second device for the device based on the first GRI and the genomic differentiation object to
obtain decoded digital objects encoded in the VBLS.

[6048] In embodiments, the YDAX further inchudes hnk hosting means for decoding a second
hink recetved from the second device to obtain second GRI generated by the second device, the
second link including second encoded GRI, second encoded link information for decoding the
encoded GRI, and a second public sequence that is used to decode the second encoded link
information. The VBAX also includes VBLS encoding means for encoding digital objects for the
second device based on the second GRI and the genomic differentiation object. In some
embodiments, the link hosting means includes: means for generating a correlation vector based
on the genomic eligibility object, first credentials of the device, and second credentials of the
second device; means for decoding the second encoded link information based on the cosrelation
vector {0 obtain a set of zone references; means for generating a window vector based on the set
of zone references and the genomic correlation object; means for generating a transformation
valie based on the public sequence, the window, and the genomic correlation object of the device;
and means for decoding the second GRI using the transformation value to obtain the second GRL
In some of these implementations, the VBLS encoding means comprises: means for generating a
genomic engagement factor (GEF) based on the first GRI, a sequence extracted from an
unencoded portion of a digital object, and the genomic differentiation obiect; and means for
encoding a digital object based on the GEF to obtain a VBLS object that is decodable by the
second device. In some of these implementations, the means for encoding the digital object

encrypis a payload of the digital object using the GEF as a key to obtain a VBLS object. In some
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implementations, the means for encoding the digiial object XORs payload of the digital object
and the GEF to obtain the VBLS object.

[6049]  In some implementations, the first link includes encoded GRI that contains the first GRI,
encoded link information that includes information that is used by the second device to decode
the first GRI from the encoded GRI, and a public sequence that is used by the second device to
decode the link information from the encoded hink information. In some of these implementations,
the hink spawning means generates the first hink based on the genomic eligibility object, the
genomic correlaiion object, first cradentials corresponding to the device, and second credentials
corresponding to the second device. In some of these implementations, the link spawning means
generates the first link by generating a correlation vector based on the genomic eligibility object
assigned to the VIDAX, the first credentials, and the second credentials, wherein the correlation
vector is used to encode the link information. In some of these implementations, the genomic
ehgibility object is a first CNA object that is uniquely derived from a master CNA object using
the first credentials. In some of these implementations, the link spawning means mcludes means
for generating the correlation vector based on the first CNA object, the first cradentials, and the
second credentials. In some of these implementations, the means for generating the correlation
vector is configured to: apply a code mapping function to the first credentials to obtain a first code
word vector that uniquely corresponds to the first device and indicates respective portions of the
master CINA object that were allocated to the first UNA object; apply the code mapping function
to the second credeniials {o obtain a second code vector corresponding to that aniquely
corresponds o the second device and indicates respective portions of the master CNA object that
were allocated to a second CNA object that is assigned to the second device; determine an
intersection vector that indicates an intersection of the first code vector and the second code vector;
and determine the correlation vector from the first CNA object based on the intersection vector.
In some of these implerventations, the correlation vector represents a unique correlation between
the first CNA object of the device and the second CNA object of the second device.

[6856] In some implementations, the genomic eligibility object ts a PNA object that is unigquely
derived from a master PNA object using the first credentials corresponding to the device, wherein
the PNA object includes a secret ratio that is maintained in secret by the device, a public primitive
polynonual assigned to the device, and a public component of the master PNA object.

(8051} In some of these implementations, the public component of the master PNA obhject
includes a first master primitive polynomial of degree M, a second master primutive polvnomial
of degree M, and a public component that includes (N-1) respective pairs of M-bit values, wherein

the first credentials and the second credentials are represented in N-bit vectors. In some
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implementations, the link spawning means includes means for generating the correlation vector
based on the PNA object of the device and the engagement information of the second device. In
some of these implementations, the engagement information of the second device mcludes
credentials corresponding to the second device and a second public polvnomial assigned to the
second device.

[B052] In some implementations, the hink spawning means ncludes: means for generating a
correlation vector based on the genonuc eligibility object, first credentials of the device, and
second credentials of the second device; means for generating the first GRI; means for generating
aset of zone references, wherein each zone reference indicates a respective portion of the genomic
correlation object; means for generating a window vector based on the genoroic correlation object
and the set of zone references; means for generating the public sequence based on the window and
the f{irst GRI, means for generating transformation value based on the public sequence, the
window, and the genomic correlation object of the device; means for encoding the first GRY using
the transformation value to obtain the encoded GRI; and means for encoding the set of zone
references using the correlation vector to obtain the encoded link information. In some of these
implementations, the device provides the encoded link information, the public sequence, and the
encoded GRI 1o the second device and the second device decodes the encoded GRI based on the
encoded link information, the public sequence, a second genomic data set assigned to the second
device, the first credentials, and the second credentials.

[6053] In some implemeniations, the means for decoding VBLS includes: means for generating
a genonic engagement factor {GEF) based on the furst GRI, a sequence exiracted from an
unencoded portion of a VBLS object, and the genomic differentiation object; means for decoding
the VBLS object based on the GEF to obtain a decoded portion of a digital object. In some of
these implementations, the means for decoding the VBLS object decrypts an encoded portion of
the VBLS object using the GEF as a kev to obtain a decoded portion of the digital object.

[6054]  In some implementations, the means for decoding the VBLS object disambiguates an
encoded portion of the VBLS object by XORing an unencoded portion of the VBLS object and
the GEF to obtain the decoded digital object.

[60858] In some implementations, the digital object is a media frame. In some implementations,
the digital object is a network packet. In some implementations, the digital object is a file.

80586} A more complete understanding of the disclosure will be appreciated from the description

and accompanying drawings and the clairos, which follow.
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BRIEF DESCRIPTION OF THE DRAWINGS
166577 The accompanving drawings, which are included to provide a better understanding of the
disclosure, illustrate embodiments of the disclosure and together with the description serve to
explain the principle of the discloswre. In the drawings:
[6038] FIG. 1is a schematic tustrating features of Cyphergenics-based digital ecosystems i
relation to organic ecosysterns and roodern digital ecosystems, according to soroe embodiments
of the present disclosure.
[6059} FIG. 2 iHustrates a Cyphergenics-enabled security stack that mav be applied
coextensively  with commonly known application and network siacks and examples of
Cyphergenics~-faciltiated genomac architectures of digital ecosystems that moay resul from such
application, according to some embodiments of the present disclosure.
(60687 FIG. 3 illustrates atinbutes of Cyphergenics-based technologies 1 relation to the
attributes {(and potential shortcomings} of current and developing security-related technologies,
according to some embodiments of the present disclosure.
[6061] FIG. 4 illustrates an example configuration of a Cyphergenics-based ecosystem security
platform, according to some embodiments of the present disclosure.
[6062] FIG. 3 dlustrates example implementations of genomic data sets, in accordance with
some embodiments of the present disclosure.
16063] FIG. 6 dlustrates an example Cyphergenics-enabled digital ecosystem that ts managed
by a set of CG-enabled VDAXs, in accordance with some embodiments of the present disclosure.
{6064} FIG. 7 idlustrates example iroplementations of securtty platform instances that are
configured in accordance with directed architectures in support of static ecosystems, in accordance
with some embodiments of the present disclosure.
[6065] FIG. 8 illustrates an example implementation of a security platform instance that is
configured n accordance with a free-form architecture m support of a transient ecosystem, in
accordance with some embodiments of the present disclosure.
[6066] FIG. 9 illustrates an example implementation of a security platform instance that is
configured n accordance with a sponitaneous archutecture in support of a real-time/dyvnaric
ecosystem, m accordance with some embodiments of the present disclosure.
{6067} FIG. 10 illustrates an example implementation of a security platform instance that is
configured in accordance with an ephemeral architecture in support of a virtual trusted execution
domain, in accordance with some embodiments of the present disclosure.
[6068] FIGS. 11 and 12 illustrate exarmples of different CG-enabled digital ecosystems that may

be formed in accordance with some embodiments of the present disclosure.

19



10

i5

25

30

WO 2022/169969 PCT/US2022/015109

(6069} FIG. 13 illustrates an example process for generating genomic data objects in accordance
with some embodiments of the present disclosure,

160707 FIGS. 14 and 15 llustrates example processes for generating LNA objects n accordance
with some embodiments of the present disclosure.

[6071] FIGS. 16 and 17 illustrates example processes for generating XINA objects in accordance
with some embodiments of the present disclosure,

[6872] FIG. 18 illustrates an example process for generating ZNA objects in accordance with
some embodiments of the present disclosure.

[6073] FIG. 19 illustrates an example process for generating a master CNA object in accordance
with some embodiments of the present disclosure.

16074] FIG 20 illustrates an example process for allocating UMNA objects for ecosystem
members based on a master CNA object in accordance with some embodiments of the present
disclosure.

[6078] FIG 21 dlustrates an example process for generating and allocating PNA objects for
ecosystem members of a digital ecosystem in accordance with some embodiments of the present
disclosure.

[6076] FIG. 22 illustrates an example process for performing sequence mapping on an
wnmodified genomic data object in accordance with some embodiments of the present disclosure.
16077] FIG. 23 illustrates an example process for performing sequence mapping on a modified
genomic data object in accordance with some embodiments of the present disclosure.

[B878] FIG. 24 dlustrates an example process for perfornming link exchange in accordance with
some embodiments of the present disclosure.

[6079} FIG. 25 illustrates an example process for generating Virtual Language Binary Script
{VBLS} in accordance with some embodiments of the present disclosure.

16086 FIG 26 illustrates an example VIDAX that is configured to decode VBLS-encoded
insiructions into decoded executable instructions and/or to encode executable instructions into
VBLS-encoded instructions according 1o some embodiments of the present disclosure.

[G081] FIG. 27 dlustrates an example VDAX that is configured to decode VBLS-encoded data
mto decoded data that is mmput to a processing core and/or to encode output data output by a
processing core into VBLS-encoded data according to some embodiments of the present
disclosure.

16082] FIG. 28 illusirates example configurations of ledger-based ecosystems and underlving

VDAXs according to some embodiments of the present disclosure.
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[6083] FIG. 29 illustraies an example ledger-based digital ecosyvstem that uses CG-based
verification 1o mamntain intra-ledger MDCs according to some embodiments of the present
disclosure,

[6084] FIG. 30 illustrates an example ledger-based digital ecosystem that uses CG-based
notarization o maintain inter-ledger MDCs according to some embodiments of the present

disclosure,

DETAILED DESCRIPTION

INTROBUCTION

[B085] It is submitted that hyper-scalability (e.g.. where N digital cohorts have the ability to
directly establish mutual identity of interest exhibiting high entropy with N different digital
cohorts) is important to all things network-centric and the missing link to comprehensive security
of dynamic-state-virtualization of digital ecosystems. Hyper-scalability {e.g., many-fo-many) may
facilitate wholly new network-centric virtualized products and services in addition to
comprehensive security that prevailing linearly scalable technologies eg., public kev
nfrastructure {one-to~-many ) and quantum key distribution {(one-fo-one) cannot, no matier whether
they achieve quantum resistant status or not.

[6086] As discussed herein, Cyphergenics-enabled hyper-scalability, which requires di nuninus
additional overhead or bandwidth, 1s equally effective and computationally undaunted across all
Network and Application stack level although N x N engagernent-instances might increase {o
increase to N¥ x NY. In embodiments, outcomes of hyper-scalable direct digital-cohort-to-digital-
cohort virtual authentication and virtual affiliation are similar in owtcome as hyper-scalable
biological-progeny-to-biological-progeny virtual correlation and virtual differentiation, no matter
the profoundly different base technologies by which each is accomplished. The same holds true
for other digital atiributes {e.g., virtual agility, virtual data objects, and virtual code objects),
enabled by CG-based hyper-scalability.

160877 Discussion of Cyphergenics, a wholly digitally fulfilled technology, is substantially
assisted by adoption of corollary genomic lerminology, having wholly bio~chemical fuifiliment
that is likely and hopefully more familiar to all but a few at this time. While the specific bio-
chemical processes do not technically inform Cyphergenics, their ability to address simmlar
challenges and levels of complexity added wenit, after the fact, to Cyphergenics underlying

propositions.  Non-hmiting exarmples of where Cyphergerics-based terros and coroputationally
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complex digital functions and processes and bio-chenucal-based functions and processes share
corollary genomic expression amongst others may include:
Genomic Infermation: numerical, narrative, or other such scripts, which elements in the
aggregate exhibit Hittle to no computationally discernable order or relationship.
Genomic Entropy: computationally assessable and confirmable degree to which recurring
or predictable patierns are absent from the genonue wformation.
Genomic Construction: The ability to rearrange or reconfigure genomic information
from its original sequence or relational basis to specific subsets without loss of relative
entropy.
Genomie Modification: The abidity 1o process genomic juformation based on
computationally complex functions and processes, which computational properties remain
provable if not observable, and consisient across the modified genomic information base.
Genomic Regulation: The ability to conditionally and temporarily modify a complete
genomic mformation base or specific subset(s) in order to accoroplish a specilic ohjective
{e.g.. digital-cohort precision uncoordinated revocation}, which requires pre-requisite
knowledge of the then (1.2, modified) current base.
Genomic Revision: The ability to denive a subset of genomic information by re-
construction, modification, or regulation, which enable unique, computationally quantum
proof. non-recurring transformation of digital-data-objects and digital-code-objects that
nevertheless retain specific genomic correlation and differentiation atiributes.
[BO88] The present disclosure relates to various embodiments of Cyphergenics ecosystermn
security platforms (also referred to as “CG-ESPs”, “security platforms™, or “genomic security
platforms™) and CG-facilitated processes and techniques. In embodiments, a CG-ESP provides
the computational resources and process conirol with which genomic information, genomic
entropy, genonic consiruction, genomic modification, genomic regulation, and genoric revision
uniquely collaborate to render computationally complex hyper-scalability. In embodiments,
hvper-scalability, in turn, enables digital ecosysiens, enclaves, and digital cohoris to engage on a
genomic basis i order to achieve virtual authentication, virtual affiliation, virtual agility, virtual
session-fess engagement, and/or virtual execution domain atiributes. In some embodiments, these
attributes in furn facilitate application specific genomic network security topologies withowt
replacement or reconfiguration of hardware connectivity.
16089]  In embodiments, instances of a CG-ESP may be parameterized with specific information
theorv-constructed genomic attributes (e g., digital genomic data seis reflecting one or more

mutual identities of interest of specific digital comununities comprised in whole or in-part of

olo)
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ecosystem, enclaves, and/or digital cohorts {or “cohoris™)). Tn embodiments, the parameterization
of a CG-ESP instance with specific information theory-constructed genomic atirtbuies configures
a respective Virtual Anonvmity Exchange controller {or “VDAX™), which may be executed by a
processing system to enable the VD AX to perform a role within a respective digital community.
As will be discussed, a VDAX may be embodied in different manners, depending on the type of
device which the VI3AX serves, the intended purpose of the VDAX, and/or the destred level of
security. For example, i some implementations a VDAX roay be embodied as software,
firmware, or other computer-executable instructions that are executed by a processor. In some
implementations, a VDAX may be embodied as hardware, such as a dedicated core of a processing
device, a field-progranwuable gate array, a nucroprocessor, a systerg-on-chip (SoC), and/or the
like. In some implementations, a VDAX may be a combination of hardware and software
elements. In embodiments, a CG-ESP mayv enable multiple VDAXs no matter their having
disparate or overlapping mutual identity of interests.

[68%8] In embodiments, CG-ESPs may be configured to construct and manage digital
correlation and differentiation functions on behalf of a digital ecosystem or components thereof.
In embodiments, a digital ecosystemn may refer to a digital commmunity having one or more
enclaves each having a mutual identity of interest. In embodiments, an enclave may refer to a set
of one or more cohorts having a mutual identity of interest. In embodiments, the term “cohorts™
may refer to independent cohorts and/or dependent cobhorts. In some embodiments, independent
cohorts may refer to a collection of one or more devices that operate as an independent entity. In
some of these embodiments, independent cohorts may include, but are not limited o, grids,
networks, cloud services, systems, computers, appliances. devices, and 10T devices {including loT
sensors). A dependent cohort may refer o an individual digital entity which is enabled by an
independent cohort that acts as a surrogate on behalf of the individual digital entitv. Examples of
dependent cohoris include, but are not limited to, sensors, applications {apps), data, files,
and content. As will be discussed, the designation of independent and dependent cohorts may vary
across different tvpes of architectures and ecosystems. For example, according to some
embodiments of an ephemeral architectures (discussed below), certain device components {e.g.,
processars, processor cores, cameras, and the like) and software instances may be designated
independent cohorts, while other device components and software instances may be designated
dependent cohorts. It is noted that in some embodiments, these types of designations may be
decided by a commuraty owner associated with the digital ecosystem.

[6091] In example embodiments, a Cyphergenics-based ecosystem security platform (“CG-

ESP™) forms an ecosystem with one or more enclaves and manages membership of a collection of
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independent and dependent cohorts baving a mutual identity of interest. In embodiments, a GC-
ESP provides one or more core compelences, such as a platform competence that controls and
manages genoroic functions and processes, and a hnk-exchange corpetence, which provides a
means by which link data {e.g, genomic engagement cargo} is exchanged. In embodiments, a
mutual identity of interest may be defined in accordance with any logical commonality between
the coborts within an enclave, which roay be defived by or on behalf of 2 commuruty owner. For
example, mutual identities of interest may exist between user devices, servers, printers,
documents, applications (e.g., cohoris) that form busingss units {e.g., enclaves) within an
enterprise organization (e.g., digital ecosystem}. In another example, mutual identities of interest
may exist between the user devices, sroart devices, gaming devices, sensors, wearable devices,
files, and applications {e.g.. cohorts) that operate on a home network (e.g., an ecosystem), such
that the home network may have one or more enclaves {e.g., a work-related enclave used for a
home office and a personal enclave for an individual or family’s devices, applications, and files).
In another exarople, mutual 1dentity of interest may exist between autonomous vehicles (e.g,
cohoris) that are driving on a particular grid {e.g., enclave) of a smart transportation system
{ecosystem) managed by a regional authority {e.g., commumity owner). The foregoing are non-
hinuting examples of ecosvstems, enclaves, cohorts, and identities of interest, and many other
examples will be discussed throughout the document Furthermore, it is noted that because a
digital entity may be considered a cohort in a first ecosystem (e.g., a mobile device in an enterprise
ecosystem), a digital entity may serve different roles within an ecosystem or across mudtiple
ecosystems.  For instance, a moobile device in an enierprise ecosystem may be considered an
enterprise ecosystem cchort but may define an entire digital ecosystem in an executable
ecosystent.

(60927 As will be discussed n greater detall, a configuration of CG-ESP may be defined by the
community owner of a digital ecosvstem. Wheu referencing a “commurity owner” throughout the
disclosure, the term may refer to the entity that administers, maintaing, or owns the commurity
{e.g., company, organiration, government, individual human, or the like) and/or representatives
thersof (e.g.. network administrator, CIO, IT administrator, homeowner, consultant, securily
expert, artificial intelligence software acting on behalf of the coramuuty owner, or any other
suitable representative). Furthermore. in some embodiments, a CG-ESP may be pre-configured
and sold to the community owner, whereby the communily owner may or may not be able to make
decisions regarding community roembership and/or decisions regarding the functionalities of the

CG-ESP {e.g., which CG-ESP modules and configurations are used in the CG-ESP).
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[6093] Inthe context of biology, core biological genomic competences, which include biological
differentiation and correlation, provide a convenient corollary to deseribe formulation of CG-ESP
digital processes. It 1s understood, however, that any reference to or derivations of “genomic”
cohorts (e.g., genomic data sels, DNA, sequence mapping, mutating, cloning, and/or the like) in
the context of Cyphergenics-relaied technologies is not intended to suggest that these processes
mimie or inherent any or all specific properties of bivlogical genomic constructions or processes.
In embodiments, a CG-ESP executes genomic processes that may include digital generation,
maodification, corroboration, and/or aliocation of specific types of genomic data. In embodiments,
these genomic processes and data enable computation of differences and correlation exhibiting
user-controlied entropy. In these embodiments, these digital genomic processes rely upon specific
information theory-facilitated constructions. In some implementations, these constructions may
be referred to as digital DNA {or genomic data). In embodiments, digital DNA may include one
or more information theory-facilitated constructions, such as LNA {genomic correlation), CNA
{genomic engagement-integrity), PNA (genomic engagement-eligibility), XNA (genomic
differentiation}, and/or ZNA (genomic code isolation/cloaking). As will be discussed, these
Cyphergenics-based (or “CG-based”) processes and constructions facilitale hyper-scalability
across a wide array of digital ecosystems. Examples of CG-based processes may include, but are
not himited to, CG-based link processes, CG-based sequence mapping, and/or CG-based
transformations, example implementations of which are discussed throughout the disclosure.
[6094] In embodiments, genomic digital links (or “links™) enable exchange of information
necessary for a Virtual Digital Anonymity Exchange controller (“VDAX™) (discussed further
below) to perform higher level computationally complex genomic functions. In embodiments,
CG-based genomic link processes may include link spawning, link hosting, and/or link updating,
example implementations of which are described throughout the disclosure. These {G-based link
processes provide atintbute~specific genomuc construction information, such as LNA {genonuc
correlation), CNA (genomic engagement-integrity }, and PNA (genomic engagement-eligibility).
[6095] In embodiments, CG-based sequence mapping may refer to techniques used in the
computational transformation of digital sequences {e.g., public or private protocol seguences} into
genomic engagement factors. In embodiments, these genonuc engagement factors may be unigue
and non-recurring. While different types of sequences may be broadly disparate, sequences may
be processed in a manner that resulis in genomic engagement factors exhibiting specific levels of
entropy. In erobodiments, CG-based sequence mapping processes, compatible with a broad range
of protocols and formats, may be initiated with respect to sequences exhubiting preexisting

entropy, whereby sequences are respectively transformed by computationally complex G-
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functions and processed into unique genomic engagement factors. These genomic engagement
factors may then be used to encode digital objects into VBLS,

[6696] As will be discussed, embodiments of CG-ESPs mway [lacilitate a number of hyper-
scalable atiributes that are not possible with modern cryplography and related secwrity systems.
These attributes may include, but are not limited to, virtual affiliation {unbounded differences),
virtual authentication (unbounded correlation), virtual agility (unbounded structural adaptability),
and Vutual Binary Language Script (VBLS), which enables virtual engagement (discrete data
object-by-object session-less control), and virtual trusted execution domains {discrete code object
by code object execution control). It is noted that the term “unbounded”, as used herein implies
unbounded n any practical sense of the word, while recoguizing that it may be theoretically
possible to describe a “bounded” scenario.

{00971 Hyper-Scalability: In some embodiments, hyper-scalability may refer to the ability o
comprehensively associate N coborts (or other community members) by M points of contact over
Tinstaovces (M x N xT). Considering that there are billions of potential coborts making countless
points of contact and comumunicating over countless instances, hyper-scalability of such
magnitude reguires a fundamental breakthrough in modern cryptography. The CG-based systems
described herein will create a significant reduction in computational expense and session states.
In embodiments, these significant reductions come at the expense of relatively insignificant
overhead and/or bandwidth,

[B098] Virtual Authentication: In embodiments, virtual authentication of ecosystem members
{e.g., ecosvstem, enclave, cohorls, eic) may requite hyvper-scalability technologies. In
embodiments, hyper-scalability technology enables ecosystem, enclave, and/or cohort
engagement where precise and unique correlation {e.g., “who’s who™} may be required. In some
of these embodiments, precise and unique correlation may refer o a specific set of information
theory-facilitated genomic processes where a digital commounity {e.g., a cohort, enclave,
ecosystern, or the like) to uniquely verty an identity of another member {e.g.. another cohort,
enclave, ecosystem, and/or the iike). In embodiments, virtual authentication may refer to the
ability to authenticate an unbounded number of ecosystern members {e.g., ecosvstem, enclave,
cohorts, and the like). As will be discussed, CG-enabled ecosystems may achieve unbounded
correlation for the members of the ecosystem (e.g.. enclaves, cohorts, dependent cchorts), which
in turn provides for an unbounded amount of unique relationships to be formed In some
embodiments, of the present disclosure, cohorts from different ecosystems may also be configured

to authenticate one another in an unbounded manner. As will be described, unbounded correlation
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may be achieved by genomuc computationally complex constructions and processes (also referred
1o as “Cyphergenics-based” or “CG-based” or “CG-enabled” constractions and/or processes).
6099 Virtual Affiiation: In embodiments, virtual differentiated engagement between
ecosystems, enclaves, and cohorts may require hyper-scalability. Hyper-scalability technology
enables ecosysiem, enclave, and cohort engagement for most, if not all, scenarios where precise
and unique differentiation ("what’s what” and “we’re alone™) may be required. In embodiments,
precise and umque differentiation mav refer to a set of congruent or sufficiently congruent
processes that are performed by a unigue pair of community members 1o establish a unique
engagement that differentiates the pair from any other commumity members. In some of these
ernsbodiments, such precise and wuque differentiation ensures that unintended digital eutifies
cannot participate in the uniquely established engagement (e g, decode intercepted data or the
like). In embodiments, hyper-scalable differentiation may refer to the ability for an ecosystem
member to uniquely affiliate with an unbounded number of other ecosvsiem members (e g,
ecosystem, enclave, cohorts, and/or the like), Organic ecosystems evidence powerful, although
bounded, differentiation across species, progeny, and siblings, denved from complex bio-
chemical processes. MNevertheless, unbounded differentiation may be achieved by specific
genontic nformation theory based digital constructions and processes. As will be discussed, CG-
enabled ecosystems may achieve unbounded differentiation for the members of the ecosystem
(e.g.. enclaves, cohorts, dependent cohorts) which in turn provides for an unbounded amount of
unique relationships to be formed. In some embodiments, of the present disclosure, cohorts from
different ecosystems may also be configured to form unique engagements in an unbounded
manner.  As will be described, unbounded differentiation may be achieved by genomic
information theory governed constructions and processes (also referred to as “Cyvphergenics-
based” or “CG-based” constructions and/or processes).

16106]  Virtual Agility: In embodiments, virtual agility within ecosvstem, enclave, and/or cohort
platform stack(s) may be enhanced by hyper-scalability. Hvper-scalability technology enables
ecosystems, enclaves, and cohorts 1o agilely execute hyper-scalable-differentiation and hyper-
scalable-correlation for software and hardware managed processes. In some ernbodiroents, agile
execution of software and/or hardware managed processes may refer to processes that can be
applied at various levels of a respective protocol stack (e g, OSE-networking stack, software stack,
processing stack, and/or the like). Organic Ecosvstems evidence powerful, although bounded,
agility at the cellular level controlled by complex bio-cherical processes. Nevertheless,
unbounded agility may be achieved by specific genomic information theory-facilitated digital

constructions and processes.
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[6361] Virtual Binary Languages Seript (VBLS), Virtual Binary Language Scripts-enabled
Ecosystern, Enclave, and/or Cohort engagement requires hyper-scalability. Hyper-scalability
echnology can enable ecosystems, enclaves, and cohorts o engage via unigue, non-recurring,
computationally quantum proof binary languages (or non-guantum-proof binary languages if the
community owner 50 desires). Organic ecosysterns evidence powerful, although bounded, wnigue
cellular engagement, based on complex bio-chemical processes. Nevertheless, unbounded unique
digital object engagement, may be achieved by specific genomic nformation theory governed
digital constructions.

[6362] Virtual Trusted Execution Domain: In some embodiments, emploving
computationally coraplex genomic constructions and processes, a suttably configured CG-ESP
enables processes for uwniquely transformung engagement for componemis of executable
ecoaystems. In embodiments, executable ecosystems may refer to different software and hardware
components of a device (or a system of interdependent devices acting as a single unit). In
embodimenis, execuiable ecosysiem components may include, but are not himited to, eg:
application components {APls, libraries, threads), operating system components {e.g., kernel,
services, drivers, libraries, and the like), and system-on-chip (Soc) components {Processing Units,
e.g., Core), hardware components {e.g., disks, sensors, periphery devices, and/or the like), and/or
other suitable types components. In some embodiments, these ecosystem components {e.g.,
specific designations and organizations such as ecosystems, enclaves, and cohorts) may prosecute
{e.g., encode and/or decode) execuiable binaries collaboratively or independently.

[6183] Genomic Facilitated Virtual Network Architectures: In embodiments, the genomic
processes and competences of CG-EPSs enable inversion of the application security and network
architecture relationship protocol, regardless of the unique demands of a particular use case. In
some embodiments, the disclosed “genomic network topology™ technology enables creation of
wholly new use case-specific security architectures. In some embodiments, a single physical
network topology may simultaneously support multiple genonuc topologies. As used herein, a
genomic topology or genomic network topology may refer to a topology of a digital ecosystem
that 1s defined using the genomic constructions of the respective members of a digital ecosystem.
[6104] Inembodiments, ecosystems, and enclaves as well as membership thereto may be defined
by the owner of a digital community. For example, a network administrator affiliated with a
corporate entity may configure a security platform instance, which establishes respective enclaves
for different uniis or projects of the corporate entity. n this examople, the network admuunistrator
may configure the security platform instance to add cohorts to one or more enclaves based on the

cohort’s function. It is noted that in some embodiments, a cohort can be included in multiple
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enclaves and enclaves may have overlapping cohorts. Furthermore, in some embodiments,
madtiple coborts may be associated with a single device, such as a computing device and various
hardware {e.g., CPU, GPU, memory devices} and/or software components {operating system, file
svstems, applications, files). As will be discussed, CG-ESPs may be configured to form many
different types of ecosystems, and membership eligibility may be configurable and defined by the
community owner and/or CG-ESP provider. In emnbodiments, the security plaiform is configured
to “genomically”™ construct disparate functions, svstems, and/or theaters of operation that are
“genomically” based on mutual identity of interests. Put another way, in these embodiments, a
CG-ESP may be configured and operated to (e g, by a commumily owner or similar party ) control
the genomie network topology of a digital ecosystern using the genomic constructions of the
community members {e.g., enclaves, ecosystems, and/or cohorts} within a digital community. in
this way, community members can be established, added to certain enclaves or ecosystems,
revoked from certain enclaves or ecosystems, and the like by modifying the genomic constructions
of one or more roerobers within the digital community.
[6105] In some embodiments, a Cyphergenics-based ecosystemn security platform (CG-ESP)
may refer 0 a set of CG-enabled modules that perform various CG-based functions on 3 specific
configuration of genomic data, and a CG-ESP mstance mway refer to an instance of the CG-ESP
platform having a configuration of the CG-enabled modules that is dependent on the role that the
CG-ESP instance is performing with respect to a community {e.g, ecosystem-level, enclave-level,
cohort level, dependent cohort level}. In some embodiments, a CG-ESP platform instance may
e embodied as a VIDAX In these embodiments, a VBAX may execute a specific confliguration
of CG-enabled modules that are defined for the role of the VDAX. Examples of VB AX roles may
include ecosvstem VDAX, enclave VDNAX, cohort VBAX, and/or dependent VDAX, whereby
each of these VDAXs may be configured in accordance with the CG-ESP modules and the CG-
enabled operations necessitated by the role. In embodiments, a CG-ESP nstance may provide
one or more core competences, which may include control and management of genomic
constructions, functions, and processes (platform competence) and/or secure data exchange
functions and processes (link exchange competence). In ernbodirnents, an ecosystem VDAX may
perform secunity related functions on behalf of the ecosystem and may be considered the
“progenitor’” of the ecosystem. In some of these embodiments, one or more corresponding enclave
VDAXs may be configured 1o perform security related functions on behalf of a respective enclave.
In embodiments, a cohort VDAX may perform genomuc security related functions on behalf of
respective independent cohorts within an ecosystem. In embodiments, a dependent VDAX may

perform genomic security refated functions on behalf of a respective dependent cohort within an
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ecosystermn. 1t is noted that in some embodiments, an independent cobort may host one or more
dependent VDAXs on behalf of one or more dependent cohorts that depended on the independent
cobort.  Furthermore, in some embodiments, a single cobort VIDAX associated with an
independent cohort may be configured to perform security related functions for the cohort across
disparate enclaves and ecosystems. In these embodiments, a cohori VDAX may manage and
leverage different genonue data sets on behalf of the cohort according to arespective configuration
of the different ecosystems and/or enclaves. For example, a mobile device that a user uses for
work and personal matters may be configured with a cohort VD AX that manages and leverages
one or more genontc data seis pertaining to the user’s work ecosystem and enclaves in accordance
with the CG-ESP configurations of the organization that the user works for as well as one or roore
genoniic data sets pertaining to ecosystems and enclaves in which the user participates in
accordance with the platform configurations of those ecosvstems and enclaves. In some
embodiments, one or more enclave VDAXS and/or an ecosystern VIIAX can be hosted by the
same computing svstem. For example, the ecosystern and enclave VDAXs of g large digital
ecosystem {e.g., a federal or state government, large corporations, military, autonomous vehicle
arid, ToT grid, or the like} may be hosted on a distributed cloud computing system (e.g., AWS®,
Azure®, Google Cloud Services®, privately owned server banks, and the like), whereas the
ecosystern and enclave security controllers of a small digital ecosystem {(e.g., a home network, a
small office network, a grass roots non-profit, or the like) may be hosted on a single compuiing
device {e.g., a central server, a router, a mobile device, or the like). It is also noted that in some
example embodiments, a VIDAX mayv be configured to perform different roles with respect to
different ecosystents.

[6186] For purposes of explanation, the terms “progenitor” and “progeny™ {(e.g., “progenitor
security controfler” or “progenitor VDAX” and “progeny securily controller” or “progeny
VAKX may be used to denote a relationship where a “progenttor” VIDAX may generate, assign,
and/or otherwise provide a genomic data set to a “progeny” VDAX. For examople. in some
embodiments, an ecosystem VDAX mav modify its own digital genomic data set for one or more
enclaves, such that for each enclave, the “progeny” enclave VD AX thereof 1s assigned a unique,
but correlated genomic data set that was derived from the “progenitor” ecosystem VDAX.
Similarly. in another example, an enclave VDAX may modify its own genomic data set fo
generate, assign, and/or otherwise provide unique and correlated genomic data sets for the cohorts
in the enclave, such that for each cohort, the progeny cohort VIBAX thereof 1s assigned s own
genomic data set. In this way, the progenv (a.g., progeny VDAXs) of a progenitor VD AX may be

able to exchange data in a cryptographically secure manner in part due to the high degree of
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correlation between their respective genomic data sets. It is noted that in some embodiments of a
CG-ESP platform, an ecosystern VDAX may generate and assign the genomuc data sets for the
cohoris of the ecosysiem, even if there exists enclave VDAXs. In embodiments, a progemtor
VDAX {e.g., an ecosystem or enclave VDAX} may provide a role-based configuration of a UG-
ESP platform to a progeny VDBAX, such that the progeny VDAX is configured with the proper
CG-ESP roodules given a role of the progeny VIDAX with respect to the VIDAX. As will be
discussed, the configurations may include respective modules configured with speaific cypher-
based, cipherless, and/or hybrid computationally complex functions that are used in the discussed
CG-based processes. In embodiments, a cipher-based function may refer to executed functions
where all stages {one or more stages) of the function are performed using kev-based reversable
transformations {e.g., symmetric ciphers). Examples of key-based reversable functions may
nclude but are not limited to Advanced Encryption Standard (AES), SAFER+, SAFER++, TDES,
and the like. In embodiments, cipherless functions may refer to executed functions where none
of the stages of the function are performed using key-based reversable functions. In erubodiments,
hybnd functions may refer to executed functions that include at least one stage that is performed
using a cipher-based function and at least one stage is performed using a cipherless function. For
example, a hvbrid function may mclude a first stage where a cipher-based function 1s used to
determine an intermediate value and a second stage where a cipherless transtorms the intermediate
value to an output value, which may or may not be reversable.

(31871 In some embodiments, CG-ESPs are configurable by the ecosystem owner or on behalf
of the ecosystem owner. As mentioned, a CG-ESP may nclude a set of interdependent modules
that collectively perform one or more genomic security functions, such that any level VDAX
includes instances of some or all of the interdependent modules. I is noted that these
interdependent modules may be implemented as executable mstructions that are executed by a
traditional processing device {e.g.. CPU or GPU and/or FPGA, nucroprocessors, or special
purpose chipsets) that are specifically configured to perform certain genomic functions. Put
another way, the interdependent modules of a particular security controller instance (eg., an
ecosystem VDAX, an enclave VDAX, a cohort VIAX, a dependent VDAX, and/or the like} may
be individually embodied as software, middleware, firmware, and/or hardware. Reference 1o
processors, execution, or the like is meant to apply o any of these configurations, unless context
specifically provides otherwise. In embodiments, the individual modides of a particular CG-ESP
justance may be configured to operate on specific set of different tvpes of genonuc data objects
{e.g.. CNA, LNA, XNA, PNA, ZNA, or the like) and/or to execute different types of functions

and strategies. For examples, some modules may be configured to apply cipher-based
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computationally complex functions to the genomic data objects and/or digital data generated or
leveraged in coonection to a genomic security operation.  Examples of cipher-based
computationally complex functions moay include, but are not linuted to, Advanced Encryption
Standard (AES) encrvption/decryption, SAFER+ encryption/decryption operations, XOR
operations, proprietary privately developed encryption/decryption operations, and/or the like.
Additionally or alternatively, in some erobodiroents, some of the interdependent roodules may be
configured to apply cipher-less computationally complex functions to the genomic data objects
and/or digital data generated or leveraged i connection to a genomic security operation.
Examples of cipher-less computationally complex functions may include, but are not limited to,
cryptographic hash fuoctions, trarsformations based on pararoettized linear equations,
transformations based on muktivariable equations, latiice-based transformations, parameterized
cyclic shift operations, and/or the like. Additionally or altematively, in some embodiments some
modules may be configured to apply hybrid {e.g., cipher-based and cipherless) computationally
complex functions to the genoroic data objects and/or digiial data generated or leveraged in
connection to a gepomic security operation. As discussed, a hvbrid function may include some
combination of cipher-based and cipherless functions. As will be discussed, a CG-ESP may be
configured {e.g.. by or on behall of a community owner) in accordance with the needs and
linutations of the digital conununity to which if serves. It is noted that a function may be referred
to as “computationally complex” not necessarily because of the complexity of the function, but
because of the computational complexity associated with reversing the function without a key or
analogous mformation. For example, an XOR function that receives two input parameters and
cutpuis an output value indicating the XOR of the two input parameters may be referred to as
“computationally complex™ because determining the input parameters given only the output value
of the XOR operation requires a much greater degree of computational resources.

16168] In embodiments, a CG-ESP is configured to provide secure end-to-end data exchanges
between ecosystem members using specific genomic data sets containing one or more digitally
generated genomic constructions which mav be embodied in objects {e.g., binary matrices, binary
vectors, primitive binary polvnonuals, and the hike) that exhibit configurable entropy. 1o
embodiments, these digitally generated mathematical objects are used to securely exchange digital
objects between any pair of sufficiently correlated ecosvstem members by leveraging the high
degrees of correlation and differentiability between the respective genomic data sets of the
ecosystern members using a series of CG-based processes.  In embodiments, hyper scalable
genomic correlation may provide the ability to have an unbounded comwnunity of genomic

progeny that can be directly authenticated as fellow enclave or ecosystem members without the
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support of out of bound trusted services {e.g., Certificate Authority, Secret Key Exchange, and the
like). In some embodiments, hyvper scalable differentiation may refer to the ability for two
sufficiently affihated cohorts to generate and exchange virtual binary language script (VBLS)
(individeal mnstances of which mayv be referred to¢ VBLS objects} based on links that are hosted
with respect to the other community member. In embodiments, a hink includes digitally encoded
mstructions (which may be referred to as “genornic regulation mstructions” or “GRI™) from one
VIBAX to another VDAX that define a manner by which the genomic data set {e g, XNA or ZNA)
of the second VEAX is o be modified in order to the second VIAX 1o generate VBLS that can
be decoded by the VBLS {assuming that the link is securely kept by the second VDAX), In
ernbodiments, the second VDAX may “host” a link that jndicates GRI corresponding to the fist
VDAX, whereby the second VDAX may modify its genomic data set based on the GRI and may
generate VBLS that is readable by the first cohort based on the modified genomic data and GRL
In embodiments, the second VRAX maps a sequence into the modified genomic data to obtain a
genomic engagement factor, which is in tumn used o encode a digital object {e.g, using
disambiguation and/or encryplion iechniques) that is included in the VBLS object In
embodiments, VBLS objects may be data containers that include one or more encoded digital
objects and metadata that is used to decode the encoded digital object{s). In embodiments, a first
YVDAX receives a VBLS object and decodes a digital object from the VBLS by modifving its own
genoniic data set using the GRI provided to the second VDAX, determining a genomuc
engagement faclor based on its modified genomic data set, and decoding the encoded digital
objects based on the genomic engagement factor. As will be discussed, only the first VDBAX 15
able to decode digital objects from VBLS, while any other cohort (digital conununity member or
otherwise) that does not have access to the GRI contained in the Hink information cannot decode
the encoded digital objects in the VBLS.

[6169]  Aswill be discussed, m embodiments, CG domain components {e.g., ecosystem, enclave,
independent cohorts, and/or dependent cohorts) may be configured with digital genomic data sets,
such that digital ecosvstem CG-enabled components may achieve precision control of differences
and correlation using computationally complex functions, which may be cvpher-based, ciphetless,
and/or hvbrid functions. In embodiments, CG-enabled methods may support CG-based genomic
processes that enable dvnamic specification of entropy. In embodiments, the G domain
components engage in accordance with information theory genomics {Cyphergenics) and may
utihize inforroation theory genoroics that are capable of virtual authentication, virtual scalability,
and/or virtual agility. In embodiments, the CG components are configured to generate VBLS,

such that the CG-enabled processes enable two domain components to construct and engage via
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unique non-recurring digital languages {e.g, VBLS) In embodiments, the CG components
provide the ability to establish and control differences and correlation between CG domain
components, which roay enable broad scalability {e g., hyper-scalability). In embodiments, CG
domain components engage via specific digital protocols comprised of digital objects, whereby
the digital objects retain the information genomic attributes of their progenitor components {e.g.,
ecosystem or enclave). In emboduments, hyper-scalability, when exercised at the digital object
level enables agile application of CG-based attributes bevond the component level {e.g., at the
format and/or protocol level).

[6116] As mentioned, a genomuc data sel (also referred to as a “digital DNA set”, “DNA sel” or
“DNAYY may inelude one or more digitally generated mathematical coustructions that exhibit
specific levels of entropy, such that the levels of entropy is a configurable. As mentioned, for
purposes of explanation, references to and derivations from brological genetic concepts are made.
For example, terms such as DNA, “genomic data”, “mutating”, “genomuc constructions”,
“progeny”, “cloning”, “sequence mapping” and the like are used throughout the disclosure. #t
should be understood that such references do not infend to ascribe any particular properties of
biological genetic materials or processes to any of the terms used herein. Rather, the terminology
is used to teach others how to practice various aspects of the disclosure. In embodiments, a
genonuic data set may include genomic eligibility object, a genomic correlation object, and/or a
genomic differentiation object, which may generally be referred to as “genomic data objects”.
[0111]  In embodiments, genomic eligibility objects may refer to digital generated mathematical
objects that allow a pair of cohorts to genomically confirmo engagement eligibility, which may be
performed in part of a “trustless” amthentication process between two VDAXs. In embodiments,
a progenitor VDAX (e.g., an ecosystem VDAX) may derive progeny genomic eligibility objects
for its progeny from its genomie ehigibility object {a “progenitor genomic eligibility object™), such
that each progeny receives a unique but correlated genonuic eligibility object. Upon being assigned
a genomic eligibility object, a progeny VDAX may receive a genomic eligibility object. In some
embodiments, a progeny VDAX may receive a genomic eligibility via a one-time trusted event
{e.g., upon ecosysiem adnussion o a particular ecosysiem, when a device is manufactured,
configured, or sold, or the like) After this single trusted event, sufficiently VDAXs can
independently confirm engagement eligibility with one another using their respective genomic
eligibility objecis. In embodiments, genomic eligibility objects may include CNA objects, PNA
objects, or other suitable types of mathematical objects exhibiting configurable entropy level,

correlation, and differentiation, which are discussed in greater detail below.
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[6312] In embodiments, genomuc correlation objects may refer to digitally generated
mathematical objects that allow VBAXs to exchange links, whereby a link provides insiructions
that allow a pair of sufficiently correlated VDAXs fo sufficiently differentiate thernselves from
other sufficiently correlated VDAXs in a digital commumity. In embodiments, the genomic
correlation object ts used by VDAXs to confirm link exchange correlation, which allows two
ecosysiem components {e.g., enclave and/or cohorts) 1o establish a specific relationship and
engage one another. In example implemeniations, the genomic correlation objects of the
community members of a digital ecosystem are LNA objects or any other suitable tvpes of
mathematical objects exhibiting configurable entropy and correlation, which are discussed in
greater detal below,

16113} In embodiments, genomic differentiation objects may refer to digitally generated
mathematical objects that allow a pair of VDAXs {e.g., enclaves or cohorts} to generate and
decode VBLS objects generated by the other respective VDDAXS, provided the VDAXSs are
successfully hosting hinks spawned by the other respective VDAXs, In some embodumnents, a first
VDAX generates VBLS for a second VDAX 1n part by modifying its genomic differentiation
object in the manner defined in the instructions contained in a hosted link corresponding to the
second VIDAX and decodes VBLS from the second VDAX in part by modifving its genonuc
differentiation object in the manner defined in the instructions contained in a link hosted by the
second VIDAX with respect to the first VDAX. Examples of genomic differentiation objects may
nclude, but are not limited to, XNA object, ZNA objects, or any other suitable types of
mathematical objects exhibiting configurable entropy and correlation, which are discussed
greater detail below.

[6114] As will be discussed, different combinations and configurations of CG-ESP moduldes and
genontic data sets can be used in different CG-ESPs.  Contemporary network capabilities
substantially reflect their underlving deployment architecture. VBLS-enabled genomuc
constructed architectures, operating at the bit level, may remain interoperable with the underlying
deployment architecture. According to embodiments of the present disclosure, VBLS provides
unprecedented facility and flexibility to umiquely tailored use cases- whether they be network,
software, or hardware centric-architectures. Examples of different architectures include, but are
not limited to: directed architectures that can be deploved in static ecosvstems {e.g.. large
enterprises), free-form architectures that may be deploved in transient ecosystems {e.g., social
networks, websites), spontaneous ecosystems that mav be implemented for dynaroic ecosystems
(e.g.. city-wide autonomous vehicles control system), ephemeral architectures that may be

implemented for executable ecosystems {e.g., OS5, browser), and/or Interledger architectures that
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may be implemented for affirmation ecosystems (e.g., Blockchains or other distributed tedgers).
In embodiments, these architectures which overlay exasting physical network fopologies evidence
gepomic  constructed  fopologies; mulliple genonuc constructed  topologies may  exist
simuitaneously and interoperably. Examples of different architectures and CG-enabled

ecosystems are discussed throughout the disclosure.

CyrpuErGENICS ECOSYSTEM SECURITY PLATFORM

[6118] FIG. 4 illustrates an example of a CG-ESP 400 according to some embodiments of the
present disclosure. In these embodiments, a CG-ESP 400 includes a set of CG-modules that are
configured to perform a set of CG-processes and related computational methods with respect to a
specific configuration of a genomic daia set, such that different CG-ESPs 400 may inchude
different CG-modules that perform different genomuc functions and related computational
methods that operate on a corresponding configuration of a genomic data set. In embodiments, a
CG-ESP 400 1s configured to be executed by ecosystem members having different roles {(e.g.,
ecoaystem YIXAX, enclave VDAX, cohort VDAX, and/or dependent VDAX), such that different
roles mav execute some, all, or none of the CG-processes and computational methods defined in
a respeciive CG-modules of the CG-ESP. In this way, all community members may participate
in a CG-enabled digiial ecosysiem using a corresponding CG-ESP instance that is execuoted by the
community roember and/or on behalf of the community member {e.g., for dependent cohorts),
such that the CG-ESP instance is configured for the role of the community member {e.g.,
ecosystem, enclave, cohori, or dependent cohort). For example, a community member serving as
the ecosystem progenitor {e.g., ecosystem VDAX) mav be configared with a CG-ESP instance
that mcludes a CG module that defines CG-functions and related computational methods to
generate genomic data sets {digital DNA sets) having one or more specific types of genomic data
{e.g., CNA PNA, ENA, XNA, and/or ZNA), whereas a conununity member that is an independent
cohort {e.g., principial VDAX} within the ecosvstem may be configured with a CG-ESP instance
that includes CG modules that define CG-processes and conmputational methods {or mutating s
genomic data, exchanging links, sequence mapping, transforming digital objects, and the like. In
this way, different commumity members of a CG-enabled ecosystem may execule different
mstances of a certain CG-ESP 400, 1t is noted that in some embodiments, the modules of an
nstance of a CG-ESP 400 executed by the VDAXs of the digital ecosysters which the CG-ESP
mstance supports. Furthermore, as the different fypes of VDAXs within a particular digital
ecosystern may perform different roles within the digital ecosvstem, the different classes of

VDAXs of a CG-enabled ecosvstem may execute soroe ot all of the modules of the CG-ESP, and
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be configured to perform some or all of the genomic functions of the CG module. Ttig aleo noted
that while different classes of VDAXs within a digital ecosystem may be configured to perform
different respective roles within the digital ecosystem, all VDAXSs that are configured to perform
a certain CG-process with respeci to the digital ecosystem {e.g., XNA and LNA modification, link
exchange processes, VBLS generation/decoding, and/or the like) are configured with CG-ESP
maodules that include functionally dentical functions that perform the certain CG-process {e.g.,
the same cipher-based, cipherless, or hybnid functions, functions that extract the same sequences,
and the like). In this way, the sufficiently related VIDAXs are able to perform certain CG-
operations 1o a functionally congruent manner, which enables the sufficiently related VDAXSs to,
for example, confirm engagement eligibility and/or integrity, spawn and host links, and/or
generate and decode VBLS objects.

8116} In embodiments, the CG-modules of a CG-ESP 400 may include 3 root DNA module
410, an executable isolation components (EIC) rvodule 420, a hink moodule 430, a sequence
mapping module 440, a binary transformation module 450, an authentication module 460, and/or
a master integrity controller 470, As mentioned, in some embodiments, a CG-enabled digital
ecosystern includes a set of VIBAXSs, whereby the set of VIDAXs include two or more classes of
VDAXs {e.g.. ecosystem VDAX(s), enclave VDAX(s), cohorts VDAX(s), and/or dependent
VDAX(s). In some of these embodiments, the VDAXs of each class may execute respective
nsiances of some or all of the CG-ESP modules {e.g., aroot DNA module 410, BIC module 420,
tink module 430, sequence mapping module 440, binary transformation module 450,
authentication module 460, and/or a master integrity controlier 470). In embodiments, individual
modules may be cypher-based, cipheriess, and/or hvbrid (e g, include functions that are cvpher-
based and cipherless}).

16117  In embodiments, respective CG-ESP instances may be executed by respective processing
systems that may include one or more CPUs, GPUs, microcontrollers, FPGAs, microprocessors,
special-purpose hardware, and/or the like. Furthermore, in some embodiments, the modudes of a
CG-ESP instance may be executed i by a virtual machine or a container {eg. a Docker

container).

RGOT DNA MODULE(S)
[0118} In embodiments, the CG-ESP 400 includes a root DNA module 410, In embodiments,
the root DNA module 410 manages ecosystem specific data and genomic processes from which

the root DNA module 410 formulates specific and highly nigorous difference and correlation
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enabling genomic constructions {e g., DNA sets). In some embodiments, the root DNA module
410 may inclade a CNA module 412, a PNA module 414, an LNA module 416, and/or an XINA
module 418,

16119} In embodiments, a root BDNA module 410 manages ecosystem specific data and CG
genomic processes from which the root DNA moduale 410 formudates specific and highly rigorous
difference and correlation-enabling CNA. In embodiments, CG-enabled ecosystern component
chgibilitv~correlation is enabled by CG-genomic processes that formulate and construct CNA
objects. In embodiments, the UNA module 412 may define CG-genomic processes and related
methods that are configured to establish specific relationships between individual ecosystem
components {ecosysterns, enclaves, cohorts, and/or dependent cohorts), In embodumnenis, CNA
may enable VDAXs of the same ecosystem to confirm eligibility for engagement. In
embodimenis, {NA enables ecosvstern VDAXSs and sub-ccosystem VDBAXs to retain unigue
confirmation of eligibility for engagement.  In embodiments, the CNA module 412 may be
configured to prosecuie genomic-based eligibility correlation using a wide range of information
theory-facilitated computationally complex functions. In embodiments, these information theory-
facilitated functions may be cypher-based, cipherless, or hybrid computationally complex
functions. Non-himiting exaroples of CNA generation and CNA-based eligibility correlation are
discussed later in the disclosure.

16128} In embodiments, a root DNA module 410 manages ecosystem specific data and CG
genomic processes from which the root DNA moduale 410 formudates specific and highly rigorous
difference and correlation-enabling PNA. Tn embodiments, CG-enabled ecosysiem component
ehgility~-synchronization is enabled by CG-genomic processes that fornulate and construct PNA
objects. In some embodiments, the PNA module 414 defines CG-processes that employ CG-
genonc processes and related computational methods 1o establish specific relationships between
individual ecosystem components. In this way, PNA may enable ecosvstem components {e.g.,
enclaves, cohorts, and/or dependent cchorts) of the same ecosystem to confirm eligibility for
engagement. In embodiments, PNA enables ecosystem VDAX and descendant VDAXs sub-
ecosystems 1o nevertheless retain unique confirmation of ehgibility for engagement o
embodiments, a PNA root module 414 may be configured to prosecute genomic based eligibility-
synchronization, which may be computed in accordance with a wide range of information theory-
facilitated computationally complex functions. In embodiments, these mformation theory-
facilitated functions may mnclude be cypher-based, cipherless, or hybrid computationally complex
functions. Non-himiting examples of PNA generation and PNA-based eligibility correlation are

discussed later in the disclosure.
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[6321] Tn embodiments, a root BDNA module 410 manages ecosystern specific data and CG
genomic processes from which the root DNA modude 410 formulates specific and highly rigorous
difference and correlation-enabling LNA. In sore erobodiroents, CG ecosystem coroponent fink-
gxchange-correlation is enabled bv CG-genomic processes which formmiate and construct LNA
objects. In embodiments, the LNA module 416 defines CG-processes and related computational
methods to establish specific relationships between individual ecosystern compounents. Tn this way,
LNA may enable certain VDAXs within an ecosystemn (e.g., members of the sarve enclave} to
confirm link-exchange-correlation. In embodiments, LNA enables VDAXs in a digital ecosystem
1o exchange mformation (“link exchange™} which allows each io engage the other, whereby link-
exchange bears corresponding computational coroplexity. In some embodiments, CG-based LNA-
enabled link exchange is predicated on two sets of information, each unique to one of the parties
such that the link-gxchange between the parties (e g., afirst VBAX and a second VDAX) is unique
{e.g., di~symmetric). In embodiments, LNA root modules 416 prosecute genomic based link-
exchange-correlation, which roay be computed in accordance with a wide range of mformation
theory-facilitated computationally complex functions. In embodiments, these information theory-
facilitated functions may be cypher-based, cipherless, or hybrid computationally complex
functions. Non-limating examples of LNA generation and LNA-based link exchange are discussed
later in the disclosure.

16122} In embodiments, a root DNA module 410 manages ecosystem specific data and CG
genomic processes from which the root DNA module 410 formulates specific and highly rigorous
difference enabling XNA. In these embodiments, ecosystem merber engagement-differentiation
may be enabled by CG-genomic processes that formulate and construct XNA objects. In
embodiments, the root XNA module 418 employs XNA-specific CG-processes and related
computational methods 1o establish specific relationships between individual ecosystem
components. In embodiments, XNA enables VDAXs of the same ecosystem to confirm
engagement-differentiation. In some embodiments, XN A enables VDAX (e g, ecosystem VDAX,
enclave VDAX, cohort VDAX, and/or dependent VDAX) of different ecosystems to confirm
engagement-differentiation. Engagement-differentiation allows a pair of VDAXs to sufficiently
differentiate themselves from other sufficiently correlated VDAXs for purposes of securely
exchanging data, whereby the engagement bears corresponding computational complexity. In
some embodiments, XNA-enabled engagement may be predicated on two sets of information,
each unigue to one of the parties, such that the engagement between the two VDAXs (e.g.. a furst
VDAX and a second VDAX) is unique (e.g., di-symmetric). In embodiments, an XNA module

418 prosecutes genomic-based engagement differentiation, which may be computed in accordance
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with a wide range of information theory-facilitated computationally complex functions. In
ernbodiments, the information theory-facilitated functions may be cvpher-based, cipherless, or
hybrid computationally coroplex functions Non-himiting examples of XNA generation and XNA-
based genomic differentiation are discussed later in the disclosure.

[3123] In embodiments, an CG-ESP may include an EIC module 420 that manages ecosystem
specific data and CG-genomic processes from which the EIC wodules 420 formulate specific and
highly rigorous difference enabling constructions called ZNA. In embodiments, ecosysiem EIC
engagement-differentiation is enabled by CG-genomic processes which formulate and construct
ZNA objects. In embodiments, ZNA enables VDAXs of the same ecosystem {o direcily control
genomic-enabled differentiation processes absent participation by other VDAX compounents. For
example, in embodiments an EIC VDAX (e g, core and memory} may employ ZNA-specific
genomic processes and other related computational methods (o establish differentiation with other
specific BIC VDAXs. In embodiments, an EIC module 420 may define CG-processes for
prosecufing genomic-based engagernent differentiation, which may be computed in accordance
with a wide range of information theory-facilitated computationally complex functions. In
embodiments, the information theorv-facilitated functions may be cvpher-based, cipherless, or
hybrid computationally coroplex functions. Non-limiting examples of ZNA generation and ZNA-

based genomic differentiation are discussed later in the disclosure.

Ling MopuLg

[6124] In embodiments, a link module 430 defines a set of (G-processes and related
computational methods that alow twoe VDAXs (eg., a first VDAX and a second VBDAX) to
securely exchange information that 1s necessary to evable di-symmetric engagement. In some
embodiments, link exchange exhibits the same level of entropy as the di-symmetric engagement.
In some embodiments, a link module 430 instance may be configured to confirm engagement
eligibility and link-exchange correlation with another VDAX. In embodiments, engagement
eligibility and hnk-exchange correlation allow a pawr of VDAXSs to successfully exchange links
{e.g.. spawn hnks, and host links). In embodiments, a link module 430 may be configured to
confirm engagement eligibifity with another V2 AX based on i3 genomic engagement object (e.g.,
CNA or PNA). For example, a link module 430 may confirm engagement-correlation using its
corresponding CNA object and/or eligibly-synchronization using its corresponding PNA object.
In embodiments, a link module of a VDAX (e g., a first VDAX) may be configured to confurm
hink-exchange-~-correlation with another VI3AX based on a genomic correlation object of the first

VDAX. Insome embodiments, a link module 430 instance spawns a link for another VDAX (e g,
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asecond VDAX) based on a genomic correlation object (e.g., LNA object) of the first VDAX and
information {or the other VDAX to engage with the VDAX. In embodiments, a link module 430
jostance of a VDAX (e.g., a first VIDAX) may host a link by, in part, decoding mformation to
engage with anocther VDBAX from a link provided by or on behalf of the other VDAX using the
genomic correlation object of the first VDAX. Tt is noted that different configurations of ink
modules 430 may utilize various CG genowic processes and related coroputational roethods fo
execute secure link exchange across a wide range of interoperable digital commmunication media,
digital networks, and/or digital devices. It is noted that Hink exchange between VDAXs may be
executed asvnchronously, in that the order of exchange does not affect the security of the protocol.
Furthermore, in erubodirnents, link exchange rmav include one VDIAX providing a lnk to another
VDAX {e.g, symumeiric) or both VDAXs providing links to the other respective VDAX (e g.. di-
symmeiric). In embodiments, a link module 430 may define CG-processes that prosecute
genomic-based exchange of information, which may be compuied in accordance with a wide range
of coropuiationally coroplex functions. In erobodiroents, the computationally functions moav be
cypher-based, cipherless, or hybnid functions.

[63128] As mentioned, a link may contain information that enables di-symmeiric engagement.
In embodiments, the information contained 1n a link may include genomic regulation instructions
(GRI}). Insome embodiments, GRI may define istructions and/or data that are used to modify a
genonic differentiation object {e.g, XNA or ZNA} in a deterministic manner, such that when a
first VBAX provides a link to a second VDAX and the second VDAX successfully decodes the
GRI contaimed in the link, both the first VDAX and the second VI3AX are able to modify their
respective genomic differentiation object using the GRI, which resulis iy highly correlated copies
of a modified genomic differentiation object {e.g., modified XNA or modified ZNA). As used
herein, “highly correlaied” when used 1 connection o genomic objects may refer to identical
and/or otherwise sufficiently correlated genomic objects, whereby two genomic objects are said
1o be “sufficiently correlated” if the degree of correlation between two or more genomic objects
enables an intended CG-operation or process to be performed successfully. In embodiments, GRI
may include additional mformation such as instructions and/or data that are used by a VIDAX
during sequence mapping. As will be discussed in greater detail, such deternunistic modification
allows the two cohorts to differentiate themselves from all other cohoris to effectuate generation
of secure VBLS. In embodiments, a link module 430 may generate GRI for a respective link,
such that unigue GRI are generated for any respective engagement. In some embodiments, a link
module 430 may encode the GRI using a link-specific engagement factor to obtain encoded GRI

The link module 430 may generate genomic engagement cargo (GEC) that includes the encoded
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GRI and additional information that is used by the link hosting VDAX to decode the GRI from
the GEC based on the information and the link hosting VDAX s genomic data. In embodiments,
a hink module 430 s further configured fo decode a link {(which is a part of “link hosting™).
whereby a link module 430 obtains a transformation value based on the information contained in
the GEC and its genomic data set and decodes the encoded GRI using the transformation value to
obtain the GRI. The decoded GRI may then be used by the link hosting VDAX when generating
VBLS for the link spawoing VDAX that provided the link.

[8126] In embodiments, a link module 430 may be further configured to update links. Link
updating may refer 1o a process by which the genomic regulation instructions (GRI} that were
provided by a first VDAX to a second VDAX for a specific engageroent between the pair of
VDAXs are modified. A link may be updated for any number of reasons. including concerns that
a link has been compromused and/or in accordance with routine securily protocols (e.g., links are
updated daily, weekly, or monihly, or in response to a cohort request to update a link}. In some
emboduments, a link module 430 may update a link by generating hink update mformation,
whereby the link update information is provided from the VDAX that spawned the link to a VDAX
that is hosting the link. In embodiments, link opdate information may include new GRI that
replace the current GRI. In other embodiments, link update information may mclude data that is
used to modily the current GRI. For example, the link update information may be a value that is
used to transform the GRI, such that the hosting VI AX applies the value to the current GRI using

one or more computationally complex functions (e.g., cypher-based, cipherless, or hybrid

functions) to obtamn the updated GRI. In some embodiments, hink updating differs from link
exchange in that link update information can be encoded in VBLS, as opposed to link exchange
which mayv include more computationally expensive operations. Thus, link exchange may be
performed as a one~time process, and link updating may be performed any number of times and/or
for any suitable reason.

16127} In embodiments, links may be static links or dynamic links. In embodiments, dvnamic
links may refer to links that contain additional information that further differentiates a pair of
cohorts.  To some erobodiroents, dynaroic links may contain executable code {or references fo
executable code) that is used to alter one or more of the functions performed by the pair of
VIDAXs, but only with respect to their engagement. For example, a dynamic link may include
executable code that alters an XNA/ZNA modification function, sequence mapping function
and/or a binarv transformation function for a respective engagement. In this way, when a pair of
VDAXs exchange a dynamic link, the pair of cohorts may execute the executable code in Heu of

or 1n addition to the defaunlt code when performing a particular function (e.g, XNA/ZNA

42



“n

10

i5

25

30

WO 2022/169969 PCT/US2022/015109

differentiation, sequence mapping, and/or binary transformation}. In embodiments, static links
may refer to links that are used in engagements where the configuration of a CG-ESP is unallered
for a particular engageroent.

13128} In embodiments, a static link modules 432 define CG processes that enable two VDAX
{e.g., a first VBAX and a second VDAX) 1o securely exchange {e.g., spawn link and host link)
wnformsation necessary o enable unigue di-svmmetric engageroent, which exchange exhibits the
same level of entropy. In embodiments, the rules and processes goverming static hinks are
prescribed by the highest class VDAX in the ecosystem {e.g., an ecosystem VDAX), whereby the
rules may apply to all inking VDAXS in the ecosystem. Tn embodiments, static link module 432
jostances may execute CG-processes refated to CN A that are used for ehgibility-correlation and/or
PNA that are used for eligibility-synchronization. In some embodiments, static link module 432
mnsiances execute CG-processes related to LNA that are used for link-exchange-correlation. In
embodiments, a CG platform instance may be configured to execute processes to facilitate secure
link exchange across a wide range of iteroperable digital communications media, digital
networks, and/or digital devices. In embodiments, VDAXs may perform link exchange
asynchronously, in that the order of the exchange does not affect the security of the protocol.
Furthermore, in embodiments, link exchange may include one VD AX providing a link to another
VDAX {e.g, symumetric) or both VDAXs providing links to the other respective VDAX (e g., di-
synunetric). In some embodiments, static link modules 432 instances prosecute genomic-based
engagement differentiation, which may be computed in accordance with a wide range of
computationally complex functions, which mav be cvpher-based, ciphetless, or hybnd
computationally complex functions.

6129} In embodiments, a dynamic link modules 434 define CG-processes that enable two
VDAXs (e.g., afirst YDAX and a second VDAX) {0 securely exchange (e.g., spawn hnk and host
hink) mformation necessary to enable unigue di-symunetric engagement, whereby exchange
exhibits the same fevel of entropy. in embodiments, the rules and processes governing dynamics
links are prescribed by the highest class VDAX in the ecosystem {e.g., an ecosystem VDAX]),
ncluding the authority to establish additional genomically compatible ink-exchange instructions
and processes.

(6138} In embodiments, a dynamic link module 434 may generate dynamic links that include
exacutable instruction sets {e.g., binary code, script, and a like) that modify various CG-processes
as allowed by the highest level VDAX in the CG-enabled ecosvstem. In these embodiments, an
executable mstruction set in a dynamic hink may override the functions of certain modules {g.g.,

XNA module, sequence mapping module and/or binary transformation module) for a specific
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engagement. In this way, a pair of VBAXSs that have exchanged a dynamic link can change their
CGprocesses that are performed with respect to that specific engagement, which may provide an
additional layer of security. In soroe embodiments, a dynanic link module 434 may include an
interpreter or just-in-ttme compiler that processes the instruction set included in a dynamic link,
such that the processed instruction set 1s executed with respect 1o a specific engagement o override
one or more CG-processes that are performed during said engagement. In some ernbodiments, a
first dynanuc hink roodule 434 justance may spawn a dynamic hok that jucludes the executable
instruction set. In these embodiments, a second dynamic link module 434 instance of a second
VDAX may decode the dvnamic link, such that when the second VD AX i¢ generating VBLS to
the first VDAXSs, the respective dynanue hink modules 434 roay both use the overniding CG-
process{s) for that specific engagement. The second VDAX may use the overriding CG-process(s)
to generaie the VBLS, while the firsi VDAX may use the overriding CG-process{(s} to decode the
VBLS. 1t is appreciated that data exchange in the opposite direction using a second dynamic link
from the second dvoanuc link module 434 instance to the first dyoanue link roodule 434 instance
may operate in the same manner, in that the first VDAX uses the overriding CG-process(s}, as
defined in the second dynamic link, {o generate second VBLS, while the second VDAX uses the
overriding CG-process(s) to decode the second VBLS.

16131} In embodiments, a dynamic link module 434 mstances may establish instructions and
related CG-processes processes not shared by other VDAXs, which may be governed by a wide
range of options, circumstances, conditions, and objectives. In embodiments, dynamic links
provide additional levels of security, as the CG-processes themselves are modified in a unigue
manner for a wique pair of VDAXs.

[{0132] In embodiments, a dynamic link module 434 may perform dynamic link exchange
asynchronously, in that the order of the exchange does not affect the security of the protocol.
Furthermore, in embodiments, link exchange performed by a dyvnamic hnk module 434 may
include one VIDAX providing a link to ancther VDAX (e.g. symmetric) or both VDAXs
providing links to the other respective VDAX (e.g., di-symmetric). In embodiments, dynamic
link module 434 nstances prosecute genonuc-based engagervent differentiation, which may be
computed in accordance with a wide range of corputationally complex functions, which may be

cypher-based, cipherless, or hybrid computationally complex functions.

SEQUENCE MAPPING MODULE
[6133] In embodiments, a sequence mapping module 440 may define a set of CG-processes and

computational methods that perform seguence mapping. In some embodiments, sequence
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mapping may be an important computation for transforming unique non-recurring digital objects.
In embodiments, sequence mapping module 440 instances may be configured to mwap public
sequences (e.g., public protocel and/or format dependent metadata) and/or private sequences {e.g..
private and proprietary protocols and/or format dependent metadata) into a {modified) genomic
data object. Regardliess if the sequences are public or private, the sequences may be broadly
disparate {e.g., TCP, UDP, TLS, HTTP, H 265, or other public or private sequences) and may be
mapped into modified genomic data to obtan resulis {eg., genomic engagement factors) that
exhibit specific levels of entropy. In embodiments, a sequence mapping module 440 may include
a public sequence mapping module 442 and/or a private sequence mapping module 444,

16134} In embodiments, a public sequence mapping module 442 may define CG-enabled
processes and related methods that are configured to select specific sequences from public sources
{e.g., specific protocol or format dependent metadata). Tn some embodiments, a public sequence
mapping module 442 instance may process a given public sequence {“PBS”) to derive a specific
value {e.g. a sequence conversion vector or “SCV™).  In some implementations, the public
sequence mapping module 442 derives the SCV based on the GRI and/or one or more
computationally complex functions. In embodiments, the SCV may be processed with a genomic
data object {e.g., XNA, ZNA, or LNA} and the GRI to produce a unigue vector exhibiting specific
entropy (e.g., a genonuc engagement factor or transformation value). In embodiments, a resultant
vector may exhibit a level of entropy that vastly exceeds the size of the public sequence used to
derive the vector. In embodiments, public sequence mapping modules 442 produce unigue vectors
capable of leveraging specific facilities present in unrelated protocols and formats. In
embodiments, public sequence mapping modules 442 execute genomic processes computed in
accordance with comptationally complex functions {o produce unique vectors based on public
sequences and a genomuce differentiation object (.., a modified XNA object). In embodiments,
these functions may be cypher-based, cipherless, or hvbrid compuiationally complex functions.
16135] In embodiments, a private sequence mapping module 444 may define CG-enabled
processes and related methods that are configwred to select specific sequences from private
sources {e.g., private and/or proprietary protocol or format dependent metadata) and to derive a
unigue vector that exhubits specific entropy. In some implementations, a private sequence mapping
module 444 instance may process a given private sequence ("PVS17) to denive a specific value
{e.g., a sequence conversion vector (SCV)) based on the GRI. In embodiments, the SCV may be
processed with a genomic data object {e.g., XNA, ZNA, or LNA) and the GRI to produce a unique
vector exhibiting specific entropy (2.g.. a genomic engagement factor or transformation value}. In

embodiments, a resultant vector may exhibit a level of entropy that vastly exceeds the size of the
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public sequence used to derive the vector. In embodiments, private seguence mapping module 444
instances produce unique vectors capable of leveraging specific facilities present in unrelated
private protocols and formats. In embodiments, private sequence mapping module 444 instances
execute genomic processes compuied in accordance with a set of compuationally complex
functions to produce unigque vectors based on public sequences and a genomic differentiation
obiect {e.2.. a modified XNA object). To embodiments, these funciions roay be cvpher-based,
cipherless, or hybrid computationally complex functions.

[6136] Example configurations of a sequence mapping moduie 440 are provided in greater detail

below.

BINARY TRANSFORMATION MOBULE

{3137 In embodiments, a binary transformation module 430 mway define a set of CG-processes
and related computational methods that are configured to generate virtual binary {e.g., objeci-to-
object) language script (VBLS). In embodiments, binary transformation module 450 instances
transform digital objects {e.g., packets, sectors, sequences, and/or frames) having specific formats
and protocols by various computational methods {e.g., disambiguation methods and/or encryption
methods). In embodiments, binary transformation module 450 instances are configured to encode
digital objects based on valoes {e.g., genomic engagement factors) determined by a corresponding
sequence roapping module 440 to produce encoded digital objects that mav be unique, non-
recurring, and/or computationally quantum proof. In embodiments, binary transformation module
450 instances may be further configured to decode the encoded digital objects using values (e.g.,
genomic engagement factors) that are determined by a corresponding sequence mapping module
440. In emboduments, binary transformation modules 450 may include disambiguation modules
452 and/or encryption modules 454,

{8138} In embodiments, a disambiguation module 452 mav define CG-processes and
computational methods that perform binary transformation of digital objecis in accordance with
genomically derived genomic engagement {actors produced by a corresponding sequence
mapping module 440 instance, whereby the resultant encoded digital objects are only subject to
bruje-force attack. In embodiments, a disambiguation module 452 instance may transform a
digital object based on a genomic engagement factor by performing an XOR operation on the
genomic engagement factor and the digital object to oblain the encoded digital object. In
embodiments, a disambiguation module 432 instance may be configured fo receive a different
genomic engagement facior for ecach digital object, as disambiguation technigues may be

attackable with more efficient attacks if a sarne genomic engagement factor 18 used to encode two
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or more digital objects. In embodiments, a disambiguation module 452 instance may be
configured to decode an encoded digital object using an inverse disarabiguation function and a
gepomic engagement factor.  Assuming the gevomic engagement factor matches the genomuic
engagement factor that was used to encode the digital object, the inverse disambiguation function
outputs the decoded digital object given the genomic engagement factor and the encoded digital
object. In embodiments, a disambiguation module 452 instance execufes genomic processes n
accordance with computationally complex functions. In embodiments, these functions may be
cvpher-based, cipherless, or hybrid computationally complex functions.

[6339] In embodiments, an encryption module 454 may define CG-processes and computational
methods that perform binary transformation of digital objects in accordance with genomically
derived genonuc engagement factors produced by a corresponding sequence mapping module 440
nsiance, whereby the resultant encoded digital objects are only subject to brute-force attack. In
embodiments, an encryption module 454 mstance may ransform a digital object based on a
genomie engagernent factor using any suitable encryption function that receives the genowmic
engagement factor and the digital object as input and outputs the encoded digital object In
embodiments, the encryption function that is used must have a corresponding inverse encry ption
function {or decrvption function) that may be used to decode an encoded digital object. In
embodiments, an encryption module 454 instance mav be configwred to receive a different
genonuc engagement factor for each digital object or may use the same transformation for fwo or
more different digital objects.

[3148} In embodimenis, an encryption module 434 mstance may be configured to decode an
encoded digital object using an inverse encryption function and a genomic engagement factor.
Assuming the genomic engagement factor matches the genomic engagement factor that was used
to encrypt the digital object, the nverse encryption function outputs the decoded digital object
given the genomuc engagement factor and the encoded digital object. In embodiments, encryption
module 454 instances execute genomic processes in accordance with computationally complex
functions. In embodiments, these functions may be cvpher-based, cipherless, or hybrid

computationally complex functions.

AUTHENTICATION MODULE

[0141} In embodiments, an authentication module 460 may define CG-processes and
computational methods that are configured to authenticate VD AXs that have a common genomic
construction. As discussed, digital ecosystems that are constructed by a highestlevel VBAX (e g,

ecosystern VIDAX) have specific distributions of gevomic data (e.g., CNA, PNA, LNA, XNA,
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and/or ZNA) also have specific genomic ehigibility~correlation, ehigibility-synchronization link
exchange-correlation, and/or engagement-correlation aftribotes. In embodiments, authentication
module 460 instances may be configured to enables a corresponding VDAX to confirm
engagement correlation of anv other VDAX having common construction {e.g., related genomic
data), regardless of their primary genomic construction (&.g., members of a different enclave in a
digital ecosysient). In embodiments, an authentication module 460 may include a ecobort-to-cohort
module 462 that defines CG-processes and related coroputational methods that epable a
corresponding VDAX to confirm engagement correlation with another VDAX from the same CG-
enabled digital ecosvstermn based on their common genomic construction, regardless of which
enclave(s) the VDAXs belong to.  In embodiments, authentication module 460 instances are
configured to prosecule secure genomic-based engagement correlation of genomic data sets in
accordance with computationally complex functions which may be cypher-based, cipherless, or

hybrid computationally complex fimctions.

MASTER INTEGRITY CONTROLLER

6142} As discussed, conformance of root DNA constructions and supporting genomic
processes {e.g., link generation, engagement correlation, VBLS generation, and the like) are
directly managed and controlled by a specific configuration of CG-modules. In embodiments,
respective CG-ESPs may jnclude a roasier integrity controller 470 CG-processes and related
computational methods that manage module conformance on behalf of the VDAX. In
embodiments, master integrity controllers 470 may include {G-processes and related
computational methods that ensure the veracity of the operational performance and configuration
management for VDAXSs across digital ecosysterns. fn embodiments, a master integrity controller
470 may include a genomic process comiroller 472, an authorization module 474, and an
engagement instances module 476.

[6143] In embodiments, the engagement of VIXAXs, their genomic modules, and other such
functional modules, may be controlled by respective master integrity controller 470 instances of
respective CG-ESP instances {e.g.. which may be executed by a corresponding VDAX). In
embodiments, a master integrity controller 470 instance leverages computationally complex
functions to engage with specific modules (e.g., HtoN}. Insome of these erobodiments, the roaster
ntegrity controller 470 instance will have a respective genomic data set (e.g., CNA, PNA, LNA,
and/or XNA) as do the modules and may use the computationally complex functions to engage
with and manage specific modules. In some embodiments, the genomic process controller 472

may validate an integrity of the modules and authenticate the modules using s genoroic data and
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the computationally complex functions. In these embodiments, genomic process controller 472

instances are not configured to determine the processes nor functions carried out by a respective
YVDAX, In order o protect the computationally complex genomic processes carried out by the
respective VDAX, the genomic process controller 472 may control operational processes and
functions attendant to the correct application of module processes and functions and may also
render certain operational processes and functions 1o the correct apphication of module processes
and functions under control of the specific modules. Put another way, in embodiments, the
genomic process controller 472 may confirm the source of a CG-ESP module instance and/or
confirm or deny the integrity of the CG-ESP nstance, as well as any processes and operations that
are performed i support of the module instances {e.g., the processes that connects the modules
for various CG-bhased functions).

[3144] In embodiments, VDAXs that uiilize the same computationally complex genomic
functions as do the modules and master integrity controfler 470 are capable of confirming or
disqualifying specific CG-ESP configurations. For example, in embodiments VDAXs (eg,
ecosystem VDAX, enclave VDAX, cohort VDAX, and/or dependent VDAX) utilizing the same
computationally complex genomi¢ functions as do the modules and the master integrity controller
470, are capable of confirmang or disqualifying speaific CG-ESP configurations. In embodiments,
a VDAX utilizing the same computationally complex genomic functions as do the modules and
master integrity coniroller 470, is capable of confurming, disqualifying or modifying specitic CG-
ESP configurations. In embodiments, a master integrity controller 470 may include a genomic
process controller 472, an authorization module 474, and an engagement mnstances module 476,
In embodiments, genonuc processes controlier modules 472 instances prosecute secure genontic
based confirmation, disqualification, and meodification of VDAX modules and specific VDAX
configurations which may be computed in accordance with a wide range of computationally
complex functions. In embodiments, these functions may be cypher-based, cipherless, or hybrid
computationally complex functions.

[6145] In embodiments, VDAXs (e.g., ecosysiem VDAX, enclave VDAX, cohort VDAX,
and/or dependent VDAX) provide tremendous adoption, deplovment, and operational Jexibility
in that configuration control can be affected horizontally and or hierarchicallv. In embodiments,
this flexibility dernives from the same inherent computationally complex genomic functions {e.g.,
correlation and differentiation) facilitated by CG-ESP modules. In embodiments, a VBAX {e.g.,
ecosystemn VDAX, enclave VDAX, cobort VDAX, and/or dependent VDAX) may be uniquely
configured and enabled, such that a single acosystem or enclave VDAXSs {e.g., a progenitor} can

determine the operational configuration of other VDAXs (e.g., master integrity controller 470
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inter-communication).  Tn embodiments, a progenitor {e.g., an Ecosystem VDAX or Enclave
VDAX) can directly confirm or disqualify the operational standing of other VIIAXs based on
their configurations. In embodiments, a progenitor (e.g., an Ecosystem VDBAX or Enclave VDAX)
may possess unique genomic properties configured and enabled, such that authorized module
updates of VDAXs may be execuied in conjunctions with the other authorized CG-ESP modules.
In embodiments, master authorization module 474 instances prosecute secure genomic based
confirmation, disqualification, and modification of VDAX modules and specific VDAX
configurations which may be computed in accordance with a wide range of computationally
complex fonctions, which may be cypher-based, cipheriess, or hvbrid computationally complex
functions.

[6146] In embodiments, engagement between two or more VDAXs (e g.. ecosystem VDAX,
enclave VDAX, cohort VDAX, and/or dependent VDAX)} using EG-CSP enabled
computationally complex genomic functions constitutes a single secwrity-instance. In some
embodiments, these securify-instances may be aggregated as per the hierarchical genomic
relationship exhubited by a particular digital ecosystem community. In embodiments, security-
instances aggregaied at lower levels may be passed {0 the next or any other higher point of
aggregation {e.g., cohort VIDAXs to enclave VIBAXS), and so on {e.g., cohort VDBAXSs and enclave
YVDAXs to ecosystem VIAXs). In embodiments, the communication between VDAX modules
(e.g.. security-instance reporting) may be based on the same or different computationally complex
genomic functions by which their primary security-instances are managed. In embodiments,
master engagement instance module 476 justances enable VDAXs {e.g. ecosysiem VDAXK,
enclave VDAX, cohort VDAX, and/or dependent VDAX) to track security-instances as per a set
of engagement tracking policies. In some embodiments, these policies may stipulate how security-
instances are defined.  In embodiments, these definitions may bear specific computationally
complex security functions. In embodiments, master engagement instance module 476 instances
enable VDAXs {e.g., ecosystem VDAX, enclave VDAX, cohort VDAX, and/or dependent
VDAX) to calculate the number of security-instances are created, as per an Engagement
Accounding Policies. In embodiments, these policies stipulate how security-instances are
accumulated. In embodiments, such accumulation may bear specific computationally complex
security functions. In embodiments, master engagement instance module 476 instances enable
VDAXs {eg., ecosvstem VDAX, enclave VDAX, cohort VBAX, and/or dependent VDAX)
having cormmon construction 1o be capable to report securitv-instances to other VDAXs {eg.,
ecosystem VDAX, enclave VDAX, cohort VDAX, and/or dependent VDAX) as per a set of

engagement reporting policies. In embodiments, these policies stipulate how security-instances
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are reported, how frequently, and to whom. In embodiments, such reporting bears specific
computationally complex securily functions. In some embodiments, VDAXs {e.g., ecosystem
YVDAX, enclave VDAX, cohort VDAX, and/or dependent VDAX) may be uniguely configured
and enabled, such that asingle VBAX (e.g., ecosystem VDAX) may define the digital ecosystem
{e.g., community} engagement fracking policies, engagement accounting polictes, and/or
engagement reporting polictes. In some embodiments, a single engagement justances module 476
nstance may execute multiple tracking policies, accounting policies, and/or reporting policies
using specific computationally complex genomic functions.

[6347] In embodiments, the masier engagement instances module enable a VDAX {eg,
ecosystern VDAX, enclave VDAX, cohort VDAX, and/or dependent VIDAX) haviog comunon
construction (e.g., an ecosysiem VIDAX) to be capable to ageregate security-instances from other
VDAX (e.g, ecosysten VDAX, enclave VDAX, cohort VDAX, and/or dependent VDAX)
enabled by specific computationally complex genomic functions, as per the engagement reporting
policies. In embodiments, master engagement instances module 474 mstances prosecute secure
genomic based tracking, accounting, reporting, and aggregation of VIDAX genomic specific
security-instances which may be computed in accordance with a wide range of crypiographic

computationally complex functions, which may be cypher-based, cipherless, or hybrid functions.

MASTER CORROBORATION MODULE

16148] In some embodiments of the present disclosure, a CG-ESP mav include a master
corroboration module (MUM). As will be discussed, a master corroboration module may be
configured fo facilitate ledger-based architectures. In embodiments, APl or VDAX specified
material-data may involve a wide range of data having specific applications. Such data may be
managed as per specific formats; which data is herein referred to as a block. These MDBs (MDBs)
bear computationally complex encoding in accordance with the genomic relationship of the
engaging VDAX. In implementations, the VDAX resident MCM is capable of aggregating
genomically encoded blocks into dedicated, distributed, or mteractive chains reflecting multiple
genonic conununities {e.g may include many VDAXs).

[0149] In embodiments, MDBs transformed in accordance with specific VDAX controlled LNA
and DNA possess highly scalable correlational unigueness. MDB Chains (MDC) may be
aggregated so as to form a sequence of computationally related blocks (eg Intra-Ledger
Blockchain (ILB) and Inter-Ledger Blockchain (XLB)). MDC are hugely more efficient and less

complex to admiruster than Distributed Ledger-based blockchain technology, e.g. cohorts may be
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established deeply within the supply chain ("deep chain™} with little to no material impact on
complexity orefficiency.

[6156] In embodiments, MDCs do not require production nor use of any form of distributed
ledger (DL} In some embodiments, MDCs do not require any form of asymmetric facilitated
consensus. Tn embodiments, MDCs do not require any form of in-band or out-of-band trusted-
third-party facilitation. {o erobodirnents, MDBs may bear all known protocols and formais; they
may also be protocol and format agnostic. Tu embodiments, MDBs may bave the same or different
genomic encoding, while preserving mutual ideniity of interest. In embodiments, master
corroboration modules enable MDBs to be aggregated as a dedicated chain, which blocks shear
mutual identity of interests and genonuc correlation. In embodiments, roaster corroboration
modules enable MDBs to form chains having mutual identity of interests, which are distributed
{e.g. stored) across mudtiple VDAX vel retain genomic correlation. In embodiments, master
corroboration modules enable MDBs to form direct or distributed chains which are interactive in
that they evidence different gevomic correlation but may retain functional mutual 1dentity of
interests. In embodiments, master corroboration modules prosecute genomic-based secure MDC
generation which may be computed in accordance with a wide range of computationally complex
functions, which may be cipher-based, cipheriess, or hybnd functions.

16151] In embodiments a CG-ESP may include an intra-ledger function (ILF}. In some of these
embodiments, master corroboration modules (MCM} support an intra-ledger block computation
(MDB) and formation of MDB chains (MDC). In these embodiments, VDAXs may possess
operational TLF capabilifies. In some embodiments, L.F-enabled MDBs mav be aggregated as a
dedicated chain, which blocks shear mutual identity of mierests and genomic correlation. In
embodiments, ILF enabled MDBs may form chaings having mutual identity of interesis, which are
distributed (e.g. stored) across multiple VD AXs vet retain genonuccorrelation.

[6152] In some embodiments, a CG-ESP may include an Inter-ledger Function (ILX). In these
embodiments, master corroboration modules may support an Inter-ledger block computation
(MDB) and formation of MDB chains (MDC). In these embodiments, VDAXs may possess
operational TLX capabilities. In these embodiments, 1L.X enabled MDBs may be aggregated as a
dedicated chain, which blocks shear mutual identity of interests and genomuc correlation. In
embodiments, [L.X-enabled MDBs may form chains having mutual identity of interests, which are
distributed (&.g. stored} across multiple VDAXSs yet retain genomiccorrelation. In embodiments,
ILX enable MDBs to form divect or distributed chains which are interactive in that they evidence

different genomic correlation but may retain functional mutual identity of interests.
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[6353] In embodiments, MDC may include a set of computational attributes. The rigor of both
ILB and XLB rests upon specific computationally complex genomic functions. In some
embodiments, MDC have no asymmeiric computational based processes or related atinbutes. In
some embodiments, MD{ enabled chains may be non-repudiated within VDAX commumnities
having common genomic correlation and differentiation, and dimensions VIAX(N) by
VIDAX(M). In embodiments, MDC computational basis exhibits long term protection against
computationally advanced technologies, e.g quantumn computing, which protocol is wholly
application agnostic. In embodiments, MD{s may be rendered computationally quanium proof
for no additional bandwidth. In embodiments, ILX enabled MDBs may be aggregated as a
dedicated chain, which blocks shear mutual identity of inferests and genomue correlation. The
master corroboration module, ledger-based architectures, and MDCs are discussed in greater
detail below,

[0154] 1t s appreciated that FIG. 4 is provided for explanatory purposes.  Additional or
alternative modules may be used to configure a CG-ESP without departing from the scope of the
disclosure.  As discussed, different CG-ESPs may be configured to perform different CG-
operations on different configurations of genomic data sets. Examples of genomic data sets and
different CG-operations that are performed with respect o genomic data are discussed in greater

detail below.

GENOMIC BATA OBJECTS

[6155] FIG. 5 ilustrates example implementations of genomic data sets 300 (which are also
referred to as a “digital DNA sets”, "DNA sets” or "DNA”). As discussed, in embodiments a €G-
ESP {eg. CG-ESP 400) is configured with a set of CG-processes and related computational
methods that operate on specific genomic data sets. FIG. 3 illustrates examples of different types
of genomic data that may be implemented with respect o different CG-ESPs. It1s appreciated that
other types of genomic data may be later developed.

16156] In embodiments, a DINA set 300 that 1s used i connection with a CG-ESP may include
one or more different types of digitally generated mathematical objects that exhibit configurable
entropy (instances of which may be generically referred to as “genomic data”™ or “IINA objects™).
In some embodiments, the digitally generated mathematical objects of a DNA set may include
any suitable combination of a genomic eligibility object 310, a genonuc correlation object 320,
and/or a genomic differentiation object 330, As will be discussed, different implementations of a
respective CG-ESPs may utilize and support different corsbinations, types, and sizes of genomie

data objects depending on the goals of respective comwnunity owners and/or the tvpes of
<o Vv W
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ecosyster that the respective platform instances sapport. Examples of different goals may include
performance and efficiency goals, security goals, resource allocation goals {e.g., memory, storage,
processing power, network bandwidth, etc ), economic goals, and the like. Furtherrore, certain
types of ecosystems have different consiraints or advantages. For example, certain conirofied
ecosystems {(e.g., some executable ecosysiems) may only require certain cohorts (e g., dependent
cohorts such as applications, sensors, device drivers, processors, memaory devices, or the like) {o
establish a very himited number of relationships {e.g.. vialinks). In these scenarios, links for each
respective relationship in the ecosystem may be generated at the time the ecosystem is created,
such that each VIAX may have access to any and all links that will be needed. In such scenarios,
a DNA set may not derive any addifional benefit from having certain types of DNA objects, such
that the DNA sets for such an ecosvstem may be configured without a genomic eligibility object
310 or a genomic correlation object 320 but may mclude a genomic differentiation object 330, In
another example scenario, the implementations two or more of engagement ehigibility
determunation, link exchange, and/or differentiation/VBLS generation may be performed using a
single DNA object {e.g.. via a unique indersection of the respective DNA object of a respective
pair of VDAXs that is used for engagement eligibility validation, link exchange, and VBLS
determination). In this example, the community owner may wish to sacrifice additional security
measures to reduce storage requirements associated with storing disparate types of genomic data
objects. In other scenarios, a conununily owner can comtrol the amount of entropy exhibited in
each type of DNA object in a DNA set based on the type of data struciure that is selected and/or
the size of the data structure. For instance, genomic differentiation objects 330 that are
implemented as 512 x 512-bit binary vectors or bit matrices may provide quantum proof levels of
security.

[6187] In embodiments of the present disclosure, genomic eligibility objects 310 may refer to
digitally generated mathematical objecis that allow a pair of cohorts to confirm engagement
eligibility, which may be performed in part of a “trustiess” authentication process between two
cohorts. In embodiments, a progentior VDAX (e g, an ecosysiem VBAX or an enclave VDAX)
may derive progeny genomuc eligibility objects 310 for progeny VDAXs that are to join a
respective digital ecosystem based on its genomic eligibility object {a “progenitor genomic
ehigibility object™). In these embodiments, each progeny VDAX may receive a unigue but
correlated derivation of the progentior genomic eligibility object. Furthermore, in some
implementations, all the genomic eligibility objects of an ecosystem may be derived from a
progenitor genomic eligibility object, such that anv member of an ecosystem can confirm some

relationship to other ecosystem members based on their correlated genomic eligibility objects
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{e.g., intersecting or shared portions of the progenitor genomic eligibility object). Upon being
assigned a genomic eligibility object 316 for a particular community, a progeny VDAX may
recetve its genomic eligibility object. In some embodiments, a progeny VDAX roay receive is
genomic eligibility obiect in its genomic data set via a one-time trusted event (e.g., upon admission
to a pasticuiar enclave, when a device s manufactured, configured, or sold, or the like). After
receiving thetr respective genorsic eligibthity objects 310, VDAXs can independently confirm
engagement eligibility with one other VDAXs in their enclave and/or ecosystem using their
respective genomuc eligibility objects 310. In embodiments, the genomic eligibility objects 310
for a particular CG-enabled digital ecosystem may be selected from CNA objects 312, PNA
objects 314, and/or other suitable matheroatical constructions that allow two community members
to confirm engagement eligibility and/or engagement integrity.

[0158] In embodiments, CNA may refer to genomic mathematical constructions that allow a
VDAX o uniquely determine that another VBAX 1s part of the same ecosvstem community. In
emboduments, this ecosystem correlation may be rendered computationally guantum proof. o
embodiments, YDAX-performed ecosystem correlation is based on common computationally
complex genomic functions, which may be performed without any form of consultation with a
ceniral authority {e.g., trusted third-party). These correlation attributes enable two VD AXs in the
same ecosystern activated years apart to confirm their ecosystem status without any prior
knowledge of the other and withowt any consultation with a trusted third-party.

[3158] In embodiments, CNA objects 312 may be implemented as binary veclors, binary
matrices, or the like. In embodiments, CNA objects 312 are confligured to exhibit specific entropy.
In some embodiments, the entropy of an ecosysten’s UNA is controllable entropy, whereby the
entropy may be configured by, for example, a community owner. In some implementiations, a
configurable level of entropy of a CNA object 312 may be a substantially quantum-proof level of
entropy. For instance, substantially quanturo~-proof CNA objects may be configured to exhibit a
level of emtropy that is greater than or equal to 256-bit of entropy. For example. in some
embodiments, such levels of entropy may be achieved by UNA objects implemented as 512 x §12-
bit binary vector or binary matrix. Tt is appreciated that quantum-~proof CNA objects 312 may
exhibit less entropy in some example implementations. It is appreciated that UNA objects 312
exhibiting less entropy may be used, {e.g., determined by the community owner or any other party
configurating a security platform). For example, a community owner may wish to comply with
jurisdictional regulations and thusly may use CNA objects {or other genomic data sets) that exhibit
lower levels of entropy, which comes at the cost of overall security but requiring less storage and

processing demands. In embodiments, UNA 312 may be configured to establish specific
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relationships between individual ecosvsters members and confirm eligibility for engagement
using a set of genomic processes and related computational methods.

[6160] In embodumenis, CNA generation for genomic ehigibility-correlation applications resulis
in large sets of random data which can be organized as specific binary vectors. In some
embodimenis, CNA generation for genomic ehgibly~-correlation applications mayv be enabled by
high quality random processes, having controllable entropy. In embodiments, CNA generation for
genomice eligibidity-correlation applications may be evabled on a specific mathematical basis,
having controllable entropy. In embodiments, UNA may be generated in accordance with a wide
range of nformation theory-facilitated complex funciions. In embodiments, these mformation
theory-facilitated functions may be cypher-based, cipherless, or hybrid computationally complex
functions. Example techniques for generating UNA objects and confirming eligibility for
engagement are discussed in greater detail throughowt the disclosure.

[6161] In embodiments, PNA may refer to 3 digital that allow a VBAX to umiquely determine
that another VI3AX is part ol the same ecosystem convnunity. In ernbodiments, this ecosystern
correlation may be rendered computationally quantum proof. In embodiments, VDAX-performed
ecosystem correlation is based on common computationally complex genomic functions, which
may be performed without any form of consultation with a central authority {e.g., trusted thwrd-
party). These correlation attributes enable two VDAXs in the same ecosystem activated years
apart to confirm their ecosystem status without anv prior knowledge of the other and without any
consultation with a trusted third-party.

[8162} In embodiments, PNA objects 314 may include a set of binary primitive polynomals, as
well as other data used during eligibility synchronization. In embodiments, PNA objects 314 are
configured to exhibit specific entropy. In some embodiments, the entropy of an ecosystem’s PNA
objects 314 is controliable entropy, whereby the entropy may be configured by, for example, a
community owner. In some implementations, a configurable level of entropy of a PNA object
314 may be a substantially quantur-proof level of entropy. For instance, substantially quantum-
proof PNA ohjects 314 may be configured to exhibit a level of entropy that is greater than or equal
to 256 bits of entropv. For example, in some embodiments, such levels of entropy may be
achieved by PNA objects implemented as two different sets (e g.. a first vector representing a
2048 x 2048 bit binary matrix and a second vector representing a set of 2’ randomly chosen
binary primitive polynomials of degree 256). It is appreciated that quantum-proof PNA objects
314 may exhibit less entropy in some example implementations. It is appreciated that PNA objecis
314 having less entropy may be used (e g, as determined by the community owner or any other

party configurating a security platform). For example, a communily owner may wish to comply
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with jurisdictional regulations and thusly may use PNA objects {or other genomic data sets) that
exhibit tower levels of entropy, which comes at the cost of overall securily but requiring less
storage and processing demands. In emboduments, PNA may be configured to establish specific
relationships between individual ecosystem members and confirm eligibility for engagement
using a set of genomic processes and related computational methods.

[0163] In embodiments, PNA generation for genomic eligibilityv-synchronization applications
results in large sets of random data which can be organized as specific binary vectors. In some
embodiments, PNA generation for genomic eligibly-correlation applications may be enabled by
high quality random processes, having controliable entropy. In embodiments, PNA generation for
gepomic eligibility- eligibility-synchronization applications way be enabled on a specific
mathematical basis, having controliable entropy. Example technigues for generating PNA objects
and confirming eligibility for engagement are discussed in greater detail throughout the disclosure.
[0164] In embodiments, genomic correlation objects 320 may refer to digitally generaied
matheroatical objects that enable VDAXs to estabhsh correlation with one another.  Io
embodiments, genonuc correlation objects enable link exchange betwean VD AXs, whereby a first
VDAX may spawn a link (also referred to as a “link™) that is provided to and hosted by a second
VDAX, whereby the link provides instructions that the second VD AX uses to generate VBLS that
only the first cohort can decode (assunung that the link is safely held by the second VDAX). In
embodiments, the genomic correlation objects 310 used in a CG-ESP to confirm link exchange
correlation, which allows two ecosystem components (e.g., enclave VDAX, cohort VBAXs, and
the hike) to establish a specific relatonship and engage one another.

6165} In example implementations of a CG-ESP, the genomic correlation objects 320 of the
commumity members of a digital ecosystem are implemented as LNA objects 322, In some
embodiments, LNA is a core competence on which genomic correlation fumctions rely. In
ernbodiments, LNA forms the basis by which VIDAXs establish correlation with one another. The
entropy that LNA objects 322 exhubits is critical in terms of the quality of correlation. The non-
recurring correlation attributes that may be derived from specific compuiationally complex
genomic functions. In some implementations of a CG-ESP, LNA may be generated {e.g., by an
ecosystem VDAX) for genomic correlation applications in large sets of random data. In some
embodiments, LNA objects 322 are implemented as binary vectors, bit matrices, or other suitable
structures. In embodiments, LNA objects 322 are configured to exhibit configurable entropy,
such that the level of entropy which an LNA object exhibits may be a factor in the overall degree
of the correlation. In embodiments, LNA generation may be performed by high-quality random

processes, having confrollable entropy. In some embodiments, ENA generation for genomic
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correlation applications may be enabled on a specific mathematical basis, having controllable
entropy. In ernbodiments, LNA may be generated m accordance with a wide range of information
theory-facilitated complex functions.  In embodiments, these wnformation theory-facilitated
functions may be ¢ypher-based, cipherless, or hybrid computationally complex functions.

ge in di-symmetric link exchange and/or one-

[3166] Tn embodiments, a pair of VIXAXs can enga
way link exchange based on theit comwoon LNA (e.g., both VD AXs were assigned their tespective
LNA from the same progenttor). To erobodiroents, a first VDAX may modify s LNA object and
may encode genomic regulation instructions (“GRI”) based on the modified LNA, such that the
second cohort is the only other VDAX that able to decode the mapped GRI. In embodiments, GRI
may include data {e. ., one or more values) and mstructions indicating a manner by which the data
is used to differentiate the pair of VIAXs for data exchange. In embodiments, the GRI may be
used to modify a differentiation object, such that the data included in the GRI may include a
differentiation value {e.g., embodied as a binary vector) that is used as an input parameter to an
wnformoation theory-factitated computationally coroplex function that modifies the genowmic
differentiation object based on the differentiation value. In some embodiments, the GRI may
include a sequence modificaiion value that is used during the sequence mapping process. In these
ernbodiments, the sequence mapping process may be used as an input parameter to an information
theory-facilitated computationally complex function that modifies a sequence into an intermediate
value based on the differentiation value, such that the intermediate value and a modified
differentiation object are wused as inpuwt values infto an information theory-facilitated
computationally complex function that outputs a genomic engagement value corresponding to the
original sequence.

8167} It is appreciated that encoding the genomic regulation instructions based on the modified
LNA may include intermediate operations. For example, in some implementations of CG-ESP, a
VDAX may be configured to determine a roapping sequence, map the mapping sequence into the
modified LNA using a computationally compiex function, and encode the GRI based on the
genomic engagement factor. In these example implementations, the VDAX may provide the link
to the other VBAX, such that the other VDAX can successfully decode the encoded GRI if the
other VDAX possesses highly correlated LNA. In some implementations of a CG-ESP, the LNA
objects of the VI?AXs may be highly correlated if they are identical or otherwise sufficiently
correlated. In some embodiments, Hink exchange i3 a one-time process, such that link exchange is
only performed once between a pair of cohorts, unless one of the cohorts explicitly updates iis
respective hink fo modify the GRI. Outside of such action, a pair of cohorts can continue to

exchange data based on the respective links generated by each of the cohorts, even in some
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scenarios where the LNA objects of the respective VDAXs are mutated {eg., persistently
modified) by or at the instruction of, for example, a progenitor VDAX after successful link
exchange. Examples of genomic operations involving LNA objects 322 are discussed in greater
detail throughout the disclosure, including techniques for generating LNA objects 322, modifying
LNA objects 322, and performing hink exchange using LNA objects 322 are discussed in greater
detail throughout the disclosure.

[0168}] In embodiments of the present disclosure, genonuc differentiation objects 330 may refer
to digitally generated mathematical objects that allow a pair of community members (g.g., cohorts)
10 exchange and decode VBLS generated by the pair of commurity members, provided the pair
of convnunity members have successfully exchanged livks and have sufficiently correlated
genoniic differentiation objects. In some embodiments, a first VDAX generates VBLS for a
second VDAX 1n part by modifying its genomic differentiation object 330 in the manner defined
in the genomic regulation instructions {GRI) provided to the first VBAX in a link from the second
VDBAX, and decodes VBLS from the second cohort in part by modifying its genomic
differentiation object 330 n accordance with the GRI that were provided to the second cohort. In
embodiments of the CG-ESP, the first VDAX may map a sequence {e.g., a private or publhic
sequence) into the modified XNA object using a computationally coraplex function {e.g., cipher-
based. cipherless, or hybrid computationally complex functions) to obiain a genomic engagement
factor, which may then be used to encode a digital object. Examples of genomic differentiation
objects 330 may include, but are not limited to, XNA 332 objects and ZNA 334 objects.

6169} In example implementations, the genonuc differentiation objects 330 of the community
members of a digital ecosystem are XNA. In some embodiments, XNA is a core competence on
which all genomic differences rely. In these embodiments, XNA forms the basis by which di-
syinmetric languages (e.g, VBLS) that VDAXs employ 1o control unigue non-recurring
engagement. In some embodiments, the unique non-recurring engagements may be quantum-
proof. I embodiments, the entropy that XNA exhibits may be critical in terms of the security of
VBLS, where higher entropy provides greater levels of security. In embodiments, the recurring
difference attributes are denived from specific computationally coruplex genomic functions. In
embodiments, XNA generation for genomic differentiation applications result in large sets of
random data which can be organized as specific binary vectors. In embodiments, XNA generation
for genomic differentiation applications may be performed by high-quality random processes,
having controllable entropy. In soroe embodiments, XNA generation for genomic differentiation
applications may be enabled on a specific mathematical basis, having controllable entropy. In

embodiments, XNA may be generated in accordance with a wide range of information theory-
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factitated complex functions. In embodiments, these information theory-facilitated functions
may be cypher-based, cipherless, or hybrid computationally coroplex funciions.

[6176] In some embodiments, an XNA object 332 may be implemented as a binary vector,
matrix, or the like that exhibits configurable entropy. In some embodiments, the entropy which
an XN A object 332 exhibits determines the security of the VBLS that is geperated by a community
member. fo embodiments, the XINA that 15 assigned to respective conwounity roerubers {e.g,
enclave members) from a progemitor VDAX is either identical and/or otherwise sufficiently
correlated. In some embodiments, a first VDAX generating VBLS for a second VDAX modifies
its XNA object 332 in accordance with the GRI provided by the second VDAX ina link. The first
VDAX may then map a sequence {e.g., a public or private sequence) that is determinable by the
second VDAX into the modified XNA object 332 to obtain a genomic engagement factor. A
digital object {e.g., a processor instruction, a packet payload, a disk secior, or the like) may then
be encoded using a cipher-based encrvption or disambiguation and the genomic engagement factor
to obtain the encoded digital object that is included in a VBLS object. In embodiments, the VBLS
object may further include metadata, such as a sequence that was used to generate the genomic

engagement factor. The VBLS resultant encoded digital object may then be provided to the

second cohort. In these example implementations, the second cohort receives a VBLS object and
modifies its XNA 332 in accordance with the GRI contained in the link that was provided by {or
on behalf of} the second VDAX to the first VDAX and then maps the sequence into the modified
XNA to recreate the genomic engagement factor. The genonc engagement factor may then be
used to decode the encoded digital object to obtain a decoded digital object using the cipher-based
decryption or disambiguation that was used to encode the digital object. In these example
implementations, the ability for the VIAXs to both modify their respective XNA objects 332
using the same GRI and deternune the genomuc engagement factor in a determinisiic manner
atlows the first cohort to securely provide the data object to the second VDAX and to potentially
vary the genormic engagement factor for each instance of data exchange (e.g., every packet, every
sector, every shard, every frame, or the like). In this wav, VBLS may provide quantum proof
levels of security. 1t is noted that the foregoing discussion is an example of how XNA or other
genomic differeniiation objects may be leveraged in a secure data exchange process.

(6171} In some embodiments, revocation of a conununilty member {eg., a cohort) from a
community (e.g., an enclave} may be achieved by selectively mutating the XNA objects of some
of the community members in the community by a progenitor VBAX. Ttis noted that “mutating”
an XN A object may refer to providing instructions to a progeny VDAX to persistently modify its

KXNA object or providing a new XNA object to the progeny VBAX. In this way, the mutated XNA

&0



“n

10

i5

25

30

WO 2022/169969 PCT/US2022/015109

is used for subsequent VBLS coding and encoding with respect io the particular community. For
example, in some example implementations, an ecosvstern VDAX may mutate the XNA of only
the cohorts that are to remain in an enclave. In this way, cohorts that have been revoked from the
enclave can still attempt {o engage with cohorts but will be unable to generate VBLS for or decode
VBLS from cohorts that have a mutated XNA object.  Should the comwmunity owner {e.g., a
network admanistrator associated with the ecosvstem and/or an enclave of the ecosystem) opt to
reinstate the cobort, the enclave VDAX may routate the XNA of the cohort to have sufficiently
correlated XINA with the other community members whose XNA was previcusly muttated, such
that the cohort can then commence exchanging data with other cohorts in the enclave using their
previously established links and/or hioks established 1n the future.

16172] In example implementations. the genomic differentiation objects 330 of the comnumnity
members of a digital ecosystem are ZNA. In some embodiments, ZNA is a core competence on
which all executable isolation components genomuc differences rely. In these embodiments, ZNA
forms the basis by which unique, non-recurring (potentially quantum proofl) executable binaries
are controlled. EIC recurring transformations may be derived from specific computationally
complex genomic functions. In embodiments, ZNA generation for genomic differentiation
applications result inlarge sets of random data which can be orgamized as specific binary vectors.
In embodiments, ZNA generation for genomic differentiation applications may be performed by
high-quality random processes. having controliable entropy. In some embodiments, NA
generation for genomic differentiation applications may be enabled on a specific mathematical
basis, having controllable entropy. In embodiments, ZNA may be generated 10 accordance with
a wide range of information theory-facilitated complex functions. In embodiments, these
information theory-facilitated functions may be cypher-based, <cipherless, or hvbnd
computationally complex functions.

16173 In some embodiments, a #NA object 334 moay be implemented as a binarv vector, matrix,
or the like, whereby ZNA objects 334 exhibit configurable entropy. 1n some embodiments, ZNA
may be structurally similar to XNA but is used in executable ecosvstems. In embodiments, ZNA
may be used to generate VBLS that is exchanged between components of an executable
ecosystenm. In some embodiments, the entropy which an ZNA object 334 exhibits determines the
security of the VBLS that is generated by a community member. In embodiments, the ZNA that
is assigned to respective community members {e.g., device components} from a progenitor VDAX
is either identical and/or otherwise sufficiently correlated. In some embodiments, a first VDAX
{e.g.. a first EIC) generating VBLS for a second VDAX {e.g., a second EIC) modifies its ZNA
object 334 in accordance with the GRI provided by the second VEBAX in alink The first VDAX

61



10

i5

25

30

WO 2022/169969 PCT/US2022/015109

may then map a sequence {e.g., a public or private sequence) that is determinable by the second
VDAX into the modified ZNA object 334 to obtain a genomic engagement factor. A digital object
{e.g.. a processor instruction, a disk sector, or the hke) may then be encoded using a complex
function and the genomic engagement factor to obtain the encoded digital object that is included
in a VBLS object. In embodiments, a VBLS object may further include metadata, such as a
sequence that was used to generate the genomuc engagement factor. The VBLS resultant encoded
digital object may then be provided to the second VDAX. In these example troplementations, the
second VDAX receives a VBLS object and modifies its ZNA object 334 in accordance with the
GRI contained i the link that was provided on behalf of the second VDAX (o the first VBAX
and maps the sequence into the modified ZNA object 334 to recreate the genomie engagement
factor. The genomic engagement factor may then be used to decode the encoded digital object to
obtain a decoded digital object using the wnverse of the two-way funciion that was used 1o encode
the digital object. In these example implementations, the ability for the VDAXSs to both modity
thetr respective ZNA objects 334 using the same GRI and determune the genonuc engageroent
factor in a deternunistic manner allows the first cohort to securely provide the data object to the
second VDAX and (o potentially vary the genomic engagement factor for each instance of data
exchange {e.g., every packet, everv sector, every shard, every frame, or the like). In this way,
YVBLS may provide quantun: proof levels of security. It 1s noted that the foregoing discussion is
an example of how ZMNA or other genomie differentiation objects may be leveraged in a secure
data exchange process.

[6174] As can be appreciated from the disclosure, the core genomic competences {e.g.,
differentiation and correlation that support CG-ESP processes} rely upon generation {e.g., DNA
generation that may include LN A generation, XINA generation, ZNA generation, CNA generation,
and/or PNA generation), modification {eg, DNA wmodification that mayv include LNA
modification, XNA modification, ZNA modification, CNA modification, and/or PNA
modification), and allocation (e.g., DNA allocation that may include LNA allocation, XNA
allocation, ZNA allocation, CNA allocation, and/or PNA allocation) of specific genomic {g.2.,
digital DNA that rmay include some combination of LNA, XNA, ZNA, CNA, and/or PNA). In
embodiments, these application specific DNA constructions {e.g., some combination of LNA,
XNA, CNA, PNA, and/or ZNA) have specific transformations and are critical to the controllable
virtualization of differentiation.

16175 In embodimends, an ecosystern progenitor {e.g., ecosystern VDAX) may mulate (e.g.,
persistently modify) the genomic data 300 of some or all of the ecosystem members. In

embodiments, mutation of genomic data 300 may refer to persistent modification or updating of
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a genomic data object For example, in embodiments, an ecosystem may mudate the LNA objecis
322, XNA objects 332, CNA objects 312, and/or PNA objects 314 of some or all of the ecosvstem
members, such that VDAXs will use the moutated genoroie data i place of the previous genontie
data. It is noted that the term “mutation”™ may be used to refer to modifications to DNA objects
300 that are persisient, as opposed to modification during link exchange or VBLS generation,
which may be transient modification. [t is noted, however, that modification and mutation may
have similar effects to a DNA construction, and that the termn “modification” may be used 1o
connection with persistent modifications when context so suggesis.

[6376] In embodiments, the LNA objects of commumity members may be modified {e.g., for
link exchange) and mutated (e g., persistently modified/updated). As discussed, non-recurring
correlation objects {e.g, LNA} may be derived from specific computationally complex genomic
functions, which correlation may involve digital ecosysiems having dimension N x M, comprised
of VI AXs having various enclave relationships N x Ma. Such digital ecosvstern relationships
may require modification of their correlation attributes, to prevent establishunent of future or
additional ecosystem relationships. Mutation of LNA enables specific {broad and narrow)
redetermination of correlation attributes. In embodiments, LNA genomic constructions may be
tatlored to specific digital ecosysterm orgamzations, which constructions are modifiable. In some
embodiments, LNA random vectors can be wuformly or discreetly (broadly and narrowly)
modified on the basis of specific instructions. LNA modifications preserve the genomic integrity
of the LNA construction, and i1s comrelation aiftributes. In embodiments, VD AXS in possession of
modified LNA are unable to affect future correlation with VD AXs in possession of non~-modified
LNA. in embodiments, LINA may be genomically modified in accordance with a wide range of
Information theory-facilitated crvptographic computationally complex functions. In
embodiments, these information theory-facilitated functions may be cyvpher-based, cipherless, or
hybrid compuiationally complex functions.

16177} In embodiments, the XNA of community members may be mutated {e g.. persistently
modified/updated}. As discussed, non-recurring differentiation objects {e.g, XNA) may be
derived from specific computationally complex genomic functions, which differentiation may
mvolve digital ecosystems having dimension N x M, comprised of VIAXSs having various enclave
relationships N x Ma. Such digital ecosystem relationships may require modification of their
differentiation atiribuies, one of the most challenging problems in security management {e.g.,
relationship revocation). Mutation of XNA enables specific (broad and narrow) redetermunation
of differentiation atiributes, efficiently resolving the relationship revocation challenge. In

embodiments, XNA genomic constructions may be tailored to specific digital ecosystem

63



“n

10

[y
W

20

30

WO 2022/169969 PCT/US2022/015109

organizations, which constructions are modifiable. Tn some embodiments, XNA random vectors
can be wniformly or discreetly (broadly and narrowly)} modified on the basis of specific
jostructions. XNA modifications preserve the genomic integnity of the XNA construction, and s
correlation attributes. In embodiments, VDAXs in possession of mutated XINA are unable o affect
future differentiation with VDAX in possession of non-mutated XNA. In embodiments, XNA may
be genomically mutated in accordance with a wide range of Information theory-facilitated
cryptographic computationally complex functions. In embodiments, these information theory-
facilitated functions may be cypher-based, cipherless, or hybrid computationally complex
functions.

16178} In embodiments, the CNA objects 312 of commumity members may be mutated {e.g.,
persistently modified/updated).  As discussed, non-recurring eligibility objects {e.g.. CNA or
PNA) may be derived from specific computationally complex genomic functions, which
modification may involve digital ecosystems having dimension N x M, comprised of VDAXS
haviog varous enclave relationships N x Ma. Such digital ecosystem relationships may require
maodification of their differentiation attributes, one of the most challenging problens in security
management (e.g., relationship revocation}. Modification of VI3AX ecosystern eligibility objects
preserves coromon computationally complex genomic functions. Such digital ecosysiem
relationships may require modification of their eligibility objects, preventing VDAXs from
establishing future or additional ecosvstem relationships. Mutation of CNA or PNA enables
specific {broad and narrow) redetermination of eligibility objects.

[6173] To embodiments, CNA genomic constructions may be tailored to specific digital
ecosystemt organizations, which constructions are modifiable. In some embodiments, CNA
random vectors can be uniformly or discreetly (broadly and narrowly} modified on the basis of
specific instructions. CNA modifications preserve the genomic integrity of the CNA construction,
and its eligibility-correlation attributes. In embodiments, VDAXS 1n possession of mutated CNA
are unable to establish future eligibility-correlation with VDAXs in non-nutated CNA. In
embodiments, CNA may be genomically mutaied in accordance with a wide range of information
theory-facilitated computationally complex functions. To embodiments, these information theory-
facilitated functions may be cypher-based. cipherless, or hybrid computationally complex
functions.

{81308} In embodiments, PNA genomic constructions may be tailored to specific digital
ecosystern orgamizations, which constructions are modifiable. In some embodiments, PNA
random primitive polvnomials can be uniformly or discreetly (broadly and narrowly} modified on
the basis of specific msiructions. PNA modifications preserve the genomic integrity of the PNA
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construction, and its eligibility -synchronization attributes. In embodiments, VBAXs in possession
of mutated PNA are unable to establish future eligibility-synchronization with VDAXs in non-
mutated PNA. In ersbodiments, PNA may be genomically mutated m accordance with a wide
range of information theorv-facilitated computationally complex funciions.

(3181} Tnembodiments, an ecosystem progenitor {e.g., an ecosystem VD AKX} may allocate DNA
to community merobers {e.g., enclaves, coborts, and the hike). In erobodiments, each of the
specific DNA constructions has unigue genonuc relationships. LNA provides {or correlation,
XNA for differentiation, CNA for engagement-integrity, and PNA for engagement-eligibility. The
overall capabilities facilitated by these constructions derive subsiantially from the relationship of
their genomic moathematical constructions, and finally their specific VI3AX allocation. These
VDAX relationships may be modified in accordance with the specific modification of the DNA
{e.g, LNA, XNA, CNA, and PNA).

[6182] In embodiments, an ecosystem progenitor {or a suitable progenitor VD AX) may allocate
LNA to comounity roembers. In embodiments, LNA correlation capabilities are germoane (o all
digital ecosysterns having dimension N x M, comprised of VI AXs, which may also have various
enclave and cohort relationships N x Ma. In embodiments, LNA genomuc based constructions are
allocated to specific digital ecosvstern VDAXs {e.g., ecosystem VDAX, enclave VIBAX, cohort
VDAX, and/or dependent VDAX). and determine their related correlation capabilities. In
embodiments, ENA allocation preserves the genomic integrity of the LNA construction, and s
correlation attributes. In embodiments, VDAXs (e.g., ecosystem VDAX, enclave VDAX, cohort
VDAX, and the like) whose imutial LNA allocation 1s modified are no longer able to affect
correlation with VDAXs in possession of non-modified LNA may now be able to affect future
correlation with other VDAXSs having the same modified LNA allocation. In embodiments, LNA
may be genomically allocated in accordance with a wide range of Information theory-facilitated
computationally complex functions. Tn embodiments, these information theory-facilitated
functions may be cypher-based, cipherless, or hybrid computationally complex functions.

13183} In embodiments, an ecosvstem progenitor {or a suitable progenitor VDAX) may allocate
XNA to conumumnily members. In embodiments, XNA differentiation capabilities are germane to
all digital ecosystems having dimension N x M, comprised of VDAXs {(e.g., ecosystem VDAX,
enclave VDAX, cohort VIDAX, and/or dependent VDAX), which may also have various enclave
and cohort relationships N x Ma In embodiments, XNA genomic based constructions are
atlocated to specific digital ecosystermn VDAXs (e.g., ecosystem VDAX, enclave VDAX, cohort
VDAX, and/or dependent VDAX), and determine their related differentiation capabilities. In
embodiments, XINA allocation preserves the genomic integrity of the XINA construction, and its
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differentiation atirtbutes. In some embodiments, VDAX {e g, ecosystem VBAX, enclave VDAX,
cohort VBAX, and the like) whose initial XNA aliocation is modified are no longer able to affect
differentiation with VDAXs in possession of non-modified XNA may now be able to affect
differentiation with other VDAX having the same modified XNA allocation. In embodiments,
XNA may be genomically allocated in accordance with a wide range of Information theory-
facilitated computationally complex functions,  In embodimnents, these mformation theory-
faciitated functions may be cypher-based, cipherless, or hyvbnid computationally coroplex
functions.

[6384] In embodiments, an ecosysiem progenitor {or a suitable progenitor VB AX) may allocate
CNA to conwnuotly merobers. To emboduments, CNA engagemeot-integrity capabiliies are
germane to all digital ecosystems having dimension N x M, comprised of VDAXs {e.g, ecosystem
VDAX, enclave VDAX, cohort VIXAX, and/or dependent VIXAX), which may also have various
enclave and cohort relationships N x Ma. In emnbodiments, CNA genomic based constructions are
allocated to specific digital ecosystem VIAXs (e.g., ecosystem VIDAX, enclave VDAX, cohort
VIDAX, and/or dependent VDAX). In embodiments, these CINA genomic-based constructions
determine thetr related engagement-inlegrity capabilities within an ecosystem. In some
ernbodiments, CNA genoroic based constructions allocated to specific digital ecosystern VIAXs
may also be unigue.

16185] In embodiments, UNA allocation preserves the genomic integrity of the CNA
consiruction, and its engagement-inlegrity atirtbutes. In some embodiments, VDAXs (e.g.,
ecosysiem VDAX, enclave VAKX, cohort VDAX, and the like) whose initial CNA allocation is
maodified are no longer able to affect engagement-integrity with VE2AXs in possession of non-
modified CINA and may now be able to affect engagement-integrity with other VDAX having the
sarme modified CNA allocation. Tn embodiments, CNA may be genomically allocated in
accordance with a wide range of Information theory-facilitated computationally complex
functions. In embodiments, these information theorv-facilitated functions may be cypher-based,
cipheriess, or hybrid computationally complex functions.

[6186] In embodiments, an ecosystem progenitor {or a suitable progenitor VIDAX) may allocaie
PNA to commumity members. In embodiments, PNA engagement-eligibility capabilities are
germane to all digital ecosystems having dimension N x M, comprised of VDAXs (e g, ecosystem
VDAX enclave VDAX, cohort VBAX, and/or dependent VDAX, which may also have various
enclave and cobort relationships N x Ma. To embodiments, PNA genomie based constructions are
allocated to specific digital ecosystem VDAX (e.g., ecosystemn VDAX, enclave VDAX, cohort

VDAX, and/or dependent VDAX), and determine their related engagement-eligibility
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capabilitics. In embodiments, PNA genomic based constructions allocaied 1o specific digiial
ecosystern VDAXs may also be unigue.

[6187f In embodiroerds, PNA allocation preserves the genomic imntegrity of the PNA
construction, and its engagement-eligibility atiributes. VDAX {e g, ecosystem VDAX, enclave
VDAX, cohort VDAX, and the like) whose ingtial PNA allocation is modified are no longer able
to affect engageroent-ehigibility with VDAX in possession of non-modified PNA and may now be
able to affect engagement-eligibility with other VDAX haviong the same modified PN A allocation.
In embodiments, PNA may be genomically allocated to VDAXs in accordance with a wide range
of-Information theorv-facilitated computationally complex fuonctions. In embodiments, these
joformation  theory-faciitated  functions way be cypher-based, cipheress, or hybrd

computationally complex functions.

LINK EXCHANGE

13188} As discussed, a pair of sufficiently correlated VDAXs may engage using links, in
embodiments, a main purpose of links is to enable exchange of information necessary for a pair
of VI3 AXs to perform hugher level computationally complex genomic functions. In embodiments,
the information exchanged in a link is referred o as genomic-engagement-cargo {GEC). In
ernbodiments, link processes may include link spawning, link hosting, and link updating. Link
spawrning roay refer to the generation and transport of alink by a spawning VDAX. Link hosting
may refer to the acquisition and integration of the mformation contained in a Hnk by a recipient
YDAX. Link updating may refer to a CG-process where a VDAX may modify the genomic basis
wused to engage with another VBAX. The process of link updating may also be referred to as “link
maodification”. In embodiments, the link processes (spawming, hosting, updating) rely upon
specitic mformation theory constructions. For example, in embodiments, LNA may beused as a
basis for genomic correlation, CNA may be used as a basis for genomic engagement-integrity,
and PNA may be used as a basis for genomic engagement-eligibilitv). These DNA constractions
{e.g.. LNA, CNA, and FNA) are application specific genormic constructions, which enable specific

genomic transformation functions that facilitate the link processes. In embodiments, the link

mstances yoay be configured with hink module 430 instances that perforro these functions. For
example, any VI AX whose role requires to spawn, host, and/or update links may be configured
with such link modules 430 instances, which may define processes for static links and/or dvnamic

links.
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[6389] In embodiments, a pair of VBAXs (e.g., a first VDAX and a second VBAX) that belong
1o the same CG-enabled digital ecosystern way spawn and host links without any prior
arrangement. [o these erobodirents, a VBAX (e g, a first VDAX) intending to spawn a genomic
link for reception and use of genomic engagement cargo {GEC) by another VBAX (e g., second
VDAX) utilizes its CNA 1o establish engagement-integrity with the other VDAX {e.g., second
VDAX) for which the link was generated.  In some embodirsents, a VDAX (e.g, first VDAX)
spawns a genoraie hink for reception and use of the contained GEC by another VDAX (e.g., second
VDAX), whereby the pair of VDAXs (eg., the first and second VDAXs) may have multiple
genoni¢ Hinks that utihize the same UNA 1o establish engagement-integrity.

6196  In embodiments, the VDAX (e.g, first VDAX) mtending to spawn a gesomic hok for
reception and use of GEC by ancther VDAX (e g, second VDAX) may utilize its PNA to establish
engagement-¢ligibility with the other VDAX for which the link was generated. In some
embodiments, a VDAX (e.g., first VDAX) spawns a genonuc link for reception and use of the
contained GEC by another VDAX (e.g., second VDAX), whereby the parr of VDAXs (e.g., the
first and second VI?AXs) may have multiple genomic links that utilize the same PNA to establish
engagerment-eligibility. It is noted that in some embodiments, the GEC contained in a link may
include additional link activation requirements.

16191}  In some embodiments, a spawning VDAX that 15 spawning a link for transnussion and
use {e.g., “link hosting™} by another VDAX {e g.. second VDBAX) may utilize its LNA to establish
genomic correlation with the other VDAX for which the link was generated. As discussed, LNA-
based genomic processes may enable an entire digital ecosvstern {conymumity} to achieve VI AX
to VDAX correlation based on a single genomic construction (e.g., LNA). In embodimends, LNA-
based genomic processes enable a VDAX to modify its respective LNA construction by using
specific computationally complex functions, whereby these LNA-based genomic processes
exploit sub-constructions of genomic information (e.g., LNA-based genomic sub-constructions).
In embodiments, LNA-based genomic sub-constructions may be utilized to compute unique
transformation nformation by the link spawning VDAX that may be only reproduced by the link
hosting VDAX, at the same level of entropy as underlying computationally complex genomic
functions. In embodiments, the unique genomic engagement factor is utilized to prepare GEC for
digital transport from the spawning VDAX to the hosting VD AX. In some of these embodiments,
the link hosting VDAX may use the unigue genomic engagement factor io decode encoded GRI
countained o the GEC. To some embodiments, the unique genomic engagement factor may be

rendered as multiple sub-constructions for application in multiple digital fransport channels.
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(63921 In some scenarios, ecosystem correlation is not available. In some embodiments, VDAX
authentication may be necessary {or link spawning and hosting when ecosystem correlation i3 not
available. In these erobodiroents, VD AX authentication roay be accoroplished by use of alternate
genomic sub-constructions to facilitate free-form-correlation (FFC). For example, a scenario may
arise where a pair of VIXAXS are in unique genomic digital ecosystems (which may be referred to
as “republics™).  In some embodiments, these unrelated VDAXs may form a unique genomic
digital ecosyvstem (which may be referred to as a “lederation™) for specific operations and uses.
In these embodiments, the VDAXs mav spawn links as members of the federation as well as
within their respective republics.

[6193] Inersbodiroents, ik spawning genosic processes may be carried out in accordance with
a wide range of computationally complex functions which facilitate execution of genomic
functions and processes. In embodiments, these functions may be cypher-based, cipherless, or
hybrid computationally complex fimctions.

[0194] As meotioned, geoomic link hosting {(or “link hosting™) may include acquisition and
integration of link information by a VDAX {eg, a second VDAX), such that a link contains
specific genomic-engagement-cargo (GEC) from another VDAX (eg, a {irst VDAX) In
ermnbodiments, link hosting may be performed in accordance with specific computationally
complex genomic functions. In embodiments, a hosting VDAX (e.g., second VDAX) receives the
unique transformation information sub-constructions via one or multiple digital transport
channels. In embodiments, a hosting VDAX (eg.. a second VDAX} intending to use (host)
genomic-engagementi-cargo {GEC) transported by a fink spawned by a spawning VDAX (e g,
first VDAX) may utilize its CNA to establish engagement-integrity with the spawning VDAX In
embodiments, a hosting VDAX (e.g., a second VDAX) intending to use (host) genomigc-
engagement-cargo (GEC) transported by a link spawned by a spawning VDAX ({e.g., first VDAX)
may utilize its PNA 1o establish engagement-eligibility with the spawning VDAX

[6195] In embodiments, a hosting VDAX may leverage s digital ecosystem correlation-
enabling LNA by meodifving s ENA using specific computationally complex functions which
explott umque fransformation wformation sub-constructions.  In embodiments, LNA based
genomic sub-constructions are utilized to compute umique genomic engagement factor by the link
hosting VDAX, at the same level of entropy as underlying computationally complex genomic
functions. In embodiments, the hosting VDAX (e.g., second VDAX) utilizes the unigue genomic
engagement factor to extract the GEC from a link provided by the spawning VDAX (e.g., fust

VDAX). In embodiments, the hosting VDAX {e g, second VDAX) may be required to complete
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additional link activation requirements that are imposed by the spawning VDAX, whereby the
additional link activation requirements are provided in the GEC.

6196 As discussed, a scenario may arise where a pair of VDAXSs are in unique genoric digital
ecosystems {which may be referred to as “republics”™). In some embodiments, these wunrelated
VDAXs may form a unigue genomic digital ecosyvstem {which may be referred to as a
“federation”) for specilic operations and roay use, as discussed above,

[8187] Tn embodiments, link hosting genomic processes may be carried out in accordance with
a wide range of computationally complex functions. In embodiments, these functions may be
cypher-based, cipherless, or hybrid computationally complex functions. In embodiments, these
functions may be necessary to perform the genomic operations.

16198] In embodiments, VDAXs may update links hosted by other VDBAXs. For example, to
increase security levels, a VDAX may update a link hosted by another VDAX to decrease the
possibility that a malicious party may determine or otherwise obtain the hink information (e g,
GRI). In these embodiments, a pair of VDAXs (e.g., a fitst VDAX and a second VDAX) having
previously completed “link spawning™ and “link hosting™ protocols, may update one or both hinks,
In this way, a VDAX {e.g., the first VBAX} may modify the genomic basis used 1o engage with
another VDAX {eg., the second VDAX), and/or vice-versa. In some embodiments, a new
genomic link spawned by a VDAX (e.g, first VBAX) and transmitted for hosting to another
VDAX {e.g. second VDAX) may be used to replace one or more existing hosted links by the
other VDAX with the newly spawned link, thereby updating the link. In embodiments, a genomic
tink spawned link by a VDAX and transmitted for hosting to another VDAX may be used to
modify portions or all of the GRI data of an existing hosted link.

6199} As discussed above, a scenario may arise where a pair of VDAX(S are in unique genomic
digital ecosystems {which may be referred to as “republics”). In some embodiments, these
unrelated VDAXs may form a unique genomic digital ecosystem {or “federation™) for specific
operations and uses. In some of these embodiments, the federation of VDAXs may also update
their finks for the specific operations and uses.

[8288} In embodiments, Hink updating genomic processes may be carried out in accordance with
a wide range of computationally complex functions. In embodiments, these functions may be
cypher-based, cipherless, or hybrid computationally complex functions, necessary to execute

genomic functions and processes.
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SEQUENCE BIAPPING AND BINARY TRANSFORMAYION
6261} As discussed throughout the disclosure, sequence mapping and binary transformation are
CG operations that may be performed to form VBLS. In embodiments, sequence mapping may
be performed with public sequences and/or private sequences. In embodiments, a sequence may
refer 10 a sequence of data {e.g., a sequence of bits). In embodiments, public sequences may refer
to public protocol and format dependent inforroation {e.g.. TCP, UDP, TLS, HTTP, H.265, and
the like), while private sequences may refer to private and/or proprietary protocol and format
dependent mformation. In embodiments, sequences {e.g., public or private sequences) are
computationally transformed inlo non-recurring values. While sequences may be broadly
disparate (e.g., protocol independent and having preexisting entropy ), sequences are processed in
such a manner that results in values having specific levels of entropy. In embodiments, this
process is compatible with a broad range of protocols and formats and may be nitiated with
different sequences exhibiting respective preexisting entropies. In embodiments, this process may
¢ perforroed using complex genomic processes and functions that result in genoroic engageroent
factor exhibiting specific levels of entropy.
(62627 In embodiments, CG-based security management systems and architectures may require
the use of genomic engagement factors in comjunction with genomic data consiructions. In
embodiments, these genomic engagement factors may be derived in part by the use of recurring
data {e.g, sequences). Prior to the use of sequences in conpunction with genomic data
consiructions, sequences are processed 50 the entropy of the resuliing genomic engagement factors
is consistent with that of the genomic construction {e.g.. XNA). This process may be referred o
as “sequence mapping” and its products are called genomic engagement factor. No matter that
sequences may be broadly disparate, resultant genomic engagement factors exhibit a specific level
of entropy. In embodiments, a genomic engagement facior may be produced from the mitegration
of XNA Vectors. In some embodiments, muliiple genomic engagement factors may be produced
from a set of XNA vectors. In some embodiments, this process mav be critical to the open
architecture application which rely upon specific digital objects transformation, which objects
potentially involve disparate protocols and formats (e.g., TCP, UDP, TLS, HTTP, H.265).
[62083] In some embodiments, broadly disparate external format and protocol resident data,
without moedification, is used to construct sequences. In some embodiments, broadly disparate
external format and protocol resident data, with modification, is used to construct sequences. In
some embodiments, sequences are used 1 conjunction with specific genomic based data
constructions to determine unique vectors exhubiting specific entropy. In some embodiments,

sequences are mapped in accordance with computationally complex genomic processes and
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functions in conjunction with specific genomic data constructions to derive a specific genomic
engagement factor. Tn ernbodiments, sequence mapping results in a genomic engagement faciors
that exhibit entropy consistent with that of the genomic data construction, regardless of the
inherant entropy of the sequence. In some embodiments, genomic engagement factors may be
produced from sequence mapping that leverages internal CG-ESP formats and protocols in
comjunction with these external formats and protocols. It is noted that genomic engagerent
factors should be determined in a manner that cannot be exploited to reveal format and protocol
resident daia and the genomic based construction {e.g., using computationally complex functions).
[6264] In embodiments, sequence mapping carres out the genomic engagement factor-
generation genormie processes computed in accordance with computationally complex funchions.
In embodiments, these functions may be cypher-based, cipherless, or hybrid computationally
complex functions, by which a sequence (public or private) and XNA produce a unique genomic

engagement factor. Sequence mapping examples are discussed in greater detail below.

HYPER-SCALABILITY

[62085] In some embodiments, a CG-ESP may implement genomuc processes to faciiitate hyper-
scalable correlation. In embodiments, virtual authentication (e.g., unique correlfation} of
ecosystern, enclave, and cohort engagement relationships may be achieved with hyper-scalable
correlation. As discussed, hyper-scalability technologies can be used to powerfully enhance
ecosystem, enclave, and cohort engagements that depend on precise and umique correlation. As
discussed, organic ecosystems {e.g., biclogical ecosystems) evidence powerful, although
bownded, correlation across species, progeny, and siblings, which is derived from complex bio-
chernical processes. The principles governing these bio-chenucal processes may be reflected by
specific digital genomic constructions facilitated by information theory, which exhibit unigue
cotrelation across ecosystems, enclaves, and cohorts. In embodiments, digital genomic correlation
is practically unbounded and eshibits specific and user controllable entropy. In embodiments,
genomic eligibility objects (e.g., CNA and/or PNA} and genonuc correlation objects {e.g., LNA)
may be used for digital genomic correlation.

[0286] In embodiments, ecosystermn VDAXs may leverage computationally complex genomic
processes to achieve virtual affiliation with enclaves and cohorts. Similarly, enclave VDAXs may
use these computationally complex genomic processes to achieve hyper-scalable correlation with
cohorts and cohort YVDAXs may use the computationally complex genomic processes to achieve
hyper-scalable correlation with other cohorts. In embodiments, unique hy per-scalable correlation

between ecosystems, euclaves, and cohorts may be roodified by computationally complex
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genont¢ processes. For example, an ecosystern VDAX may modify the LNA for a given enclave,
so as to prevent future link exchange in that particular enclave for one or more of the enclave
members. In some embodiments, snclave VIDAXs and cohort VIDAXs that are constituents of a
given ecosystem may employ computationally complex genomic processes to correlaie
engagement with enclave VDDAXs and cohort VB AXs that are constituents of other ecosystems.
For exarople. in some ernbodiruents, two ecosysters VI3AXs may form a dertved genonue data
set {rom their respective genomic data sets, whereby roerobers of the ecosystern may use the
derived genomic data {or denivations thereof} to engage across ecosvstems. In this way, enclave
VDAXs and cohort VBAXS are capable of achieving unique hyper-scalable correlation across
multiple ecosystems based on computationally complex genonuc processes and their respective
genoniic data sets. In embodiments, hyper-scalable correlation carries out the genomic processes
computed in accordance with a wide range of computationally complex functions, by which PNA,
CNA, and LNA produce unique genomic engagement {actors. These functions may be cipher-
based, cipherless, or hybrid computationallv complex functions.

6287} In some embodiments, a CG-ESP may implement compitationally complex processes to
facilitate hy per-scalable differentiation. In some examples, hyper-scalable differentiation may be
needed or mway be required to provide umgue affiliation between ecosystems, enclaves, and
cohorts based on digital network-facilitated relationships. In embodiments, hyper-scalability
technology can be used to powerfully enhance affiliation of ecosystems, enclaves, and cohorts
that depends on precise and unique differentiation. Some example organic ecosystems may show
evidence of powerful, although bounded, differentiation across species, progeny, and siblings that
may be derived from complex bio-chenucal processes. The principles governing these example
bio-chemical processes may be reflected by specific digital genomic constructions governed by
information theory, which may exhibit unique differentiation across ecosysiems, enclaves, and
cohoris. In some examples, this digital genomic differentiation may be practically unbounded and
may exhibit specific and user cortrollable entropy.

{3208} There may be various example implementations for applving hyper-scalable
differentiation in ecosysterns, enclaves, and/or cohorts. For example, members of CG-enabled
ecosystems may leverage computationally complex genomic processes to achieve hyper-scalable
differentiation that facilitates unique non-recurring virtual affiliation between ecosystems,
enclaves, and cohorts. In some examples, CG-enabled enclaves leverage computationally complex
genonte processes to achieve hyvper-scalable differentation to facilitate unigue non-recurring
virtual affiliation between enclaves and cohorts. In some examples, cohoris may use

computationally complex genomic processes to achieve hyper-scalable differentiation that
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factitate unique non-recurring virtual affiliation between cohorts. In embodiments, unique hyvper-
scalable differentiation between ecosvsterns, enclaves, and coborts may be modified by
computationally comaplex genomic processes. In some erobodiments, the enclaves and cohorts that
are members of a given ecosystem may employ computaiionally complex genomic processes to
affitiate with enclaves and cohorts that are members of other ecosystems. In this way, enclaves
and coborts may be capable of achieving unique virtual affiiation across muliiple ecosystiems
based on computationally complex genomic processes, according to some embodiments of the
present disclosure. In some examples, hyper-scalable differentiation may carry oul genomic
processes computed in accordance with a wide range of cypher-based, cipheriess, orhvbrid {e.g.,
cvpher-based and/or cipherless) computationally complex functions, by which sequences and
XNA may produce unique genonic engagement factors that may be used to generate YBLS.
02891 Insome embodiments, a CG-ESP may implement genomic processes to facilitate virtual
agility. In some examples, virtual agility may provide unique engagement between ecosystems,
enclaves, and cohorts that mav require the abilities to execute hyvper-scalable differentiation and
hyper-scalable correlation at a network {e.g., open systems interconnection {OSI)). at software
stack levels, and/or in hardware components. Both network and software engagement traditionally
require creation, negotiation, and maintenance of session-based protocols. In some examples,
these protocols may be computationally expensive and may limit network and software stack
adoption options. Virtual agility may enhance engagement of ecosvstems, enclaves, and cohoris
by powerfully eliminating at least some of the requirements for session-based protocols. Virtual
agility may reflect speafic digital genomic constructions that may be generated by
computationally complex processes, and which may be practically unbounded and exhibit specific
and user-controllable entropy.

[6216] There may be various example implementations for applying virtual agility in
ecosysiems, enclaves, and/or cohorts. For example, virtual agility roay be adoptable at a network
stack level, software stack level, and/or hardware level, thereby supporting a large mumber of
ecosystems, enclaves, and/or cohorts. In embodiments, virtual agility may eliminate a requirement
to create, negotiate, and mantain session-based protocols for network commumication

engagement, for software application engagement, and/or for hardware component engagement.

VIRTUAL BINARY LANGUAGE SCRIpY (VBLS)
[6211] Insome embodiments, a CG-ESP may implement computationally complex processes to
generate and/or decode VBLS. As discussed, a CG-ESP may be configured to perform link

exchange (e.g, link spawning and/or hnk hosting) and seguence mapping that may allow for
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digital objects bearing specific formais and protocols (e.g., packets, sectors, sequences, and
frames} to be computationally transformed into VBLS objects. In embodiments, the VBLS objects
produced by this process may be unique, non-recurring, and/or computationally quantum proof
In some embodiments, VBLS may be a consummation of genomic information theory-controlled
and facilitated link, sequence, correlation, differentiation, and agility functions and processes.
Computationally quantum proof VBLS may form the foundation by which specific network,
software, and hardware architectures may be construcied, whether in current or newly developed
deployments.

(6212} There may be various example implemeniations for applving virtual binary language
script { VBLS) in ecosvstems, enclaves, and/or cohorts. For exarnple, VBLS mav allow for control
of wide range and highly flexible complements of relationships of an ecosystem, an enclave,
and/or a cohort. In embodiments, VBLS may facilitate consummation and control of dynamic
genomic-based architectures. In some examples, VBLS rendered digital objects may be unique,
non-recurring, and computationally quantwo proof, while eliminating the need for secret key
generation, exchange, and retention. VBLS rendered objects may require de minimis overhead
and bandwidth for engagement of VDAX(s). In some examples, VBLS rendered objects may
exhibit ecosystem, enclave, and/or cohort-directed genomic modifications. In embodiments,
VBLS applications may be protocol-agnostic {e.g., interoperable with network, software, and/or
hardware solutions). In examples. VBLS may facilitate unigque, non-recwrring, and
computationally quantum proof engagements between communily members (e.g., ecosystem-io-
ecosysiem, ecosystem-to-enclave, ecosystem-to-cohort, enclave-to-cohort, and/or cohortt-lo-
cohort engagements) based on their unique computationally complex genomic constructions and
processes. In some example embodiments, any VBLS-enabled VD AX may participate in multiple
VBLS relationships with other VDBAX(s). In these embodiments, a VDAX may form a unigue
relationship with each VDAX. In some embodiments, genomic engageroent factors used to be
generated may be used simultaneously for primary and secondary applications that also require
wnique non-recurring values at a specific eniropy.

[82131 In embodiments, VDAXs may be configured to engage in symmetric and/or di-
symmetric VBLS-based engagements. For example, in some embodiments, VBLS-enabled
VDAX(s} may engage on the bases of link exchange {e.g.. spawned and hosted) which may use
genomic link mstructions and genomic constructions that may be the same, resulting in
syminetric-based engagement. In erobodiments, VBLS-enabled VDAXs may engage i di-
symumeiric engagement based on highly correlated genomic constructions {(e.g., identical or

otherwise sufficiently correlated XNA).  In these embodiments, the VBLS-enabled VDAXs
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exchange links contaiming unigue genomic regulation instructions (GRI). In some scenarios,

however, VBLS-enabled VDAXs may engage in symmetric engagements when link exchange

jovolves identical GRY. For exarople, a CG-ESP may be configured to perforro one~way link
gxchange, whereby one VDAX may provide GRI that is used by both VDAXs in a VBLS-
generation process. In this way, VBLS-enabled VD AXs may engage with other VI3AX based on
syrometric and/or di-svoumetnic binary lasguages withowt recurting coordivation between
VIBAXs. In some of these ernbodirents, VBLS-enabled VD AX engagement may proceed without
negotiation of a formal session, as their symmetric or di-symmetric binary languages

simudtaneously encapsulate authentication, integrity, and privacy.

VIRTUAL TRUSTED EXECUTION BOMAINS

[6214] The rapid expansion of remote network centric highly distributed solutions and services
(e.g., remote-cloud and edge-cloud) has created a situation where sensitive binaries are possibly
executed in open or semi~open environments leaving them exposed to untrusted third parties (..,
adversary). Homowmorphic cryptography {cogent processing of data in encrvpted state}, fumctional
obfuscation {(cogent processing of data and application code 1o encrypied state), and various
trusted execution environments {e.g., physical and software isolation of executable code) are
current approaches to resolving such criical exposure. While these methods may improve
markedly, none of these solutions addresses the critical scalability required for broad cornmercial
application, as each imposes critical performance impact.

[6215] According to some embodiments of the present disclosure, CG-ESP technology enables
computationally quantum proof, highly efficient, and hyper-scalable virtual trusted executable
domains for processing of data and application code, which may be organized as genomic
ecosystems. In some of these embodiments, virtual trusted execution domain allow unigue
transformation of component resident executable binartes and data, such as Applications {e.g,
APL, Libraries, and Threads), Operating Svstem {e.g., Kernel, Services, Drivers, and Libraries),
and Systero on a Chip {e.g.. Processing Units, e.g., Core). In embodiments, CG-ESP Executable
Isolation Components (EIC) facilitate component-binary-isolation (CBI) necessary for required
transformations. In some embodiments, isolation s enabled by 1) unique genomic correlation
between distributed components belonging to the same ecosystem, and 2) unigue genomic
differentiation with other executable ecosystern components. This correlation and differentiation
process forms the basis by which virtual trusted execution domain (VTED) enable highly flexible

and scalable cormponent-binary-isolation (CBI).
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[6216] Inembodiments, hyper-scalable differentiation enables highly flexible component binary
solation {(CBI) of ecosvsterms, enclaves, and cohorts. In some of these embodiments, virtual
trusted execution doman (VTED) 1solation may be achieved through the sharing of genomic
components within a VIED and UBI with their VTED ecosvstem VD AX, thereby establishing a
hierarchical link between these members. In embodiments, a VITED provides functional
replacement of homomorphic cryvpiography where CBIs are held at rest and runtirne operations
are undertaken on the encoded binaries and associated data.

6217} In embodiments, VTED virtual-agility enables highly flexible component-binary-
isolation (CBD and control of dynamic genomic based architectures. In further embodiments,
gepomic correlation and differentiation enable the dynamic genomic based systerns to configure
dvnamic genomic network topologies without the requirement to modify physical operating
snvironments.

[6218] In embodiments, VTED-transformed executable binaries are unique, non-recurring, and
computationally quantum proof In embodiments, this transformation eliminates the requirernent
for secret key generation, exchange. and retention often required by trusted execution environment
(TEE) technologies. In embodiments, VTED executable binaries are transformed through the
application of genomuc constructions (for example LN A or ZNA) to build transformed executable
binaries.

16219} In embodiments, VTED hyper-scalable-correlation, hvper-scalable-differentiation, and
hyvper-scalable-agility unigquely enable CBI to operate at de minimis overhead and bandwidth. In
further embodiments, large numbers of genomic constructions are applied o vast numbers of CBI
providing for hyper scalability of the VIED ecosystem.

6226} In embodiments, VTED-enabled CBI for ecosystems, enclaves and coborts may be
directly genomically modified without compromise of the binary execuiable relationships. In
ernbodiments, VTED enabled CBI modify binary information while the VTED maintains the
ability to execute the CBI within is ecosystem.

16221}  In embodiments, VITED-enabled CBI may be compatible with known cipher-based and
cipherless computational methods. In further embodiments, the compatibility of the VIED and
CBI with cipher-based and cipherless computational methods is maintained by transparent
genomic construction-based fransformations.

8222} In embodiments, 2 VTED may enable UBI executables that are unique, non-recurring,
and computationally guantum proof between specific ecosystems based on thew unique

computationally complex genomic constructions and processes. In further embodiments, the CBI
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construction process applies genomic construciions that do not rely on traditional computationally
expensive operations.

[6223] In embodiments, a VTED may enable CBI executables o have a number of
characteristics including, unigue, non-recurring, and computationally quantum proof engagements
between specific ecosystems and enclaves. In embodiments, CUBI executables exhubit these
characteristics based on therr upique computationally coroplex geponuc construciions and
processes. In further erobodituents, the VTED applies genomic counstructions to deploy CBI
executables that enable guantum proof operations between CBI executables and genomic VIED.
[6224] In embodiments, a VTED may enable CBI executables based on their unigue
computationally complex genomic constructions and processes. In further ersbodirnents, in
scenarios where a VTED includes multiple cohorts across multiple enclaves, the VIED may apply
genomic components 1o enable CBI executables that may have certain desirable characterisiics
such as being unique, non-recurnng and quantum proof between entities. In further embodiments,
an ecosystern VDAX can provide for genomic coustruction-based CBI licensing models where
ndividual cohorts can have specific features or CBls enabled for operation within their ecosystem,

enclave, or cohort,

CYPHERGENICS-ENABLED BIGITAL ECOSYSTEMS AND ARCHITRCTURES

[6225] Referring now to FIG. 6, an example CG-enabled digital ecosvsiem 600 15 depicted
according to some example embodiments of the present disclosure. It is noted that the example
configuration of the CG-enabled digital ecosystem 600 depicted in FIG. 6, including the
topography and architecture of the depicted security platform depicted in the figure, are provided
as anon-limiting example and are not miended to Tt the scope of the disclosure. As s discussed
throughout the disclosure, a configuration of CG-ESP may be defined by the community owner
of a digital ecosystem. When referencing a “community owner”, the term may refer to the entity
that administers, mamniains, or owns the commuonity, representatives thereof (e.g., network
admimstrator, CIO, 1T admanistrator, homeowner, consultant, secunty expert, artificial
intelligence software acting on behalf of the community owner, or any other suitable
representative), and/or any other swniable party that may define the configuration of a CG-ESP
that is used in connection with the CG-enabled ecosystern 600,

6226} In embodimenis, a set of VDAXs (e g, VDAXs 608, 610, 612, 614) perform a set of
genomic security functions on behalf of the digital ecosystem 600. | 15 noted that VDAXs may
also be referred to as “CGesecurity controllers”™ or “security controllers™ In embodiments, the

CG-enabled digital ecosystem 600 includes a set of enclaves 602, and, for each enclave, a
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respective set of cohorts. 1t is noted that general references 1o a CG-ESP may be a reference to the
configurations of the VBAXs {e.g., ecosystem VD AXS 608, enclave VDAXS 610, cohort VBAXs
612, and/or dependent VDAXs 614) that participate in the digital ecosystem.  In embodiments,
the set of cohorts can include independent cohorts 604. As discussed, independent cohorts 604
may include a collection of one or more devices that operaie as an independent entity. Examples
of independent cohorts 604 include, but are not himited 1o, gnds, networks, cloud services,
systems, computers, appliances, devices, 10T devices, and the like. In some embodiments, the set
of cohorts may further include dependent cohorts 606. A dependent cohort 606 may refer to an
individual digital entity which is enabled by a digital container-based VDAX or for which an
jndependent cohort acts as asurrogate. Examples of dependent cohorts include, but are not Limited
to, sensors, applications, data, files. databases, media contents, cryptocurrency, smart contracts,
and the like. An enclave 604 may be a collection of two or more cohorts {e.g., independent cohorts
604 and/or dependent cohorts 606} having a mutual identity of interest.  As discussed, mutual
wdentity of nterest may be any logical cornmonality between the cohorts withiv an enclave. For
example. a mutual identity of interest may be a set of devices, servers, documents, applications,
and the like that are used by a business unit within an enterprise organization. In another example,
a mutual identity of interest may be the devices, docurments, applications, and the hike belonging
to a single family or user. In another example. & nwtual identity of interest may be a set of
autonomous vehicles driving on a particular grid.  In embodiments, the topography of a digital
community (and the architecture of the corresponding CG-ESP) may be defined by the community
owner with consideration of these mutual identities of interest. In embodiments, eligihility for
membership into an ecosystem 600 and/or one or more enclaves 602 thereof may be defined by a
community owner and membership and revocation thereto mav be administered by the community
owner and/or in accordance with a set of one or more rules. Ti is noted that in some embodiments,
certain CG-enabled digital ecosvstems and the respective architectures of the corresponding CG-
ESP may be defined in accordance with a default configuration, such that the community owner
purchases or otherwise obtains the digital ecosvstem pre-configured with the default
configuration.

6227} In some embodiments. an ecosystem progenitor {e.g.. ecosvstem VDAX 608} is
configured to construct one or more enclaves 602 and may add a respective set of cohorts to each
enclave 602 in accordance with an architecture and configurations defined by the community
owner. In some embodiments, the architecture and configurations relating to a CG-enabled digital
ecosystem 600 may be defined by a CG-ESP (e.g., as discussed in FIG. 4). In these embodiments,

the VX AXs that participate in the digital ecosystem 100 may each execute a respective instance
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of the CG-ESP, such that sach VDAX execules a CG-ESP instance such that the CG-ESP instance
enables a respective VIDAX to perform a respective role with respect o the ecosystem 600 and to
forro relationships with intended ecosystem members. For example, the set of VDAXs may
include anv suitable combination of an ecosystem VD AX 608 that serves an ecosystem-level role,
one or more enclave VDAXs 610 that serve enclave fevel roles, one or more cohort VDAXs 612
that serve cohort-level roles, and/or ove or more dependent VIDAXs 614 that serve dependent
cohort roles. For exarple, in some example implementations, an ecogsvstem VIXAX 608 may be
configured {e.g., via a CG-ESP instance} to generate, allocate, and persistently modify the
genonic data of other ecosysten members, confirm engagement eligibility, exchange links, and
geperate VBLS: while a cohort VDAX 612 {e.g.. via a cobort CG-ESP instance) may vot bave the
capability to create or allocate genomic data with respect 1o the ecosystem 1o other cohorts, but is
configured to confirm engagement eligibility, exchange links, and generate VBLS.

[6228] In embodiments, a VDAX may be implemented as any combination of software,
bhardware, firmware, and/or muddleware that perforros a speailic set of genomic functions with
respect fo an ecosystem. 1t is noted that the existence of a dependent cohort 606 depends on at
least one independeni cohort {e.g., a file depends on the device on which it 15 stored or an
application nstance depends on the device on which the application is executed). Thus, in some
embaodiments, a dependent VDAX 614 of a dependent cohort 606 (e ¢ . a file, a media content, an
application, or the like) may be executed by an independent cohort 604 (e.g., user device, smart
device, gaming device, personal computing device, server, cloud system, or the like) on which the
dependent cohort 606 depends.

6229} In embodiments, an ecosystem VDAX 608 performs security related functions for a
digital ecosystem and may be considered the “progeniior” of the ecosystem, as an ecosystem
VDAX 608 does not require any subsequent interaction with an enclaves or the cohorts of the
enclave after the ecosystem VIAX imtializes assigns an enclave its genomuc data set. 1t is noted
that i embodiments, an ecosystem may be configured to enable independent sub-ecosystems and
may inchude muoltiple lower level VDAXs which have functional ecosystem-level VDAX
capabilities but are derived from the primary ecosystern VDAX 608.

[6238] In embodiments, an ecosystem VDAX 608 digitally generates respective genomic data
sets for one-time distribution to ecosystem enclaves 602 and/or the cohorts 604, 606 within
respective enclaves 602, While the genomic data objects in a genomic data set may have similar
or identical constructions, mathematical competences, and/or entropy levels, each serves a
different purpose. In embodiments, genomic eligibility objects {(eg, {NA or PNA objects)

provide the core genomic competence by which commmity members {e.g., enclaves or cohorts)
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computationally correlate their individual ecosystem identities. In embodiments, genomic
correlation objects {e.g, LNA objects) provide the competence for member-to-member link
exchange (e.g., ecosvstenm-to-enclave, enclave-to-enclave, enclave-to-cohort, cohori-to-cohort,
and/or the like), which controls a member’s ability to establish engagement with another member.
In embodiments, genomuc differentiation objects (e.g., XNA or ZNA objects) provide the
competency  for VBLS based member-to-member  di-symmelric  communications. o
embodumenis, the digital-genomic constructions of CNA, PNA, LNA, and XNA are complex and
pnique.  In embodiments, UNA, LNA, XNA, and PNA may be derived using complex
mathematical functions.
6231} According to sorse erobodiments of the present disclosure, an ecosystem VDAX 608
may generate a genomic data set that it assigns to itself The genomic data set may nclude one
or more different types of genomic data objects. For example, in some embodiments the
ecosystem VDAX may generate a genomuc eligihility object (e.g., a CNA object and/or 2 PNA
object), a genomic correlation object (e.g., an LNA object), and a genomic differentiation object
{e.g., an XNA object or a ZNA object} in accordance with the platform instance requirements
{e.g., types of genomic object, levels of entropy of each genomic object, and specific algorithms
that are used to generate such genomic data objects). In embodiments, the genonic data set that
is initially generated by the ecosystem VDAX 608 and assigned to the entire ecosystem 600 may
be the genomic data set from which all the progeny genomic data sets of the digital ecosystem 600
are derived. For purposes of explanation, the genomic data set of the ecosystem progentior may
be referred to as a “progenifor genomic data set” {or a “progenitor DNA sef”). In some
embodiments, the ecosystem VIAX 608 may inttially generate the progenitor genomic data sets.
For instance, the ecosvstem VDAX 608 mav, for each progenitor genomic data object, generate a
respective binary vector having specific dimensionality.
16232 In some embodiments, the ecosystem VDAX 608 may generate a respective progeny
genonc data set for each enclave from the progenitor genonuc data set. In some embodiments,
the ecosystems VDAX 608 may modify the progenitor genomic data set using a set of predefined
enomic operations to obtain a progeny genomic data set {or “enclave data set”™) that is then
propagated to a respective enclave. For exarmple, the ecosystem VDAX 608 mayv modify a
progenitor genomic eligibility object of the progenitor genomic data set using computationally
complex functions to obiain a different enclave genomic eligibility object for each respective
enclave in the ecosystem; modify a progenitor correlation object of the progentior genomic data
set using computationally complex functions to obtain a different enclave correlation ohject for

each respective enclave in the ecosystem; and modify a progenitor differentiation object of the
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progenitor genomic data set using computationally complex functions (o obtain a different enclave
differentiation object for each respective enclave in the ecosystern.  In embodiments, the
echnigques by which different types of genomic objects are modified mav differ as the different
genomic objects may be implemented in different types of data structures and/or mav be required
to exhibit different properties. Different modification techniques are described throughout the
disclosure. It is noted that in sorme implementations of a security platform, there may be only a
single enclave. Depending ou the various techniques iroplemented in a specific CG-ESP, certain
tvpes of genomic objects {e.g., LNA and XNA) mav be highly correlaied (e.g., identical or
otherwise sufficiently correlated) some or all enclaves, while other types of genomic objects {e.g.,
CNA or PNA) are unuque to each respective conununity jeembers but stil sufficiently correlated.
It 1s noted that even if some types of genomic objects in a progenv genomic data set are not
modified from the corresponding genomic objects of a progenttor genomic dala set, the
modification of one or more other portions of the genomic data set and subsequent assignment of
the progeoy genone data set to a progeny coromuritly member {e.g., enclave or cobort) may also
be referred to as a “derivation”, such that the progeny genomic data set {e.g., enclave genomic
data set or cohort genomuc data set) may be saird to be denved from the progeniior genomic data
set {e.g., the progenitor genomic data set or an enclave genomic data set) even if one or more
genonuc objects of the progeny genomic data set were unmodified from the progenitor genomic
data set.

[6233] In embodiments, an enclave VDAX 610 may be configuwred to add cohorts 1o a
corresponding enclave by modifving the enclave genomuic data set of the corresponding enclave
and assigning the resultant progeny genonuc data sets 1o respective cohorts in the enclave. Insome
embodiments, an enclave VBAX 610 may generate a cohort genomic data set for each new
independent cohort 604 that is being added to an enclave 602, In some embodiments, CG-ESP
may be configured so that an enclave VDAX 610 generates a unique, but highly correlated,
genonc eligibility object (e.g.. UNA} for each independent cohort 604 that is added or to be added
to the corresponding enclave 602, In some of these embodiments, the ecosystem VDAX 608 or
an enclave VIDAX 610 may generate the genomic eligibility object such that any pair of cohorts
in the enclave have a unique correlation of genomic eligibility objects. For example, in some
embodiments, each cohort in an enclave 602 is assigned a genomic eligibility object that is
generated based on a genomic eligibility of object of a progenitor {e.g., ecosystem or enclave),
such that the cohorts are unigue while maintaining a high level of correlation. In this way, any
pair of cohorts may confirm eligibility to engage with one another based on the correlation of their

respective genomic eligibility objects. In some embodiments, members of an enclave (e g, cohort
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VDAXs) are assigned highly correlated (e.g., identical or otherwise sufficiently cosrelated)
genomic correlation objects and genomic differentiation objects. In some embodiments, a pair of
cohoris may authenticate one another based on each cohort’s respective genonue correlation
object and may differentiate themselves from the other cohorts based on each cohort’s respective
genomic differentiation object. In embodiments, the genomic correlation object and the genomic
differentiation object of a cohort roay be separate objects (though thev may be similar or identical
n structure).  Alternatively, in some embodiments, the genomsic correlation object and the
genomic differentiation object of a cohort may be the same object.

[6234] While in some embodiments a cohort genomic data set is assigned to only one entity
{e.g.. device, docurnent, sensor, or the like), 1t is noted that m other embodiments a coromurity
owner may allow a cohort’s genomic data set to be cloned to one or more additional community
members. For example, a user may have two devices thal they use in connection with their
employment {e.g., a deskiop and a laptop computer). The community owner may opt 10 have
devices in this scenario be assigned identical copies of a genoroic data set. fnthus way, each device
associated with a user may be granted the same access rights with respect 1o a respective enclave
G0Z. | is noted that 1n some of these embodiments, each respective device with a cloned genomic
data set would still be required to independently confurm eligibility, authenticate, and/or exchange
links with other cohorts in the enclave 602.

6235] It is noted that in some embodiments, when a VDAX is assigned a genomic data set and
added 1o the digital ecosystem 600, the VDAX may also receive configuration data {e.g., as
defined in a CG-ESY instance) as well as other suitable data that may be required to participaie in
the ecosystem. Such configuration data may allow the VDAX to use the correct genomic
functions when performing genomic operations such as eligibilitv correlation, link spawning, link
hosting, sequence mapping, ENA modification, XNA modification, binary object transformation,
and the like. In these embodiments, such configuration data allows comomunity members to
successfully engage and exchange data with other conumunity members. In some embodiments,
a VDAX may also receive genomic communily progeny (GCP) daia that uniquely identifies a
community member. In these erobodiments, the GCP may be used in confuming engagement
ehgitulity of cohorts.

[6236] In some embodiments, a cohort VIDAX 612 may be configured to perform genomic
security operations and processes on behalf of an independent cohort 604, In some embodiments,
a cohort VI3DAX 612 facilitates data exchange with sufficiently correlated comumunity mermbers
{e.g.. other cohorts in an enclave 602). In some of these embodiments, the facilitation of data

exchange with another community members may include confirming engagement eligibility (e g.,
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ngagement integrity and engagement synchropization) and exchanging links with the other

[

respective community mwember {e.g., with another independent cobort 604) Io some
ernbodiments, confrming engagement eligibility and link exchange is a one-time process, such
that once a pair of cohorts have successfully completed this “handshake”, the pair of VDAXSs can
exchange data securely for as long as they continue to share highly correlated (e.g., tdentical or
otherwise sufficiently correlated) differentiation objects. For example, a pair of VDAXs may
wutially confirmo engagement eligibility and exchange binks and, unless they no longer share the
common differentiation object, the VDAXs can continue to commumnicate securely for days,
weeks, months, or vears. Once the cohorts no fonger share common differentiation objects, they
can attempt to exchange data, but will be no longer able to decode any encoded digital objects
provided by the other respective cohort.

62371 In embodiments, a pair of VDAXS engage with one another via virtual binary language
script (VBLS) that is generated and decoded by the respective VDAXs, As discussed, VBLS may
refer 1o unigue, non~recurring {or recurring with infinitesimal probabilities) binary languages. In
embodiments, individual instances of VBLS may be referred to VBLS objects. In embodiments,
afirst VBAX {e.g., cohort VDAX 612 or an enclave VBAX 610} may generate VBLS objects for
asecond VDAX {e g, cohort VBAX 612 or an enclave VIDAX 610) based on genomuc regulation
mstructions {GR1} encoded in a link provided to the first VDAX by the second VDAX and the
genomic data (e.g., XNA} of the first VDAX. In these embodiments, the second VDAX may
receive VBLS objects from the first VDAX and may decode the VBLS based on the GRI provided
in the link fo the first VDAX and the genomic data set of the VDAX. In some embodimenis, a
VBLS object includes metadata that the second VDAX processes to decode an encoded digital
object that is included in the VBLS object. For example, in some embodiments, a VBLS object
is a data packet that includes packet header and an encoded digital object {e.g., a payvioad). In some
of these embodiments, the metadata that is used to decode the encoded digital object includes a
public sequence or private sequence that appears in one or more protocol layers of the digital
ohject {e.g., TCP, UDP, TLS, HTTP, H.256, or any other suitable protocol laver types).

[6238] In embodiments, the first VBAX may generate a VBLS object corresponding to a digital
object that is to be provided to the second digital object by deternuning a genomic engagement
factor based on a sequence {e.g., public or private sequence) and the genonic differentiation object
of the first VDAX, In embodiments, the first VDAX modifies its genomic differentiation object
according to the GRI provided by the second VDAX 10 the link provided by the second VDAX
and maps a sequence {or a value derived therefrom) contained in the digital object (e.g.. protocol

or format data in the digital object} into the modified genomic differentiation object to obtain the
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genonic engagement factor. In embodiments, the first VDAX may use a computationally
complex function {e.g., cipher-based function, non-cipher-based function, or hybrid function) to
map the sequence into the modified genomic differentiation object. The first VBAX roay then
encode a digital object {e.g., a packet payload, a shard of a file, a video or audio frame, or anv
other suitable type of digital object) using the genomic engagement factor to obtain the encoded
digital object. In embodiments, the first VDAX leverages a computationally complex function
{e.g., encrypuion function or a disambiguation/XOR function) to encode the digital object based
on the genomic engagement factor. The first VDAX may then provide a VBLS object that
includes the metadata (e g., the sequence) and the encoded digital object to the second VDAX
{e.g.. via a network and/or a data bus).

16239] In embodiments, the second VDAX receives the VBLS object and may decode the
encoded digital object in the VBLS object based on the metadata included in the VBLS object and
the genomic differentiation object of the second VB AX. In embodiments, the second VDAX 1
configured to extract a sequence from the VBLS object {e.g.. a public or private sequence
unencrypted portion of a data packet or data frame). The second VDAX may also modify its
genoni¢ differentiation object using the GRI contained in the link that was provided {o the first
VDAX {e.g., during a link exchange process}, such that the second VIDAX maps the sequence {or
a value derived therefrom) nto the modified genomic differentiation object using the same
computationally complex function to obtain a genomic engagement factor. Assuming that the
first VBAX and the second VDAX have matching {or sufficiently correlated in some
embodimenis) genomic differentiation objects and both use the same jnstructions to modify the
respective genonuc differentiation objects, then the same genomic engagement factor will be
produced given the same sequence and the modified genomic differentiation object. In
embodiments, the second VDAX leverages a function {eg, decryption functhion or a
disambiguation/XOR function) to decode the digital object based on the same genomuc
engagement factor. In this way, the first VDAX and the second VDAX are able to differentiate
themselves in a unique manner from other communily members that share the same genomic
differentiation object, as the other conmmunity members not in possession of the link provided by
the second VDAX to the first VDAX cannot modify their genomic differentiation object in the
same manner. Thus, the other community members will be unable to generate the genomic
engagement factor even if those comimunily members are configured to execute the same
computationally complex mapping function and are able fo determine the public sequence.
Intertoping or otherwise malicious devices that do not have access to the genomic data would be

further limited, as such interlopers may be unknowing of one or more of the computationally
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complex functions used to generate the genomic engagement factor, how (o extract the sequences,
or the comunon genomie differentiation object.  As such, they would be anable to determine the
gepomic engagement factor without brute-force methods.  Furthermore, as a CG-ESP may be
configured such that a first VDBAX calculates a new genomic engagement factor for every digital
object {e.g., every data packet, shard of a file, video frame, audio frame, or the like), each encoded
VBLS object would require a separaie brute force deterraination of the digital object, making the
VBLS generated by the first VDAX for a second VDAX quantum-proof.

[0248] In some embodiments, the metadata in a VBLS object may further include data imtegrity
information. For example, the data integrity information may be a value that s calculated by the
first VDAX over the plain data and then used as sequence. In this way, the second VDAX may
verify, that the VBLS object was not tampered with.

02411 In embodimenis, digital objects may refer to OSI components (e.g., level 2.7
components) and/or computer-execulable code/instructions. Examples of digital objects include
packets, sectors, frames, and sequences. VBLS may refer to languages spoken by an enclave or a
cohort to another enclave or cohort that is uniguely understood by the recipient enclave or
cohori—that 13, languages that are only understandable by the recipient enclave or cohort. In this
way, mnterlopers aiming to include unauthorized cohorts, viruses, and/or malware, cannot generate
or decipher VBLS between amthorized cohorts.

16242] It is appreciated that the foregoing discussion is provided for as an example of a CG-

perform different funciions and operations and may have different CG-ESP modules. For
example, different configurations of CG-ESP may use different encryption functions, different
hash functions, different sequence mapping functions, different fypes of genomic constructions,
or the hike It is further noted that CG-ESPs may be configured for different ecosystems which
may enable different architectures.

162437 FIGS. 7-12 illustrate different types of digital ecosystems and corresponding
architectures.  Contemporary network capabilities substantially reflect their underlying
deployment architecture. In embodiments, CG-enabled architectures that enable VBLS using
genomic constructions may operate at the bit level and, therefore, may remain interoperable with
the underlying deployment architecture. VBLS provides unprecedented facility and flexibility to
uniquely tatlor applications for network, software, and/or hardware-centric architectures.
Examples of CG-ESP ecosvstem architectures may include, but are not Hinuted to: divected
architectures that support static ecosvsterns, free-form archutectures that are configured for

transient ecosvstems, spontaneous architectures that support dynamic ecosvstems, ephemeral
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architectures thai support executable ecosystems, and Interfedger architectures that support
affirmation ecosystems.  In embodiments, these architectures, which may overlay existing
physical network topologies, evidence genomic constructed topologies. In sorne embodiments,
multiple genomic constructed topologies may exist simultanecusly and interoperably.  For
example, a computing device may be an executable ecosystem, such that internal components of
the computing device exchange VBLS; at the sarne tirue, the computing device roay be a member
of a static ecosystem, such that the computing device may engage with other devices in the siatic
ecosystem using a different set of genomic data.
[6244] Referring to FIG. 7, a directed architecture may be implemented in a static ecosystem, as
the features of such ecosystens and the enclaves and cohorts that participate i these ecosysterns
exhibit a fairly stable configuration. For example, in an enterprise deployment, the majority of
users will use similar devices (e.g., desktops, faptops and mobile devices), email clients, sofiware
solutions (both cloud-based and locally executed), devices {(e.g., printers, foT devices) and the
like, alt of which are unlikely 1o change rouch over titoe. These ecosystems provide relationship
stabilttyy without loss or stifling of flexibility. These architectures’ attributes are uniquely extended
and enhanced - such that they may be capable of standing alone. In some example embodiments,
aprovision that may be enabled by static architectures, as opposed to free-form architectures, may
be the manner by which correlation is executed and managed. In the case of static architectures,
correlation 1s accomplished on the basis of common genomic constructions, which is provisioned
by a single ecosystem VDNAX,
[02458] In embodiments, directed architectures reflect configurations where an ecosvster
VIAX establishes one or more enclaves that exhibit specific genomic correlation and
differentiation. In some of these embodiments, each enclave VDAX may correspondingly
establish one or more cohorts, which also exhibit specific genomic correlation and differentiation.
In embodiments, such ecosystem, enclave, and cohort configuration may be extubit hierarchical
genomic correlation and differentiation, which may be beneficial in directed architectures. In
embodimenis, directed architectures, ecosystem, enclave, and cohort VBAXs may have multiple
enomic correlations and differentiation attributes.  For example, enclaves in directed
architectures mayv propagate both subordinate enclaves and cohorts. In embodiments, different
architectures may be configured to exhibit different correlation properties. For example, directed
architectures may exhibit inherentlv comumon correlation, while free-form architectures may
exhibit arranged common correlation.
[0246] In embodiments, genomic correlation and differentiation enable directed architectures to

configure genomic network topologies without the requirement to modify physical topology. For
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example, in these embodiments, a community owner may be able to control engagement of cohorts
i different enclaves using different LNA and XNA, such that engagement {(e.g, via hink
exchange} between coborts in different enclaves may be prevented by a commuruty by controliing
the LNA and/or XINA that is provided to different enclave members. Simularly, in these examples,
the community owner can create new enclaves also by controlling the LNA and XNA that are
provided to different cohorts.

[6247} In embodunents, the genomic topologies enabled by directed architectures may be
incrementally genomically modified. In some of these embodimenis, a community owner may
periodically modify certain genomic constructions {e.g., XNA and/or LNA) of some or all
ecosystern and/or enclave merobers for any number of considerations {e.g., securily, removing
cohorts that are no longer, dissolving an enclave, and the like).

[3248] FIG. 7 illustrates an example of a CG-enabled ecosystem 700 having a directed
archiiecture, whereby the ecosystem 700 is a static ecosystemn. In embodiments, static ecosystems
nclude enclaves and the cohorts that support more traditional deplovments to include local,
internally managed but distributed, and remote on-demand IT resources and capabilities. Static
ecosystems require seamiess performance and security. These deployments are often found in
enterprise class organizations and institutions, but owing to thewr complexity, security has been a
challenge for small and medium size businesses (SMB} These implementations tend to be
relatively static and centrally managed. For example, in a static ecosystem a business unit may
include a number of employees that are allowed to access (e.g., read, write, and/or edit) a common
set of files. Furthermore, employees may work on special projects {e.g., a product release), and
those employees typically are allowed to access another comunon set of files. fnn some scenarios,
a comumunity owner (e.g., represented by an IT administrator or any other party affiliated with an
enterprise) may define a set of policies that define the type of access individual cohorts may be
granted with respect o certain files or folders, one or more enclaves that each cohort belongs to,
the cohorts and/or enclaves that each cohort may digitally engage with {e.g., printers, local file
servers, and the like), and/or other suitable policies. As discussed, such policies may be enforced
using genonuc constructions, such as XNA, CNA, PNA, and LNA, which can be used to define
permissible relationships and genomic topologies across the ecosystem.

6249} In embodiments, asecurity platform may be implemented as a directed architecture when
the digital ecosystem is a static ecosystem 700, Using a directed architecture, an ecosystem
VDAX {e.g., private VDAX 702) defines one or more enclaves 704 corresponding to the static
ecosystem. In the example of FIG. 7, the ecosystern VD AX has defined N enclaves 704, including

a first enclave 704-1 and an Nth enclave 704-N, in a hierarchical manner (eg., a directed
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architecture). For each enclave 704-1... 704-N, the ecosystem VDBAX 702 can create an enclave
VDAX (which executes an enclave VDAX) for the enclave 704-1 and can assign one or rpore
coborts 706 to the enclave 704-1. In this example, the cohorts 706 of the first enclave 7041 and
the Nth enclave 704-N include workstations, tablets, local data centers, printers, 10T devices,
mobile devices, and the like. Tt is noted that in this example, the router in each enclave is not
considered a cobort and does not conwounicaie using VBLS. Rather, each router is a pass-through
device that routes data packets containing VBLS to cohorts 706 within the enclave 704, within
the ecosystem 700, and/or to any broader network (e.g., the Internet). In embodiments where the
routers are cohorts, each router may have its own genomic data set (XNA, LNA, and CNA), and
other coborts 706 within the enclave 7064 would comunicate with the router using VBLS that
only the router could understand. It is appreciated that such decisions are design choices that can
be made by the community owner or a provider of the CG-ESP. [t is further noted that the cloud
facilities 710 in this example are not enclaves of the ecosysiem 700, In this example, the cloud
facilities 710 host third party applications and/or data.  In some example embodiments, the
ecosystem VDBAX 702 of the ecosysterm 700 may be configured to negotiate an arrangement with
a VBAX {not shown} of the third party application svstem and/or the cloud facility to obiain
genontic materials that correlate to the cohorts of the divected ecosystem, thershy enabling
authentication, linking. and engagement between the ecosystem and the third party application
system/cloud facility. Additionally or alternatively, the commurnity owner may decide that certain
third party service providers (e g., cloud services) may be added 1o the ecosystem as cohorts, such
that the conwnunily owner may restrict the third party service provider’s access to the ecosvstern
to specific uses via LNA and XNA construction. in this way, the third party service would only
be able 1o exchange links with other cohorts that have simitar LNA {e.g., intended users of the
third party service). Simularly, when the relationship ends with the third party service provider,
the conununily owner may revoke the third party service provider via XNA modification.

16250] In some embodiments, an enclave VIAX of an enclave 704 {(or the ecosystem VDAX),
can generate and allocate genomic materials to the VDAXs of each cohort 706 in an enclave 704,
In emsboditoents, the ecosystem VIDAX 702 creates genomic information {e.g., XNA, LNA, and
CNA) for each respective enclave. In response fo receiving its genonuc information, an enclave
VIDAX may generate respective genomic information for each cohort 706 included in the enclave
704. For example, the enclave VDAX (or the ecosystem VDAX) may generate CNA that is
allocated to new cohorts and/or may provide its LNA and/or XNA {o the members of the enclave
704. Depending on the configuration of a CG-ESP and the genonuc constructions thereof, two

cohort VDAXSs that have been admitted to an enclave, may be required to participate in link
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exchange. Once two cohort VDAXs have participated in hink exchange, they may begin to
exchange VBLS based on the hosted link(s}.

16251] In a directed architecture, the ecosysiem owner {e.g., via an ecosvstern VAKX 702) can
manage the security features of enclaves 704 and/or cohorts 706 within the enclaves 704 by
initiating modification of the XNA and/or ENA of a cohort 706 and/or enclave 704, For exampie,
if a certain emplovee 1s no longer part of a business unit, the eraployee’s access to certain resources
{e.g., documents, printers, file svstems, or the like) mway be revoked. fn embodiments, a VIDAX
can “revoke” access to the cohorts (e g., workstation, mobile device, or the like) of the employee
by initiating a modification of the XINA (and in some scenarios LNA) of the cohorts 706 that will
remain 0 the enclave 704 and/or ecosystern 700 without nitiating the same XNA modification to
the cohorts 706 corresponding to the removed emplovee. In another example, if the emplovee
had access o a first folder of documenis and a second folder of documents, and the employeg’s
access to the first folder is being revoked but not his or her access to the second folder, the VDAX
can initiate the modification of the XNA of the second folder and the DNA and ENA of the other
cohoris of the enclave without providing the modification to the cohort{s} of the emplovee whose
access 1o the second folder has been revoked. In these provided examples, a community owner i3
able to control engagement of cohorts in different enclaves using genomic constructions {e.g.,
LNA and/or XNA).

162521 It is appreciated that the foregoing discussion provides some example implementations
of directed architectures. I is appreciated that CG-ESPs can be configured in accordance with
directed architectures in other suitable ecosystems without departing from the scope of the
disclosure.

6283} Referring now to FIG. 8, free-form architectures feature ecosvstems, enclaves, and
cohoris which are potentially unrelated. In such ecosystems, the configurations of the enclaves
{e.g.. a limited number of users, devices, and the like) are fairly stable, but may change in
accordance as per their mutual identity of interest {e.g., changes to the ecosystem are less
predictable than in static ecosystems). Thus, free-form architectures may provide relationship
stability without loss or stifling of flexibility. In some embodiments, these architectures” attributes
may be uniquelv extended and enhanced - such they are capable of standing alone In
embodiments, a provision that may be enabled by free-form architectures, as opposed to Static
Architectures, is the manner bv which correlation is executed and managed. In the case of free-
form architectures, common genontic correlation cannot be accomplished on the same basis as in
the case of static architectures, such is accomplished by use of alternate genomic sub-constructions

in order to facilitate common genomic correlation, e.g., free-form.
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[6254] In embodiments, free-form architectures may facilitate genomic construction of
application-specific network topologies. For example, in some ernbodirnents, ecosysiem VDAXs
jndependently initiate unigue genonuic correlation and/or differentiation constructions (e.g., LNA
and/or XNA). In some embodiments, enclave VDAXs and/or cohort VDAXs in a directed
architecture may acquire their unigue genomic correlation constructions directly {e g, LNA). For
exaraple, the ecosystem VIDAX may control which cohorts should belong to which enclaves via
genomic construction generation and modification.

62585} In embodiments, ecosystem VDAXs in free-form architectures may acquire their unigue
genonie correlation constructions via alternate genomic sub-constructions. In some of these
ersbodiments, each ecosvstem VDAX may bave a unigue genorsic construction by which
correlation and differentiation attributes are derived. In some of these embodiments, these derived
aitributes control the genomic topology of an ecosysiem’s enclaves. Tn some of these
embodiments, each enclave {e.g., viaits enclave VD AX) may have a unique genontic construction
by which correlation and differentiation attributes are derived, these attributes control the genomic
topology of the enclave’s cohorts {e.g., cohort VDAXs) In embodiments, multiple genomic
constructed topologies, which overlay physical network topologies, may exist simultaneously and
in an interoperable manner. In some embodiments, genonuc-based digital network topologies are
independent from underlying technologies used to enable physical or logical digital networks. In
these embodiments, genomic-based digital networks render their topologies, which in some
scenarios, may be solely dependent upon genomic construction-facilitated VBLS.

6256} FIG 8 illustrates an example of a security platform having a free-form architecture that
serves an interactive ecosvstern 800, In embodiments, an interactive ecosystem 800 may include
one or more enclaves 804 {&.g., personal residence, home office, small business, or the like} and
each enclave may include one or more cohorts 806 {e.g., computers, appliances, hubs, media
devices, ToT devices, wearable devices, smart speakers, and the like) that share mutual identuty of
interests, and are capable of interacting with a wide range of network enabled web portals (e g..
Facebook, Amazon, banking servers, healthcare servers, and the like) which services and
applications are interactive but require user-condrolled security.  An example of an interactive
ecosystem 800 may be a home network, a small office network, or the like.

6287} In afree-form architecture, a cohort 806 within the ecosyster 800 may be designated as
the VDAX 802 of the ecosystem 800, For example, a user may designate a mobile device, a
desktop, or a router to act as the VIXAX 802 of the ecosystem 800, Furthetmore, via the VDAX
802, a user may define one or more enclaves {e.g, via a user interface). For example, in some

situations a user may define a single enclave 804 {e.g., all devices associated with the user). In
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another example, a user may define different enclaves 804 for different family members, different
device classes, and/or other logical commonalities (e.g., an enclave for the devices used by the
parents, an enclave for devices used by the rotnors, and an enclave for smart devices, such as
thermostats, appliances, televisions, speakers, and the like}. In embodiments, the user may define,
via the VDAX 302, one or more settings (e.g., rules, policies, blacklists, whitehists, and the like)
for enclaves 804 and/or individual devices. These pararneters may be used when generating the
genomic data (e.g., XNA, LNA, CNA and/or PNA) of an enclave 804 or cohort 806, The VIIAX
802 may generate the genomic data for each enclave 804. In some embodiments, the VDBAX 802
may also generate the genomic data for each cohort {(ndependent and dependent). Tn other
ernbodiments, another device roay host an enclave VIDAX, whereby the enclave VIDAX generates
the XNA, LNA, PNA and/or CNA of the cohorts 806 in the enclave 804,

[3258] In an inferactive ecosystem 800, the external sysiems that a cohort 806 may access are
wide ranging. For example, a user may use their workstation or mobile device 10 access web
portals o siream videos, access social media platforms, visit websites, read ernails and messages,
open attachments, and the like. Similarly, the user may have devices in their home that can detect
motion, record audio, capture video, or record sensor measurements or other data relating to the
user or his or her home or office. These devices also access web portals to report data or to
everage a service of the web portal {e.g., ordering goods, adjusting thermostat, or the like). In
the former example, the user mav be concerned with privacy and/or malicious software (e.g..
viruses of malware) being installed on their devices. In the latter example, users may be concerned
with privacy {e.g., who has access to the data captured by their smart devices or unknown
surveillance). In an mteractive ecosystem 800, a security platform implemented as a free-form
architecture mitigates these concerns. In some embodiments, the VDAX 802 of the ecosystem
800 may negotiate a secure relationship with a VBAX (not shown) of a portal 810, In some of
these embodiments, the VIDAXs of the user and the web portal generate correlated genonic data.
In these embodiments, the VIDAX 802 of the interactive ecosysterm may then generate genomuc
data for a cohort (e.g., by way of the cohort’s VBAX) that attempts to access the web portal 810
When the cohort 806 atterpts o access the web portal, the cohort 806 and the web portal 810
generate and exchange engagement information that allows the pair of corresponding VDAXSs 1o
confirm eligibility~-integrity and/or synchronization and ultimately exchange links. Once the web
portal 810 and the cohort 806 have spawned and exchanged links, the cohort 806 and the web
portal 810 may respectively host the other party”s ink. The cobort 806 may use the link spawned
and hosted by the web portal 810 to generate VBLS that is sent to the web portal 810, and the web

portal 810 may use the link spawned by the cohort 806 o generate VBLS that is sent to the cohort
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806. The foregoing example is but a single example of a free-form architecture, and other
mmplementations are within the scope of the disclosure.

[6259] Referring now to FIG 9, a spontaneous architecture may be implemented to support
applications and services subject to highly dynamic changes in metric (e.g., time, data, condition,
demand, coordinate, action, relative position, and event) states. For example, an autonomous car
management system may manage an ecosystem of autonomous vehicles moving throughout a grid
of control where the grid of control is dynamically controlled based ou the traffic sttuation on the
road. In embodiments, this grid topology may be dynamically reconfigured to enable the support
of highly dynamic changes in environment and state. In a further example, the spontaneous
architecture may provide for an air traffic control svstem or a nmulitary theater ot swarm of drones
where the cohorts are constantly changing and may have highly dvnamic security responses io the
environment. In embodiments, the spontaneous topology can change by altering the DNA in
response to stiuational events. To respond to these sitnational events modified DNA may be
dynarmically distributed to different cohorts or groups.

[6260] In embodiments, such architectures—spontaneous architectures--may benefit from
complete and/or real ime reconstruction of their network topologies to address specific control
parameter such as metnc states or operator preference(s). In certain situations, network
architectures are required to address an additional challenge i that they are incapable of
supporting highly dynamic changes in metrics and the vanety of their possible siate In
embodimenis, a spontaneous architecture addresses these highly dynamic changes in metrics
altowing for support of emerging ultra-bandwidth applications or artificial intelligence portals.
Further examples of applications of spontaneous architectures may include military theaters,
management of elecirical power grids or highly distributed financial trading systems.

[6261] In embodiments, ecosystem VDAXs may construct and control genomic network
topologies that support apphications requiring dynamic state attributes. To embodiments, an
ecosvsterm VDAX may be able to control engagement of cohorts in an ecosystem using different
genomic constructions (for example, ENA and XINA), such that engagement {(e.g., via link
exchange) between cohorts in the ecosystern may be enabled, prevented, and/or revoked by a
community owner by controlling the LNA and/or XNA that 1s provided to different members.
Similarly, inthese examples, the ecosystem VDB AX can alter the dynamic network topology of the
ecosystem by controlling the LNA and XNA that are provided to different cohorts.

16262] In embodiments, enclave VDAXs can be configured to control respeciive portions of an
ecosystam’s genomic network topology, whereby an enclave VDAX is responsible for specific

VDAX-designated functions and processes with respect to the enclave VRIAX s portion of the
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genontic network topology. In further embodiments, genomic correlation and differentiation
enable the enclave VDAXSs io configure dynamic genomic network topologies without the
requirement to modify physical topology. For example, in these embodiments, the Enclave
VDAXs may be able to control engagement of cohorts in different enclaves using different
genomic constructions (for example, LNA and XNA), such that engagement {e.g., via link
exchange) between cohorts in different enclaves may be dynamucally enabled or prevenied or
revated by an enclave VDAX by coutroliing the LNA and/or XNA that is provided to different
enclave members. Simularly, in these examples, the enclave VD AXs can create new dynamic
spontaneous enclaves also by controlling the genomic constructions {e.g., LNA and XNA) that
are provided to different cohorts. In some embodiments, cohort VDAXs may conirol respective
portions of the ecosvstem genomic network topology. In these embodiments, a cohort VDAX
may be responsible for performing specific functions for a respective portion of the genomic
network topology as designated by an Ecosysiemn VDAX and/or enclave VDBAX. In further
emboduments, cohort VI3AXs performing such funchions may enable spoutaneous architectures
by configuring dynamic genomic network topologies without the requirement to modify a physical
network topology. For example, in these embodiments, a cohort VBAX may be able to control
engagement of VDAXSs for a designated portion of a genonmuc network topology using different
genonuic constructions (for example, ENA and XNA), such that engagement {e.g., via link
exchange} between VDAXs in the designated portion mayv be dynamically enabled, prevented,
and/or revoked by a designated cohort VDAX by selectively modifying the LNA and/or XNA of
those VDAXS.

[6263] In embodiments, various types of imteractions {e.g. ecosvstem: VDAX-io-enclave
VDAX, enclave VDAX-to-cohort VDAX, ecosystemy VBAX-to-cohort VDAX, and/or cohort
VDAX-to-cohort VBAX interactions) may be controlled by specific genomic constructions {e.g.,
CNA, PNA, LNA and XNA) deternined by the ecosystern VDAX. For example, in these
embodiments, an ecosystem VDAX may control engagement between VDB AXs corresponding to
respective portions of a genomic network topology by dynamically modifying portions of some
or all of the genomic constructions {e.g., LNA ot XNA) of ecosystern, enclaves, and/or cohort
VDAXs in the respective portion of the genomic network topology. In thus way, VDAXSs can be
added, prevented, and/or revoked from different portions of the genomic network topology via
their respective genomic constructions. For example, in some embodiments, an enclave VDAX
that 1s designated with controlling a respective portion of a genomic network topology can alle

that portion of the genomic network topology by selectively modifving the genomic constructions

of VDAXs that are to be added and/or revoked from the respective portion of the genomic network
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topology. In embodiments, the genomic consiructions {e.g., CNA, PNA, LNA and/or XNA)
respousible for ecosvstem, enclave, and cohort engagements may be modified to change the basis
of differentiation and/or correlation, which in turn modifies the genonue network topology. In
some embodiments, such modifications may be effected as part of updating the genomic network
topology (&.g., cohort revocation). In embodiments, these genomic constructions may be modified
to enable control the engagement of cohorts in the ecosystem using different genomic
consiructions {for example, LNA and XNA), such that engagement {e.g.. via link exchange)
between members in the ecosystem may be enabied or prevented or revoked by controlling the
genonic constructions. Similarly, in these examples, the ecosystern CNA, PNA, LNA and/or
XMNA can alier the dvnamuc network topology of the ecosystern by controlling the genonuc
constructions that are provided to different cohorts.

[#264] In embodiments, spontaneous architectures refain their operational infegrity irrespective
of the dynamic frequency of the metric states they support (for example, time, data, condition,
demand, coordinate, action, or event). For example, in some embodiments, cohorts may operate
in an environment where the reporting frequency of the metrics can be variable. In these
emnbodiments, the spontaneous architecture handles these variations in the overall metric data
while mamiaining the overall integrity of the ecosystem.

10265] FIG 9 illustrates an example of a security platform having a spontaneous architecture
that serves a dynanuc ecosystem 900. In embodiments, dynamic ecosysters 900 include enclaves
and their cohorts that support applications and services that are subject to highly dynamic changes
in state {time, data, conditions, demand, coordinates, actions, et al). Examples of dvnamic
ecosystems 900 include artificial intelligence applications, autonomous vehicle systems, and real-
time supply chain systems. Spontaneous ecosysiems 900 often require completle reconstruction
in real time in response 1o specific states and or operator preference(s}. The security requirementis
of these ecosystems are such that traditional crvptographic protocols are both mcapable of
supporting the dyvnamic frequency and incompatible with variety of states possibly attended to. In
embodiments, a secunity platform is implemented as a spontaneous architecture to serve a
spontaneous ecosysterm 900. These archutectures hold great promuse for the emerging imtegration
of ultra-bandwidth and artificial intelligence {Al) portals.

[0266] In a spontaneous architecture, an ecosystem VDAX 902 may be configured to
dynamically define enclaves 904 and/or to assign cohoris 906 to one or more enclaves 904 in real
time. In some of these embodiments, an Al portal mav be leveraged by the VBAX 902 1o define
the enclaves 904 and to assign cohorts 906 thereto. For each cohort 906, the VDAX 902 may
initially generate and provide genomic information for the cohort 906, This genomic information
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may be generated and provided each day, each time the cohort 906 is powered on, or at other
suitable intervals. The genomic information may be correlated with all the other coborts 906 in
the ecosystern 900, but without being assigned to a particular enclave 904, As the cobort 906
participates in the ecosyvstem 908, the VDAX 902 and the Al porial 910 may determine which
enclaves 904 that the cohort 906 belongs to and which enclaves 904 the cohort 906 should be
revoked from.  For each enclave 904 that the cohort 906 belongs to, the VDAX 902 may
comamunicate modifications to the cohort’s XNA and LNA, such that the Al portal 910 may be
able to decipher VBLS generated by cohorts 206 within those enclaves 204, Simlarly, for each
enclave 904 that a cohort 906 has been revoked from, the VDAX may communicate modifications
to the cohort’s XNA and LINA, such that the cohort 906 may be no tonger able to decipher VBLS
generated for remaining cohorts 906 within those enclaves 904. In spontaneous ecosystems, the
VDAX (or mudtiple VDAXs) may manage membership for the enclaves 904 within the ecosystem
900 in this manner, such that cohorts 906 within a grid 912 maintain a high level of correlation
with other coborts 906 within the enclave 904, cohorts 906 that are vo longer withio the grid 912
no longer maintain a high level of correlation.

{62671 In the ithwsstrated example, the spontanecus ecosystern 900 s an autonomous vehicle
environment. In such an environment, velucles may traverse the roadways of an area {e.g., an
entire city, state, or the like). At times, there may be hundreds of thousands of cars traversing the
roadwayvs and at other times there may be less vehicles. Each vehicle mav be configured to report
its sensor data {e.g., LIDAR, radar, video, moisture, etc.) to a cloud-based system, such that the
cloud based svstern may maintain state data relating to the roadways {e.g, where there are
vehicles, obstacles, traffic, or the hike) The cloud-based system may be configwed to report
relevant state data to each vehicle, so as to inform the vehicle of conditions along a route of the
vehicle (or other suitable data, such as mstructions to particular vehicles). Because each vehicle
is traveling along its own route and the amount of data collected every second from the collection
of vehicles mav be vast. In the illustrated example, the VDAX 902 and the Al portal facilitate the
reporting of relevant state data to vehicles along the grid using VBLS. In this example, the VDAX
902 may generate a grid corresponding to an area (e.g., a cily, a county a state, or the like), where
the grid 912 has cells. The cells may be fixed in size or may be dynamically sized depending on
the amount of traffic on the roadways. Similarly, the cells may be fixed in number or may be
dynamically allocated depending on the amount of traffic on the roadways. In some embodiments,
the Al portal determines the number of cells and/or the sizes of the cells in response to the
conditions of the roadways {e.g., how many vehicles are on the roadways, how many vehicles are

traditionally on the roadways at this time, etc.). In embodiments, each cell is considered an enclave

96



“n

10

i5

25

30

WO 2022/169969 PCT/US2022/015109

904 and the cloud-based system may report relevant state data to those vehicles within an enclave
904. In some embodiments, commumication towers {e.g., 3G towers) may host the enclave
YVDAXs that commuricate with cohorts 906 within an enclave 904, As a vehicle traverses the
roadwavs, the vehicle may exit one cell and enter another. Furthermore, as a vehicle is likely to
go straight, right, or left, the VDAX 902 may assign the vehicle to multiple cells (e, enclaves),
such that a velucle may receive relevant state data of one or roore cells directly ahead of the
vehicle, one or more cells (o the right of the vehicle, and one or more cells (o the left of the vehicle.
The VDAX 902 may provide a vehicle with genomic information for each of these enclaves {e g,
one or more cells to the right, left, and ahead of the vehicle). For each cell/enclave, the vehicle
{e.g.. a cobort VD AX executing thereon} roay generate a GEC and exchange GEC with the cloud-
based system to authenticate ttself for the particudar cell. Once authenticated, the vehicle and the
cloud-based systern may exchange links to engage with respect to each cell.  Ags the vehicle
collects sensor data, the vehicle may generate VBLS based on the collected sensor data, its XNA,
and the information contained in the link received from the cloud-based system. Simularly, the
cloud-based system may, for each cell, broadcast VBLS that is generated in a VBLS that is specific
to the cell (e.g., understood by any cohort that te assigned {o the enclave). As a vehicle exits a
cell, the VDBAX mav modify the genetic information of the vehicle for that cell, so that the vehicle
will no longer be able to understand VBLS that corresponds to that cell or to generate VBLS that
corresponds to that cell.

[3268] Application Ecosystems continue to evolve featuring complex services and processes
which require richer resource avalability and low latency networks. This is evidenced i part by
the redistribution of processes and reallocation of infrastructure. Applications generally require
sophisticated 08, OS services are increasingly bifurcated, where those having lesser complexity
and resource requirements are locally hosted (e.g., Client O8) and those having greater complexity
and resource requirernents are remotely hosted (e.g., Cloud 08). This efficient OS bifurcation has
other profound advantages: proliferation of very low-cost client devices that retain access to
powerful non-resident capabilities, exceedingly lower cost bandwidth budgets, and free form
distribution and development of powerful new applications. These decidedly new and beneficial
applications, like their predecessors, will impose significantly more complex challenges to access
and propriety control.

[626%9] Referring now to FIG 10, by implementing computationally complex genomic
coustructions, CG-ESPs enable methods for uniguely transforming engagerent between different
software and hardware components, “Executable Bcosvstems”, e g.© applications (AP1, libraries,

and threads), operating system {kernel, services, drivers, and libraries}, and System on a Chip
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{processing units, €.g., core). These Ecosystem components may prosecule Executable Binaries
collaboratively or independently. In embodiments, the methods may enable specific designation
and organization of such ecosystems and enclaves, and cohorts {(judependent coborts and
dependent cohoris) - which best attend thetr capabilities, limitations, and performance efficiencies
- to form a gnomically constructed ephemeral architectures.  In embodiments, ephemeral
architectures are capable of transforming executable binaries to VBLS digital objects and resultant
VBLS streams, which exhibit unique genomic differentiation and correlation. In some of these
embodiments, CG-ESPs in ephemeral architectures are capable of computationaily complex
genonic construction facilitated engagement with other CG -enabled architectures, such as
directed (static ecosysterns and free-form ecosystems) and spontaneous {dyvnamic state).

16278] In embodiments, ephemeral architectures may provide many benefits, in that many of
their attributes exhibit direct correlation with other architectures (e.g., Directed, and Spontaneous).
Ephemeral architectures, however, constitute a very different attack surface in that their
components are generally closely coupled and the processes are highly observable and modifiable
prior-to and m-process. Thus virtual variety of such conditions may benefit from VBLS facilitated
dynamic virtual trusied execution domains,

[6271] In embodiments, genonmuc correlation and differentiation enable epherneral architectures,
which may be genomically configured by VO4X to enable Executable Hcosysterns {eg.
ecosystemn VDAX, enclave VDAXs, cohort VDAXs, and dependent VDAXs) In further
embodimenis, and ephemeral architecture based provides for an executable ecosystem where a
VDBAX of different hierarchucal levels provides deep knowledge of source allowing for
establishment of trusted components. In a further embodiment, a complex ecosystem such as an
autonomous vehicle, or spaceship or mobile phone, or webs services architecture, consisting of a
vast array of components that are each made of further subcomponents, in this example each layer
of ecosystem allows for their respective VDAX and genomic constructions to build a system of
knowledge of source of components. In fiwther embodiments, each component can execute
operations o validate the source and veracity of operation of the sub-components. In this example,
the veracity of operation may be undertaken by genonuc coustruction enabled exchanges with
trusted provisioning sources.

6272} In embodiments, genomically constructed application-specific executable ecosystems do
not require modification of their underlying architectural embodiments. In further embodiments,
the underlying architecture remaing unaltered and executable ecosvstems exist as an information

overlay that can provide knowladge of source. In further embodiments, the knowledge of the
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source of the components of the ephemeral architeciure may be applied to verify the operational
parameters of the executable ecosystem.

16273} In embodiments, an execuiable ecosystern VBAX may independently imitiate uraque
genomic correlation constructions. In further embodiments, the correlation consiructions may
provide for verification of attribution of subcomponents within the Enclave VDAX. In some
embodunenis, the correlation constructions may mclude - LNA {genomuc correlation), CNA
{genomic engagement-integrity), and/or PNA {genomic engagement-eligibility. In this example,
these consiructions may enable virtual authentication.

[6274] In embodiments, an execuiable ecosystern VBAX may independently initiate unique
gepomic differentiation constructions (e.g., ZNA). In some of these embodiments, the executable
ecosystem-initiated differentiation constructions may be applied to determine what components
are responsible for specific operations within the ecosystemn and/or the determination that the
component is isolated. In some embodiments, the differentiation constructions may include ZNA
{genomic code~isolation). In this exarnple, these differentiations may enable virtual affiliation
[0275} In embodiments, executable ecosvstem VDAXs may acquire their unigue genomic
correlation constructions directly. In further embodiments, the correlation constructions may
provide for verification of attrtbution of subcomponents within genomic descendent VBAX such
as an enclave VDAX or a cohort VDAX . In some embodiments, the correlation constructions may
include LNA {genomic correlation}, CNA {genomic engagement-integrity ), and/or PNA {genomuc
engagement-¢ligibility. Tn this example, these consiructions may enable virtual authentication.
[6276} In embodimenis, executable enclave VDAXs may acquire their unique genomic
differentiation constructions directly. In further embodiments, the executable enclave-initiated
differentiation constructions may be applied to determine what components are responsible for
specific operational or the determination that the component is alone. In some embodiments, the
differentiation constructions may include ZNA (genomic code-isolation). In this example, these
differentiations may enable virtual affiliation.

182777 In embodiments, execuiable enclave VDAXs may acquire their unigque genomic
correlation constructions durectly. Tn further embodiments, the correlation constructions may
provide for verification of attrtbution of subcomponents within genomic decedent VDAX such as
a dependent VDAX or a cohort VDAX In some embodiments, the correlation constructions may
include LNA (genomic correlation), CNA {genomic engagement-integrity), and/or PNA {genomic
engagement-eligibility. In this example, these constructions may enable virtual authentication.
[6278] In embodiments, executable cohort VDAXs mav acquire their unique genomuc

correfation constructions directly. In further embodiments, the correlation constructions may
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provide for verification of attribution of subcomponents within genomic decedent VDAX such as
a dependent VDAX. In some embodiments, the correlation constructions may iclude LNA
{genomuic correlation), CNA (genonuc engageroent-integrity ). and/or PNA {genomic engagement-
eligibility. In this example, these constructions may enable virtual authentication.

32791 In embodiments, executable cohort VDAX may acquire thelr unigue genomic
differentiation coustructions duectly. In further embodiments, the Executable Enclave wutiated
differentiation coustructions may be applied to deteronne what compovents are respounsible for
specific operational or the determination that the component is isolated. In some of these
embodiments, the executable ecosystem initiated differentiation constructions may be applied to
determine what components are responsible for specific operations within the ecosystem and/or
the determination that the component is isolated. In some embodiments, the differentiation
constructions may include ZNA (genomic code-isolation). In this example, these differentiations
may enable virtual affiliation.

[3280] In embodiments, an executable VI3AX (where unrelated VDAX engage) may acquire
their unigue genonuc correlation constructions via alternate genomic sub-consiructions. In further
embodiments, the correlation constructions may provide for vertfication of attribution of unrelated
components. In some embodiments, the correlation constructions may include - LNA {genonuc
correlation), CNA (genomic epngagement-indegrity), and/or PNA (genomic engagement-
eligibility. In this example, these constructions may enable virtual authentication.

6281} In embodiments, executable VDAX (where unrelated VI AXS engage) may acquire their
umigue genomic differentiation constructions via alternate genomic sub-constructions. In further
embodiments, the Executable Enclave inutiated differentiation constructions may be applied to
determine what components are responsible for specific operational or the determination that the
component is isolated. Tn some of these embodiments, the executable ecosystem-initiated
differentiation constructions may be applied to determine what components are responsible for
specific operations within the ecosystem and/or the determination that the coraponent is isolated.
In some embodiments, the differentiation constructions may include ZNA {genomic code-
isolation). o this example, these differentiations may enable virtual affilation.

[6282] In embodiments, multiple constructed executable genomic topologies may exist
simultaneously. In some embodiments, these multiple genonuc topologies may provide
genomically enabled operations for different architectural functions. In these example
embodiments, the different architectural functions may mclude, ventfication of source, validation

of operation or validation of payment of Hicense fees.
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[6283] Inembodiments, each executable ecosystem has a unigque genomic construction by which
correlation and differentiation attributes are derived, these attributes control the genonue topology
of its enclaves. In some embodiments, each executable enclave may have a unigue genomic
consiruction by which correlation and differentiation attributes are derived, whereby these
genomic attributes control the genomic topology of its cohorts. In further embodiments, these
umigue constructions provide for differentiation across species, progeny, and siblings.

[06284] In embodiments, ephemeral architectures, having various gevomically constructed
configurations are capable of transforming binary data into as VBLS based digital objects and or
streams. In embodiments, the ephemeral architecture security platform provides virtual agility. In
embodiments, VBLS may refer to languages spoken by an enclave or a cohort to another enclave
or cohort that may be uniquely understood by the recipient enclave or cohort—that is, languages
that are only understandable by the recipient enclave or cohort. In this example, interlopers aiming
to include unauthorized cohorts, viruses, and/or malware, cannot produce or decipher VBLS
between authorized cohorts.

[0285} In embodiments, VBLS transformed binary data may be exchanged and prosecuted by
components from two or more different configurations having commmon genomice correlation and
differentiation. In embodiments, the different configurations provide for state information for
Executable Ecosystem operational parameters. In further embodiments, these different
configurations are each able to operate subject to their state and functional components with
knowledge of associated configuration.

[6286] In embodiments, ephemeral architectures way have a plurality of genomically
constructed configurations, where certain components mavbe capable of transforming executable
binaries into Virtual Binarv Language Script (VBLS) based digital objects and or streams. In
further embodiments, executable binaries may be transformed into VBLS digital objects or VBLS
streams, this transformation is accoroplished by the application of genomically constructed
configuration components. In further embodiments, transformation is accomplished by applying
genomic sequence mapping and transformations. In embodiments, the sequences, are central to
the computational transformation of digital objects into upigue noun-recurting genomic
engagement factors. In examples, sequences may be broadly disparate, sequences may require
processing resulting in specific levels of entropy. In embodiments, the sequence mapping may be
compatible with a broad range of protocols and formats or may be initiated with objects exhibiting
preexisting endropy, where these objects may be transformed by computationally complex

genomic processes and functions into objects exhibiting specific levels of entropy.
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(62877 In embodiments, VBLS transformed exscutable binaries may be exchanged and
prosecuted by components from two or more different configurations having common genomic
correlation and differentiation.

[6288] In embodiments, within a specific ephemeral architecture, components may transform
VBLS executable binaries {e.g., proprietary computer application} such that the fransformed
executable binary may only be correctly processed by a specific hardware component {e.g., SoC
Core), which components share common genonuc correlation and differentiation. In further
embodiments, the specific hardware is part of a genomic ecosystem and is able to apply genomic
correlation processes to enable processing of the VBLS executable binaries.

[628%9] In embodiments, an ephemeral architecture VDAX resident coroponent may iransform
(VBLS) executable binaries {e.g., proprietary computer application) such that the transformed
executable binary may only be correctly processed by another Ephemeral Architecture VDAX
specific hardware component {e.g, SoC Core), which components share common genomic
correlation and differentiation. In further emnbodiments, another Ephemeral Architecture VDAX
may be part of the genomic ecosysten.

[6286] In embodiments, within a specific ephemeral architecture, two or more components may
transform executable binarnies {e.g., proprietary computer application) based on unique genonue
constructions, which constructions are known to another component. These transformed binaries
may only be reformed as executable binaries by one of these components and no others. The
reformation and prosecution of the executable binaries occur in-place. In embodiments, the
components are part of the same genomic ecosystern or genomic enclave,

6291} In embodiments, within a specific ephemeral architecture, specific components may
transform executable binaries (e.g., proprietary computer application) based on unique genomic
constructions, which constructions are known to specific components of another ephemeral
architecture. Transformed binaries originating in one architecture may onlv be reformed as
executable binaries by specific components of the other architecture. The reformation and
prosecution of the executable binaries occur in-place. In further embodiments, the ephemeral
architectures sharing components are part of the same genomic ecosystern or genomic enclave. In
further embodiments, the components that are sharing transformed executable binaries conduct a
genomic link exchange to provide for knowledge of the source of components. In further
embodiments, the knowledge of source of components is used with further genomic constructions
o establish a trust relationship between components,

[6292] In embodiments, within a specific ephemeral architecture, a component VDAX may

transform executable binaries {e.g., proprietary computer application) based on specific unique
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genonic constructions, which constructions are known only to that component. Such transformed
binaries mav only be reformed as executable binaries by this specific component and no other.
The reformation and prosecution of the executable bivaries by this specific component occurs in-
place. In embodiments, these component specific transformations apply genomic constructions
based on genomic data known only the component VIAX associated. In further embodiments,
the transformed components can operate in a secure way where non coroponent apphed alterations
to the transformed binaries will render the transformed executable binaries inoperable.

6293} FIG. 10 llustrates an example of a security platform having an ephemeral architecture
that serves an executable ecosystem 1000, As discussed, an executable ecosystem 100 may be
any ecosyster that 15 self-contamed, such as a computing device {(e.g., a server, a mobile device,
a personal computer, a laptop computer, or the like). In embodiments, an ephemeral architecture
provides a framework for cohorts 1006 to create and decipher VBLS based isolations of
executable code instances, thereby providing a real-time virtual trusted executing dowmain that is
not subject to 1ntelligent external observation. For exarople, ina computing device, enclaves 1004
may include the system-on-chip (SoC) of the computing device, the operating system of the
device, and applications. In this example, ecosystem, the independent cohorts 1006 of the system-
on-chip enclave may include processor cores, memory devices {e.g., RAM, ROM), and the like.
The independent cohorts 1006 of the operating svstem enclave may include a kernel of the
operating svstem, various drivers {(network drivers, file svstem driver, print driver, video driver,
camera driver, dependent “surrogate” cohort, and the like), shared libraries, and the ke, Inthe
exarnple, the dependent cohorts 1008 of an application may include threads, APIs, files, and the
like. In some embodiments, each enclave (SoC. operating system. application) may be assigned
a genomuc data set {e.g., ZNA, LNA, CNA, and/or PNA), which is inherited by the cohoris of
each respective enclave. In embodiments, an ecosystem VIDAX may create an ephemeral enclave
when an application is accessed, whereby the ephemeral enclave is created for the cohoris of the
application, the cohorts of the operating system that are implicated by the application, and the
cohorts of the SoC that are called by the operating sysiem in executing the application. In this
example, the cohorts within the ephemeral enclave can authenticate one another, exchange links,
and generate VBLS. At execution time, certain threads of an application may request resources
from the kernel of the operating system. When a certain thread is executed, an independent cohort
VDAX representing the application thread generates VBLS based on the executable code of the
certain thread that requests the resource of the kemel. In this scenario, the application thread may
be authenticated by an independent cohort VDAX representing the kernel {e.g., a kemel VDAX)

using an ecosystem genomic progeny data that was generated using the ecosystem UNA assigned
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to the thread application {and vice-versa). In response, the kernel VDAX and a thread VDAX
representing the thread exchange links that were generated using the respective LNA of the kernel
and the application thread. The thread VI3AX mav then generate VBLS based on the executable
code mnstance(s) requesting the resource, the ZNA assigned to the application thread, and the link
provided by the kernel VBAX. The thread VDAX provides the VBLS {0 the kemnel VDAX, which
n turn deciphers the VBLS, The kemel VDAX may then interface with a VI AX corresponding
to the requested resowrce {e.g., a camera driver {0 access a camera of the computing device,
dependent “surrogate” cohort) using VBLS that is only decipherable by the kernel or the requested
FESOUTCe.

[6294] In soroe emboduments, dependent applications {as opposed to independent applications)
are not capable of secure VBLS isolation of their internal API and thread components. However,
both independent and dependent applications are capable of secure VBLS inter-process
communication with each other and with authenticated external resources {e.g., operating system,
systems on chip). To these embodiments, ephemeral enclaves enable secure VBLS 1solation of the
kemnel and processing cores, ensuring all digital objects on the system bus may only engage with
specific application, operating svstem, and/or SoC cohorts.

[6295] FIGS. 11 and 12 iHlusirate additional non-limiting examples of CG-enabled digital
ecosysterns that may be implemented using the teachings of the disclosure. As can be appreciated
multiple genomic network fopologies may be implemented at various levels of these digital

ecosysiems.

CyrpHERGENICS PROCESSES

8286} Referring back to FIG. 4, a CG-ESP 400 can be configured with a set of modules that
enable an ecosystem member to participate in a digital ecosystem.  As discussed, the module
configurations of a particular CG-ESP and the genomic constructions that are used i connection
with the particalar CG-ESP mav vary depending on the type of ecosystern, the purpose of the
ecosystermn, the security requirements of the ecosystemy, the decisions of the communily owner,
and/or the like. FIGS. 13-24 illustrate example methods that may be implemented by various
modules of a CG-ESP to perform certain Cyphergenics-based processes. As discussed, in some
vnplergentations of the present disclosure, the modules of the CG-ESPF may be arranged in a
VDAX that may be miegrated in a processing device {e.g., as a special-purpose processor/chipset
or a dedicated core of the processing device). Additionally or alternatively, the modules of the
CG-ESP may be embodied as executable instruchions that are executed by one or more processing

devices. The following exarople configurations are provided for example only and are not
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intended to limit the scope of the disclosure. Tt is appreciated that additional module configurations
may be later developed and implemented im a CG-ESP without departing from the scope of the

disclosure.

GENOMIC DATA GENERATION AND ALLOCATION
6297} In some implementations of a CG-ESP, a root DNA module 410 of a progenitor VDAX
{e.g., ecosyvstem VDAX) generales and updates genomic data sets that are assigned to progeny
TDAXs of digital ecosystem members {e.g., enclave VDAXs and/or cohort VDAXs)  As
discussed, the genomic data sets may include genomic eligibility objects, genomic correlation
objects, and genomic differentiation objects. In some implementations, the root DNA module 410
of a progenitor VDAX generates a primal genonue data set (also referred to as a “primal DNA
set”, “master DNA set”, or “master genomic data set”™). To some of these implementations, the
master DNA set is used by the progentior VDAX 1o generate genomic data sets (also referred to
as “DINA sets” or simply “DNA”} for respective members of the digital ecosystem {e.g., enclave
VDAXs and/or cohort VI3AXg), whereby the generated genomic data sets are assigned to
respective members of the digital comomuruty. Tn some tmplementations, the master DNA set may
be assigned {0 the progenitor VDAX {e.g, ecosystem VDAX), such that the progenitor VDAX
uses the master DNA set to engage with the various community mermbers of the digital ecosystern.
In other iroplementations, the progentior VDAX roay generate its genonuc data set from the master
genomic data set, such that the genomic data set of the progenitor VDAX is generated in the saroe
manner as the genomic data sets of the other community members of the digital ecosystem.
[6298] In some implementations of a CG-ESP 400, the root DNA module 410 of a progenitor
VAKX is configured to generate one ot roore master eligibility objects {e.g., a master CNA object
and/or a master PN A object), a master correlation object (e g., a master LN A object), and a master
EIC module 420 may include a root DNA module 410 that generates genomic data sets that are
used in connection with ephemeral architectures. In these tmplernentations, genomic data sets
may include differentiation objects {e.g, ZNA objects) as well as any other suitable genomic
constructions {e.g., CNA, PNA, and/or LNA objecis).
[63299] In some example implernentations, the root DNA module 410 (e.g., the PNA module 414
and/or the CNA roodule 412) may derive one or more unigue eligibility objects (e.g., PNA objects
and/or UNA objects) for each ecosvstem member (enclave and/or cohort) of the digital ecosystem
based on one or more master genomic eligibility objects {e.g., master PNA object and/or master

CINA object). Insome of these implementations, each ecosysters merober is assigned one ot joore
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unique genomic eligibility objects (e.g., a unique PNA object and/or a unigque CNA object) thai
is/are correlated to the respective genomic eligibility objects of each other respective members of
the digital ecosystern. As discussed throughout the disclosure, ecosvstem members may use their
respective genomic eligibility objects to confirm engagement eligibility and engagement mntegrity
with one another during the link exchange process.

[G300] In some wnplementations, the root BDNA module 410 (e g, the LNA module 416) 15
configured to generate unigque genomic correlation objects (e.g.. LNA objects) that are assigned
to each respective enclave (e.g., which mav be assigned to one or more enclave VDAXs that
represent the enclave). As discussed, the genomic correlation objects enable informed genomic
correlation amongst community members. In soroe implementations, the root DNA module 410
generates a master genomic correlation object {e.g.. a master LNA object) from which the root
DNA module 410 generates one or more genomic correlation objects (e g, enclave-specific LNA
obiects}). In some of these implementations, each enclave is assigned a respective enclave-specific
genomie correlation object, whereby the cohoris of a respective enclave are each assigned and use
the enclave-specific correlation object {or an otherwise sufficiemtly correlated derivation of the
enclave-specific correlation object) to exchange links with other members (other cohort VBAXSs
and/or the enclave VDAX) of the enclave.  Additionally or aliernatively, an ecosystem-level
genonuc correlation object may be assigned to an ecosystern VDAX, such that any members of
the digital ecosystem may be assigned the ecosystem-level genomic correlation object. in these
implementations, the genomic correlation object may be the master genomic correlation object or
may be a genomic correlation object derived from the master genomic correlation object {e.g., as
discussed below).

(6381} Similarly, the root DNA module 410 {e g, the XNA module or EIC module) of a
progenitor VIAX generates unigue differentiation objects {e.g, XINA objects or ZNA objects)
that are assigned to each respective enclave {e.g., which may be assigned to one or more enclave
YDAXSs that represent the enclave). whereby the cohorts of each enclave are respectively assigned
and use the enclave-specific differentiation object {or an otherwise sufficiently correlated
derivation of the enclave-specific correlation object) to exchange for uruque relationships with
other members {other cohort VDAXs and/or the enclave VDAX) of the enclave. In
implementations, the root DNA module 410 of a progenttor VIDAX may be configurad to generate
genomic differentiation objects for the ecosystem in the same or similar manner as genomic
correlation objects.

[6362] 1t should be appreciated from this disclosure that the root BDNA module 410 may be

configured with different alg

=3

orithms to generate correlation objects and/or differentiation objects

106



“n

10

i5

20

WO 2022/169969 PCT/US2022/015109

for a digital ecosystern without departing from the scope of the disclosure. FIG. 13 illustrates a
process that may be execuied by a progenitor VBAX (e g., root DNA module 4103 to generate
gepomic correlation objects and/or genomic differentiation objects according to soroe
implementations of the present disclosure. For purposes of explanation, the term genomic data
object may include genomic correlation objects and/or genomic differentiation objects. In the
exarnple of FIG. 13, the data structure (e g.. binary matrix, vector, and/or the like) that embodies
the master genomic data object may be referred to as “GDX”, while the derived genomic data
objects {e.p., enclavelevel genomic correlation objects and/or enclave-level genomic
differentiation objects) may be referred to as GDXy, where GDXy is the genomic data object
assigned to the Y™ group (e.g., enclave) of K groups in the digital ecosysiem.

16363] At 1310, the root DNA module 410 generates the master genomuc data object. As
discussed, the master genomic data object may refer to a master genomic correlation object or a
master genomic differentiation object. In implementations, the root DNA modide 410 generates a
randora binary information data set, GDX (eg., master correlation object and/or master
differentiation object), having dimension N. The random binary information data set, GDX, may
have any suttable structure. In some implementations, the root DNA object is a binary matrix.
16364] At 1312, the root DNA module 410 generates genonuc data objects {e.g., genonue
correlation objects and/or genomic differentiation objects) for K groups (e.g., enclaves) of the
digital ecosystem. In some implementations, the root DNA module 410 derives Kk additional
binary information data sets, GDX1 x representing unigue genomic ecosystems or enclaves,
where each of GDX g has dimension N and exhubiis the same level of entropy as GDX. Table
-1 illustrates an example process for deriving the K additional binary information data sets,

GDX: x

Table 1

Number Operation

1 Select T primuitive binary polynomials of degree P;

2. Modify GDX by wsing T prmitive binary
polvnomials to derive GD Xy

3. Generate k genomic data objects for K respective
ecosystem groups;

[0308]  In the example of Table 1, the root DNA module 410 may select the T primitive binary

polynomials of degree P, such as T=N/X. The root DN A module 410 may then modify the master
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genon¢ data object, GDX, using the T primitive binary polynomials. For example, the root DNA
module 410 may apply the following to modify GDX into GDXy g(xpF= 1+ apxt. tap
It is appreciated that the root DNA module 410 mav use other suitable techniques to modify GDX into
GDXr. The root DNA module 410 may use the fransformed master genomic data object, GDXr, to
generate k genomic data objects for K groups.

[B386] In some implementations, the root DNA module 410 may generate a genomic data object
(GDX,) for the v group of the k groups according to the example process depicted in Table 2 below.
It is noted that the example of Table 2 is shown as being performed as part of the generation of a
genomic data object. Additionally, in some implementations of the present disclosure, the example
process of Table 2 or variations thereof may be used by the root DNA module 410 to modily gevonue

data objects {e.g.. when updating the genomic data objects of an enclave and/or ecosystem).

Table 2

Number Operation

1. Select an L-bit sequence, Sy;

2. Map 8y mnto GDXr to obtamn a transformation value,
TV,

3. Modify GDX using TVy to obtain GDX,y.

[#367] In the example of Table 2, the L-bit binary sequence, 8y, is a value between 0 and (2"~
1) In some implementations, the mumber of unique ecosystems and/or enclaves, k, is bounded by
L. The sequence, Sy may be a private sequence, a public sequence, or a randomly generated
sequence. In some implementations a new sequence, Sy, may be randomly generated for each
group. In this way, each genomic data object, GIIX, is generated using a different sequence.
Alternatively, the root DINA module 410 may be configured to select a public or private sequence
from any suitable data source. In these implementations, each genomic data object, GIIX,, s still
generated using a different sequence, therebyv ensuring that each group {e.g. enclave) has a
different genonuc data object assigned thereto.

13308] In some implementations, the mapping step of the example provided in Table 2 may be
performed by the sequence mapping module 440, whereby the root DNA module 410 provides
the sequence and G X as input to the sequence mapping module 440 and the sequence mapping
module 440 maps the sequence into GDXr to obtain the transformation value, TVy. In some
fmplementations, the root DNA module 410 may be configured to map the sequence into the

OGP Xr
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[6369%] In some implementations, the root DNA module 410 may use a computational function
{e.g., acipher, cipherless, or hybrid function} to modify GDX. Insome of these implementations,
the computational function receives the master genomic data object, GDX, and the transformation
valie, TVy, and outputs the genomic data object, GDNXy, that is assigned to the v group of the
digital ecosystem. In some implementations, the modification of GDX is performed by the binary
transforroation module 4350, whereby the root DNA module 410 invokes the binary transformation
module 450 when generating a genoroic data object.

[6318] In the examples of Tables 1 and 2, the root DNA module may use a wide range of
different configurations (e.g., executable computational methods) to modify GDX using the
primitive polynoroials, deterroine TVK. select S, map Sk into Ry, and/or transforro GDXr
Furthermore, the examples of Tables 1 and 2 depict a process for generating a genomuc data
objects that are assigned to respective groups of an ecosvstem. As discussed, an ecosysiem VDAX
and/or an enclave VDAX may be configured to modify the master genomic data object and/or one
or more genomic data objects of one or more groups. For example, an ecosystem VDAX may
modify a genomic data object of an enclave 5o as to alter the genonuc topology of the enclave
{e.g., to remove one or more cohorts from the enclave). In some implementations, an ecosystem
VDAX or an enclave VDAX may modify the genonuc data objects using the processes presented
in Tables 1 and 2. For example, in modifying a current genomic data object of a particular enclave,
an ecosystem VDAX or the enclave VDAX representing the enclave may select T binary
polynomials of degree P, transform the current genonuc data object using the T polynomials,
select an L-bit sequence, map the sequence into the transformed genomic data object to oblamn a
transformation value, and modify the current genomic data object using the transformation value
to obtain a new genomic data object for the particular enclave. This new genomic data object may
then be provided to the coborts of the enclave that are to remain in the enclave. In this way, any
cohorts in the enclave that were not provided the new genomic data object will no longer be able
1o engage with the remaining cohorts of the enclave. Similarly, if an unauthorized VDAX were
able to obtain a genomic data object {e.g., genomic correlation object or genomic differentiation
obiect) {or the ecosystern or an enclave thereof, the ecosystem VDAX or the enclave VDAX may
generate an updated genomic data object and distribute the updated genomic data to the authorized
VDAXs of the ecosystem or enclave. It is appreciated that the modification of genomic data
objects may be performed using later developed processes as well without departing from the
scope of the disclosure.

6311} In certain scenarios, the genomic data objects {e.g., master genomic data objects and/or

allocated or unallocated genomic data objects) of a digital ecosystem may require special
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protection due to the sensitivity of this data. In some implementations, a CG-ESP 400 {(e.g., the
root DNA module 410} is configured o securely retain genomie data objects (e.g., master genomic
data objects and/or allocated or unallocated genomic data objects of ecosvsiem members) and/or
data used to generate the genomic data objecis. In some of these implementations, the CG-ESP
400 may be configured to store genomic data objects and/or daia used to generate the genomic
data objects using a Sharir threshold scheme (also referred to as “Shanut’s Secret Sharing™). o
implernentations, the Shamur threshold scheme may be adapted to store anv tvpe of genomic data
object {e.g., an LNA object, a UNA object, a PNA obiject, a XNA object, a ZNA obiect, or the
likey. For example, in the case of a master genomic data object, GD¥X, that 15 of dimension 4096
X 4096, GDX may be segmented into 2™ 1024-bit sections. For exaniple, the GDX matrix may be
segmented by generating two sections for each 27 rows of GDX. In this example, each of the
respective 1024-bit sections is represented as a 1024-bit polvnomial. A Shamir (3,3) threshold
scheme may then be applied to each of the respective 1024-bit polvnomials (which respectively
represent the segments). fn some implernentations, the Shaour (5.3} threshold scheme roay be
further applied to store the data used to generate the k genomic data objects that were derived from
GDX. For example, the Shamir {5,3) threshold scheme may be applied to each of the primitive
binary polynorials {e.g., sixtesn 256-bit privoifive binary polvnonuals) that were used to modify
GUX into GDX7y. Additionally or alternatively, the Shamir (5,3} threshold scheme may be applied
to each of the Sequences, Sy, that were usad to generate the group-specific genomic data objects,
GDXy. For example, if each sequence, 8y, is a 256-bit value, then each 256-bit value may be
represented as a binary polynonual and Shamar (8,3} threshold scheme may be apphed to each of
the binary polynomials. It is appreciated that the foregoing are examples of how Shamir Secret
Sharing may be applied to store genomic data objects and related data and that the values provided
are for example only. Furthermore, additional or alternative technigues may be developed for
securely storing the genomuc data objects.

16312} As mentioned, the example process may be implemented in a root DNA module 410 to
generate genomic correlation objects {e.g., LNA objects} and/or genomic differentiation objects
{e.g., XNA or ZNA objects). The example processes may be cipher-based, ciphetess, or hybrd.
FIGS. 14 and 15 provide examples of cipher-based and hybrid generation of LNA objects. In these
exarnples, certain values {e.g., dimensions of genomic data objects and other data structures. sizes
of sequences, the numbers of groups, etc.) are defined for purposes of explanation. The values
are provided for example only and may be adjusted {0 achieve different optimizations and/or

effects.
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ENA GENERATION

[6313] In some implementations of the present disclosure, a root DNA module 410 may include
an LNA module 416 that 1s configured to generate LN A objects that are assigued o members of
adigiial ecosystem. As discussed, the configuration of the LNA module 416 may be cipher-based,
cipherless, or hvbrid.  In some implementations, the process of FIG. 13 may be implemented in
an LNA module 416 to generate genomic correlation objects (e.g., LNA objects). For example,
FIGS. 14 and 13 provide exarople methods for generation genoric correlation ohjects according
to some implementations of the present disclosure. In these examples, the LNA module 416 is
configured t0 generate a masier LNA object and to derive a set of k LNA objects. In some
implementations, the members {e.g., cohorts) in a respective group have a mutual 1dentity of
interest. In implementations, a respective LN A object may be assigned to a respective group{e.g..
enclave or the entire ecosystem) in a digital ecosysiem, such that the commumity members (e.g.,
cohort VDIAXS) in the respective enclave may use the respective LNA object to exchange links.
In these example configurations, the LNA module 416 is configured to geverate LNA objects that
are structured in fixed-size binary matrices {e.g., n x m matrices). It is appreciated that the binary
matrices may be represented as binary vectors.

16314] As can be appreciated from the disclosure, the configurable properties of a CG-ESP allow
a conmimunity owner {e.g., the entity defining the size, structure. security levels, intended use,
and/or membership requirements} o parameterize the LNA module 416 with a maximum number
of groups (K}, the dimensions of the LNA object (e.g.. n x m), the size of LNA object zones,
and/or other suitable parameters. Furthermore, as is discussed throughout the present disclosure,
the community owner may define the types and ordering of computational operations that are used
in the LNA object generation process. For example, the communily owner may configure an LNA
module 416 with specific cpher-based functions {eg., different encryption functions,
disambiguation functions, and/or the like) and/or cipherless functions {e.g., hash functions,
parameterized cvelic bit-shift operations, and/or the like) that are used to, for example, generate a
master genomic correlation object and/or modify a genomic correlation object.

[B318]  In discussing the examples of FIGS. 14 and 15, the example LNA objects are described
as 4096 bit x 4096 bit matrices. It is appreciated that the LNA objects may be larger or smaller
depending on the tvpe of the digital community. the security requirements of the digital
community, the intended size of the digital community, the purpose of the digital community,
and/or other suitable configurations. For example, the size of the LNA objects may be 9182 bits
X 9182 bits, 1024 bits x1024 bits, 512 bits x 512 bits, 1024 biis x 256 bits, or any other suitable

value. Furthermore, in this example the maimuum number of enclaves, k, for which ENA objects
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are generated is 4096 groups (enclaves or ecosysterns). It is appreciated that the value k may be
adjusted in accordance with the needs of the digital cornmmunity and the community owner. For
example, larger and/or more coroplex ecosysterns may bave hundreds or thousands of enclaves,
while smaller and/or less complex ecosystems may have as little as ten, five, two, or one enclave.
In some example implementations, the LNA module 416 may use computationally complex
mathernatical structures, such as binary primitive polvnomials {e.g., of degree 256), 1o generaie
the k {e.g., k= 4096} unigue LNA objects of size n x m {e.g., 4096 bits x 4096 bits). While in the
provided examples n is equal to m {e.g., n= 4096 and m = 4096}, 1t is not required that n equal m.
In implementations, the LNA module 416 may randomly generate a master LNA object (which
may be referred o as “LNA” in the examples below), and may geoerate k different LNA objects
from the master LNA object {where the v LNA object generated from LNA is referred to as
“LNAyY for k respective groups of the digital ecosystem.

6316} FIG. 14 below provides an example cipher-based method for generating LNA objects for
a digital ecosystem according to some example iroplementations of the present disclosure. It ts
appreciated that the LNA module 416 may be configured to generate LN A objects in other suitable
cipher-based manners without departing from the scope of the disclosure.

163177 At 1412, the LNA module 416 generates a master LNA object In example
implementations, the LNA moduie 416 generates a random binary information data set structured
in a 4096-bit x 4096-bit matrix. In some of these implementations, the random binary information
data set 1s the master LNA object, where each row of the master ENA object 1s organized in a set
of | fixed-length zones (e 2., 16 256-bit zones), such that the i™ row of LNA may be defined as:
{1t ;) For example, the master LNA object may be defined fori = 1. 4096 and fory = 16,
In thus example, the master LNA object may comprise 4096 rows, where each row includes 16
zones that are each 256 bits long. It is appreciated that the foregoing values are providad for
example only.

16318] At 1414, the LNA module 416 transforms the master LNA object, LNA, into a
transformed LNA object, LNAT. In implementations, the LNA modude 416 transforms ENA into
LNAr using j (e.g., j=16) randomly selected binary primitive polynomials, g,(x) forh =1 . §.
In some of these implementations, the binary prinutive polynomials are each of a specified degree
{e.g., 256-degree binary primitive polynomials). In these implementations, each respective value
represented by each respective row £; of is transformed 1o a respective modified value, {;(m}). In
some of these implementations, each row of LNA may be transformed according to:

t(m) = (x5 mod gy () Hxtz mod g, | | | %% mod g 1169}
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[6319] In this example, the foregoing transformation function is cipher-based, as the function is
reversable by solving a discrete logarithm problem. It is appreciated that the master LNA object
may be transformed in other suitable manners without departing from the scope of the disclosure.
13328] At 1416, the LNA module 416 generates k LNA objects for k respective groups of a
digital ecosvstem. In some implementations, the LNA module 416 generates a respective LNA
object for each respective group n a digital commumity. In some of these implementations, the
LNA module 416 derives the LNA object based on the master LNA object and the transformed
LNA object. LNAt  Table 3 defines an example process for generating an LNA object based on
a master LNA object (denoted as LNA) and a transformed magster LNA obiect {denoted as LNA7).
In this exaraple, the LNA module 416 may generate a v LN A object for av™® group (e.g., Group,),

of the digital ecosystem as foliows:

Table 3

Nurober Operation

L. Select an L-bit sequence, 8;

2. Map Sy into LNAr to obtain a transformation value,
TV,

3. Modify LNA using TVy to obtain LNA,.

63211 In an example implementation, the LNA moduale 416 may select a 256-bit sequence, Sy.
In the example configuration, the value of L is 256, such that the value of 8y is between 0 and
{2°%-.1). Depending on the configuration of the LNA module 416, the Sy may be a private
sequence, a public sequence, or a randomly generaied sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In thus way, each LNA object, LNA,, is generated
using a different sequence. Alternatively, the LNA module 416 may be configured to select a
public or private sequence from any switable data source. In these implementations, LNA object,
LMNAy, is still generated using a different sequence, thereby ensuring that each group (e.g., enclave)
has a different genomic data object assigned thereto.

[6322] In some implementations, the mapping step of the example provided in Table 3 may be

performed by the sequence mapping module 440, whereby the LNA module 416 provides 8y and

outpuls a transformation value, TV, that is determined by mapping the sequence nto LNAr. In
some implementations, the LNA module 416 may be configured to determine the transformation
value by mapping the sequence into the LNAT.

[6323} In the example of Table 3. the LNA module 416 executes a cipher-based function fo
modify the master LNA object, LNA, using the transformation value, TV,, 1o obiain an LNA
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object, LNAy, for a respective group of the digital ecosystern. In example implementations, the
cipher-based function may be an encrypiion function or a disambiguation function.  In some of
these implementations, the LNA module 416 is configured to determune the LNA object by
providing the wansformation value and the master LNA obiect as input to the binary
transformation module 450 when generating a respective LNA object. Alternatively, the LNA
modide 416 may be configured to determine the LNA object, LNA,, by executing a cipher-based
transformation function. Once generated, the progenitor VDAX may assign the LNA object,
LNAv, to the v group (2., enclave or ecosystem), whereby the LNA object may be provided to
the members of the group (e.g., cohorts within the enclave or ecosvstem).

[8324] The example of FIG. 14 is provided for example only. It is appreciated that a wide range
of different configurations {e.g.. executable computational methods) may be developed to, for
example, modify the master LNA object in a cipher-based manner, determine a transformation value
TVK, select a sequence, map the sequence into the transformed master LNA object, and/or
trans{orm the master LNA object to an LNA object.

[6325] FIG. 15 below provides an example hybrid method (e.g., at least one cipher-based
operation and at least one cipherless operations) for generating LNA objects for a digital
ecoaystem according to some example implementations of the present disclosure. In some
exarople implementations, the techniques of FIG. 15 may be tnplemented in the LNA module
416 to generate LNA objecis for a digital ecosystem using a combination of cipher-based and
cipherless functions. Tn discussing the example implementations of FIG. 13, the LNA module
416 15 described as generating LNA objects of size 4096 bits x 4096 bits. In these example
configurations, the LNA module 416 derives up to k LNA objects (e.g.. k = 4096} for k different
groups from a master LNA object (e.g., “GDX” i Table 2 above). In example implementations,
the cipherless functions may include parameterizable cipherless operations that are
paramseterizable using one or more secure modification parameters. In example implementations,
the cipherless operations may be a combination of XOR and cvclic-shift operations, where the
LNA module 416 randomly generates the secure modification parameters {o parameterize the
combination of XOR and cyelic-shitt operations, example troplementations of which are described
helow.

[0326] At 1512, the LNA module 416 generates a master LNA object In example
implementations, the LNA module 416 generates a random binary information data set structured
n anx o matrix {e.g., 4096-bit x 4096-bit matnik). In some of these implementations, the random
binary information data set is the master LNA object, where each row of the master LNA object

is organized in aset of nrows [Ry, Ro,.. Ral. In this example, Ri may be the i row of the randomly
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generated master LNA object and may be defined as {Riy, Riz,... Rim], where Ry; 18 an individual
bit value of the j* column of the i row. In this example, the master LNA object may comprise
4096 rows, where each row includes 16 zones that are each 256 bits long. 1t 15 appreciated that
the foregoing values are provided for example only and that the LNA module 416 may be
configured to generate the master LNA object in other suitable manners,

(3327} At 1514, the ENA module 416 transforms the master LNA object, LNA, o a
transforroed LNA object, LNAT, using a cipherless transformation function. To implementations,
the ENA module 416 transforms LNA into LINAT using a set of secure modification parameters
{SMP). In some implementations, the SMP may define a set of parameters that are used to
parameterize a set of parameterizable operations that are applied to a master LNA object
Examples of parameterizable operations may include cvclic bit shifting operations, XOR
operations, and/or the like. In these examples, the SMP may defineg, for each row of the master
LMNA object, a reapective number of bit positions to shift the row in a defined direction and/or a
value to XOR the row (e.g., after shifting, before stufting, or in beu of shifting). For example, the
SMP; may define the secure modification parameters for the i* row and may include a first
parameter that indicates a number of bit locations to cyelically shift the i row {e.g., n bits to the
right} and a second parameter that defines a random value that is XOR d with the i™ row. Itis
appreciated that the second parameter may be a value between € and (27-1}, where m 15 the number
of bits in arow of an LNA object. In these implementations, the LNA module 416 may transform
each row of the LNA object using a set of parameterizable operations that are parameterized with
the respective SMPs corresponding (o the row to obtain the transformed master LNA object,
LNAT. In these example implementations, the LNA module 416 may determine the SMPs in any
suitable manner, including randomly generating the set of SMPs (eg, SMPy for each
transforming each respective row of the master LNA object. It is appreciated that the LNA module
416 may be configured to transform the master LNA object 1n other cipherless manvers or in
cipher-based mamners (e.g., step 1414 of FIG 14} withowt departing from the scope of the
disclosure.

[B328] At 1516, the LNA module 416 generates k LNA objects for k respective groups of a
digital ecosystem. In some implementations, the LNA module 416 generates a respective LNA
object for each respective group {(e.g. enclave) in a digital community. In some of these
implementations, the LNA module 416 derives the LNA object based on the master LNA object
and the transformed LNA object, LNAr.  Table 4 defines an example process for generating an

LNA object based on a master LNA object {denoted as LNA) and a transformed master LNA



10

i5

WO 2022/169969 PCT/US2022/015109

object (denoted as LNA7). In this example, the LNA module 416 may generate a v LNA object

for a v® group {e.g., Group,), of the digital ecosysiem as follows:

Table 4

WNumber {peration

1. Select an L-bit sequence, Sy;

2. Map Sy into LNAT to obtain a transformation value, TV,
using a cipher-based mapping function

3 Modify LNA using TV to obtain LNA,.

[6329] In an exarople implementation, the LNA module 416 may select a 256-bit sequence, Sy.
In the example configuration, the value of L 1s 256, such that the value of 5y is between 0 and
(27~ 1), Depending on the configuration of the LNA module 416, the Sy may be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In this way, each LNA object, LNA,, is genarated
using a different sequence. Alernatively, the LNA module 416 may be configured to select a
public or private sequence from any suitable daia source. Tn these implementations, LNA object,
LNAy, is still generated using a different sequence, thereby ensuring that each group (2.g., enclave)
has a different genomic data ohject assigned thereto.

63308} In some implementations, the mapping step of the example provided in Table 4 may be
a cipher-based sequence mapping function. In some of these truplementations, the cipber-based
sequence mapping function may be performed by the sequence mapping module 440, In these
example implementations, the LNA module 416 determines the iransformation value by providing
Sy and LNAyas mput to the sequence mapping module 440 and the sequence mapping module
440 voaps the sequence nto LNAr to obtain the transformation value, TV, In sormoe
implementations, the LNA module 416 mav be configured to perform the sequence mapping
function to determine the transformation value.

86331} In some implementations, the LNA module 416 may use a cipherless transformation
function to modify the master LNA object, LNA, using the transformation value TV, to obtain the
LNA object, LNA,, for a respective group (Groupy) of the digital ecosystem. In example
implermentations, the cipherless funciion may include a pre-image resistant hash function, a set of
parameterizable operations that are parametenized using the tfransformation value, or the like.
(6332} The example of FIG. 18 15 provided for exarople only. 1t is appreciated that a wide range
of different configurations {e.g., executable computational methods) may be developed to, for

example, modify the master LNA object to obtain a transformed roaster LNA object, select a
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sequence, determine a transformation value, TV, and/or transform the master LNA object {0 an
LNA object. Fuorthermore, in some implementations the cipher-based operations of the example
process of FIG. 15 may be replaced with cipherless operations, such that the LNA module 416
may be configured in a cipherless manner.

[3333] In the examples of FIGS. 14 and 15, the LNA module 416 may assign a resuiting LNA
obiect, LNAy, to a respective enclave of a digital conuounity. In some of these exarople
mplernentations, an enclave VDAX representing the respective enclave may then assign its LNA
object, LN Av, to members {g.g., cohort VBAXs of cohorts) of the enclave. In implementations,
the link module 430 of a respective cohort VDAX may modify its assigned LNA object each time
the respective cohort VIDAX spawns a link for or decodes a link from another cobort VDAX of a
cohort in the corresponding enclave. In this way, an LNA object provides a mechanism for
facilitating hyper-scalable correlation between members of a corresponding enclave and/or
ecosystem. It is appreciated that the examples provided tn FIGS. 14 and 15 are example
configurations of an LNA module 416 and additional and alternative roeans for generating LNA
objects for community members may be later developed.

[6334] Fuwthermore, the exarmnples of FIGS. 14 and 15 depict processes for generating LNA
objects that are assigned to respective groups of anecosystem.  As discussed, an ecosystem VIBAX
and/or an enclave VDAX may be configured to modify the master LNA object and/or one or more
LNA objects of one or more enclaves. For example, an ecosystem VDAX may modify an LNA
object of an enclave s0 as to alter the genomic topology of the enclave (e g, to remove one or
maore cohoris from the enclave, to periodically change the LNA obiect for security reasons, or the
like}. In this scenario, modification of an LNA object of an enclave would prevent a cohort from
exchanging links with other cohorts in the enclave in the fiture. Absent a modification to the
gcenonmic differentiation object {e.g, XNA object), the cohort would siill be able to exchange
VBLS with cohorts with which links were successfully exchanged. In some implementations, an
ecosvsterm VDAX or an enclave VDAX may modify an LNA obiect for such purposes using the
example process presented in Table 3 or Table 4. For example, in modifving a current LNA object
of a particular enclave, an ecosystem VDAX or the enclave VIDAX representing the enclave may
transform the current LNA object to obtain a transformed LNA object, select an L-bit sequence,
map the sequence into the transformed LNA object to obtain a transformation value, and modify
the current LNA object using the transformation value to obtain a new LNA obiect for the
particular enclave. This new LNA object may then be provided to the cohorts that are to remain
in the enclave. In this way, any cohoris in the enclave that were not provided the new LNA objact

will no fonger be able to exchange links with the cohorts remaining in the enclave. It is appreciated
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that the modification of genomic data objects may be performed using later developed processes

as well without departing from the scope of the disclosure.

XMA GENERATION

[6335] In some implementations of the present disclosure, a root DNA module 410 may include
an XNA module 418 that is configured to generate XINA objects that are assigned 1o members of
a digital ecosvstem.  As discussed, the configuration of the XNA module 418 may be cipher-
based, cipherless, or hybrid.  In some implementations, the process of FIG. 13 may be
implemented in an XNA module 418 to generate genomic differentiation objects {e.g, XNA
obiects). The examples of FIGS. 16 and 17 provide example methods for generating genomic
differentiation objects according to some implementations of the present disclosure. In these
examples, the XNA module 418 is configured {o generate a master XNA object and to derive a
set of k XNA objects for k groups of a digital ecosystem. In these implementations, a respective
XNA object may be assigned to a respective group in a digital ecosystem (e.g., an enclave of the
digital ecosysiem or digital ecosysiem in its entirety}, such that the respective XNA object is
provided to the group members (e.g., cobort VDAXs, enclave VAKX, and/or the like} thereby
allowing the group members to securely exchange VBLS using the respective XINA object
{assuming those group members have exchanged links).

6336 As can be appreciated froro the disclosure, the configurable properties of a CG-ESP allow
a conwnunily owner {e.g., the entity defining the size, structure, security levels, intended use,
and/or membership requirements} to parameterize the XNA module 418 with a maximum number
of groups (&), the dimensions of the XNA object {e.g., n x m), the size of XNA object zones,
and/or other suitable parameters. Furthermore, as is discussed throughout the present disclosure,
the community owner may define the types of computational functions that are used in the XNA
object generation process. For example, the community owner may use specific cipher-based
functions {e.g., different encryption functions, disambiguation functions, and/or the like) and/or
cipherless functions (e g.. hash {unctions, parameterized cyvclic bit-shift operations, and/or the
like) to configure the XNA module 418,

63371 Insome example implementations, the XINA modide 418 13 configured to generate XNA
objects that are structured in fixed-size binary mairices {(e.g.. n x m matrices). I is appreciated
that the binary matrices may be represented as binary veciors. In the examples of FIGS. 16 and
17, the example XNA objects are 4096 bit x 4096 bit matrices. It is appreciated that the XNA
objects may be larger or smaller depending on the type of the digital community, the security

requirernents of the digital coromunity, the intended stze of the digital community, the purpose of
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the digital community, and/or other suitable configurations. For example, the size of the XNA
objects may be 9182 bits x 9182 bits, 1024 biis x1024 bits, 512 bits x 512 bits, 1024 bits x 256
hits, or anv other suitable value. Furthermoore, in this exarople the maxtmum vumber of enclaves,
k, for which XNA objects are generated is 4096 groups (enclaves or ecosystems). It is appreciated
that the valuee k may be adjusted in accordance with the needs of the digital community and the
commutity owner. For exarople, larger and/or more complex ecosystems roay bave hundreds or
thousands of enclaves, while smaller and/or less complex ecosysterns may have as little as ten,
five, two, or one enclave. As will be discussed with respect io the example implementations of
FiGs. 16 and 17, the XNA module 418 may use compuiationally complex mathematical structures,
such as binary primitive polyvoomials (e.g., of degree 256), to generate the k (e.g., k=4096) uruque
XNA objects of size nx m {e.g., 4096 bits x 4096 bits). While in the provided examples i1 is equal
to m{e.g, n=4096 and m = 4(96), it is not required that n equal m. In implementations, the XNA
module 418 may randomly generate a master XNA object (which may be referred 1o as XNA in
the examples below), and may generate k different XN A objects (where 2 y™ XNA object may be
referred to as XNAy) from the master XNA object for k respective groups of the digital ecosystem,
wherein each group has mutual identity of mterest.

16338] FIG. 16 below provides an example cipher-based method for generating XNA objects
for a digital ecosystem according to some example implementations of the present disclosure. It
is appreciated that the XNA module 418 may be configured to generate XNA objects in other
sutiable cipher-based manners without departing from the scope of the disclosure.

[3338] At 1612, the XNA module 418 generates a master XNA object. In example
implementations, the XNA module 418 generates a random binary information data set structired
in a 4096-bit x 4096-bit matrix. In some of these implementations, the random binary mformation
data set is the master XNA object, where each row of the master XNA object is organized in a set
of } fixed-length zones (e.g.. 16 236-bit zones), such that the i™ row of XNA may be defined as:
(%i1...t; ;) For example, the master XNA object may be defined fori=1...4086 and forj = 16.
In this example, the master XINA object may comprise 4096 rows, where gach row inclades 16
zones that are each 256 bits long. It is appreciated that the foregoing values are provided for
exarnple only and the master XNA object may have other suttable dimensions as defined by the
conunumnity owner.

[63406] At 1614, the XNA module 418 transforms the master XNA object, XNA, mto a
transformed XNA object, XNArT. In implementations, the XNA module 418 transforms XNA into
XKMNArusing } {e.g., i=16) randomly selected bivary privottive polynowmials, gp{x) forh =1 ..J.
In some of these implementations, the binary primitive polynonuals are each of a specified degree
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{e.g., 256-degree binary prumitive polynomials). In these implementations, each respective value
represented by each respective row ¢; of is transformed to a respective modified value, £;(m). In
some of these implementations, each row of XNA may be transformed according to:

ti0m) = (i mod go(x) Hx%z mod g0 L | 2% mod g HAX)).

63411 In this example, the foregoing transformation function is cipher-based, as the function is
reversable by solving a discrete logarithm problem. Tt is appreciated that the master XNA object
may be transformed in other suitable manners withowt departing from the scope of the disclosure.
33421 At 1616, the XNA module 418 generates k XNA objects for k respective groups of a
digital ecosystemn. In some implementations, the XNA module 418 generates a respeciive XMNA
object for each respective group n a digital community. In some of these implementations, the
XNA module 418 derives the XINA object based on the master XINA object and the transformed
XNA object, XNAT. Table 5 defines an example process for generating an XNA object based on
a master XNA object (dencted as XNA) and a transformed master XNA object {denoted as
XNA7). In this example. the XNA module 418 may generate a v XNA object for a v™ group

{e.g., Groupy}, of the digital ecosystem as follows:

Table §

Nurober Operation

1. Select an L-bit sequence, Sy;

2 Map Sy into XNAT to obtain a transformation value,
TVy,

3. Modify XNA ysing TVy to obtain XNAy.

[6343] 1o an example implersentation, the XNA module 418 may select a 256-bit sequence, Sy
In the example configuration, the value of L is 256, such that the value of S, is between 0 and
{2%5- 1), Depending on the configuration of the XNA module 418, the Sy may be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In this way, each XNA object, XNA,, is generated
using a different sequence. Alternatively, the XINA module 418 may be configured to select a
public or private sequence from any suitable data source. In these implementations, XNA object,
KXKNAy, is still generated using a different sequence, thereby ensuring that each group (eg.,
enclave) has a different genomic dala object assigned thereto.

[6344] In some implementations, the mapping step of the example provided in Table 3 may be
performed by the sequence mapping module 440, whereby the XNA modude 418 provides 8y and

XNAras input to the sequence mapping module 440 and the sequence mapping module 440
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outpus a transformation value, TV, that is determined by mapping the sequence into XNAr In
some implementations, the XNA module 418 may be configured to determine the transformation
value by mapping the sequence into the XNAT.

[3345] In the example of Table 5, the XNA module 418 executes a cipher-based function to
modify the master XNA object, XNA, using the transformation value, TVy, to obtain an XNA
object, XNAy, for a respective group of the digital ecosystern. In example implementations, the
cipher-based function may be an encryption function or a disambiguation finction.  In some of
these implementations, the XINA module 418 is configured to determine the XINA object by
providing the transformation value and the master XNA object as inpul to the binary
transformation module 430 when generating a respective XNA object. Alternatively, the XNA
module 41% may be configured to determine the XNA object, XNAy, by executing a cipher-based
transformation function. Once generated, the progenitor VDAX may assign the XNA object,
KNAy, to the v group (2.2, enclave or ecosystem), whereby the XNA object may be provided
to the members of the group (e.g., cohorts within the enclave or ecosysteny).

6346} The example of FIG. 16 is provided for example onlv. [tis appreciated that a wide range
of different configurations {(e.g., executable computational methods) may be developed to, for
example, modify the master XNA object in a cipher-based manuer, determine atransformation value
TVK select a sequence, map the sequence into the transformed master XNA object, and/or
transform the master XNA object to ann XNA object.

63477 In implemeniations, the XNA module 418 may be configwed with a hybrid
configuration. In these implementations, the XNA module 418 with a combination of cipher-
based and cipherless functions that, when execuled, generate XNA objects.  In exarople
implementations, the XNA module 418 is configured to generate XINA objects of size 4096 bits x
4096 bite. To the example configuration, the XNA module 418 generates XNA objects forupto k
{e.g., k= 4096} different groups, cach group having a mutual identity of interest from a master
XNA object (GDX in Table 2) using a combination of cipher-based and cipherless functions. In
some example implementaiions, the cipherless function(s) may include a set of parameterizable
cipheriess operations that are parameterizable using one or more secure modification parameters
{(SMP). In example implementations, the cipherless operations mayv be a combination of XOR
and cyclic-shift operations, where the XNA module 418 randomly generates the secure
modification parameters {o parameterize the combination of XOR and eyclic-shift operations,
examples of which are described below

[6348] FIG. 17 below provides an example hyvbnid process {e.g., at least one cipher-based
operation and at least one cipherless operations} for generating objects for a digital ecosystem
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according to some example implementations of the present disclosure. 1t is appreciated that the
XNA module 418 may be configured to generate XNA objects in other suitable hybrid manners
without departing from the scope of the disclosure.

133497 At 1712, the XNA module 418 generates a master XNA object In example
implementations, the XNA module 418 generates a random binary information data set siructured
man x mw matrx {e.g., 4096-bit x 4096-bit mattix). fn some of these iroplementations, the randon
binary information data set 1s the roaster XNA object, where each row of the master XNA object
is organized in aset of nrows [ Ry, Ra.... Rul. Inthis example, Ry may be the i” row of the randomly
bit value of the j® columm of the 1" row. In this example, the master XNA object may comprise
4096 rows, where each row includes 16 zones that are each 256 bits long. It is noted that the
foregoing values are provided for example only and other suitable values may be used to configure
the XNA module 418,

(G380} At 1714, the XNA module 418 transforms the master XNA object, XNA, mto a
transformed XNA object. XINAT using a fransformation function {g.g., a cipherless or cipher-based
transformation function). In some implementations, the XNA module 418 transforms XNA into
XM AT using a cipherless function that receives a set of secure modification parameters (SMP). In
some implementations, the SMP may define a set of parameters that are used to parameterize a
set of parameterizable operations that are applied to a master XNA ohject. Examples of
parameterizable operations may include eyvclic bit shifting operations, XOR operations, and the
like. In these exaroples, the SMP may define, for each row of the roaster XINA object, arespective
number of bits to cyclically shift. Additionally or alternatively, the SMP may define a value that
is used to XOR a specific row. For example, the SMP; mav define the secure modification
parameters for the i row and may include a first parameter that indicates a number of bit locations

" row (e.g., to the right) and a second parameter that defines a random

to cyclically shift the i
value that is XOR'd with the i row. It is appreciated that the second parameter may be a value
between O and (2%-1), where m is the mumber of columns in the XNA object. In these
implementations, the XNA module 418 may transform each row of the XNA object using a set of
parameterizable operations that are parametenized with the respective SMPs corresponding to the
row to obtain the transformed master XNA object, XINAT. It is appreciated that the master XNA
object may be transformed in other cipherless manners or in cipher-based manners (e g, step 1614
of FIG. 16) without departing {rom the scope of the disclosure.

[6351] At 1716, the XNA module 418 generates k XNA objects for k respective groups of a

digital ecosystem. In some implementations, the XNA module 418 generates a respective XNA
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object for each respective group in a digital community. In some of these implementations, the
XNA module 418 derives the XNA object based on the master XNA object and the transformed
XMNA object, XNAt  Table 6 defines an example process for generating an XNA object based on
a master XNA object (denoted as XINA) and a transformed master XNA object (denoted as
XNA7T). In this example, the XNA module 418 may generate a ™ XNA object for a y™ group

{e.g., Groupy}, of the digital ecosvstem as follows:
N ¥ <3 )

Table 6

MNumber Operaiion

1. Sefect an L-bit sequence, Sy

2. Map Sy into XNAT (o obtain a transformation value, TVy
using a cipher-based mapping function

3. Modify XNA using TVy to obtain XNAy.

6382} In an example implementation, the XNA module 418 may select a 256-bit sequence, Sy.
In the example configuraiion, the value of L s 256, such that the value of Sy is between 0 and
(23°- 1), Depending on the configuration of the XNA module 418, the Sy may be a private
sequence. a public sequence, or a randomiy generated sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. Inthis way, each XINA object, XNA,, is generated
using a different sequence.  Alternatively, the XNA module 418 may be configured to select a
public or private sequence from any suttable data source. In these implerventations, XNA object,
XNA,, 15 still generated using a different sequence, therebv ensuring that each group {e.g,
enclave} has a different genomic data object assigned thereto.

163531 In some implementations, the mapping step of the example provided in Table 6 may be
a cipher-based, cipherless, or bybrid sequence mapping function {examples of which are described
in further detail below). In some of these implementations, the cipher-based sequence mapping
function may be performed by the sequence mapping module 440, In these example
inplerentations, the XNA modale 418 determines the transformation value by providing Sy and
XNAras input to the sequence mapping module 440 and the sequence mapping module 440 maps
the sequence into XINA7 to obtain the transformation value, TV, In some implementations, the
XN A module 418 may be configured to perform the sequence mapping function to determine the
transformation vatue.

16354] In some implementations, the XNA module 418 may use a cipherless transformation
fanction to modify the master XNA object, XNA, using the transformation value TV, to obtain

the XINA object, XINA,, for a respective group (Groupy) of the digital ecosystern. In example
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implementations, the cipherless function may inchude a hash function {e.g., a pre-image resistant
hash function or any other swntable hash function) that is keyed with the transformation value, a
sei of parameterizable operations that are parameterized using the transformation value, or the
like.

[3355] The example of FIG. 17 is provided for example only. Iiis appreciated that a wide range
of different configurations {e.g.. executable computational methods) may be developed to, for
exarople, modify the master XNA object to obtain a transforroed master XNA object, select a
sequence, determine a transformation value, TV, and/or transform the master XNA object o an
XNA object. Furthermore, in some implementations the cipher-based operations of the example
process of FIG. 17 may be replaced with cipherless operations, such that the XNA module 418
may be configured in a cipherless manner.

[3356] In the examples of FIGS. 16 and 17, the XNA module 418 may assign a resulting XNA
obiect, XNA, o a respective enclave VDAX of a digital community. The enclave VDBAX may
theo assign s XNA object, XNA,, 1o roembers {eg.. cohort VDAXs of cohorts) of the enclave.
In implementations, the link module 430 of a respective cohort VBAX may modify its assigned
XNA object each time the respective cohort VDAX spawns a link for or decodes a link from
another cohort VDAX of a cohort 1o the corresponding enclave. In this wav, an XNA object
provides a mechamsm for facilitating hyper-scalable correlation between members of a
corresponding enclave and/or ecosystemy. It ts appreciated that the examples provided in FIGS.
i6 and 17 are example configurations of an XNA module 418 and other means for generating
XNA objects for commuruty members may be later developed.

6387} Furthermore, the examples of FIGS. 16 and 17 depict processes for generating XNA
objects that are assigned to respective groups of an ecosystem.  As discussed, an ecosvstem VBAX
and/or an enclave VDAX may be configured to modify the master XNA object and/or one or more
XMNA objects of one or more enclaves. For example, an ecosystem VIYAX may modify an XNA
object of an enclave so as to alter the genomic topology of the enclave (e g., to remove one or
more cohorts from the enclave, to periodically change the XNA object for security reasons, or the
like). In some tnpleroentations, an ecosystem VDAX or an enclave VDAX may modify an XNA
object for such purposes using the example process presented in Table 5 or Table 6. For example,
in modifying a cwrrent XNA object of a particular enclave, an ecosystern VDAX or the enclave
VDAX representing the enclave may transform the current XNA object to obtain a transformed
XNA object, select an L-bit sequence, map the sequence into the transformed XNA object to
obtain a transformation value, and modify the current XN A object using the transformation value

to obtain a new XNA object for the particular enclave. This new XINA object may then be
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provided to the cohorts that are to remain in the enclave. In this way, any cohorts in the enclave
that were not provided the new XNA object will no longer be able to generate VBLS for or
decipher VBLS from the cohorts reroaining in the enclave. 1t is appreciated that the modification
of genomic differentiation objects may be performed using later developed processes as well

without departing from the scope of the disclosure.

ZNA GENERATION

[3358] In some implementations of the present disclosure, a CG-ESP may include an EIC
module 420 that is configured 1o generate ZNA objects that are assigned to members of a digital
ecosystent. In these implementations, the digital ecosystem may be a virtual trusted execution
environment (VTEE), where a respective ZNA object may be assigned to a respective computer
program {e.g., operating system, a software apphcation, a firmoware application, a nuddleware
application, or the like} or to a group of compuier programs {e.g., a software suite}. Alternatively,
the EIC module 420 may be configured to generate a single ZNA object {e.g., the master ZNA
object), whereby each respective computer program has corresponding GRI associated therewith
that the EIC mwodule 420 uses when facilitating coroponent binary isolation.  As discussed, the
configuration of the EIC module 420 may be configured in a cipher-based, cipherless, or hybrid
manner.

[635¢] In some iroplementations, the process of FIG. 13 may be implemented m an EIC module
420 to generate ZNA objects for members of the VTEE. FIG 18 provides example
implementations of a process for generating ZNA objects. In these example implementations, the
EIC module 420 is configured to generale a master ZNA object.  In some of these
implernentations, the EIC module 420 assigns the master ZNA object fo each werober of the
VTEE. In other implementations, the EIC module 420 is further configured to derive a set of k
ZNA objects, wherein the EIC modules 420 may assign each respective ZINA objects o a
respective community member or a respective group of community members.  As will be
discussed in greater deta] below, ZNA may be used when encoding and decoding executable
instructions of a computer program and/or data input to and/or output by the computer program.
As such, the VBLS-encoded instructions may be stored in memory and decoded at run-time,
therehy greatly reducing the risk of malicious code or other similar exploits. As can be
appreciated, such ecosystems differ from other ecosystems, as there is less likehihood that the
instructions and/or program data will be intercepted by a malicious party

[636¢] In some example configurations, the EIC module 420 1s configured 1o generate ZNA

objects that are structured in fixed-size binary matrices {e.g., n x m roatrices). It 15 appreciated
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that the binary matrices may be represented as binary vectors. As can be appreciated from the
disclosure, the configurable properties of a CG-ESP allow a community owner {g.g., the entity
definung the size, structure, security levels, intended use, and/or membership requirements) to
parameterize the EIC module 420 with a maximmim number of ZNA objecis (K}, the dimensions
of the ZNA object {e.g., n x m), the size of ZNA object zones, and/or other suitable parameters.
Furtherroore, as is discussed throughout the present disclosure, the commuutty owner may define
the types of computational functions that are used o the ZNA object generation process. For
example, the commuumnity owner may use specific cipher-based functions {e g, differant encryption
functions, disambiguation functions, and/or the like) and/or cipherfess functions.

16361] FIG. 18 below provides an example cipher~-based method for generating ZNA objects for
a digital ecosystem according to some example implementations of the present disclosure. It is
appreciated that the EIC module 420 may be configured to generate ZNA objects in other suitable
cipher-based manners withouwt departing from the scope of the disclosure. In the example
nplergentations of FIG 18, the example ZNA object are 1024 bit x 1024 bit mainices. It 1s
appreciated that the ZIN A objects may be larger or smaller depending on the purpose of the VTEE,
the security requirements of the VTEE, the intended size of the digital community, and/or other
suitable configurations.

16362] At 1810, the EIC module 420 generates a master ZNA object In example
implementations, the EIC module 420 generates a random binary information data set structured
in a 1024 -bit x 1024 -bit matrix. In some of these implementations, the random binary information
data set is the masier ZNA object, where each row of the master ZNA object 15 organized 10 a set
of j fixed-length zones {e.g., 4 256-bit zones), such that the 1™ row of ZNA may be defined as:
(1. b ;) For example, the master ZNA object may be defined fori = 1. 1024 and forj = 14
In this example, the master ZNA object may comprise 1024 rows, where each row includes 4
zones that are each 256 bits long. It 1s appreciated that the foregoing values are provided for
example only and the master ZINA object may have other suitable dimensions as defined by the
community owner. Insome implementations, the FIC module 420 may use the master ZNA object
for each community member {e.g., computer program} in a VTEE and may assign unique GRI to
each community member. In other implernentations, however, the EIC module 420 may transform
the master ZNA object and may assign,

[6363] At 1814, the FIC module 420 transforms the master ZNA object, ZNA, info a
transformed ZNA object, ZNAT In implementations, the EIC module 420 transforms ZNA into
EINAT using § (e.g., j=4) randomly selected binary prinutive polyoonuals, gp{x) forh=1..J.
In some of these implementations, the binary primitive polynonuals are each of a specified degree
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{e.g., 256-degree binary prumitive polynomials). In these implementations, each respective value
represented by each respective row ¢; of is transformed to a respective modified value, £;(m). In

some of these implementations, each row of ZNA may be transformed according to:

t(m) =% mod g, (x) Hxt mod g0 | | 2% med g;(x)).
[6364] In this example, the foregoing transformation function is cipher-based, as the function is
reversable by solving a discrete logarithun problem. Tt is appreciated that the master ZNA object
may be transformed in other suitable manners withowt departing from the scope of the disclosure.
[3365] At 1816, the EIC module 420 generates k ZNA objects for k respective community
members {(g.g., computer programs) of a VTEE. In some implementations, the EIC module 420
generates a respective ZNA object for each respective member in a digital community. In some
of these implementations, the EfC module 420 derives the ZNA object based on the master ZNA
object and the transformed ZNA object, ZNAt. Table 7 defines an example process for generating
an ZNA object based on a master ZNA object {denoted as ZNA} and a trans{ormed masier ZNA
object (denoted as ZNAT). In this example, the FIC module 420 may generate a y™ ZNA object

for ay™ community member, of the digital ecosystem as follows:

Table 7

Nurober Operation

1. Select an L-bit sequence, Sy;

2 Map Sy mto ZNAT to obtain a transformation value,
TVy,

3. Modify ZNA using TVy to obtain ZNA,.

[6366] In an exarople iroplementation, the EIC module 420 may select a 236-bit sequence, Sy.
In the example configuration, the value of L is 256, such that the value of S, is between 0 and
2. 1), Depending on the configuration of the EIC module 420, the S, may be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be selected or randomly generated for each conmnunity member. To this way, each ZNA
obiect, ZNA,. is generated using a different sequence.

16367} In some implementations, the mapping step of the example provided in Table S may be
performed by the sequence mapping module 440, whereby the EIC module 420 provides Sy and
ZNAr as mput 1o the sequence mapping module 440 and the sequence mapping moduale 440
outputs a transformation value, TV, that is determined by mapping the sequence into ZNAr. In
some implementations, the EIC module 420 may be configured to determine the transformation

value by mapping the sequence into the ZNAr.
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[6368] In the example of Table 7, the EIC module 420 may execute a transformation function
that modifies the master ZNA object, ZNA | using the transformation value, TV, to oblain an ZNA
obiect, ZNAy. The transformation function may be cipher-based, cipherless, or hybrid. Examples
of cipher-based, cipherless, and hybrid transformation functions are discussed throughout the
disclosure. Once generated, the EIC module 420 may assign the ZNA object, ZNAy, to the v
conumutity mernber {e.g.. coroputer programy), whereby the ZNA object may be stored i memory
and retrieved by the EIC module 420 when the computer program is being executed.

6369} The example of FIG. 18 is provided for example only. [tis appreciated that a wide range
of different configurations {(e.g., executable computational methods) may be developed to, for
example, modify the master ZNA object, deternune a transfornation vaue TVE select a sequence,
map the sequence into the transformed master ZNA object, and/or transform the master ZNA
object to an ZNA object.

[6378] In some implementations, an EIC module 420 may modify a ZNA object from time to
time {e.g., to maintain security, to remedy a security breach, or the like). In such scenarios, the
EIC module 420 may apply the example process depicted in Table 7 to modify the ZNA object.
For example, in modifving a current ZNA object, the EIC module 420 may transform the current
ZNA object to obtamn a ransformed ZNA object, select an L-bit sequence, map the sequence into
the transformed ZNA object to obtamn a transformation value, and modily the current ZNA object
using the transformation value to obtain a new ZNA object. 1 is appreciated that the modification
of genomic differentiation objects may be performed using later developed processes as well

without departing from the scope of the disclosure.

GENOMIC ELIGIRILITY OBJECT GENERATION AND ALLOCATION

[6371} In implementations, the root DNA module 410 is configured to generate genomic
eligibility objects. As discussed, genonuc ehigibly objects include CNA objects and/or PNA
objects. In some implementations, CNA objects may be used by ecosystern members o confirm
engagernent-integrity during link exchange. In soroe implementations, PNA objects may be used

by ecosystem members to confirm engagement synchronization during link exchange.

CMA GENERATION AND ALLOCATION

6372} Insome implementations of a CG-ESP, the root DNA module 410 of a progenitor VDAX
ncludes a CNA module 412 that generates CNA objects. In some of these implementations, the
CNA module 412 of a progenitor VDAX (e.g., an ecosystem VDAX) generates a master CNA
object and allocates a respective umique subset of the master UNA object to each respective
member of a digital commumity (e g., enclaves, cohorts, and the hike}. In this way, each respective
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pair of ecosystem members may form a anigue relationship based on their shared portions of the
master CNA object. In some implemeniations, this unique correlation may be used to confirm
engagement integrity with one another during the link exchange.

[6373] Figwre 19 tllustrates an example configuration of a CNA module 412 for generating a
master CNA object and allocating CNA objects (o ecosystem commumnily members. It is noted
that the example process of FIG. 19 is provided as an exarople process for generating a roaster
CNA object. Additional CNA generation and allocation processes may be later developed and
may be used to generate UNA for an ecosystem.

[6374] At 1910, the CNA module 412 randomly generates a masier CNA modude. To some of
these iroplementations, the CNA module 412 generates 2 random bivary information data set,
CNAR, having a specific size, U. The size of U may be selected based on a number of factors,
such as the expected size of a digital community, the architecture of the system, the types of users
expected {e.g., family members, emplovees, general public, eic.), and/or any other factors. For
example, U may be 2% bits (~2MB), 2% (~1MB), 2% (~500 kB), or any other suitable size. The
CNA module 412 structures the random binary information data set, CNAR, into a master CNA
obiect. In some of these umplementations, the CNA module 412 mway reorganize CNAR by
selecting and enumerating unique binary vector segments, 5j of size V from the CNAR object to
obtain the master CNA object.  For exarople, in iroplementations, the CNA module 412 may
partition {NAR into a set of non-overlapping binary vector segments, §;, each of size V (e.g., V

= 8 bite, 16 bits, 1028 bits, 4096 bits or the hike}, for 0 <j < f,"' such that each respective segment,
$;. defines a respective ¥ portion of the master CNA object, and where % is an integer. In these
implementations, each respective portion of the CNA may be indexed with a corresponding value
from 0 1o ((%)—1}, such that the value “0” references the first portion of the master CNA object,

s

£

the value “17 references the second portion of the master CNA object, ..., and the value of ((“j)
U, , X . . . :

1) references the (-1;3““‘ portion of the master CNA object. As will be discussed below, in

implementations, the CNA objects of respective conuounity members may be derived from the
master CNA object, n part, by deternuning and assigning a unique codeword vector {also referred
to as a “codeword™) of length "l,i such that the bit locations of the 1s in the codeword vector
correspond 1o the respective portions of the master CN A object that are inherited by the respective

community member. For example, if a community members codeword vector is {1001 ... 01], the
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{NA object of the community member includes the {irst portion, the fourth portion,..., and the
U . . .
(;7)"“ portion of the roaster CNA object.

83751 At 1912, the CNA module 412 allocates CNA objects to one or roore digital community
members based on the master CNA object. In some implementations, the CNA module 412 1
configured to allocate a unique subset of portions of the master UNA object to each respective
digital community member, such that the CWNA objects of no two digital community members
have the identical subset of master CNA object portions allocated thereto.

16376} In implementations, the CNA module 412 may execute a code mapping function that
applies a code mapping fo generate unigue codeword vectors for respective comnumity members
{e.g., enclaves, cohorts, and the like). Inimplementations, a code mapping includes a basic binary
bit vecior index that respectively associates Z values (o a set of Z basic binary vectors {e.g, the Z
basic binary vectors are enomerated from 0 to Z2-1 (eg, i, 0 <7 £ Z-1))  In some
implementations, the value of Z may be selected such that the number of portions of the master
CNA object (ie., ;—) is a mudtiple of Z {ie,, i/i mod Z = (). In some of these implementations,
the basic binary vectors may be selected such that anv pair of the basic binary vectors {e.g., Ci and
C;, for 0 < 1, 3 <7} from the set of basic binary vectors possess unique addressable correlation.
Unique addressable correlation may refer to a property of a set of binary vectors when the
intersection of any pair of vectors {1.e, ({; AND €} is a unique vector. In implementations, the
basic binary bil vector index associates each respective basic binary veclor, Ci, with a
corresponding value between 0 and Z-1. For example, when Z = 4, the basic binary vector index
consists of ({00, {01}, [10], and {11]} and an example code mapping may be defined as {{00}->
Co, [01]-> Cy, [10}-> €, and [11]-> (s}, such that the code mapping maps any given two-bit value
1o a corresponding basic binary vector of the four basic binary vectors. As will be discussed with
respect to CNA allocation processes, the coding function may be used to generate unigque
codewords corresponding {o respective members of a digital community, whereby a respective
codeword corresponding to a digital community member provides an index to the portions of the
master CNA object that are allocated to the CNA object of the digital commumnity member,
{63777 FIG. 20 iHustrates an exarople process for aliocating a CNA object for a conumunity
member according to some implementations of the present disclosure. The process of FIG. 20 18
described as being performed by a CNA module 412 of a progenitor VDAX. It is appreciated that
a CNA module 412 roay be configured to execute alternative UNA generation processes without

departing from the scope of the disclosure. Furthermore, the process of FIG. 20 is described with
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respect 1o a single community member. Tt is appreciated that the CNA module 412 may be
configured to generate CNA objects for a virtually unbounded munber of community members,

[6378] At 2010, the CNA wodule 412 determnes a unique codeword for the ecosysiem
community member. As mentioned above, the codeword of the ecosystem community member
may be used as an index 1o the portions of the master CNA object that are allocated to the CNA

object of the digital commumity member. In some implementations, a codeword may be structured

as a binary vector of size f (1.2, the number of V-sized portions of the master CNA object). In
some of these implerventations, each respective bit of a codeword imdicates whether a
corresponding portion of the master CNA object 15 allocated to the comwunity member
corresponding to the codeword (e.g., with “17 indicating a particular portion is allocated to the
community rember).

(63791 Inimplementations, the CNA module 412 determines the codeword, CW, of the speaific
ecosystem member using one or more collision resistant processes {e.g., collision resistant hash
function). In some of these implementations, the CNA module 412 receives and/or assigns a
unique obtainable data set to the specific ecosystem member (e.g., credentials of the ecosystem
member), which may or may not be human readable. An obtainable data set may refer to any
digital information that other ecosystem member VIIAXS (e g., cohort VDAXs, enclave VDAXSs,
ecosystem VDAX) in the ecosystem have access (o, or may otherwise obtain during the link
exchange process. For example, a unique obtainable data set corresponding to a cohort VDAX of
a device associated with a human user {e.g., personal computing device, mobile device. wearable
device, and/or the like) mayv be information that is unique to the human user {e.g., a combination
of a name, email address, and/or phone number of the human user), where the information
countained o the data set is structured according to a defined format. In another exarople, an
obiainable data set corresponding to a cohort VDAX of a device (e.g., server, printer, IoT sensor,
smart appliance, and/or the like) or system of devices {e.g., cloud computing system) that may or
may not be associated with a single user may nclude information that is unique to the device or
system of devices {e.g., a combination of a MAC address of the devices or one or more of the
devices in a set of devices, a device name of the device or one or more of the devices in a set of
devices, and/or the like). It is noted that i implementations, the unique information that is
obtainable may be publicly available to any device, regardiess of its affiliation with the digutal
ecosyster, of may be obtainable by a limited number of entities {e.g., only by members of the
digital ecosysteny). In some implementations, the chtainable data sets of ecosystem members are

organized in “credentials” that are indexed in a data structure {e.g., an association table, a database,
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an index, or the like), such that credentials contaming the wnique information of any ecosystem
member may be obtained by a VDAX in the ecosystem by querying the device or system that
stores the data structure. I 1s appreciated that the unique obtainable data set of an ecosystem
member may be determined in any other suitable manner.

{3380} In implementations, the CNA module 412 mnputs the credentials of the ecosystem
member mio an encoding function that receives the credentials and outputs an unmmapped
codeword, CWa corresponding thereto.  In these example implementations, the ummapped

codeword is a binary vector, CWa, of fixed size, P, where:

e

Z
log,Z

g

p=

16381] For example, if U/V = 4096 and =4, then the encoding function is configured to ouipul
wnmapped codewords that are 2048 bits long; whereas if U/V=4096 and Z = 16, then the encoding
function outputs unmapped codewords that are 1024 bits long.  In some implementations, the
encoding function may receive the credentials of a community member and apply a hash function
{e.g., a collision resistant function, a pre-image resistant function, a second preimage resistance
function, or the like) to the credentials o obtain a P-bit vector. which may be referred to as an
“unmapped codeword”.

(6382} Inimplementations, the UNA module 412 inputs the unmapped codeword, CW,, into the
code mapping function {e.g., the example code mapping function provided in the description of
FI1G. 19), which outputs a codeword cotresponding to the digital community member. In some
implementations, the code mapping funciion initializes a binary vector, CWSa. In these
implementations, the code mapping function uses the unmapped codeword, CWa, as a sequence
of indices to the basic binary vectors, €, to construct the codeword by concatenating the specific
basic binary vectors indicated by the unmapped codeword, CW 4, 1o the binary vector CWSA. In
some of example implementations, the code mapping function processes subsegments of the
unmapped codeword starting {rom the least significant bit, where each subsegment of the
wmapped codeword is log, £ biis, which is the length of each entry in the basic binary vector
wndex. o some of these vuplementations, the code mapping function yway ideotify, for each
successive subsegment of the unmapped codeword {e.g.. each two bits of CWa), a basic binary
vector corresponding 1o the subsegment based on the value of the subsegment and the code
mappings defined in the code mapping function. In some of these implementations, the code
mapping function successively concaienates each identified basic binary vector to the binary

vector CWS 4. For example, if the code mappings of the code mapping function consist of: {{00]-
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> Co, [01}> Cp, [10}> Co, and {11]~> s} and first four bits of the unmapped codeword are
[1101.. 1, the code mapping function may first identify a first basic binary vector Cz based on the
first subsegment {11} of the unmapped codeword and roay concatenate Cs to CWS, (which is
initially null and contains no bits). The code mapping function may then identify a second basic
binary vector €y based on the second subsegment [01] of the unmapped codeword and may
concatenate the second basic binary vector, Ci, to CWS4. The code mapping function may
continue in this mwanner until CW 4 is processed 1 Us eotivety. It is appreciated that the CNA
module 412 may be configured to determine a codeword in other suitable manners and/or using
different code mapping functions without departing from the scope of the disclosure.

[6383F At2012, the CNA module 412 of the progemitor VDAX generates a CNA object for the
digital community member based on the codeword and the master UNA object. In some
implementations, the CNA module 412 allocates a unique subset of the master CNA object (o the
digital commumity member based on the codeword of the community member. In
wplergentations, the CNA module 412 may jmitially initialize a CNA object, CNAA, that s to be
assigned to the community member. In some of these implementations, the CNA object, UNA4,
has the same struciure as the master CNA object (e.g., a U x V matrix) and is initially populated
with zeros.

16384] In some of these implementations, the CNA module 412 may use the codeword vector
of the community member, CWa, as a sequence of indices to the respective portions of the master
CNA object. In these implementations, each bit location of the codeword references a respective
segment of the master CNA object, such that CNA module 412 may treat each bit location as a
flag indicating whether a corresponding portion of the master CNA object is allocated to the CNA
object of the community member. In implementations, the UNA modide 412 may, for each bit in
the codeword vecior, determine whether to allocate the corresponding postion of the master CNA
object to the based on the value of the bit. For example, if the value of biti s <17, then the CNA
module 412 allocates the (-1} portion of the master CNA object, Si1), to (i-1¥" portion of the
{NA object of the community member. In this example, if the value of bit; is 07, then the CNA
module 412 does not allocate the (i-1)™ portion of the master CNA object to the CNA object of
the community member. In this scenario, the CNA module 412 may fill an unallocated portion of
the community member CNA object with a random value. For exanple, the CNA module 412
may generate a random value and then perform one or more computational operations on the
random value to obtain a V-bit value, whereby the CNA module 412 adds V-but value to the (-
13" portion of the CNA object. For purposes of explanation, the foregeing may be referred to as

adding “noise” to the CNA object. In a specific example, the master CNA object may be S, 54,
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So,..., Sway, Swenl In this example, if the codeword of the community member, CWSa, is
[011...01], then the CNA module 412 generates the following CNA object, CNA 4 [Noises, Sy,
Sa...., NOISE@a, Sa-nl, where 81, 8, and Sy are allocated fo CNAA and NOISEs and
NOISE . are randomly generated bit strings of length V that are allocated to the 0™ and (U-2)™
portions of the UNA object respectively. The CNA module 412 may be configured to add
allocated portions of the master CNA object and/or vowse to the CNA object in any suitable
manoer.  For example. the CNA module 412 may use concatenation operations and/or
combinations of bit shifting and OR operations} to add allocated portions of the master {NA
object and/or noige to the CNA object. The CNA module 412 may then assign the generated CNA
object, CN A, to the respective digital commumnity member,

16385] It is appreciated that the foregoing description provides example implementations of
{NA generation and allocation. The techniques provided are provided for example only and new
manners for generating and allocation CNA may be later developed and implemented in a CNA

module 412,

PNA GENERATION AND ALLOCATION

[6386] Insomeimplementations of a CG-ESP, the root DNA module 410 of a progenttor VDAX
of a digital ecosystem includes a PNA module 414 that is configured to generate PNA objects for
members of the digital ecosystem {e.g., cohort VDAXSs, enclave VDAXs, and/or the ecosysiem
VDAX) In these implementations, PNA objects enable ecosystem members o confirm
engagement-eligibitity during link exchange by way of an eligibility synchronization process. In
some implementations, the PNA module 414 of the progenitor VDAX initially generates a masier
PNA object corresponding to the digital ecosystem and derives a unique PNA object for each
respective ecosystem member from the master PNA object based on the credentials corresponding
1o the ecosvstem member (discussed in greater detail below). Once a PNA object is generated, the
PNA object may be provided to the digital commumiy member via one or more digital mediums.
6387 FIG 21 dlustrates example tmplernentations {or allocating PNA objects to members of
a digital ecosystem. In these implementations, the PNA module 414 generates a master PNA
object and then derives and allocated PNA objects for respective members of the digital cohort.
For purposes of explanation, the roethod i1s explained with respect o generating a PNA object for
a cohort of a digutal ecosystem. The method of FIG. 21, however, may be executed to generale
PNA objects for other types of commumity members as well (e g.. enclaves, ecosystem, or the
like). The method of FIG. 21 15 described with respect to a PNA modide 414, Tt 15 appreciated that

the method may be executed by other suitable computing resources without departing from the
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scope of the disclosure. Furthermore, the techniques described in FIG. 21 are provided as example
means of generating PNA objects and that later techniques may be further developed.

16388] At12110, the PNA module 414 of the progenitor VIAX generates a master PN A object.
In some implementations, the master PNA object includes a secret component {denoted as PNAS)
and a public component, {denoted as PNAP). In implementations, the secret component, PNAS, of
the master PNA object is private and stored securely, such that only the progerutor VDAX has
access to PNAS In froplementations, PNAS includes a secret binary primitive polynomial of
degree M (denoted as g2 {x)), a secret M-bit value {referred to as a “secret value” and denoted as
d), and a secret object coroprising N pairs of M-bit random nurnbers. In some implementations,
the PNA module 414 may generate or otherwise deterrine the secret primitive polynomial, g (x).
It is noted that references the polvnomials and primitive polynomials refer to binary polynomials
and binary primitive polynomials respectively, unless otherwise stated. In some implementations,
the PNA module 414 may randomly generate an M-degree binary primitive polynomial, which
may be used as the secret binary primitive polynomial, g2 (x)). In implementations, the PNA
module 414 may randomly generate, or otherwise determine, the secret number d, such that o 1s
represented in a M-bit vector. In some implementations, the PN A module may randomly generate
the secret number, d, such that 4 is defined jn an M-bit vector. As noted, gf(x) is a hinary
primitive polynomial of degree M and d 15 3 M-bit number (e.g., M = 256},

[6389] Inimplementations, the secret object of the secret component, PNAS, includes N pairs of
M-bit values, which may be denoted as (£, £7,) fori= 1. N. In this example, t{,may be the first
M-bit vatue of the i pair and tf may be the second M-bit value of the i pair. Tt is noted that the
nuamber of pairs, N, of M-bit numbers may be equal o the nurnber of bits used to represent the
respective credentials of the respective members of the digital ecosystern. For example, if the
credentials of cohorts (e.g., once n a structured format, such as a fixed length vector or the hike)
are represented in 256-bit vectors then N=256. In some implementations, the PNA module 414
may randomly geverate each pair of M-bit values. In some of these iroplementations, the PNA
module 414 may generate each of the M-bit values with the condition that each of the M-bit values
is relatively prime to a specific value. For example, in some implementations, each of (¢ £/}
for i=1...N are relatively prime to {2¥-1)).

[639¢] In implementations, the public componant, PNAY, of the master PNA object is public
within the digital ecosystem, such that PNAY may be shared with any member {e.g.. cohort,
enclave, or the like) that 15 admitied to the digital ecosystem. In some of these implementations,

PNAPF is the same size as PNA® (e. 2., 16 KB, 8 KB, 32 KB, or the like}. In implementations, the

-
o2
U



10

20

30

WO 2022/169969 PCT/US2022/015109

public component, PNAT, of the master PNA object inchudes two initial M-degree binary primitive
polynomials, gé’o {x} and gé’j_ {x3, and a public object. In some of these implementations, the PNA
module 414 may generate, or otherwise determine, any two titial M-degree binary primitive
polynomials of degree M. In implementations, the public object of PNA” may include N-1 pairs
of M-bit values, which may be denoted as {tf o t,p . ) fori= 2. N. In this example, t{’ omay be the
first M-bit value of the i™ pair and tLp  may be the second M-bit value of the i" pair. In some
implementations, the PNA module 414 may randomly generate each pair of M-bit values. In some
of these implementations, the PNA module 414 may randomly generate each of the M-bit values
with the condition that that each of the M-bit values is relatively prime to a specific value {e.g.,
each of (t], t7,) fori=2... N are relatively prime to (2M-1)).

[6391] At2112, the CG-ESP allocates and distributes a PNA object for each respective member
of the digital ecosystem based on the master PNA object and unigue credentials of the ecosystem
member. For purposes of explanation, this step is described for a single cohort while noting that
the techniques disclosed may be repeated for any number of ecosystem members {e.g., other
cohorts, enclaves, or the ecosystem at farge).

[63%2] In implementations, the PNA module 414 generates a unique PNA object {devoted as
PNA;} for a respective cohort {e.g.. an i'" cohort) of a digital ecosystem based on the master PNA
object and credentials of the cohort.

[6383] In some implementations, the credentials of the cohort may refer to a data structure
containing data that is indicative of the cohort, where the credentials may or may not be human-
understandable. In some tmplementations, the credentials may be structured in a fixed-size bit
vector {e.g., an N-bit vector) that is unique to the cohort. Additionally or alternatively, the
credentials of the cohort may be transformed from a variable length vector into an N-bit vector
{e.g., using a transformation function) that is unigue to the cohort. In implementations, the PNA
module 414 may determine the credentials based on data received from a data source of many
potential tvpes of data sources (&.g., as discussed with respect to the CNA module 412 above).
[6394] In some implementations, the unigue PNA object, PNA;, of a cohort {e.g., an 1™ ¢cobort)
includes a secret ratio, t7/tf, a public binary primitive polynonual, G5 (s}, and the public
component, PNAP of the master PN A object. In these implementations, the PNA module 414 may
determine the secret value and public polvnomial specifically for the cohort based on the
credentials thereof In embodimnends, the PNA module 414 generates the public primitive
polynomial, Ge5a {(x),based on the secret primitive polynomial. g2(x),a secret value,t?,
obtained from the secret object, and the secret value d. In some of these implementations, the
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PNA module 414 may determine secret value, £, by applying a first mapping function to the
secret component, PNAS, of the master PNA component given the credentials of the cohort as
input. In these implementations, the first mapping function outputs the secret ratio, 7 /tf, as an
M-bit value. Tu some implementations the secrete ratio t7/t] can be derived from PNAS, PNAY,
and the credentials of the 1 cohort. For example, in some implementations, the PNA moduole 414
may obtain the credentials of the cohort in a fixed length vector (g.g., IC, = (b7, ..., b)) when
the credentials of the cohort 1s 256 bits Jong). The PNA module 414 may then select and combine
corresponding elements from the secrete object (£, £71) of the secret component, PNAS, based
on the values of the individual bits, b?, of the credentials to obtain a first value. 7 of the i cohort.
Sumilarly, the PNA module 414 may select and combine elements from the public object (tfo !,v )
of the public component, PNAT, according to the values of the individual bits, b/, of the
credentials of the cohort to obtain a second value, t7, of the cohort. The PNA module 414 may
then determine the secret ratio, £ /t/, of the i™ cohart given the first value, ££, and the second
value, t] of the cohort. H is noted that in some implementations, the first and second
values, t7 and t] are not shared with the cohort; rather, only the secret ratio 7 /] is shared with
the cohort.

[6395] In example mmplementations, the PNA module 414 may determine the public binary
primitive polynomial, Yisa (), by applying a second mapping function to the secret component,
PNAS, and the public component, PNAP, of the master PNA object given the credentials of the
cohort as input. In these implementations, the PNA module 414 may determine the public
primitive polynomial, §e5.q (x), based on the output of the second mapping function, the first
value, ff’, the secret value, d, of the secret component, PNAS, of the master PNA object, and the
secret binary primitive polynomial, g2 (x). of the secret component, PNAS,

6396 In umplersentations, the PNA mwodule 414 may allocate the resultant PNA object, PNA,
to the cohort, such that the cohort receives the public component, PNA®, of the master PNA object,
the secret ratio, t“tp , and the public binary primitive polvnomial, g t5-a O (eg, PNA =
[PNAP 7/ ¢f, G15.4 (01, Itis noted that any two cohorts i and j will be able to calculate a public
ratio z‘Lp /'2‘:}? based on the public object and the pair of public primitive polynomials, «9'50 {x) and
gifl (x), of the public component PNAF, of the master PNA object, and the credentials of the
cohorts 1 and .

(63977 As will be discussed, the PNA object may be used by a VDAX of the cohort during link
exchange to confirm engagement eligibility by performing ehigibility synchronization vis-3-vis
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another cobort of the commumty. For example, in some implementations the cohort VDAX of a
first cohort {e.g., “Cobort A”) may generaie a correlation vector, Cpna{A, B) when spawning a
link for and/or decoding a link from a second cohort {e.g., “Cohort B) based on the PNA object
of the first cohort and the credentials of the {irst and second cohorts {e.g., as described in greater
detail below).

[3398] The implementations of FIG. 21 are provided as example techmques for generating PNA
objects for the members of an ecosystem. It is appreciated that a progenitor YVDAX may be
configured to generate a master PNA object and PNA objects for ecosystem members in other
suitable manners without departing from the scope of the disclosure. It 1s further appreciated that
additional techniques for generating components of the master PNA objects and/or PNA obiecis

for ecosystem members may be later developed.

SEQUENCE MAPPING

133997  As discussed, sequence mapping mav refer to a set of operations that include “mapping
a sequence” into a genomic data object {e.g., an LNA object, an XNA object, or a ZNA object) 1o
obtamn a transformation value (TV) or a genomuc engagement factor (GEF). Generally, sequence
mapping is a computational process that receives a sequence, a genomic data object, and a set of
mstructions {e.g., GRI, instructions indicated by a window vector, or the like) and outputs a fixed
length vecior {e.g., a GEF or a TV) based thereon. For example, a sequence mapping module 440
may receive a sequence (PSS) {e.g , a public or private symmetric sequence taken from metadata
that is obtainable to ecosystem member and ecosystem member B {e.g., Cohort A and Cohort B))
and may determine the vector based on the sequence, a genomic data object that is assigned to
both A and B {e.g.. XNA, LNA, or ZNA)}, and sequence mapping insiructions that are shared
between A and B (denoted as D{A, B)). As will be discussed, the sequence mapping instructions,
D(A, B) may vary depending on the process that invokes the seguence mapping (e.g, hink
spawning/hosiing v. VBLS encoding/decoding) and the configuration of the CG-ESP of the
ecosystemn. In example implementations, D{A.B) may be GRI provided by A to B {e.g., during
link exchange or subsequent link updating), or instructions indicated by a “window” generated by
A when spawning a Hink {or B, or other suitable data stractures used by the sequence mapping
module 446 when performing a sequence mapping operation. As described elsewhere, sequence
mapping nstructions, such as GRI or istructions indicated by a “window”, may be ernbodied in
binary vectors and/or may embodied in parameterized instruction sets, such as a script or
executable code. Inthe later umplementations, the mstructions may be parameterized with values

{e.g.. randomly generated values to parameterized GRI or a randomly selected window to
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parameterize instructions used in link exchange-based sequence mapping}, such that the sequence
mapping instructions are varied for different relationships.  In implementations, a sequence
mapping function receives a genoric data object as input {e.g., LNA, XNA, and ZNA), where the
type of genomic data object depends on the process that invokes the sequence mapping process.
[3400] Tn some scenarios, the sequence mapping module 440 1s invoked to generate a genomic
engagement factor {GEF}e ., for VBLS generation). As discussed, a GEF may refer to a value
that 15 used to transform a digital object into a VBLS object. In implementations, the sequence
mapping module 440 mayv generate a GEF by “mapping” a sequence {e.g., a public sequence or a
private sequence) into a modified or unmodified genomic differentiation object {e.g., a modified
or unmodified XNA object or a modified or vnmodified ZNA object) given specific genomic
regulation instructions (GRI). It is appreciated that “mapping a sequence into” a modified or
wnmodified genomic data object may refer to a sertes of specified operations that are performed
on the sequence, GRI, and genomic data obiect to obtain a resultant value (e.g., GEF or TV}
[0481] o iroplementations, the sequence mapping wodule 440 may receive the GRI and &
genomic differentiation object as input {(which may be a modified or an unmodified genomic
differentiation object). In some implementations, the sequence mapping module 440 may further
receive the sequence that 1s to be mapped (which may be a pnivate sequence or a public sequence)
as input. Alternatively, the sequence mapping module 440 may receive a digital object {or VBLS
objecty and may be configured to extract the sequence 1o be mapped from the digital object {or
VBLS object).

6482} Itisnoted that in some implementations, sequence mapping jostructions {e.g, GRI or the
like} mav be generated by an ecosystern member and not shared with any other ecosystem
members. For example, where the sequence mapping is being performed within a trusted
execution environment {e.g., a processor is encoding and decoding instructions of a computer
program and/or related data used or output by the program at run~time), the GRI used to perform
sequence mapping within the trusted execution environment may be GRI that is not shared with
any other ecosvstem members, but rather that is only known to the VBAX {e.g., an EIC VDAX,
discussed below) that generated the GRI In some of these implerventations, an EIC VDAX may
generate the GRI, which the EIC VDAX uses to generate GEFs that are used by the EIC VDAX
to encode and decode the instructions and/or related data. As such, in some implementations the
GRI are not shared with any other VDAXs but are still used in the sequence mapping process {o
generate GEFs. Thus, while the exarople implementations of sequence mapping discussed below
discuss GRI exchanged between VD AXs, the techniques discussed may be applied to the scenario

where a VDAX is performing the sequence mapping using GRI {or sther suitable sequence
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mapping instructions) that are only known to the YDAX. Tn such scenarios, descriptions of
techniques performed using GRI {or other suttable sequence mapping instructions) exchanged
between communily members may be applied to handle these scenarios when configuring a
sequence mapping module/CG-ESP that generates GEFs and/or transformation values using GRI
{or other suitable sequence mapping instructions) that were generated and secretly stored by a
single conwnunity member (e.g., EIC VDAX). There are other scenartos where certain GRI s not
exchanged with any other ecosystern moerubers, such as when notarizing a material data block
{MDB), as discussed below. For purposes of explanation, the term “secret GRI” or “secret
instructions” may refer to instructions that are not shared with any other ecosystem members.

1640637 Analogous to a GEF, a transformation value (TV) may refer to a value that 1s used to
transform genonuc engagement carge (GEC) during link spawning, which facilitates the secure
link exchange process. In some implementations, the sequence mapping module 440 may
generate a transformation value by “mapping” a sequence {e.g., a public sequence or a privaie
sequence) ito a roodified genomue correlation object {(e.g.. a modified LNA object) given a
“window” exiracted from the genomic correlation chject (as discussed with respect to link
exchange processes). In implemeniations, the sequence mapping module 440 may receive the
window and a genomic correlation object {e.g., LNA object) as input (which may be a modified
or an unmoditied genomic differentiation object} In some implementations, the sequence
mapping module 440 mayv further receive the sequence that is to be mapped as input. For example,
in some implemeniations the sequence mapping module may receive a mapping sequence that is
generated by the hink module 430 {e.g., a value derived from the window and GRI generated
during the link spawning processes). Alternatively, the sequence mapping module 440 may be
configured to receive input values (2., a window and GRI} and may be configured to generate
the mapping sequence from the inpul values using a set of computational functions. ¥t is noted
that the term “transformation value™ may be used with respect to other tvpes of operations, such
as when generated to modify a genomic differentiation object or a genomic correlation object.

[3404] In some implementations, the sequence mapping module 440 generates GEFs and TVs
using the same sequence mapping process. In these mmplementations, the sequence mapping
module 440 may receive a sequence {e.g.. a private sequence or a public sequence) and a genomic
data object (e.g., an LNA object, an XNA object, or a ZNA object) and may output a
transformation value (e.g., in the case that an LNA object is received) or a GEF (2.g., in the case
that an XNA or ZNA object is received) using the same series of computational functions.
Alternatively, the sequence mapping process used to generate transformation values and the

sequence mapping process used to generate GEFs may be different processes. The examples of
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FIGS. 22 and 23 depict different vartations of sequence mapping processes that may be used to
generate transformation values and/or GEFs.  As can be appreciated, the sequence mapping
processes may be cipher-based, cipherless, or hvbnid. I is appreciaied that additional or
alternative sequence mapping processes may be implemented in a CG-ESP without departing from

the scope of the disclosure.

SEQUENCE MAPPING INTG UNMOBIFIED GENOMIC DATA ORIECT

3405} FIG. 22 iHustrates an example method for generating a sequence. In these example
implementations, the sequence mapping module 440 receives an unmodified genomic
of computational functions. For purposes of explanation, the process is described as generating a
GEF based on a sequence, an unmodified genomic differentiation object (e.g, XNA or ZNA) and
GRI. The process may be adapted for generating TVs by substituting windows for GRI and an
wnmodified correlation object (e.g, LNA object) for an unmodified genomic differentiation
obiect. The sequence mapping process of FIG 22 may be performed in a cipher-based manner, a
cipherless maoner, or a hvbrid manner.

[8406] A12210, the sequence mapping module 440 obtains sequence mapping data, including a
genomic differentiation object, GRI, and a sequence. In implementations, the input to the sequence
mapping module 440 may include a genowic differentiation object (e.g., XNA or ZNA) and GRL
In the example of FIG. 22, the genonuc differentiation object has not been modified and is
wndifferentiated from the enclave-specific or ecosystem-specific genomic differentiation object.
In some implementations, the GRI correspond to a specific relationship that the host VDAX has
formed with another sufficiently correlated digital ecosystem member. Alternatively, in some
implementations, the GRI is secret GRI that has not been exchanged with another ecosystem
member.

64677 In some implementations, the sequence may be a symmeiric sequence, such that the
sequence is obtainable bv both VDAXs Tu iroplementations, the sequence may be a public
sequence or a private sequence. In some examples provided below, “PSS” may refer to any type
of sequence. As noted, a sequence may be a public sequence or a private sequence, where “PBS”
may refer to a public sequence and “PVS” may refer o a private sequence. In implementations,
the sequence, PSS, is provided to the sequence mapping module 440 as mput. Alternatively, in
some implementations the sequence is exiracted by the sequence mapping module 440, In these
immplementations, the sequence mapping module 440 s configured to extract a specified set of bits

{e.g.. as defined in the configuration of the sequence mapping module 440 and/or a5 defined in
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the GRI}. For example, in the case of a digital object {or a corresponding VBLS object), such as
a data packet (or a corresponding VBLS-encoded data packet}, a set of bits may be exiracted from
a defined set of bit Jocations of one or more packet beaders. In these implementations, the
sequence may be selected from the unencoded portion of the digital object. In this way, the
symmetry of the sequence may be maintained through the encoding and decoding process.

[0408] At 2212, the sequence mapping roodule 440 transforms the sequence, PSS, into a
sequence conversion vector (SCV) based ov the GRI. In sorse oplementations, PSS roay be
transformed ino the SCV using a transformation function that includes a set of one or more

computational functions. In implementations, SCV may be determined according to:

SCVepi= Fleog{PSS)

where F1 is a transformation function (which may be referred to as a “sequence transformation
function™) that receives the sequence, PSS, as input and transforms PSS using the one or more
computational functions to obtain SCV. In embodiments, the sequence transformation function
may be cipher-based {e.g., keved-disambiguation, encryvption, and/or other keved-reversable
computational functions), cipheriess {e.g., hash functions, a serigs of parameterized combination
of cychic shift and/or XOR functions, one-way non~reversable functions, and/or the like), or hybrid
functions {(some combination of cipher-based and cipherless functions). In some implemeniations,
the sequence transformation function receives the PSS and the GRI and execuies one or more
computational functions {e.g., cipher-based function(s) and/or cipherless function{s))}, resulting in
the SCV. Tt 15 noted that the size of SCV may be defined by as part of the CG-ESP’s default
configuration and/or in GRI, whereby larger SCVs may be used to enhance the overall security of
the CG-ESP. For purposes of explanation and example, SCV is described as a 256-bit vector,

64091 In some implementations, the sequence transformation function, F1, may be included in
a standard configuration of the sequence mapping module 440, Alternatively, the GRI may
indicate a particular configuration that is to be used to transform the PSS into the SCV. For
exarople, a set of n bits i the GRI may indicate a specific transformation technique (e.g., which
computational {unctions} {0 use to convert PSS, Additionally or alternatively, the GRI may inclade
specific instructions that, when executed, transform the sequence info the SCV.  In some
implementations, the GRI may indicate parameters that are used to convert PSS, For example,
the GRI may indicate a key to use when performing a cipher-based transformation of PSS, secure
modification parameters (SMP) that are used fo parameterize cipherless operations {e.g., a
combination of cyclic shift and XOR functions), an mput to a hash function, and/or the like.
Additionally or alternatively, the transformation function may be configured 1o combine the
sequence and the GRI {e.g., (PSS || GRI)) and to transform the combined sequence and GRI using
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the set of one or more compuiational functions to obtain SCV. Tt 1s appreciated that additional or
aliernative techniques may be applied by the sequence mapping module {o determine the SCV
given an nput sequence.

[6410] At 2214, the sequence mapping module 440 maps the unmodified genomic
differentiation object based on the SCV to oblain a mapped differentiation object. In some
vnplergentations, the sequence mapping uodule 440 maps the genomac differentiation object
{e.g., XNA or ZNA)Y into N binary vectors based on the SCV to obtain a mapped genomic
differentiation object {denoted as{Syxna. Soxna - Syxnal) o some broplementations, the

sequence mapping module 440 executes a mapping funciion, F2, as shown below:

[5].,}(}\1'1!) SZ,X{\}A nees ‘S.I\J,XN}‘:} = FZ({RI’ (XNI/& SC“"I)

[6411] It is appreciated that the mapping function (denoted as F2 above) roay be configured in
different maoners. In some implementations, the manner by which the mapping function, F2, is
configured is at least partially defined in the GRI. In these implementations, the manner by which
the mapping function maps the unmodified genomic differentiation object may be designated
and/or parameterized by the GRI In some embodiments, the mapping function, F2, may be
provided as a default configuration.

6412} In some implementations, the mapping function, F2, may select a set of N vectors from
the genomic differentiation object based on the SCV 1o obtain a set of N vectors {denoted as
fAa A, Ay_q]or (Ag_, fori= 1. N} For exanple, in some implementations, the mapping
function, F2, mav select N vectors {4dg Ay, .., Ay_q] from the genomic differentiation object
based on N values indicated by the SCV. For instance, in some implemeniations, the mapping
function may separate STV into N sections {e.g., [s; 5, ... 5y], where the value represented by
the i section, s;, of the SCV indicates a starting location in the genomic differentiation object
from which the i vector is extracted. In these example implementations, the mapping function
may exiract a predefined number of bits starting from the ™ bit of the genomic differentiation
object to obtain a respective vector, Ag,. In some of these example implementations, the mapping

function, F2, may output [Ag, Ar,..., dy-1] as:

{S1ewa Saxna - Swgwal-
[6413] In some implementations, the mapping function may be configured to additionaily
modify each of the N vectors {4, for i= 1... N} according to a configuration of the sequence
mapping module 440 and/or based on the SCV and/or GRI to obtain the set of mapped binary
vectors {e.g., Ly, for i= 1. N} In these example inplementations, the mapping function, F2,
may output Lo, Ly...., Ly-q] a5 [SixnarSoxna - Swywal- In this way, the mapped genomic
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differentiation object (e.g., [Sixna S xna - -Syxnal), obiect may be further obfuscated to
increase the level of security of the CG-ESP. In these example implementations, the mapping
function may perform one or more computational functions on each of the N vectors (4, fori=
... N} to obtain the set of N mapped vectors (Ls,_ for = 1.. N}. For example, in some exanple
implementations, the mapping function may execute a respective cvclic shufl operation on each of
the N vectars, [Aq. Ax.... Awil, to obtain the N mapped vectors [Lo, Li.... Lx1]). In some of these
implementations, each respective cyclic shift operation that is applied to a respective vecior may
be pararneterized based on a value indicated by a respective segment of the SCV or the GRIE In

these example implementations, each vector 4g

s;., may be shifted by a value equal to Mi, where
M; is a value represented by the i section of the SCV or the GRL For example, in some
implementations the mapping function may cyclically bit shift each respective vector, A;, by M;
bits to the right. The value of Miroay be denved from SCV or GRI 1o any other suttable manner.
16414 It is noted that the foregoing are examples implementations of a mapping function for
mapping a genomic differentiation object based on an SCV and that alternative mapping functions
may be developed and implemented in 3 sequence mapping module 440, Furthermore, as the
exaraple roapping functions iroplementations are described with respect to XNA objects, the
descriptions above may be applied to map ZNA objects and/or LNA objects without departing
from the scope of the disclosure.

[6418] At 2216, the sequence mapping module 440 modifies the mapped differentiation object
using a set of computational functions to obtain a modified mapped genomic differentiation object
(also referred 1o as a “modified genomic differentiation object). For instance, in some
implermentations, the sequence mapping module 440 may inclade a modification function, F3, that
maodifies the mapped genomic differentiation object according to:

(s prxw 5} {,('\:A -5 ,';f(“u, 1= FlepeSxnar Sz na - Sy gna

where [S1 ey 4.50 v na- - Sy xwal denotes a modified genomic differentiation object having M rows.
In some implementations, the modification function, F3, modifies the mapped genomic
differentiation object based on the GRI. In some of these implementations, the modification
function, F3, modifies the mapped genomic differentiation object based on one or more
modification parameters {MP) that correspond to the GRI using a set of computational functions.
In some implementations, the modification parameters may be defined in the GRI or may
otherwise be indicated by the GRI. Additionally or alternatively, the one or more modification
parameters may include the SCV that was determined based in part on the GRI (e g, at 2122},

Additionally or alternatively, a modification parameter may be otherwise determined based on the
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GRI. In embodiments, the modification function, F3, may be configured in a cipher-based,
cipherless, or hybrid manoer. In umplementations, the modification function can output a set of
N modified vectors, [} ya 50 na- Shxnal
[3416] In some implementations, the modification function, F¥3., may be a cipher-based
modification function. In these implementations, the modification function may include a
disarnbiguation function and/or an encryption function that fransforms the mapped genomic
differentiation object wsing the modification value. In some of these 1mplementations, the
maodification function ¥3 may use the modification value as a key for disambiguation or
encryption. In these implementations, the modification function may apply the disambiguation
and/or  encrvption functions to  each wvector of the N wmapped vectors {eg,
Encrypt([Sy snaSozwa- - Snwxnal MP) or XOR ({81 gnaSozwa- - Snwxnal: MP)) to obtain the
N modified vectors, [$1%y a5 na . S¥xnal- As previously discussed, any number of different
encryption algorithms may be applied to the N mapped vectors to obtain the set of N modified
vectors. I is appreciated that the modification of the modified genonuc data object may be
performed on each of the N mapped vectors or to specified segments of the mapped differentiation
object.

(#4177 In some implementations, the modification function, F3, may be a cipherless
modification function that perform one or more cipherless computational functions on the set of
N mapped vectors information using a modification value. In some of these implementations, the
maodification function may include a hash function that is keyed by a modification parameter. In
these implementations, the hash function may be any suitable hash function that may be keyved
with a value. The hash function mav be applied to the individual vectors of the N mapped vectors
(e.g., Hashep (S xna,Sivizna b fori = LN, whereSy,, = 1) 1o obtain the N modified
vectors, [S{hwa-Styna - Sisnal)

10418} In some implementations, a cipherless modification funchion, F3, may execute a
combination of parameterized XOR and cvclic shift operations to the mapped genomic
differentiation object to obtain the modified genomic differentiation object. In some of these
implernentations, the XOR and cyclic shift operations are parameterized using a set of secure
modification parameters {SMP) that detine the manner by which bits are shifted and/or XOR’d
[n implementations, the SMP may be defined by the one or more modification parameters. In some
of these implementations, the modification function may apply the parameterized cipheriess
operations to mapped differentiation object {e.g.,

Cipherless Modif v{([SixnaSoxna. .- -Swgnal, SMP}) to obtain the set of N modified vectors,
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S nasna S gwal Tt is appreciated that the modification may be performed on each of the
N mapped vectors or to specified segments of the mapped differentiation object.

16419} In some implementations, the modification function, F3, may be a hvbnid modification
function. In these implementations, the modification function may apply these functions to each
vector of the N mapped vectors (e.g., Hybrid_Modif vop (IS xnar Sz xna- - Syxnal) to obtain
the N modified vectors, [S{hy 4.50 vva--- Shxnal. In these implementations, a hybrid modification
function may mclude at least one cipber-based operation and at least oue cipherless roodification
function. In some of these implementations, the hvbrid modification function may use a
modification parameier as input parameters to the cipherless and/or cipher-based functions.
0428} 1t is noted that the foregoing are examples imoplementations of a modification function
for modifying a genomic differentiation object and that alternative mapping functions may be
developed and implemented in a sequence mapping module 440, Furthermore, as the example
modification funciions implementations are described with respect to mapped XNA objects, the
descriptions above may be applied to modify mapped ZNA objects and/or mapped LNA objects
without departing from the scope of the disclosure.

[6421] At 2218, the sequence mapping module 440 converts the meodified genomic
differentiation object into a GEF. In implementations, the sequence mapping module 440 applies
a conversion function, F4, that receives the modified differentiaton object and converts the
modified differentiation object into a GEF using a set of computational operations. In these

implementations, a GEF may be determined aceording to:

GEF = FA([S{ine.S05wa - Stgnal)

04221 Depending on the configuration of the sequence mapping module 440, the conversion
function, F4, may be cipher-based, cipherless, or hybrid.  The conversion function may be
configured to output a vector of fixed size. For example, in some example irmplementations, the
conversion function may be configured to output a GEF of fixed length (e g., 128 bits, 256 bits,
512 bits, or the hikey. 1t is appreciated that the size of GEF may be a standard size defined in the
CG-ESP or mayv be indicated by the GRI (e g, a predetermuned subset of bits of the GRI). As
discussed, the larger the GEF the greater levels of secunity. In some implementations, the

conversion fumetion, F4, is a cipher-based function. For example, in some implementations GEF

may be determoined according to!

GEF = LMA(’GI{JileIvA | SYenatl 1iSHswa )
164231 In this example, the conversion function, F4, includes a block cipher-based message

authentication code {(CMAC) function that receives the GRI and the modified mapped
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differentiation object {e.g., concatenated vectors) and outputs the GEF based thereon, such that
GEF 1s of fixed length (e.g., 256 bits). It 15 appreciated that additional or alternative cipher-based
operations may be applied to the modified vectors to obtain the GEF without departing from the
scope of the disclosure.

[6424] Tn some implementations, the conversion function is a cipherless function. For example,

n sore tnplersentations GEF may be determined according to:

GEF = hashoss{S{ s || S2mall I S35 wa)

[3425] 1o these example implementations, the conversion function may concatenate the vectors
in the set of modified vectors ([SM s Sona. . SHnal) and then may apply a hash function {e.g.,
an image-resistant function) to the result of the concatenation operations to oufput a fixed length
vector, GEF. In the provided example, the hash function outputs 256-bit vectors. H is appreciated
that the conversion function may be configured to output vectors of different lengths {e.g, a 128~
bit hash value, a 512-bit hash value, or the like), however, without departing from the scope of the
disclosure. It is appreciated that the length of the GEF may be varied in this example and could
be equal to, less than, or greater than the length of the vectors in [S{ya.Stna... Shxnal Tt is
appreciated that the conversion function may apply additional or aliernative cipherless functions
to the modified vectors {0 obtain the GEF without departing from the scope of the disclosure.

[0426] Insomeimplementations, the conversion function, F4, 1s a hybnd function. For example,

in some implementations GEF may be determined according to:

GEF = Hashyz, (E“'CTYPIL'GRI(S;&NAH Sgﬁ:}(NAE ii‘rﬁ:xmA:})

64271 In this example implementation, the conversion function, F4, may concatenate each of
the roodified vectors info a single vector and may evcrypt the resuliant vector fo obtain an
encrypted vector. In the example implementation, the conversion function, F4, may then hash the
encrypted vector to obtain the GEF (e.g., a 256 bit GEF}. In the provided example, the hash
function outputs 256-bit vectors. Tt is appreciated that the conversion fumction way be configured
to output vectors of different lengths (e.g., a 128-bit hash value, a 512-bit hash value, or the like),
however, without departing from the scope of the disclosure. 1t s appreciated that additional or
alternative cipher-based and/or cipherless operations may be applied to the modified vectors to
obtain the GEF without departing from the scope of the disclosure.

16428] The foregoing method of FIG 22 provides example implementations of a sequence
mapping module 440, The techniques provided above are used to illusirate example
configurations of a sequence mapping modules 440, including example configurations of
functions {e.g., F1, F2, F3, and F4) that may be used in a sequence mapping module 440, It should
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be appreciated from the disclosure that additional or alternative techniques may be implemented
and apphied in a sequence mapping module 440 without departing from the scope of the disclosuare.
Furthermore, the technigues described above mav be applied to either XNA or ZNA {0 generate a
GEF. Furthermore, as mentioned above, the sequence mapping module 440 may be configured
in accordance with the techniques described above or with other suitable sequence mapping
operations to determune transformation values that are used during the hink exchange process. In
some of these implementations, the {echuniques discussed above mav be applied to generale
transformation values as well. In these implementations, the sequence mapping may obtain a
genonic correlation object {eg., an LNA object), a sequence, and a window. In these
implementations, the window roay be structured jo the same manner as the GRI, such that the
window is indicative of the information used to parform the sequence mapping operations. In
some of these implementations, the sequence that is obtained during link exchange may be avalue
that is generated by the link spawning VOAX and encrypied using the common genomic eligibility

wnformsation shared by the link spawning VDAX and the link hosting VBAX

SEQUENCE MAPPING WiTH MODIFED DNA

[642%] FIG. 23 illustrates an example process for performing sequence mapping according o
some implementations of the present disclosure. In the example of FIG. 23, the sequence mapping
module 440 obtains a modified genomuc differentiation object {e.g., roodified XNA or roodified
FNA) or a modified genonue correlation object {e.g., modified LNA) and determines a GEF or a
transformation value based thereon. For purposes of explanation, the example process is
described with respect to a genomic differentiation object and the sequence mapping modale 440
is producing a GEF.

[0430] At 2310, the sequence mapping module 440 obtains sequence mapping data, including a
maodified genomic differentiation object, GRY, and a sequence. In some implementations, the input
1o the sequence mapping module 440 may include a modified genomic differentiation object {e. g,
a modified XNA object or a modified ZNA object) and GRI For example, in some
implementations a VDAX may store the modified genomic differentiation object in memory,
whereby the modified genomic differentiation object was modified to generate or decode VBLS
with respect to a specific cohort or enclave of the digital communuty.

0431} As discussed with respect to FIG. 22, the GRI correspond to a specific relationship that
the host VDAX has formed with another sufficiently correlated digital community member and
the sequence is a symumelric sequence that may be a public sequence or a private sequence. In

some implementations, the sequence is provided fo the sequence mapping module 440 as input.
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Alternatively, in some implemeniations the sequence is extracted by the sequence mapping
module 440, In these implementations, the sequence mapping module 440 is configured to extract
a specified set of biis {e.g., as defined it the configuration of the sequence mapping module 440
and/or as defined in the GRI}. For example, in the case of a digital object, such as a data packet, a
defined set of bit values may be extracted from one or more packet headers, such that the
sequences. In some timplernentations, the sequence may be selected from the unencoded portion
of the digital object. In this way, the syrometry of the sequence may be maintained through the
encoding and decoding process by the respective VD AXs,

[6432] At 2312 the sequence mapping module 440 transforms the sequence, PSS, into a
sequence conversion vector (SCV) based on the GRI. Ag discussed with respect to FIG. 22, PSS
may be transformed into the SCV using a transformation function that includes a set of one or
more computational functions. Tn some tmplementations, the sequence mapping module 440 may
transform PSS into the SCV using a transformation function that includes a set of one or more

computational functions. In implementations, SCV may be determuned according to!

SCYepe= Flp (PS5)

where F1 is a transformation function (referred 1o as a “sequence transformation function™) that
receives the sequence, PSS, as input and transforms PSS using the one or more computational
functions. As discussed with respect to FIG. 22, the computational functions of the transformation
function, F1, may be cipher-based functions {(eg., disambiguation, encryption, and/or other
reversable computational functions), cipherless functions (e.g., keved-hash functions, executing a
series of parameterized combination of cyclic shift and/or XOR functions, and/or other suitable
one-way computational finctions), or hybnd functions {some combination of cipher-based and
cipherless functions). In some implementations, the sequence trans{ormation function receives the
PSS and the GRI and executes the computational functions, resuliing in the SCV. 1t is noted that
the size of SCV mav be defined by as part of the CG-ESP’s default configuration and/or in GRI,
whereby larger SCVs may be used to enhance the overall security of the CG-ESP. For purposes
of explanation and example, however, SCV 1s described as a 256-bit vector.

[6433] In some implementations, the sequence transformation function, F1, may be included in
a standard configuration of the sequence mapping module 440, Altemnatively, the GRI may
indicate a particular configuration that 18 to be used to transform the PSS mnto the SCV {e.g., the
first n buis of the GRI may indicate a specific fransformation technique (e.g., one or more particular
cipher-based functions and/or cipherless functions) to use to convert PSS,  In some
implementations, the GRI may indicate parameters that are used to convert PSS, For exampie,
the GRI mayv indicate a key to use when performing a cipher-based transformation of PSS, secure
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modification parameters (SMP) that are used to parameterize cipherless operations {(e.g., a
combination of cyehic shift and XOR functions), an mput 1o a hash fumction, and/or the like.
Additionally or alternatively, the sequence transformation function may be configured to combine
the sequence and the GRI (e.g., (PSS {| GRI}} and to transform the combined sequence and GRI
using the set of computational fumctions fo obtain SCV. H 15 appreciated that additional or
alternative techriques may be applied by the sequence rapping module to deternune the SCV
given an jnput sequence.

[0434] At 2314 the sequence mapping module 440 maps the modified genomic differentiation
object using the SCV to obtain a mapped differentiation object. In some of these implementations,
the sequence mapping module 440 includes a mapping function that roaps a modified genonice
differentiation object based on the SCV to obtain a mapped modified genomic differentiation
obiect {or simply a mapped genomuc differentiation object). In implementations, the sequence
mapping module 440 may execute the mapping function, F2, where the mapping function receives
the modified genore differentiation object and SCV as mput. In sorve of these implementations,

the sequence mapping module 440 may execute:

{g?fxmlgzwxm ---Sild,xz\i/;} = Flgp (XNA™, SCV)
where XINA™ is the modified XNA object that was provided as input to the sequence mapping
module 440 and [S¥ 4, SV na - Sicna] is the resultant mapped XNA object produced by the
mapping function, F2, given the modified XNA object and the SCV. In some iroplementation, the
mapping function, F2, may be configured in the same manner as was discussed with respect to
FI1G. 22. His appreciated that the mapping function, F2, may be configured in alternative manners

as well without departing from the scope of the disclosure.

[B438] As was discussed with respect to FIG. 22, in some implementations the mapping
function, F2, may select a set of N vectors from the modified genomic differentiation object based
on the SCV to obtain a set of N vectors (denoted as [Ag, Ay...., Ayq] or (Ag,_, fori= 1N} ).
For example, in some implementations, the mapping function may select N vectors [dg, 41.....
Ay 1} from the modified genomic differentiation object based on N values indicated by the SCV,
as was described with respect to FIG. 22, In some of these example implementations, the mapping
function, F2, may output [Ae, Ar...., A1) 85 [SP5na 52 wa o Shxwal.

[6436] In some implementations, the mapping function mav be configured to additionally
modify each of the N vectors (Ag,_ for i= 1. N} according to a configuration of the sequence
mapping module 440 and/or based on the SCV and/or GRI to obtain the set of mapped vectors
{e.g., Ly, , for=1... N} In these example implementations, the mapping function, F2, may output
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Lo kg Ly—al as [SPona: S wa - Shixnsl In this way, the mapped genornic differentiation
object, [ST5na SPna - Stignal, object may be further obfuscated to increase the security of the
CG-ESP. In these example implementations, the mapping function may perform one or more
computational functions on each of the N vectors (4g,_ fori=1... N} to obtain the set of N mapped
vectors {Lg,  for 1= 1. Nj{e.g, as was described with respect to FIG. 22).

{04377 It is appreciated that the foregoing provides example implementations of a mapping
function, F2, for mapping a modified genomic differentiation object using an SCV, and alternative
mapping functions juay be developed and irmoplemented m a sequence mapping module 440,
6438} A12316, the sequence mapping module 440 converts the mapped genomic differentiation
object into a GEF. In tmplementations, the sequence mapping modude 440 applies a conversion
function that receives the mapped differentiation object and converis the mapped genomic
differentiation object into a GEF. In some implementations, the sequence mapping module 440
may execute the conversion Runction, F4, as was described with respect to FIG. 22. In these

implermentations, the sequence mapping module 440 may determine the GEF according o

GEF =F4{[S i’v{fl\m 5. %\’Nﬁ. R S’IJW,(NAU

[6439] Diepending on the configuration of the sequence mapping module 440, the conversion
function, F4, may be cipher-based, cipherless, or hybrid. The conversion function may be
configured to output a vector of fixed size. For example, in some example implementations, the
conversion function may be configuwred to output a GEF of fixed length {e.g., 128 bits, 256 bits,
512 hits, or the like). 1t is appreciated that the size of GEF may be a standard size defined in the
CG-ESP or may be defined by the GRI. As discussed, the larger the GEF the greater levels of
security.

[6446] In some implementations, the conversion function, F4, is a cipher-based function. For

example, in some implementations GEF may be deternuned according to:

GEF = CMACgy, (5:%(NAH SPenatlo - 11S¥xna
[0441] In this exarople, the conversion function, F4, mcludes a block cipher-based message
authentication code (CMACL) function that recetves the GRI and the modified mapped
GEF 1s of fixed length {(e.g., 256 bits). It 15 appreciated that additional or alternative cipher-based
operations may be applied to the modified vectors to obtain the GEF without departing from the
scope of the disclosure. It 15 appreciated that additional or alternative cipher-based operations
may be applied to the modified vectors to obtain the GEF without departing from the scope of the

disclosure,
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[6442] In some implementations, the conversion function is a cipherless function. For example,

in some implementations GEF may be determined according to:

GEF = hashzss-(i%’”,’ wa ll S"MXM fj o [ Siwfxm)

[6443] In these example tmplernentations, the conversion function may concatenate the veciors
in the set of modified vectors ({SHh a5 nva. . Sinal) and then may apply a hash function {(e.g.,
an image-resistant function) to the result of the concatenation operations to output a fixed length
vector, GEF. Inthe provided example, the hash function ocutputs 256-bit vectors. Itis appreciated
that the conversion function may be configured to output veciors of different lengths (e g, a 128-
bit hash value, a 512-bit hash value, or the like}, however, without departing from the scope of the
discloswre. It is appreciated that the fength of the GEF may be varied in this example and could
be equal to. less than, or greater than the length of the vectors in [SMy .54 S¥nal Bt is
appreciated that the conversion function mayv apply additional or alternative cipherlfess functions
to the modified vectors to obtain the GEF without departing {rom the scope of the disclosure.

6444 Insome implementations, the conversion function, F4, is a hybrid function. For example,

in some implementations GEF may be determined according to:

GEF = Hash,z, (E'ﬁCT}’Pt(;R;’(S&NAH S¥snall - ib}tfxmx))

[6445] In this example implerentation, the conversion function, F4, may concatenate each of
the modified vectors wnio a siogle vector and may encrypt the resulfant vector to obtain ao
encrypted vector. In the example implementation, the conversion function, F4, may then hash the
encrypted vector to obtain the GEF (e g., a 256-bit GEF). In the provided example, the hash
function outpuls 256-bit vectors. It is appreciated that the conversion function may be configured
to output vectors of different lengths {e.g., a 128-bit hash value, a $12-bit hash value, or the like),
however, without departing from the scope of the disclosure. It is appreciated that additional or
alternative cipher-based and/or cipherless operations may be applied to the modified vectors to
obtain the GEF without departing from the scope of the disclosure,

[0446] The foregoing method of FIG 23 provides example implementations of a sequence
mapping module 440 The techniques provided above are used to illustrate example
configurations of a sequence mapping modules 440, including example configurations of
functions {e.g., F1, F2, F3, and F4) that may be used in a sequence mapping module 440, Tt should
be appreciated from the disclosure that additional or alternative techniques may be implemented
and applied in a sequence mapping module 440 without departing from the scope of the disclosure.
Furthermore, the techniques described above may be applied to either modified XNA or modified
ZMNA objects to generate a GEF. Furthermore, as mentioned above, the sequence mapping module
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440 may be configured in accordance with the techniques described above or with other suitable
sequence mapping operations to determine transformation values (TVs) that are used during the
link exchange process. In some of these iroplementations, the techniques discussed above may be
applied to generate transformation values as well. In these implementations, the sequence
mapping may obtain a modified genomic correlation object (e.g., a modified LNA object), a
sequence, and a window. In these implernentations, the window may be structured 1u the same
manoer as the GRI such that the window is indicative of the information used to perform the
sequence mapping operations. In some of these implementations, the sequence thai is obtained
during link exchange may be a value that s generated by the Hink spawning VDAX and encrypted
using the comwoon gevonuc eligibility information shared by the link spawning VBAX and the

link hosting VDAX.

LINK EXCHANGE EXAMPLES

04471 As discussed, the link module 430 may be configured to spawn and decode links in
accordance with some implementations of the present disclosure.  In implementations, the link
maodule 430 of a VDAX may leverage the genomic eligibihity object {e.g., a CNA object and/or a
PNA object) assigned to the VDAX to venify engagement eligibility with another VDAX dwring
the link exchange process. As can be appreciated from the present disclosure, the link exchange
process enables virtually unbounded hvper-scalable correlation--that is, the ability {or two
sufficiently affiliated ecosvstem cohorts to authenticate one another without a trusted thurd party
to participate in the authentication. In some implementations, hyper-scalable correlation may be
achieved using genomic correlation objects {e.g.. LNA objects) during the link exchange process,
whereby information used to spawn and host a link may be encrypled or otherwise transformed
using a correlation vector {e.g. Cona{AB) or Cena{AB)) that is indicative of the unique
correlation between the ecosystem cohorts exchanging a hink.

[6448] In some implementations, the link modude 430 confirms engagement eligibility using
CNA objects, a process which may be referred 1o as engagement correlation. As discussed, in
some implementations a CUNA object of the VDAX may be derived from a master UNA object,
which may be a randomly generated matrix. In these implementations, the master CNA object
may be private and inaccessible by any VDAX outside the progenitor VDAX. In some
mplernentations, the progentior VDAX determines a codeword vector corresponding to a unigue
obtainable data set corresponding fo a respective community member. In these implementations,
the progenitor VDAX may use the unique codeword vector of the respective comynunity member

to determune a unigue subset of the master CNA object to allocate to the respective cornmunity
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member and may generate a CNA object based on the allocated subset of the CNA object, as
described above. In some implermentations, the unique obtainable data set may be used by a
community merober as credentials of the comununity member, such that the credentials mav be
used by other community members to determine the codeword vecior of the ecosystem member.
In this way, any two community members {e.g., Cohort A and Cohort B) of the same ecosystermn
can both determune their own codeword vector and the codeword vector of the other convuunity
member based on the respective credentials of each comwpunity merber. In these
implementations, each of the community members may then generate a common correlation
vector based on an intersection of the codeword vectors of the two community members, whereby
the conunon correlation vector may be used to secure the link exchange process. For purposes of
explanation, C.(A, B) may refer {o a correlation vector that can be generated by a first community
member {e.g., Cohort A) and a second community member {e.g.. Cohort B) based on the first
credentials of the first, second credentials of the second commurity members, and the CNA object
of the first community member or the CNA object of the second community member. It is noted
that both the first commumiy member and the second community member is able (o generate the
same correlation vector, C.(A. B), using only their respective CNA object and the first and second
credentials.

[3449] In some implementations, the link module 430 confirms engagement eligibility using
PNA objects, a process which may be referred to as eligibility synchromization. In these
implementations, the link module 430 of a VDBAX may be configured to obtain a common
correlation vector Cpy (A, B) using PNA, as described n further detail below.

[3458] FIG. 24 illustrates an example link exchange process according to some implementations
of the present disclosure. The link exchange process may include link spawning and link hosting.
For purposes of explanation, ao example Iink spawoing process is described as being performed
by a link module 430 of a link spawning VI3AX 24072 and is depicted on the right side of FIG. 24.
Similarly, an example link hosting process is described as being performed by a link module 430
of a link hosting VDAX 2404 and is depicied on the left side of FIG. 24, It is appreciated that in
some iraplementations, some or all of the steps may be executed by other suitable modules of a
respective VDAX

[6451] In the example of FIG. 24, a link spawning VDAX 2402 generates a link containing
genomic regulation instructions {GRI) that s provided to a link hosting VDAX 2404, which the
link hosting VDAX 2404 decodes to obtain the GRI that are used to generate VBLS that is decoded
by the link spawning VDAX 2402. In the illustrated example, the link spawning VDAX 2402 and

the link hosting VDIAX 2404 are configured with the same CG-ESP configuration. The link
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spawning VDAX 2402 is assigned a first genomic data sef (e.g., a first CNA object and/or a first
PNA object, a first LNA object, and a first XNA object) and the livk hosting VDAX 2404 15
assigned a second genonue data set {e.g.. a second CNA object and/or a second PNA object, a
second LNA object, and a second XNA object). Assuming the link hosting VBAX 2404 and the
link spawning VDAX 2402 are members of the same digital ecosystem, a progenitor VDAX of
the digital ecosystermn may generate and assign the fust genomic data set to the link spawning
VAKX 2402 and the second genomic data set o the link hosting VDAX 2404, In these
implementations, the UNA objects and/or PNA objects of the link spawning VBAX 2402 and link
hosting VDAX 2404 are umque but correlated. Tn these implementations, the LNA objects of the
link spawning VAX 2402 and the link hosting VDAX 2404 may be the same LNA object when
the two communty members have a mutual identity of interest {e.g., as designated by a
community owner and enforced by the ecosystern VDAX),

34521 At 24190, the link module 430 of the link spawming VDAX 2402 determines a correlation
vector, C{A,B), indicating a umque correlation between the hnk spawning VDAX 2402 and a link
hosting VDIAX 2404. In some implementations, the link module 430 of the link spawning VDAX
2402 determines the correlation vector Cona{A,B), based on first credentials corresponding to the
hink spawning VIDAX 2402, second credentials corresponding to the link hosting VAKX 2404,
and a first CNA object assigned to the link spawning VDAX 2402, In some implementations, the
link spawning VD AX 2402 and the link hosting VDAX 2404 exchange credentials that are unique
to the respective commurity members represented by the link spavwning VBAX 2402 and the link
hosting VDAX 2404, For example, fitst credentials of the link spawning VDAX 2402 may
include information relating to the community member (e g., a first cohort) represented by the link
spawning VDAX 2402 and second credentials of the link hosting VDAX 2404 may include
information relating to a second community member {e.g., a second cohort) represented by the
hink hosting VIDAX 2404. In some implementations, the link spawning VIDAX 2402 may provide
the first credentials to the link hosting VDAX 2404 and the link hosting VD AX 2404 may provide
the second credentials to link spawning VDAX 2402, Alternatively, the VDAXs may obtain the
credentials of the other convounily from a data source that maintains the obtamable mformation
of the respective conumunity members.

[0453] In some implementations, the link module 430 of the link spawning VDAX 2402
determines a first codeword vector corresponding to the link spawning VDAX 2402 based on the
first credentials by applving the code mapping function to the first credentials. In these
implementations, the code mapping function receives the first credentials and outputs the unique

codeword vector corresponding to the first commumnity member represented by the link spawning
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VDAX 2402 (e.g., as described elsewhere in the disclosure).  Similarly, the hink module 430
determines a second codeword vector corresponding to the link hosting VDAX 2404 based on the
second credentials of the commuuity roeruber represented by the link hosting VDAX 2404, In
some of these implementations, the link modide 430 may apply the same code mapping funciion
to the first credentials and the second credentials. The link module 430 may then determine an
mntersection vector based on the first codeword vector and the second codeword. For example,
the link module 430 may determine ap intersection of the first codeword vector and the second
codeword vector (e.g., Codeword{ A} AND Codeword(B}} to obtain the intersection vector.
[6454] In someimplementations, the intersection vector is a sequence of indices (o the respective
portions of the master CNA object of the digital ecosystem that are convvonly shared by the
respective CNA objecis assigned to the respective digital ecosystem members represented by the
link spawning VDAX 2402 and the hink hosting VDAX 2404, As will be discussed below, the
fink hosting VD AX 2404 15 also configured to calculate the same intersection value based on the
first credentials and the second credentials. In this way, both the link hosting VDAX 2404 and
the link spawning VDAX 2402 can calculate the same intersection vector; and because the
intersection vector indexes respective portions of the master UNA object that are allocated to both
the CNA objects of the link spawning VIBAX 2402 and the link hosting VDAX 2404, both the
fink hosting VDAX 2404 and the link spawning VI AX 2402 can extract the common portions of
the UNA object from their respective UNA objects.

[0435]  In implementations, the link module 430 of the link spawning VDAX 2402 extracts the
pottions of the CNA object indicated by the mtersection vector and concatenates those portions {o
obtain a binary vector. lIn some implementations, this resultant vector may be used as the
correlation vector, Cona(AB). In other implementations, the resultant vector mayv be modified
using one or more computational functions to obtain the correlation vector, Cona{A,B).

[6456] 1tis appreciated that the link module 430 of the link spawning VIOAX 2402 may gensrate
the correlation vector C{A, B} in other suitable marmers without departing from the scope of the
disclosure.  In some implementations, the link module 430 of the link spawning VDAX may
deternune a PN A-based correlation vecior, CpnalA, B) based on a PNA object assigned to the link
spawning VDAX 2402 and engagement mformation corresponding to the commurity member for
which the link is being spawned (e.g., the credentials and a public primitive polvnonual of the link
hosting VDAX). Examples of PNA-based generation of comrelation vectors are discussed in
greater detail below.

164577 At 2412, the link module 430 generates a set of zone references. In some

implementations, a zone reference may refer to a value that indicates a portion of an LNA object.
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For example, a zone reference may be a value that indicates a starting bit focation of a portion of
the LNA object, where the portion has a specified bit size. In these example implementations, the
link module 430 roay randomly generate M zoue references, where each zone reference is a value
that is less than the number of zones in the LNA object and greater than or equal o zero.

[3458] At 2414, the link module 430 generates a window based on the genomic correlation
obiect and the zone references. in some tmpleroentations, the link module 430 of the link spawning
VIAX 2402 moay extract M zones from the LNA object indicated by the M zone references to
obtain a set of M vectors (e.g., [ Ly ... Ly 1) Insome implementiations, the window is structured
as a binary vector of fixed length. In some of these implementations, the link module 430 may
concatenate the M vectors to obtain the window. In some implementations, the link module 430
may concatenate the M vectors and then may apply a transformation function {o the concatenated
vectors to obtain the window. For example, in some of these implementations the link module
430 may apply a pre-image resistant transformation function to the concatenated vectors to obiain
the window. In some of these implementations, the link module 430 may include mformation that
is unique to the link spawning VDAX and the link hosting VDAX 2404 as input to the pre-image
resistant transformation function. For example, the link module 430 may include the respective
credentials of the link spawning VIAX 2402 and the link hosting VDAX 2404 {or values derived
therefrom} as input to the pre-tmage resistant transformation function to obtain the window. It is
appreciated that the window may be determined in other sutiable manners,

[B459] At 2416, the hnk module 430 generates genomic regulation instructions {GRI} 1o be sent
to the link hosting VDAX 2404, In implementations, the link modude 430 generates genomic
regulation instructions that are generated for specifically for the link hosting VDAX 2404, such
that the link hosting VI AX 2404 uses the GRI when generating VBLS that is decipherable by the
hink spawning VIDAX 2402, In some ioplementations, the GRI may be represented as a binary
vector of fixed length, L, {e.g., 256 bits, 512 bits, or the like}). In some implementations, the link
module 430 may generate the GRI by randomly generating a binary vector of length L. In these
wplergentations, the link module 430 may generate a random value greater than or equal 1o 0 and
less than 2%, where L is the length of the randomly generated binary vector.

[6460] In some implementations, various portions of the hinary vector containing the GRI may
be mapped to nstructions that are used by the link hosting VDAX 2404 when generating VBLS
for the link spawning VIBAX 2402 and by the link spawning VIDAX when deciphering VBLS
from the link hosting VDAX 2404 18502 Non-imiiing examples of instructions that may be
indicated by the GRI may include sequence selection parameters that indicate how to extract a
public or private sequence for sequence extraction (e.g., which bits of a digital object, how many
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bits to extract, and/or the like), configuration parameters that indicate which computational
functions to ase when performing various tasks {e.g., which functions to use when generating a
GEF or transformation value, which functions to use when transforroing a digital object, which
functions to use when transforming a genomic data object, and/or the like), and/or input
parameters {e.g., a value used to modify a gepomic data object when performing sequence
mapping, secure modification parameters (SMP), and/or the like.. Tn some iraplementations, the
link module 430 of either VDAX may be configured to extract specific portions of the GRI binary
vector and, for each extracted portion, determine an instruction associated with the value defined
in the exiracted portion {e.g., using an association table, index, or the like).

[6461] At 2418, the link module 430 generates a sequence based on the window and the GRL
In some 1mplementations, the link module 430 generates the sequence by combining the window
and the GRI. For example, the link module 430 may concatenate a window vector to a GRI vector
or vice~versa to obtain the sequence. Alternatively, the link module 430 may apply a pre-image
resistant fumction {or any other suitable computational one-way function) {0 a combination of the
GRI and the window to obtain the sequence. The link module 430 may determine a sequence
based on the window and the GRI in other suitable manners as well. In some implementations, a
sequence generated using the window and the GRI may be used by the hink hosting VDAX 2404
430 to validate the integrity of the link (as discussed further below).

{34621 At 2420, the link module 430 obtains a transformation value based on the sequence and
the window. In implementations, the link module 430 provides the window, the sequence, and
the LNA object to the sequence mapping module 440. The sequence mapping module 440 may
determune the transformation value based on the window, the sequence, and the LNA object{e.g,
as described above). In some of these implementations, the sequence mapping module 440 may
be configured process the window to extract specific portions of the window and, for each
extracted portion of the window, determine an associated instruction that is used for generating
the transformation value given the sequence and the LNA object. It is noted that the sequence
mapping examples deseribed above where described with respect to the generation of a GEF given
GRI, a sequence, and a genomic differentiation object.  As was discussed, those various
implementations are adapted to generate transformation values given a window, a sequence, and
an LNA object.

{8463} At 2422, the link module 430 generates a link based on the sequence, GRI, the
transformation value, the zone references, and the correlation vector. In these implementations,
the link module 430 may transform the GRI using the transformation value to obtain transformed

GRI. The link module 430 may further transform the zone references using the correlation vector
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1o obtain transformed zone references. In these implementations, the link includes the sequence
{unencoded), the transformed zone references, and the transformed GRL

[6464] In imoplementations, the link module 430 transforms the GRI using the travsformation
value. In some implementations, the link module 430 may transform the GRI using an encrypiion
function, whereby the GRI may be encrypted using the transformation value as a key. In some
vnplergentations, the link module 430 transforms the GRI using a disamobiguation funchion,
whereby the GRI may be XORed with the transformation value. In some of these implementations,
the link module 430 may provide the GRI and the transformation value to the transformation
module 450, which executes the transformation function on the GRI given the transformation
value.

16465] In implementations, the link module 430 transforms the zone references using the
correlation vector. In some implementations, the link moduale 430 may transform the zone
references using an encryption function, whereby the zone references may be encrypted using the
transforroation value as akey. Insome implementatiouns, the link module 430 transforyos the zone
references using a disambiguation function, whereby the zone references mav be XORed with the
transformation value. In some of these implementations, the link module 430 may provide a zone
reference vector indicating the set of zone references and the correlation vector to the
transformation module 430, which executes the transformation function on the zone reference
vector given the correlation vector,

[0466] At 2424, the hink spawning VDAX 2402 provides the transformed zone references, the
transformed hink, and the sequence to the link hosting VD AX 2404, In some tnplementations, the
link spawning VIDAX 2402 may use separate channels {e.g., networks, communication mediums,
and/or the like) to provide the transformed zone references, the transformed link, and the sequence
1o the hink hosting VDAX 2404, For example, in some implementations the link spawning VDAX
2402 may provide the transformed zone references via a first channel {e.g., via a LAN) and may
provide the sequence and the transformed GRI using a second channel {e.g, via a cellular
network). In other implementations, the link spawning VDAX 2402 provides the transformed
zone references, the transformed link, and the sequence to the hiok hosting VIDAX 2404 using the
same channel. As discussed, the forgoing data may be collectively referred o as “genomic
engagement ¢argo’.

8467} The hink hosting VDBAX 2404 may receive the genomic engagement cargo provided by
the hiok spawning VDAX 2402 and may execule a link hosting process based on the received
genomic engagement cargo. Example implementations of link hosting processes are described

further below.
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[6468] As 2426, the link hosting VDAX 2404 receives the genomic engagement cargo {e.g.,
transformed zone references, the transformed hink, and the sequence) from the hnk spawning
VDAX 2402, As discussed above, the transformed zone references, the transformed hink, and the
sequence mayv be received via one or more channels.

34687 At 2428, the link module 430 of the link hosting VDAX 2404 determines a correlation
vector indicating a unque correlation between the ink hosting VIDAX 2404 and the link spawning
VIAX 2402, To implementations, the link module 430 may generate the correlation vector in the
same manner that was used by the hink spawning VDAX 2402 to generaie the correlation vector.
For example, in some implementations the link module 430 may obtain the first credentials of the
hink spawning VI2AX 2402 and the second credentials of the link hosting VIDAX 2404 and may
determine the correlation vecior based on the first credentials, the second credeniials, and a second
CNA object of the link hosting VDAX 2404, In these implementations, the correlation vector
references portions of the master CNA object that are common to both the link spawning VDAX
2492 and the Hiok hosting VDAX 2404, As such, the livk moodules 440 of both the link spawning
VIAX 2402 and the link hosting VDAX 2404 will generate identical correlation vectors, provided
they are eligible {0 engage (e g, are from the same digital ecosystem).

1647G6]  As was discussed with respect to the link spawning VDAX 2402, the link module 430 of
the link hosting VIDAX 2404 may generate the correlation vector in other suitable manners. For
example, in some implementations the link module 430 of the link hosting VIDAX 2404 may
determine a corvelation vecior, Cena(B,A) based on a PNA object assigned to the link hosting
VDBAX 2404, credentials corresponding to the community member represented by the link hosting
VIAX 2404, and engagement information corresponding to the community member represented
by the link spawning VDAX 2402, In these implementations, the correlation vector, Upna(B,A),
generated by the link hosting VDAX 2404 will match the correlation vector, Crua( A, B} generated
by the hnk spawning VDAX 2402 only if the respective VDAXs have access o the secret
components of their respective PNA objects. Put ancther way, malicious entities atterapting to
use the public engagement information of a valid commumity member will be unable to recreate
the correlation vectors without having access o the secret components of the conununily
member’s PNA object. Examples of PNA-based generation of correlation vectors are discussed
in greater detail below.

6471} At 2430, the link module 430 of the link hosting VDAX 2404 decodes the transformed
zoue references using the correlation vector to obtain the set of zone references. As discussed, the
link module 430 of the link spawning VDAX 2402 may transform the set of zone references using

a transformation function (e.g., an encryption function or a disambiguation function {XOR}) using
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the correlation vector as the transformation value. As such, the link module 430 of the link hosting
VDAX 2404 may decode the transformed zone references using the correlation vector as the
trans{ormation value. For instance, in implementations where the travsforroed rone references
were encrypted by the link spawning VDAX 2402 using the correlation vector, the link module
130 of the hink hosting VDAX 2404 may decrypt the transformed zone references using the
correlation vector to obtain the set of zove references. fn oplemerntations where the transformed
zone references were transformed by the link spawning VDAX 2402 using a disambiguation
function, the link module 430 of the link hosting VDAX 2404 may disambiguate the transformed
rone references using the correlation vector {e.g, XOR of the transformed zone references and
the correlation vector) to obtain the set of zone references.

164721 At 2432, the link module 430 of the hink hosting VD AX 2404 generates a window based
on the genomic correlation object and the set of zone references. In some implementations, the
fink module 430 of the hink hosting VDAX 2404 uses the same techniques employed by the link
spawning VIAX 2402 to generate the window. For example, in some iroplementations, the link
module 430 of the link hosting VDAX 2404 mayv extract M zones from the link hosting VDAX
2404’s LNA object indicated by the M zone references o obtain a set of M vectors (eg., |
Ly oo by 1) In some of these implementations, the link module 430 mav concatenate the M
vectors to obtain the window. In some implementations, the link module 430 may concatenate
the M veetors and then may apply a transformation function to the concatenated vectors to obtain
the window. For example, in some of these implementations the hink module 430 may apply a
pre-image resistant transformation function to the concatenated vectors to obtain the window. In
some of these mplementations, the link module 430 may include information that is unigue to the
hink spawning cohort and the link hosting cohort as mput (o the pre-image resistant transformation
function, such as the respective credentials of the hink spawning VIDAX 2402 and the link hosting
VDAX 2404 (or values derived therefrom). It is appreciated that the window may be determined
in other suitable manners, so long as the link spawning VDAX 2402 and the hink hosting VDAX
2404 are able to geverate the same window when bhaving identical or otherwise sufficiently
correlated ENA objects.

8473} At 2434, the link module 430 of the link hosting VD AX 2404 obtaing a transformation
value based on the sequence and the window. In implerentations, the link module 430 of the link
hosting VDAX 2404 obtains the transformation value by the same operations performed by the
link module of the link spawning VDAX 2402, For exanple, in some nmplementations the link

module 430 provides the window, the sequence, and the LNA object to the sequence mapping
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modide 440, which determines the transformation value based on the window, the sequence, and
the LNA object {e.g., as described above).

16474] At 2436, the link module 430 decodes the transformed GRI using the transformation
value to obtain the GRI In implementations, the link module 430 of the link hosting VDAX 2404
decodes the transformation value using the inverse operations performed by the link module 430
of the hink spawning VDAX 2402, As discussed, the Jink module 430 of the bink spawiing VDAX
2402 may transform the GRI using a transformation function {e.g., a decryption function or a
disambiguation function {X0R)) based on the transformation value. As such, the link module 430
of the link hosting VDAX 2404 may decode the transformed GRI using the transformation value
determined at 2436, For instance, n vnplernentations where the transformed GRI were encrypted
by the link spawning VDAX 2402 using the transformation value as the encrypiion key, the link
module 430 of the link hosting VDAX 2404 may decrypt the transformed GRI using the
transformation value to obtain the decoded GRI. In implementations where the transformed GRI
were transformed by the link spawning VDAX 2402 using a disambiguation function, the link
module 430 of the link hosting VDAX 2404 may disambiguate the transformed GRI using the
transformation value (e.g, XOR of the transformed GRI and the transformation} {o obtain the
decoded GRL

16475] At 2438, the link module 430 of the link hosting VD AX 2404 validates the integrity of
the link based on the decoded GRI, the window generated by the link hosting VDAX 2404, and
the sequence recetved from the link spawning VBAX 2402, In some implementations, the link
maodule 430 of the link hosting VDAX generates a validation sequence based on the decoded GRI
and the window generated at 2438, If the validation sequence matches the sequence provided by
the link spawning VDAX 2402, the link module 430 validates the integrity of the link. The link
modude 430 of the link hosting VDAX 2404 may execute the same process io generate the
validation sequence as the hnk spawning VBAX 2402 executed when generating the provided
sequence. In some example implementations, the link module 430 of the link hosting VDAX
2404 may combine {e.g., concatenaie) the decoded GRI and the window to obtain the validation
sequence. Alternatively, the link module 430 may apply a pre-image resistant function {or any
other suitable computational one-way function) to the combmation of the decoded GRI and the
window to obtain the validation sequence. The link module 430 may deternine a validation
sequence based on the window and the decoded GRI in other switable manners as well, assuming
that the link spawning VDAX 2402 and the link hosting VIIAX 2404 are configured with

functionally congruent link modules 430,
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[6476] In some implementations, the link module 430 of the link hosting VD AX 2404 may then
compare the validation sequence to the sequence provided by the link spawning VIAX 2402 to
validate the irdegrity of the link. Il the validation sequence and the received sequence match, then
the link module 430 of the link hosting VDAX 2404 may validate the link and may store the
decoded GRI (and any other swtable link mformation}, as shown at 2440, Once a hink has been
stored and hosied, the link hosting VDAX 2404 uses the decoded GRI when generating VBLS
wntended for the hink spawning VDAX 2402

(6477} It is noted that the example of FIG. 24 dllustrates a one-way link exchange (i.e., from the
hink spawning VDAX 2402 {o the link hosting VDAX 24043, 1t is appreciated that the foregoing
may be performed in a dissynwoetric manner as well, wherehy each of the VDAXs spawns a
respective link for the other VDAX and decodes another link from the other VDAX. In these
implementations, the exchanged links will be different, as the VDBAXSs independently generate
zone references and GRIs. Furthermore, the example implementations provided in FIG. 24 are
provided for iHustrative purposes and other techruques for perfornung link exchange may be later

developed without departing from the scope of the disclosure.

PNA-BASED CORRELATION VECTORS AND ELIGIBILITY SYNCHRONIZATION

64781 As discussed, in some froplementations of a CG-ESP, a link module 430 may be
coufigured to generate correlation vectors based on PNA objects. In some implementations of a
CG-ESP, ink modules 430 of ecosystem member VIDAXS {e.g., cobort VDB AXs, enclave VDAXS,
ecosystem VDAXs, or the like) are configured to generate PNA-based correlation vector using
PNA and public engagement information of counterpart ecosvstern members. As discussed with
respect to FIG. 21, a PNA object of a respective community member, PNAy, roay include the
public component, PNA®, of the master PNA object, the secret tatio, , £/ Llp , of the ecosvsiem
member, and the public binary primitive polvnonual, 9e5.a {x), of the ecosystem member {e.g.
PNA; = [PNAP, !f”a‘f" 954000 In 1mplementations, the engagement information of an
ecosystem mermber may inchide the credentials and public binary primitive polvnomial, g 5. 209,
of the ecosvstern mermber. Upon a VDAX of an ecosysiem member receiving the engagement
information of a counterpart ecosystem member, the VDAX is able to generate a correlation vector
based on the credentials and PNA object of the ecosystemn member and the engagement
nformation of the counterpart ecosystern member.

[6479] Exarople implernentations of PNA-based generation of correlation vectors ts provided

below. For purposes of explanation, the provided example deseribes link exchange between a first
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cobort VIIAX (referred (o as “Cohort Ay and a second ¢ohort VBAX {refesred to as “Cohort B™).
in this example, the PNA object of Cohort A is designated as PNAA= [PNA® ¢3/¢f .54 D
Similarly. the PNA object of Cohort B is designated as PNAs=[PNA" ¢5/t]. G54 (1. Tables
8 and 9 illustrate example processes that are executed respectively by the first cohort VBAX {e.g.,
Cohort A) and the second cohort {e.g., Cohort B) when performing PNA-based eligibility

synchronization.

Table 8 - Cohort A Eligibility Synchronization Process

i, Receive Credentials and public primitive polynomial, 4. 20, of
Cohort B
2. Deternune a public ratio of Cohort A to Cohort B, tj’/‘tg, based on

Credentials of Cohort A, Credentials of Cohort B, and PNAY

s

Generate first M-degres prinitive polynomual, Pleva(A, B), based on
Cohort B's public primutive polvnonual, 9i5a {x), and the secret ratio,

£5/t4, of Cohort A

4 (Generate second M-degree primitive polynonial, PZpva(A, B},

based on Plena{A, B) and the public ratio, 5/t

5 Cutput Correlation Vector Crva{A, B}

[0430] In the exampie of Table 8. Cohort A receives engagement information corresponding to
Cohort B. As discussed, the engagement information of Cohort B may include the credentials and
the public polvnonual of Cohort B. For exarople, Cobhort B may provide the credentials and its
public primitive polynomial, Giia (x3, when either Cohort A or B inmitiate the link exchange.
Alternatively, the engagement information may be obtained from a public or semi-public data
source that stores the credentials and public polynomials of ecosvstem members.

0481} Upon receiving the engagement information of Cohort B, Cohort A deternunes a public
ratio of Cohort A to Cohort B, tftg based on the credentials of Cohort A, the credentials of
Cohort B, and the public component of the of the master PNA object. PNA® In some
implementations, the public component, PNAY includes two public M-degree primitive
polynomuals, 92@ {x} and ggj_ {x}, and a public object that includes N-1 pairs of M-bit values (e g.,

(tfo tLp ) for=2.. N} As mentioned, a sufficiently configured VAKX in possession of the public
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component of the master PNA object, PNAT, can determine the public ratio of two members of
the digital ecosysterm, given the credentials of the ecosystern members and the public compounent
of the master PNA object, PNA®, Thus, given the credentials of Cohort A and Cohort B, Cohort
A determine the public ratio of Cohort A to Cohort B, ¢ "’)' . based on the respective credentials
of Cohort A and Cohort B and the public object ofPNAP. As mentioned, in some implementations
the credentiale of an ecosystem member may be defined in a fixed-length data structure, such as
a N-tength binary vector. For example, the credentials of Cohort A and Cohort B may be defined
as 104 = (b, .. b5y} and 1€y = (bF, ..., bEss) respectively when N=256. In implementations,
Cohort A selects and combines elements from the public object, (tl o b P fori= 2. N, based on
the pair of primitive polyvnomials, gm(xf) and g;}l (x), and the respective values {1 or 0} at each
individual bit locations of the respective credentials of Cohort A and Cohort B to obtain the public
ratio, t2/t].

[3482] In the example of Table 8, Cohort A determines a first binary-primitive polvnomial,
Pima{A, B}, based on the public ratio of Cohort A to Cohort B, t}?/té’, the public binary primitive
polynomial of Cohort B, Gesa (x), and the secret ratio, t3/t}, of Cohort A. As discussed with
raspect to FIG. 21, the secret ratic of Cohort A was determined by a progenitor VDAX (&g,
ecosystem VDAX) and included in the PNA object of Cohort A, The secret ratio, t5/t], is
stored by Cohort A and not shared with any other ecosystern members. In example
implementations, Cohort & determines the first binary primitive polynomial P1mu(A, B) by
constructing a first system to Hnear sguations and determining a first binary primitive
polynomial given the secret ratio t§/t}, the public binary primitive polynomial of Cohort B,
954 (3, and the system of linear equations. In these example implementations, Cohort A solves
the first system of equations to determine the first binary primitive polynonual, such that the first
binary primitive polvnomial is an M-degree polyvnomial and the distance between the first binary
primitive polynomial and the public binary primitive polvoomial of Cohort B, ¢ dss 9.5.4(%), 18 equal
to the secret ratio, t/t). In implementations, the first binary primitive polynomial, Plsua(A,
B}, 1s represented in a binary vector.

[6483] Upon determining the first binary primitive polynomial, Plpna(A, B), Cohort A
determines a second binary primitive polynomial, P2rua{A, B}, based on first binary primitive
polynomial, Plena(A, B), and the public ratio of Cohort A to Cohort B, iﬁ/t? In example
implerasentations, Cohort A constructs a second svstem of liner equations and determines the

second binary primnitive polynomial given the public ratio, the first binary primitive polynomial,
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and the second system of Hinear equations. In these implementations, Cohort A solves the system
of linear equations and determines the second bmary primitive polynomnal, such that second
hivary primiiive polvoomial is an M-degree polynomial and the distance between the second
binary primitive polvnomial and the first binary primitive polynomial is equal to the public ratio
of Cohort A, t;:,) /i5. In implementations, the second binary primitive polynomial, P2eafA,
B), is represented in a binary vector.

[0484] In some implementations, Cohort A determines the correlation vector, Crva{ A, B) based
on the first primitive polynomual, Plma{A B), and the second primitive polynonual P2eva(A, B).
In some of these embodiments, Cohort A may append the bmary representation of second
polynomial, P2(A, B}, to the binary representation of the first primitive polynomial, P1(A, B) {or
vice-versa). 1t is appreciated that Cohort A mayv be configured to deternune a correlation vector
based on the first and second prinutive—polynomials in other suitable manners as well
Furthermore, in some implementations, Cohort A may use the bit vector representation of the first
binary primitive polynonual as a correlation vector when spawning a link and the bif vector
representation of the second binary primitive polynomial as a correlation vector when hosting a
link.

[6485] As discussed, Cohort B 1s also configured to generate a correlation vector during link
exchange. Table 9 provides an example implementation of an eligibility synchronization process.
Int these example implementations. Cohort B generates a correlation vector, Cena{B. A) based on
the engagement information of Cohort A, the credentials of Cohort B, the PNA object of Cohort
B, and the public component of the master PNA object, PNA®, as is discussed in greater detail

below.

Table 9 — Cohort B Eligibility Synchronization Process

i Receive Credentials and public primutive polynomial 9eSa (x) of
Cohort A

2. Determine a public ratio of Cohort B to Cohort A, tg/t‘f, based on
Cradentials of Cohort B, Credentials of Cohort A, and PNA?

3. Generate first M-bit vector, Plena(B, A) based on Cohort A’s public
primitive polynomial, I3 (x}, and the secret ratio, t5/t5, of Cohort
B

4 Generate second M-degree primitive polynomial, P2pna(B, A),
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based on P lpxa(B, A) and the public ratio, th/t)

U

Cutput correlation vector CenafB, A)

[6486] In the example of Table 9, Cohort B receives engageroent information correspouding to
Cohort A, As discussed, the engagement information of Cohort A may include the credentials and
the public polvnomial of Cohort A, For example, Cohort A may provide the credentials and its
public primitive polynomal, 9i5a {x), when either Cohort B or A inttiate the link exchange.
Alfernatively, the engagement information may be obtained from a public or semi-public daia
source that stores the credentials and public polynomials of ecosysiem members.

(64877 Upon receiving the engagement information of Cohort A, Cohort AB determines a public

based on the credentials of Cohort B, the credentials of

v
A

ratto of Cohort B to Cohost A, tg,/t"
Cohort A, and the public component of the of the master PNA object, PNAY. As discussed, the
public component, PNAY includes two public M-degree primitive polynomials, ghy(x) and
gpj (x}. and a public object that includes N-1 pairs of M-bit values (e g., (tf_" o tbp o fori=2. N}
As discussed with respect to Cohort A, asufficiently configured VD AKX in possession of the public
compenent of the master PNA object, PNAF, can determine the public ratio of two members of
the digital ecosystem, given the credentials of the ecosystem members and the public component
of the master PNA object, PNAF Thus, given the credentials of Cohort B and Cohort A, Cohort
B determine the public ratio of Cohort B to Cohort A, t5/t%, based on the respective credentials
of Cohort B and Cohort A and the public object of PNAY. As mentioned, in some implementations

the credentials of an ecosystem member may be defined inn a fixed-length data structure, such as

N=256). In implementations, Cohort B selects and combines elements from the public objeet, (tf o
tf’ ) for = 2N, based on the pair of primitive polynomials, gé’_g(;\t} and ggl(x), and the
respective values {1 or 0} at each individual bit locations of the respective credentials of Cohort B
and Cohort A to obtain the public ratio, £5/t}.

[6488] In the example of Table 9, Cohort B determines a first binary primitive polynomual,
Pipa(B. A}. based on the public ratic of Cohort B to Cohort A, tg /"tf, the public binary primitive
polynomial of Cohort A, 95 (x), and the secret ratio of Cohort B, t3/t]. In example
implementations, Cohort B determines the first primitive polynomial, Plena(B, A), by

constructing a first system to linear equations and determining the first binary primitive
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polynomial given the secret ratio £§/t}, the public binary primitive polynomial of Cohort A,
IeSa (%}, and the first system of hinear equations. In these example implementations, Cohort B
sotves the first system of equations for the first binary priouitive polynonual, such that first binary
prinutive polynomual is an M-degree polynomial and the distance between the first binary
primitive polynomial and the public binary primitive polynomial of Cohort A, 9isa {x} is equal
to the secret ratio of Cohort B, t3/tf. In implementations, the first binary primitive
polynomial, Plena{B, A}, is represented in a binary vector.

[0489] Upon determining the first, binary prinutive polvnomial Plpwa(B, A), Cohort B
determines a second binary prinytive polynomial, P2ena(B, A), based on the first binary primitive
polynomial, Plena(B, A), and the public ratio of Cobort B to Cohort A, t5/t]. In example
implementations, Cohort B constructs a second system of liner equations and determiines the
second bmary primitive polynommal based on the public ratio, ¢ gz‘; the first binary primitive
polynomual, P2(B, A}, and the second system of linear equations. In these implementations,
Cohort B solves the system of linear equations to determine the second binary primitive
polynomial, P2ena(B, A), such that second binary primutive polvnonual i3 an M-degree
polynomial and the distance between the second binary primitive polynoroial, P2pea(B, A), and
the first binary primitive polvnomial, Plpwa(B, A}, is equal to the public ratio of Cohort B to
Cohort A, tg /tf.In implementations, the second binary primitive polynomial, P2Zpa(B, A).
is represented 1o a binary vector,

16490 In some iroplementations, Cohort B determines the correlation vector, CpnafB, A) based
on the binary represemtation of the first primitive polynomial, Plpwa(B, A), and the binary
representation of the second primitive polynomial P2ena{B, A} Tt is noted that in some
mmplermentations, when Cohort A and Cohort B have sufficiently correlated PNA objects, the first;
polynomial Plsna(B, A), will equal the second polvnomual, P2eva{A, B} that was generated by
Cohort A, Similarly, the second polynomial, P2pnva(B, A) that was generated by Cohort B will
equal the first, polvnomial Plena(A, B), that was generated by Cobort A. As such, in some
implementations, Cobort B may append the binary representation of the first privoifive polynonual,
Pipna(B, A), to the binary representation of the second primitive polynonual, P2pna(B, A), to
obtain Cpua(B, A} In this example, Upnal A, B) will equal Cona(B,A) when Cena{ A, B) = Plpna(A,
B PZenalA, Byand Cena(B, A)=P2pna(B, A} || Plrna{B, A} In these example implementations,
the correlation vectors used by Cohorts A and B for link hosting and link spawning are
symmetrical. In other implementations, Cohort A and Cohort B may be configured to use

asymumetrical correlation vectors for link spawning and link hosting. For instance, in some
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implementations, Cohort A may be configured to use the binary representation of the first binary
primitive polvuomial, Plena{A, B), as the correlation vector when spawning a link for Cohort B
and use the binary representation of the second binary primitive polynomial, P2pnafA, B), as the
correlation vector when hosting a link from Cohort B. In these example implementations, Cohort
B may be configured to use the binary representation of the second primitive polynomual, P2ena{B,
A), as the correlation vector when hosting the Jink fromn Cohort A and to use the binary
representation of the first primitive polvoomial, Pleva(B, A), as the correlation vector when
spawning the link for Cohort A

16491} Assuming the VDAXs of Cohort B and Cohort A are sufficiently configured and
accurately representing themselves during the link exchange, then Cona(B, A} will match
CenalA, By (ez, PimvalA, B || PZena(A, BY=P2ZpnalB, A || Plpca(B, A), Plena(A, B =P2ma(B,
A}, or P2evalA. B) = Plona(B, A)). If however, one of the link exchange participants {e.g.. a
malicious VDAX} is attempting to malicicusly use the credentials and public polynonual of a
cobort to maliciously exchange links, the malicious VDAX will not have access to the secret ratio
of the cohort that the malicious VDAX is attempting to impersonate.  As such, the malicious
YVDAX will be unable to accurately determine the correlation vector Ceva(B, A) without the secret
ratto, even if the malicious VDAX is properly configured and has access to the public component,
PNAP, of the master PNA object and the engagement information of the cohort the malicious
VIAX is atternpting to impersonate.

6492} The foregoing description provides example means for generating PNA-based
correlation vectors. It is appreciated that other means for generating PNA-based correlation

vectors may be developed i the future and used during the link exchange process.

YVBLS GENERATION

164931 In some implementations, a CG-ESP is configured to facilitate the generation and
decoding of unique VBLS between two ecosystem members A and B {2.g., ecosystem-{o-cohort,
enclave-to-cohort, cobori-to~cohort, and/or the hike). In these implementations, both commumnity
members use the same sequence (e.g., public sequence or private sequence), the same sequence
mapping fonction, and the same GRI to generate a genomic engagement factor {GEF) that is used
to transform (e g. using disambiguation and/or encryption techniques) a digital objectinlo a VBLS
object and to decode the VBLS object to obtain the digital object. In these implementations, the
sequence mapping functions of the engaging VDAXs map the sequence (which may be metadata

of the digital object/ VBLS object) mnto a genomic differentiation object {e.g., a modified or
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unmodified XNA object or ZNA object) to obtain the GEF. Examples of sequence mapping
process are described above,

16494] FIG. 25 illusirates an exarnple set of operations for a method for generating VBLS by a
second VDAX 2504 that is decodable a first VDAX 2502 and decoding the VBLS by the first
VDAX 2502, As previously discussed, in some implementations VBLS may be generated from
digital objects. Dhgital objects evidence properties of intercellular engagement and digital session
engagement enabled by the hyper-scalability properties of Cyphergenics that facilitate virtual
session-fess engagements. According to some implementations of the present disclosure, digiial
objects are transformed using a set of computational functions operating over information-theory
facilttated genonuc data constructions into VBLS. In sorve troplemertations, the relative entropy
of the digital objects may be enhanced to 2V,

[#3498] For purposes of explanation, the example implementations deseribed with respect to FIG.
25 assurne that the first VBAX 2502 and the second VDBAX 2504 have exchanged links. For
exarmple, the disclosed method illusirates VBLS exchange in one divection. In thas direction, the
second VDAX 2304 {e g, the link hosting VDAX 2404 of FIG. 24) uses GRI provided by {or
otherwise corresponding to) the {irst VIDAX 2502 {e.g., the link spawning VDAX 2402 of FIG
24y during link exchange o generate VBLS that is decipherable by the first VBAX 2502, Example
VBLS generation implementations are depicted on the right side of FIG. 25 and example VBLS
decoding implementations are depicted on the left side of FIG. 25 1t is appreciated that these
example processes may also be apphied when the first VDAX 2502 generates VBLS that is
decipherable by the second VIDAX 2504 using second GRI that is provided to the first VDAX
2502 by the second VIDAX 2504 during link exchange.

8496} In some implemeniations, the VBLS generation process may be performed when the
second VDAX 2504 generates VBLS for the first VDBAX 2502, In the example implementations
of FIG. 25, the inputs to the VBLS generation process may be a series of digital objects, a genomic
data object (e.g., a modified or unmodified XNA object) and GRI. In some of these
implementations, the second VDAX 2504 may receive a series of digital objects that are o be
provided the first VDBAX 2302, In these implementations, the second VAKX 2504 may retrieve
the GRI that was provided by the first VDAX 2502 and the genomic differentiation object {e.g.,
XNA object) that corresponds to the GRI. For example, the genomic data object may be an XNA
object that corresponds o an enclave or ecosystem in which both the first VDAX 2502 and the
second VDAX 2504 are members. In some implementations, the genomic data object may be a
modified genomic data object that was previously modified using the GRI. Altemnatively, the

genomic data object mav be an unmodified genomic data object. It is noted that the example
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processes of FIG. 235 Hustrate the generation and decoding of a single VBLS object. As can be
appreciated, the processes may be applied to each of the digital objects in the series of digital
objects.

134971 At 2510, the second VIDAX 2504 extracts a sequence from a digital object. As discussed,
the sequence may be a public sequence or a private sequence. In some implementations, the
sequence may be exiracted from a portion of the digital object that will not be transforraed (which
may be referred to as an “unencoded portion of the digital object™. In some of these
implementations, the second VDAX 2504 may extract the sequence from the metadata of the
digital object. For example, if the digital object 1s a networking packet where the payload is to be
encrypted, the sequence may be extracted from the packet header {e.g., TCP/IP routing data). In
another example, if the digital object is a MPEG {ransport stream packet, the sequence may be
extracted from the transport packet header. Tt is appreciated that for other types of digital objects,
the sequence may be extracted from other suitable metadata of the other types of digital objects.
As previcusly discussed, the manner by which the sequence 1s extracted {e.g., the bit locations
within the metadata, the size of the sequence, and/or the like) may be defined in the configuration
of the CG-ESP comesponding to the digital ecosystern or may be indicated by the GRL as
discussed above.

16498] At 2512, the second VIAX 2504 determines a GEF based on the extracted sequence. in
some implementations, the sequence mapping module 440 of the second VDAX 2504 receives
the extracted sequence, the GRI, and the genomic differentiation object (e.g., XNA object}. As
discussed, the genomuc differentiation object may be modified or unmodified.

6499} In implementations where an unmodified genonuc differentiation object is input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the unmodified genomic differentiation object, and the GRI {e.g., as described with
respect to FIG. 22). For exarople, in some of these implementations the sequence mapping module
440 may convert the sequence 1nto a sequence conversion vector (SCV) and may map the CSV
into the unmodified genomic differentiation object to obtain a mapped genomic object. The
sequence yoapping module 440 roay then modify the mapped genonuc differentiation object fo
obtain the modified genomic differentiation object. In these implementations, the sequence
mapping module 440 may then deternune the GEF based on the modified genomic differentiation
object and the GRI (e g., as described with respect to FIG. 22). It is appreciated that sequence
mapping module 440 mayv be configured in accordance with other suitable manvers. For exarnple,
the sequence mapping module 440 may modify the genonuc differentiation object and then may

map the SCV into the modified genomic differentiation object to obtain a mapped genomic
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differentiation object. In these example implemeniations, the sequence mapping module 440 may
determine the GEF based on the mapped genomic differentiation object and the GRL

6566 In implemeniations where a wodified genomic differentiation object 15 input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the modified genomic differentiation object, and the GRI {e.g., as described with
respect to FIG. 23). In some of these implementations, the sequence roapping module 440 may
convert the sequence into a CSV and may map the C8V mto the modified genomic differentiation
object to obtain a mapped genomic differentiation object. In these implemeniations, the sequence
mapping module 440 may then determine the GEF based on the mapped genomic differentiation
object and the GRIL Itis noted that in these implernertations, the modified gevonc differentiation
object may have been previously modified and stored in memory {e.g., persistent long-term
storage or transient memory, such as RAM)} and/or may have been modified prior (o be being
input 1o the sequence mapping module 440,

[B581] At 2514, the second VDAX 2504 transforros the digital object jnto a VBLS object using
the GEF. In some implementations, the binary transformation module 450 receives the digital
object to be transformed and the GEF and generates a VBLS object based thereon using a cipher-
based function {e.g., encryphion function or disambiguation function). It is noted that the funchion
that 15 used to generate the VBLS object may be defined in a default configuration of the second
YVDAX 2504 or may be indicated inthe GRI. As discussed, the resultant VBLS object may include
an encoded portion (e.g., a pavioad of the digital object} and an unencoded portion {e.g., metadata
of the digital object that is not encoded).

[6502] In some implementations, the binary transformation module 440 includes a
disambiguation module 452 that transforms the digital object into the VBLS object using the GEF.
In these implementations, the disambiguation module 452 may transform a digital object based
on the GEF by XORing the GEF and a portion of digital object that is to be transformed to obtain
the encoded digital object. In these implementations, the portion of the digital object thatis XORed
with the GEF may be the payload of the digital object. In implementations, the disambiguation
maodule 452 may receive a different GEF for each digital object, as disambiguation techniques
may be attackable with more efficient aitacks if a same genomic engagement factor is used 1o
encode two or more digital objects.

65063} In some implementations, the binary transformation module 450 includes an encryption
module 454 that transforros the digital object inio the VBLS object. In these implementations, an
encryvption module 454 may be configured with one or more encryption functions that transform

a digital object based on the GEF by encrypting a portion of digital object that is to be transformed
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using the GEF as an encryption kev. The encryption module 454 may be configured with any
suitable symrsetric encryption Runctions (e.g., TDES, AES, Safer+, SAFER++, Twofish, or the
like) that has a corresponding inverse encryption function {or decryption function) that may be
used to decode an encoded digital object. In implementations, an encryption module 454 instance
may be configured (o receive a different genomic engagement factor for each digital object or may
use the same transformation for two or more different digital objects. In implernentations where
adifferent GEF is generated for each respective digital object, the resultant encoded digital objects
may be only subject to brute-force attack.

[6564] In some implementations, the second VDAX 2504 may generate an integrity value that
provides to the first VDAX 2502 with the VBLS object. In some iroplementations, the second
VDAX 2504 may deternune the integrity value by transforming the entire digital object (including
the unencoded portion} using the GEF determined at 2512, In these iroplementations, the entire
digital object may be transformed using a computational function (e g, a cipher-based, cipherless,
ot hybrid function) that receives the GEF as nput. For exarople, in soroe implementations the
second VIAX 2504 may input the digital obiect into a hash function that receives the GEF as
input. In these implementations, the hash function outputs the integrity value, which the second
VDAX 2504 may provide to the first VDAX 2502 with the VBLS object.

1653065] At 2516, the second VDAX 2504 provides the VBLS object to the first VDAX 2502 and
the first VBAX 2502 receives the digital object. The second VDAX 2504 may provide the VBLS
obiect 1o the first VDAX 2502 over any suitable medium.  The first VDAX 2502 receives the
VBLS object in a series of VBLS objects generated by the second VDBAX 2504, In these
implementations, the first VDAX 2502 may retrieve the GRI that it provided to the second VDAX
2504 and the genomic differentiation object {e.g., XNA object) that corresponds to the GRI. For
example, the genomic differentiation object may be an XNA object that corresponds to an enclave
or ecosystem in which both the first VDAX 2502 and the second VDAX 2504 are members.
16566] At 2518, the first VDAX 2502 extracts the sequence from an unencoded portion of the
VBLS object. As discussed, the sequence mav be a public sequence or a private sequence. In
some unplementations, the sequence may be extracted from an unencoded portion of the VBLS
object, such that the metadata contained theremn may be the same metadata that was in the original
digital object. In some of these implementations, the first VIAX 2502 may extract the sequence
from the metadata of the VBLS object. For example, if the VBLS object is a networking packet
where the encoded portion of the VBLS object contains an encoded payload, the sequence may
be extracted from the packet header (e g, TCP/IP routing data). ¥n another example, if the digital

object is a MPEG transport stream packet, the sequence may be extracted from the transport packet
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header. Ttis appreciated that for other types of digital objects, the sequence may be extracied from
other suttable metadata of the other types of digital objects. As previously discussed, the manner
by which the sequence is exiracted (e.g.. the bit locations within the metadata, the size of the
sequence, and/or the hike} may be defined in the configuration of the CG-ESP corresponding 1o
the digiial ecosystem or may be indicated by the GRI, as discussed above.

[B507] At 2520, the first VDAX 2502 generates the GEF based on the extracted sequence, a
genomie differentiation object, and the GRI provided by the first VIDAX 2502 to the second
VDAX 2504, In some implementations, the sequence mapping module 440 of the first VDAX
2502 receives the extracted sequence, the GRI, and the genomic differentiation object (e.g., XNA
object) and deternunes a GEF based thereon. 1118 noted in order to successfully decode the VBLS
obiect, the sequence mapping module 440 of the first VDAX 2502 must perform a functionally
equivalent sequence mapping process using the same inputs (e.g., sequence, genomic
differentiation object, and GRI) as the sequence mapping module 440 of the second VDAX 2504,
[BS08]  In implerentations where an unroodified genomuc differentiation object is input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the unmodified genomic differentiation object, and the GRI {e.g., as deseribed with
respect to FIG. 22). As was discussed with respect to the second VSDAX, the sequence mapping
module 440 may convert the sequence into a sequence conversion vector (SCV) and may map the
€8V into the unmodified genomic differentiation object to obtain a mapped genomic object. The
sequence mapping module 440 may then modify the mapped genomic differentiation object to
obtamn the modified genomic differentiation object. In these implementations, the sequence
mapping module 440 may then deternune the GEF based on the modified genomic differentiation
obiect and the GRI It is appreciated that sequence mapping module 440 mav be configured in
accordance with other suitable manners. For example, the sequence mapping module 440 may
modify the genomic differentiation object and then may map the sequence mto the modified
genoniic differentiation object to obtain a mapped genonuc differentiation object. In these
example implementations, the sequence mapping module 440 may determine the GEF based on
the mapped genomic differentiation object and the GRI

[6509] In implementations where a modified genomic differentiation ohyect is input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the modified genomic differentiation object, and the GRI (e g., as described with
respect to FIG. 23). In some of these implerventations, the sequence mapping module 440 may
convert the sequence info a CSV and may map the CSV into the modified genomic differentiation

object to obiain a mapped genomic differentiation object. In these implementations, the sequence
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mapping module 440 may then determine the GEF based on the mapped genomic differentiation
object and the GRI. Htis noted that in these implementations, the modified genomic differentiation
object roay bave been previously modified and stored o memory {e.g. persistent long-term
storage or transient memory, such as RAM) and/or may have been modified prior to be being
input to the sequence mapping module 440, 1t is noted that the modified genomic differentiation
obiect must be modified in the sare maover as the modified genonuce differentiation object of the
second VDAX 2504 (e g., as defined by the GRI}.

[6518] A12522 the first VDAX 2502 decodes the transformed portion of the VBLS object using
the GEF to obtain the decoded portion of the digital object. Tn some fmplementations, the binary
transformation roodule 440 performs an inverse fransformation on the encoded portion of the
VBLS object using the GEF as input to obtain a decoded digital object. It is noted that the inverse
transformation function is the inverse function of the ransformation function used by the second
VDAX 2504 {0 encode the digital object.

[6511] o some unplerventations, the binary transformation module 440 of the first VBAX 2502
includes a disambiguation module 452 that transforms the VBLS object into a decoded digital
object based on the GEF determined at 2520, In implementations, the disambiguation module
452 may be configured to decode an encoded portion of the digital object using an inverse
disambiguation function and the GEF. In implementations, the inverse disambiguation function
may include XORing the GEF and the encoded portion of the VBLS object. In these
implementations, the XOR operation results in the decoded digital object, assuming that the GEF
used to fransform the encoded portion of the digital object matches the GEF that was determined
by the sequence mapping module 540 of the first VDAX 2502,

6512} In some implementations, the binary transformation module 450 includes an encryption
module 454 that transforms the VBLS object into a decoded digital object based on the GEF. In
implementations, an encryption module 454 instance may be configured to decode an encoded
portion of the digital object using an inverse encryption function and the GEF determined at 2320
Assuming the GEF determined at 2520 matches the GEF that was used to encrypt the digital
object, the inverse encryption function uses the GEF as a key to decrvpt the encoded portion of
the digital object to obtain the decoded digital object.

[B513] A12524 the second VDAX 2504 verifies the integrity of the VBLS object based on the
integrity value. In some implementations, the second VDAX 2504 may mclude an integrity value
o the VBLS object.  As discussed, in soroe implementiations, the second VIDAX 2504 may
determine the integrity value by transforming the entire digital object (including the unencoded

portion) using the GEF used to encode the encoded portion of the VBLS object. In these
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implementations, the entire digital object may be transformed using a computational function
{e.g., a cipher-based, cipherless, or hybrid {unction) that recetves the GEF as imput. Upon
decoding the VBLS object into the decoded digital object, the first VDAX 2502 may transform
the decoded digital object using the same computational function and the GEF determined at 2518
as input to obtain the infegrity value. I the generaled integrity value matches the integrity value
provided with the VBLS object, then the first VDAX 2502 may venfy the integrity of the decoded
digital object and may ouiput the decoded digital object, as shown at 2526

[6514] The foregoing processes are provided for example. It is appreciated that other processes
for generating and decoding VBLS may be developed in accordance with the disclosure without

departing from the scope of the disclosure.

CG-ENABLED PROCESSING ENVIRONMENTS

[6818] FIGK. 26 and 27 illustrate examples of CG-enabled processing environments that can be
implemented in an example ephemeral architecture. FIG. 26 iliustrates an example of a CG-
enabled processing environment that enables virtual trusted execution domains, whereby the CG-
enabled processing environment 1s configured to decode VBLS-encoded binary nstructions 2606
into execuiable binary instructions 2608 that are thereafter executable by processing cores of the
processing environment and/or encode binary instructions 2608 into VBLS-encoded binary
fnstructions 2606 that are stored in memory for later decoding and execution. For purposes of
explanation, FIG. 26 may be described as showing a CG-enabled instruction path. FIG. 27
illustrates an example VDAX that is configured 1o decode VBLS-encoded data into decoded data
that is input to a processing core 2602 and/or to encode output data output by a processing core
2602 into VBLS-encoded data. For purposes of explanation, FIG. 27 may be described as showing
a CG-enabled data path.

[6516] In some implementations, the VDAX of FIG 26 and/or FIG. 27 is a hardware-based
VDAX (e.g., a CG-enabled processing core, field programmable gate array, microprocessor, or
the like). While a hardware-based VDAX mav provide improved security features, the VDAX of
FIG. 26 and/or FIG. 27 may be implemented as a software-based VDAX that 1s executed by a
processing device, or a hybrid VDAX consisting of hardware and software elements. In some
implersentations, the term executable mstruction componenis (EICY VDAX may refer to a
hardware-based VDAX that is configured with a CG-ESP that encodes and decodes VBLS-
encoded instruction sets and/or VBLS-encoded program data. In some embodiments, the exaraple
VDAXs of FIGS. 26 and 27 may be the same VDAX, where the VBAX encodes and/or decodes

both instraction sefs and data. Alternatively, in some embodiments, a hardware-based EIC VDAX
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performs the imstruction encoding/decoding, while a software or hvbrid-based VDAX performs
the data encoding/decoding {or vice~versa).

16517] In the examples of FIG. 26 and FIG. 27, the digital objects that are being encoded and/or
decoded are executable nstructions and/or program data. The strategies that may be deployed
with respect to sequence mapping may vary depending on the type of processing system, the
operating svstem of the device, design chotees and tradeoffs (e.g., hugher levels of security v. more
efficient execution), and the like. With respect to the design choice and the corresponding
tradeotls, generating a unique GEF for each respeciive mmstruction or instance of program data
may provide improved security features, but may decrease performance of the execution
envirorynent as a result of having to determaine a GEF for each respective mstruction. In these
implementations, the respective GEFs that are used to encode/decode respective digital object
{e.g., single instructions or instances of program data} are generated based on respective sequences
extracted from metadata that uniquely corresponds to the digital object. In other implementations,
respective batches of digital objects {e.g., groups of instructions of a coroputer program or
groupings of program data) may be encoded using respective GEFs, such that a first sequence
extracted from metadata corresponding to a first batch mav be used to generate a first GEF that is
then used to encode/decode digital obiects of the first batch, while a second sequence exiracted
from metadata corresponding to a second batch is used to generate a second GEF that 1s then used
to encode/decode digital objects of the second baich. In other implementations, a single GEF may
be used to encode/decode instructions and/or program data, whereby the single GEF is generated
based on a sequence extracted from metadata associated with the computer program.  In these
implementations, the number of sequence mapping operations are greatly reduced but at the
expense of a decreased level of security. As can be appreciated, the metadata from which a
sequence extracied for sequence mapping may vary based on the type of metadata that 1s used to
generate a GEF is extracted mayv vary depending on the type of metadata avalable, the desired
security levels of the processing environment, and the like. Non-limiting examples of metadata
from which a sequence can be extracted when decoding a set of one or more instructions of a
comaputer program may include filesystem metadata, RAM metadata, OS-application specific
metadata, executable application-specific metadata, and/or the like. Non-limiting examples of
RAM metadata may be a memory location of a digital object or set of digital objects, such as a
physical address, alogical address, a virtual address, a memory page, a page table, and/or the like.
Non-limiting examples of filesystem metadata include a file path of the program, an inode
corresponding to the program, FAT32 or FATI16 table components indicating locations where

instruction sets are stored on an HDP or SSD, N'TFS table components indicating locations where
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instruction sets are stored on the HDD or SSD, a hard disk pastition on which an instruction or set
of mstructions is stored, a hard disk cluster on which an mnstruction or set of mstructions is stored,
and/or the hike. Nouv-limiting exarples of OS-application specific metadaia roay include process
control metadata, thread control data, and/or the like.  Application-specific metadata may incluade
object file metadata, executable and link (ELF} metadata, ELF segments, common object format
file (COFF) metadata, COFF segments, segment, segroent offset, code segment, code segroent
offset, data segment, data segment offset, block starfing symbaol (BSS), BSS offset, heap segment,
heap segment offset, stack segment, stack segment offset, and/or the like.

[6518] In the example implementations of FIG. 26, the CG-enabled processing environment
may mclude a set of processing cores 2602 that execute computer prograro justruction sets {e.g.,
instruction sets of software applications, middleware applications. device drivers, operating
svstem/kernel code, and/or the like) that are embodied as executable binary instructions 2608, 1t
is noted that a computer program does not require that the instructions be executed by a compuler
{e.g., a desktop computer, a server computer, a mobile device, or the like). It is appreciated a
computer program may include programs, routines, applications, and the like that are executed by
any type of device, inclading but not limted 1o, a server computer, a desktop computer, a mobile
device, a gaming device, a smart appliance, a robot or other autonomous device, an IoT device, a
routing or other networking device, and/or the like. The processing cores 2602 of a processing
environment may include general-purpose processing cores, special purpose processing cores
{e.g., graphics processing cores, artificial intelligence processing cores, and/or the like), or other
sutfable processing devices that can execute executable instructions (Field Programmable Gate
Arrays (FPGAs), microprocessors, or the like}.

[6519] In some example embodiments, respective computer program instruction sets are stored
as respective VBLS encoded instructions 2606, For example, in some implementations, each
computer program instruction set may be encoded in a respective non-recurring “language”,
whereby each computer program instruction set 1s encoded using a specific genomic data set 2612
and specific GRI 2614, In some of these implementations, the genomic data sets 2612 uvsed to
encode different computer program insiruction sets may be the same genorvic data sets 2612 using
different GRI 2614, such that each GRI 2614 corresponds to a respective computer program {e.g.,
first GRI 2614-1 for a first computer program, second GRI 2614-2... N® GRI 2614-N for an Nt
computer program}. In some implementations, different compuler program insiruction sgts may

be encoded using different genowic data sets 2612 and different GRI 2614, For example, each

>

computer program may be assigned its own genonuc data set 2612 {e.g., a first genomic data set

2612-1 for a first computer program, a second genoniic data set 2612-2... an N™ genomic data set
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2612-N for an N® computer progran) that is used to decode and/or encode the instruction sets
thereof. In some ewbodiments, different groups of computer programs may be assigned
respective genomic data sets 2612, For example, a group of computer programs that arve part of a
sutte or collection and/or provided by the same organization may be assigned the same genomic
data set 2612, Tn this example, the respective computer programs may be encoded and decoded
using the same GRI 2614 or different GRI 2614, 1t 1s appreciated that the community owner (e.g.,
chip provider, operator svstern provider, firmware provider, or the like) mav configure a CG-
enabled processing environment in any of these manners.

[6526] A computer program instruction set may be initially encoded into VBLS in any suitable
manner. For example, i some embodiments, the compuier program justruction set is mitially
received in an executable format, such that the computer program instruction set is not mitially
encoded.  In this example, an EIC VDAX 2600 may assign genomic data {e.g., XNA) to the
computer program during the installation process and may generate GRI 2614 for encoding the
computer program instruction set. The EIC VDAX 2600 way then encode each instruction 2608
in the computer program instruction set into a respective VBLS-encoded instruction 2666 based
on the gnomic data set 2612 assigned to the computer program and the corresponding GRI 2614,
The VBLS-encoded instruction 2606 may then be stored in memory 2616 for later execution. As
can be appreciated. “memory” may refer to one or more of read-only memory (ROM), random
access memory (RAM), a cache, RAM, hard disk drive (HDD), a solid state drive (SDD), or the
tike,

6521} In other example embodiments, a computer program may be provided {e.g., viadownload
or a computer-readable medium such as a CD, DVD, removable flash memory drive, or the like)
by the program provider in a VBLS-encoded format.  In some example implementations, the
program provider may also provide the requisite genomic data 2612 and GRI 2614 to decode the
msiructions 2608, In some implementations, the provider of the program and a VDAX
representing the device to which the computer program is being installed (e g.. the EIC VDAX
2604 or a higher-level, sofiware-based or hybrid VB AX) may undertake a link exchange process,
such that the VDAX may provide GRI 2614 to the program provider, which a VIDAX representing
the program provider uses to encode the computer program instruction set. In some of these
exarnple embodiments, the encoded instructions 2606 may be stored in memory 2616, such that
the EIC VDAX 2600 may decode the VBLS-encoded binary instructions 2606 at run time using
the genomic data 2612 and the GRI 2614 corresponding to the computer program.  In some
implementations, the EIC VDAX 2600 may decode the entire VBLS-encoded computer program

instruction set using a first set of genomic data 2612-1 and first GRI 2614-1 and then re-encode
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the computer program instruction.  In these implementations, the EIC VDAX 2600 may use the
second genomic data 2612-2 and/or second GRI 2614-2 to encode the computer program
jostruction sets and/or may use a different configuration to perform the CG-based encoding. For
instance, the EIC VDAX 2600 may use a different sequence mapping technique and/or binary
transformation technique to re-encode the computer program instruction set.  In such
vnplergentations, the EIC VIDAX 2600 would use these sequence mapping and/or binary
transforroation techmiques, the different genomic data 2612-2 and/or the second GRI 2614-2 to
decode the VBLS-encoded mstructions at run-time. In this way, even the program provider would
be unable to replicate VBLS-encoded mstructions 2606,

16522 In example embodiments, an BIC VDAX 2600 may be configured to read VBLS-
encoded binary instructions 2606 of a computer program from memory 2616 and to decode the
encoded binary instructions 2606 to obtain executable binary instructions 2608 based on the
genomic data set 2612 assigned io the computer program and the GRI 2614 used {0 previously
encode the instructions 2608, In some mmplemeniations, the decoded executable binary
mstructions 2608 are output to one or more processing cores 2602 of a CPU. In some
implementations, the one or more processing cores 2602 receive the decoded binary instructions
and execule the binary instructions 2608. In the case that the executed instructions result in output
data 2708, the output data 2708 may also be encoded mto VBLS-encoded data 2706 (see e.g.,
FiG. 27). Encoding output data 2708 may be performed at a different level, such as at the
operating system-level and/or application-level. For example, the output data 2708 may be
encoded into VBLS-encoded data 2706 by the operating svstem using a different genonuc data
set and GRI and the resultant VBLS-encoded data 2700 may be written into memory 2616.
Additionally or alternatively, the EIC VDBAX 2600 may be configured io encode the output data
2708 into VBLS-encoded data 2706,

65231 In embodiments, the BIC VDAX 2600 may be embodied as a dedicated processing
core that perforns CG-based decoding and/or encoding of binary instruction sets. Additionally or
alternatively, the EIC VDAX 2600 mav be implemented as a field programmable gate array, a
specialized chip, and/or a general processing core.

[6524] In the illustrated example, the EIC VDAX 2600 may include an EIC module 2620, a
sequence mapping module 2640, and a binary transformation module 2650, As previously
discussed, the EIC module 2620 may perform genomic operations on respective genomic data sets
2612 {e.g. ZNA generation and/or modification) that enable the EIC VDAX 2600 to decode
VLBS, encode VBLS, and/or control a genomic topology of a virtual trusted execution domain.

In embodiments, the sequence mapping module 2640 obtains sequences and performs sequence
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mapping operations on behalf of the EIC VDAX 2600, using specific genomic data (e g., modified
or unmodified DNA), specific GRI, and the obtained sequences {o obtain genomic engagement
factors (GEFs). In embodiments, the binary transformation module 2630 decodes VBLS~encoded
binary mstructions based on the genomic engagement factors obtained by the sequence mapping
module 2640, For example, each nstraction {or set of mstructions) may be decoded using a
different genonuc engagersert factor.  Furthermore, o some embodiments, the binary
transformation module 2630 can encode unencoded binary mstructions into VBLS-encoded
instructions using the genomic engagement factor and a set of computational functions, such that
the resultant VBLS-encoded nstructions may be stored in memory for future decoding and
execution.

[6525)  In some implementations, the EIC VDAX 2600 may include additional or alternative
modules depending on the configuration thereof. For example, in some implementations the EIC
VDAX 2600 may include a ink module (not shown) that performs ink exchange on behalf of the
processing device when a new program is dowunloaded to and/or installed on the device which the
processing device serves. Additionally or altematively, the EIC VDAX 2600 may include a
master integrity modude that i1s configured to validale a computer program instruction set before
it 1s instatled onto the device. An EIC VDAX 2600 may include additional or aliernative modules
without departing from the scope of the disclosure.

16526]  In example embodiments depicted in FIG. 26, the FIC VDAX 2600 15 decoding a first
computer program instruction set 2606-1 of a first computer program and a second computer
prograrn instruction set 2606-2 of a second computer program. {o the illustrated example, the EIC
module 2620 1s configured to fetch or otherwise obtain a first genomic object and first GRI
corresponding to a first computer program instruction set that 1s to be decoded.  As mentioned,
the genomic objects in the example implementation may be ZNA objecis. In the illustrated
example, the FIC module 2620 modifies the first ZNA object based on the first GRI using a set
of computational functions to obtain first modified ZNA. Similarly, the EIC module 2620 may
modify a second ZNA object based on second GRI to obiain second modified ZNA. In some
embodimenis, the E1C module 2620 may be configured to execute the coroputational functions
using a ZNA object and GRI as input o obtain the modified ZNA. As discussed throughout the
disclosure, the modified ZNA may be used to encode a binary instruction set and/or to decode a
VBLS-encoded instruction set.

163271  In embodiments, the sequence mapping module 264015 configured to perform sequence
mapping operations on behalf of the EIC VDAX using the modified ZNA to obiain genomic

engagement factors. In embodiments, the sequence mapping module 2640 may be configured to
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obtain a sequence (e.g., a public or privale sequence) corresponding (o an instruction {or a set of
two or more instructions of an imstruction set) that is to be executed and way map the sequence
mto the modified ZNA. In implementations, the sequence may be exiracted from metadata
associated with a set of one or more instructions of a computer program. The sequence mapping
module 2640 may leverage other swiable public or private sequences without departing from the
scope of the disclosure. As discussed, mapping a sequence mio modified genomic data (e.g.,
maodified ZNA) may include zero or more intermediate transformation steps where the obtained
sequence is transformed using a set of computational functions {e g, hash funciions} tc obtain an
intermediate value, whereby the intermediate value and the modified ZNA value are input inio 3
second set of conputational functions to obtain a genoroic engagement factor (GEF). To the
illustrated example, the sequence mapping module 2640 may determine a first sequence (public
or private sequence) corresponding to a first instruction (or set of first instructions) and may map
the first sequence mito the first modified ZNA 1o obtain a first GEF. Sowilardy, the sequence
mapping module 2640 may determine a second sequence (public or private} corresponding to a
second instruction {or set of second instructions) and may map the second sequence into the
second modified ZNA to obtain a second GEF. As discussed throughout the disclosure, the GEFs
may be used o encode binary wstructions and/or to decode VBLS-encoded jnstructions. As
discussed, the metadata from which a sequence is extracted mav depend on the manner by which
e instructions are encoded and decoded. For instance, if each mstruction is encoded {(and
decoded) with a different GEF, then the metadata from which a sequence is extracted when
decoding or encoding a respective imnstruction may be specific (o the respective jnstruction (e.g, a
value indicating a memory location of the respective mstruction). If different subsets of the
instructions of the computer program are respectively encoded (and decoded) with different GEFs,
then the GEF corresponding 1o each respective subset may be determined based on metadata that
corresponds to subset of mstructions. o implementations where all of the instructions of a
computer program are encoded using the same GEF, the metadata from which the sequence is
extracted may correspond to the computer program.
[6828] In embodiments, the binary transformation module 2650 transforms a VBLS-encoded
mstruction into a decoded mstruction based on the genomic engagement factor using a set of
computational functions. In some embodiments, the binary transformation module 2650 decrypts
each VBLS-encoded instruction {or set of instructions) based on a respective GEF. Aliernatively,
the binary transformation module 2650 may disambiguate the VBLS-encoded instruction using
the respective GEF (e.g., using an XOR operation) to obtain the decoded instruction. The decoded

instruction may then be output to a processing core 2602 that executes the instruction. For
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example, in the illustrated example, the binary transformation module 2650 may decode the first
VBLS-encoded instruction {or set of first instructions) using the first GEF and mav decode the
second VBLS-encoded instruction (or set of second insiructions) using the second GEF. It is
noted that in embodiments, the binary transformation module 2650 may also transform vnencoded
binary instructions into VBLS based on respective GEFs determined by the sequence mapping
module 2640. Yo these ernbodiroents, the binary transformation module 2650 transforms the
unencoded binary nstructions imto VBLS-encoded instructions and then the VBLS-encoded
instructions are stored into memory for later execution.

[6529] Referring now to FIG. 27, a CGrenabled VDAX 2700 that is configured o decode
YBLS-encoded data 2706 and to encode non-encoded data.  In embodiments, the CG-enabled
VDAX 2700 1s implemented as a dedicated processing core {e.g., an EIC VDAX 2600, as shown
n FIG. 26} Altematively, the CG-enabled VDAX 2700 is a software-based VDBAX that 1s
executed by a processing device. For example, the CG-enabled VDAX 2700 may be implemented
at the operating system level and may handie data encoding/decoding at run-time.  In these
embodiments, the CG-enabled VDAX 2700 protects data that is being used or is oulput by
computer programs that are being execuied by a processing device. In embodiments, the VDAX
includes a set of CG-ESP modules 2710, For examople, the CG-ESP modules 2710 may nclude a
root DINA module {or a EIC module), a sequence mapping module, and/or a binary transformation
module. In embodiments, the CG-ESP modules 2710 may further include other modules, such as
a link exchange module, a master corroboration module, a master integrity controller, and/or the
like.

[6530] In the illustrated exampie, the VDAX 2700 may obtain VBLS-encoded data 2706 from
a memory device {e.g., RAM, ROM, solid state SSI¥ hard disk drive HHD, cache, hard disk
external memory device, or the hike) In some embodiments, a root DNA module retrieves
genontic data 2712 (e.g, XNA) that was used to encode the VLBS-encoded data 2706 and
corresponding GRI 2714, In these embodiments, the VDAX 2700 (e g, sequence mapping
module) may obtain a sequence (e.g., private or public sequence)} corresponding to the VBLS-
encoded data 2706 and may generate a genomic engagement factor (GEF) based on the sequence,
the genomic data 2712 {e g., modified or unmodified XNA), and the GRI 2714 used to encode the
VBLS-encoded data 2706, In these example embodiments, a binary transformation module may
then decode {e.g., decrvpt or disambiguate} the VBLS-encoded data 2706 using the GEF {o obtain
decoded data that may be provided as input data 2602 to a processing core 2602,

[6531] In some scenarios, a processing core 2602 may output data 2708 (which may be referred

to as “output data” 2708) in response 10 executing one or more binary instructions. In some
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embodiments, the VDAX 2700 may be configured to encode the output data 2708 into VBLS-
encoded data 2706 that is then stored in memory 2616, In embodiments, the VDAX 2700 may
oblain genomic data and GRI corresponding to output data (e.g., modified or unmodified XNA of
the computer program that is executing) and may generate a GEF based on the sequence, the
genomic data 2712 {e.g., modified or unmodified XNA), and the GRI 2714 used to encode the
VBLS-encoded data 2706, For example, in some ervbodimoents the VDAX 2700 may extract a
sequence from a value defining a memory space allocated for the output data 2708 and may
provide the extracied sequence as input to a sequence mapping process to obtain a GEF that s
then used 1o encode the ouiput data 2708 into VBLS-encoded daia 2706 that may then be stored
m memory 2616 {e.g, RAM, ROM, HI3D, SDD, a cache, and/or the like).

16532] It 15 appreciated that the foregoing are examples of CG-enabled decoding and encoding
processes. [t is appreciaied that further example configurations are considered. For example, in
some embodiments, strategies for which a GEF is determined may be varied depending on the

desired optimuzation {e.g., faster decoding versus higher levels of security).

CG-FACHITATED MATERIAL BaTa CHAINS

[6533] As discussed with respect to FIG. 4, a Cyphergenics-enabled digitel ecosystem may be
configured with a CG-ESP that facilitates material data block chains (referred to as “MDCs”) that
are comprised of respective material data blocks (MDBs).  For purposes of explanation, these
digital ecosystems may be referred to as “ledger-based ecosysterns”. In embodiments, a material
data block (MDB) may be any suitable data structure that stores data (referred to as “material
data”y and corresponding MDB metadata, such that the MDB is configured to be arranged 1n an
MDC, AN MDC may refer to a digital ledger that may be collectively maintained by one or more
cohoris (e.g., blockchain node devices) in a ledger-based ecosystem in accordance with a specific
CG-ESP configuration. As will be appreciated from the following disclosure, the MDCs and the
CG-ESP configurations that support those MDCs may provide for reduced resource consumption
{e.g.. less overall storage, less computational resources to verify blocks, and/or energy
consumption across a set of participating node devices) when compared with current blockchain
technologies, while maintaining or improving on the integrity and security of such blockchain
technologies.

[6534] It s noted that the type, properties, and/or protocols of an MDC may vary depending oo
the application{s) of the MDC, the participants of in the digital ecosvstem, the purpose of the
digital ecosystem, and/or the interests of the ecosystern owner. For example, in some example

erasbodiments, the protocol of an MDC rmay allow for non-redundant MDCs, such that each
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participating cohort stores the MDBg created by the respective cohort on its own MDC but does
not require the respective cohort o store MDBs created by other cohorts in the digital ecosystem.
In some of these example embodirvents, each cohort ramtains an MDC that is coroprised of
MD¥Bs that were generated by the cohort, whereby each cohort provides an unverified portion of
its MI3C to one or more other cohorts that veridy the unverified part of the MDC on behalf of the
cohort that provided the unverified portion of the MDC. In these exarople embodiments, the
cohorts that verify MDCs on behalf of other cohorts may maintain venification records that
correspond to respective MDBs that were verified by the cohort when verifving a previously
unverified portion of an MDC, as will be discussed in greater detail below.  In some of these
ernbodiments, one or more cohorts may be configured to verify and/or merge verified MDCs
generated and mairdained by other cohorts into a master MDC that is comprised of MDBs that
were generated by the other cohorts, For example, in more trusted types of ecosystems {e.g., an
enterprise setiing, an industrial/manufacturing setting, or the like), a cohort that represents the
entire ecosystern ot an enclave thereof way receive verified portions of MDCs that were
respectively generated and maintained by respective cohorts of the ecosystern/enclave and may
verify the integrity of each cohort-specific MDC (e.g., that no MI¥Bs have been altered, removed,
or added to a respective cohort’s verified portion of the MDC). In some of these embodiments,
the verifying cohort may then generate or update a master MDC comprised of MDBs from one or
more of the cohorts” respective verified MDCs, | is appreciated, however, that merging the
MDBs from disparate MDCs into a master MDC is optional and not required.

6535} In some example embodiments, the protocol(s) of the MDC or fedger-based application
may require that at least a portion of MDBs in an MDC are notarized and maintained redundantly.
For example, in some trustless {or less trustworthy ) digital ecosystems (e.g., a set of competitors
or adversaries collectively participating in the ledger-based digiial ecosystem), MDBs containing
certain types of data (e g., transaction data, logistics data, sensor data, clinical testing data, or other
types of data) are “notarized” by other cohorts in the ecosystem, whereby the notarized MDBs are
redundantly stored in respective MDCs that are maintained by the respective cohorts that notarized
the MDBs. In these erobodiments, each cohort may store a complete copy of the MDC comprised
of notarized MDBs or an mcomplete version of the MDC that includes at least some overlapping
set of notarized MDBs.

[6536] As can be appreciated from the foregoing, different members of a ledger-based
ecosystern may perform one or more different roles with respect to the digital ecosystem. Non-
linuting examples of different roles may include “MDB creator”, “MDB verifier”, and/or “MDB

notary”. For purposes of explanation, “MDB creator cohort” {or ““creator cohort”} may refer to a
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cohort in a digital community that is configured to create an MDB and/or store the MDB on a
copy of s MBC. In embodiments, “verification cohort™ may refer to a cobort n a ledger-based
ecosystern that 1s configured o verify a portion of an MDC on bebalf of one or more creator
cohorts in the digital ecosystem, whereby verifying the portion of an MDC renders that portion of
an MDC immutable. In embodiments, notary cohort may refer to a cohort in a digital community
that notarizes MIIBs created by MDB creators, whereby anotary cobort digitally notarizes a MDB
to render the MDB inuutable.
65837} It is appreciated that within a ledger-based ecosystem, a cohort may serve in more than
one role. For example, in some embodiments, an MDB creator cohort may also act as a
verification cohort and/or a notary cohort. Sunularly, in some embodiments, a verification cobort
may also act as a notary cohort and/or as a creator cohort. In some embodiments, certain cohorts
may serve only one role. For example, in some digital ecosystems, MDB creators may be
configured to generate MDBs and maintain MDCs but not to verify or notarize MDCs of other
cohorts, In embodiments, the roles that mav be performed by respective cohorts in a digital
ecosystem are a function of the UG-ESP configuration and genomic data sets of the respective
cohorts. For example, in some example embodiments a cohort may verify an MDC on behalf of
a creator cohort if a VBAX of the cohort 1s configured with the requisite set of Cyphergenics-
based functions and a genomic data set that is sufficiently correlated with a genomic data set of
the creator cohort that in combination allow the vernification cohort and the creator cohort to
ndependently generate identical CG-derived verification values given a set of MDBs. Suvularly,
n some exarople embodiments, a cohort may notarize an MDC on behalf of a creator cohortifa
VDAX of the cohort is configured with the requisite set of Cyphergenics-based functions and a
genomic data set that allow the notary cohort to generate a unique {G-derived notarization value
for a given MDB created by a creator cohort, such that only the notary cohort can recreate the CG-
derived notarization value.
0538] 1tis noted that in some implementations, notarization of M Bs can be performed by non-
correlated cohorts, such that the notary cohort may not belong to the same digital ecosystem (e g.,
the notary cohort does not have “sufficiently correlated genomic data™). In such the case of
notarizing cohorts can use the genomic data objects that were assigned to them to generate CG-
erived notarization values despite not having geonic data that is correlated with that of the MDB
creator cohort. MDCs that are maintainad in such ecosvstems may be referred to as “inter-ledger”
MDCs and CG-ESP configurations that have functions to support such inter-ledger MDCs may
be referred to as “inter-ledger” functions, while MDCs that are maintained in digital ecosystems

where all of the cohorts share common genomic data may be referred to as “mira-ledger”™ MDCs
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and CG-ESP configurations that have functions to support such intra-ledger MDCs may be
referred to as “intra~ledger” functions.

16539] Furthermore, as used herein, the term “CG-derived values”™ (e.g., CG-denived verification
values, {G-derived notary values, CG-derived creator values, UG-derived digital signatures, and
the like) may refer to values that are generated by a VD AX using CG-based functions and/or input
parameters that were determuned using CG-based functions. For instance, (as will be discussed)
a CG-derived verification value of a MDB may be determined using a genonuc engagerent factor
{GEF) that resulis when a sequence from a MDB 1s mapped mto a genomi¢ differentiation object
of a VDAX. The sequence mapping operation may be considered a CG-based function and the
resultant GEF 15 an nput parameter that was determined using a CG-based function (and a CG-
derived value as well), While the VDAX may employ non-{G-based functions to generate the
verification value corresponding to the MDB (e.g., hash function, CMAC, XOR, parametenzed
operations, and/or the like), the resultant verification value may still be referred (o as “CG-derived
verification value” because the GEF is provided as an input 1o the non-CG-based function. The
foregoing applies to CG-derived notary values, CG-derived creator values, CG-derived digital
signatures (which may be determined using a PNA object of a VBAX), and the like. Furthermore,
CG-derived values are not speaific to ledger-based ecosvstems. CG-derived values moay also refer
to values that are generated in different types of CG-enabled digital ecosystems as well.

6540] Referring now to FIG 28, example configurations of ledger-based ecosystems and
underlying VBAXSs are discussed.  In FIG. 28, an example VDAX 2800 of an ecosystermn
participant {e.g., cohort) is configured with a CG-ESP and a genomuc data set 2802, In
embodiments, the VDAX 2800 interfaces with and/or is incorporated in aledger-based application
2850, A ledger-based application 2850 may refer to anv computing program that writes to,
maintaing, reads from, or otherwise interfaces with an MDC 2822 stored in memory 2820 {e.g.,
computer-readable medium{s)) accessible to the ledger-based apphcation 2850, Ledger-based
applications 28350 may include smart contracts, 10T applications (e.g, 10T sensors), commercial
applications, system applications {e.g., operating system applications}, server applications, and/or
any other suitable types of applications that may mnterface with an MDC 2822

{0541} In embodiments, a ledger-based application 2850 may communicate with other cohoris
in a ledger-based digital ecosystern, such as verification cohorts 2930 and/or notary cohorts 2940,
For example, in some example digital ecosystems, a ledger-based application 2850 mav be
configured to send verification data (e.g., an unverified portion of an MI3C 2822 or data that is
indicative thereof) to a verification cohort 2930 In some of these example embodiments, the

verification cohort 2930 refwns verification records for each respective MDB 2824 in the
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{previously} unverified portion of the MDC 2822 upon verifying the respective MDB 2824,
whereby a venfication record corresponding to a respective MDB includes a CG-derived
verification value that was generated by the verification cohort 2930

163421 In some example digital ecosvstems, a ledger-based application 2850 may be configured
to send wnnotarized MDBs to one or more notary cohorts 2940 for notarization by each notary
cohort. In these ernboditnents, a notary cohort 2940 generates a CG-derived notarization value
based ou the MDB and returns a notarized version of the MIIB that has been digitally votarized
with the CG-derived notarization value to the ledger-based application 28350, which may in turmn
write the CG-derived notarization value in a corresponding MDB of the MDC maintained by the
ledger-based application 2850. In some embodiments, the notary cohort 2940 ray also store the
notarized MDB on its own MDC (not shown). In these examples, the notary cohort{s} 2840 have
a copy of a notarized MDB that include the CG-derived notarization value derived by the notary
cohort and CG-derived creator value, such that if the mtegrity of the notarized MDB s called into
quesiion, a notary cohort 2940 can prove whether the contents (e g., material data and/or MDB
metadata) of the notarized MDB were altered by recalculating the CG-derived notarization value.
[6543] 1t is noted that in the foregoing example embodiments, each verification cohort 2930
and/or notary cohort 2940 also includes a respective VBAX {not shown in FIG. 28) that perform
Cyphergenics-based functions on its behalf

6544] In different implementations of a ledger-based digital ecosystem, an MDC may be fully
distributed {nodes redundantly store all MDBs created by other nodes), semu-distributed
distributed {nodes store some but not all MDBs created by other nodes), or non-distributed ledgers
{nodes do not store MDBs created by other nodes). In embodiments, an MDC 2822 may be
comprised of MDBs 2824, wherein each MDB 2822 includes material data 2826, MDB metadata
2828, and a set of CG-derived values 2830, Tn embodiments, material data 2826 may refer to the
substantive data that is being stored m an MDB 2824, For exarople, material data 2826 may be
sensor readings, transaction records, logistics records, voting data, clinical data, health records,
insurance records, enterprise data, beiting data, access logs, contractual data, evidentiary data,
and/or any other suitable data. In embodiments, the MDB metadata 2828 may include any suitable
metadata that is maindained in a MDB 2824 by the ledger-based application 2850 and/or in
accordance with the protocol(s) of the underlying digital ledger. For instance, non-limiting
examples of MDB metadata 2828 may include a timestamp that indicates a date and/or time when
the MDB 2824 was created, an originator altribute indicating the cohort that generated an MDB
2824, an MDB identifier that identifies the MIDB 2824, a hash value of the MDB 2824 (eg, a

hash value that is generated by the ledger-based application based on the material data and one or
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more hash functions), a hash value of a preceding MDB 2824 i the MDC 2822, one or more
verifier IDs that indicate one or yoore respective venfication cohorts 2930 that verify the MDC
28272 that contain the MIIB 2824, one or more notary 1Ds indicating one or more notary cohoris
2944 that notarize the MD{ 2822, and/or other suitable information. It is noted that the exact tvpes
of MDB metadata 2828 that are maintamned in an MDB 2824 can vary based on the ledger-based
application and/or the protocols of the underlying digital ledger independent of the configuration
of the CG-ESP(s) that facilitate a ledger-based digital ecosystem. Furthermore, while the CG-

erived value{s) are shown as being stored in the MDB to which the CG-derived value(s)
correspond, i some implementations the CG-derived values may be stored in separate MDBs

and/or other suitable data siructures.

068451 In embodiments, CG-derived values 2830 are numerical values {e.g, bit veciors)
generated by VDAXSs in a digiial ecosystemn based on the genomuc data of a respective VBAX
{e.g., VDAX 2800} and at least a portion of an MDB 2824 using a set of Cyphergenics-based
operations. The exact types of CG-derived values that are maintained jo an MDB 2824 can vary
depending on the purpose of the ledger-based digital ecosystem, the trustworthiness of the digital
ecosystem, the owner of the digital ecosvstem, and/or the types of pasticipanis n the digiial
ecosysterm. As such, the types and properties of CG-dernived values 2830 that are maintained for a
specific digital ecosystem, the types of genomic data objects that are used to determine the CG-
derived values 2830, and the computational functions that are used to determine the CG-derived
values for a specific digital ecosystem are defined in the CG-ESPs of the community members of
the specific digital ecosystem.

[0546] Examples of CG-derived values 2830 may include CG-dertved verification values, CG-
derived notarization values, CG-derived creator values, and/or the like. In embodiments, a CG-
derived creator value may be a value that is generated by a creator of an MDB 2824 using at least
aportion of the MDB 2824, a genomic data set of the MDB creator, and GRI (which may be secret
GRI or GRI common to two or more cohorts). In this way, only the MDB creator can recreate a
CG-derived creator value given an MDB created by the MDB creator. In some implemeniations,
a CG-derived creator value is a value that is generated by the VDAX 2800 of an MDB creator
using a set of one or more computational functions {(e.g, cipher-based and/or cipherless) given a
genomic engagement factor corresponding to the MDB. The CG-derived creator value may be
determined using any number of suitable tvpes of functions, such as: a hash function that receives
the GEF and the MDB {or a bash value of the MDB) as input, an XOR function that receives the
GEF and a hash value of the MDB as input, a CMAC function that receives the GEF and the MDB
{or a hash value of the MDB) as input, and/or the like.
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[6547] In embodiments, a CG-derived notarization value is a value corresponding to an MDB
2824 that is generated by a notary cohort in a digilal ecosystem using at least a portion of the
MDB 2824, a genomic data set of the notary cohort, and GRI (which may be secret GRI or GRI
common to two or more cohorts).  In this way, only the notary cohort that mitially generated a
respective MDB 2824 can recreate a CG-derived creator value given the MDB 2824 notarized by
the cohort. In some ervbodiments, a CG-derived notarization value is a CG-derived hash value
that 1s generated by the VDAX 2800 of an MDB creator using a set of one or more computational
functions {e.g., cipher-basad and/or cipherless) given a genomic engagement factor corresponding
1o the MDB. The CG-denived notarization value may be determined using any number of suitable
types of functions, such as: a hash function that receives the GEF and the MIDB (or a hash value
of the MDB) as input, an XOR function that receives the GEF and a hash value of the MDB as
mput, a CMAC function that recetves the GEF and the MDB {or a hash value of the MDB) as
nput, and/or the tike.

[3848] In embodiments, a CG-derved verification value is a value that is generated by an MDB
creator and/or one or more MDC verifiers based on at least a portion of an MIDB, at least a portion
of a preceding MDB, a genomic daia object {e.g., XNA) of the MDB creator and/or MDC
verifier(s), and GRI 2804 that is was exchanged between and secretly held by the MDB creator
and the MDC verifier(s). In this way, only cohorts having sufficiently correlated genomic data
and in possession of the GRI are able to recreate a verification value of an MDB based on the
contents of the MDB and tts preceding MDB. In some implementations, a CG-derived verification
value is a value that 1s generated by the VDAXs of an MDB creator and/or a verifier using a set
of computational functions (e.g., cipher-based and/or cipherless) given a GEF that was generated
based on a sufficiently correlated genomic data set between the creator and verifier and commonly
held GRI. The CG-derived verification value may be determined using any number of suitable
types of functions, such as: a hash function, an XOR function, a CMAC function, and/or the like.
165491  In embodiments, a ledger-based application 2850 that is executed by or with respectio a
cohort is configured to provide one or more MDBs 2824 to a VDAX 2800 of the cohort and the
VDAX 2800 deternunes one or more CG-denved values based on the received MDBs. In
embodiments, a VDBAX 2800 may include a root DNA module 2806, a link module 2808, a
sequence mapping module 2810 {e.g.. public and/or private sequence mapping module), a binary
transformation module 2812, and/or a master corroboration module 2814, 1t is appreciated that
the root DNA module 2806, link module 2808, sequence mapping module 2810, and the binary
transformation module 2812 may operate in the manners described elsewhere throughout the

application. In embodiments, a VDAX 2800 may perform link exchange with another members
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{e.g., cohorts} in a digital ecosystern to exchange GRI 2804 with those members in any suitable
manner.  While cohorts within a ledger-based digital ecosystem may use exchanged link
joformation {e.g.. GRI 2804) to securely exchange daia (e.g, MDBs or other data) within an
ecosystem, GRI 2804 that are exchanged with anocther cohort in a digital ecosystem may also be
used by a VDAX of a cohort when geperating certain iypes of CG-derived values {e.g, CG-
derived vertfication values). It 1s appreciated that the GRI 2804 used to generate CG-derived
verification values may be the same GRI 2804 that are used to facilitate VBLS encoding/decoding
or may be different GRI 2804 that is exchanged between the cohorts. Furthermore, in some
embodiments, a VBAX 2800 may be configured (o generaie and secretly hold GRI 2804 that are
used to generate certain types of CG-denived values {e.g., CG-derived notarization values and/or

CG-derived creator values).

CG-BASED VERIFICATION OF MBCS

[6358] Referring to FIG 29 and in continued reference to FIG. 28, an example ledger-based
digital ecosystem that uses CG-based verification to maintain an intra-ledger MDC is disclosed.
In some of these example digital ecosvstems, each respective MDB creator cobort 2200 maintains
a respective {and potentially non-redundant) MDC 2822 {e.g., MDC 2822-1 and MDC 2822-2}
comprised of MDBs created by the respective MDB creator cohort 2900 (e.g., creator cohort 2900-
1 and creator cohort 2900-2), such that each creator cohort 2900 may be at least responsible for
maintaining s own portion of the MDC 2822, In emnbodiments, a MDB creator cohort 2900 may
be configured to generate MDBs that each include respective material data, MDB metadata, and
a set of CG-derived values {e.g., CG-derived verification values and any other required CG-
derived values) that can be used {o prove the validity, authenticity, source, and/or integrity of an
MDC and its MDBs.

6551} In some of these embodiments, a VBAX 2800 of a creator cohort 2900 may generate a
CG-derived vertfication value corresponding to a MDB based on the MDB, the preceding MDB
o the MIDC 2822, a genonic data object of the creator cohort 2900 {e.g.. a genomic differentiation
object. such as XNA), and GRI exchanged with a VDAX of a venification cohort 2930 (which
may be provided to the VDAX of the content creator by the VDAX 2800 or vice-versa). For
wstance, if a digital ecosystem includes one verification cohort 2930 (and/or verification s done
at the enclave-fevel), each MDB mav include one CG-~denved verification value that is generated
using GRI known by MDB creator cohort VIDAX 2800 and the verification cohort 2930, In some
mmplementations, when multiple verification cohorts 2930 verify MDBs generated by a MDB

creator cohort 2900, the MDB creator VIDAX 2800 mav generate a respective CG-denved
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verification value comresponding to each respective verification cohort 2930 that verifies the
portion of the MDC 2822 containing the MDB. For example, in the illustrated example, the
VDAX 2800 may generate a verification value for a verification cohort 2930 based on GRI
exchanged by the MDB creator cohort 2900 and the respective verification cohort 2930, If
however, there are additional verification cohorts (not shown), the VI3AX 2800 may generate
respective verification values for each additional verification cohort {(not shown) based onthe GRI
exchanged with each respective verification cohort.  In this way, each respeciive verification
cohort 2930 may verify the MDC 2822 of the MDB creator independent of other verification
cohoris based on the respective CG-derived verification value that is generated by the MDB
creator cobort 2900 using the GRI that is shared between the respective verification cohort 2930
and the MDB creator cobort 2900. In some other implementations, each cohort VDAX of a
participating node device in the ledger-based ecosysiem, or in an enclave thereof, may perform
fink exchange with an ecosystem VIIAX, or the enclave VDAX representing the specific enclave
of the participating node devices, such that each cohort VI3AX in the ledger-based ecosystem or
enclave thereof may each receive the same ecosystem-specific or enclave-specific GRI from the
ecosystem VD AX or enclave VBAX. In these implementations, each cohort VBAX in possession
of ecosystem-specific or enclave-specific GRI can generate the same CG-enabled verification
values for a particular set of MDBs. In this way, multiple verification cohorts 2930 may veridy an
MDB using the same verification value

68521 In some embodiments, each verification cohort 2930 in a respective digital ecosystem
generates a verification record for each respective MDB in an MDC verified by the verification
cohort 2930, In some example embodiments, a verification record may indicate the MDB that
was verified {(e.g, an MDB identifier that uniquely identifies the MDB), the CG-derived
verification value corresponding to the MDB, and additional data relating to the verification.
Example additional data of a verification record may include, but is not limuted to, an identifier
the MDB creator cohort that created the MDB, an identifier of the verification cohort that verified
the MDB, an MDC identifier indicating an MDC in which the verified MDB is located, the MDB
creator CG-denived value of the MDB, a timestarnp of when the verification was made, other
verification cohorts that verified the MDB, a hash value of the MDB {(or a portion thereof), a hash
value of the preceding MDB in the MDC {or a portion of the preceding MDB), and/or other
suitable metadata. It is noted that the hash values of the MDB and the preceding MDB may be
derived using traditional hashing techniques, such that the hash values are generated without the

use of a (G-derivad GEF. Put another way, the hash values of the MDB and/or the preceding
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MDB may be confirmed by an entity not in possession of the genomic data and/or GRI used to
generate the CG-denived verification values.

[6553]  In soroe embodiments, a verifying cohort 2930 roay maimntain a verification chan 2934,
such that the verification chain 2934 may nclude verification blocks, where each verification
block containg one or more verification records. For example, in some embodiments, each
verification block may store a verification record that indicates a MDB that was verified by the
verifying cohort 2930, the CG-derived venfication value corresponding to the MDB, and any
other suitable data. In some embodiments, each verification block in a verification chain 2934
may include a baich of verification records that indicates a batch of MDBs that were verified from
an MDC 2822, For exaruple, when a MDB creator cohort 2900 “commmis” an unverified portion
of its MDC 2822 to a verification cohort 2930, the verification cohort 2930 may verify each MDB
in the unverified portion of an MDC and may include verification records for each verified MDB
from the (previously) unverified portion of the MDC in a verification block that is then added to
the verification chain maintained by the respective verification cohort 2930, 1t 1s noted that while
shown as a dedicated chain, a verification chain may be stored in an MDC maintained by a
respective venfication cohort. Tn some of these implementations, the vertfication blocks may be
stored as a side-chamn of the MDC, such that the verification blocks do not need to be verified by
another cohort of the ecosystem.

[6554] In some embodiments, the verification cohort 2930 may provide a verification
notification to the MIDB creator echort 2900 indicating of a verification for 2 MDB or for the
unvernified portion of the MDC provided by the MDB creator. In embodiments, the verification
notification may indicate whether a MDB or a batch of MDBs were verified as well as other
suitable data {e.g., a CG-derived verification value of the MDB determined by the verification
cohort, a time stamp, a CG-derived value to prove the source and/or authenticity of the
nofification, and/or the like). Tn some embodiments, the verification notification may contain one
or more verification records generated by a respective verification cohort 2930, In some
implementations, the MDB creator cohort 2900 may receive a verification notification and may
store the verification notification {e.g., n the MDC, in a sidechain of the MDC, or elsewhere),
such that if the veracity of the MDC and/or a MDB thereof are ever challenged, the MDB creator
cohort 2900 may provide proof of verification by the verification cohorts {which can be used fo
prove the integrity of the MDC and iis MDBs). In some embodiments, the creator cohort 2900
may mainiain a verification chain as well. Tn these implementations, the creator cohort 2900 moay
store one or more verification blocks that contain the verification records provided by verification

cohorts 2930 that verified the MDBs generated by the creator cohort 2900. In embodiments, the
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verification cohort 2930 may store the verification blocks in a separate verification chain (not
shown) or in the MDC 2822 {e.g., in a side chain of the MBC or in the main chain of the MBC
2822

N

[3355]  Once aportion of an MDB{ 2822 has been verified by one or more verifying cohoris 2930,
that portion of the MDC 2822 becomes ummutable. The MDB creator cohort 2900 cannot change
any of the material data and/or ruetadata in any MDB io a verified portion of an MDC 2822 and
cannot remaove or add an MDB fromv/to the verified portion of the MDC 28272 as the CG-derived
verification values without changing the CG-derived verification values associated with the
MDBs in the verified portion of the MDC 2822, In this way, each MDB ¢reator cohort 2900 may
store its own MDC 2822 without having to replicate the MDBs at any other cohort (node). In the
event the integrity or authenticity of an MDC 2822 maintained by a specific cohort 15 ever
challenged, the integrity or authenticity of the MDC 2822 may be easily verified by the one or
more verification cohorts 2930 that verified the MDC 2822, For example, in some embodiments,
each venification cohort 2930 roay recetve a portion of an MDC 2822 i question and for each
MIDB in the MDC 2822 may generate a CG-derived verification value based on the MDB and the
MDB preceding the MDB. Ifthe generated CG-dertved verification value does not match the CG-
derived verification value in the MDB and/or the CG-derived verification value mamntained in the
verification chain{s) maintained by the verification cohort(s} 2930, then the verification cohort
2930 determines that the MDC has been compromised. Furthermore, the verification cohort may
also determine the specific MDB in the MDC where the first change occurred. If the generated
CG-derived verification value roatches the CG-derived verification value in the MDB and/or the
CG-derived verification value mamntained in the verification chain maintained by the verification
cohort 2930, then the vertfication cohort 2930 determines that the MDD 2822 has not been
compromised.

[6386] It s noted that a verification cohort 2930 may act as a MDB creator cohort 25900 and
vice-versa. Furthermore, the foregoing may be applied to any type of ledger-based digital
acosystem when MDB creator cohorts 2900 and verification cohorts 2930 belong to the same
genomic communily {e.g.. have sufficiently correlated genomic data sets).  The configurations of
such digital ecosystems may be defined by the community owners {e.g.. the protocol of a
distributed ledger, a platform provider, an enterprise, and/or other suitable coranurnity owners}.
658587} In some example implementations, a VDAX 2800 of a MDB creator cohort 2900 may
receive mnput data relating to one or more consecutive MDBs (i.e., a portion of an MDC) from a
ledger-based application 2850 and may determune a CG-derived verification value for each

respective MDB 2824 based on the MDE 2824 and a preceding MDB 2824 in the MDC 2822, As
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mentioned, in some example implementations, a VDAX of a creaior cohort 2900 may generate
mudtiple CG-derived verification values if there are multiple verifving cohorts in the digital
ecosystern that use different GRI to verify a block. 1o some of these exarople vuplementations,
the root DNA module 2806 of the VD AX 2800 may modify a genomic differentiation object (2.g.,
KXKNA) assigned to the VDAX 2800 for participation in the digital ecosystem using GRI exchanged
between the MDB creator cohort 2900 and a respective verifying cohort 2930 {e.g., GRI provided
by the MDB creator cohort 2900 to the venifving cohort 2930 or vice versa) to obtain a modified
genomic data object. In some of these implementations, the VDAX 2800 extracts a sequence from
the MDB 2824 {e.g., from the MDB metadata of the MDB 2824 and/or other sequence sources)
and mputs the modified genomic data object 1o the sequence mapping module 2810, In these
implementations, the sequence mapping module 2810 may generate a genomic engagement factor
{GEF) based on the extracted sequence and the modified genomic data object (e.g., as described
above). Alternatively, the sequence mapping module 2810 may receive the sequence, GRI, and
an unnodified genomic data object (XNA) and may determine the GEF based thereon (e.g., as
described above). In embodiments, the master corroboration module 2814 receives the GEF
corresponding o an MDB 2824 and generates a CG-derived verification value based on the GEF,
the MDB, and a preceding MDB in the MDC. In some example configurations, the master
corroboration module 2814 may be configured to deternune a first hash value of the MDB 2824
and a second hash value of the preceding MDB in the MDC 2822 It is noted that the first and
second hash value may be determined using a hash function (e.g., a non-CG-facilitated hash
function) known to all the participants in the digital ecosystem, such that any properly configured
cohort may be able to recreate the first and second hash values given: the MDB and the preceding
MDB, respectively. In some embodiments, the master corroboration value 2814 generates the
first and second hash values. Alternatively, in some embodiments, the first and second hash values
may be generated by the ledger-based application 2830 and provided to the VDAX (e.g., with the
nput data, in the MDBE metadata of the MDB being verified, or the like). In example
implementations, the master corroboration value may combine the first and second hash values
{e.g., concatenate, append, interweave, add, multiply, or the hike) in a specified manner to obtain
a linking value that represents the combination of the MDB 2824 and the MDB preceding the
MDB 2824 in the MDC 2822, In some of these embodiments, the master corroboration module
2814 may then generate the CG-derived verification value based on the GEF that was determined
for the MDB 2824, the hinking value, and a set of computational functions {e.g., cipher-based,
ciphertess, or hybrid functions). For example, in some embodiments, the master corroboration

module 2814 may input the GEF and the linking value into a series of one or more of a
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cryptographic hash function, an encryption function, a binary transformation (or any other suitable
computational function that may receive the hinking value and GEF as input) to obtain a CG-
derived veri{ication value corresponding to the MDB 2824 vis-a-vis the preceding MDB. In this
way, the resultant CG-derived verification value can only be validated by a verification cohort
2930 1 the verification cohort 2930 possess the GRI that was used by the creator cobort 2900 to
generate the verfication value (e.g., via link exchange with the MDB creator cobort 2900 or an
enclave VDAX) and a sufficiently correlated genomic data object (e g, XNA) In embodiments,
the CG-derived verification value of the MDB 2824 may then be written to the CG-derived values
of the MDB 2824. In embodiments, the VDAX 2800 of a creator cobort 2900 may delermine one
or more CG-~derived vertfication values for each respective MDB generated by the creator cohort
as the MDB 2824 is added to the MIDC 2822 of the creator cohort 2900, 1t 15 noted that the newly
added MDBs remain unverified unti] the ledger-based application 2850 “commils™ an unverified

portion of the MDC 2822 containing the newly added MDBs by transmitling the unverified
portion of the MDC to one or more verification cohorts 2930, Onee a portion of the MDC 2822
is vertfied by the verifying cohort(s} 2930, that portion of the MDC 2822 becomes verified and
fmimutable.

[6358] In some mplementations, the MDB creator cohort 2900 (eg., the ledger-based
application 2850} may provide verification data corresponding to an unverified portion of an MDC
2822 to one or more vertiving cohoris 2930, in some of these implementations, the verification
data may be the entire gnverified portion of the MDC. In other implementations, the verification
data includes non-CG-derived value of each MDB 2824 {e.g., non-CG-denived values), and for
cach MDB 2824, any other switable metadata from: which a sequence may be extracted. In
implementations, a verifying cohort 2930 may recetve the verification data corresponding to the
unverified portion of an MDC 2822 and may tleratively verify each MDB 2824 in the unverified
portion of the MDC 2822 based on the verification data, 1ts genonue data set, and the GRI
commonly held by verification cohort 2930 and the MDB creator cohort 2900, A VDAX 2932 of
the verification cohort 2930 may perform the same operations as the VDAX 2800 of the MDB
creator cohort 2900, For example, in some implementations, the verification cobort VDAX 2932
may modify its genonuc differentiation object {e.g., XNA object) corresponding to the digital
ecosystem with the GRI corresponding to the MDB creator cohort 2900 to obtain a modified
genomic differentiation object {e.g., 8 modified XNA object). For each MDB in the unverified
portion of the MDC, the verification cohort VDAX 2932 may extract a sequence corresponding
to the MDB {e g, from the MDB metadata of an MDB) and mav generate a GEF corresponding

to the MDB based on the sequence, the comumonly held GRI, and the modified genomic data object

196



10

i5

25

30

WO 2022/169969 PCT/US2022/015109

{e.g., as described above). Alternatively, in some implementations, the verification cohort VBAX
2932 may extract a sequence corresponding (o the MDB {e.g, from the MDB metadata of an
MDB) and may geoerate a GEF corresponding to the MDB based on the sequence, the comyonly
held GRI, and an unmodified genomic data object (e.g., as described above). It is noted that the
configuration of the venfication cohort’s VDAX may be identical or otherwise functionally
svmometric 1o that of the VIXAX 2800 of the MDB creator cohort 2900, such that the same
sequences are extracted and the same computational functions are execuied o derive the GEF. In
implementations, the verification cohort VRIAX 2932 may, for each respective MDB, generate a
CG-derived verification value based on the MDB, the preceding MDB that precedes the MDB in
the MDC, and the GEF corresponding o the MDB. For example, in some embodiments, the
verification cohort VDAX 2932 may deternune the linking value corresponding to the MDB and
the preceding MDB in the same manner as the master corroboration module 2814 of the MDB
creator cohort 2900, In some embodiments, the verification cohort VDAX 2932 may then
generate a CG-derived verification value by ioputiing the GEF and the linking value into the same
set of computational functions that were used by master corroboration module 2814 of the creator
cohort VBAX 2800, Assuming that the contents of the MDB and the preceding MDB have not
been changed, the venfication cohort VIDAX 2932 may obiain the same CG-derived verification
value as was determined by the creator cohort VDAX 2800 If the determined CG-derived
verification value matches the CG-derived verification value in the MDB, the venfication ¢ohort
VDAX 2932 verifies the MDB. Inresponse {o verifving the MDB, the verification cohort VDAX
2932 way generate a venification record corresponding to the verified MDB. As discussed, the
verification record may be maintained in a verification block of a verification chain 2934 that is
maintained by the verification cohort and/or may be provided to the MDB creator (or any other
suitable cohort of the digital ecosystem). The verification record may indicate the MDB that is
verified, the CG-derived verification value that was determined both by the verification cohort
and the creator cohort, and any other suitable metadata. Later on, if the integrity of the MDC of
the MDB creator cohort is ever audited or otherwise questioned, the verification records
corresponding to the MDC may be used fo prove whether the previously verified portions of the

MDC were altered i any way.

CG-BASED NOTARIZATION OF MBS
[6889] With reference now to the VDAX of FIG. 28 in reference to FIG. 30, in some example

mplementations of a ledger-based ecosystem, VDAXs in the ledger-based ecosysterm are
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configared to generate CG-derived values (e.g., CG-derived creator values and/or CG-derived
notary vahues) given an MDB (or a portion of an MDB).

[6566]  In some of these example implerentations, a VD AX 2800 of a MDB creator cobort 2900
may receive input data relating to an MDB 2924 (e g, the MDB 2924 itself or a portion thereof)
from aledger-based application 2850 and may determine a CG-derived creator vahue based on the
wmput data, the genomue differentiation object of the creator cohort 2900, and GRI. In some
wmpleroentations, the GRI may be secret GRI, such that the notary cohort has unique GRI with
which it notarizes MDBs from other cohorts. In other implementations, the GRI may be used by
mudtiple notary cohorts to notarize MDBs from other cohorts. In these implementations, the semi-
secret GRI may be exchanged at the enclave level, such that the votary coborts that participate in
a certain enclave recetve the GRU that is used to notarize the MDBs created by enclave cohorts.
[0561] In example implementations, a VDAX 2942 of a notary cohort 2940 may also receive
input data relating (o an MDB 2924 (e.g, the MDB 2924 itself or a portion thereof} from a ledger-
based application 2850 and may determine a CG-derived notary value based on the input data, the
genomic differentiation object of the notary cohort 2940, and GRI. In these implementations, a
creator cohort 2900 can generate a CG-derived creator value given an MDB 2924 and one or more
notary cohorts 2940 can generate respective notary values given the same MDB 2924 (which will
not be matching values, unless both the creator cohorts and the notary cohorts use the same GRI
and same genonuc data). In some implementations, the CG-derived creator value and the one or
more CG-derived notary values may be writlen into an MDB, thereby creating a notarized MDB.
Unlike verification that ensures the integrity of a portion of an MDC, notarization can be used to
ensure the wtegrity of individual MDBs. For example, each notary cohort 2940 may notarize an
MDE 2924 and may store a copy of the notarizved MDB 2926 with the CG-derived creator value
and CG-derived notary value {generated by the notary cohort 2940} in the MDB 2926, such that
if the integrity of the contents of the notarized MIIB 2926 are ever called into guestion, the notary
cohort{s} 2940 that notarized the MDB 2926 can prove whether or not the contends have been
altered. For instance, if a MDB creator cohort 2900 and a set of two or more notary cohorts 2940
digitally notarize an MDB and later a party alleges that the contents of the MDB 2926 were
changed. each of the creator cohort and the notary cohoris can recalculate the respective CG-
derived values used to digitally notarize the notarized MDB and compare the recalculated values
with the respective values in the notarized MDB 2926 to determing whether the contenis of the
MDB 2926 were altered.

[6562] As discussed, in some iraplementations, a VIAX 2800 of an MDB creator cohort 2900

and a VBAX 2942 of a notary cohort 2940 may be configured to obtain an unnotarized MDB
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2924 generated by a MDB creator cohort and to generate a respective CG-derived value {e.g.,
creator value or notary value) based on the contents of the MDRB. It is appreciated that the overall
process for generating a CG-derived creator value or a CG-denved notarization value are
substantially similar.  As such, the following description is described with respect to a notary
cohort 2944, but may also be applied 1o the VIAX 2800 of an MDB creator cohort 2900 to
generate a CG-derived creator value. 1o embodunents, a VDAX 2942 of a notary cohort 2940
(referred to as the “notlarizing VIAX 29427 yoay notarive an uonotarized MDB 2924 by
generating a CG-derived notarization value based on the contents of the MEDB 2924, a genomic
differentiation object {e.g., XNA object} assigned {0 the notarizing VDAX 2942, and secret or
seym-secret GRI held by the notanzing VDAX 2942, Tu these unplersentations, the notarizing
VAKX 29472 generates a GEF based on a sequence extracted with respect to the unnotarized MDEB
2924, the genonuc differentiation object {e.g., XNA object) of the notarizing VDAX 2942, and
the GRI held by the notarizing VDAX 2942, In implementations, the notarizing VDAX 2942 may
extract the sequence from the metadata of the unnotarized MDB 2924 {e.g., a set of consecutive
or non-consecuiive bits or bytes from the metadata of the unnotarized MDB 2924). In some of
these implementations, the notarizing VDAX 2942 may generate a GEF corresponding to an
wmnotarized MDB 2924 based on the sequence exiracted therefrom, the secret or semi-secret GRI
held by the VDAX 2942, and the genomic differentiation object of the VDAX 2942 (e.g., as was
with respect to FIGS. 22 or 23). In some of these implementations, the notarizing VDAX 2940
may modify its genomic differentiation object, and, for a respective unnotanized MDB 2924, may
generate a respective GEF based on the sequence, the GRI, and the modified genomic
differentiation of the notarizing VDAX 2942 {(e.g., as described with respect to F1G. 23). in other
implementations, the notarizing VDAX 2942 mayv generate a GEF corresponding 1o a respective
unnotarized MDB 2924 based on the extracted sequence, the secret or semi-secret GRI, and the
wnmedified genomac differentiation of the notanzing VIDAX 2942 (e ., as described with respect
to FiG. 22} It is appreciated that the notarizing VDAX 2942 may generate a GEF using other
suttable sequence mapping technigues without departing from the scope of the disclosure.

6563} In implementations, the notarizing VDAX 2942 (e g.. a master corroboration module
thereof) may generate the notary value based on the GEF and the unnotarized MDB 2924 (e g,
the entire unnotarized MDB 2924 or specific portions thereof). In some of these implementations,
the notarizing VDAX 2942 may apply one or more computational functions {(e.g., cipher-based,
cipherless, ot hybrid function(s)) to the unnotarized MDB 2924 using the GEF corresponding to
the unnotarized MDB 2924 as input to obiain the notarv value for the unnotarized MDB 2924, In

some of these implementations, the notarizing VDAX 2942 may apply the one or more
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computational functions 1o the unnotarized MDB 2924 by applying the computational functions
1o the portion of the MDB 2924 containing the “payload” of the MDB using the GEF as input to
obtain the notary value. In these implementations, the notary value will not change as long as the
material data (e.g., the payload} that is stored in the portion of the MDB 2924 is not subsequently
changed. Alternatively, the notarizing VDAX 2942 may apply the one or more compuiational
functions to the entire unnotarized MDB 2924 using the GEF as input to obtain the notary value.
For purposes of explanation generating a notary value {or generating a creator value) based on the
MDB 2924 may refer to generating a notary value using the substantive portion of the MDB 2924,
the entirety of the unnotarized MDB 2924, a hash value of the MDB 2924, or the like. In some
implementations, the notarizing VDAX 2942 may encrypt or disambiguate (e.g., XOR) at least a
portion of the unnotarized MDB 2924 (e g., the substantive portion of the MDB 2924 or the entire
wnnolarized MDB 2924) using the GEF as a key, whereby the resuliant value is used as the notary
value or notarizing VDAX 2942 further derives the notary valee from the resuliant value. In some
wnplersentations, the notarizing VDAX 2942 may hash at least a portion of the unnotarized MDB
2924 using the GEF as an input to the hash function, whereby the resultant hash value is used as
the notary value. His appreciated that the notarizing VDAX 2942 may determine the notary value
of an unnotarized MIDB 2924 based on a corresponding GEF in other suttable manners, including
hybrid manners, without departing from the scope of the disclosure.

16564] In some implementations, the notary cohort 2940 {e g.. the notarizing VDAX 2942 or the
{edger-based application 2850} may digitally notarize the unnotarized MDB 2924 with the notary
value, thereby notarizing the MIDB 2926 with value that is unigue and can only be recreated by
the notarizing VDAX 2942, It is appreciated that the creator cohort 2900 may also digitally
notarize the MDB 2924 in this same manner with a CG-derived creator value using GRI that is
maintained by the crealor VIDAX 2800 and the genomic differentiation object of the creator
VIDAX 2800,

{05651 It is noted that in some implementations, the MDB creator cohort 2900 and the one or
more notary cohorts may belong to different genomic communities and may not have correlated
genomic data (e g, correlated differentiation objecis). Even in such scenarios, a notary cohort
2940 may notarize an MDB 2924, as the CG-derived notarization value is generated based on
information that is secret or semu-~secret held by the notary cohort 2940, In this way, a notary
cohort 2940 may independently verify that the contents of a notarized MDB 2926 have not been
changed, even in trustless ecosystems. For example, i the ntegrity of a notarized MDB 2926 15
ever questioned, the notary cohort 2940 can determine whether the comtents of the MDB 2926

were changed after notarization by redetermining the CG-notary value of the MDB 2926 and
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comparing the redetermined notary value to the notary value used (o notarize the MDB 2926, 1
the CG-derived notary values match, then the notary cohort can verify the integrity of the MDB
2926,

[6366] Inimplementations, the notary cohort 2940 may provide the notarized MDB to the MDB
creator cohort 2900 and the MDB creator cohort 2900 may add the notarized MDB to its copy of
the MDC. Inthese embodiments, the MDR creator may store the CG-derived notarization value(s)
for a particular MDB generated by the notary cohorts in the MDB or in relation (o the MDB (e g,
in a side chain of the MDC or another MDB in the main chain of the MDC), such that the CG-
derived notarization values provide verifiable proof that an MDB has not been changed or
tampered with. For exarple, in some embodiments a notary cohort may receive arequest to verify
anotarization of an MDB. In these example embodiments, a notary cohort may receive the MDB
{or certain contents thereof) and may attempt to recreate the CG-derived notarization value. If the
notary cohort is able to recreate the CG-derived notanzation value, the notary cohort may confirm
that the MIIB has not been changed or taropered with. If the notary cohort generates a value that
does not match the CG-derived notarization value that was used to notarize the MDB, the notary
cohort may confirm that the MDB has been altered.

[6367] In some embodiments, each notary cohort 2940 may also store the notarized MDB 2926
on their respective MDCs (e.g., inter-ledger chains). It is noted that in these embodiments, the
MDCs maindained by each respective cohort in a digital ecosystem do not necessarily have to be
congruent; however, each notarized MDB may be stored in a respective MDC maintained by the
MDB creator cohort 2900 and each of the notary cohoris 2940 that notarized the MDB 2926,
Furthermore, depending on the configwration of the digital ecosystern, the CG-derived notary
values generated by different notary cohoris 2948 with respect to an MDB can be shared between
notary cohorts 2940 and subsequently written to each notary cohort’s respeciive copy of an MDB,
further ensuring the integrity of the notarized MDB.

16568] In some example embodiments, a ledger-based digital ecosysterm may optionally support
both notarization and verification, as shown in the example of FIG. 30. In these examples, a
VDAX 2932 of a verification cohort 2930 (referred to as a “verification VDAX 29327) can verify
portions of an MDC on behalf of cohorts, as was described with respect to FIG. 29. In these
implementations, a verifying VDAX 2932 may be configured fo vertfy unvernified portions of an
MD{ that iz maintained by another cohort within the ecosvstem. In some of these
implementations, the verifying VDAX 2932 may receive an unverified portion of an MDC from
a cohort {e.g.. creator cohort 2900) containing a series of sequential MDBs, where at least some

of the MDBs in the unverified portion of the MDC have been notarized by one or more notary
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cohorts.  In these implementations, the unverified portion of the MDC may include notarized
MDBs 2926 and may further inchude unnotarized MDBs 2824 (e.g., MDBs that do not require
notarization by a notary cobort). In these iroplementations, when a vernification cohort 2930
receives the unverified portion of the MDC, the verification cohort may verify each sequential
MDB in the unverified portion of the MDC using GRI that is known 1o both the creator cohort
2500 and the verification cobort 2930, as was described with respect to FIG. 29, n this way,
notarized MDBs 2926 that are included in the MDC and subsequently verified by one or more
verification cohorts 2930 become tmumutable. It is appreciated that in some implementations, a
verification cohort 2930 may also be a notary cohort 2940, such that the verification VBAX 2392
can both verify MIDCs (as described with respect to FIG. 29) and notarize MDBs. Aliernatively,
in some implementations a verification cohort 2930 may be configured to verify MDCs, while
notary cohorts 2940 are configured to notarize MBDs.

65691 In some example implementations, a verification cohort 2930 (or any other suitable
cohort n the ledger-based digital ecosysteny) roay be configured to confirm the ntegrity of &
notarized MDB 2926, In these implementations, the verification cohort 2930 may provide a
confirmation request {o the notary cohort(s} 2940 that notarized an MDB 2926, In these
implementations, a confirmation request 18 sent to a notary cohort 2940 to confirm that an MDB
2926 has not been changed since 1t was notarized by the notary cchort. In some of these
implementations, the notary cohort 2940 may receive a copy of the notarized MDB 2926 that the
verification cohort 2930 1s verifving {e.g., an MDB 2926 from the creator cohort 2900). In some
mmplernentations, the confirmation request may nclude the notarized MDB 2926 that is o be
confirmed and may further include a notary value that was used to notarize the MDB 2926 by the
notary cohort 2940, In these implementations, the notary VDAX 2942 may recalculate the notary
value given the received MDB 2926 and may retuin a response 1o the confirmation request based
on the recalculated notary value. In some implementations, the notary cohort 2940 may return the
recalculated notary value to the vertfication cohort 2940 in the response. In these implementations,
the verification cohort 2930 may receive the response and may determine if the recalculated notary
value matches the notary value that was used to notarize the MDB 2926 by the notary cohort 2940.
If so, the verification cohort 2930 mav confirm the integrity of the MDB 2926 In some
implementations, the notary cohort 2940 may be configured to determune if the recalculated notary
value matches the notary value that was used {o notarize the MDB 2926, If the recalculated notary
value matches the notary value that was used to notarize the MDB 2926, the notary cohort 2940
can confirm the integrity of the MDB 2926 and may include the confirmation in the response. In

the instance where the recalculated value does not match the notary value that was used to notarize
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the MIDIB 2926, the MIIB 2926 can be further (o determine if the MDB 2926 has been altered and
by whom the block was altered. For exarple, if multiple notary cohorts 2940 determipe that the
recreated values do not match the notary values used to notarize the MBD 2926, theo it can be
determined that the MDB creator cohort 2900 (or a malicious actor) has altered the MDB 2926,
[B876] 1t is appreciated that the foregoing examples of FIGS. 28-30 are provided as example
configurations of a ledger-based digital ecosystermn.  Within different ecosystems  and
wmplernentations of a CG-ESP, the genomic data sets, the notarization mechanics, the verification
mechanics, and/or the computational function of the CG-ESP mav be varied by the community
owner without departing from the scope of the disclosure.

16571} Furthermore, while the examples of FIGS, 28-30 pertained to different implementations
for maintaining MDCs, Cyphergenics may be applied to existing ledger-based ecosystems. For
example, Cyphergenics may be applied to digital ledgers that comport {o existing proiocols (e g,
Ethereurn blockchaim, Hyperledger Fabric blockchain, R3 Corda blockchain, Ripple Blockchain,

Cuorum blockchain, later developed blockchains, or the like) or a set of layered protocols.

CONCLUSION

[8572] In view of the foregoing, it is noted that the techniques described throughout the
disclosure may be adapted for implementation within existing cryptography frameworks.
Furthermore, the modularity of the described frameworks provides an opportunity for further
development of specific modules and CG-based techniques. As more configurations a developed,
the modulariiy of @ CG-ESP will provide for another layer of obfuscation, which further enhances
the security features of the CG-ESP.

[6573}] The background description is presented simply for context, and is not necessarily well-
understood, routine, or conventional. Further, the background description is not an admission of
what doss or does not quality as prior art. In fact, some or all of the background description may
be work attributable to the named inventors that is otherwise unknown in the art.

[6574] Physical (such as spatial and/or electrical} and functional relationships between elerents
{for example, between modules, circuit elements, semiconductor layers, et} are described using
various terms. Unless explicitly described as being “direct,” when a relationship between first and
second elements is described, that relationship encompasses both (1) a direct relationshup where
no other intervening elements are present between the first and second elements and (i1} an indirect
relationship where one or more intervening elements are present between the first and second

elements. Example relationship terros wnclude “adjoining,” “transmitting,” “receiving,”
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“connected,” “engaged,” “coupled,”

“adjacent,” “next to,” “on iop of,” “above,” “below,”

.

“abutting,” and “disposed.”

6575 The detaled description includes specific examples for illustration only, and not to linut
the disclosure or its applicability. The examples are not intended to be an exhaustive hist, but
insiead simply demonstrate possession by the inventors of the full scope of the currently presented
and envisioned future claims. Variations, combinations, and equivalenis of the exaroples are
within the scope of the disclosure. No language in the specification should be couvstrued as
indicating that any non-claimed element is essential or critical {o the practice of the disclosure.
[6576] The term “exemplary™ simply means “example” and does notindicate a best or preferred
example. The term “set” does not necessarily exclude the eropty set — in other words, in soroe

circumstances a “set” may have zero elements. The term “non-empty set” mayv be used to indicate

exclusion of the empty set — that is, 2 non-empily set must have one or more elements. The term

“subset” does not necessarily require a proper subset. In other words, a “subset” of a first set may
e coextensive with (equal to) the first set. Further, the term “subset” does not necessarily exclude

the empty set — in some circumstances a “subset” may have zero elements.

(65777 The phrase “at least one of A, B, and ™ should be construed {0 mean alogical (AOR B

OR ), using a non~exclusive logical OR, and should not be construed to mean “at least one of A,

N 9r

at least one of B, and at least one of C.

25 4c

The use of the terms “a,” “an,” “the,” and similar referenis
in the context of describing the disclosure and claims encompasses both the singular and the plural,
unless contradicted expliciily or by context. Unless otherwise specified, the terms “comprising,”
“having,” “with,” “mcluding,” and “containing,” and their vananis, are open-ended ferms,
meaning “including, but not linuted to.”

6578} Each publication referenced in this disclosure, including foreign and domestic patent
applications and patents, is hereby incorporated by reference in its entirety.

165791 Although each of the embodiments is described above as having certain features, any one
or more of those features described with respect to any embodiment of the disclosure can be
implemented in and/or combined with featwes of any of the other embodiments, even if that
combination s not explicitly described. In other words, the described embodiments are not
mutually exclusive. and permutations of multiple embodiments remain within the scope of this
disclosure.

[6580] One or more elements (for example, steps within a method, nsiructions, actions, of
operations} may be executed in a different order (and/or concurrently) without alfering the

principles of the present disclosure. Unlass technically infeasible, elements described as being in
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series may be implemented partially or fudly in parallel. Similarly, unless techrnically infeasible,
elements described as being in parallel may be implemented partially or fully m series.

16581] While the disclosure describes structures corresponding to claimed elements, those
elements do not necessarily invoke a means plus function interpretation unless they explicitly use
the signifier “means for.” Unless otherwise indicated, recitations of ranges of values are merely
mntended to serve as a shorthand way of referring individually to each separate value falling withun
the range, and each separate value 1s hereby incorporated into the specification as if it were
individually recited.

[6582] While the drawings divide elements of the disclosure into different functional blocks or
action blocks, these divisions are for tllustration only. According to the principles of the present
disclosure, functionality can be combined in other ways such that some or all functionality from
multiple separatelv-depicied blocks can be implemented in a single functional block; simlarly,
functionality depicted in a single block may be separated into multiple blocks. Unless exphicitly
stated as mutually exclusive, features depicted 1 different drawings can be combined consistent
with the principles of the present disclosure.

[6583] In the drawings, reference numbers may be reused to wdentify identical elements or may
siroply identify elements that implement similar functionality. Numbering or other labeling of
insiructions or method steps is done for convenient reference, not to indicate a fixed order. In the
drawings. the direction of an arrow, as indicated by the arrowhead, generally demonstrates the
fow of information (such as daia or instructions) that is of inlerest {0 the illustration. For example,
when element A and element B exchange a variety of mformation but information transmitied
from element A to element B is relevant to the illustration, the arrow may point from element A
to element B. This unidirectional arrow does not imply that no other information is transmitted
from element B to element A, As just one example, for information sent from element A to element
B, element B may send requests and/or acknowledgements fo element A,

16584] A special-purpose system includes hardware and/or software and may be described in
erms of an apparatus, a method, or a computer-readable medium. In various embodiments,
functionality may be apportioned differently between software and hardware. For example, some
functionality mav be implemented by hardware in one embodiment and by software in another
embodiment. Further, software may be encoded by hardware structures, and hardware may be
defined by software, such as in software-defined networking or sofiware-defined radic.

[6585] In thus application, including the claims, the term module refers to a special-purpose
system. The module may be implemented by one or more special-purpose systems. The one or

more special-purpose systems may alse tmplement some or all of the other modules. In this
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application, including the claims, the term module may be replaced with the terms controller or
circuil. In this application, inchuding the claims, the term platform refers to one or more modules
that offer a set of functions. In this apphcation, including the claims, the term systern may be used
interchangeably with module or with the term special-purpose system.

[3886] The special-purpose system may be directed or controlled by an operator. The special-
purpose system may be hosted by one or more of assets owned by the operator, assets leased by
the operator, and third-party asseis. The assets may be referred to as a private, community, or
hybrid cloud computing network or cloud computing environment. For example, the special-
purpose svstem may be partially or fully hosted by a third party offering software as a service
{SaaS), platform as a service (Paa8), and/or infrastructure as a service (TaaS). The special-purpose
svstem may be implemented using agile development and operations (DevOps) principles. In
embodimenis, some or all of the special-purpose svsiem may be implemented in a multiple-
environment architecture. For example, the mudtiple environments may include one or more
production envirorwoents, one of more nfegration envirouments, one or more developroent
environments, etc.

(65877 A special-purpose systern may be partially or fully implemented using or by a mobile
device. Examples of mobile devices include navigation devices, cell phones, smart phones, mobile
phones, mobile personal digital assistants, palmtops, netbooks, pagers, electronic book readers,
tablets, music players, etc. A special-purpose system may be partially or fully implemented using
or by a neiwork device. Examples of network devices include swiiches, routers, firewalls,
gateways, hubs, base stations, access points, repeaters, head-ends, user equipment, cell sites,
antennas, towers, etc.

[6588] A special-purpose svstem may be partially or fully implemented using a computer having
a vanety of form factors and other characteristics. For example, the computer may be
characterized as a personal computer, as a server, etc. The computer may be portable, as in the
case of a laptop, netbook, etc. The computer may or may not have any output device, such as a
monitor, line printer, liquid crystal display (LCP), hght emitiing diodes {(LEDs), etc. The
computer may or may not have any input device, such as a keyboard, mouse, touchpad, trackpad,
computer vision system, barcode scanner, button array, etc. The computer may run a general-
purpose operating systern, such as the WINDOWS operating system from Microsoft Corporation,
the MACOS operating svstem from Apple, Inc., or a vanant of the LINUX operating system.
Examples of servers include a file server, print server, domain server, internet server, intranet
server, cloud server, infrastructure-as-a~service server, platform-as-a-service server, web server,

secondary server, host server, distributed server, failover server, and backup server.
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[6589] The term hardware encompasses components such as processing hardware, siorage
hardware, networking hardware, and other general-purpose and special-purpose components.
Note that these are not mutually-exclusive categories. For example, processing hardware roay
integrate storage hardware and vice versa.

[3898] Examples of a component are integrated circuits (ICs), application specific integrated
circuit {ASICs), digital circuit elements, analog circuit elements, combinational fogic circutis, gate
arrays such as field progranumable gate arravs (FPGAs), digital signal processors (D8Ps), complex
programmable logic devices (CPLDs), ete.

(6521} Multiple components of the hardware may be integrated, such as on a single dig, in a
single package, ot on a single printed cireutt board or logic board. For example, multiple
components of the hardware may be implemented as a systenvon-chip. A component, or a set of
inniegrated components, may be referred to as a chip, chipset, chiplet, or chip stack. Examples of
a systerm~-on-chip include a radio frequency (RF} system-on-~chip, an artificial intelligence (AD)
system-on-chip, a video processing systers-on-chip, an organ-ou-chip, a quantum algorithio
system-on-chip, efc.

[6582] The hardware may integrate and/or recetve signals from sensors. The sensors may allow
observation and measureroent of conditions including temperature, pressure, wear, light,
humidity, deformation, expansion, contraction, deflection, bending, stress, strain, load-bearing,
shrinkage, power, energy, mass, location, temperature, humidity, pressure, viscosily. liquid flow,
chemical/gas presence, sound, and air qualily. A sensor may include image and/or video capiure
w visible and/or non-visible {such as thermal) wavelengths, such as a charge-coupled device
{CCD) or complementary metal-oxide semiconductor (CMOS) sensor,

(6563} Examples of processing hardware include a central processing unit (CPU}, a graphics
processing unit {GPU), an approximate computing processor, a quanium compuling processor, a
paralie] computing processor, a neural network processor, a signal processor, a digital processor,
a data processor, an embedded processor, a microprocessor, and a co-processor. The co-processor
may provide additional processing functions and/or optimizations, such as for speed or power
consumption. Examples of a co-processor include a math co-processor, a graphics co-processor,
a comnwnication co-processor. a video co-processor, and an artificial intelligence (Al) co-
PTOCESSOT.

[85¢4] The processor may enable execution of multiple threads. These multiple threads may
correspond to different programs. In various embodiments, a single program may be implemented
as nuiltiple threads by the programmer or may be decomposed into muliple threads by the

processing hardware. The threads may be executed simultanecusly to enhance the performance of
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the processor and to facilitate simultaneous operations of the application. A processor may be
mmplemented as a packaged semiconductor die. The die mncludes one or more processing cores
and may include additional functional blocks, such as cache In various embodiments, the
processor may be implemented by multiple dies, which may be combined in a single package or
packaged separately.

[3595] The networking hardware may joclude one or more juterface cireutis. In some examples,
the nterface circuit(s) may imoplement wired or wireless interfaces that connect, directly or
indirectly, io one or more networks. Examples of networks include a cellolar network, alocal area
network (LAN}, a wireless personal area network (WP AN), a mefropolitan area network (MAN),
and/or a wide area network {WAN). The networks may include one or more of point-to~-point and
mesh technologies. Data transmitied or received by the networking components may traverse the
same or different networks. Networks may be connected to each other over 3 WAN or poini-to-
point leased lines using technologies such as Multiprotocol Label Switching (MPLS) and virtual
private networks (VPNs).

(0596} Examples of cellular networks include GSM, GPRS, 3G, 4G, 5G, LTE, and EVDO. The
cefhdar network may be implemented using frequency division multiple access (FDIMA) network
or code division muttiple access (CDMA) network, Exaroples of a LAN are Institute of Electrical
and Blectronics Engineers (IEEE} Standard 802.11-2020 {(also known as the WIFI wireless
networking standard} and IEEE Standard 802.3-2018 (also known as the ETHERNET wired
networking standard). Examples of a WPAN include IEEE Standard 802.15.4, including the
ZIGBEE standard from the ZigBee Alhance. Further examples of a WPAN mclude the
BLUETOOTH wireless networking standard, including Core Specification versions 3.0, 4.0, 4.1,
4.2, 5.0, and 5.1 from the Bluetooth Special Interest Group (SI1G). A WAN mav also be referred
1o as a distributed commumications system {(BCS). One example of a WAN is the intemnet.

[68671 Storage hardware 15 or mcludes a compuier-readable mediwmn. The term computer-
readable medium, as used in this disclosure, encompasses both nonvolatile storage and volatile
storage, such as dvnamic random access memory (DRAM). The term computer-readable medium
only excludes fransitory electrical or electromagnetic signals propagating through a medium (such
as on a carrier wave). A corputer-readable medium in this disclosure is therefore non-transitory,
and may also be considered fo be tangible.

(8598} Examples of storage implemented by the storage hardware include a database (such as a
refational database or a NoSQL database), a data store, a data lake, a colunmn store, a data
warehouse. Example of storage hardware include nonvolatile memory devices, volatile memory

devices, magnetic storage media, a storage area network (SAN), network-attached storage (NAS),
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optical storage media, printed media (such as bar codes and magnetic ink), and paper media {such
as punch cards and paper tape). The storage hardware may include cache mernory, which may be
collocated with or integrated with processing hardware. Storage hardware may have read-only,
write-once, or read/write properties. Storage hardware may be random access or sequential access.
Storage hardware may be location-addressable, fife-addressable, and/or content-addressable.
[3599] Exarople of nonvolatile roemory devices melude flash memory (including NAND and
NOR technologies), solid state dnives (88Dks), an erasable progranumable read-only memory
device such as an electrically erasable programmable read-only memory (EEPROM) device, and
a mask read-only memory device (ROM). Example of volatile memory devices include processor
registers and random access memory (RAM), such as static RAM (SRAM), dvnamic RAM
(DRAM)}. synchronous DRAM (SDRAM), synchronous graphics RAM (SGRAM). and video
RAM (VRAM). Example of magnetic storage media include analog magnetic tape, digital
magnetic tape, and rotating hard disk drive (HDDs). Examples of optical storage media include a
CD (such as a CB-R, CD-RW, or CD-ROM), a DVD, g Bluray disc, and an Ultra HD Blu-ray
disc.

[6666] Examples of storage implemented by the storage hardware include a distributed ledger,
such as a pernussioned or pernussionless blockchain. Entities recording transactions, such as in a
blockchain, mav reach consensus using an algorithm such as proof-of-stake, proof-of-work, and
proof-of-storage. Elemenis of the present disclosure mayv be represented by or encoded as non-
fungible tokens (NFTs). Ownership rights related to the non-fungible tokens may be recorded in
or referenced by a distributed ledger. Transactions mitiated by or relevant to the present disclosure
may use one or both of fiat currency and cryptocurrencies, examples of which include bitcoin and
ether. Some or all features of hardware may be defined using a language for hardware description,
such as IEEE Standard 1364-200S (commonly called “Venlog™) and IEEE Standard 1076-2008
{commonly called “VHDL™). The hardware description language may be used to manufacture
and/or program hardware,

6681 A special-pwrpose system may be distributed across muitiple different software and
hardware entities. Coromunication within a special-purpose system and between special-purpose
systems may be performed using networking hardware. The distribution may vary across
embodiments and may vary over time. For example, the distribution may vary based on demand,
with additional hardware and/or software entities invoked to handle higher demand. In various
ernbodiments, a load balancer may ditect requests to one of multiple instantiations of the special

purpose system. The hardware and/or software entities may be physically distinct and/or may
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share some hardware and/or software, such as in a virtualized environment. Mealtiple hardware
entities may be referred 10 as a server rack, server farm, data center, efe.

[6662]  Software includes instructions that are machine-readable and/or executable. Instructions
may be logically grouped into programs, codes, methods, steps, actions, routines, functions,
libraries, objects, classes, eic. Software may be stored by storage hardware or encoded in other
bhardware. Software epncoropasses (1) descriptive text to be parsed, such as HTML t(hypertext
markup language), XML {(extensible markup language), and ISON (JavaScript Object Notation),
(i1} assembly code, (3ii) object code generated from source code by a comptler, (iv) source code
for execution by an interpreter, (v} bytecode, (vi) source code for compilation and execution by a
just-in-tume compiler, etc. As examples ouly, source code may be written using synfax from
languages including C, C++, JavaScript, Java, Pyvthon, R, etc.

66831 Software also includes data. However, data and instructions are not mutually-exclusive
categories. In various embodiments, the instructions may be used as dala in one or more
operations. As another example, iostructions may be denived from data. The functional blocks and
flowchart elements in this disclosure serve as software specifications, which can be translated indo
software by the routine work of a skilled technician or programmer. Software may include and/or
rely on firmware, processor microcode, an operating system {(08), a basic input/output system
(BIOS), application programming interfaces {APIs), libranies such as dynamic-link libraries
(DLLs). device drivers, hypervisors, user applications, background services, background
applications, efc. Software includes native applications and web applications. For example, a web
application may be served 1o a device through a browser using hyperiext markup language 5th
revision (HFMLS5}).

[0604] Software may inchude artificial intelligence systems, which may include machine
leaming or other computational intelligence. For example, artificial intelligence may include one
or more models used for one or more problem domains. When presented with many data features,
identification of a subset of features that are relevant to a problem domain may improve prediction
accuracy, redhice storage space, and increase processing speed. This identification may be referred
to as feature engineering. Feature engineering may be performed by users or may only be guided
by users. In various implementations, a machine learning system may computationally identify
relevant features, such as by performung singular value decomposition on the contributions of
different features to outpuis.

{66057 Examples of the models mnclude recurrent neural networks (RNNs} such as long short-
term memory (LSTM), deep learning models such as transformers, decision irees, support-vector

machines, genetic algorithms, Bayesian networks, and regression analysis. Examples of systems
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based on a transformer model include bidirectional encoder representations from transformers
(BERT} and generative pre-trained transformer (GPT). Training a machine-learning model may
mclude supervised learning (for example, based on labelled mput data), unsupervised learning,
and reinforcement learning. In varicus embodiments, a machine-learning model may be pre-
trained by their operator or by a third party. Problem domains include nearly any sttuation where
structured data can be collected. and includes natural language processing (NLP), computer vision
(CV), classification, image recognifion, etc.

[8606] Some or all of the sofiware may run in a virtual environment rather than directly on
hardware. The virtual environment may include a hypervisor, emulator, sandbox, container
engine, ete. The software may be built as a virtual machine, a container, etc. Virtualized resources
may be controlled using, for example, a DOCKER contamer platform, a pivotal cloud foundry
(PCF} platform, eic.

[66871 In a client-server model, some of the software executes on first hardware identified
functionally as a server, while other of the software executes ou second hardware identified
functionally as a cliend. The identity of the client and server is not fixed: for some functionality,
the first hardware may act as the server while for other functionality, the first hardware may act
as the client. In different embodiments and in different scenarios, functionality may be shifted
between the client and the server. In one dynamic example, some functionality normally
performed by the second hardware is shifted to the first hardware when the second hardware has
less capability. In various embodiments, the term “local” may be used in place of “client,” and the
term “remote” may be used mn place of “server.”

[6608] Some or all of the sofiware mav be logically partitioned into microservices. Each
microservice offers a reduced subset of functionality. In various embodiments, each microservice
may be scaled independently depending on load, either by devoting more resources to the
microservice or by instanfiating more instances of the microservice. In various embodiments,
functionality offered by one or more microservices may be combined with each other and/or with
other software not adhering to a microservices model.

[66089] Some or all of the software may be arranged logically info layers. In a lavered
architecture, a second laver mav be logically placed between a first layer and a third laver. The
first iayer and the third layer would then generally interact with the second layer and not with each
other. In various embodiments, this is not strictly enforced — that is, some direct communication

may occur between the fitst and third layers.
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CLAIMS

1. A device comprising;
a storage system including one or more computer-readable storage mediums, wherein the
storage sysiem stores:
a compuier program comprised of a set of encoded computer-executable
msiructions; and
a genomic data set that includes a genomic differentiation object that was used to
encode the set of encoded computer-executable instructions;
genomic regulation nstructions (GRI) corresponding fo the computer program,
wherein the genomic regulation mstructions were used to encode the set of encoded computer-
executable instructions;
a processing system comprising:
a VDAX that is configured 1o
receive encoded instructions to be executed from the set of encoded
computer-executable instructions; and
decode the encoded wstructions utto decoded executable 1nstruction based
on a modified genomic differentiation object and sequences exiracted from
metadata associated with the encoded mstructions, wherein the modified genomic
differentiaiion object is modified from the genomic differentiation object using the
GRI; and
a set of processing cores that are configured to receive the decoded executable instructions

from the VBAX and to execute the decoded executable instructions.

2. The device of claim . wherein the VDAX 1s configured to:
modify the genomic differentiation object based on the GRI using a set of computational
functions 1o obtain the modified genonic differentiation object; and
for each respective encoded instruction that 15 1o be executed by the processing device:
obtain a genomic engagement factor (GEF) corresponding to the respective
encoded compuier-executable instruction, wherein the GEF is generated based on a sequence that
18 extracted from metadata comresponding to the respective encoded compuler-executable
mstruction, the GRI, and the modified genonuc data object;
decode the respective encoded instruction using the GEF corresponding 1o the
respective encoded instruction 1o be executed to obiain a respective decoded executable

fnstruction; and
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output the respective decoded instruction to a processing core of the set of
processing cores.
3. The device of claim 2, wherein decoding the respective encoded instruction using the GEF
ncludes decrypting the respective encoded instruction using the GEF as a key to obtain the

respective decoded instruction.

4. The device of claim 2, wherein decoding the respective encoded mstruction using the GEF
includes disambiguating the respective decoded instruction from the respective encoded

mstruction using the respective GEF.

5. The device of claim 4, wherein disambiguating the respective decoded instruction from
the respective encoded instruction inclhudes executing an XOR operation using the encoded

instruction and the GEF as mput to the XOR operation.

6. The device of claim 2, wherein each respective encoded instruction was encoded with a
different respective GEF, such that each respective GEF 15 determined based on a respective
sequence extracted from respective metadaia that uniquely corresponds to the respective encoded

msiruction.

7. The device of claim 6, wherein the respective metadata that uniquely corresponds to the
respective encoded nstruction includes one or more of random-access memory {RAM) metadata,

application metadata, operaling system-application roetadata, and filesysiem metadata,

8. The device of claim 7, wherein the respective sequence that is used to generate the
espective GEF that 1s used to decode the respective encoded instruction 1s a set of bits extracted

from a bit represeniation of the respective metadata.

Q. The device of claim 2, wherein the set of encoded computer-execuiable insiructions
inchades a plurality of sub-sets of instructions, such that each subset of plurality of subsets is
decoded with a respective GEF that is generated based on a respective sequence extracted from
metadata that respectively corresponds to the respective subset of computer-executable

nsiructions.
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16 The device of claim 9, wherein the respective metadata from which the respective
sequence was extracted includes one or more of randomeaccess memory (RAM) metadata
corresponding to the subset, application metadata corresponding to the sobset, operating system-
application metadata corresponding to the subset, and filesystem metadata corresponding to the

subset.

i1 The device of claim 2, wherein obtaining the GEF corresponding to the respective encoded
computer-executable instruction includes sequence mapping the sequence into the modified

genomic data object to obtain the GEF.

12. The device of claim 11, wherein sequence mapping the sequence info the modified
genontic data object includes:
generating a sequence conversion vector (SCV) based on the sequence and the GRI;
mapping the modified genomic differentiation object based on the SCV to obtain a mapped
maodified genornic differentiation object; and

generating the GEF based on the mapped modified genomic differentiation object.

i3 The device of claim 1, wheren the siorage system stores a second compuier program
comprising a second set of encoded computer-executable instructions and second GRI
corresponding to the second computer program that are used to decode the second set of encoded

computer-executable instractions.

14, The device of claim 11, wherein the second GRI are different from the GRI used to decode

the set of encoded computer-executable mstructions,

15.  The device of claim 14, wheremn the storage device further stores a second genomuc
differentiation object that is used to encode and decode the second set of encoded computer-
executable instructions and is different from the genomic differentiation object used to encade and

decode the set of encoded computer-executable instructions.

i6. The device of claim 14, wherein the genomic differentiation object is modified using the
second GRI to obtain a second modified genomic differentiation object, such that the second
maodified genomic differentiation object is used to decode the second set of encoded computer-

executable instructions.
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17. The device of claim 1, wherein the processing svstem is a processing device and the

VDAX is a dedicated core of the processing device.

18.  The device of claim 1, wherein the VDAX is a field programmable gate array that is in

electrical communication with the set of processing cores.

19 The device of claim 1, wherein the VDAX is a microprocessor that is i electrical

communication with the set of processing cores.

24 The device of claim 1, wherein the VDAX 15 included in an operating system that is

executed by the set of processing cores.

21 The device of claim 1, wherein the genoroic differentiation object is a ZNA object.
22 The device of claim |, wherem the device is a server computing device,

23, The device of claim 1, wherein the deviee is a mobile computing device.

24 The device of claim 1, wheremn the device is a personal computing device.

25 The device of claim 1, wheremn the device is a vehicle.

26. The device of claim 1, wherein the device is an internet of things device.

27. The device of claim 1, wherein the device is a sensor device.

28 The device of claim 1, wherein the device is a video recording device.

29. The device of claim 1, wherein the device is a wearable computing device.

30. The device of claira 1, wherein the device 1s a smart apphiance.

31 The device of claim 1, wherein the device is a network router,

32.  The device of clairn 1, wherein the device is a gaming device.

33. The device of claim 1, wherein the computer program is a software application.
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34. The device of claim 1, wherein the computer program is a nuddleware application.

35. The device of claim 1, wherein the computer program is a firmware application.

36, The device of claira 1, wherein the computer program 18 an operating system.

37. A method for executing computer progrars in a trusted execution environment of a device
COMprising:

retrieving a genomic differentiation object corresponding to a set of one or more computer
programs including a first computer program, wherein the first computer program comprises a
first set of encoded computer-executable instructions and the genonuc differentiation object
comprises a binary vector of specific length;

modifving the genomic differentiation object based on first genomic regulation
mstructions {GR1I} to obtain a first modified genomic differentiation object, wherein the first GRI
were used to encode the first set of encoded executable instructions of the first computer program;

obtaining a first encoded instruction that 18 to be executed from the first set of encoded
computer-executable instructions of the first computer program,

obtaining a furst sequence from first metadata associated with the first encoded instruction;

generating a first genomic engagement factor (GEF) based on the first sequence and the
first modified genomic differentiation object;

decoding the first encoded instruction using the first GEF to obtain a first decoded
jostruction; and

executing the first decoded instruction.

38 The method of claim 37, further comprising:

obtaining a second encoded mstruction that is to be executed from the first set of encoded
computer-executable instructions of the first computer program;

obtaining a second sequence from second metadata associated with the second encoded
instruction;

generating a second GEF based on the second sequence and the modified genomic
differentiation object;

decoding the second encoded instruction using the second GEF to obtain a second decoded
nstruction; and

executing the second decoded instruction.
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39. The method of claim 37, further comprising:

modifving the genomic differentiation object with second GRI corresponding to a second
computer program of the set of computer programs fo obtain a second modified genomic
differentiation object, wherein the second computer program comprises a second set of encoded
computer-executable instructions;

obtaning a third encoded instruction that is {0 be executed from the second set of encoded
computer-executable mstructions of the second computer program;

obtaining a third sequence from third metadata associated with the third encoded
mnsiruction;

cenerating a third GEF based on the third sequence and the second modified genomic
differentiation object;

decoding the third encoded instruction using the third GEF to obtain a third decoded
instruction; and

executing the third decoded instruction.

40, The method of claim 39, wherein the genomic differentiation object is assigned {0 both the

first computter program and the second computer progrant.

41 The method of clmm 40, wherein the first GRI corresponds only to the first computer

program and the second GRI corresponds only to the second computer program.

42. The method of claim 40, wherein the first computer program and the second computer
program and any other computer programs of the set of computer programs are distributed by the

same entity.

43 The method of claim 42, wherein the entity assigns the genomic differentiation object to

the first and second computer programs.

44 The method of claim 39, wherein a VDAX of the device assigns the genomic

differentiation object to the first and second computer progrars,

45 The method of claim 44, wherein the VD AX generates the first GRI and the second GRI

46. The method of claim 37, further comprising:
installing the first computer program prior to decoding the first encoded instruction and

the second encoded instruction.
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47. The method of claim 46, wherein installing the first computer program includes:
obtaining a set of unencoded compuler-executable mstructions that comprise the first
compuler program;
allocating memory on a computer-readable storage medium of the device to the first
computer program;
generating the first GRI and associating the first GRI with the {irst computer program;
modifying the genomic differentiation object based on the {irst GRI to obtain the modified
genomic differentiation object;
cenerating the first set of encoded compuier-executable instructions by, for each respective
wnencoded instruction in the set of unencoded computer-executable instructions:
deteroiining a respective sequence {rom respective metadata associated with the
respective unencoded instruction;
generating a respective GEF based on the respective sequence and the modified
genomic differentiation object;
encoding the respective unencoded using the respective GEF to obtain a respective
encoded instruction of the first set of encoded computer-executable instructions; and
storing the respective encoded instruction at a memory location of the allocated

WMemory.

48 The method of claim 47, wherein the respective metadaia from which the respective
sequence 1s extracted includes one or more of random-access memory (RAM) metadata,

application metadata, operating system-application metadata, and filesystem metadata.

49, The method of claim 37, wherein the execution environment 15 a processing device that
includes an executable isolation components VDAX that is a dedicated core of the processing

device that decodes encoded instructions and a set of processing cores that execute the decoded

instructions.

50.  The method of claim 37, wherein the genomic differentiation object is a ZNA object.
51. The method of claim 37, wherein the device i a server computing device,

52. The method of claim 37, wherein the device is a mobile computing device.

53. The method of claim 37, wherein the device is a personal computing device.
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54 The method of claim 37, wherein the device is a vehicle.

55. The method of claim 37, wherein the device is a gaming device,

56. The method of claim 37, wherein the device is an mternet of things device.

57. The method of claim 37, wherein the device 15 a sensor device.

58, The method of claim 37, wherein the device 15 a video recording device.

59, The method of claim 37, wherein the device is a wearable computing device.

60, The method of claim 37, wherein the device is a smart appliance.

61 The method of claim 37, wherein the device is a network router.

62. The method of claim 37, wherein the first computer program is a software application.
63. The method of claim 37, whergin the first computer program is a middleware application.
64, The method of claim 37, wherein the first computer program is a firmware application.
65. The method of claim 37, wherein the first computer program is an operating system.

66. A method for executing computer programs in a trusted execution environment of a device
comprising;

retrieving a genomic differentiation object corresponding to a set of one of more computer

programs ncluding a computer prograny

modifying the genomic differentiation object based on genomic regulation nstructions

(GRI}) to obtain a modified genomic differentiation object;

executing a first executable instruction of the computer program, wherein executing the

first executable instruction mcludes:

data;

retrieving first encoded data that is input to the first executable instruction;

exiracting a first sequence from first metadata associated with the first encoded

generating a first genomic engagement factor {GEF} based on the first sequence,

the GRI and, and the modified genomic differentiation object;
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decoding the first encoded daia based on the first GEF to obtain first decoded data;
execuiing the first execuiable instruction using the first decoded data; and
executing a second executable instruction of the computer program, wherein executing the

second executable instruction includes:

retrieving second encoded data that is input to the second executable instruction;

extracting a second sequence from second metadata associated with the second
encoded data;

generating a second GEF based on the second sequence, the GRI and, and the
modified genomic differentiation object;

decoding the second encoded data based on the second GEF to obtain second
decoded data; and

executing the second executable instruction using the second decoded data.

67.  The method of claim 66, wherein executing the first executable instruction further
inclades:
obtaning output data resulting from execution of the {irst executable instruction;
generating a third GEF based on a third sequence corresponding to the output data, the
GRI, and the modified genomic differentiation object; and

transforming the output data into third encoded data based on the third GEF.

68. The method of claim 67, further comprising writing the third encoded data to memory.

69. The method of claim 68, wherein the third sequence is extracted from metadata
corresponding to the oufput data, wherein the metadata inclades one or more of randome-access
memory {(RAM) metadata, application metadata, operating svsteme-application metadata, and

filesystern metadata.

76. The method of claim 69, further comprising executing a third executable instruction of the
computer program by

retrieving the third encoded data that is input to the third executable instruction;

exiracting the third sequence from a value representing the metadata corresponding to the
output data;

cenerating the third GEF based on the third sequence, the GRI and, and the modified
genomic differentiation object;

decoding the third encoded data based on the third GEF to obtain the ouiput data; and
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executing the first executable instruction using the output data resulting from execution of

the first executable instruction.

71. The method of claim 66, wherein the first metadata from which the first sequence is
extracted and the second metadata from which the second sequence is exiracted includes one or
more of random-access memory (RAM) metadata, application metadata. operating system-

application metadata, and filesvstem metadata.

72, 'The method of claim 66, wherein generating the first GEF includes:

generaling a sequence conversion vector (SCV) based on the first sequence and the first
(GRI;

mapping the modified genomic differentiation object based on the SCV 1o obtain a mapped
modified genomuc differentiation object; and

generating the first GEF based on the mapped modified genomic differentiation object,

52

73. The method of claim 72, wherein generating the SCV includes combining the first

sequence and the GRL

74.  The method of claim 73, wherein generating the SCV further includes applving one or
more computational functions fo the combination of the fivst sequence and the GRI to obtain the

o

75 The method of claim 66, wherein decoding the first encoded data includes decrypting the
first encoded data using the first GEF and decoding the second encoded data includes decrypting

the second encoded data using the second GEF.

76.  The method of claim 66, wherein decoding the first encoded data includes disambiguating
the first encoded data using the {irst GEF and disambiguating the second encoded data includes

decrypting the second encoded data using the second GEF.

77. The method of claim 66, wherein the genomic differentiation object is an ZNA object.
78. The method of claim 77, wherein the ZNA object 15 an N x M binary matrix.
79, The method of claim 77, wherein a VDAX of the device generates and assigns the ZNA

object to the computer program.
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80. The method of claim 66, wherein the device is a server computing device.

81 The method of claim 66, wherein the device is a mobile computing device.
82.  The method of claim 66, wherein the device is a personal computing device.
83. The method of claim 66, wherein the device 15 a velucle.

84 The method of claim 66, wherein the device is a gaming device.

85.  The method of claim 66, wherein the device is an internet of things device.

6. The method of claim 66, wherein the device is a sensor device.

87. The method of claim 66, wherein the device is a video recording device.

88. The method of claim 66, wherein the device is a wearable computing device.
89, The method of claim 66, wherein the device is a smart appliance.

90, The method of claim 66, wherein the device 15 a network router.

91 The method of claim 66, wheren the computer program is a software application.

92 The method of claim 66, wherein the computer program is a niddleware application.
93 The method of claim 66, wherein the computer program is a firmware application.
94, The method of claim 66, wherein the computer program is an operating system.

95, A method for vendying an wnverified portion of a material data chamn (MDC) that 1s

maintained by a creator cohort in a ledger-based digital ecosystem, the method comprising:
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receiving, by a processing sysiem of a verification cohort, the unverified portion of the
MDC from the creator cohort, the unverified portion of the MDC including a set of consecutive
material data blocks (MDBs) generated by the creator cohort, wherein each respective MDB
includes respective material data that s stored in the respective MIDB, respective metadata relating
to the MDB, and a creator-generated verification value generated by the creator cohort with
respect 10 the verification cohort;
retrieving, by the processing system of the verification cohort, a genomic differentiation
object assigned to the verification cohort with respect to the ledger-based ecosysten;
retrieving, by the processing system of the vernification cohort, first genomic regulation
nsiructions (GRI) used by the creator cohort 0 generate the creator-generated verification value;
modifving, by the processing svstemn of the vertfication cohort, the genoic differentiation
object based on the first GRI using a set of computational functions to obfain a modified
differentiation object;
for each MDB in the unverified portion of the MDC:
generating, by the processing svstem, a genornic engagement factor (GEF) based
on a sequence extracted with respect to the MDB, the modified genomic differentiation object,
and the first GRI;
determiming a verifier-generated verification value based on the MDB, an MDB
preceding the MDB in the MDC, and the GEF;
determining, by the processing system, whether the verifier-generated verification
value maiches the creator-generated verification value in the MDB, and
in response to determining that the verifier-generated venfication value roatches
the creator-generated verification value, generating a vertfication record corresponding to the
MDB indicating that the MDB has been verified by the verification cohort,
wheren the unverified portion of the MDC 15 verified by the venfication cohort wheo each

of the MDBs i the unvenfied portion of the MDC have been verified by the venfication cohort.

96, The method of claim 95, wherein the creator-generated verification value of each MDB s
generated by the creator cohort based on the MDB, an MDB precading the MDB in the MBC, and
a second modified genomic differentiation object that is derived by the creator cohort by
modifying a second genomic differentiation object assigned 1o the creafor cohort using second

GRI, wherein the second GRI matches the first GRI.
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97. The method of claim 96, wherein the creator-generated verification value of a respective
MDEB matches the verifier-generated verification value generated by the verification cohort only
if the genomic differentiation object assigned to the verification cobort is sufficiently corrvelated

with the second genomic differentiation object assigned to the creator cohort.

98. The method of claim 96, wherein the creator-generated verification value of a respective
MI3B matches the verifier-generated verification value generated by the verification cohort only
if the genomic differentiation object assigned to the verification cohort exactly matches the second

genomic differentiation object assigned to the creator cohort.

99.  The method of claim 96, wherein the genomic differentiation object is assigned {o the
verification cohort by an ecosystem VIYAX that controls a genonuc topology of the ledger-based
ecosystern and the second genomic differentiation ohject is assigned to the creator cohort by the

ecosvstem VIDAX,

100, The method of claim 95, wherein the first GRI was generated and provided by the ereation

cohort during a one-time link exchange process.

161, The method of claim 95, wherein the first GRI was generated by the verification cohort

and provided to the creation cohori during a one-time link exchange process.

102, The moethod of claim 95, wherein the first GRI was generated by an enclave VDAX and
provided to the creation cohort, the verification cohort, and one or moore other verification cohorts,
such that the first GRI 1s used by the vernification cohort and the one or more other verification

cohoris to verify the creator-generated verification value.

103, The method of claim 95, wherein generating the GEF includes:
generating a sequence conversion vector based on the sequence and the first GRY; and
mapping the modified genovoic dilferentiation object based oun the sequence conversion
vector to obtain a mapped genomic differentiation object; and

generating the GEF based on the mapped genomnic differentiation object.

104, The method of claim 95, wherein the generating the verifier-generated verification value
includes:
generating a hinking value based on the MDB and the preceding MDB in the MDC, the

linking value being indicative of a combination of the MDB and the preceding MDB; and
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applying one or more computational functions to the hinking value based on the GEF to

obtain the verifier-generated verification value.

185, The method of claim 104, wherein generating the linking value includes:
generating a first hash value of at least a portion of the MDB;
generating a second hash value of at least a portion of the preceding MDB; and

combining the first hash value and the second hash value to obtain the linking value.

106,  The method of claim 104, wherein the one or more computational functions include one
or more cipher-based functions that transform the linking value inio the verifier-generated

verification value using the GEF as a key.

107.  The method of claim 106, wherein the one or more cipher-based functions include an

encry ption function.

108, The method of claim 106, wherein the one or more cipher-based functions include a

disambiguation function.

109, The method of claim 103, wherein the one or roore computational functions include one
or more cipherless functions that transform the linking value into the verifier-generated

verification value using the GEF as an input parameter.

110, The method of claim 109, wherein the one or more cipherless functions include a hash

function.

111,  The method of claim 104, wherain the one or more computational functions inchude one
or more cipherless functions and one or more cipher-based funchions that in combination
transform the linking value into the verifier-generated verification value using the GEF as an inp

parameter.

112, The method of claim 95, further comprising transmitting the verification record to the

creator cohort.

113, The method of claim 112, further comprising storing, by the processing system of the
verification cohort, the verification record in a verification chain that is maintained by the

vertfication cohort,
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114, The method of claim 113, wherein storing the verification record includes:
generating a verification block containing one or more verification records corresponding
to one or more respective MDBs in the MDC; and

adding the verification block to the verification chain.

115, The method of claim 114, wherein the vertfication chain is a sidechain of a second MDC

maintained by the verification cohort.

116, The method of claim 112, wherein the creator cohort stores the verification record in a
creator-cobort verification chain that maintains verification records provided by venification

cohoris.

117, The method of c¢laim 116, wherein the creator-cohort verification chain is a sidechain of

the MDC.

118, A method for maintaining a material data blockchain (MI3C), comprising:

receiving. by a first set of processors that executes a ledger-based application and a creator
VDAX that corresponds to a creator cohort, an unnotarized material data block (MDB) from the
ledger-based application, whersin the unnotarized MDB includes a metadata portion and a
payload portion that contains substantive data being stored i the MIDB;

extracting, by the creator VDAX, a first sequence of bits from the metadata portion of the
MDB;

generating, by the creator VDAX, a first genomic engagement factor (GEF) based on the
first sequence, a first genomic differentiation object that is assigned 1o the creator VDAX, and
first genonuic regulation instructions {GRI) that are maintained by the creator VDAX;

applying, by the creator VDAX, one or more computational functions to the unnotarized
MDB wusing the first GEF as input o obtain a creator-generated vahue corresponding to the
unnotarized MBD;

updating, by the first set of processors, the unnotarized MBD by digitally signing the
unnotarized MBD with the creator-generated value;

providing, by the first set of processors, the wnnotarized MDB to one or more notary

cohorts;
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receiving, by the first set of processors, a respective notary value from each of the one or
more notary cohorts, wherein each respective notary value is generated by a respective notary
cohort of the one or more notary cohorts using respective GRI that is held by the respective notary
cohort and a respective genomic differentiation object that is assigned fo the respective notary
cohort;

updating, by the first set of processors, the unnotarized MDB with the respective notary
values received from the one or more notary cohorts to obtain a notarized MDB; and

adding, by the first set of processors, the notarized MDB to the MDC.

119, The method of claim 118, further comprising:

receiving, by a second set of processors that execuies a notary VDAX corresponding to a
notary cohort of the one or more notary cohorts, the wnnotarized MDB;

extracting, by the notary VD AX, a second sequence of bits from the metadata portion of
the MDB;

generating, by the notary VDAX, a second genomic engagement factor {GEF) based on
the second sequence, a second genomic differentiation object that is assigned (o the notary VAKX,
and second GRI that are maintained by the notary VDAX

applying, by the notary VDAX, one or more compuiational functions to the unnotarized
MDEB using the second GEF as input to obtain a notary value corresponding to the unnotarized
MBD; and

providing, by the second set of processors, the notary value to the creator cohort.

120 The method of claira 119, further comprising:

digitally signing, by the second set of processors, the unnotarized MDB with the notary
value to obtain an at least partially notarized MDB; and

updating, by the second set of processors, a second MDC that 1s maintained by the notary

cohort with the at least partially notarized MDB.

12}, The method of claim 120, wherein providing the notary value fo the creator cohort includes

providing the at least partially notarized MDB to the creator cohort.

122, The method of claim 119, wherein generating the second GEF includes determining a

sequence conversion vector (SCV) based on the second sequence and the second GRL
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123, The method of claim 122, wherein generating the second GEF includes:

mapping the second genomic differentiation object based on the SCV o obtain a mapped
genomic differentiation object;

modifving the mapped genomic differentiation object based on at least one of the SCV and
the second GRI 1o obtain a modified mapped genomic differentiation object; and

determining the second GEF based on the modified mapped genomic differentiation

object.

124, The method of claim 121, wherein generating the second GEF includes:

modifyving the second genomic differentiation object based on the second GRI to obtain a
modified genomic differentiation object;

mapping the modified genomic differentiation object based on the SCV to obtain a mapped
maodified genomic differentiation object; and

determining the second GEF based on the mapped modified genomic differentiation

object.

125 The method of claim 124, wherein the method further includes storing the moditied
genomic differentiation object, such that the modified genomic differentiation object is used to

determine subsequent GEFs for other MDBs received from the creator cobort,

126, Themethod of claim 119, wherein the second sequence of bits is equal to the first sequence

of bits.

127, The method of clairo 119, wherein the second sequence is different than the first sequence

of bits.

128, The method of claim 119, wherein the one or more computational functions include one
or more cipher-based functions that transform at least a portion of the unnotarized MDB into the

notary value using the second GEF as a key.

129, The method of claim 128, wherein the one or more cipher-based functions include an

encryption function.

130, The method of claim 128, wherein the one or more cipher-based functions include a

disambiguation function.
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131.  The method of claim 119, wherein the one or more computational functions include one
or more cipheriess functions that transform at least a portion of the unnotarized MDB into the

notary valoe using the second GEF as an input parameter,

132, The method of claim 131, wherein the one or more cipherless functions include a hash

function.

133, The method of claim 119, wherein the one or more computational functions juclude one
or more cipherless functions and one or more cipher-based functions that in combination
transform that transform at least a portion of the unnotarized MDB into the notary value using the

second GEF as an input parameter.

134, The method of claim 119, wherein the second genomic differentiation object and the first

genomic differentiation object are correlated genomic differentiation objects.

135, The method of claim 119, wherein the second genomic ditferentiation object and the first

genonic differentiation object are uncorrelated genomic differentiation objects.

136, The method of claum 119, further corprising:

eceiving, by the second set of processors, a confirmation request from a verifying cohort,
the confirmation request including the notarized MDB: and

generating, by the notary VDAX, a recreated notary value based ou the notarized MDB
based on a thard sequence of bifs that is extracted from the notarized MDB, the second GRI, and

the second genonuc data object.

137.  The method of claim 136, further comprising:

determining, by the second set of processors, whether the recreated notary value matches
the notary value used to notarize the notarized MDB; and

n response to determuning the recreated votary value matches the notary value used to
notarize the notarized MDB, providing, by the second set of processors, a response to the verifying

cohort confirming an integrity of the notarized MDB.

138, The method of claim 136, further comprising, providing, by the second set of processors,
a response 1o the verifying cohort indicating the recreated notary vahie, wherein the verifying
cohort confirms an mitegritv of the notarized MDB in response to determuning the recreated notary

value matches the notarv value used to notarize the notarized MDB,
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139, A device comprising:

a VIXAX having a genomic data set assigned thereio, the genomic data set corresponding
to a digital ecosystem to which the device 1s a member and including a genomic eligibility object,
a genomic correlation object, and a genomic differentiation object, the VDAX comprising:

link spawning means for spawning a first link for a second device in the digital
ecosystermn, wherein the link includes first genomic regulation instructions (GRI) that are used by
the second device to generate virtual binary language script {(VBLS) that is decodable by the
VDAX

VBLS decoding means for decoding VBLS generated by the second device for the
device based on the first GRI and the genomic differentiation object to obtain decoded digital

objects encoded in the VBLS.

140, The device of clairo 139, wherein the first link includes encoded GRI that contains the first
GRI, encoded link information that includes information that is used by the second davice to
decode the first GRI from the encoded GRI and a public sequence that is used by the second

device to decode the link information from the encoded link informaiion.

141, The device of claim 140, wherein the link spawning means generates the first link based
on the genomic eligibility object, the genoroic correlation object, first credentials corresponding

to the device, and second credentials corresponding to the second device.

142, The device of claim 141, wherein the link spawning means generates the first link by
generating a correfation vector based on the genomic eligibility object assigned to the VDAX, the
first credentials, and the second credentials, wherein the correlation vector is used to encode the

link information.

143, The device of claim 142, wherein the genomic eligibility object is a first CNA object that

is uniquely derived from a master CNA object using the first credentials.
id4,  The device of claim 143, wherein the ink spawning means includes means for generating
the correlation vector based on the first CNA object, the first credentials, and the second

credentials.

145, The device of claim 144, wherein the means for generating the correlation vector is

configured o
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apply a code mapping function o the first credentials to obtain a first code word vector
that umiquely corresponds to the first device and indicates respective portions of the master CNA
object that were allocated to the first CNA object;

apply the code mapping function to the second credentials to obtain a second code vector
corresponding to that uniquely corresponds to the second device and indicates respective portions
of the master CNA object that were allocated 1o a second CNA object that is assigned to the second
device;

determine an intersection vector that indicates an intersection of the first code vector and
the second code vector; and

determine the correlation vector from the {irst CNA object based on the inlersection vector.

146, The device of claim 144, wherein the correlation vecior represents a unigue correlation

between the first CNA object of the device and the second CNA object of the second device,

147 The device of clairo 142, wherein the genoroic ehigibility object s a PNA object that is
uniguely derived from a master PNA object using the first credentials corresponding to the device,
wherein the PNA object includes a secret ratio that is maintained in secret by the device, a public

primitive polynonial assigned to the device, and a public component of the master PNA object.

148, The device of claim 147, wherein the public component of the masier PNA object includes
a first master primitive polynomial of degree M, a second master primitive polynomial of degree
M, and a public component that includes (N-1) respective pairs of M-bit values, wheren the first

credentials and the second credentials are represented in N-bit vectors.

149, The device of claim 147, wherein the link spawning means includes means for generating
the correlation vector based on the PNA object of the device and the engagement information of

the second device.

150, The device of claim 149, wherein the engagement information of the second device
ncludes credentials corresponding 1o the second device and a second public polynomial assigned

to the second device.

151 The device of claim 140, wherein the link spawniog roeans includes:
means for generating a correlation vector based on the genomic eligibility object, first
credentials of the device, and second credentials of the second device;

means for generating the first GRI;
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means for generating a set of zone references, wherein each zone reference indicates a
respective portion of the genomic correlation object;

means for generating a window vector based on the genomic correlation object and the set
of zone references;

means for generating the public sequence based on the window and the first GRI;

means for generating transformation value based on the public sequence, the window, and
the genomuc correlation object of the device;

means for encoding the first GRI using the transformation value to obtain the encoded
GRI; and

means for encoding the set of zone references using the correlation vector 1o obtain the

ancoded Unk mformation.

152,  The device of claim 151, wherein the device provides the encoded link information, the
public sequence, and the encoded GRI to the second device and the second device decodes the
encoded GRI based on the encoded link information, the public sequence, a second genomic data

set assigned to the second device, the first credentials, and the second credentials.

153, The device of claim 139, wherein the means for decoding VBLS comprises:

means for generating a genomic engagement factor (GEF) based on the first GRI, a
sequence extracted from an unencoded portion of a VBLS object, and the genomic differentiation
object;

means for decoding the VBLS object based on the GEF to obtain a decoded portion of a

digital object.

i54.  The device of claim 153, wheremn the means for decoding the VBLS object decrypts an
encoded portion of the VBLS object using the GEF as a key {o obtain a decoded portion of the
digital object.

155,  The device of claim 153, wherein the means for decoding the VBLS object disambiguates
an encoded portion of the VBLS object by XORing an unencoded portion of the VBLS object and
the GEF to obtain the decoded digttal object.

156, The device of claimn 153, wherein the digital object is a media frame.

157, The device of claim 153, wherein the digital object is a network packet.
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158, The device of claim 153, wherein the digital object is a file.

159.  The device of claim 139, further comprising:

link hosting means for decoding a second link received from the second device to obtain
second GRI generated by the second device, the second link including second encoded GRI,
second encoded hink information for decoding the encoded GRI, and a second public sequence
that 1s used 1o decode the second encoded link mformation;

VBLS encoding means for encoding digital objects for the second device based on the

second GRI and the genomic differentiation object.

160.  The device of claim 159, wherein the link hosting means comprises:

means for generating a correlation vector based on the genomic ehgibility object, first
credentials of the device, and second credentials of the second device;

means for decoding the second encoded link information based on the correlation vector
to obtain a set of zons references;

means for generating a window vector based on the set of zone references and the genomic
correlation object;

means for generating a transformation value based on the public sequence, the window,
and the genonuc correlation object of the device: and

means for decoding the second GRI using the transformation value to obtain the second

GRIL

161.  The device of claim 160, wherein the VBLS encoding means comprises:

means for generating a genomic engagement factor (GEF) based on the first GRI, a
sequence extracted from an unencoded portion of a digital object, and the genoroie differentiation
object;

means for encoding a digital object based on the GEF to obtain a VBLS object that is

decodable by the second device.

162, The device of claim 161, wherein the means for encoding the digital object encrvpis a

payload of the digital object using the GEF as a key {o obtain a VBLS object.

163, The device of claim 161, wherein the means for encoding the digital object XORs payload

of the digital object and the GEF to obtain the VBLS object.



