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DESCRIPTION 

GATEWAY, MANAGEMENT CENTER, AND REMOTE ACCESS SYSTEM 

5 Field 

[0001] The present invention relates to a gateway, a 

management center, and a remote access system. 

Background 

10 [0002] Various types of appliances operate while 

connected to networks today owing to inexpensive and small 

communication devices realized by the advancement of 

network technology. Many of the electric appliances 

installed in homes are also provided with a communication 

15 function to operate, not on a standalone basis, but in 

coordination with information from outside the appliance 

due to widespread use of the Internet. There is an in-home 

control system, referred to as a smart house, available at 

present, which provides a user with a comfortable living 

20 environment while curbing energy consumption by controlling 

all the electric appliances in the home in a coordinated 

fashion. In such a smart house, a home electrical 

appliance in the house is connected to a home network to 

operate in coordination with other appliances. With 

25 widespread use of broadband connection in a home, it will 

be possible to create a more functional and efficient 

system by coordinating appliances connected to a home 

network with an external system via the Internet than those 

created by achieving control only with information from the 

30 appliances in the home. 

[0003] For example, to feed reservation information to a 

digital recorder in a home from an external system, the 

digital recorder is connected via a home network to a 
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public network and then to a server that manages the 

reservation of the digital recorder. A user inputs the 

reservation information to the server, and the digital 

recorder can make access to the server to obtain the 

5 reservation information. By this series of operations, the 

function of reserving a program from a remote location is 

achieved. In this manner, home electrical appliances 

connected to a home network can be controlled from an 

external system via the Internet. 

10 [0004] Furthermore, as is called the Internet of Things 

(IoT), smaller and single-function devices are also 

connected to a network in addition to the appliances having 

high-level functionalities such as home electrical 

appliances. In a home, its internal status can be 

15 comprehensively grasped from information, such as air 

temperature, intensity of illumination, and human presence, 

obtained from sensor devices installed in the home. 

[0005] By combining the above described techniques, a 

system can be established in which home electrical 

20 appliances in a home are controlled from an external system 

connected via the Internet on the basis of the status in 

the home. For example, it will be possible to change the 

operation status of an air conditioner on the basis of 

thermometers installed at more than one location in a home, 

25 not just one location where the air conditioner is 

installed. Additionally, by detecting a person by a human 

presence sensor, the ON/OFF state of a home electrical 

appliance can be included in the conditions to change the 

operation status; home automation with more complex and 

30 advanced control can be achieved. 

[0006] As a home automation system controllable on the 

basis of complex conditions becomes widespread, the amount 

of information increases concerning state transition 
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functions to manage the control states of home appliances 

and concerning conditions that serve as triggers for the 

state transitions. Hence, these control conditions and 

setting information relating to operations when the 

5 conditions are satisfied and control state information of 

the home appliances are managed, not in the home, but by an 

external system. To control an appliance in the home from 

the external system, sensor information in the home is 

transferred to the external system via a gateway that 

10 connects the inside and the outside of the home, and the 

external system transfers a control-instructing message, 

which has been determined necessary on the basis of the 

sensor information, via the gateway to the inside of the 

home to control the home electrical appliance. 

15 [0007] In the case of communication among appliances in 

a home, distances among target appliances are short, and 

time required for transferring the sensor information and 

control-instructing messages are short. Thus, a period of 

time between an occurrence of an event serving as a trigger 

20 for controlling a home appliance and completion of the 

control of the home appliance becomes short. Therefore, 

the home automation system is stably operable. In 

comparison, in the case of controlling a home appliance in 

a home from an external system, the period of time to 

25 transfer data through a communication channel between the 

house and a cloud varies in accordance with the state of a 

public network, and thus, the performance of the system 

varies depending on the state of the public network. In a 

home automation system, there is a control that requires 

30 stringent conditions in terms of time between the 

occurrence of an event and the completion of the control of 

a home appliance, however there is another control that 

requires comparatively less stringent time constraints. 
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[0008] For example, in the case of controlling lighting 

to turn it ON/OFF in response to a human presence sensor in 

a home, the lighting should be turned ON within a certain 

period of time from the occurrence of an event; if turning 

5 ON the lighting takes the certain period of time or longer, 

a user to whom the human presence sensor has responded 

could have left the location already. In contrast, in the 

case of controlling an air conditioner on the basis of 

information from a temperature sensor, there is inherently 

10 a time lag between the start of the control and the air 

conditioning takes effect, and thus, the constraint on the 

time before the control starts is relatively lax. As 

described above, different control targets involve 

different allowable length of times between the occurrence 

15 of an event and the completion of control; thus, handling 

control processing is performed in a discriminating manner 

in accordance with contents to be controlled and thus a 

high priority is given to controlling an application with a 

greater time constraint. Therefore, both of an application 

20 with a great time constraint and an application with a less 

time constraint can be satisfied. 

[0009] As a system that controls a home appliance 

remotely, Patent Literature 1 below discloses a technique 

whose functions included in a management center are 

25 downloaded in accordance with frequency of use and priority 

for each application to a virtualized home gateway to 

change the implementation position of the functions. The 

management center and the virtualized home gateway are 

connected via a wide area network, a control command issued 

30 by a home electrical appliance in a home network is 

transferred via the virtualized gateway to the management 

center. The management center receives the control command 

from the virtualized home gateway and performs 
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corresponding home appliance control on the home network. 

Here, the management center changes the implementation 

position of the functions of a control application program 

that corresponds to a control target appliance to the 

5 virtualized home gateway to reduce the time period taken 

for the communication between the management center and the 

home network and thereby improves the responsiveness for 

the control on the home network. 

10 Citation List 

Patent Literature 

[0010] Patent Literature 1: Japanese Patent Application 

Laid-Open No. 2013-97599 

15 Summary 

Technical Problem 

[0011] In the conventional technique, the whole 

application is operated on the virtual home gateway, and 

complex and large-scale control to be achieved by the 

20 application program leads to an increase in scale of the 

application program. To execute such an application 

program equivalent to that of the external system, the 

virtual home gateway is required to provide a throughput 

and memory capacity equivalent to those in the external 

25 system. There is a problem that control that is based on 

complex conditions cannot be achieved by the virtual home 

gateway, which does not have a throughput and memory 

capacity equivalent to those of the external system, and 

thus cannot be applicable to a system having above 

30 described configuration. 

[0012] The present invention has been achieved in view 

of the above and an object of the present invention is to 

obtain a gateway capable of improving the responsiveness of 
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control on an appliance, achievable with a small computer 

resource, and capable of improving responsiveness, in a 

remote access system in which an appliance connected to a 

home network is controlled from the outside. 

5 

Solution to Problem 

[0013] To solve the above described problems and achieve 

the object, a remote access system of the present invention 

includes: a gateway that connects a public network and a 

10 home network; and a management center that controls, via 

the public network, an appliance connected to the home 

network. The gateway according to the present invention 

includes: a sensor information collection unit that 

collects state information of a sensor connected to the 

15 home network; a management center coordination unit that 

transfers the state information to the management center 

and obtains simplified rule information from the management 

center, the simplified rule information being a part of a 

control rule that is defined in the management center and 

20 includes a condition to control the appliance; a simplified 

rule database that manages the simplified rule information; 

and an appliance control unit that controls the appliance 

on a basis of the simplified rule information and the state 

information. 

25 

Advantageous Effects of Invention 

[0014] The gateway, the management center, and the 

remote access system according to the present invention 

produce an effect of being able to improve the 

30 responsiveness of control on an appliance in the remote 

access system in which the appliance connected to a home 

network is controlled from the outside. 
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Brief Description of Drawings 

[0015] FIG. 1 is a diagram illustrating an exemplary 

configuration of a remote access system. 

FIG. 2 is a diagram illustrating an exemplary 

5 configuration of a management center. 

FIG. 3 is a diagram illustrating an exemplary 

configuration of a home gateway. 

FIG. 4 is a diagram illustrating an exemplary 

configuration of a control rule database. 

10 FIG. 5 is a diagram illustrating an exemplary 

construction of a sensor state database. 

FIG. 6 is a diagram illustrating an exemplary 

configuration of a home appliance state database. 

FIG. 7 is a diagram illustrating an exemplary 

15 configuration of a sensor database. 

FIG. 8 is a diagram illustrating an exemplary 

configuration of a home appliance database. 

FIG. 9 is a diagram illustrating an exemplary 

configuration of a simplified rule database. 

20 FIG. 10 is a diagram illustrating a specific example 

setting of the control rule database. 

FIG. 11 is a sequence diagram illustrating actions in 

the remote access system. 

FIG. 12 is a flowchart illustrating the processing of 

25 simplified-rule setting condition agreement detection to be 

performed in the management center. 

FIG. 13 is a diagram illustrating a specific example 

setting of the simplified rule database. 

FIG. 14 is a diagram illustrating an exemplary 

30 configuration of a control rule database in a second 

embodiment. 

Description of Embodiments 
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[0016] Exemplary embodiments of a gateway according to 

the present invention will now be described in detail with 

reference to the drawings. The present invention is not 

limited to the embodiments. 

5 [0017] First embodiment 

FIG. 1 is a diagram illustrating an exemplary 

configuration of a remote access system. The remote access 

system includes a management center 1, a home gateway 2, 

sensors 3 and 4, and a home appliance 5. The home gateway 

10 2, which is a gateway that connects a public network 10 and 

a home network 11, is connected to the management center 1 

via the public network 10, and is connected to the sensors 

3 and 4 and the home appliance 5 present in a home via the 

home network 11. In the remote access system illustrated 

15 in FIG. 1, the home gateway 2 collects the state 

information of the sensors 3 and 4 and the home appliance 5 

in the home via the home network 11 and notifies the 

management center 1 of the collected state information via 

the public network 10. Upon notification of the state 

20 information of the sensors 3 and 4 and the home appliance 5 

in the home, the management center 1 becomes capable of 

controlling the home appliance. Although two sensors and 

one home appliance are connected to the home network 11 in 

the remote access system in FIG. 1, this is an example; 

25 three or more sensors and two or more home appliances can 

be connected. Moreover, a home appliance (the home 

appliance 5) is to be controlled in the present embodiment, 

but this is not a limitation; any appliance, not 

necessarily a home appliance, may be controlled. 

30 [0018] FIG. 2 is a diagram illustrating an exemplary 

configuration of the management center 1. The management 

center 1 includes a public network connection I/F 101 for 

connecting itself to the public network 10; a home 
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appliance automatic control unit 102 for achieving 

automatic control on the home appliance 5; a control rule 

database 103 that defines a control rule for prescribing an 

action of the automatic control on the home appliance; a 

5 sensor state database 104 that manages the states of the 

sensors 3 and 4 present in the home; and a home appliance 

state database 105 that manages the state of the home 

appliance 5 present in the home. The home appliance 

automatic control unit 102 manages the control rule 

10 database 103, the sensor state database 104, and the home 

appliance state database 105. 

[0019] FIG. 3 is a diagram illustrating an exemplary 

configuration of the home gateway 2. The home gateway 2 

includes a public network connection I/F 201 for connecting 

15 itself to the public network 10; a home network connection 

I/F 202 for connecting itself to the home network 11; a 

management center coordination unit 203 that notifies the 

management center 1 of state information, i.e., sensor 

information and home appliance information; a simplified 

20 rule database 204 that stores and manages simplified rule 

information notified by the management center 1; a home 

appliance control unit 205 that controls the home appliance 

5 present in the home on the basis of simplified rule 

information in the simplified rule database 204; a sensor 

25 information collection unit 206 that collects the state 

information (sensor information) from the sensors 3 and 4 

in the home via the home network 11; a sensor database 207 

for managing which sensor is present in the home; a home 

appliance information collection unit 208 that collects the 

30 state information (home appliance information) from the 

home appliance 5 in the home; and a home appliance database 

209 for managing which home appliance is present in the 

home. The sensor information collection unit 206 manages 
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the sensor database 207. The home appliance information 

collection unit 208 manages the home appliance database 209. 

[0020] FIG. 4 is a diagram illustrating an exemplary 

configuration of the control rule database 103 implemented 

5 in the management center 1. The control rule database 103 

is defined as a set of a plurality of control rule entries. 

Each rule entry is a database that includes: items of a 

rule number 1031 being identification information of a 

control rule; items of a plurality of conditions 1032 that 

10 represent control conditions of the rule; and items of 

control 1035 that prescribe an operation to be performed 

when the conditions are satisfied. The condition 1032 

includes: a sensor ID 1033 that designates a sensor in the 

home; and a state 1034 that represents the state of the 

15 sensor designated by the sensor ID 1033. The control 1035 

includes: a home appliance ID 1036 that identifies a target 

home appliance to be controlled when all the conditions set 

in the conditions 1032 for an identical rule number are 

satisfied; and control 1037, which is to be performed on 

20 the home appliance identified by the home appliance ID 1036. 

In FIG. 4, N conditions can be set for one control rule at 

the maximum, however this is an example; the number of 

conditions may be less than N. 

[0021] FIG. 5 is a diagram illustrating an exemplary 

25 construction of the sensor state database 104 implemented 

in the management center 1. The sensor state database 104 

is a database that includes: items of a sensor ID 1041 

being an identifier for identifying an individual sensor; 

items of a sensor type 1042 that indicates the type of the 

30 sensor of the sensor ID 1041; and items of a state 1043 

that indicate the present state of the sensor of the sensor 

ID 1041, i.e., the sensor information. 

[0022] FIG. 6 is a diagram illustrating an exemplary 
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configuration of the home appliance state database 105 

implemented in the management center 1. The home appliance 

state database 105 is a database that includes: items of a 

home appliance ID 1051 being an identifier for identifying 

5 an individual home appliance; items of a home appliance 

type 1052 that indicates the type of the home appliance of 

the home appliance ID 1051; and items of a state 1053 that 

indicate the state of the home appliance of the home 

appliance ID 1051. 

10 [0023] FIG. 7 is a diagram illustrating an exemplary 

configuration of the sensor database 207 implemented in the 

home gateway 2. The sensor database 207 is a database for 

managing sensors present in the home where the home gateway 

2 is installed. The sensor database 207 includes: items of 

15 a sensor ID 2071 being an identifier that identifies an 

individual sensor; and items of a sensor type 2072 being 

the type of the sensor identified by the sensor ID 2071. 

[0024] FIG. 8 is a diagram illustrating an exemplary 

configuration of the home appliance database 209 

20 implemented in the home gateway 2. The home appliance 

database 209 is a database for managing a home appliance 

present in the home provided with the home gateway 2. The 

home appliance database 209 includes: items of a home 

appliance ID 2091 being an identifier that identifies an 

25 individual home appliance; and items of a home appliance 

type 2092 being the type of the home appliance identified 

by the home appliance ID 2091. 

[0025] FIG. 9 is a diagram illustrating an exemplary 

configuration of the simplified rule database 204 

30 implemented in the home gateway 2. A simplified rule 

number 2041 is assigned to each rule to identify a 

corresponding simplified rule. In the simplified rule 

database 204, only one condition 2042 can be set for each 
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rule; the condition 2042 includes a sensor ID 2043 that 

identifies & sensor; and a state 2044 that indicates the 
state of the sensor designated by the sensor ID 2043. Also 

in the simplified rule database 204, control to be 

5 performed when the condition 2042 is satisfied is set in 

control 2045. The control 2045 includes a home appliance 

ID 2046 that indicates a home appliance to be controlled, 

and control 2047 that indicates the control to be performed 

on the home appliance identified by the home appliance ID 

10 2046. 

[0026] With respect to the state information of the 

sensors 3 and 4 and the home appliance 5 in home network 

11: the sensor information collection unit 206 implemented 

in the home gateway 2 collects the state information 

15 (sensor information) of the sensors 3 and 4 via the home 

network connection I/F 202; and the home appliance 

information collection unit 208 implemented in the home 

gateway 2 collects the state information (home appliance 

information) of the home appliance 5 via the home network 

20 connection 1/F 202. The management center coordination 

unit 203 transfers the state information of the sensors 3 

and 4 collected by the sensor information collection unit 

206 and the state information of the home appliance 5 

collected by the home appliance information collection unit 

25 208 to the management center 1 via the public network 

connection X/F 201. 

[0027] In the management center 1, the home appliance 

automatic control unit 102 receives the state information 

transferred from the management center coordination unit 

30 203 in the home gateway 2 via the public network connection 

I/F 101; and stores the state information (sensor 

information) on the sensors 3 and 4 in the sensor state 

database 104; and stores the state information (home 
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appliance information) on the home appliance 5 in the home 

appliance state database 105. 

[0028] Coordination actions between the management 

center 1 and the home gateway 2 in relation to the present 

5 embodiment will now be described. 

[0029] FIG. 10 is a diagram illustrating a specific 

example setting for the control rule database 103 in the 

management center 1 according to the present embodiment. 

This example indicates a state that defines a control rule 

10 that, when two conditions, "the sensor information of the 

sensor 3 is a temperature equal to or more than 20°C" and 

"the sensor information of the sensor 4 is a temperature 

equal to or more than 18°C," are satisfied, "the home 

appliance 5 is switched to an energy-saving operation 

15 mode." Here, it is assumed that both of the sensor 3 and 

the sensor 4 are temperature sensors and that the home 

appliance 5 is an air conditioner capable of operating in 

an energy-saving mode. Under such a setting, the home 

gateway 2 collects the sensor information periodically from 

20 each of the sensors 3 and 4. 

[0030] FIG. 11 is a sequence diagram illustrating 

actions in the remote access system in which the control 

rule database 103 as illustrated in FIG. 10 is set in the 

management center 1. Here, the home gateway 2 collects the 

25 sensor information from the sensor 3 and the sensor 4 

periodically. The home gateway 2 notifies the management 

center 1 of the collected sensor information {state 

information) so that the management center 1 can collect 

and store the sensor information (state information) of the 

30 sensors 3 and 4. 

[0031] With reference to the sequence in FIG. 11, in the 

home gateway 2, the sensor information collection unit 206 

submits an information collection request to the sensor 3 



14 

to collect the information (step SI). The sensor 3 being a 

temperature sensor, performs an information collection 

response in response to the information collection request 

and notifies the home gateway 2 of the sensor information 

5 of 20°C (step S2). Upon collection by the sensor 

information collection unit 206 of the sensor information 

of 20°C from the sensor 3, the management center 

coordination unit 203 simply transfers the collected sensor 

information to the management center 1 because no 

10 simplified rule is set at this point of time in the home 

gateway 2 (step S3). 

[0032] Upon receipt of the sensor information of the 

sensor 3 in the management center 1, the home appliance 

automatic control unit 102 updates the sensor state 

15 database 104 on the basis of the received sensor 

information of the sensor 3. After the update of the 

sensor state database 104, the home appliance automatic 

control unit 102 in the management center 1 performs 

simplified-rule setting condition agreement detection based 

20 on the contents stored in the sensor state database 104 and 

the contents stored in the control rule database 103 (step 

S4). In the management center 1, the home appliance 

automatic control unit 102 checks, among the rules 

presently set in the control rule database 103, for any 

25 rule that satisfies information that is set based on the 

contents of the sensor state database 104 as the 

simplified-rule setting condition agreement detection; and 

detects a rule having such matched conditions, the number 

of which is "the number of set conditions - 1" such that 

30 all the conditions will be satisfied when there is a match 

for the remaining one condition among the conditions being 

set. 

[0033] FIG. 12 is a flowchart illustrating the 
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processing of the simplified-rule setting condition 

agreement detection to be performed in the management 

center 1 after the update of the sensor state database 104. 

The home appliance automatic control unit 102 checks, 

5 targeting each control rule of the control rule database 

103, for contents in the sensor state database 104 (step 

S21). Specifically, the home appliance automatic control 

unit 102 checks the conditions of a control rule in the 

control rule database 103 to determine the number of 

10 conditions that match data in the sensor state database 104 

(step S22). If the check of the conditions of the target 

control rule against the data in the sensor state database 

104 reveals that the number of matched conditions is not 

the number of conditions set for the control rule minus one, 

15 i.e., "the number of set conditions - 1" (step S23: No); 

the home appliance automatic control unit 102 determines 

that the next control rule in the control rule database 103 

be the target control rule and checks the conditions of a 

control rule to determine the number of conditions that 

20 match data in the sensor state database 104 (step S22). If 

the check of the conditions of the target control rule 

against the data in the sensor state database 104 reveals 

that the number of matched conditions is the number of 

conditions set for the control rule minus one, i.e., "the 

25 number of set conditions - 1" (step S23: Yes), the home 

appliance automatic control unit 102 determines that a 

simplified rule be set in the home gateway 2 (step S24). 

When all the control rules in the control rule database 103 

are checked against the contents in the sensor state 

30 database 104 (step S21), the home appliance automatic 

control unit 102 finishes the processing of the simplified-

rule setting condition agreement detection. 

[0034] The flowchart in FIG. 11 will be described again. 
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In the management center 1, when the control rule database 

103 illustrated in FIG. 10 is set, and the sensor 

information of 20°C for the sensor 3 is collected from the 

information transfer in step S3, the home appliance 

5 automatic control unit 102 determines that a condition #1 

of a rule number 1 is satisfied. In the management center 

1, the number of conditions set for the rule number 1 is 

two, and the number of conditions that do not match is 

remaining one from "2 - 1 = 1"; this satisfies the 

10 simplified-rule setting condition. 

[0035] When the satisfaction of the simplified-rule 

setting condition is detected, the home appliance automatic 

control unit 102 in the management center 1 submits a 

simplified-rule setting request so that a corresponding 

15 simplified rule is set in the home gateway 2 (step S5). 

The simplified-rule setting request submitted by the 

management center 1 includes simplified rule information 

that includes the remaining one condition and the control 

of the relevant rule that are determined by the simplified-

20 rule setting condition agreement detection. 

[0036] In the home gateway 2, the management center 

coordination unit 203 sets the data contained in the 

received simplified-rule setting request (simplified rule 

information) in the simplified rule database 204 (step S6). 

25 FIG. 13 is a diagram illustrating a specific example 

setting of the simplified rule database 204 implemented in 

the home gateway 2, after the setting of the simplified 

rule. In comparison with the control rule database 103 as 

illustrated in FIG. 10, in the simplified rule database 204 

30 of FIG.13, only the remaining one condition with no match 

(a condition #2 in FIG. 10) and the control are set for the 

rule number. 

[0037] In the home gateway 2, the periodic collection of 
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information from each sensor is continued after the setting 

of the simplified rule. The sensor information collection 

unit 206 in the home gateway 2 submits an information 

collection request to the sensor 4 to collect information 

5 (step S7). The sensor 4 as a temperature sensor, performs 
an information collection response in response to the 

information collection request and notifies the home 

gateway 2 of the sensor information of 19°C (step S8). 

[0038] Here, upon collection of the sensor information 

10 of 19°C from the sensor 4 by the sensor information 

collection unit 206, the home appliance control unit 205 in 

the home gateway 2 checks the simplified rule database 204, 

since a simplified rule is set at this point of time, to 

determine whether the collected sensor information matches 

15 the condition set in the simplified rule information (step 

S9). In the home gateway 2, when the home appliance 

control unit 205 checks the simplified rule database 204 

illustrated in FIG. 13; if the sensor information collected 

from the sensor 4 is 19°C which means it matches a 

20 condition #1 set in the simplified rule, and thus the 

condition of the simplified rule is satisfied. 

Consequently, the home appliance control unit 205 in the 

home gateway 2 submits a home appliance control request to 

the home appliance 5 according to the control in the 

25 simplified rule to issue a mode change instruction to the 

energy-saving operation mode (step S10). The management 

center coordination unit 203 in the home gateway 2 

transfers the temperature information collected from the 

sensor 4 to the management center 1 as in the case with the 

30 sensor 3 in order to update the sensor state database 104 

in the management center 1 (step Sll). 

[0039] The home gateway 2 that has collected temperature 

information of the sensor 4 can recognize a condition of a 
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control rule in the home appliance automatic control 

matches, before transferring the information to the 

management center 1, thus it becomes possible to control 

the home appliance 5 from the home gateway 2. Hence, the 

5 time necessary for the transfer of information from the 

home gateway 2 to the management center 1, the transfer of 

a control request from the management center 1 to the home 

gateway 2, and the detection of agreement of a condition in 

the management center 1 can be reduced. 

10 [0040] As described above, in the remote access system 

including the management center 1 and the home gateway 2 

according to the present embodiment: the home gateway 2 

collects the sensor information from the sensors 3 and 4 

connected to the home network 11 and transfers the 

15 information to the management center 1; the management 

center 1 causes the home gateway 2 to set a simplified rule 

if the number of matched conditions is "the number of set 

conditions - 1" on the basis of a control rule in the 

control rule database 103 and the sensor information in the 

20 sensor state database 104; and the management center 1 

delegates the authority to control the home appliance 5 to 

the home gateway 2, such that the home gateway 2 performs 

control on the home appliance 5 under the delegated 

authority if sensor information satisfies a condition in 

25 the simplified rule. Thus, it becomes possible to reduce 

time before starting the control on the home appliance 5 by 

the time required for transfer between the management 

center 1 and the home gateway 2, and thereby responsiveness 

is improved. 

30 [0041] Additionally, since the amount of information of 

a simplified rule set by the management center 1 is small, 

the throughput capacity of the home appliance control unit 

205 and the memory capacity of the simplified rule database 
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204 may remain small; thus, the home gateway 2 is not 

required to have a throughput and memory capacity 

equivalent to those of the management center 1 and can be 

achieved with a simple configuration. 

5 [0042] Note that the condition for the management center 

1 to cause the home gateway 2 to set a simplified rule is 

whether conditions in a control rule of the control rule 

database 103 match sensor information, the number of which 

is "the number of set conditions - 1," however this is 

10 merely an example , but not a limitation. In the case of 

many conditions in a control rule of the control rule 

database 103, the home gateway 2 may be caused to set a 

simplified rule when there are two or more unmatched 

conditions out of the set conditions, that is, when the 

15 number of matched conditions satisfies a number prescribed 

in advance. 

[0043] Second embodiment 

In the present embodiment, a case in which a priority 

is set in a control rule database 103 in the management 

20 center 1 will be described. The configuration of the 

second embodiment is similar to that of the first 

embodiment except for the configuration of the remote 

access system (see FIG. 1); the configuration of the home 

gateway 2 (see FIG. 3); and the control rule database 103 

25 in the management center 1 (see FIG. 2) are similar to 

those in the first embodiment. 

[0044] FIG. 14 is a diagram illustrating an exemplary 

configuration of the control rule database 103 implemented 

in the management center 1 according to the present 

30 embodiment. The control rule database 103 is defined as a 

set of a plurality of control rule entries. This is a 

database in which each rule entry includes: the items of a 

rule number 1031 being identification information of a 
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control rule; a plurality of conditions 1032 that represent 

control conditions of the rule; and items of control 1035 

that prescribes an action to be performed when the 

conditions are satisfied. Each of the conditions 1032 

5 includes a sensor ID 1033 that designates a sensor in the 

home; and a state 1034 that represents the state of the 

sensor designated by the sensor ID 1033. The control 1035 

includes a home appliance ID 1036 that identifies a home 

appliance on which control is performed when all the 

10 conditions set in the conditions 1032 for an identical rule 

number are satisfied; and control 1037 that is to be 

performed on the home appliance identified by the home 

appliance ID 1036. Additionally, a priority 1038 is set in 

the present embodiment. The priority 1038 is the 

15 information that indicates a processing priority for a 

relevant rule. 

[0045] Setting a priority in the control rule database 

103 in this manner allows the home appliance automatic 

control unit 102 in the management center 1 to determine 

20 whether to set a simplified rule in the home gateway 2 by 

using the priority set in the control rule database 103. 

This enables the management center 1 to determine that, for 

example, the home gateway 2 should control a home appliance 

only in the case of control with a high priority; and that 

25 the management center 1 should control a home appliance as 

before in the case of control with a low priority and 

thereby reduction in load to the home gateway 2 can be 

achieved. 

30 Industrial Applicability 

[0046] As described above, the gateway according to the 

present invention is useful for a device connected to a 

public network and a home network, and particularly 
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suitable to control, via a public network, an appliance 

connected to a home network. 

Reference Signs List 

5 [0047] 1 management center, 2 home gateway, 3,4 

sensor, 5 home appliance, 10 public network, 11 home 

network, 101 public network connection I/F, 102 home 

appliance automatic control unit, 103 control rule 

database, 104 sensor state database, 105 home appliance 

10 state database, 201 public network connection I/F, 202 

home network connection I/F, 203 management center 

coordination unit, 204 simplified rule database, 205 home 

appliance control unit, 206 sensor information collection 

unit, 207 sensor database, 208 home appliance information 

15 collection unit, 209 home appliance database. 
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CLAIMS 

1. A gateway in a remote access system that includes: 

the gateway that connects a public network and a home 

network; and 

5 a management center that controls, via the public 

network, an appliance connected to the home network, the 

gateway comprising: 

a sensor information collection unit that collects 

state information of a sensor connected to the home 

10 network; 

a management center coordination unit that transfers 

the state information to the management center and obtains 

simplified rule information from the management center, the 

simplified rule information being a part of a control rule 

15 that is defined in the management center and includes a 

condition to control the appliance; 

a simplified rule database that manages the simplified 

rule information; and 

an appliance control unit that controls the appliance 

20 on a basis of the simplified rule information and the state 

information. 

2. The gateway according to claim 1, wherein the 

appliance control unit compares the simplified rule 

25 information with the state information and, when the state 

information satisfies a condition set in the simplified 

rule information, controls the appliance. 

3. A management center in a remote access system, the 

30 remote access system comprising: 

a gateway that connects a public network and a home 

network; and 

the management center that controls, via the public 
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network, an appliance connected to the home network, the 

management center comprising: 

a control rule database that defines a control rule 

including a condition to control the appliance; 

5 a sensor state database that manages state information 

of a sensor connected to the home network; and 

an appliance automatic control unit that controls the 

appliance on a basis of the control rule, and causes the 

gateway to set simplified rule information that is a part 

10 of the control rule on a basis of the control rule and the 

state information and delegates authority to control the 

appliance to the gateway. 

4. The management center according to claim 3, wherein 

15 the appliance automatic control unit compares the control 

rule to the state information, and causes the gateway to 

set the simplified rule information that is a part of the 

control rule when the state information satisfies a 

condition defined in the control rule and the number of 

20 conditions satisfied is a number prescribed in advance and 

delegates the authority to control the appliance to the 

gateway. 

5. The management center according to claim 3 or 4, 

25 wherein 

the control rule database defines a plurality of 

control rules and sets priority information for each 

control rule, and 

the appliance automatic control unit determines 

30 whether to cause the gateway to set the simplified rule 

information that is a part of the control rule and delegate 

the authority to control the appliance to the gateway by 

using the priority information. 
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6. A remote access system, comprising: 

a gateway that connects a public network and a home 

network; and 

5 a management center that controls, via the public 

network, an appliance connected to the home network, 

the gateway comprising: 

a sensor information collection unit that collects 

state information of a sensor connected to the home 

10 network; 

a management center coordination unit that transfers 

the state information to the management center and obtains 

simplified rule information from the management center, the 

simplified rule information being a part of a control rule 

15 that is defined in the management center and includes a 

condition to control the appliance; 

a simplified rule database that manages the simplified 

rule information; and 

an appliance control unit that controls the appliance 

20 on a basis of the simplified rule information and the state 

information, 

the management center comprising: 

a control rule database that defines the control rule 

including a condition to control the appliance; 

25 a sensor state database that manages the state 

information of the sensor connected to the home network; 

and 

an appliance automatic control unit that controls the 

appliance on a basis of the control rule, and causes the 

30 gateway to set the simplified rule information that is a 

part of the control rule on a basis of the control rule and 

the state information and delegates authority to control 

the appliance to the gateway. 


