SYSTEM AND METHOD OF DETERMINING DATA LATENCY OVER A
NETWORK COPYRIGHT AND LEGAL NOTICES [0001) A portion of the
disclosure of this patent document contains material which is subject to
copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure,
as it appears in the Patent and Trademark Office patent files or records,
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N [00021 The invention relates to determining data latency
in a communications network. [00031 Two approaches for determining
latency in networks are time series matching and data time stamping. In

the time series matchifef ApproAEH NétibikAdvRIHde ST a data stream is

[oostyipped framptherdatastieanyand fogged taaisespestivendatadagatl which is
points in the network. Stripping data from a level of the data stream may
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uploaded to an analysis system which analyzes the logged network level
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a data stream is modified to include a time stamp synchronized to a
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" the data stream. The time stamp is analyzed at different points in the
WheRARGTK to determine latency. SUMMARY OF THE INVENTION [00051
Embodiments of the invention disclosed herein have particular application

to determining latengy Ao adetyvatkan netwonksithatdistribute financial
0 D e o Tarko i ALE. ARAIER KON 12 SRR, IIRHRLRN o
[000&rious kind§ B‘s‘@f&é@ﬁnanmal, e.0., f‘eg%l, medica ,ytec hical andlor other
[0051)1]1 ds of In{o&[)nggqugac%%@%F!ﬁk&@ﬁ%ﬁ%ﬂd@qw& F%?&L/Hm?are time series matching and
data time stamping. In the time series matching approach, network level data of a data stream is
stripped from the data stream and logged to a respective data log at points in the network.
~ Stripping data from a level of the data stream may be intrusive since network level interpretation
is required. The logs are uploaded to an analysis system which analyzes the logged network
level data and determines latency.
[0004] In the data time stamping approach, a data stream is modified to include a time
stamp synchronized to a common clock. This method is also intrusive and can delay distribution

of the data stream. The time stamp is analyzed at different points in the network to determine

latency.

SUMMARY OF THE INVENTION

[0005] Embodiments of the invention disclosed herein have particular application to

determining latency in a network or networks that distribute financial data, but such



market data, which can be thought of as a time series of numerical values.
For example, price, quantity and other kinds of market data are
represented numerically and vary stochastically with time and the market
conditions. [0006] Embodiments of the invention utilize a time series
approach to determining network latency in information distribution
networks and other kinds of networks. According to such embodiments,
em RN PP AN A REbMaik Al highradatanty delermingtiemdsdabacial, e.g.,
made, application level data is recorded and associated with time
legdhfertiatipredhdicsting/e.ghetitiedobraaeiph afcime ehtiahsmisatomcarde real time
other time information. Such time information is based on a clock local to
marffee grastiedlzh poiite Sonwbierhbodimentsigsoviderforsynehronizationople, price,
the local clocks. The application level data is recorded during execution of
quagitappl Ok pogt S s e HPTCURSF PEIR DB BTGY torap PREAtIGAM el with
data being assembled for transmission over a network. According to such

Hme ANSSBREIS! tRBYEEBYded data is processed to determine latency.
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processor or analysis system to determine Iatency. recorded data
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files, on the fly, on demand, or as it is being recorded locally, (e.g., over

sucthetewark)s elic: [RAN8) I seme errbosime s cHe ALaceasRalANANSI® be
system analyzes the data and determines latency. The analysis

madgmprised dindinrd) corie spaondidguahtasvalies wittheneodsded i datalaadng, e.g.,
processing the associated time information, e.g., time stamps. Where the

timfpoeflectipker Pragelgyanshrspizcr prbeessiny ihrentifies. ifferiniatiommayation is
comprise simply comparing time stamp information. 100091 In the case,

based fRAreRgkPsiket EBRTEGRIAT PRite SPRFRECALRSTS ABYiMfidefesynehronization of

thé local clocks. The application level data is recorded during execution of an application
program at the particular point or prior to application level data being assembled for transmission
over a network. According to such embodiments, the recorded data is processed to determine
latency.

[{0007] In some embodiments, the recorded data is provided to a common processor or
analysis system to determine latency. The recorded data may be provided to the processor in any
suitable manner, e.g., as batch files, on the fly, on demand, or as it is being recorded locally,
(e.g., over the network), etc.

[0008] In some embodiments, the processor or analysis system analyzes the data and
determines latency. The analysis comprises finding corresponding data values in the recorded

data and processing the associated time information, e.g., time stamps. Where the local clocks



Instead, market data can be very repetitive. Therefore, finding the
matching values and comparing the time stamp information would not be
sufficient in many cases to determine latency. In order to find a match,
some embodiments use the fact that a time series of data is unlikely to
repeat, and the longer the sequence in the time series, the less likelihood
there is of an accidental match, For example, a sequence length SIX in
o) file an cel indigat | V.
i s e R T Chl SR
infEphediments, e.g., involving financial market data or other similar data,

after a match is found using techniques disclosed herein and others
[0003QWnN in thetrstdatencinaaialbeacalcidaied dased obfamAe mgddimeunique.

shift and jitter can be considered as the variance of the time shift. [00010]
Insksdnentichdd: adatency detenmiatibreinoly8sdninte diffefemcesbetweén

the presence of the same data at two or more network points. According
compapriehembedirmenisiiaeiosatmsle S AR StHE X Bt MicvecABRID A BINES

involved in a latency determination are processed to identify the same ,
latepga 1) A HMLAITEESs SO SOMRIERBE AR thE thattRfng rotetd? is

lects a first datg sample at a first network point, e.g., based.on.a ,
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selects a second data sample at a second network point, also based on
sedhéhPARtGKIAE LimBe ingitnfornatiomassematad withspagific.datapeints
In the second data sample may be used to confirm that the second data
acGample cotresponrdstdihensame gengraldifitaasatheadiestidatar sarapianilar data,
Standard deviation calculations are then applied to a plurality of
afisegmatnbeis bhRddmiapmisiguthé séoordddamasdmibies Kopexantiplertheency can
sequences may be obtained by shifting the sequence to the right and left
be Gilstilréetobiedipmiah aeeiaentBCTHE! Fevratinigeseyghe variance of the
. sequences are compared to the standard deviation of the sequence in the
t”‘?ﬁ&iﬁgata sample, and a |

[00010] As mentioned, a latency determination involves a time difference between the
presence of the same data at two or more network points. According to some embodiments, data
samples from the two or more network points involved in a latency determination are processed
to identify the same data by a matching process. In some embodiments, the matching process
sclects a first data sample at a first network point, e.g., based on a particular time associated with
the data sample, and performs a standard deviation calculation on the related data sample. The
matching process selects a second data sample at a second network point, also based on the
particular time. Time information associated with specific data points in the second data sample
may be used to confirm that the second data sample corresponds to the same general time as the

first data sample. Standard deviation calculations are then applied to a plurality of sequences of



match is made between the sequence in the first data sample and the
sequence in the second data sample having the closest standard
deviations, 1000111 Generally, using a local agent and a data log at
strategic locations in a communications network, application level data
may be sampled and logged based on various user application programs
executing on a computer system or processing device. By sending this
datsspeiipled dndlogget datantocORer ok dnnie, aralyzemsystemsynithimtdey shifting
network, data latency may be measured between various designated
the kyqationscohdhigiietwdelk ©ncecdathdatendpdgueneadinedapétwicknitwonarf these
more locations within a communications network, among other things,
seq pren et ﬁ@mm@6@&}@ﬁ@@rééff#éewgt1ahafdh@éqay€muem\j figdssmiamae. and a
may be determined and addressed in order to provide recipients (e
maighat a&&&?%wa%ﬁwswmm@ o iR AT AY Wit Saﬁuwéa&afa Sead data
sant (?e n’ tecrlgsce:atp? a(r)C{ Qg\(l)gycmg data in real-time. (000121 According
10 an diment of the invention, a method of determining data latency
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(e.g., financial data) at a first point in the network and providing a first

condlataisampleahappligation ey el datafiemn this.dair SirRan dhs.Lethoehrious

further includes receiving a data stream at a second point in the network,
usendppliedien adarstreanesutidherfiusbandsegondr o ationssinglddeceoBynending this
data. A second data sample of application level data is provided from the
samghatd Stdd apaaddeivedoar trem ety rretwerknsointh iwkHerestherfirsie @ridency may
second data samples include common data. A correlation between the
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deterrEmln atime dlﬁert?:lce between the correlated commog data in the
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network point serving as a source o ata stream, and th econ
addressed in order to provide recipients (e.g., end users) of data information (e.g., ﬁnancxa data)
with an expedited data delivery system capable of producing data in real-time.
[00012] According to an embodiment of the invention, a method of determining data
latency in a network is provided. The method may include receiving a data stream (e.g.,
financial data) at a first point in the network and providing a first data sample of application level
data from this data stream. The method further includes receiving a data stream at a second point
in the network, where the data streams in the first and second locations include common data. A
second data sample of application level data is provided from the data stream received at the

second network point, where the first and second data samples include common data. A

correlation between the common data in the first and second data samples is determined prior to



network point in the network is at a downstream network point at which an
application program executes to provide the second data sample of
application level data. [00014] According to an embodiment of the
invention, the application program at the second network point executes
at a computer system in communication with the first network point.
[00015] According to an embodiment of the invention, the first and second
detametwiogkapdirt gi fEne dowersteearhefromedn sdurgerndithietd atahstfeamnd second data
whereby a first application program executes at the first network point to
sampfevide the first data sample of the application level data. A second
lication program executes at the second network point to provide the
1008Eond datsSamiBaar SPPHCERTIH fves aaaﬂme@%%&ﬁw@ RoBrn the
emPodlment of the inventjon, the first and second er 8o omts ar
inelbidd th

network { an unpstream networ 1 erving as a so trea nd the second
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provide t |rst data sample of the application Fevel data an econ
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second data sample of application level data. [00017] According to an

[ooembodimend Rtdheg b\articidaaleulating ebradk latensyictbasrd@mfissthe
timing information associated with the first data sample and second timing
secmibnatation mssoviatedswith dhrepséoondiclata samplel &UQ0@ L8 1he first network

“According to an embodiment of the invention, the correlation is
potgfetermined using a statistical algorithm, where the statistical algorithm is
based on a First standard deviation calculation associated with the first
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the second data sam Ie %Qa ha the correla%yonfls get rmined
[
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the %?QQWOQQ}K@E% ﬁ%lgﬂmgﬁst data sample of the application level data. A second

application program executes at the second network point to provide the second data sample of
application level data. A

[00016] According to an embodiment of the invention, the first and second network points
are downstream from sources of data streams which include the common data. A first
application program executes at the first network point to provide the first data sample of the
application level data and a second application program executes at the second network point to
provide the second data sample of application level data.

[00017] According to an embodiment of the invention, calculating network latency is
based on first timing information associated with the first data sample and second timing

information associated with the second data sample.



[00019[ According to an embodiment of the invention, the correlation is
determined using a direct comparison of the first and second data
samples. [00020[ According to an embodiment of the invention, the
statistical algorithm is based on calculating a cross-correlation between
the first data sample and the second data sample. [00021} According to
an embodiment of the invention, a system for measuring data latency in a
network is provided. The system may include a first module at a first point
(oo 8he netwockthad is openativenat aer dpplicatidm|evet of the aetwiorkymined using
where the first module records a first data sample of application level data
a stegigeivedl aritenfirsheiethrork i, shiss thelirdedeih otriel syistendagdae viation
second module at a secondcgomt in the network that is operative at the
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St'and‘sécond mpies include common data syst

middEheLiReludes . third modile adapted toregeive the reeardad first and

second data samples for determining a time difference between them.

(001000221 Ageoseling te anceimhedinest of thednuantiondheadirst meetditined using
may be associated with a source of the data stream and the second

a dinodule mayhe Assdciated veithndniendangdes the first and second
modules may be associated with first and second end users, or the First
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[00023] According to an embodiment of the invention, the system for
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rded firs sample at the f| st odule and the rec ded sec %
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latdHQGRSSES MR GRdRA dIrshand sacand daiaRample-ien detarmNNgf in the
time difference between the first data sample arriving at the first module
net@0ek the: seepnaidata samplearsiviegeabie: secend wieauls first module records a
first data sample of application level data received at the first network point. Also included in
the system is a second module at a second point in the network that is operative at the application
level, where the second module records a second data sample of application level data received
at the second network point. The first and second data samples include common data. The
system further includes a third module adapted to receive the recorded first and second data
samples for determining a time difference between them.
[00022] According to an embodiment of the invention, the first module may be associated
with a source of the data stream and the second module may be associated with an end user, the

first and second modules may be associated with first and second end users, or the first and

second modules may be associated with a common end user.



According to an embodiment of the invention, a method of determining
data latency in a network, in which a data stream of data points is
transmitted, is provided. The method includes recording at a first network
point a first data sample, comprising a first plurality of data points, of
application level data from a first data stream, and first time stamp
information assqciated with the first E?Iurality of data points, and recording

(00933 secorth ST BBIFT BOSHREM P it S4iie; teohiprmide dseatnipe data
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samples is determined. An average time difference between the first and

pro&gcandctine gtanpsinfersnationds dhen geteroingd:where teiavetasetween
time difference provides a measure of data latency between the first and

the §etdnd rretpiorkpaings! ([@0D24} Abdording¢oanenibadiment ofitheg at the
invention, determining the average time difference may include

secqisldiftdtili time differences between the corresponding pairs of the first
and second plurality of data points within the thatched first and second

data SRFBIR LGS HE PRAIHTAL AribeBEBHE firn & StASA RO FARERES. dRFdatency ina
net BRICH AV INGlyde an approximate match or an, exact mach, whereby .\
the exact or approximate mate may be determing using one or more
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BRIEF DESCRIPTION OF DRAWING% [00025] The embodiments of the

applltveniion are il gstraiet indhe digures &f the ascompaminiehiawingsiated with
which are meant to be exemplary and not limiting, and in which like

the fefepbnells afddnrtentéed dodreferdotike oveconiesponding iparts: qOR0RGAsample,
Fig. | is a block dia%ram of an information distribution network including a

COMRERINErk EHAMI G Y StefAtaeeBYding aerHprBmpehdalt fbf the seradwet stream,
for determinin Iat?ng}/ related to the jnformation distribution network.
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bet VR Kt and second data samples is determined. An average time difference between
the first and second time stamp information is then determined, where the average time
difference provides a measure of data latency between the first and second network points.
[00024] According to an embodiment of the invention, determining the average time
difference may include calculating time differences between the corresponding pairs of the first
and second plurality of data points within the matched first and second data samples using the
first and second time stamp information. The match may include an approximate match or an
exact match, whereby the exact or approximate match may be determined using one or more

correlation techniques, or one or more other data comparison techniques.



represented in Fig. 1 involved in a latency determination according to an

embodiment of the network evaluation system represented in Fig. 1.

1000281 Fig. 3 is a flow diagram of the general operation of the network

evaluation system represented in Figs. | and 2 according to an

embodiment of the invention. [00029] Fig. 4 is a flow diagram of an

embodiment of the processing represented at least partially by the

latency determinatioﬁ‘%iggﬁﬁﬁﬁglffﬂ%afa%\k & [00030] Fig. 5 is
[00@fipw diaghanndfodimembotiinentofiiheprotessing represgutedoaitieast

partially by the data value correlation block in the flow diagram of Fig. 4.
acc¢OPABYiL Hits VB illastriatesasampie rdaps of data addprbcedsmgnharedfich like

according to an _embodiment of the invention represented at least partially
refeRptpbABW EdGTd T oF Hig i ForoEspeiging réEsdiagram illustrating log

iles at end. users ar other systems representing,.an embodiment of the
10043, Soge 1tne VO OISR S T SPARHLLPy E meling
netv%(())r %%:agl]aalﬂgﬁ 58y|s%ea %lc%%lr(dgr{g%%gqe%k%v 1 ”’f]:fnc%ronf‘l ﬁ;[flaqudlnsttlnglflgp é]es St%mg latency

and a network “evaluation system accoroflrhg to an embodiment of the

relalYENLRN fRLdletermining selative.Jatency between points in the two
information distribution systems. 8 DETAILED DESCRIPTION OF

[0082VIBODINENT S o ditiaINMEN PEAN nf0Q0R4 | As diMssradad b g nkeRork
network evaluation system 100 is coupled within an information

repaistribditiofi matwerkvid 1y atdepro vicke sndata dateroydinformatiarbcdincerrifiche
the information distribution network 101, e.g., between two or more points

netyrp Hetvadrkipo By s martothenEas bodignént illustrated in Fig. 8, a network
evaluation system 100 is coupled to information distribution network

(009381 5, and Brovidad Pteiag i GinTsiemmesheas iy inférrraigRrk evaluation system

dIStI’IbAJ opisésﬁt(aar%szlm and 104a, e.g., relatlvef{ tency between one or

ti
reprr%sgrrlttaep(l)rllnt in network” 1 iné\gvoha}gﬁ?leé)&%er&a a ‘ol i¥8thation

[006&%“bu'tio@ié)’ﬁgg]ﬁo]tgéi@gn}gﬁ% Jﬂﬁoﬂ%‘é’&r& the processing represented at least

partially by the latency determination block in the flow diagram of Fig. 3.

[00030] Fig. 5 is a flow diagram of an embodiment of the processing represented at least
partially by the data value correlation block in the flow diagram of Fig. 4.

[00031] Fig. 6 illustrates sample groups of data and processing thereof according to an
embodiment of the invention represented at least partially by the flow diagram of Fig. 5.
[00032] Fig. 7 is a diagram illustrating log files at end users or other systems representing
an embodiment of the data logs in the network evaluation system represented by Fig. 2.

[00033] Fig. 8 is a block diagram of two information distribution systems and a network
evaluation system according to an embodiment of the invention for determining relative latency

between points in the two information distribution systems.



evaluation system 100 will be described first with respect to network 101
and Figs. 1-7. Much of the description of network evaluation system 100
and network 101 will apply to network evaluation system 100 and network
101a illustrated in Fig. 8. [00035] The information distribution network 101
(Fig. t) may comprise information sources 102a,b,c, referenced generally
by 102, information distribution system 104, one or more end users
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(which may include one or more networks
[OWzﬁI]uatlon ’%?gﬁéﬁf HeiIRSisphistri Bre s aﬁ"lé‘f*@’éﬁéf?%é?%@té?ﬁ@@lﬂé%} an

eferenc enerall [OO 36 The information distribution network
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embodiment, the information distribution networ stributes prlmarlly

andtRangialodnfermationainciHging geah tims imarket dat sﬁ@ﬁxel)é)@mgm;ﬁ% to
described in Application Serial No. 11/274,82 1. [00037] In an information

infdistaibutidinmeticorkad @drkRigl d) thapelisidisutes inatteial aiitosmabemg information
information sources 102 include information sources that provide

disirforimatpricrelatdond, @ifong othletithilsiclirmneizhinterasts; re gpints in network
interests traded in stock exchanges, 9 ECNs, commodity markets, bond

1014 AR Pareaeiy e SRaRRIR SR A e et eialiésanstd 043 dhe network

exteLnaI or internal to information
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Information sources 102 communicate with an information bution
evaBYaiemsy QM that snayicfasaxamplauassemblecgnsolidate, normalize and

otherwise process data, e.g., in a data processing system 112, for
[008istHbutiod v theatomdiinisations mendk 108 .(€) gayanenprise information
sources 102a,b,c, referenced generally by 102, information distribution system 104, one or more
end users 106a-d, referenced generally by 106, a communications network 108 (which may
include one or more networks and/or systems), and an evaluation system 100 comprising one or
more analyzer systems 110a,b, referenced generally by 110.
[060036] The information distribution network 101 (Fig. 1) may distribute information of
various kinds, e.g., financial, legal, medical, technical and/or other kinds of information. In one
embodiment, the information distribution network 101 distributes primarily financial
information, including real time market data, for example, as described in Application Serial No.
11/274,821.
[00037] In an information distribution network 101 (Fig. 1) that distributes financial

information, information sources 102 include information sources that provide information

related to, among other things, financial interests, e.g., interests traded in stock exchanges,



or more private networks, LANs, WANS, intranets, one or more Virtual
Private Networks (VPNSs), one or more public networks (e.g., the Internet)
and any combination thereof), Information sources 102, e.g., sources
I02a and 1 02b which are external to the information distribution system
104, may communicate with information distribution system 104 over the
communications network 108, or any suitable link, private or public. The

ECHtorATmanitarakitic & et L ol ey TRt Ies Lo dreaignsurchaagssitstices ete.
02c, that prqvide financial .information from resources at least partiall ,
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systems and networks are known in the art, e.g., the BLOOMBERG

an MRAHAESSIONAL' Service. [000391 Data processing system 112 (Fig. 1)
transmits data in a data stream or streams to a plurality of end users ] 06

[000E8}he cormfounicaticnsmet W kdd8ukach eftthe endriuseisn0E6rihayon system
include one or more computers running software programming for, among

10%trérthins, cseerls sty Vs ng s Sitdringn prodéssing odtervibe fineaeiddta, ¢.g., in
data information that is distributed by data processing system 112 over
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users 106a, ] 06N, 0 d/or one or more firms, (e.g,, financial
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associated with the received data (which, for ease of description, is

Infeamelimes:«sferred {0 hrlew asfinanciabdatah withthenundarstaneiR@ion
that such data may consist of or include data of other kinds as mentioned

distabove) . sThenfihgthcralydatanandcits: respéchive divindjs rboroationeis 104 over the
provided to one or more analyzer systems 110 (Fig. 1) for measuring data
COMBMHET ORSTIERUPP I Snitr re sp et fiiapidial deta stie arhkersdeivag e
dis2e.or more egd users ]10 . A latency or latencies can be determined, for
1stripu

ERAMPIE T The TrAREHISYEH Ot fiRarifh Hapr EibAgr . that provide financial

information from resources at least partially internal to information distribution system 104 and
communicate with the data processing system 112 over, e.g., a LAN. Information distribution
systems and networks are known in the art, e.g., the BLOOMBERG PROFESSIONAL® Service.
[00039] Data processing system 112 (Fig. 1) transmits data in a data stream or streams to a
plurality of end users 106 via the communications network 108. Each of the end users 106 may
include one or more computers running software programming for, among other things,
accessing, viewing, storing, processing, etc., the financial data information that is distributed by
data processing system 112 over network 108. End users 106 may include individual users such
as end users 106a, 106b, and 106¢ and/or one or more firms (e.g., financial institutions) such as

end user 106d.



points in network 101, e.g., from data processing system 112 to an end
user or users 106, or between two or more points in an end user, or
between points in two or more end users (or between other points or
nodes in a data distribution network). More specifically, in one application,
latency is determined between a point A (e.g., in the data processing

[00§¥§éem 112) ﬁ%&dasar&%k%ﬁaﬁ%r% W1 @?@l%ﬁ%?&%é%ﬁ?@%‘!% time stamp or
em )

odiment, latency is determined on a relative basis, e.g., the relative

stamngyaggééﬁlw&%i% af.data betwean-hye downsreann; Paintssifo dedates
distribution network, e.g., at points B and C in the same or different end

re 45T $o MR W $hign eribiadimentit the d atereyaind datehatistribdtiomfagrroasist of or
common point, e.g., point A (in data processing system 112 oran

incinfertnaticiv bouktedsisscosnparedi aaengb dhriorendiehdistresthi pEipes trFthe ng
distribution network, e.g., points B and C each of which may be in the

infaggifiéoRr ARITFFEHEhC 8ROHSKI BB VWHEHE 1 dofhtS BreifP HRCas Bt 2teneY>
user, &he 0ints can b$ asso ic?tted with driffglr\tlan e%%pleicoa}tlirggr rograms o6 A

for SxARAting IH TP SHre AL (sEF 1000%1 T1é afa Stream received by an

1at%§gﬁ%%§{em% be,identical io.erdiferan romibe Aatasiipariansmitetuiong

ata processing system 112, and the data streams received by two

poiflifferaBt.and Hsetsanayhadhesrme ar differentos bothengd usersAlSe, or
the data stream transmitted by the data processing system 112 may be

betthe same as ok gifferent forebcteend usered pditonieven tatencyend users (or
determinations are based on common data in the transmitted and

betrerseiven tiata!s Ushegstiorftideh dital Buiamna! farHitaldsra detelsitatiB R e
data latency. [000421 In order to evaluate data latency with resgect to

2P ANRIal HERS S S\TER BRA\SHETS BRYNILEIE G0l BafrRIRISST & &&ieor 1)
YRS 12 (1, Lepmimiuoale wilh (e, dala RIOCERSING SRR 1 on o
egrhe n Sers TB

anhd a co e user or over communications network 108

rel ARG/OL et linkSe IF0F RIS ARAINAS! SYSHRMI ORI SRIRIWAG M points in
data latency from data processing system 112 over network 108 to end

a dMaeiS A 06RnlABRo AN 1066 oMey BMNIIAICLiQMme or different end users 106. In this

embodiment, the latency in data distribution from a common point, e.g., point A (in data

processing system 112 or an information source) is compared at two or more downstream points

in the distribution network, e.g., points B and C each of which may be in the same or a different

end user 106. Where the points are in the same end user, the points can be associated with

different application programs executing in the same end user.

[00041] The data stream received by an end user may be identical to or different from the

data stream transmitted by the data processing system 112, and the data streams received by two

different end users may be the same or different for both end users. Also, the data stream

transmitted by the data processing system 112 may be the same as or different for each end user.



paths P1, P2, and P3, respectively. Similarly, analyzer system 110b may
determine data latency from data processing system 112 over network
108 to individual end users within end user 106d over communication
paths P4/P5, P4/P6 and P4/P7. With respect to relative data latency, data
latency may be determined on a relative basis between end users 106a
and 1 6b ovey hs P | and P2 hy comparing latencies from data

t
eSO SRy BT MRS B 51 G USBHECOt i CEOBB G g o
usFSERIG sachafend e &(A@%r%ngaih 56,45,2 Roigtn the data

distribution network 101 and measuring the Iatencyt herebetween. By

[ocdatgrmining daia l@t@myat@ diformation distibution AeivorkilQldn daidoy various

transmitted by data processing system 112, network delays in the various
enpaths finisatanploee sginghsystgmantd 21D(Bid ysetsnma de identiticd:a
and addressed for the purposes of minimizing such delays and, among
pragehengririgesn dplirmidingonetwet ksenforerancs. [00048 kAmamadyzers network 108
system 110a is depicted in Fig. 2 together with end user and information
amay RO Sy StaRT EEPRSo ARHIE Tis¥ e 1D éé@émﬁhéedeafwt@watency from data

Information djstribution s 104 y in ea odule 118, which
P SRS 1S i SH OIS ‘L2 AP Mtk 1280 RASEIE A gy o=
patpglﬁn #Bt%955}435¥§§8£9t‘4‘/éﬁ@'”éﬂ-xf-f?r;{ﬁ?t %%[ggggp?nnl Stezgv]h IQ?rmme data latency

Alternatively, module 118 may be cou LAN in whi ormation

fromlagisyibuition sysiem LAk caspled 1@‘3@'1@&@%@@9&'@&34&/%%@?@ user 106d

configured to sample application level financial data to be transmitted by
ovalatanprociessimgp systeiP L 14 /eihead &t @ prav piaegssing @I4estdata latency, data

processing stage, based on configurable settings. For example, the local
latengamayrisdisfermpac e 2ndhite basionfiguretior filee(htiGtrndn Péharver paths Pl

determines which and how many data points the local agent 124 captures

anci R GBI REAHER T ots aaoﬂ?agﬂ%\féaqﬁ*#.bzﬁ &t Blsodaset o and
lOéEOJresget?" Belscl)cyvf 00&:(21401 %)1 Qnedloc?é a an%zl%gglgs 2%0?!1%%5 ?}%Igatg%psmbutlon
ereo n muous OgS the selec
network 101 and measuring the latency therebetween. By determining data latency in
information distribution network 101 in data transmitted by data processing system 112, network
delays in the various paths from data processing system 112 to end users may be identified and
addressed for the purposes of minimizing such delays and, among other things, optimizing
network performance.
[00043] An analyzer system 110a is depicted in Fig. 2 together with end user and
information distribution system components used to determine data latency. Information
distribution system 104 may include agent module 118, which comprises a local agent module

124 and a data log 126. Module 118 may be an integral system within information distribution

system 104. Alternatively, module 118 may be coupled to a LAN in which information



data points to data log 126 until instructed to stop. Since all data may not

be provided to all end users, all data is logged to data log 126. This

ensures that the data log will contain appropriate data for a latency

determination at any downstream network point. The data log 126 can be

configured to wrap so that the logged data does not fill and overflow the

data log. Timing information (e.g., time stamps) that identifies the
distransmisgiamtineifaoaplether dinie gromtsl uiahsmission cof filgershimpledle

data in the case of a source is associated with the sampled data for use ,
appifcpérforvihfoeteintyaete RiIIEHEE\P AAERIGEE Sstets T || (Fa cither at a pre-

[00045) An end user 106a, 106b may each comprise application rogr?m§
ProygeR e PEORS dPHRTETIE At'fe HOPTiCASOR I EVEPLT FAAI ﬁbifi%‘&&f the local agent

information distribution network 101, a lgcal t module 134a,
modG SIS 1308 TR Eor e e umeaho e ARy Rou many
dat%’}%%‘J?tﬁe%ﬁ%g%%mtﬁﬁa&%tff?ésddﬁEP'E&g_m andipocsssingolinangial datdin rig 7
e.g., stock quotes) associated with different financial interests (e.g.,
and0ds ;s Stocks fareignueusency pairs, etc.) and different organizations
“(e.g., stock companies, bond issuers, dealers, market makers, etc.) on a
[oodisplay screndeiggeamputBignivniioradiceab agentahiogulaudddabgs the selected
similar to local agent 124, may include configuration files as described
databoivés fordoedd agehe mbinseut 24 14 S7008267 Pbiey@rYimthke pagd dide all end
downstream point, e.g., at an end user, the configuratjon file can .

usegfodilyfitife  Wet M HDSE SPStSLKE TP ERIBA PP Hna GUkht R Ry oPriate
datgqer gﬁf/%e n!f’%%%?ﬂn@a?gé to?‘i%%@%?gﬁ é?f&?i‘}g?%mgthﬂx%edﬁ‘aa o%r?Z(S can be

actively tra Suc , etc. so that the

co e%tqg%pam yagsfregrent dalapQints dardheo selesied staeke e Thening

selection process for particular stocks depends on the nature of market
infélatai heing. cansumedsanchoa gedes aphicakiocaiiani fro(oexastpletifar prior to

Japanese clients, it may he desirable to monitor symbols traded on the
trarkokydoexohdrgemip qatticulathifcesstdmersrares soncietretidbbgtsampled data for

particular stock, such stock may be added to a configured list of monitored
use in performing latency determinations by an analyzer system 110a.

[00045] An end user 106a, 106b may each comprise application programs 130a, 130b
operating at the application level of data distributed by information distribution network 101, a
local agent module 134a, 134b, and a data log 136a, 136b. For example, application program
130a,b may include a suitable interface for displaying and processing financial data (e.g., stock
quotes) associated with different financial interests (e.g., bonds, stocks, foreign currency pairs,
etc.) and different organizations (e.g., stock companies, bond issuers, dealers, market makers,
etc.) on a display screen (e.g., computer monitor). Local agent module 134a,b, similar to local

agent 124, may include configuration files as described above for local agent module 124.



symbols. The configuration file may also include a configurable integer
parameter, indicative of data sample length, that determines the number
of each of the stock price/quantity pairs (data points) to sample and log.
This ensures that a data sample selected for processing would include
the same number of price/quantity pairs for each selected stock. Each
data sample comprises a configured number (i.e., data sample length) of
(008464 pointd]wisEreny BaCRSAATR POMEIHERHERH, tifnekttiniphingTa the

corresponding price/volume pairs. Data samples at the target (e.g., end
conjE Byt SEURCETS B HBIAROR DS ON S)apai paftint vabues ar
to Qer?g r%‘QIyﬁfetsqg&? &%abtés%?é&%ef:&%‘%@s'e'h%rdaeé &8&% V_%?drgléggll%s [BM,
matching. Timing information (e.g., time stampss that iderftify the receipt

mdimestihe data samplesdsiassecipiedwith the drtasgmmesfosouss % the
performing latency determinations. The samples and the associated time

seltedmation are stkredinprespediverdatalogskkifas ii36h. tHRQRAAF of market data
Analyzer system | | Oa (Fig. 2), which comprises a processor 140 and an

beiagsooiatecdatbirageriddhic toupled td ermdamels HOGmmesad tionts, it may be
information distribution system 104 via communications network 108 (or

deHiHEpIASBY ANETHRBVBITOSNZ8F SPSHR* e et Ay PHRIfY Al attomers are
information distribution system 104, in whjch case the agent module 118,

col Bt b I 8 TP P Sycteh L0 iy B Mo ore

sy&@&?'%&%&ﬂ%&ﬂﬂ&%éﬂ? 'H]s‘é'%é’n!d’é‘@ 'co%ol{gﬂga@)@ 9&@3 %ﬁ%&%ggmr%%ative of

Oa may be located at an end user 106a,b. (00048] In information

dadiSHFBUIRALSY SIRMUAQARIG 12 naRd @loereb Hoer AR RPGLeIqaRdi (ST (data

106b, depending upon the particular latency determination desired, data
poisanplesgf éagd ek . apipkicatiandaveldfiancial datal aredpko\ickedstintheould include

database 144 associated with an involved analyzer system 110 from data
thelsryrelRE) bEB G AraiTd/@van 8B ahéod atalpisisesed b timeagk dotciatatple comprises a

information may be provided inﬁ%nl})s)suitable fashion, e.g., as a batch file,

consietffe! iy U RS e HaiAmE RGO GHRH? 8YT DR ESMALhHARiBAg! includes 2
tim'?:?t%":‘é%%%%do%@%@%iﬂ?t&iE’&iv”gfu%Q%ﬁ%?oﬁi\%esgmples at the target (e.g., end user
point) and source (e.g., information distribution system) are preferably of the same data sample
length in order to provide reliable matching. Timing information (e.g., time stamps) that identify
the receipt time of the data samples is associated with the data samples for use in performing
latency determinations. The samples and the associated time information are stored in respective
data logs 136a, 136b.

[00047] Analyzer system 110a (Fig. 2), wﬁich comprises a processor 140 and an
associated database 144, is coupled to end users 106a,b and to information distribution system

104 via communications network 108 (or otherwise). Alternatively, analyzer system 110a may

be located at information distribution system 104, in which case the agent module 118 associated



time may be provided together or separately, Processor 140 in analyzer |
10a accesses the application level financial data samples in database
144 and identifies matching (within limits) price/quantity data in the data
samples at the network points in information distribution network 101 for
which latency is to be determined. The processor 140 processes the time
information associated with the identified price/quantity data points to
all - lat 0 network points (e.q., between.
ey 117 gt BL PSR B T B v

sEhrg; hetlyzor Heweenpainisineadasess dR6aandqLapb or in the

same end user). (00049] The process for determining network latency
[040¢8Fding tdnainfermbodinienttofithes sistvent@in bighYeaARAIES iIREhE6a and/or end

information distribution network 101 is described in more detail below with
uste 4@ sietise fioawaiagharrdepietdatincFide BnWhere dpprapdatesdaneles of logged

blocks in the Fig. 3 flow diagram are referenced to components depicted

“RR ER4°5. REbIUER I 2 i Ry deddaslrieesad 4hirsssuriot forinvolved
[stribution | ta stream or_str s to one or more end users, such )
=5 y&%“??%%%"ﬁ%‘i%éﬁ,‘%&f%%ﬁ (fﬁi&%ﬁ?%p?ﬁ&%m*itﬁgﬁnﬂf*maé&SOC*ated
inR0fhathe: rﬁ%ﬁgﬁgé@tﬁl Qﬁ&%&%ﬁ)% %“ané t,eeng(?yalsatga?& (?E?t,ecr;mmee g eo'géb the

between data processing system 112 and an‘end user andior between

datwn eeiddIRRIRqAS, @iSEE e ARAVA) AFEnSKRGRIONIZE: @0da@SBints and associated
described below. (Synchronization may take place at initialization of

tiranalyz ér systeted 1ok@eoor nfarmelor? distsibution isystamt04 atiesstoame
during data assembly or just prior to the time of a latency determination.)

aPRITOBD] K Bl HERBOS {RtigsaB)pdata probessing sysidentiTiE? tranbmitévdata limits)

Pf{g&@ data stream orgtreams over communications network 108. At block

‘LUEBIREARBH VR HAR TP it By b At dRIinE Tsiar Rifsikaiarmetwork
istributi em 104, and/or a lication le rogram at one or. .
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more endad users provides applica

assb3fhaadl3AR «ThecFeaPEEHVe Jasal I?%%%t ;;ltgﬁlt‘s Ttahidselgels )m)%tween

application level data and, at bloc ‘
concerned network points (e.g., between points in data processing system 112 and end user 106a

or end user 106b, or both, or between points in end users 106a and 106b or in the same end user).
[00049] The process for determining network latency according to an embodiment of the
invention between points in the information distribution network 101 is described in more detail
below with the aid of the flow diagram depicted in Fig. 3. Where appropriate, the blocks in the
Fig. 3 flow diagram are referenced to components depicted in Fig. 2. At block 302, financial
data is processed and assembled for distribution in a data stream or streams to one or more end
users, such as end users 106a and 106b, over communications network 108. At block 304, the
clocks at points between which latency is to be determined (e.g., between data processing system

_ 112 and an end user and/or between two end users, as discussed above) are synchronized, e.g., as



associates time information (e.g., time stamps associated with data

points) with selected data. At block 312, the respective local agent logs

the respective sampled application level data as data samples in the

respective data log 126, 136a, 136b. Logging of the data samples and

related time information may take place together or separately. For

example, the respective local agent may log the associated time
despfbanation dfdnghtansanipilesisdabntrless iftbithd i resprefigaatian sygfem 110a or

together Data samples and associated time information are provided
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lar eenou,gguto over the expected delay. For example, if the maximum

lat%Inecl dergere?(pec ed to be about 2 seconds, the data file should have on
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analyzer system 110a processes the logged data samples and

or as&nkiaied tadnfamationstored (8. datahase d84piaidatermieedata is received by
particular data latency or latencies. [00051] Fig. 4 is a flow diagram that

ageteseribes inSmoirddtetaibthé operatio pyef pro¢éssingr logged déte darviplegram at
(latency determination block 318 in Fig. 3) within an analyzer system,

one@em@rﬁgnfbuaﬁwe@rmﬁtlerttﬁ@Wéﬁﬁéﬁp Al AeAO Moty Adp, 134D The

system 110a (Fig..2) compares erwise processes time mforma% d{LO
b3 5
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asso 1atgs nntrér}n grtr\{xv im]fl (%r%é S %%nserslsdog%g:rdlo a&izgtOGto)mn wﬂlr\ sel ected data. At
N orma on dIS'[rI stem 1 5) or example Wlt yzer sys em

bro]cilc%ztht‘ﬁe%gﬁeéﬂf@ Rles Qgenr@yg%ﬂréggmt%%@d%ﬂmqd@rw@ﬁ&eﬁl as data
y processor 140 (Fig. 2). For a'latency determination involving two
sarB@HﬂiSSnl%BG&W@&K@Q&;@I@@I&@&UM,& sobreispanfing thealfirstpoitds and related time
network 101 is retrieved from database 144 based on a particular time
infpenigchrTthey tishe Pevidd getiay cowpspohd foocorsapistive poiprstive dotishegent may
series being matched. This tim éégerrod is selected from a time window

owhﬁﬁs%a&éta%rﬁerﬁ@twy tsiER RSt Rh AR GG REC e siata dpe
toé_;%{%gslﬁg e eno tgn gs%\é?igt% l?r)x(éq]n gr]mea)t( o?rce;[r%dpgoevl%y cp t%t\ellvne?yzer database 144 in

the form of files of data blocks whose size is large enough to cover the expected delay. For
example, if the maximum delay is expected to be about 2 seconds, the data file should have on
average about 2 seconds worth of data (block 314 and 316). At block 318, analyzer system 110a
processes the logged data samples and associated time information stored in database 144 to
determine a particular data latency or latencies.

[00051) Fig. 4 is a flow diagram that describes in more detail the operation of processing
logged data samples (latency determination block 318 in Fig. 3) within an analyzer system,
according to an embodiment of the invention. At block 402, analyzer system 110a (Fig. 2)

compares or otherwise processes time information (e.g., time stamps) associated with logged



points within a data sample. The time period depends on the configured

number of points (data sample length.) Then a data sample

corresponding to it second point in network 101 is retrieved from

database 144 based on the same selected time period. [000521 If specific

data points (corresponding to the selected time period) of two data

samples corresponding to two points in network 101 match identica
dataithip/dinsits gvlonkna ety imye et Blotk! 406 datarcoifelition Gr b@géfmd/or

techniques may be utilized to determine whether the data points of the
infoyaaieRMBIEN CHHESISTh Y thHheaRE Hoiite neiHfsATaNodidtb it e

-network 101 tch tically or rOX|mt . Data
samples AR /SHIRTE r%‘&ﬁ? Stck%lld (fg e,ssoe%v% F]Of)rses elneg:eﬁ*mt)s r 8 latency

detgﬁgl t'oen m%xgiﬁf NG&Met Y\Aer%%@fe%l r@%xtg%amghm,@gﬂﬁm%sa Hm point

ata points | the ata samples so match, then the time™ information

in Ass0ciaiad with theidala samplesieanhiedused terdatarmine Jateacyrfkoihe period
an upstream point (e.g., in information distribution system 104) to a

maflQWRSHEANL ROt (e ige poian endiiser.106ah) ofactetativeidat@ngyriod is
between two downstream points (e.g., one in end user 106a and the

selathefionendnuseitioébyiilfithetirde ihfohriatienadfzte twd thatahsaimplegndow is
corresponding to the two points in network 101 do not so match (block
sel40B) [aIetrtER PRIEESS IEBPISATREK TR HISERZ02 dtax e tisra farrRatidne date
associated with another data sample is processing to, determine whet

POifHE e e R TTRIO0 ) HEBRSEICAOEPEE. O@t%a?eﬁéafa%ﬁa@a?ﬁﬁfinf*g g (data
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rre a sa points

fro%ll &5‘?%9@91@%&&"89 JBQ'E%&%Q@&W@VM%%@ satisfy a preset correlation

reshold (e.g., a 97.5% match), processing of the related time

[odméQrmatlompkecﬂfc%Q) frewWdesiaancetwres: | tbe dwe P eiRls (& Qwo data

between information distributions system 1 04 and one or more end users
sarlfi6acanesi&fin pndior hetwermeweend) UsensH DGatianidy 106 tBindimiits (block

between two points in an
404 in Fig. 4), at block 406 data correlation or other techniques may be utilized to determine
whether the data points of the data samples corresponding to the two points in information
distribution network 101 match identically or approximately. Data points (e.g., prices/volumes)
could match identically, or within predefined limits. For example, the difference between prices
may be within 5 basis points. If the data points in the data samples so match, then the time
information associated with the data samples can be used to determine latency from an upstream
point (e.g., in information distribution system 104) to a downstream point (e.g., in an end user
106a,b) or a relative latency between two downstream points (e.g., one in end user 106a and the

other in end user 106b). If the time information of the two data samples corresponding to the

two points in network 101 do not so match (block 406), then the process loops back to block 402



end user 106a, 106h). Threshold depends on the length of the sample
(time interval) and is determined empirically during process of tuning, in
our case we came up with 0.01 or 1% for a length of 9 data points in a
sample. If the data points in the matched data samples do not satisfy the
preset correlation threshold, then processing loops back to block 402.
[00054) In one embodiment, the processing in block 408 implements the
and fistieifGrAIGO AT A AHNARIBRS Hiia RN ShRIP ST RELP SRGIRY 15 Hhether
first point in network 101 is selected based on a selected time period, as
thergysd MY - above. Then the best matching sequence in second data
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s could be donei al ways. One way Is to select as the best

datarggl%lg @&‘?a%??&é@t};? _ iththe bighasthRumkerexactly matthingidatedata points)

points. However, ing exact matches is not always possible. [00055]

corBIRIREr VRIS pRaimiZiBE ErRSSCorElation befweety ik sequientes!ifr.g., a
the data samples according to Equation 2 below. 11 (x(I) - mx) (y0-o) -

97. 30y i), (G} e0g Ofikd)rerydz (Equatiomdionl® uheteOx (iydsidelataneipitween
of a data sample at one point in network 101, and y(i) is a data point

the tneastmtsd f -abdatacsaniplafHom B SEuBINaTORIET HEASIRIERT 2018 P isugers

delay. Maximizing r(d) would provide the best match. 1000561 A third .
L0 Gyl QePrislioi 26 THEF It BPEBSHSNEEA VANIES T 406 SEGE—HggsPomnts in an

enc RN 3 BElon HGPE SRt SEAr Bl B SR o (R 2 ¥

]
Irs ard deviation calculation IS

detgggggg etrg &% ugtr}r(%re\ Ogrgé‘et?s 89{911%@, Q\fgﬁtc@%%é%@ A o1 or 1% fora
sequences o (ﬁgta pm% S In a second data sample to find tﬁe sequence in
lenélﬂieofs@ ﬁ%%éﬁm ple with-the clesest matehingrstaneaich devistiopdbaNot satisfy
the preset correlation threshold, then processing loops back to block 402.

[00054] In one embodiment, the processing in block 408 implements the following
algorithm. A data sample of a fixed length corresponding to a first point in network 101 is
selected based on a selected time period, as described above. Then the best matching sequence
in second data sample corresponding to a second point in network 101 is determined. This could
be done in several ways. One way is to select as the best match the sequence with the highest
number exactly matching data points. However, finding exact matches is not always possible.

[00055] Another way is maximizing cross-correlation between two sequences in the data

samples according to Equation 2 below.

2000 = mx) ¥ (y(i-d) - my) |

1
jz(MU—mﬂzj;(MFm—n@ﬁ
!

r{d) =

(Equation 1),



0 (xi-x)" (Equation2), where N is the number of data points used in the
correlation calculation, xis the value averaged over the number of data
points in the data sample, and x1 refers to each data point in the data
sample [000571 Once the match is found, an average delay is calculated
as a time difference between matched sequences. N time differences are
calculated between data point time stamps in two data samples of length

whflﬁé I@eﬁlgﬂ (?at(gtelg' ntls [t Q%gta(.: gz!t(r:nuplfietgtdogs a(glm \{grx?'e(%v%o%z tﬂﬁ %r?‘clic)l/'l(? tg% ﬁNgllta point
ime' differences between data’'points. Using an average delay rather than

m65@&9@%%5@99@%@%W%QJU%%)%%%&mm%%mmp@wgﬁps@%izmg

time information permits the use of longer times between data points and

r(deSSUMERIRIRN tRLiag stamping. Then a standard data regression section
and error calculation is performed. This produces a series of values for

[0qosayiding antaverage idelayinwiiereneaiifaratue istbasedaoraidata samplecs
As the average delay for incoming samples is calculated, a plot of
sqaveldge delay adainstaidaltiie ot dataudampied9dmiyal Britgiend pdipt, where a
may be displayed. Errors are calculated assuming that the data points are
firg\siendarg drstiabored (0005BE White PRARIITZING LHISS-CofASIERRIRS in @ first data

(Equation | above) is a textbook method for matching sequences, .
sa1pBfia Bty UEPERYE B BRI JLARET 3t tiats ﬁ%&f?%fwéﬁa HevEis A the

an Ié/sis {.Jsintghlf:h ugxtion 2 ve. As ya. Cpointed t above, exact
Secon ﬁmnp C Wl C% closest matc ll’llé sian ar?s eviation NJ. .
matching is not always possiblg, Therefore, the preferred matching

technique uses d deviation analysis. However, exact matching
or cross-coasrela\;{ign? Zé;pd}mquﬁs may:beiusey, as well as other techniques
that will be knowfY {o those of skill in the art. [00054[ Latency is determined
in block 410 using the time information from the correlated sequences

whekiainedhémbiosk 406411 Wordnfermatian deasurermanisahetweanhe value averaged
“correlated data
over the number of data points in the data sample, and x; refers to each data point in the data
sample.
[00057] Once the match is found, an average delay is calculated as a time difference
between matched sequences. N time differences are calculated between data point time stamps
in two data samples of length N. The time delay is then calculated as an average of the
calculated N time differences between data points. Using an average delay rather than the delays
calculated from differences in specific time stamps or specific time information permits the use
of longer times between data points and less precision in time stamping. Then a standard data
regression section and error calculation is performed. This produces a series of values for

providing an average delay, where each value is based on a data sample. As the average delay

for incoming samples is calculated, a plot of average delay against the time of data sample



samples are based on an averaging calculation, as pointed out above,

since an expected amount of timing jitter may exist between the data

points in the correlated data samples, An example of such an averaging

calculation is given by Equation 3 below. N' (Equation 3), N where N is

the number of data points used in the correlation calculation, t; is the time

stamp or timing information associated with an i-th point in the first data
arrigalables caA@enfstmebsrAEEedpdp B diming St folavstion evisgdizred san thrints are

i-th point in a second data sample used in the data latency calculation.
norRi et e low diagram in Fig 5 describes in more detail the processing
oo SN RS A00 e oM 8 e SO o
e SERNGENA SEn00d JAR SRS AR M0 IS A, PEUAER I8 Auion

first data sample corresponding to two network points in information
anaiSHIRUHOR RRtNArk .40 Whers apprertialasiRe BIeks iciiBahighao fowys

diagram are referenced to data samples 20 represented in Fig. 6. At bloc
posSBZ:. arseiencednibie fishcatai sampleigotrespanding dara dushietanksis.

point 604 in network 101 (sequence 602 in Fig, 6) is selected as described
Hoabovesxirtmding respective time stargesii@e Atbjook 564, s firdt staigard

deviation calculation (S IN) is applied to the selected sequence using
teclrigisgoro VB OTETD Wt 115K 5065kl siglieAte in the second data sample

corresponding to a second network point 608 in network 101 (sequence

(0088 in Fig -8iFR-saISctetmRe Gasbrsed A Bvas At BBEREU8: 5 Weigmyihe correlated
tand deviati | ion (S2N ing Equati [ lied to the . .
seq%e%@esaggtalgg!flﬁ%%%ﬂ gb%atngrgdpa n or?nlél. xlfg]rgrg?gyua s slge%egelnec r?e‘at%d data

n
sequence In the secon a sample. standar eviation calculations
sanﬁf@@é@b@?@q'&gaﬁqawraging calculation, as pointed out above, since an expected amount

of timing jitter may exist between the data points in the correlated data samples. An example of
such an averaging calculation is given by Equation 3 below.

N=20 (f ——z",)

] !

i=1 N

(Equation 3),

where N is the number of data points used in the correlation calculation, ¢ is the time stamp or
timing information associated with an i-th point in the first data sample, and ¢’; is the time stamp
or timing information associated with the i-th point in a second data sample used in the data
latency calculation.

[00060] The flow diagram in Fig. 5 describes in more detail the processing represented by
block 406 in the Fig. 4 flow diagram using the standard deviation analysis described above,
which determines whether a sequence in a second data sample matches within limits a sequence
in a first data sample corresponding to two network points in information distribution network

101, Where appropriate, the blocks in the Fig. 5 flow diagram are referenced to data samples
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other sequences in the second data sample (sequences 610, 612, 614 in

Fig. 6). As illustrated in Fig. 6, each of the subsequent sequences (610,

612, 614 in Fig. 6) in the second data sample are derived by shifting the

previous sequence one data point to the right. For example, sequence

"~ 610 is obtained by right-shifted sequence 606, and sequences 612 and

614 are similarly obtained. A standard deviation calculation is applied to
repreatiedfisEquéndedBLR, BL2amduBnde THeedliaridard saepiationeypduding to a first

determined for the right-shifted sequences 610, 612, 614 shown in Fig. 6
netwedurAlthat Seesnadaial dapapracst the i8ddsr) Boifice08 18 ¢rafaisd 2bove,
_relative to the data sample_ at the first point 604, although that may not, .
mclﬁﬂlﬁgoﬁfreacwm@%gé@gan%-vmiei?ﬁb- had TIPS MoK et Tistapigr (51 1s

app[leel fgyag%ﬁ tle@cet éf%tQee%r&rﬁcyfhala)é Qg ﬁ%nﬁ%%\{g' 5he assumption can be tested by

applying stand evia alculation to selected sequences in the

[00§§ACNd datasamnle; rar&figagﬁgebx ieftsshifting, previgus &ﬁ&gsa&ﬁgﬁ%@m@gond

with sequence 606. [000621 At block 510 (Fig. 5), the minimum difference
netRSVESH 1R fitskslandand devistinoalcuiatian fordhetselacied sequance At

602 at first point 604 and a standard deviation calculation for each of the
blogesuencescald6,a0da 46k Hibd atithesecEH, paint6Dd isidetermipedm the

order to identify the two correlated sequences. Using the 1'S values for
seqtivacd 466 pointswhedchiot2inke Soméladad Sedereriesiatnnaveralse tipnked to

stamp is calculated using Equation 3 above. The time difference between

othghecaufearatEdEvEraBe e SR VARS8 splondd tdnthégidterity iHlustrated in
. between the two concerned points jn hetwork 101, as determined at block
Fit g0 i 080T RGN Aoue T 0 SR A BTG e o
aerPIQERANAN distribution, network 191 1avlved in alatensy FONSIdRiationguence
are sygnchro ized o remove.clock differences from the latency it

6 1 CRNAEIaoN:; Ay isuitahle clack symchronizatieastechnigue ay Ha s bbiained.
for example, Network Time Protocol, Cristian, Becrkcrly, among others.

A stheatallowing teshniguenwiigblisd sirpilar 40 shpidaastianteahniqiel 4. The standard
records the time difference between a reference clock and

deviation values determined for the right-shifted sequences 610, 612, 614 shown in Fig. 6

assume that second data sample at the second point 608 is delayed relative to the data sample at

the first point 604, although that may not turn out to be the case since which point has incurred

more data latency relative to the other may be unknown. The assumption can be tested by

applying the standard deviation calculation to selected sequences in the second data sample

produced by left-shifting previous sequences starting with sequence 606.

[00062] At block 510 (Fig. 5), the minimum difference between the first standard

deviation calculation for the selected sequence 602 at first point 604 and a standard deviation

calculation for each of the sequences 606, 610, 612, 614 at the second point 608 is determined in

order to identify the two correlated sequences. Using the TS values for the data points of each of
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monitored clocks, and was found to be suitable. This approach is

unobtrusive as there is no actual manipulation of a system or local clock.

In this embodiment, clock synchronization is done offline, e.g., during

network maintenance, etc. According to this embodiment, an agent

module associated with a monitored clock sends a message (e.g., UDP)
" withla lgcal time stamp to an agetnt associ tc?dt vgith.theErefetrengebclgckThe ime
e GRS EREY s OV T0Ea SIS KR G the e S8ag 6 ARd Fansmits it
airefRst . he.aoent atinemantored clogl e ATRLeNGE NLING ANRII Bhvcen

clock time minus halt of the round-trip time is written into a log file
the ASSOSIRIat Wit L the maniterad clacke The cleck differensasrin the log files
are provided to a file in the analysis system 110 which uses this data to
[oo@sayeCt tha meniteied etock tinedeferecdeteprining amroateliobatweanion network
data samples at the reference clock and a monitored clock or at two
101ronitered elecksy [00084]border tocovalizatetoverifyvantbadilifetérees from the
matching technique, calibration tests may be conducted on network 101.
late Fror GoRai R oR: kB s Elogb PRIz Sy s hrtro e nes b Batremple,
stream provided to aﬁiﬁlyen point (e.g., an end user 106) in network 10 1 at

NetyhitH BTSSP HEtet it B herd ARPEE O Uata! AR R SRR YD

simll a? !g ct)hgr&\{é(agrcxl éte%ftxgle g%yga?:opdglmé El%re %1 éx?#lceéc%} Wtélgg ad raétiarg}xr%aérlggk and
may be provide o a plication programs (eltner ai erent applications or

moJiYYS’réQ%E%‘H&?%%fm? f%%%@gp g&ﬁ"(ﬂﬂ@) ?&x%%&%’a‘%ﬂ BQj%bﬁtgiv@‘Qs We is no

user. The difference in receipt times is determined and compared to the

actkiN AR Slekavn Bhe sglesarthediffesenceimiothedamawdeladk hecmereation is
accurate the latency determination technique. [00065] Fig. 7 illustrates an

dorexamplecqf |dgrfile sienaintained ahpaints in thertetyvortik @i byitimpes pectzent
to which a latency determination is desired, e.g., at end-users 106 and at

moiifervatipteddigthibution systemckoardnd meestasr (PaintdDPoy itea 702y stamp
reside at a data log or data repository, such as data log 126 (Fig’. 2)in

to appsfaenT aistrisifiohr SyStsntLoac R SR T4 My risitle ae bR o the
logs 1663, 2 L3 n endusers 1068 and 10¢b. Datafaints 106 (e gy,
MEEERTPHEEENE JuERtia? pairgEhY ASBemRT M hformation 708 {e.g .,
tragémﬁteséaé%%}igr% %1%%54%”%’% the round-trip time is written into a log file associated with
the monitored clock. The clock differences in the log files are provided to a file in the analysis
system 110 which uses this data to correct the monitored clock time before determining a match
between data samples at the reference clock and a monitored clock or at two monitored clocks.
[00064] In order to evaluate, verify and adjust the matching technique, calibration tests
may be conducted on network 101. For example, a known, preset delay value may be introduced
into a data stream provided to a given point (e.g., an end user 106) in network 101 at which a

latency determination is desired. A data stream without the delay is also provided to the given

point. For example, the two data streams may be provided to application programs (either
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actively traded stock (e.g., IBM, MSFT, DELL, INTC, GE) particular stock
are recorded in such data logs (e.g., 702 and 704) and are provided to
the database 144 in an involved analyzer system 110 as described
above. The data points and associated time information are used as
described above in latency determinations. [00066] In the embodiment
represented in Fig. 8, two information distribution systems 104 and 104a

dlffg!:%ttr%q%%ﬁs'Qr%&gﬁwmg &?&W%Fﬁ&%@@%éﬁ@ éﬂgﬁlggﬁt, e.g., an end

information sources 102a, 102b (among others), an end user 106 (among

userOtRsShrRtdgastoRe-Aal2elysteMinld N Aha COMMLNICAHOASIay. The
network 108. Information sources 102a and 102b, information distribution

clossygtemlddnendsks LO6y ariajyzer systentlhOatlanidicomaurniaaiions technique.
network 108 are as described above, except that end user 106 is running
(00605 end uBkr appiitations: t30ardnd! TB0bcamd ithanedcommmon agerctsark 101
~ services the two end user applications 130a and 130b. Information .
withoretApRition BiFSta M LA AHAY Batgenis dar insilér 10 5rictRkELIgR and at information
. distribution system 104. In this embodiment, relative latency may be
Tl St B AR A R RS

by a common informatj ouyce | 02a or.102h ta both information 2
: e 4
repodl}/t%g?/b such as dntaolosg ?gg ar’?d%dﬂ INTormation %ﬁtr%l]ﬁ réég’gg%ﬁ?%g nc?’log file 70

S ution system a, wnich eacn inc rom the

mayCRUNBQD dRIOIHRRYBR, SRUIGEY TIERPECNG @@taﬁtn%mﬁa@ﬁME%&@%%m
y

user 106 over the communications network 108. "This is accomplished
pric6QRSIGRIHIGyaNE-ISRE applications d 3URand 3is as dhetwetpaiiisfina particular
network 101a with respect to which a latency determination is desired,
actietigl theeddetekrtinin g ekt vetalenty DetWdgneind arsercapypticediodstlin such
30a and 130b as the two network points involved in the latency
datadegsrininalioh st eadaborevissinthe ¢ hissndf beaves yomphaar system
“information source 102a or 102b, the relative Iateniﬁ?g between the end

110, g8 & e RA-ARINE - 1 5erdanc 1S B ASERE A ST B tNA FEAANE as described

Qerfqrmanc of information distribution systems 104 and 104a.
above in atency eterminations.

[00066] In the embodiment represented in Fig. &, two information distribution systems
104 and 104a distribute data in a data distribution network 101a, which includes information
sources 102a, 102b (among others), an end user 106 (among others), at least one analyzer system
110a and a communications network 108. Information sources 102a and 102b, information
distribution system 104, end user 106, analyzer system 110a and communications network 108
are as described above, except that end user 106 is running two end user applications 130a and
130b, and that a common agent 134 services the two end user applications 130a and 130b.
Information distribution system 104a may be generally similar to information distribution system
104. Inthis embodiment, relative latency may be determined at a common end user 106 with

respect to data transmitted by a common information source 102a or 102b to both information
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[000671 Modules that are the same as or similar to the local agents, data

logs, analyzer system databases, and analyzer system processors may

be incorporated into any network or networks and adapted to operate at

an application level within any node of the network or networks, generally:

(a) without being limited to the particular network topology, size, and

physical infrastructure; (b) not to the networks disclosed herein; and (c)
distyiitiriout fratemg 164 mohifsieowbisifedabal paeteditafromitsionsap feirdpsmation

other than the application level, such as a network or physical level.
SOULYSHG THSE YHEAGIBES AT TAitkHClP GRteH RTINS TRy /8 ryaératigRgretwork

respect to varigus points in various networks. [000681 Some ,
08 S Y G TGO o Gt ST PP AR B o Wbt poines

in nAE yl%ﬁ‘?»‘@!‘ jQlerate data loss..zom et%@nb%‘?f&‘?%seﬁ%% Oa%%rt%%gn dermining
non-identical data forms, e.g., pre-processe ata at one pblnt an

the IRGSSSEd data.at anatherpeint, (000621 Embediments of thgJRYemMiRN oints

can operate to determine latency independent of infrastructure for

invelistabuting the datadmandaebyaekaind Cakh operatamith 8. Bue fifferent dad@ommon
distribution systems. As mentioned, some embodiments of the invention

infearmple applicafidno240kyehdaiatandasisybhtdecndiaradifycthe lataiims 130a and
any way, and do require insertion of additional data (such as heartbeats

1305rpibbes) inticatgatal seeermtivhichidistbiste§ itHerdatan|figdbition, ssome 104
embodiments of the invention have minimal impact on the applications

andy /%y the monitored data, Embodiments of the invention associate and

rd time information with such monitored data which may pe
00 ek Ly Qb OG0 By T H i afades e
sysEeRQeiments, of 5*5&%1Vié’?wé?er}npﬂ%‘é%ds%o%s%?'So‘é%cr&gé?algadﬁ th?%%M%& or
of data content, allowing measurement of dgta integrity and data loss, and

net{:kouRIgahaeling Emkodimentsieftbe innentiarpravide dor drRIQVWHRN:

of data monitoring to multiple points within a distribution infrastructure,
netineludingerailtiple) clientuobeng HagESySt@MSarticular network topology, size, and
physical infrastructure; (b) not to the networks disclosed herein; and (¢) without having to
monitor or sniff data packet transmissions at levels other than the application level, such as a
network or physical level. Using these modules, various latency determinations may be made
with respect to various points in vérious networks.
[00068] Some embodiments of the invention do not require an exact match to determine
latency and can tolerate data loss. Some embodiments can operate on non-identical data forms,
e.g., pre-processed data at one point and processed data at another point.
[00669] Embodiments of the invention can operate to determine latency independent of

infrastructure for distributing the data in a network and can operate with, e.g., different data

distribution systems. As mentioned, some embodiments of the invention sample application
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Furthermore, embodiments of the invention may process diverse data
streams to a limited degree to determine latency. [00071] While the
invention has been described and illustrated in connection with preferred
embodiments, many variations and modifications as will be evident to
those skilled in this art may be made without departing from the spirit and
scope of the invention as defined in the claims, and the invention as
levdefinagdnihecalaims isthus et dachenlimited toathiedprecise: tetailsnaff additional
methodology or construction set forth above as such variations and
datanedifieationsere dntesideylitochedsialstdechwithih theSeopetiof ¢he. [n addition,
invention as defined in the claims. Except to the extent necessary or
somip e thieop oc 5508 Fhemseniasnao patticeldh o ptel tal bsckéngthe
stages of methods or processes described in this disclosure, including the

moiIRd<IAS iR My Mgy e ARBEHNE BitRSFET PSR bIBRK Y fAIgARRY with such
aried without changing th . , effect or i t of th thod

mOBSLEAIBBH, SECS P BOWHAT IS ETAMEL 15: 1. A method of

(Oog%irmInl;}%%%t%fl}at%%cyalg d%@z%""@&l%&ﬁ%Eﬂ%‘%@ﬂxe"&%m}ém&o@me a basis for

processo ng a first data sample comprising application level data

mollAMAfRta Sieam fecaivrd.at A fitshRelwatk LOIRL A RMREESEOknd data loss, and
receiving a second data sample comprising application level data from a

for d3ld BHRAM e aied il seCond naimik Poid: the data sireantsiimthenitoring to
first and second network points including common data and the first and

muk@adeondidataitisarmdlesiincloding conrhon datadwherdirpthel datastrdans systems.
in the first and second network points include common application level

Furgfaetangrid ahb it eamdod e Hy dditen may process diverse data streams to a limited degree

to determine latency.

[00071] While the invention has been described and illustrated in connection with
preferred embodiments, many variations and modifications as will be evident to those skilled in
this art may be made without departing from the spirit and scope of the invention as defined in
the claims, and the invention as defined in the claims is thus not to be limited to the precise
details of methodology or construction set forth above as such variations and modifications are
intended to be included within the scope of the invention as defined in the claims. Except to the
extent necessary or inherent in the processes themselves, no particular order to blocks or stages
of methods or processes described in this disclosure, including the figures, is implied. In many
cases the order of process blocks may be varied without changing the purpose, effect or import

of the methods described.
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samples include common application level data; the processor

determining a correlation between common data in the first and second

data samples, wherein the correlation is determined between common .

application level data in the first and second data samples; and the MCSLLP

processor determining a time difference between the correlated common

data in the first and second data samples, wherein the time difference is
Vdeteinihed béviidedShe correlated common application level data in the

first and second data samples. 2. The method according to claim 1,

wherein the processor receiving the first data sample comprises the

procegsor redeivitigotheffitstedaiaisandysiel ftomaifirs natetwkrkip sisthordich

Cidc, > at an upstream network point and wherein the processor receiving the

Seddnd Gata sample comprises the processor receiving the second data
sample fromapsecowor netwivrkgointsiviiehsisra a Wovpsiesanmsatiorklevel

Baint. 3; The methad according ta.claim 1. gogapsising application

programs executing in processors at the first and second network points
and obtaininghthprfigsssamdesuivotendatashiplasnpspurtipeising@pplication

lé\dg% %r(ﬁnghﬁl@?&%g& accarding, o ClaiRy %e%‘?ﬁeﬁ%imetﬁéséﬁg Greams in the

second network points are downstream from a source of the data stream,
fasichodrwonsihgeanfirdt rapplidadbdipeogramaxdeiating éhirfgﬁr@mmdata
SRR Rrivids (e fitshaia saoRle, ARdAerand anpication Riodiay
executing at the second network point to provide the second data sample.

Sk prentothdodereiingenciairh cfiwhkrethdtie finstthadisscoddesendotita

samples include common application level data;

the processor determining a correlation between common data in the first
and second data samples, wherein the correlation is determined between common
application level data in the first and second data samples; and

the processor determining a time difference between the correlated
common data in the first and second data samples, wherein the time difference is
determined between the correlated common application level data in the first and second

data samples.

2. The method according to claim 1, wherein the processor receiving the
first data sample comprises the processor receiving the first data sample from a first
network point which is at an upstream network point and wherein the processor
receiving the second data sample comprises the processor receiving the second data

sample from a second network point which is at a downstream network point.
3. The method according to claim 1, comprising application programs

executing in processors at the first and second network points and obtaining the first and

second data samples, respectively.
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points are downstream from sources of data streams which include the

common application level data, and comprising a first application program
executing at the first network point to provide the first data sample and a

second application program executing at the second network point to MCSLLP
provide the second data sample. 6. The method according to claim 1,

wherein the first and second data samples include timing information and

wherejn Ca|Cm}ﬂhﬂ@thsmﬂ@ﬂéiﬁgﬁﬁydmhﬁﬁedlbﬁeﬁﬁsh&Iﬁfﬂgahﬂfcsmmﬁbmetwork

associated with the f rst data sample and second ti f ti
PROLD IR IR SHE LU i ALK I 0 o S et o

apiﬂiﬁatilorv\ﬂiegeﬂmd@wﬁmnm tar fefatiemwodmprise® psingda ﬂtaﬁsat:ddtta sample
l[gorithm. e method accordlngtto clggp 7 whareln thef(sta 1'tcal

8T
ag %Fe[ﬁ?ﬁc}saqg gggon L PL ﬁg}rapls ? cond 1netwo tpergwde the

Gfeviation calculation associa
sedithdhiattirstnpiia sample and second standard deviation calculation
associated with the second data sample, such that determining
correlation comprises identifying the minimum difference between the first
and the secoﬁmbstmnldatd@eviﬁmig focatculdtioisreinThe imsthod sscooddintyvork

re|n terminin re ti MR
P B TR P G e i 2o S T S B o
amﬁidsm)d)mdmmiddlaguamiammﬁrmhg refivthepsiatigtivapaigovithinegibaged e first

Saleujatn OBRASTY: 80%34@%% 5&%@%&%& %%??d%?glf’é%‘?@dg}g ram

SECO” e met accor iIngtoc the
edastatstg&anh@smpmée&st\ﬂndﬂpmhﬁiawrovide the second data sample.

6. The method according to claim 1, wherein the first and second data
samples include timing information and wherein calculating network latency is based on
first timing information associated with the first data sample and second timing

information associated with the second data sample.

7. The method according to claim 1, wherein determining correlation

comprises using a statistical algorithm.

8. The method according to claim 7, wherein the statistical algorithm is
based on a first standard deviation calculation associated with the first data sample and
second standard deviation calculation associated with the second data sample, such that
determining correlation comprises identifying the minimum difference between the first

and the second standard deviation calculations.

9. The method according to claim 1, wherein determining correlation

comprises using a direct comparison of the first and second data samples.
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12. A system for measuring data latency in a network, the system
comprising: a first module executing on a first processing device at a first
point in the network operative at an application level of the network, theyyo gy | p
first module recording a first data sample comprising application level
data received at the first network point; a second module executing on a
second processing device at a second point in the network operative at
the applicatidrhteveththikasecaihtrodale récetdingahsstoisd cihtd geaithpbes
comprisi lication level data received at the second network , point
N ST L ot S e b S st eceond
decmmngrie data is common application level data; and a third module
executing on a processor which determines a time difference between the
first and second data samples, wherein the time difference is determined
betwekh the ddmmethabptication levdhiats, whbeifirhcadd seicem eatprises
ﬁ?l%rr{]ﬁell?ﬁa}?" The system according to claim 12, wherein the first and
$EC61d Hetivork points are downstream from a source of the data stream,

and wherein the first module comprises a first application program

execufing at wgﬂi'{%&"%%él&%@ &%@Q%Yéﬂggﬂ%aﬁ{&%@m@méw

the secénd modtle comprises a second application program eXecuting at
ctimepssonnd network point to provide the second data sample. 14. The

system accofag, %&Aﬁ}@e&gwﬂrﬂ%r&%ﬁ%{ iﬁ?&@é@@iﬁg%@f&@g‘ﬁ’@f&t k1]:¢oint in the

points are downstream from sources of data streams which include the
netmomkorpeapiptication dpEkataes, laved oftibeaintwerfiriatiseiurodsln persediag a

fﬂr&tdgﬁpglﬁ&g%ncg%ygﬁé laEpIication level data received at the first network point;

a second module executing on a second processing device at a second
point in the network operative at the application level, the second module recording a
second data sample comprising application level data received at the second network
point, the first and second data samples including common data, wherein the common
data is common application level data; and

a third module executing on a processor which determines a time
difference between the first and second data samples, wherein the time difference 1s
determined between the common application level data in the first and second data

samples.

13. The system according to claim 12, wherein the first and second network
points are downstream from a source of the data stream, and wherein the first module
comprises a first application program executing at the first network point to provide the
first data sample and the second module comprises a second application program

executing at the second network point to provide the second data sample.

14.  The system according to claim 13, wherein the first and second network
points are downstream from sources of data streams which include the common

application level data, and wherein the first module comprises a first application
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program executing at the first network point to provide the first data

sample and the second module comprises a second application program

executing at the second network point to provide the second data sample.

15. The system according to claim 13, wherein the first module is MCSLLP

associated with a source of the data stream and the second module is

associated with an end user. 16. The system according to claim 14,
pwig%ﬁim:iheuﬁm anths desndimodupesniareassatiatediviti fisstaande and the

seco users. 17. Thes tem ac ordln to claim 14 Wh er nthe fclirst
Sl R R e g

mmon en Gser.
nsyﬁtemp@@ﬁmcdmg\micmm&zmdomprmglat least one storage dewce for
storing the first and second data samples and wherein the third module
processes the stored first and second data samples and determines a
time dlfjerendéldaejzweemdaerﬂisg dathisaipleberaingafiherficstubosaeociated

Wdfrla%tﬁe()erl%?](?ég]g%a g a gle ar({lgl % al tl’FmO U ﬁnd m(s)éjclilg%é(‘i"g\/lﬁ et@&)qser

ency A8 networ , InNw data stream of data
points is transmitted, the method comprising recordlng in a storage

devic gﬂrst tas mple at flrs{ tworllap\o]in ltrnﬁlﬂrﬁ,sca% sé%?g%amo dules
rom

compnsmg a first ﬁf’ur ?y cg)fr atap pom s, of appli ication level data
afiestsdatmistiterith, fnddidstrnedstadymsénsormation associated with the first
plurality of data points; recording in a storage device a second data

sample at a second network point, the second data sample comprising a
secondi7pluralityecfsata paiotdingf tapplicatibrwbeeidédte frishmadsecond modules

data stre d second tlme >, 5tamp information associated with the
LEEDR B A of Al et
second plurality of data p0|n

18. The system according to claim 12, comprising at least one storage device
for storing the first and second data samples and wherein the third module processes the
stored first and second data samples and determines a time difference between the first
data sample arriving at the first module and the second data sample arriving at the

second module.

19. A method of determining data latency in a network, in which a data

stream of data points is transmitted, the method comprising:

recording in a storage device a first data sample at a first network point,
the first data sample comprising a first plurality of data points, of application level data
from a first data stream, and first time stamp information associated with the first
plurality of data points;

recording in a storage device a second data sample at a second network
point, the second data sample comprising a second plurality of data points, of
application level data from a second data stream, and second time stamp information
associated with the second plurality of data points;

a processor determining a match between the first and second data

samples, wherein the match is determined between the first and second data points; and
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a processor determining a match between the first and second data

samples, wherein the match is determined between the first and second

data points; and 29 MCSLLP the processor determining an average tig&LLP
difference between the first and second time stamp information, wherein

the average time difference is determined between the first and second

time stamp information associated respectively with the matched first and
second data tlh@iﬁi&cé’ﬂb’tﬁfemeﬂﬁﬁraﬂgrﬁg@vﬁimgediﬁﬁrelﬂfcfermwﬂﬁtﬁs/mn the first

measure, of data latency between the first and secon ork point
aif) SN S LR Hb%%g%%?ﬂ 1 %ﬁgréﬁ atygfeigmlnlng %}Ig\?g‘raaléeg termmed

pditference cempiisescoalculat ragmm mmﬁmmmémpmmmg the
matched pairs, of the fiyst and nd plurality of data po usin thef
%8}’@5% %%eg?%é ?n%%gtl Or%l ﬁ ’rr&he%ne oé %%ccg% ing %9 Blaim 1
l@swiaereinthiatirichcosyribediast sapprorindatetwiatcho22s. The method
according to claim 19, wherein the match comprises an exact match. 23.

The method according to claim 21, wherein the approximate match is
determined uBirg®tort elatioditedonitie. 2% whikecmetttothsoow digtorage time

dtli‘gl r%]ilé% c\{)vgg)g?slgst@zﬁcuﬁ(6%1ngn%%tlcehdl%feggﬁ%ggg?\gegﬁ'Q(gﬂ%éia%rﬁglgg%atched pairs
of the first and second plurality of data points using the first and second time stamp

information.

21.  The method according to claim 19, wherein the match comprises an

approximate match.

22.  The method according to claim 19, wherein the match comprises an

exact match.

23. The method according to claim 21, wherein the approximate match is

determined using a correlation technique.

24, The method according to claim 22, wherein the exact match is

determined using a correlation technique.
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