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I nvention The invention relates generally to postal delivery systens and,
nore particularly, to postal delivery systens that provide electronic
delivery of business docunents. Background Information I n the course of
everyday business, parties enter into contracts and supply and receive
goods and services on the basis of these contracts. The parties to these
contracts need to be certain of their rights and obligations within the
contract and the parties nmay wish to record activity under the contract so
that each party is clear on the status of the contract. | n addition, each
party may wish to rely on the recorded activity in the event of a dispute
between the parties. For these and other reasons, contracts are often
commtted to paper and a copy is provided to each party. Also,for these
reasons, a concise record of activities within the contract is often
commtted to paper and a copy is provided to each party to the contract.
This activity paper is often called "Transactional Paper"” and is often
viewed as a formal record of the date and time that a contractual event has
happened. This nethod of recording and creating a copy is balanced in favor
of all i
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t he paper record is transferred by hand between the parties. | n the case
where the parties are not adjacent at the tine of the event, a copy of the

paper record may be placed into an envel ope, addressed and delivered over a
"Postal Network." \Wen transacti onalDgsapgtions sent through the Post al

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims the benefit of U.S. Provisional Patent
Application Serial No. 61/101,200, which was filed on September 30, 2008, by Liam
Church et al. for an ELECTRONIC BUSINESS POSTAL SYSTEM and is hereby
incorporated by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

The invention relates generally to postal delivery systems and, more
particularly, to postal delivery systems that provide electronic delivery of business
documents.

Background Information

In the course of everyday business, parties enter into contracts and supply and
receive goods and services on the basis of these contracts. The parties to these
contracts need to be certain of their rights and obligations within the contract and the
parties may wish to record activity under the contract so that each party is clear on
the status of the contract. In addition, each party may wish to rely on the recorded
activity in the event of a dispute between the parties. For these and other reasons,
contracts are often committed to paper and a copy is provided to each party. Also,



Network it is often called transactional mail or business mail. For

transactional nail, the Postal Network is often seen as an efficient way to
comuni cave 2a10/@r®e vol une of busi ness docunents bet weemrca/drasog@ecrunber of
addresses in a secure manner. | t consists of a known nunber of collection
points, which may be |l ocated close to the entities or natural persons that
generate the transactional nail, and a known nunber of delivery points at
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i.e., the creation of copies for each party and an efficient and universally available
secure distribution system connecting contractual parties, that makes transactional
mail a globally acceptable means of communicating for business. It is equally
available to all and allows all parties to operate independently and in a disconnected
manner.

Postal systems within the Postal Network perform the functions of collecting
mail pieces from, for example, dedicated post boxes, business premises, post office
windows, and so forth, routing the mail pieces to postal system sorting centers and
distributing the mail to recipient mail boxes, businesses, and so forth. The mail
pieces of interest are business and transactional correspondence, such as letters,
invoices, account statements, contracts, and so forth. These mail pieces are paper
that must be handled at collection, routing and sorting, and distribution operations,
adding considerably to the overall cost of the mailing. Another important
consideration is the environmental impact of so much paper.

Certain businesses, such as banks, utilities and so forth, may provide user
account information on-line for viewing by the user. The user must request access to
the information separately from each of the respective businesses and, once
permission is granted by a given business, the user is permitted access to information



and thus, preventing the user from accessing and noving the data out of the
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nodes  customers.
For these and other reasons, the business and transactional correspondence
are not generally handled electronically. Indeed, even when electronic
communications are utilized during a transaction, paper confirmation copies are

exchanged via the Postal Network as the transaction record.

SUMMARY OF THE INVENTION

An electronic business postal system performs collection, clearance and
delivery of electronic business mail through a closed access, secure messaging
system. The system includes a collection subsystem that consists of access portals
that are associated with secured system nodes. The access portals provide
authenticated users access to the system to send and retrieve electronic business
mail that includes postal system electronic delivery addresses, physical delivery
addresses, or both. One or more messaging subsystems, which consist of secured
message servers that are associated with the access portals, process the electronic
business mail into uniquely identified messages for delivery over the system nodes
and also process received messages to provide the corresponding electronic business
mail to the intended recipients through associated access portals.



associated with the recipients' access portals. The delivery subsystem
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nodes and uses the node identifiers to also identify the messages originated by the
respective nodes. The system may further include in the message identifiers a
monotonically increasing sequence number or other order indicator, which the
clearance subsystem may uses to ensure that a given message is delivered always
and only once. The system may further encode the messages using a cyclic
redundancy check code and the like, such that the clearance subsystem can detect
and discard any messages that have been altered.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention description below refers to the accompanying drawings, of
which:

Fig. 1 is a functional block diagram of a system constructed in accordance with
the invention;

Fig. 2 is a functional block diagram that further illustrates the system of Fig. 1;

Fig. 3A illustrates the format of traditional business mail;

Figs. 3B-C illustrates structured documents that are utilized by the system of
Figs. 1 and 2;

Fig. 4 illustrates alternative collection devices;

Fig. 5 is a functional block diagram of a data manager of Fig. 1; and

Fig. 6 is a flow chart of the document processing operations of the system of
Fig. 1.



Fig. 5is a functional block diagramof a data manager of Fig. 1; and Fig.
6 is a flow chart of the docunent processing operations of the system of
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1, an el ectronic business postal systemincludes a closed access network
100 of secured system nodes 102 and a cgl |l ection subsystemthat consists of
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retrieve the electronic business mailings. The delivery subsystem utilizes one or more
address registries 111 that associate postal system electronic delivery addresses,
physical delivery addresses, or both, with the system nodes and, as appropriate, with
particular associated access portals if a given system node is associated with more
than one access portal.

A clearance subsystem 114 operates at the system nodes 102 to check the
integrity of the messages and also the delivery of the messages, to ensure that each
message, and thus, the corresponding electronic business mailing, is delivered,
delivered intact, and delivered only once. The various subsystems are discussed in
more detail below.

The respective message servers 108 and system nodes 102 include security
processes 103 that operate in a known manner to ensure that the servers and nodes
utilize only authorized processes to produce the messages at the senders’ access
portals, route the messages, and provide the electronic business mailings to the
recipients’ access portals. In this way, interlopers can not disrupt the operations of
the secured nodes and/or insert unauthorized messages into the system or re-direct
messages that are within the system. The system thus ensures that the electronic
business mailings are handled in a manner that satisfies the collection, clearance and
distribution requirements of national and international postal service conventions and



The respective nessage servers 108 and system nodes 102 include security
processes 103 that operate in a known manner to ensure that the servers and
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As discussed in more detail below, the system may also include one or more
hybrid access portals 105, which receive electronic delivery of the electronic business
mailings that have physical addresses but no corresponding postal system electronic
delivery addresses are known. The hybrid access portals, which provide access to the
system 100 for the Postal Network, allow the Postal Network to print out the business
mail that corresponds to the electronic business mailings at post offices that are local
to the respective physical delivery addresses. The post offices then deliver the
business mail as paper mail pieces over established postal delivery routes in
conformance with established postal service rules and regulations. To maintain the
privacy of the communications, the post office may enclose the contents of the
business mail in an envelope that reveals only the information required for delivery,
i.e., the physical delivery address, franking information and, as appropriate, the
sender’s return address information. In addition, the hybrid access portals may be
associated with other services that are entrusted to provide mail piece deliveries to
physical delivery addresses.
Referring again to Fig. 1 and also to Fig. 6, the access portals 104, in step 600,

authenticate users and/or applications using authentication capabilities 109, which
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provi de awoesm/d3o79the system 100 for the Postal NetworkpcalEpesotobeziPost a
Network to print out the business mail that corresponds to the electronic
busi ness mailings at post offices that are local to the respective physical
delivery addresses. The post offices then deliver the business mail as
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messages, bhak,ALRdSHRh thY 8EnddIe’ SL&EE HRMAEs, to generate the unique identifiers for
the messages. The message servers 108 may, for example, include all or a portion of
the system node identifiers in the message identifiers, and/or may manipulate the
system node identifiers to produce corresponding values that are then included in the
message identifiers. In addition, the message servers may include in the message
identifiers monotonically increasing sequence numbers and/or other order indicators
such as date, time and so forth (step 604).

The message subsystems may further encode the messages to produce check
sums, which are then used by the clearance subsystem to ensure that the messages
are delivered intact. Thus, the message servers 108 use cyclic redundancy check
codes or the like in a known manner to encode the messages, for example, byte-by-
byte, to produce corresponding check sums. The check sums are then included in the
messages, as part of the system information (step 606).

The message server 108 also includes as system information a franking code or
other identification information that indicates how the cost of the communication is
funded (step 608). The users will thus maintain deposit accounts within their postal
system accounts or link their postal system accounts to banking accounts, and so
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addi t i oraduiresd areapptdpvieks hybiié noEl acemsy podias 65 €Rigry. The subsystem thus
selects the hybrid access portal that is associated with a post office or other postal or
carrier service that is local to and/or delivers to the physical delivery address. The
address registries 111 then associate the selected postal system electronic delivery
address with the appropriate destination node or group node, as described above.

Once the destination node or group node is identified for a given message, the
delivery subsystem provides the necessary routing information to the message as
system information and routes the message to the next system node (steps 614, 616,
618).

When a system node 102 receives a message, the node determines if the
message is intact (steps 708, 710). Thus, the node encodes the received message to
produce a new check sum and determines if the new check sum is the same as the
check sum that is included in the received message. Other operations may be
performed in addition to or as alternatives to the check sum operations, to ensure
that the content of the received message is the same, e.g., byte-by-byte, as the
message originated onto the network. The system node may also determine if the
integrity of the message delivery is maintained, using the sequence number in the
message identifier to determine, for example, that the message is the next message
expected in the delivery sequence (step 712). Alternatively, the integrity checking of
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sends the original message. Otherwise, if the message and its delivery pass the
integrity checks at both the designation node and the originating node, the message
server 108 associated with the destination node strips the system information from
the message, decrypts the message contents, as appropriate, and provides the
corresponding electronic business mailing to the associated access portal 104 that is
associated, also, with the intended recipient.

The message server 108 associated with the access portal 104 next, in step
626, processes the received message and provides the corresponding business
mailing to access portal 104. The access portal then retains the business mailing for
later retrieval by the intended recipient or, as appropriate, directs the business
mailing to applications that require or manage the information (steps 628, 630, 716).
For example, an access portal may direct an authorization for payment or an invoice
into a given businesses accounting system based on the delivery address information
or other information contained in the electronic business mailing, as discussed below.

In addition or in the alternative, the access portals 104 may operate a data
manager 112 that provides data storage and management capabilities for the
business mailings, or the content/data thereof, received and/or sent over the system,
operating, for example, as an electronic filing system. Referring also to Fig. 5, the



711, 713). The discarding node may notify the originating node of the

di scard, and the originating node then re-sends the nessage. Alternatively,
t he ori giwetzorogsmede nay re-send the nessage if an acknoorapgeo®si7iz s not
received within a predetermned tinme after the nessage is sent. \Wen the
destination system node 102 receives thg nessage, the node performnms the
integrity checks on the nessage and nessage delivery (steps 620, 622, 624).
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managenerradicepabbusineessmadr3Q, fas illustrated in Fig. 3A, includes an envelope 31 with a
recipient address 32, the sender's address or other return mail information 34, and
franking information 33, which are read to route the correspondence through the
traditional Postal Network. The envelope encloses correspondence or other
documentation 35, and shields the contents/data 36 of the correspondence or
documentation from the view of the Postal Network personal, to maintain the privacy
of the content/data.

Fig. 3B illustrates an example of the structured form 300 utilized for electronic
business mailings by the system 100. The structured form includes fields for
letterhead or a company logo 302; a source language identifier 304 that allows the
system to interpret messages in various languages; sender and recipient address
information 306, 308; a date 305; system franking information 310; and
contents/data 312. If the system operates internationally, space is provided also for
country code 315. In addition, the structured form may include a message type field
314, to indicate a payment, an invoice, and so forth, which the recipient’s and/or the
sender’s access portals may use to direct the electronic business mailing or the
contents/data thereof to appropriate applications that require the data or to
appropriate folders for managed retention through the data manager 112, as
discussed above.



busi ness mailings, or the content/data thereof, received and/or sent over
the system operating, for exanple, as an electronic filing system

Ref erri ngwel2sy/a3or9ki g. 5, thedata manager nay organi ze tPhe/EPad02/06271D
electronic files 113 relating to taxes, licenses, enploynment, health, bills
due, bills paid, checking account inforymtion, and so forth. Accordingly, a
user may then store electronic tax records, health records, enploynent

records, bil lﬁ}e F&Yﬂéﬁteﬂdr@ BFméﬁéﬁﬁﬁgﬁﬁﬁrncWo%se?Phg&g&rﬂéh%@f %rje%’

and so forth of sources and s
manner . S‘Pﬁhcﬁﬁﬁsﬁrﬁ@t aedress Ob@p’é’f@ﬂ boxhand/eer rIssa w&temmleqmré@datt‘@éxs to

any or adddrggs tagq,gdgjfsgédrgbb\%] recei ved over the system and the user can,
for exanpl e, éﬁt-lrélh'l re the informati as desired thers,. such as
for examle. # SRS pie TalR LRt oy di ey BTSSR P DrEmal

el ectr orﬂrmnbu,q:te@%thmndesmsovm shdven sy shedrawing, dad systeoregeypedhe )
managene e S as in the
mannar | cemgR e A2 M SlrFElakR o8 AR RTRIRES 3e Pt RS L
manager omyelnt‘mmalchus&assmml glustratashincFipusAndde adadressn'géomrmatqim B0G,uBCH
files baggad BEoloBHALATBLE ARAGABIAIAKETY IrfofhetiG] SE0 ! Ak Gs QH%'uH@?ﬁmg%h'thQQ

such as t ormatl on ontent /data, ocunent
i.e., | rﬁ%i%@or‘%%ﬂ?ﬁ '@9&%@#@&3?1%F’”@W€ bt éon}é%'%’@lﬁBV@lﬁp€§t0e;5§m65‘0

632) . Rafrintchyplie®OWrh@s, khe SnestAg s dtrh@te@lcwétrrtﬁéle%cbwma@ﬁna@g ORLE|S

provided to t are stru d doc B) that are
B e B et T8 oS HA 5 ST 0 B B o5

i nt er pr edoadentiomal glapeabased nEdepiatesidn stcemancimth postabteduletionssandai |

30, as i‘J:Ql Uéﬂt{]&%fd in Fig. 3A, includes an envelope 3 1 with a recipient
addr ess 5, € sender's address or other return mail information 34, and

f ranki ng i nf orheasystem3®d0 way cenunenicaigdvith aﬂt@m@weh@rrjgr&@@pm@éai@ent hr ough

the tradjddisi cBQﬁErﬁa's &%WdfresThﬁwee%érﬂQﬁu§@Fér@$&§ a%é&%’%jé%d@rnce or

ot her docunentation . and shi el contents/data 36 of

cor r espoitfERdY G Fa r&@&ﬁﬁ@h’@&t%ﬁ%@@ﬁﬁ%@ewf&% @NNEFROTRRGIN N@”ta\mﬁkthat
per sonalmeéte tﬁ@lr@qaﬂréméhts Wap@‘wbl@fpdsw ss/@tttrﬁrmra/udaalaand:lr@err%ﬁohbl ustrates

h f
i 11 e By eRHNEgR] M e Ay Feutiote] OISR PREIAIGLS Pl SFUGEHy o Mol
| et t er hesithiorthe coonpagsyorl tyotd@3; a source | anguage identifier 304 that
al | ows t he SB(QA%‘ G i Qeli bR B! Ble SRESAIRSy iHLIVAY hMitd LARGYIRLEIs $68 YR, 3yd

reci pi ent ad
that are ut|I|zed by the Postal Network or other carrier services to provide the

electronic business mailings in paper form to local physical delivery addresses. By
using the structured documents, the business mailings may be printed and enclosed
in envelopes with strategically placed cutouts for the information from the address
fields 306, 308 and 315, and/or the documents may be strategically formatted and
folded or paginated, to maintain the privacy of the data contained in the content/data
field 312.

Referring to Fig. 4, the system may operate with many different types of
secure collection and clearance devices, such as electronic mail boxes 402 or other
transmission devices 404, that communicate with the access portals to authenticate
the users and operate with included secured message servers and system nodes, to
process the electronic business mailings into messages and route the messages over
the system. The devices thus operate with the security capabilities 103 discussed
above to ensure that the included message servers and nodes operate using the
appropriate system processes and also that they can not be tampered with without
detection.



I nformati on 306, 308; a date 305; system franking information 310; and
contents/data 312. | f the systemoperates internationally, space is

provi ded wb=2o1d@r7seount ry code 315. | n addition, the stcusprasmedsi7or m may

i nclude a nessage type field 314, to indicate a paynent, an invoice, and so
forth, which the recipient's and/or the;sender's access portals may use to
direct the electronic business nmailing or the contents/data thereof to

appropriate agpl L %M"t?rﬁﬁgﬁ {)ﬁﬂ't'ﬁé EydétEﬁt e %5225&0"?‘% OcBudSI % Fe@o‘i‘f%rs

for managed retention t manager ove. The
reci pi eRUCAREr@es, ptates RRCPVIIRO3aRMAR! ilpEl m@@oas pHES BalOwNS, i2PEfgr addr ess,

such as a%séélé&%ltlnﬂﬂﬁ'dl%§ é%fch%sée@écté@korrﬁﬁﬂ AmFAoPEs! & d&ytRBAE| efig oni C
del i very address, di scussed a C.illust ratﬁ%i the fi eI s that

may be eWEYSMBmRAY: 5%%?1’88'@ tgﬁ%ttPF \r%tena ypedanpet trﬁ?é@é@%@
shown i rp&tm Nkt gouhtne coyed emlnciy ppded dretesatdrerdodes, fdateffificnt d 312

11 st r PRI BF g1 ahiVery dUbGRre R TS Pl S8 YE0he SRR Do P ot e
315 and ctlwsfsecaalaovg thefdsalivaty subsys@Em niet direct ressagas 60 mateswithiragroups,
cor r espopdsh ttﬁelleléﬁetg @E%%%s%e%“to?hkg%e%ﬂn@ﬁoﬁ nba8y %Phbﬁ@@\/\/i@mﬂ%{%trﬁ?&?e 30,

remai n unencr messa irected over the electronic
busi nes<IrpHBE ar S4hSHoLRS Ib@'etoét%ﬁqws‘? thri vacy of the document content/dat a,

as i s done usrﬁegsmaﬁaﬁéy @rsalm@l@a@rmtme@mdd@wéryauaﬁeesses Fat &@Hﬁeﬂfmﬂce@nd’\ﬂth
pOSt al ?@ @EI’OHS tand con ent I 035 ﬁslt em 10 ¥ gormun Cél %II

al t er natd Y8 Steﬁé’{eﬁb%rtcétﬁ °T'A 9&‘6‘%1? POy 06&9&’ h &dng pefig rPes.
The systferht hTise 'sysiemfmas atsonelbva e Useraiv sdleéardifferant etegtroréc ahbfaugh an
appr OPT i &1 APLURI S P{‘s%&é 20 sty ReIBR BRI AR pIBRLS HORGECUr ement s

of applic e posta nati ona Srmati onal” conven Rid
agreenerfr@ﬂtnaatlcmareem th@@tramclsgt@gmrbp@aamm@tsuch delinwoiegs, RYMENE Wi t hi n

the coundyth&sz8lonsCahé LsBfoRH: Aﬁ%er%ﬁ%ﬁ%ﬁ%%%t’c?on tthe s§¥t%h€ma@ﬂ9éﬂdmﬂﬂté'de
are utilized t he Postal Network

0/ bt herbebs B sBieck ftaraRGe Cet s ATAIOr Ry Hirel A B G Br ST TR S |

paper f qigndde dneiced faptrysi cal delivery addresses. By using the structured

docurments, thg bUstNESR BRI ED s EyBEP1bEPS.iR8 L8RS 28 Dl of the
advantages of the paper-based Postal Network, and also provides the distinct
advantages of not only eliminating the paper in traditional mail but also ensuring
delivery of intact electronic business mailings, that is, ensuring that a business
document is not lost enroute and yet assumed to be delivered, or the document is not
partially or totally rendered unintelligible by improper handling by the Postal Network.
In addition, the system 100 has distinct advantages over existing on-line services,
provided, for example, by banks, that allow an authenticated user to view certain of
their account while, at the same time, keeping all of the account information under
the control of the bank. The system 100 instead provides the users with control over
their information, similar to the control a user has over the information contained in
paper statements of their accounts, yet without the need for paper and without
sacrificing the security of the information. For example, the system 100 can maintain
the user's account data over time, such that the user can read back through older
data at any time. In addition, the user can send all or a portion of the data to others,
such as his/her accountant, at any time in a secure manner by including the data in
an electronic business mailing directed over the system.

As discussed above, the electronic business postal system 100 provides users

equal access to send and retrieve electronic business mailings, in the same sense that
the Postal Network provides equal access to users of paper-based business mail.
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address fields 306, 308 and 315, and/or the docunents may be strategically
f or mat t edwendidicided or pagi nated, to nmaintain the privacymrboiwhe27dat a
contained in the content/data field 312. Referring to Fig. 4, the system
may operate with many different types ofz secure collection and cl earance
devi ces, such as electronic nmail boxes 402 or other transm ssion devices
404, the}&sc?%ﬂh'@h&%gga?’\ééé%sgg%%ﬁﬂé?ﬁ%&&h%é? d&%?fﬂ&ér@%@e%ﬁnﬂ? & s and
operate w nmessage serve rocess
t he el eCEeFH & Hies¢andsat ﬂfatheilrn@§cﬁrﬁﬂk§ %ﬁﬁgé@alﬁﬁ@ﬁ,rm@etfﬁiéc'fﬁ@@@ages over

t he SySttﬁfﬁneEB%QﬁHg§8ﬁa §t*ﬂh'§cu9ét¢Eléélﬂné\htts"thbf‘ﬁr&%ﬁt'"cbhﬁén@%@%tl!o'n'sist@'& PR
dlscussegga ov to ensure he i ncl yded nessage server
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sel ect edDQGrﬁ@aH\yF%mC Gyeds; issuatedarahn20& . Ftibes ythesysteay 100 (satleﬁk@armlaey
ount 1y o o R A b AR Ree e oy ol Ao/ per at f on
of the dR¥Fi&MTy subsystem and, in particular, the address registries 111.

As di scussed 'ﬁ’@ﬁtﬁe%élhﬁ m&:mm%ryhéybéuﬁmqmeaaﬁb dispesitic ERAUAENt 6f frRsles
ereafter direct the ne esti nati on
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al I ow thrﬂe USten) ofES, & j ke SPEm fw8&eﬁ%9%%{9@\?ﬁ' %e‘f?éu% 6t Bt 3 o‘?'lp&i e

peri od, essemma ser to sel
differ erﬁﬂearlaece r)Dﬁﬁa(tIOzEJﬁdDmceﬁ)?ﬁﬁsa@hDrQﬁéSNIéIS?OWdCHe@QB’ﬁ@Wf ey diefdombkined t ypes

of el ectyiife MHORERSE DIty a §ivken dec@E@o‘P%é*]BH'p%rrfo?'ﬁ]'égedyscd’rﬁme%Hg' ng

parti cul ar_ cont ent such as invoi c€s, payment ori zatjons, and so fort
Al t er natQhREPGESPS, ANE AP EGSSAS ”15Web%9§'ff€Fﬁq%y” ARTd@rengotiware po fEBINaEe, o

differ eretnyeécﬁ.ﬁtbm@nb@tﬁé\@bﬂrcemtanslpe@desﬁeé Mégrhe p&d@.&ﬁ@@ﬁn tivferemcatdeds) the
periods and so fob J? d | ect rlo ni ¢ busi ngss ost aI tﬁé’St em (%0 provi des
users widYSre May (—[:ng 0 deliver electroni€ non-business mai t ' meets

requirements of the structured document and franking, with the attainment of some

or all of its advantages. Therefore, it is the object of the appended claims to cover

all such variations and modifications as come within the true spirit and scope of the

invention.



advant ages of the paper-based Postal Network, and al so provides the

di stinct advantages of not only elimnating the paper in traditional mai
but al so wo2ufo/m3gredel i very of intact el ectroni c busi nesechraiphoo®s271t hat i s,
ensuring that a business docunent is mot |ost enroute and yet assunmed to be
delivered, or the docunent is not partially or totally rendered
unintelligible by inproper handling by the Postal Network. | n addition,
the system 100 has di stinct advantages over existing on-line services,
provi ded, for exanple, by banks, that allow an authenticated user to view
certain of their account while, at the sane tine, keeping all of the
account information under the control of the bank. The system 100 instead
provi des the users with control over their information, simlar to the
control a user has over the information contained in paper statenents of
their accounts, yet w thout the need for paper and w thout sacrificing the
security of the information. For exanple, the system 100 can naintain the
user's account data over tine, such that the user can read back through

ol der data at any tine. | n addition, the user can send all or a portion of
the data to others, such as his/her accountant, at any tinme in a secure
manner by including the data in an el ectronic business mailing directed
over the system As discussed above, the el ectronic business postal system
100 provides users equal access to send and retrieve el ectronic business
mai lings, in the same sense that the Postal Network provides equal access
to users of paper-based business mail.Al so, with the equal access and
further based on the fact that users have unlimted access to the content
of their electronic business mailings, and the el ectronic business mailings
are structured docunents that present content in a consistent formthat can
be entered and interpreted by various operating systens, the system 100 is
a neutral systemin the sense described by the Trans Atlantic Consuner

D al ogue ("TACD') in the docunent entitled Charter of Consuner Rights in
the Digital Wrld, DOC No: | NFOSOC 37-38, issued March 2008. Further, the
system 100 satisfies many of the consutiimsi ghts set forth by the TACD t hat
are not net by known prior systens. The foregoi ng description has been
limted to a specific enbodiment of this invention. It will be apparent,
however, that MafAh®lecienicapestaidelsinasatpiostds sweigmbeonmiikénd:o t he i nventi on,

t he cl earance operatinghmay(g%e@@&JQ@ﬂﬁﬁngge§one or all of

a collection subsystem consisting of a plurality of access portals,
each access portal being associated with one or more of the system
nodes and providing access to a user to send and receive, from one
access portal to another access portal over the system nodes, electronic
business mailings that are addressed to addressees using postal system
electronic delivery addresses, physical delivery addresses or both, each of
the access portals being further associated with an authentication
mechanism that authenticates the users;

one or more messaging subsystems consisting of a plurality of
message servers, each message server being associated with one or more
access portals and

for electronic business mailings received from the

associated access portals, processing the electronic business

mailings to produce messages that are uniquely identified over the

system and providing the messages to associated system nodes,

and



the system nodes, selected system nodes may performcertain but not all of
the cl earance operations, processes and processors shown separately nay be
conbi ned wodotod7Processes performed by a given processecTmeyodscpes f or med
by conbi nati ons of processors, the priscesses may be perforned in hardware,
software or firmmvare, or any conbination thereof, certain processes may be
performed in different orders, the systemnmay be used to deliver electronic
non- busi ness nail that neets the requi renments of the structured docunent
and franking, with the attral nment of sol

nt a
Thereforer i 1S The oby o BTesresSseaNaa oo Lo ssos et SYRam ks
vari ations and nodi fi catcessivsg te messges tahdrprovidingrthe czopnespd;nchngi scope of

the invention. dains diechielbesheod il %§Eé'th@%§é &d %Eéés"é‘spo?ﬁé

conprising: a network o? secure system ectl on ubsystem
consisting of a plurality of agce ach acces or,

associated with one of dﬁﬁ\‘eéy(ffj ?WierE&g ﬁi]rc?%ﬁg asa&Gijch %e SX%SQS to a
user to send andnedescisseciatadowitbibe aendng apogssalortats tnidtehsyistene 0edes port al

over the system Q%@%tec?bv%%h@%&pf&%'a@@e%% d@i?ﬂa'lé REE dEh\?’éry%ﬁﬁsy%@éjrﬁessed to
addr essees usi ng. post al systemelectronic deliver resses ¥S| cal

del i very addr essBSUHNGH80¢ 0r 8105 aSF'retsﬁée%ié'iflfésthﬁbgﬁng@t%éﬁsﬁﬁdﬁ“(ﬁ
associated with asysaeth feﬁasmtltcmad deivene atidiessay, phesica weheatyl atfresset her users;

one or more messgging, &“R%Ye%%ﬁe?%é?&bé}galgfor%ow Wl 1ty of message

servers, each message server belng associ Ne or nore access
portals and for el ect@@?ﬂaéaf‘m@sﬁuﬁéﬁemhﬁt ﬁ’g%ystt@ﬁélWéél chedh thadntgggbeefat ed

access po;}] alts ﬂf@ﬁé%éﬁ/bﬂgnéshggfi epé g@m&ymﬁ$h@m55@ésl bREStH, %n@ram@u{sﬁ
nmessages at ar ue entified over rOVI ng e
nmessages to asso&ea&éﬂ’eéfé'\é%yr‘?&ﬁ&% meéﬁ%ﬂ%rtﬁqﬁgggég%‘gtﬂ]'ﬁge@ E4N¢%Sm t he
associ ated system nodes, processing the nessages and providing the

cg:iglsgondl ng fl ert E?&Eﬁ &L@éﬂ@%%r{@éﬂnl ngs to the associ ated access
P the system nodes are grouped according to one or more of global

regions, local regions and associations of individuals, and
the delivery subsystem associates the postal system electronic
delivery addresses, physical addresses, or both, with respective
groups of nodes.

3. The system of claim 2 wherein the delivery subsystem utilizes node
grouping information to direct the messages to system nodes within
appropriate global regions, local regions and associated individuals and
from within the groups to respective nodes associated with individual
recipients.

4. The system of claim 1 wherein the access portals are associated with
data managers that store and manage the electronic business mailings or
contents thereof.

5. The system of claim 4 wherein the data managers manage data for
groups of associated users.

6. The system of claim 5 wherein the data managers manage the electronic
business mailings or contents thereof based on one or more of the sender



a delivery subsystemthat directs the nmessages fromthe system nodes
associated with the sending access portals to the system nodes associ at ed
wi th t he woeQbpimmtozaccess portals, the delivery subsyst eqripredoudsvg2 one or
nore address registries that associ at®w respective postal systemelectronic
delivery addresses, physical delivery addresses, or both, with system
nodes, access portals or both; and a cl earance subsystemthat at system
nodes checks the integrity of the received nessages, the delivery of the

nmessages, or both, and allows the further deljvery of the nessages that
bass both i nt egr bt yectsinass Moailing E\oR ALY oY BPingssaRBen Bt Pyt am
nodes are groupedoasoantdihmydate artbe dusimese naiflingl. obal regi ons, | ocal regions
and associ ations of individuals, and the delivery subsystem associ ates the
postal system_electronic delivery addresses, physical addresses, or both,
with respective §hegpEenroffdeiesl verqindhs pseess Rtals RIGHdE (RsepEivs dHa

delivery subsyst emryfieldsZes eretien@rsusiiadg mailiy o@iteanatdaddreest the
nessages to systeg%)r %Fs wi t hin appropriate global regions, |ocal regions
and associ ated i VitPrs and fromw thin the groups to respective nodes
associated with individual recipients. 4. The systemof claim1l wherein the

access portal 5 afrge ap&ER & @&V WhahanBBREG8ES séﬂ/@FsTﬁFo‘éé% @ed manage the
el ectroni c business mailings or contents thereof. 5. e systemof claim4

wherein the dat aCi¢aHagERYSIgsS JRINGsINtHOMEsTA9epLYof associ at ed users. 6.
The system of cl ai m 5 wheraiplyihbendpicadentifdaents thanespectiVeeekekeohiconi ¢

busi ness nailings or cont d on one or nore of the senderof
t he busi ness maili ng, theetgc}g)sméesﬁﬁagﬁrﬁﬁzéﬁgusi ness miling, the type of

docunent, the date of the YgoHnGshernuisinesg marlingries integrishthackingai m 1
wherein the access portals provide respective data entry fields for

el ectronic busd.mFﬁés s{/rs%lesllnl cr)}gclgi%n %merg'lpmc{hgdngés%gae servers further encrypt the

contents of the business mailing.

10.The system of claim 9 wherein the message servers process received
messages by decrypting the contents.

11.The system of claim 1 wherein the clearance subsystem uses the
message identifier to ensure that a given message is delivered only once.

12.The system of claim 11 wherein
the message server further identifies the messages sequentially,
and
the clearance subsystem uses the sequential message identifier to
ensure all messages are delivered.

13. A method of providing electronic business mailings comprising
authenticating a user through an access portal and receiving an
electronic business mailing for delivery over the system, the
business mailing including a postal system electronic delivery
address, a physical delivery address or both;
processing the electronic business mailing into a message for

routing among secured system nodes and assigning a unique identifier to
the message;



information. 8. The system of claim1l wherein the nessage servers process
the el ectronic business mailings into nessages by appl yi nhg uni que

i denti fi ewe 2bm/@3hm®2r especti ve el ectroni ¢ busi ness mail i rgs/EP2asVd/0617¢Ddi NQ
the business mailing for integrity checking. 9. The systemof claim38
wherein the nmessage servers further encrypt the contents of the business
mai | ing. 10. The systemof claim9 wherein the nessage servers process
recei ved nessages by decrypting the contents 11 The systemof claim1

wherein the cl earance_su sr@% em uses the i entlflg é{o en Hre t hat
a given nessage is defTCYELEANGSGELO PIYC ucf‘ € g gpd Lncly %er ein
t he nessage ser veedkwauirhar thedeatdabees syhembdsagasorsequenti al |y, and t he

cl earance subsystem UgesohRaSAMPR iR uERS RIS inthBind Paplsy e !

nmessages are deljvere od of providing electroni ess
mai | i ngs conpri siM@MRAHMERINERE¥EI% user through an access portal and
recei ving an el ectr ond&tebtmimes pobil lsysumf@éctd@hcwer\xers»\aaarésbeosm em the

hysi caldel i ver JieRatetets® BT nfe sheBoBlE Gt M fnd B krBlen 3PHISE®
mai | ing into a nesgisiges that asemlatiﬁtgtharnfwglceb@@wew agdressasnwitie ssempbsiglsi gni ng

a uni que identi fk;%’teﬁwcélédi?or{"@aélﬂgz‘?y %HG&@E@OE\W%'iﬁ%ﬁé%si&s?it@ﬁuce a check
sum and i ncl udi ng the ch e e message as systeminfornation;

su
chargi ng frankin eFUO"t“ﬁéjed¥%W égdlé%is&?mt and including franking information
in the nessage; deterdetermpieg fhassyaters ynstiemssdaated avitrctidepostalrsysiesiadr ess f or

the nessage di regibyofk QLB RIFEL A SrodEhg RRinRhEdRG R if Rrouah

addr ess
message,

providing the message to the system nodes associated with the
access portal and routing the message through a network of secured
system nodes to an access portal associated with the postal system
electronic delivery address;

processing the messages at one or more of the system nodes and
at a destination node to determine the integrity of the message, the
message delivery, or both; and

at the destination node processing the message that has passed

the integrity checks and providing the corresponding electronic

business mailing to the associated access portal; and

retaining the electronic business mailing for access by an

authenticated recipient.

14.  The method of claim 13 wherein the access portals provide the electronic
business mailings to associated with data managers that store and manage the
electronic business mailings or contents thereof.

15.The method of claim 14 wherein the data managers manage the
electronic business mailings or contents thereof based on one or more of
the sender of the business mailing, the content of the business mailing,
the type of document, the date of the business mailing.



regi stries that associate the physical delivery addresses wi th user postal
systemel ectronic delivery addresses or with hybrid postal system

el ect roniwodelooseroy addresses; determ ning the system nede/reseoosated with
t he postal system el ectronic deliveryi8address and providing routing
information in the nessage, providing the nessage to the system nodes
associated with the access portal and routing the nessage through a network
of secured system nodes to an access portal associated with the postal
system el ectrond ¢, del i ver ddress;, processing the ssages at one or nore
of ‘the system Irodts MEiROGPr EoiR 3 HE B TR eSS P G PR AGS [Fr@ i gri ty of
t he message, t hedatessdgefields iforeelgctromic bosingsamailbng contentestd addresn node
processing the npgsagfiddshat has passed the integrity checks and providing

t he corresponding electronic business mailing to the associ ated access
portal; and retaining the electronic business mailing for access by an

aut henti cat ed 1&2Th@inwihod d#claihe 3nkidren e eéaronid Buvihesemailinge agecess

portal s provide % ctroni %§1i ness mailings to associated with data
managers that st &%e%%g'h%%gﬁés légbéflectronic busi ness nmailings or contents

thereof. 15. The met hod ofarpldheunimughidertifiers e taarespeativgyelestranigage t he
el ectroni c business nail i nggifiss NSy anher eof based on one or nore of
t he sender of the business mailing, e content of the business mailing,

t 1 . .
the type of docunent, the YXPEINGrNEHYSHIESE MANGEN|ItEgriDEchefkiget hod of

claim 13 wherein the access portals provide respective data entry fields

for eleCtroniQHPT@éaﬁﬁﬁo&BF%%ﬂﬂ1%QHﬁ§@H1and address information. 17. The
erein

met hod of clai'm e electronic business mailings are Frocessed
i nto nessages bythEpPEsiass RIAFeASEG fYether incydestencrdingddgcontands ef 88 r oni ¢
electronic business mailing, and
the corresponding received message is processed by decrypting the

contents.

19.The method of claim 13 wherein checking the integrity includes using the
message identifier to ensure that a given message is delivered only once.



busi ness mailings, and encoding the business mailing for integrity
checking. 18. The nethod of claim 13 wherein the nmessage processing further
i ncl udes woenypBr™g the contents of the el ectronic busi resEprowmlosargz and

t he correspondi ng recei ved nmessage i s19processed by decrypting the contents.
19. The method of claim13 wherein checking the integrity includes using

t he nessag@élidwnmiethad of gabnddrwheneit a gi ven nessage is delivered only

once. 20. The net ho%@he@k@@éﬂd@h%ﬁhﬁ'ﬂﬁbﬁ|H§nﬂﬁ§§ﬂﬁ-.em'e§§z§%é iércﬁ{entlﬁﬂ%hﬁde
| 5l | udes

identifies the nmes e sequenti al checki n I n
Lo me the seauent 1P okingalg drtagaiy il EHEs, &1an She Bednintisb sigasd idaptiniar

del i vered. to ensure all messages are delivered.



