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APPARATUS FUR EVBEDDI NG | NFORMATI ON | N DATA BACKGROUND OF THE | NVENTI ON
' ~~2% The present invention relates to an information enbeddi ng net hod, and

apparatus. In particular, the present invention relates to m“mﬂmwmmF
apparatus, for 5 enbedding information éugh as copy controlmmmﬂ and
copyright information in digitized conténts information of a stikdePl Cture
or noving picture, and to a program nedium for inplementing the nethod. In
recent years, contents _of images and nUSIC 10 E@g&%gee%Nglgitized and

circul ated via storageCHERChR n order to protect
t he copyright of such digitized E@ﬂMQM@BNMHNdﬂW&tlon, a digital waternar

technique is regarded as inportant. In this digital watermrk mm\wmm“m\\
copy control information and copyright 15 information are enbe
contents i nRACKEROGNDOYFMRKENGNTERTGOBHE Of such a degree as not t o«domo2*

noti ced by human vi sual and auditory senses in the contents information. As
a result, it is possilrhe peekenitt inbentisheredhtesnes ah dafprabtiont ents

infornation utilizing data processing 20 apparatuses or specify the
copyri ght hemi}eddingt hethasi,s anfl appbagalthg .coffnepactitadns,i ther mati on. For
putting the digital watermark technique to practical use, it is necessary
to satisfy presept! dnvegtinn redatesntot @ meshpd) sndpepparatusf, for
degradati on of contents 2 9 JUL 202
5 embedding information such as copy control information and
copyright information in digitized contents information of
a still picture or moving picture, and to a program medium
for implementing the method.
In recent years, contents of images and music
10 have been digitized and circulated via storage media or
communication networks. In order to protect the copyright
of such digitized contents information, a digital watermark
technique is regarded as important. In this digital water-
mark technique, copy control information and copyright
15 information are embedded in contents information by making
a change of such a degree as not to be noticed by human
visual and auditory senses in the contents information. As
a result, it is possible to limit the number of times of
copy of contents information utilizing data processing
20 apparatuses or specify the copyright holder on the basis of
illegally copied contents information.
For putting the digital watermark technique to
practical use, it is necessary to satisfy the following two

requirements.

25 (1) Suppression of degradation of contents



- 2 information: For exanple, in enbedding digital wat er mark i nf?PngULomgz
in imge data, a change nade in inage must not prevent enjoyment © .
contents. In other words, a change 5 made in a part of contents infornmation
must not be conspicuous to human visual and auditory senses. (2) _

| nprovenent of survivability: Even if rnége processing and voi ce processing
are applied,  epbedded i nformation, i.e., a change made in 10 contents

i nformati on HASPTRALLBR? easi |y degraded. For satisfying the above described

o ] L h i1 d d es or
Cotensi ties of Lﬁaﬂééif?ﬁr%ﬁéﬁeﬂ%'z%i%mﬁ?%?&pﬁiélﬁﬂ&f%mf p
. ' [ ' ' 1 esentative of contents
Coformati on, \AESERECE0 TROGMALC Batd, 8 CRPAGE HAdS cH TR GRS i 1
. ' t | n unsujtabl e
Change in o RESFUEnibinoht GE°CofkendBd® PHLSndR LML A SIGD ©.: ca

that the §tagga€Nenog PAreiot %ﬁt§° Andi V&) Ymid tndyRisal |y causes

COI’]Spi cuous unnaturalness in the c anged positlon. wever, a portion wher e

a pixel val U@oﬂ@%i@&é@@ t6 NIRARTYisS4T ke a’r’ﬁufé&gy Pé)édﬂéé’é‘. of a subject,
has a property that a conparatively |arge change 25 nmade 1n pixels is not

conspi cuous to human eyzp. IhjpyovVemert edtf | Qv DrdbiBidyoperty, a digita
wat er mar k t echni que of edge preservation type has been proposed in, for
exanpl e, The Transact iEwvenoif t imadefprocessindrantéssoice processing are
applied, embedded information, i.e., a change made in
10 contents information must not be easily degraded.

For satisfying the above described conditions, it
is necessary to optimize change positions and degrees or
intensities of changes in contents according to the
property of the contents. By taking an image which is

15 representative of contents information, as an example,
conventional digital watermark techniques will hereafter be
analyzed.

In the case of image data, making an unsuitable
change in a state value (luminance or color) of a pixel in

20 such an area that the state change of an image is compara-
tively flat typically causes conspicuous unnaturalness in
the changed position. However, a portion where a pixel
value variation is violent, such as an edge portion of a
subject, has a property that a comparatively large change

25 made in pixels is not conspicuous to human eyes. Paying
attention to this property, a digital watermark technique
of edge preservation type has been proposed in, for

example, The Transactions of the Information Processing



‘2 9 ~UL 2002 - 3 Society of Japan, Vol. 38, No. 12, 1997, pp. 26209-JUls4802
In this technique, an edge portion of a subject is identified by analyzing
the lum nance variation of an image frane in which waternmark information
shoul d be enbedded. 5 In the above descrj bed edge portion where a pi xel

val ue change is hard to be conspicuou§,3a1 arge change is made. In a

ti wh i xel I h i , h i
ot oo SESe e SE o aphea VAiaod5hs HagdthoSedanchr: SRS rsABATS e
10 The subj ct of. enbe%dLn% of Qigbbal ma%grnar i nf o natipn is not_linited
to still pi iPuLBis HECORIGREs APcFaP8s PATEIOBelsB SHEIEGH a8t . Nbvi ng

proLure e 4 quhelOUERILS! MRl Cheodshthinhcll SHUISHLORTSE 26/ SR8 I
OF 3, V19 kG LRGN Skl ek pRTIE BBl b0 CiieBag SIS

OF THE | NVEN ng digrt rmar nrormation In a nmoving
P'Cturez5'tIhStﬂécﬁﬁé%%ydEQcEFF%de&%E partsonafeee’d Ba%el! 9RIue
i nconspi cuous in both the sti pictdre state and the nbving picture state,

for the abovpaggeclisb@drdeasobe toaspicudus),t ai 1a¥gel thlnget @sOphlEl, z€
pi xel s to be changed and the degree of the change by considering both the
property asIvi awpdraion whelre pi plite@ saduehehphgpeiky easy2bovbewed as a
novi ng picture. As for conventional techni ques concerni ng enbeddi ng digital
wat er mar k i conspdcuonsi,n aa clranigeg isi abir madieqgweretheodiegrielee ofir aperty as
viewed as a 2 9 JU. 2002 - 4 still picture is considered in, for
exanpl e, a shenge isponaded low eyen dfnpbei ghangeCigpmadeaphy and
I nformation Security, 31-G On the other hand, in a systemreported in 1997
Synposi 4 on Crypt ogr ey saRd ecki ofngmbeaddagu et @igital. watgamarkhe
property as viewed gs a . noving_pigture is cqgiidered. There has not been

h

proposed yetPERTBREAONe 180 DRk dHMdted teapldldnRAGEUEESIt PYRsMINAPEr change
oL Lo G R Tk SRS IR MSROBRE M el °°
formed of a plurality of still picture frames arranged in
time series. 1In some cases, the frame feed is stopped
15 during enjoyment of a moving picture to enjoy individual

frames as still pictures.

SUMMARY OF THE INVENTION
In embedding digital watermark information in a
moving picture, it is necessary to make pixel value change
20 positions inconspicuous in both the still picture state and
the moving picture state, for the above described reason.
Therefore, it is desirable to optimize pixels to be changed
and the degree of the change by considering both the
property as viewed as a still picture and the property as
25 viewed as a moving picture. As for conventional techniques
concerning embedding digital watermark information in a

moving picture, however, only the property as viewed as a



"10 noving picture. Furthernore, conspicuousness of a pixel value c¢hg§ndgl 2002
does not depend upon only one property such as, for exanple, a | um nance
variation, but differs according to a property other than | um nance such as
a color variation. 15 Wien enbeddi ng watermark information in a stil

picture or a noving picture, thereforé, 9t is necessary to optinm ze change
positions an

conﬁiQeringsgﬂg giﬁ%&?%% BE@S@%%?@%?th%PBn3§ﬁ?!%ﬁk@héqgkigsgﬁégélﬁark
one. pr oper t § BETESS Aty 980, SyBBen S B CRIBR o aBAY, AuAartRERAYR, AP Ty

of Proper | aciasdhcen el g REGPARHA Yokl 1ok WOWYselal Ideilortlieth ©f

the present “inv n“i's to rovi i quie of “opt1 m zZrng change

positions i .1Qq7 @ iRAS ol @ K ARGE InFosmitlioRs sekuirigyoasi s of
a pIuraIity1§P7pr§g§%§ﬁ§g§pgésgigggggébbgﬂtentshin?g?nation iH ?Eh

vat er mar kg '%ﬁQ@WBBMQ? theupdopereiadded eved? a8 dUnoviAe2 pickure 38cond
obj ect of the present invention i$ to provide a nethod, "and apparatus, for
enbeddi ng WelodisTdelf eldnf OfifeiriecO haisN ndtMbeehd piopbded gieti @inZ egtamplehange
position and/or change intensities on the basis of both the 5 property as
vi ewed as awdrichngixedt wad uendhiangep pogditiynss anddoerd changestintlenpi ct ur e.
Anot her object of the present invention is to provide a conputer program

for i npl enemstiitigst laeealopd Mdeedr blye ¢ oinsfiderdnigo bodhb &l fpgroperttyd asand
contents 10 information obtained by inplenenting the nethod. In order to
achi eve the Vilewed assér isdd lf pistugls aad the PropeFky a5 ¥iswed 3§ Aet hod
accordinqhto an aspect of the present invention includes a step of
det er ni dithg MQVING MLCLPLE- change positions and/or change 15 degrees of

states respectively d%%%%%%@%o%%gnc%ng£%é%%hg%ess of a pixel value
change does not depend upon only one property such as, for
example, a luminance variation, but differs according to a
property other than luminance such as a color variation.
15 When embedding watermark information in a still picture or
a moving picture, therefore, it is necessary to optimize
change positions and degrees of the change, i.e., change
intensities while considering these plural properties. 1In
conventional digital watermark techniques, however, the
20 pixel value change is optimized depending upon one property
of an image. An optimization technique considering a
plurality of properties has been neither proposed nor well
known.
A first object of the present invention is to
25 provide a technique of optimizing change positions i.e.,
change positions and/or change intensities on the basis of

a plurality of properties possessed by contents information

in which watermark information should be embedded.



‘of properties possessed by contents information serving as an entddijgg 2002
subj ect of watermark information, a step of selecting change positions
and/ or change degrees to be applied to each of sub-contents infornmation

pi eces 20 representing divisional contents information according to the
contents information, anong the pluralTty ©f change positions and/or change

degrees determ ned on the basjs . of the ective properties, and a step of
maki ng a change servify sfsc‘Wéi S ic’r# g:ﬁff'atﬂr(ﬁ?q YOS %% or ma 25

tion in accaordance w th the sel ected _chgnge si tiqns, and/ or_.chan

degrees. In Prf%rie (%ﬁtertétoéra ta,PRarﬁ?qil%f'o |egﬁ’e§§é’cﬂjl“ﬁd‘%ﬁ:§ﬁ

i ncludes th fding di t l%yh . - i nf ormati on
serving as g‘r{%%gaﬁor{‘g J'\sﬂuf)gj é“étvcigw %c}runraerzlg%l n orz?rrea iz'"(gln ‘ﬁ%natdéga plurality
of informti 5 T4 JH q@}%q j t4 I es
for the inf c?r rrefiq::lg%{(b n&;‘d/l?sl,e %Hr#%rl eac oﬁfq%cgn;dc#r)@t?g% b so%tm%}ge ggt i ng

at | east neg, yfdidy e daldidd a0 £ Mg iU aii/ e t4eHeLes

according to contents infornmation of the 1nformation block.” If priority is

given to i ngonsd WIS 1Af gieudange, then, for exanple, a result of a
| ogi cal product 10 (AND) operation conducted on change positions and/or

change degrees sel ect echdtuiter edpistt \of rhep gridseEntnEnventiord iss tHo nal
change positions and/ or change degrees at the selection step so as to

m ni m ze t hepmunitky aofcampartgsr pasigriam sfcan dimp]l enteartgngl ddrecedhoven t he ot her
hand, if 15(friorjty is given to survivability of the change result, than a
result of adesfiwidied ynfcamatdnn amhedding natdedn afthReRYRMISt | ons and/ or

change degrees sel ected for_re%ﬁectLve properties may be used as final
change ﬁdgi AR ATy Y &Y dplamaniang the mathadep so as to 20

2ahi eve.the above desdiil BBRHH R ASDIEHS e (AR AEEB B0 RS et hod
Step of det PG Uhange B ot ALEGng Aeihad AogPEdind ¢ an St =0
aspect of the present invention includes a step of
determining a plurality of change positions and/or change
15 degrees of states respectively depending upon a plurality
of properties possessed by contents information serving as
an embedding subject of watermark information, a step of
selecting change positions and/or change degrees to be
applied to each of sub-contents information pieces
20 representing divisional contents information according to
the contents information, among the plurality of change
positions and/or change degrees determined on the basis of
the respective properties, and a step of making a change
serving as watermark information in the contents informa-
25 tion in accordance with the selected change positions
and/or change degrees.
In a more concrete aspect, the information

embedding method includes the steps of dividing contents



of states on the basis of a first property possessed by contents9 § JjUL 2002
I nformati on serving as an enbeddi ng subject of watermark information, a
second step of anmending at |east a 2 9 ~UL 2002 part of change
positions and/ or change degrees determned at the first step, on the basis
of a second property possessed by contents information different fromthe

o Ptk o e SR A A o
it a/ d . y.d \ hi ., t h b d i bed
post1Tons S BLoEhAE 501 SE Sl U o O DY DS ARG, (oo b
t of th f ] ti ' ' t | [ t

eopect Of LN aGiind ML B)Se Al halet 1B R
first proPerirchH‘h’?aﬁEf&Fr G e IGON LM Sfdf‘fé%{dﬁf‘tdf)r!i. d;‘éﬂa[@i&?.k?i% eddi ng

subj ect of watermark I nformation, a second step O term ni ng change

posi ti on Andi@retiaiea e an Gl RS e ettt GRd ¥Handd)f or mation on

the basis of a second property possessed by contents infornmation, a third

step of det gjgBidivhstan®ast dHhdgd duls i dddBr Bl Ao WiiEntdegr ee out
of the change position and/ or change degree candi dates, based upon a rule

sel ected at infofmatsiorsted,tmndirafdmmatiorRbldaek. of changing a state of the
contents information in the sel ected change position and/or change degree.

I n accordance with thelpremssntitnvisitgioren eax hindoridpiadousnels of e
plurality of rules is provided with a content for prescribing change

posi tions amhangenhdhen 25fake @xanplec@ desnlt aoha gragiaal pfoduet
contents_ information. By applying one rule selected on the basis of another

propertyl&f (P L ARGASIOHIHANAHRGER Uh FRANGR RS Hronsh A/ Gh Shanaegr ee

can be deterpined in such a . .
Jggrees séﬁected for respective properties may be used as

final change positions and/or change degrees at the
selection step so as to minimize the number of change
positions and/or change degrees. On the other hand, if

15 priority is given to survivability of the change result,
than a result of a logical sum (OR) operation conducted on
change positions and/or change degrees selected for respec-
tive properties may be used as final change positions
and/or change degrees at the selection step so as to

20 maximize the number of change positions and/or change
degrees.

In order to achieve the above described first
object, an information embedding method according to
another aspect of the present invention includes a first

25 step of determining change positions and/or change degrees
of states on the basis of a first property possessed by
contents information serving as an embedding subject of

watermark information, a second step of amending at least a



2 JUL 2002 8 formas to take a plurality of properties possess by t
cogtents infermation into consideration. In order to achieve the aggLJUL'Qmu
descri bed second object, in accordance with an aspect of the present 5

i nvention, an information enbeddi ng nmet hgd of enbeddi ng wat er mar k _

I nformati on by making a change in aniﬁg7prcture data fornmed of a plurality

' ' ' .a fi f det I Ni change
posi t1 ons antibt Shatbanatgpeeitifng | 2nnLSt Lutnge aepeees gtemgquas a
second stop BF DBEFHFEFEtehargh ThEi PrBS coFc EFERNd BFOPEERBNge dear ce
' ' | . ving picture,
32[‘22?2&‘1; cRosbEs @3 B Wﬁéﬁg?%%5%?3%?%?%?%@??%‘%35%L#hg e 1s
el oting cHonebe el M8 FOOhTES Sheh of gibkife'd MBande £HE0188 Fhe 11
Candi dat co. 1 eopent vel SorUCLONTIA R PR SR LA T GRS &

candi dat es respectively determned at the first an

fourth step té tinkiagend@d Xchasfensss FEIOhS tardd/ IRt EEIRE& dddLAEd@tion in
the still Bicture frame to be processed in accordancéﬂ§§th the sel ected set

of change positions anii corddmnge aelyiess.the aicls désaeibey ef e above
described second 25 object, in accordance wth another aspect of the
present invePRISFL, aan i intermat on esmiizeiitl ing mesthos afcoodbilsy g veed ieramar k
information by nmeking a change in noving pjcture data formed of a plurality
of still pi ARRENT fRReTH@tidde Presentimogtion includes a first

10 step of selecting at least one among a plurality of rules
prepared beforehand, on the basis of a first property
possessed by contents information serving as an embedding
subject of watermark information, a second step of deter-
mining change position and/or change degree candidates of

15 the contents information on the basis of a second property
possessed by contents information, a third step of deter-
mining at least one change position and/or change degree
out of the change position and/or change degree candidates,
based upon a rule selected at the first step, and a fourth

20 step of changing a state of the contents information in the
selected change position and/or change degree.

In accordance with the present invention, each of
the above described plurality of rules is provided with a
content for prescribing change positions and/or change

25 degrees according to one property of the contents
information. By applying one rule selected on the basis of
another property of the contents information, change

positions and/or change degree can be determined in such a



g _afirst step of determ ning changeositions and/or changedeg? e3Ubn2002
the basis of a propertys viewed as a stillpicture, possessed by each of the
si 1l picture franmes, asecond step of nodifying at | east apart of the
changeb5posi ti ons and/ or change degrees ggtrnined at the firststep, on the
basis of a property asviewed as a novingpicture, determned froma

| ati onbet the, stillpicture f . and a third step of maki i xel
changeser vi 1T Afat@r fANE PPORFALAGY P REOBETTHeH BoarespeabYOthe

accordance w th the nodi ‘chagelgpsitio%§ and/ or change degrees.|In order

¢
to achi eve FRECEAFE & EFh%g&oge oﬁf@@ﬁ,eFﬁt&EPUrdance with still anther
B or hepresent 1V eIk oRAchleye B Be0 i1 F9HRAT saLhRg T Rdi nO

wat er mark i nfornation aki'ng a change ‘I'nrmovi ng p ure ormed of
pluality of oplydde Pijh! wedbh %@%g Q&h%d%% asplebt! of! ¢heCbreglenl! Ng one anong
ef orehnd,

aplurality of “rul es prepare on the basis of "aproperty as vi ewed

as a noVvisng jRiventdondehac liadorndPiasletibeiddingdRlethed oFaeabeaaing ned ithe
still picturefrane to be processed and anot her si l1ll picture frane,” asecond

step of det eatietinag ke iafeematiionoby @making ahadhaagesifcmovinghpistulre
picture framen the basis of aproperty as viewed as a still pictue, detected
from t he25sidaltla fioxmede offr anplurald tyr ofestdd lupiegutree framesninedudes, and
a third step of changi ngpi xel state of thestill picture frame in the

sel ect edchamgdipssi sitep afddetermigd ngeghange psdtions2@dd/ori changea nore
concrete aspect of the foregoing aspects, each of the still picture franes
i s divided degregsplonr het pagiisi pfga@ Propertyansd viewgdowrs @cstdilBed series
of processing steps are executed for each inmage block. As 5 the property as
vi ened ad apg‘ﬁtl"i &1 delestedofromapEElld PAtHERcEXRRE X0 B® in each still

Ui cved s a BRSUIERSSBirc A PEC R o8 Sy AL CER ARG, CHARGSBORREAHS of &
ti t t id . pi f ' s A
i ormat | on ARRAAACES angdeat GEaR, HREREY FRNaI8atRecRi" ELRERAR PR aes
f [ : b d Al . b
o beoss ng. PRy aRe vAsyeR AP0 A BN InA R SRR, (e TRERR el e T 15

processed andigiheh $Rlttrech’ ImakRE HontadkudunakhensWihh pBgeemzec! ear by
enbodi nent s descrigéd hereaftergﬁ%iher obj ect s, featgrés a?g advgntages of

the pregent firamentriod beliprocReserd® anlPAnethel eWilthe pdesarePrraneqf at he
foll ow ng enbodi nents taken in conjunction with the 20 acconpanyi ng

drawi ng. BRIitHirdESERpPHfOsedectiingDehdhye po@itions anddbawehange
configuration diagramfor inplenmenting digital watermark information
enbeddi ng degrees to be applied to the still picture frame among the
change position candidates and/or change degree candidates
respectively determined at the first and second steps, and
20 a fourth step of making a pixel change serving as watermark
information in the still picture frame to be processed in
accordance with the selected set of change positions and/or
change degrees.
In order to achieve the above described second
25 object, in accordance with another aspect of the present
invention, an information embedding method of embedding

watermark information by making a change in moving picture

data formed of a plurality of still picture frames includes
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‘anot her enbodi nent of the present invention; and 20 FIG 10 is a f tiq ahmz
bl ock di agram showi ng a digital watermark information enbeddi ng ac # G

to a further enbodi nent of the present invention. DESCRI PTTON OF THE

EMBODI MENTS A ffirst enmbodi ment of the present invention will 25 now be
described in detail by referring to Fl or t hr ough 8 In the present

enbodi nent, a novi ng p%cture IS Z 9 JUL 2002 %f' S|dered as contents

}nfornation Movi ng pict it EEYET 4 ??ﬁf%?% PP f . °§ﬁ9?+n$|ctur$
watermark | iEReerSoroaa, b Wik AL n S BrariE 1 vided i ' 0T

SrPocLnEDy | | FLErdL £ty 4P SIhded b1 REA K ¥nd SRRRE [ddedi fida SLERLL] O

of each stil anged 1n such a range as

sense of mc&gpp,géégggﬂ/ t&%@y&gec‘}'ﬂg& ‘?ﬁows ? ﬁg%%wr eaﬁabl e

from human eyes to ensure securit FIG 1
confi gur as i ofhd o rcb;m&@ﬁ&d‘élm@b&léﬁlavﬂﬂwkﬂﬁ&r%t%ﬁﬂﬁw 1g

according to the present enbodi ment. Nuneral 1 denot es an i nput/ out put

device for inminanmge dedmiatsioh a5 ¢avh NgE 1 Cipierwiad of i dineVd e i mad fapar k
informati on shoul d be 15 enbedded, waternmark i nformati on, and vari ous rul es

descri bed | atmage dnkbajutmay thengensizlersd pi Rairthelpropetty res kvievied mat i on
enbedded therein. Nuneral 2 denotes a central processing unit (processor).
Nuneral 3 defotedieVindrxptuks i ce mafrion criant iy rig e ctilvee mbsgrei iudmit t ed
20 fromthe input/output device and noving picture data wth waternmark

i nformation Shife I FestPT hrtwaen ffdlldenicture Lfuames may the st ore not
only novjng pictu ta required for waternmark information enbeddi ng

pr ocessi (8 tf?ﬁ i%‘"?ﬁﬂ | ous data, rules, and prograns used by the central
25 processing unit. I %#ﬂlcatlon a storage deV|ce for, storing

programs and conputer Pedding, ARRATAHA d&i ce
for storing { @mgesdaHYi rd%@ldx?rﬁﬁzﬁfﬁsa%e FRRAS dok f?:'ezr xR ing those

Z S ~uU~. zoo0z
the above described steps by means of program processing,

and a storage device for storing contents information to be
15 processed and other data. 1Its specific configuration will
become clear by embodiments described hereafter.
Other objects, features and advantages of the
present invention will become apparent from the description
of the following embodiments taken in conjunction with the

20 accompanying drawing.

BRIEF DESCRIPTION OF THE DRAWING
FIG. 1 is a hardware configuration diagram for
implementing digital watermark information embedding
according to the present invention;
25 FIG. 2 is a functional block diagram showing a
first embodiment of digital watermark information embedding

according to the present invention;



. 13 storage devices are illustrated as a single storage device f@ar9 JUL 2002
brevity. The central processing unit 2 conpares each of still picture

frames formng a noving picture with a 5 subsequent frame which appears

w th a delay of a predeterm ned nunber ?lf franes on the time axis, and

t hereby detects a notion of a subject,” i .le.", the property as viewed as a

nmovi ng picture. On the basis of bo th roperty, of i e of each frane

as viewed as a still % &t AFtNE Btpeﬁe}f%}‘y’cﬂg t%ﬁ%@%farbach frane

as viewed as, a nmovin icture, the central processing unit, sel S

embeddi ng poﬁ%?%‘%t@ffﬁéq@%#%%%ﬁ*%ﬂ g]tme%t@[%} AL Afe

quantities of, i ues 44 thpse positions. 15 FIG 2 is a functiona

bl ock diagrah%iﬁ%g%?%géi%ﬁ:ﬁiéﬂ termark i nformation enbeddi ng accordi ng

to the first enbodi nengef {)hfs R’ &5 rg_ﬁpvse‘;gé Migdhis & ed by
ra

program operati on executed by the cen processing unit 2. uncti onal

bl ocks 205 t hjOudte £on ISP ERAN b B CESAIECt W by She | irfrer MO RIS,
executed by the central processing unit 2. Functional blocks 31 through 35

r epr esent daisﬁcﬁi-@sﬁ_ﬁaﬁér&ﬁb&j;bﬁ hébe t5é O BEXE ;_ei—aw_me 322 for exanpl e, nuneral
31 denotes a noving picture file for 25 storing noving picture data

including a plurality miGsts |is ma cdidgrdm asteswindg rerdeci¥icke et ftsemionl e
set file for storing a plurality of rules exenplified in FIG 5. Nuneral 33
denot es a usafjerule eséléction prssessed byla rwle selediioRutire! 2de
applied to each of image bl ocks of a predeterm ned size obtained by

di vi di ng eachlbistratedoim B@crabed still picture frames. Nuneral 34
denotes an insertion informatjon file for storing watermark information to
be 5 enbk¥ded i n each BD¥Gstf|is B FiAFTIN FRAVIRG A EEARRDLS RE ARt ur e.

Nuneral 35 denotes an infx‘c))ér@jon in]'rsﬁe_rtion noving gicture file for storing
nmovi ng pi ct uPREYRAELRR PHREIIIRG K br mat i on enbedded t her ei n.

h , I j / '
ifF put foutput rout ne FEG it 1ok T 0 Bharltd A0 8 A put e |
VD T ecor i g 6108 Kes SRS i tRE Al S MR PR SRR ©

above descriped files 31, 32 and 34. The input/output 15 routine 21 also
functions to fYead out noving picture data with waternmark information

al ready esbedded therepgfromg he &ﬁ?’fmtéMiﬁ%ﬂé%Mﬂwﬁ dtirgn file
35. The input/output routine 21 also Tunctions to output it to a display
screen of thenfouahd ¢ Don pethbéleying duldneral 20
FIG. 9 is a functional block diagram showing a
digital watermark information embedding according to
another embodiment of the present invention; and
20 FIG. 10 is a functional block diagram showing a

digital watermark information embedding according to a

further embodiment of the present invention.

DESCRIPTION OF THE EMBODIMENTS
A first embodiment of the present invention will
25 now be described in detail by referring to FIGS. 1 through
8.

In the present embodiment, a moving picture is



'20 denotes a control routine. The control routine 20 functions to %@§afilt2082
| nput/out put routine. For each of still picture franes form ng a novi ng
picture, the control routine 20 then function to successively start an
interstill-picture-frame notion detecti32 routine 22, a rule 25 selection
routine 23, a change position detern fatiof routine 24, and a pixel state

i o mat  on CSCRRARE 8 S EREL aForuit toRre | RIS ¢ e
?‘é?'e?r”eﬁeiﬁclgé%iee A ‘ﬁél“c?adfﬁsﬁ@? i Sl B BAGRA
a5 refer Lﬁé‘eﬁ@? ) app ng S nipedd df eath Aty &%&qif-‘eeééfﬂ?;?éi '
?LE:IeLdgg |t2 t he target rane. éﬁsﬁ‘ll ?arrrgtq%%n eted(:gt%%IC)n F}?{)C%ﬁ?{,\fﬂ be
describeds | ipahivd. | alflaPYeri Sl Hérdd £2er3 dddbribddle 1M irhce

detection processing, the target frane is divided into a pIurallty of i mage

bl ocks each dfd ngpetcifFidei Bl sl adteal St loBeaddsteaNyistule pi xel s by
8 pixels (= 128 plxels) For each of the image bl ocks, a notion vector

bet ween it affrhnd Sig eflmyer ire@durh is ddngtetas motecto heives & ensf eyfence
frame may be either of the future direction and the past direction. The

val ue of a pncompatribd kit g ihwparheyYesane Thass \clangsas\aare wasie ar get
frame and the reference frame (for exanple, K = 10) can be arbitrarily
speci fi ed byanrepdabls fnam drumamhteyss 05 QNAUTEN SAUTL Y ection routine 23
recei ves the notion vector of each image bl ock, selects one out of a

pluralitdP of rules stdrk¥t iln ghews @ é‘%’é’cwq!iq CORt igARIAM AL ¢ he

tud f, t not cto d st It t h le file 33
ggg(r)nneuof gp’ﬁ?ﬂqceé‘ﬁq}'lrfor{l%r J&aésg'fn%‘&%a? Qﬂ"ﬂlé]“ 5 u%‘é‘ ruerI lavmeng
th tud f t d t h
.nep{%g“g " e R e, Pt oY aRpflad 3 R 00,
- rule 2&» %ﬂéu%'ﬁ&f&@ fb'iagﬁxﬂd‘ﬂﬁrfd £33 Aeefhdahg n detail

mnth referen
picture data in which watermark information should be

15 embedded, watermark information, and various rules
described later, and outputting a moving picture with
watermark information embedded therein. Numeral 2 denotes
a central processing unit (processor). Numeral 3 denotes a
storage device for storing moving picture data inputted

20 from the input/output device and moving picture data with
watermark information embedded therein. The storage device
3 is utilized to store not only moving picture data
required for watermark information embedding processing but
also various data, rules, and programs used by the central

25 processing unit. In actual application, a storage device
for storing programs and computer data are prepared
separately from a storage device for storing images

requiring a large storage capacity. Here, however, those



the change position determnination routine 24 analyzes a still pictggﬁ L 2002
Included in the target frame, and derives a 5 change easi ness degr JU

each i mage bl ock. According to the change easi ness degree and an

application rule taken out fromthe usagg rule file 33, the change position
determ nation routine 24 then determ fes”l OUm nance change positions

(pi xel's) an C ' titiesof ,each pof 10 inma bl qcks in {he target
frane. The gﬁgﬁﬁgnfggthe%g§ﬁ%ﬂ§;%ﬁﬁ§§ ‘fdﬁiﬁhﬁ?ﬁgﬁﬁhﬁﬁﬁﬁﬁﬁﬁt Hce
(pi xel s) an@gy'ggg%fgyy@e gquantities of each of inmage bl ocks of the target
frame fromthe change “position determ nation routine 24. According to

wat er mark 15 i nf or mat ingfp (ddtSa smee‘sésgir{y \}rﬂ% i?wnwégbéé;gagﬂtf on file

34, the change routine 25 then c a stwate um na a specific

pi xel incl Udﬁﬁ.:ﬂlnﬂihﬁ:lﬁ@‘ﬁﬂ%%crfMHd@%qu%gi@ur@(wlﬁaif each of

still picture frames 20 form ng the noving picturé has 720 by 480 pixels
and it i disubbedidento fhitanky whidX elppelrss wilthea @A dy ¥y d s divided into
45 by 60 (= 2700) blocks. In the case where watermark i nformation enbedded
i n the abovemEiehenmined ammber ot frantesbion itheovinid @xilsGhamnact er codes
of 64 kinds represented 25 by nunerical values 0 to 63), 450 bl ocks can be
assi gned t o thanehy detiectsha aiohieondedcn Isabiz2ea) Hl.ecks the propeaty frane
is divided into N groups associated with N character 2 9 JuL 2002 - 17
codes, and ZF0VASWRDASEs BMOVAG Pieture -t h®naltdee basdsr idfedodhbithe

i nformation _in _each gﬁgup,,then 450/ N bl ocks can be assigned to each bit.

|

Each of bit PGPS A0 MR OF FGCRa & aMe R8s Vilewed @S én sitdldssoci at ed

wth a Filour%li'ctt%r%f a'nrgi%%eblp%%ifaserty of the image of each frame as

viewed as a moving picture, the central processing unit
selects embedding positions of watermark information and
determines change quantities of pixel values in those
positions.

15 FIG. 2 is a functional block diagram showing a
digital watermark information embedding according to the
first embodiment of the present invention, which is
implemented by program operation executed by the central
processing unit 2.

20 Functional blocks 20 through 25 represent
processing routines, i.e., programs, executed by the
central processing unit 2. Functional blocks 31 through 35
represent data files formed in the storage device 3. For
example, numeral 31 denotes a moving picture file for

25 storing moving picture data including a plurality of still
picture frames. Numeral 32 denotes a rule set file for
storing a plurality of rules exemplified in FIG. 5.

Numeral 33 denotes a usage rule file for storing a rule to



in nutually dispersed position relations in the still picture fraped JUL 2002
bef orehand. For exanple, when witing bit information "1" in a certain bit
position, lum nance is brightened by a specified quantity in pixel

positions 10 specified by the change position determ nation routine 24 in a
plurality of image bl ocks associ at ed W|t t‘he bit position. Wien witing
bit informatyi " 4he | um nance, is d b a specified quantity in

pi xel p03|t|%ﬁs %éi&ﬁ i &y $3FR cﬂﬁﬂy% ? ? efeterBined Bize 24.

&,Ztgfnig lrke?ﬁ# rath e BT QB A AL AS: denthet T fhe frar,

I
;S):;ﬁr]a?i tyogf I mage b#%g(&s [ n%‘%{@ﬁaﬁs &]%lﬁ%tggegrs %gsﬁf“o?ﬁfgfg'[isons i ﬁl I
ittebe(r:gnntesa;)%é5| eto ﬁkfécﬂf um nance cﬂange 1IN a eas%\?onrg tg? (I;bait a(r:\g Y

wat er nar ks i néfdlddPNis dadte ST Yp éb ﬁf‘% if t ation
ormat i

rel ati ons between the above descrlbed |nage , the
rel ations argienmert atine¥l 33 admotéd thr hﬁmfc?ﬁﬁ@ti&x Sir?d@ﬂ:idh the
insertion information file 35 beforehand. By 2 9 JUL 2002 - 18 referring
to the i nsemowing rgirtmté ofiife | fo183% tddiie neing e chargaidti i 25 can
make a decision on information to be witten into each block. |Instead of

t he above dewmtenmarks-informgtiomtembedded floemairi.on of an arbitrary nunber
of bits, such as, for exanple, 8-bit information nmay be applied to the

wat er mar k i nf or mati on. F'-Pﬂ?l'tmm;e num@acﬂbfdm &n rignpetcioutigutnii t h

i mge bIocks as descrihed above is also possible to, for exanple,

associ at¥ edMWiNgs dhe Mﬁt/&w%%% Zdn BIateans diq srife t he

6-bit informati.on w i mage bl ocks beforehand and change pi xel states of
associ at ed i%g‘é’%l‘lftﬂ%"%%&ftﬁ H@R%W?gtfr@m t4he dnputy Qpuc daviesid or

not. As for I ne Al h pi i no ssuned t.hat
there are, re‘-"exaus'rrgp]:lnaa dﬁf@‘ aifta@’a{qieoi?r >%eet' ’iﬁ”ﬁ’éﬁ SAATIT 127.

| nst ead of ngi t of Gl ant| W th
respect to ?z}gh ps:%e\{é}gpec“qf?éicfoéz}s' a arur#}?q‘g‘%s J‘ o%%[atlso 8; bl e

in this caseyddyd @ést&qgégn YL 3clharge &g aach @H&el n&:ﬂ: datl on and
rding to t

vary the number of pixels 20 changed i'n I'um nance ‘acco e above

descri bexs spenitfird uantdd )furi'_dtcion?s O Wead %Qltta'xdo%ﬁd VLA dfeal Ne

inter still-picture-frame notion detection routine
with watermark information already embedded therein from

the information insertion moving picture file 35. The
input/output routine 21 also functions to output it to a
display screen of the input/output device 1. Numeral 20

20 denotes a control routine. The control routine 20
functions to start the input/output routine. For each of
Still picture frames forming a moving picture, the control
routine 20 then function to successively start an inter-
still-picture-frame motion detection routine 22, a rule

25 selection routine 23, a change position determination
routine 24, and a pixel state change routine 25 described
later, and thereby implement watermark information

embedding.



Motion detection needed here can be inplenmented 25 by a known tecﬁhﬂqduL 2002
shown in, for exanple, "Foundation of Digital |Inmage Conpression," published
by N kkei BP Publication Center in 1996, pp. 44 - 47. A result of notion
‘detection is represented by a notion vegtor and 2 9 JUL 2002 - 19 |east
square sum of difference of a subject 7i magé. By using both of these val ues,

L T AR R R
e o
f\fa?‘rgoy\g }P:‘%féﬁg acf)ar% e%‘gene?%\(jat etﬁ%%ﬁr a_rrFs a{ter t.he&?]ar gﬁt(::e
frame (step %ﬁ&%%r%%%@%@s%@d@#iﬁ%ﬁ bfoﬁ%fgghéﬁgl\e/él ng 16 by
6 pixels §stghm@Phededfter MBAGTed €d%s FrddcE B tand Pleipsuttintp 2

target block (step 223). A notion between 15 the target bl ock 'and the above

descri bed | a efwHdreK | 55 detwsd Bflivantht dfenpt f ined Per Mot iad eginered i s
delivered to the rule selection routine 23 (step 224). Subsequently, it is
det erm ned vereiseraral khikrnelbieddtextis afmdtion afjdthd rartejdoty eirirlbided
processed (step 225). If all 20 divided bl ocks have been processed, this
routine is tinMhedargetnfzane se Thie matdion|driedsiaripracesting rwjekl

bl ock (step 226), and the notion vector step 224 is repeated. As a result

of the abovePciRFTHiREG N dletailickakql Y pealfIEing %9 FAGt e fHhnes, a

notion vector . . . .
10 the motion detection processing, the target frame is

divided into a plurality of image blocks each having a
predetermined size, such as, for example, 16 pixels by 8
pixels (= 128 pixels). For each of the image blocks, a
motion vector between it and its reference vector is

15 determined. Here, the reference frame may be either of the
future direction and the past direction. The value of a
parameter K indicating the frame interval between the
target frame and the reference frame (for example, K = 10)
can be arbitrarily specified by a user of the present

20 system.

The rule selection routine 23 receives the motion
vector of each image block, selects one out of a plurality
of rules stored in the rule set file 32, according to the
magnitude of the motion vector, and stores it in the usage

25 rule file 33 as one of application rules classified by
blocks. For example, by viewing the magnitude of the
motion vector and referring to a rule table as shown in

FIG. 6, the rule selection routine 23 selects a pertinent



tabl e 220 indicating a notion vector 220b in association with eachzb%qghazyn
220a of the target frame is forned as shown in FIG 4, and its content r
given to the rule selection 2 9 JUL 2002 - 20 routine 23 by the
inter-still-picture-frame notion detection routine 22. For exanple, as

shown in FIG 5, the rule selection routihe 23 has a plurality of decision

' ' . | h Ltude_of th tion
vector. tne TR R VS ofb oFRER LAY Fafe | FALRAF LY cadei 11 cat i on Tabl e to
el action routine 25 takASETEES i Vet T ek et St dite, {6 Bt on

Ugd | : b | -still
b cturo- v ancrm SRRt T, AR5 Nolgfnt tF aliivtes B ang

stores the rgh£1i pidyreapscIwiéd f{h e é%@éatﬁﬁgﬁigs &i&é,?ﬂ{ayw the

| mage bl ock. For exanple, as shown in FIG I nt ensi

speci fi cas i afhdmgé aSLledy %%ﬁle | Of el Wika g€ IbISHL & ﬁﬁiﬁ o )

rel ati ons between the degree Oa of change easi ness of

icture framhenthamgeé nddsind o kiedted ad A rapplicativn eacle HHedn the
ghange easi ness degree 320a indicates to what extent the | um nance 20 can

be changed vt efrom thee nismge nooks pf 10 B3 1L the Htigngd Posiaiwe easi ness
degree 320a is represented by an average val ue of a Iunhnance change
quantity perdgis@inatiinn trahtinedh therxidetemindhdumiraiceofcgmtat i ons
in the above described 128 gradations a |um nance change 25 correspondi ng
to which i s RRAWIMR (Rixpisielandinr ichange|awntitairme dfctawh 390b

ipin)(gielcat(::a %?dﬁ?earéé:ee\%ﬁa%ﬁc%);mc%negetda gié(telfsrain{le.one block. If a plurality of
The change routine 25 receives the luminance
change positions (pixels) and/or the change guantities of
each of image blocks of the target frame from the change
position determination routine 24. According to watermark
15 information (bits) specified by the insertion information
file 34, the change routine 25 then changes a state
(luminance) of a specific pixel included in the above
described image block.
For example, if each of still picture frames
20 forming the moving picture has 720 by 480 pixels and it is
divided into 16 by 8 pixel units, then one frame is divided
into 45 by 60 (= 2700) blocks. In the case where watermark
information embedded in the above described frame is set to
6-bit information (character codes of 64 kinds represented
25 by numerical values 0 to 63), 450 blocks can be assigned to
each bit.

If the above described 2700 blocks forming one

frame is divided into N groups associated with N character



2 9 JUL 20D2 - 21 changed in stage have been found in one bl ock gf qy@kymn
pi cture frame, as many pixels as the nunber specified by the intr q)

change factor are selected out of the plurality of pixel candidates as

subj ect pixels of a 5 I um nance change f described | ater. Therefore, the
above descri bed change factor specifi@s zositions of pixels to be changed

dthed f I t he bl ock .at th The d
ot tert ons RESeky B8 2700Bants 3% BeRidang EonehenabRTRy

specificatiqgn tahle 0 et.ween the notion vectors and.rul so that in a
bl ock having &% %n@Pn RFOIRAL 8%, e o 98 O4 Py 307K ) ock

change fact @r, t.h e ness degree. FIG 7 shows a
detail ed fIEQIgﬁér?QOf the%gﬁ %ed %%%Pt?é% *determ nation routine 24. For

each bl ock of the tar f i +leh a S
det erm ned accordi ng ?%Ehf%?ng%gkpﬁgcg %%%fgﬁﬁg%?%gfgggbggu tﬁ&#%p 241) .

On each tsar geifolrindi® onNqisS @ s5Blcd Glted wikhX @l ﬁ&ﬂﬁl%?aﬁqe%mhgep5§6%§§'ng s

conducted in such a range that it cannot be ercelve n eyes and it

does not dlahumhthhq1yeaqg9@&eeaopﬁeataahsrehﬁtu&haglhn&ae kitlitgri ng having
characteristics described in, for exanple, The Transactions of the

| nstitute obiEtecer drame, bbﬁb@enahdon fot 2xamplenwhehi @Frikiagneet
(TEICE), Vol. J79-D-2, No. 8, pp. 1347 - 1353. By determning a difference
bet ween an unﬁg@matﬁen PﬂPténiagcamﬁahhsbamlppsatlnnagéumunageedasa
(hereafter referred to as difference image frane) 2 g JUuL 2002 - 22

i ndi cating brighEengdnbyt RespeSifdrdr quantisynds phsedbpeeitidonsi bed
filtering is image processing in such a range that it does not disturb the
referen&g t §PEGAT RS Pyt kBeaFbaBIgepOFilbd@ndAEterBABatipRgEORtaNe RAdi cat es

didate 5, t d f I I h
pormi (ted {dR PhBlBARIIEY %Enﬁas%eﬁips 'aeis§oa.?e 'aéﬁyx@ﬁe%ﬁsﬁpi?:giscr. bed
di ff ' f t f. bl
Lar gt fr amEORGEAE N nPREPaHEARAHALPAELADSQPRBE AP L) sipﬂigmeﬁanpﬁance
h Lt f d d I b
Che manber aF BPEKERA, B 8°ERels 16 Bl Xy CURTRANEL §8§”¥&39§pe¥ap?ia ’

of each bl ogkeciif@ed b etﬁQaEQSngfPB@iilgﬁgﬁgﬁe§ﬁ9 aﬁgggngbﬂtfhg‘

determ ned. Subsequently, by se ng pi xels in order egi nni ng mnth a

pi xel hagi ngsaal 2egalRi, xRl crakHete? eaaBsbtaakbaf ehBeqabavendegehi bed
di fference frane, change easiness order of pixels is determned (step 242).

| f changes &tremende watewhapkXéhFopPma8idnp2 in the block with the same

| um nance quantity and pl is higher in change 20 easi ness order than p2,
then pl is nore inconbppendingi npbumthanseatkanfethbaimpgde in thes state, a
first block of the target frame is taken out (step 243). Fromthe usage
rule file 3£ra§ewuﬁécbtébbéOQZOPha§sécﬂumedaanhcthgeaugeBODIock is read

permitted also appears. 1If a plurality of image blocks in

20 mutually dispersed position relations in the frame are
assigned to each bit beforehand, however, then stochas-
tically it becomes possible to make a luminance change in
at least one block and watermark information can be
certainly inserted.

25 As for the association relations between the
above described image block and bit information, the
relations are converted into a table, and the table is

stored in the insertion information file 35 beforehand. By



25 out. In accordance with the above described rule, an intra-bl o@kgchidngtf2
factor 320b associated with the change easi ness degree 320a of the first

bl ock al ready cal culated at the step 241 is determ ned (step 244). As a
Tesult, it 2 9 JU. 200Z - 23 is determ ned how nmany pixels anong 128

pi xel s included in the target bl ock stodBd=be changed. In the order in

whi ch the change easiness order determ.,nned at the step 242 i s decreased, as

many pi xel s & HSe t ey dinsgrdd-asy, infematiQn. fdde: 3veFhanaions ock
it

ey
change factqr 32Qb are then selected and repoyted . to the .hange routine 25
(ten 245) . Phroliands, TqUEbrE o3t can MAKS b ARCL 40 S50 A SHAa tidin to

conducted o a%}. l,ocks qQf th%:tg{gg frame (step 246). If all bl ocks have
been proces o FED Hi Or&?tlhn ]1§ 'O term nated. Ot herw se, the next

bl ock in the target frﬁ{%éaﬁi ¢ t?l% ta'i:%vt(far&estqubt%% 6L tig:g ]%ﬁ))m'a%qt t he

processing returns to change Tactor determ nation s d
change 1 QUt i} odha W 'R N dHHATRYO iihen igiay e et
bl ock is spelgﬁ‘ie(? by redt}'gr15 riHrafg 0 tﬁléﬁ@ne?grogtg#’:%ﬁfornat}a%ﬁ |Irg 34.

Fur t her nor e ex@impA &) 8=lpitPaGiforafhton AayC MRNGSHIGT it tIR HFatdiar®)

routine 24 out of 128 pixels included in"the target block, a |um nance
change assodirficathatiioh .t heusaiteridre | Indteld @I assoiditdingd.eath bitt he
above descri bed enbodi nent, the change quantity is controlled by fixing the
| um nance chartde image Hlpoks ezc descordbead abovegr ddatiisoralaed posaigileg t he
nunber of | um nance-changed pixels in a target block. As described above,
however, it tioy dogo exampile e a&5aciadendacth i i6dblchagactes codesharhich

| um nance change quantity of each pixel. As described above, in the present
enbodi nmeift , SRR Hspinepnasentad &Y $heebedridd indoamati@nuwditha idgieon vect or
2 ~ ~u~ 2002 - 24 (property as viewed as ,a noving picture) indicating a
rel ati on be ssPgfonghansd @nd ghange Phxed z§"'r?g"\ﬂsng§’fp' ated

Furt hernore,, qut fopixels which can b han in l,um nance dependi upon

the state (s B bt Gha o shethe) Hherd) i o caspcten fotbdes
inee;cf\1 gf(%lo lé)sc%i}n }IU&JI ictur.e fra ,el}f&ixelg)to echajged:n ©

| umi nance aré g‘et er i fed ntt)-ﬁeeﬁb.\gglnsan&enfsﬁ@ SE) é’?t S uPEX rir1 tife lﬁr esent
nbodi t, f t ' [ AL Gt d

The. pr oper {5 ae eanieg AHat Wi PR R RIS, T 28 R T Mg

the pixels stigtes, AR AT i00hrAUYHON 25N aNae st i %afn%"idg“f%‘?nret i ng
wat ermark information. As a result, 'watermark information erfbedding with

suppressed igragatdvdl idfy 1datndiid By aNGparifda guan®ifFt WdRhs Hegpeaki | ity
beconmes possible. 15 FIG 8 shows a variation of the rule 320 shown in FIG
6. to each pixel specified as a change position, it is also
possible in this case to fix the luminance change of each
pixel to one gradation and vary the number of pixels
20 changed in luminance according to the above described
specified quantity.
FIG. 3 shows a detailed flow chart of the inter-
still-picture-frame motion detection routine 22.
Motion detection needed here can be implemented
25 by a known technique shown in, for example, "Foundation of
Digital Image Compression," published by Nikkei BP
Publication Center in 1996, pp. 44 - 47. A result of

motion detection is represented by a motion vector and



In this exanple, a | um nance change quantity 320c of each pixel, Qeghﬂﬂ§2mn
the intra-bl.ock change factor 320b, is defined beforehand in assocCiation

wi th the change 20 easi ness degree 320a of the block. In a frame having a
notion in which a | um nance change i s ingg¢onspi cuous, therefore, watermark

i nformation can be embedded in such a=f&Pnfthat not only the nunber of
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stored in the usage rule 10 file 33 beforehand is applied to all bl ocks.

Dependi ng uplesdiptirn on Hoawver magie motsiorl desetiforblior khe prdyentar get
frame received fromthe interstill-picture-frame notion detection routine
22, a changeirfvegttdron] shetrdringet iben Irimittied 126 ahdiyethenawtdion ectdd.ock 15
change factor of each target block and stores its result in a change factor

1 file 36A. The above Afeshiowied & I&nidnatd dater tiramertliaeatiast K change
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15 the target block and the above described later frame is
detected, and the motion vector thus determined is
delivered to the rule selection routine 23 (step 224).
Subsequently, it is determined whether all divided blocks
of the target frame have been processed (step 225). If all

20 divided blocks have been processed, this routine is termi-
nated. Otherwise, the next block is set to the target
block (step 226), and the motion vector step 224 is
repeated.

As a result of the above described motion

25 detection between still picture frames, a motion vector

table 220 indicating a motion vector 220b in association

with each block 220a of the target frame is formed as shown

in FIG. 4, and its contents are given to the rule selection



- 26 factor 2 file 36B. For the same target block, in the presegtq JyL 2002
enbodi nent, a change factor determ nation routine 28 selects either a
change factor 1 determ ned according to a 5 notion vector which is a
property as viewed as a noving picture, qQr a change factor 2 determ ned
according to a change easi ness degreeWM%<:ﬁ is a property as viewed as a
still picture. 1f.  f ex le, jt is fdesired to give priorjty to the inmage
quality aftefo%t+ti %rﬁ‘éa{}ﬁ%njgr&eﬁﬁsrr rs%??%t%%‘ré'éa‘?é&%?l%%t ermi nation
routine 28 s . 3 C or having a snaller value out of the above
Feersidh iR 8

descri bed two C Y stores it in a change factor file 37. If
it is desired to give L OLJ t i vabidity of t er nar k
information after errbel'((;:;dllL n%%ilﬁg\#%he%etﬂkeg%aﬁge}#%tt%T %@? elf#?lati on
routine 28 ngy; S8t £64 fb&aﬁPQ r i out . 1

above descri bed two change a?t%?g%QB%/r@lélﬁ\%l%ﬁ%gddﬁés’?ém ar lc}?{wéagmange
posi tion sleter pfixAtdmd KDY i NecdAainy 48 did %ﬁafﬂﬂmé@f t 20
position determ nation routine 24'Ig%rives pi xel s whi ch argﬁ?nc uded in the
target bl ockventtbmhitite adee fei axh aggieter iongI B gpeuicsy Y ik itie change
factor set in the above descri bed change factor file 37 instead of the

appl i cati on speaifirationsajrle e He [selhtede Emngaadlnot ithe Bl ocks
determ nation routine 24' selects a Predeterm ned nunber of pixels in order
of change eandaided pidyithe kprdeth framey dgihetrulmrasl entsiore soutine @tange
position determ nation routine 24' notifies a change routine 25 of the

sel ected ZXakepoup@ rulkey (FiGel%) assamiatad wikd @ sotinn [vedtamce
change.ﬁépe second enbaqdi nent nmakes possi bl e waternmark information

enbeddi mf wiTYRELF dBRRP IR IR ) tdetRFadi Y dhaiddnternahidd -

apondi ng. ogit SHRE TS, RREARY SAROAT 1o CRBADGA Fram Re, SR aet

[ i ct t t. di . [ t at
wni cni & ¢ nd S hntin ol R ML Y o TR B Al AR 10
FIG 10 1s ad Wi tdonalsdd afled WA RN AN il fal water mar k

i nformati on enbeddi ng according to the thir nment of the present
i nvention. Functional pdocksanddd NaHhAdh SHPW I .0GESH illPut i nes

(prograns) executed by the central processing unit 15 2. "Functional bl ocks
31 through 3rArstemsidat asdedd s daritid dabllde 30 pREpHaaad Gh ThéCa@aenent s
common to those of the first and second enbodi nents described with
reference t cdd Gablz &Y defiresiaalatdns Ibdtvermaimal dedred 2 0amE way as
t he second enbodi nent, a still 20 picture frame analysis routine 27

det er m nes hdngeyyedsdgtess off eadilddloda en sthd Ibasictwfe tframe arel tan of
the target frame as viewed as a still picture, and stores it in a change
factor 2 fil'duEBblngierhagaudfarteniitn vdamreash darkl ddie chaamigeed
froman inter-still-pjcture-franme 25 notion detection routine 22, a change

factor adj uAEMESFHASHED S 0% AQEicatss d& mhate extant, She laminanesnge

Laghg; gi\zq :%%ooﬁel rcgl(%[egg wg{}ﬁgﬁ%%ﬁc i tacgi.rniznc_;f Iiln%o?}ltss%’ic%%%ssr}e%rse.s ?-Ierrees,u' tin

the change easiness degree 320a is represented by an
average value of a luminance change quantity per pixel
permitted in each block, i.e., the number of gradations in
the above described 128 gradations a luminance change

25 corresponding to which is permitted per pixel. The intra-
block change factor 320b indicates a percentage of changed
pixels in one block.

If a plurality of pixel candidates which can be
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routine 24' applies the change factor stored in the charge factor file 37,
determ nes subj ect pixels of |um nance changes in the sane Way as the

second enbodi nent, and 5 notifies a changg routi ne 25 of the subject

pi xel s. I n the above described third efrbddi rent, the change factor 2

Lo the moti onngbaral i EERSel hENE" pRRnC By 1B, BneBaeck RS, angtatdt ur o,
changed i 1 | Bt Sarcorepasl. 8 nERS BT ypds' Bh. hef BuBkEe epeche e by
e vt er mar £ A ER T S0 KBLan8sg FAREor] 8RE S6ieh el bYT ot EeL e by |
e viowed asta st T pr e birohacanpion 88, e/ Bk TECE, BUETeTRE BOCh ont

thought of thempheneat chAMget h8NAbEcPPbekli ThigE. 1O e CL]
enbodi ments. For exanpl e, ?he technfcale20 concept?gﬁfg?ggﬁé gﬁéséhpsg

invention cadeberippdi eHanheofrhotothepeib@dsBoLstiBn¥hbenpi RESEMRLI BA
enbeddi ng positions are determ ned on the basis of two diffgrent properties

possessed bycbangedtandsthé degmebuofnpiirelvehangeoinatHeabTOLR! a¥afhat i on
in watermark information enbedding in a 25 still picture, and to other
contents repfa@enta®leby voices, other than picture images. The waternmark
information enbeddi ng execution program (routine) in the above described
enbodi ments can be 2The defispop criverionscRljnR2, rR3pr di ngdemdribe such

as a sem gconductor nenory, a CD-ROM or an optical storage. Alternatively,
t he pr031 n1ﬁ%.aBéo?%aﬂEﬁef%Bﬁ?%ﬁlEXt%Pﬁ%+fb%ﬁté@nt%ablﬁe&%9y bétween

t f [ ' 5t 1 SS] di h t K.
Fur thor mor 6, Th PRELSROUEC Hath, #BLrLhBoFethat Thed phbaghihaviemiaon
thod is i ted: ' f ft ti .20 th h 29
The contral B AReRsinstam (oototohetntS BAPERG &(RESREE LavraghtoPhnct ) ons
10 al pera] | Anot h de,f [
out the pr esori o ERTROR Y el £ AL Dot Qe indRE oo Db o

the like for recordi nopi@t ef BKdied N{ SR | Pl ﬁ@?%i@ &Pa"{rgé‘t%?a%? ce

i nformation such as still picture data, novin ure d

data i n Bfcosaiiciomi détdieinet Bsn Bske ikd og4rat i on enbeddi ng net hod
specified in the above described enbodi nents. The watermark information my

include contents nmanagenendachiloloek ion the cAgeONt e, e Ghiddon
i nhi bition, perm ssion of a once reproduction,
easiness degree is first determined according to, for
example, the following procedure (step 241). On each
target frame, noise rejection (pixel value change)

20 processing is conducted in such a range that it cannot be
perceived by human eyes and it does not disturb the
reference to contents, by using image filtering having
characteristics described in, for example, The Transactions
of the Institute of Electronics, Information and

25 Communication Engineer (IEICE), Vol. J79-D-2, No. 8, pp.
1347 - 1353. By determining a difference between an image
after filtering and its original image, image data

(hereafter referred to as difference image frame)
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possessors and their supply destinations. Contents containing the enbedded

i nformation specified by the present invention may al so be distributed from
a distribution source via a transnissios medium 25 As evident fromthe

f oregoi ng description, state change p0s €i 5ns and/ or degrees of change are

optim zed in _the pr.esent invention.qn the basis of pl yr.al ity of

proper {1 es OCIEEEIR FARS < GraRt s Lok, 16 enprated.l Jifiae %nk gpove,
wat er mar k i nf or mati an eddi ng .he S i bl e whi.l e ressing the
degr adat i onraﬁ’)sc d‘&ﬁeéntfg]&_flr&é@gé%cﬁ%ﬁ E%S%G%ﬁiﬁgt fn_aﬁgl%?gr?e ty and

| noreasing (g survigeall dy e i Ciie Qe ddir T i L Naspor e, D
the 5 case wierethe present "Tventi on 1§ applied to nmoving pi‘cture (e. s.
video) data Jfyediellerd tild At dat ilce® indoel drlatle® ATt &Y iR 11 M
series, pixel state change positions an r change quantities can be
optim zed ApsAtidnd and\*HRANGRY lquadhtdtiRls OF ATRAGEING AV chidngevabi l ity
10 becones possible without bringing the image quality degradation to
notice.  2periittddZor The Caligds frame. ATHRICeTOI@, By ilddngpttear k
i nformati on by making a change in noving picture data fornmed of a plurality
of still picbhove fdesmrdbeds alid fevtdned dmaye Sragen inticsta Plejradfity of
determ ning first change position candi dates and/or first change degree
candi dat es Ikdoedksorin biveo samey waye aisf ithet dagtget! firiameyr detdamdntiag fanom a
still picture frame to be processed; a second step of determ ning second
change posi @acsvmid@diagh iviad uen @fo P igkedo v laesn dd vdrage e fhdings es based on

a propert fic to the anin% pi cture data and being detected froma

speci a an
rel ati ot %emhtﬁ‘@@és fogneahe PLafkeaia®ds Gividging: the pcswnulated
processed and .another still pict $a ;.%géhird step of selecgting change
posi tions ardidte Hatdhe d’é’g\b%e‘s O%%c}@cg@ﬁ 8o A9 AY 399 & rame
fromthe determned fir nd. _sec i tjion .candi date or
st and sGHangs amareh Bor” BN SE SRR Baa0 4 S BB o
first and S%Ca%’l?lesstse% A B fOWHRS LSP FYe . MeK11R0 ReRisflineghange serving
as wat er mar K At ormatl on i n gaid g%lfﬁ pi cture frame to bé processed in
accordance with said &i¥iRuently, by selecting pixels in order

15 beginning with a pixel having a large pixel value in each
block of the above described difference frame, change
easiness order of pixels is determined (step 242). If
changes are made in two pixels pl and p2 in the block with
the same luminance quantity and pl is higher in change

20 easiness order than p2, then pl is more inconspicuous in
luminance change than p2.

In this state, a first block of the target frame
is taken out (step 243). From the usage rule file 33, a
rule (table 320) associated with the target block is read

25 out. In accordance with the above described rule, an
intra-block change factor 320b associated with the change
easiness degree 320a of the first block already calculated

at the step 241 is determined (step 244). As a result, it
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I nformati on enbeddi ng nmet hod according to claim1l, wherein each of said
still picture frames is divided into a plurality of imge bl ocks, and said
first, second, third and fourth steps 2&f executed for each of the inmage

bl ocks. 3. A nethod of enbedding wat €t K‘infornation by maki ng a change

in nmoving pictyre data ned of a g allt %g& cture fra sai d

met hod conptf sFRESENHRE t %YeBaB¥ 51 oBtP ?t%Bﬁ%“%ﬁ@Eb?

L%, 2 88 1984 il ALY e ok AL J8E3R°0,
di fyi
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and deter”‘&?@r&é@é&? 58! @i ”RPEéTEerSEhQ ﬁﬁh$érpiﬁéﬂi§F%§aﬂﬁatIé”d a

third step o Ing a pixe ange serving as water mar on in at

| east ong Ofp&RkUdésetined Cintalh BHBR éﬂaﬁgfofgéﬁéﬁ wpob hhe eREnfi ed
change positions and/ or change degrees. nmet hod of enbeddi ng wat er mar k

i nf or mat i onséyest&d ngnd £8pdgEed NtdDThEgchanger eodeinef 2bnestep 24pjurality
of still picture frames, said nethod conprising the steps of a first step
of determ nThgredftenst ibnisrdétermined whethernl prgcessingesaprieened

bef orehand, based on a property specific to noving picture detected froma
rel ati on becorductedges abhthioecksi ofatheitargett firamer etepo24€) pr okfssed
and another still picture frane; a second step of determ ning, change
positions aalilobleakdgbaviegpeer processed, then this routine is

10 terminated. Otherwise, the next block in the target frame
is set to the target block (step 247), and the processing
returns to the change factor determination step 244.

In the change routine 25, watermark information
to be written into the target block is specified by refer-

15 ring to the insertion information file 34. Furthermore, on
a pixel specified by the change position determination
routine 24 out of 128 pixels included in the target block,
a luminance change associated with the watermark informa-
tion is conducted.

20 In the above described embodiment, the change
quantity is controlled by fixing the luminance change
quantity of each pixel to one gradation and changing the
number of luminance-changed pixels in a target block.

As described above, however, it is also possible

25 to conduct variable control on the luminance change
quantity of each pixel.

As described above, in the present embodiment, an

application rule is selected depending upon a motion vector



‘'said still picture fi~ame to be processed based on a property spec?fgolulozmlz

still picture detected fromsaid still picture frane to be processed and
the determined at least one rule in said rule determning step; and a third
step of changing pixel states of said still picture frame to be processed

in said deternined change positions amndRdr-change degrees. 5. A nethod
according to claim4, conprising the steps of, dividig&ieach of said stil

picture fran‘{i%tqffﬁ’ifya as wiawed & & feyet RYLULE) q‘_rﬁf_%\‘tnq éast one of
051 1] ons - ark At T RRERA el 1o DA PTIS JOTHO, § MBI dance
Wi th said selecied at deasioane Jul g o2 8000 2002 35 18 dhRided o

enbeddi ng riar kK i nf I'on” By making fa change Th nmovi Nng pic € data
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(orred of 8 Walidonl e o s, Ykl (bR WIS e
rul es prepargd éjeﬁcﬁfﬁh%tlﬂ"bg)e%f)rh Sl Rl SRR i (adP U DI €

detected froma relation between |1 nages contained in a still picture frame
to be procesgpd aiANPtdiurd i ftamd Clpieelld &g bed streAyinance
determ ni ng change positions and/or change degrees candidates in said stil
picture frargrd dditerianmd it tHw 3%k i) of AP EdlecrT ifile t 0 I idle
picture detected fromsaid still imge frane to be processed and the
det er mi ned girdsaast embodinentiettdrenefmare ,n il the pmbpearty Aasngrisvegd  and
athird step of selecting at |east one change position and change degree
anong sai d cdhd RAEnQPinFure Erbitdeiprapenty asiviewed @s;a &fdlld fourth
step of changjng pixel states of said still picture frame to be processed
in sai d Wbt RIHEE dehJebrTtedhehdee@hdHing ddif Rixely stats or age
medi um havi ncgi1 stored thereon rmv) nrg ‘B{ cture data with %.Nat ermark ,

ange positions and/o ange quantities for inserting

watermark information. As a result, watermark information
embedding with suppressed image quality degradation and
improved information survivability becomes possible.

15 FIG. 8 shows a variation of the rule 320 shown in
FIG. 6.

In this example, a luminance change quantity 320c
of each pixel, besides the intra-block change factor 320b,
is defined beforehand in association with the change

20 easiness degree 320a of the block. In a frame having a
motion in which a luminance change is inconspicuous,
therefore, watermark information can be embedded in such a
form that not only the number of changed pixels but also
change quantities of individual pixels are increased.

25 FIG. 9 shows a functional block diagram of a
digital watermark information embedding according to the
second embodiment of the present invention.

Functional blocks 20 through 28 are processing



i nformati on enbedded therein which is obtained by the method defidel JUL 2002
anyone of cl.ains 1, 3, 4 and 6. 8. Mving picture data on a reproducible
and readabl e medi um contai ning waternark information generated by the

met hod defined in anyone of clainms 1, 3,_4and6. 9. A conputer program on a
conput er readabl e nedlun1 for enbeddlngzaafernark i nformati on by making a

chensc |1 2255 TBAIR 85, 12U A TEQ Sn By Piiclgdns” i,

/
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still pictung ft?-;%”%%or% ”&%Vi@es‘%c“% %%3%@' % at o Q:%%tseao&ag:?1 i d

t he change positions an change deg eterm executi on

program sectdiQit @ﬁ%@ﬂénﬁ: We%%fﬂﬂédsmﬁ‘t'hf ire fled- iV % 1@, Ue g det erm ned
froma relation between said still picture franmes; and a program section

for makimg @ePiotRld BYANGKeS hdiradtaysiat anMihle 'f'lfr%ﬁ:rf%'&db@@m@n%t laeast one
of said still picture fi~ames in accordance with said nodified change

posi tions ampduaaldyngs dedlescarel preparedpinethe eylamsetn fdleo3Ryt er
readabl e nedium for enbedding watermark information by maki ng a change in
novi ng pi ct ane @at appdicad ioh aulleurdsl iseyl esftest ialcicopiddngr &of tieemotdand
conput er program conprising a program section of determining at |east one
rul e anong ¥§st@Trablogkobyr dleskyndpihed teabeite fxame -badad pPresepdrty

specific to noving picture detected froma relation between i mages

cont ai ned i ﬁmﬁ’oétmqntpl Meé’efrrraﬁ@et Fude glcs5e5@da i ARG NEATS: Twle

picture fra r ectiqn of determ ni an e positions and/or
change débrggéq @% % QHﬁ and,i&; PP °t8q ssed based on a
property specific to still npicture d C froms |d st ge frame to
be processed and the % ERFRE Y &F"ﬁgégﬁ %&DWUWEC gFeFﬁlﬁé&ul fid rule

det er i ni NG 8o AN oR Y A4 VR AR E¥an YUl el £Fons tHES1nRbreal d

still picture frane
still-picture-frame motion detection routine 22, a change

factor 1 determination routine 26 determines an intra-block
15 change factor of each target block and stores its result in
a change factor 1 file 36A. The above described determina-
tion of the intra-block change factor can be implemented by
referring to a conversion table. The conversion table
stores relations between the magnitude of the motion vector
20 and the change factor defined beforehand so as to increase
the change factor as the motion vector becomes larger.
By processing similar to that of the change
position determination routine 24 described with reference
to FIG. 2, a still picture frame analysis routine 27
25 calculates a change easiness degree 320a, and determines a
change factor 320b in the target block according to a rule
320 prepared in a usage rule file 33. The still picture

frame analysis routine 27 stores its result in a change
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35 11. A conputer program on a conputer readable nmedium for enbeddi ng

wat emmar k infornation by making a change imoving picture data foamed of a
plurality of still picture franes, said2 onput er program conprising: a
first program section for determ ning~fi“st change position candi dates

and/or first ?ﬂgg re ndi dat es based on a propcriy specific to stil
pi cture, detfeacc e ?rg%glae gﬁ?‘l picture frame to be processed; a second

program section for d 1 e positign candi dates and/ or
second change degree ?acﬁltrjirgd{a% es fgasegé%e;@?ig)fp I’IJS}: stgbecﬁxf%s? thet movi Sgi ]
i cture dat gapduh faed t r . e ont ai ne
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said still picture frame to be processe not ure Lrane; a
third prograaiseald @itHr $/aEndy EEe 1P WRitd i e Y&, xgii G LEOr €es
to be applied to said stiﬁl picture fi~anme fromthe tirs an gggoﬁﬁ%ghange

posi tion B:amﬁ:itﬁi&hearei%ﬂzmwrﬁid}ﬁtiss@%W%éﬁﬂ!&%&%}d;ﬂﬁg&nd

respectively determ nod by said first program section an

program suctpisrtumnd cr fowhange dEEors & tdeterning® o itigcdo @hange
serving as waternmark information in said still picture frame to be
processed i changs ®asiness ldegied othdode isoa tproperuyd/as vdlkaege adegr ees
sel ected by said third programsection 12. A.coqputer.progranl.on a
conput er r edfddile REEHUSE- fdrf:erﬁs’édgﬁx?lpﬂeﬁ,lerm:l}s |da‘s](c:m? :tlcan g_lyrtemkl ng a
change is moving picture data fornmed of a plurality of sti pi ctures
frarrgs, sai @rdﬁﬂ:ﬁ%tyert"pr% dmadsmsiiadiity. aften & lymiganee change, f or

I N rul e anong a pluyrali,t )
determlydugéﬁéA‘%ﬁg éﬂy%ge factor %eté%ﬂinatlon routine 28 selects a

change factor having a smaller value out of the above
described two change factors, and stores it in a change
factor file 37. If it is desired to give priority to the
survivability of watermark information after embedding,

15 then the change factor determination routine 28 may select
a change factor having a larger value out of the above
described two change factors.

By using a method similar to the change position
determination routine 24 in the first embodiment, a change

20 position determination routine 24’ derives pixels which are
included in the target block and which can be changed in
luminance. By using the change factor set in the above
described change factor file 37 instead of the application
rule in the usage rule file 33, the change position

25 determination routine 24’ selects a predetermined number of
pixels in order of change easiness, beginning with the
highest change easiness. The change position determination

routine 24’ notifies a change routine 25 of the selected
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picture detected froma relation between inmages contained in a stil

picture firame to be processed and another still picture frame; a second
program section, for determning changezpositions audl or change degar ees
candidates in said still picture firame“to"be processed, based on a

property specifi.c to still picture det ed framsaid still image franme to
be processe®Hfd5aRS @é’é’cjeﬁﬁ:e Weg'sdé)tiﬁ%m%% C?‘Wsﬁe *progr am
section; and a third Qgr éefti for f] <l Q nge
position and Z 9 JU@%@%@ &@n%gemﬁegﬁzrlg?}#o%%éb eeg?rﬁfeg%ag}ausi ng
at | east on I b yf ﬂgégg 0 ST i Iy 4 a fourth

pr ogram sec?irgfrﬁﬁ}a%?'togﬁa@ngl néﬁ)gllig{lq:s}{ agtu}tsp 0 sadla st%eltl pllclfac[}Ee frimme to
be processediddt 411 R Ui et drkav aiahardaied by sai d
third progan1§g%;|on. 13." Appar at us #br enbeddi ng maternarkt?ﬁggfnation by
maki ng a £haedtivEly HphyGing &HAE ds¥ Banfe Fadtdralddpendiny ivgon

pi cture frmmts, said apparatus ‘conprising: first neans for "determ ning
first changenouiddioh carticiatascnWsortle propditjyasiediard ardiaat es
based on a property specific to still piehve, detected froma still picture
fi'ame to bengwiomesietturseandl thraredond ddiatiga fautore duependiargapgeesi ti on
candi dat es and/ or second change degree candi dates based on a pnpeaty

speci fic to the imagens tate whelahati®s e paioppriat st o ewedinas reelsdtiilda

bet ween i mages contained in said still picture frane to be processed and
anot her sti [Righuktar @ i[darcrikad @ha¥%ths for sel ecting chsage positions
and/ or change degrees to be applied to said still Piqture frame fromthe

first and second chand@%osi® iigh & fhctkanals diagk diagraf shaywingfge

degree candi dates respectively. detem.ined b . .
g igital watermar )&n ormation eﬂﬁeddlng according to the

third embodiment of the present invention.
Functional blocks 20 through 28 show processing
routines (programs) executed by the central processing unit
15 2. Functional blocks 31 through 37 show data files formed
in the storage device 3. Components common to those of the
first and second embodiments described with reference to
FIGS. 2 and 9 are denoted by like numerals.
In the same way as the second embodiment, a still
20 picture frame analysis routine 27 determines a change
factor of each block on the basis of the property of the
target frame as viewed as a still picture, and stores it in
a change factor 2 file 36B. Depending upon a motion vector
of each block received from an inter-still-picture-frame
25 motion detection routine 22, a change factor adjustment
routine 29 increases or decreases the value of a change
factor 2 read out from the change factor 2 file 36B, and

stores a result in a change factor file 37 as an applica-



'said first nmeans and said second neans; and fourth means for nakiﬁ@gaJHnymz
change serving as watermark information in said still picture frame to be
processed in accordance with said change positions and/or change degrees
‘selected by said third neans 14. Apparatus for enbeddi ng wat er mark

I nformati on by making a chaage in anTnﬁspTcture data fornmed of a plurality
of still picture granes, sai d appar at us congnising: first nmeans for

det er mi ni ngtdRBnGB2PESi £R6RSTandPoFPRRIRgEOEEGAERs ABLEEMLIBAtAOR, operty
specific to still piiture, gossegsed b ea%h gf said still ghctuhe frames;
second meanfOP&AnRodl! yRRELAES & ?tcaaéSPt 8FtPReSERERGe 1Ro SN 6RET 984/ or
change degrees, deteroin b aid.first ans, based o roperty specific
to nmovi ng p%@?ﬁ?g gﬁggdggerﬁﬁﬁsamﬁP8ﬁm5“E§F§?i8ﬁxsiﬁw8§nREEgBaB¥F|| pi cture
frames; and JL 2 - Ll S | .xel ange
serving as & é?%grghigﬂgrﬁgﬁéo%g'nggfﬁﬁgag%8éﬁga§bgggﬁgg§§VIFﬁgicture

{1 raazes o nnatagidanaccyehCBaRasnROsL! bentnandupechapggedggecs modificd

by sai d socond neans. paratus for e i ng ter I nformati on by

making a change in nmoyphnghei abdye dakarfissadtffira BhBbakkyitf thki | |
pi cture frames, said apparatus conprising: first neans for determ ning at

| east one reghangk Faphorabi Hgpehdingeapphepheegrbpeetgheieweliaagdaon a
property specific to nmoving picture detected f=oma relation between inmages
cont ai ned i stdldt plittprret asecafijosted becprdiagseéd ahd mottibar vetkbk picture
frame; second nmeans for determ ning change positions aad/ or change degrees
in said stiwhiphctigr sher prepestiyeapr véeweddabasenouwnng piopurey specific to
still picture detected fromsaid still pichue frane to be procGased sail at
| east oA® r thereby a final application change factor is determined,
and pixels changed in luminance are determined.
With the reference to the first through third
embodiments, the information embedding method of
determining the watermark information embedding positions
15 in a moving picture by reflecting both the property as
viewed as a moving picture and the property as viewed as a
still picture have been described. However, the technical
thought of the present invention is not limited to the
above described embodiments. For example, the technical
20 conception of the present invention can be applied also to
other embodiments in which information embedding positions
are determined on the basis of two different properties
possessed by contents, such as a luminance variation and a
color variation in watermark information embedding in a
25 still picture, and to other contents represented by voices,
other than picture images.

The watermark information embedding execution

program (routine) in the above described embodiments can be



determined by said first neans: and third neans for chaagirtg pix&19 bt 2802
of said still picture franme to be processed in change positions andl or
change degrees determ ned by said second neans. 16. Apparatus for enbeddi ng
‘wat ermark i nformation by neking a changg in nmoving picture data fornmed of a
plurality of still pichn~s franmes, sard %pparatus conprising. first nmeans,

for deterninin t .| east one rule amgng a pluyrality of .rul r epar ed

bef or ehand, g@g dn 2 ﬁﬁﬁﬁéﬁﬁygsaﬁgﬁPgb §§ 509Fn§ seRiGen %Hggefted fioma
rel ation between |nag?€k$¢$éalned in a.stijll  picture fuyne to be rocessed
and anot her BFOY 7pife g A0 EF, a&eg Forage- qAtEernAtdyet¥ange

posi ti ons aweog,r%g ° piSOBE 183003 R 1 B3k Retuis game to be

processed, base rty “speci icture detected fromsaid

still |nagemkh% th|r %eprgﬁgﬁéggsagg 3 e gﬁgbdﬁﬁ%nQubqadgternlned by said

first neans; sel ecting at ast one change position

and changge QQthﬁl%@q%& Srldd uae 3hicha ;a@S aUplet ok .| east one rul e determ ned
by said $rst neans; and fourth means, for changing pi xel states of said

still pichae frame torgthezmdrél iZ0dhe 3BoReoGRETRI A ShibOAImeATst,i ONS
andl or change degrees determ ned by said third neans. .AL.A9 .A A

.A&hF.A9.A&&jﬁ{;ﬁ%ﬁ&&ﬁ.AMNA&xABnA&btﬁ&dA&Q.Amblé&eh&easby execution of
.A95. Ah. AL A9. AA A . A& A AU Ar' . A@F. A., . AY. A5, . A. E. AR AA AU?8

~YU<?2] . <?] mpyfsniacey Troaltdajes’ QMWWWUPO&WWEMCMMU] cal]
ca] caly] cal cal caU] cay cay caU] cay calﬂ calU] calUlca]cRaljc a]Jc a+
unit 2. However, a part of these software functions may
10 also be implemented by dedicated hardware.

Another mode for carrying out the present
invention includes a contents medium such as a CD, a DVD or
the like for recording watermark information embedded in
contents information such as still picture data, moving

15 picture data, or voice data in accordance with the water-
mark information embedding method specified in the above
described embodiments. The watermark information may
include contents management information such as contents
reproduction inhibition, permission of a once reproduction,

20 contents usage special contract, or identification of
contents’ possessors and their supply destinations.
Contents containing the embedded information specified by
the present invention may also be distributed from a
distribution source via a transmission medium.

25 As evident from the foregoing description, state
change positions and/or degrees of change are optimized in

the present invention on the basis of a plurality of

properties possessed by the contents. As a result,
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a first step of determining first change position candidates and/or first
change degree candidates based on a property specific to still picture, detected

from a still picture frame to be processed; ’

a second step of determining second change position candidates and/or
second change degree candidates based on a property specific to the moving
picture data and being detected from a relation between images contained in said
still picture frame to be processed and another still picture frame;

a third step of selecting change positions and/or change degrees to be
applied to said still picture frame from the determined first and second change
position candidates and/or first and second change degree candidates respectively
determined at said first and second steps; and

a fourth step of making a pixel change serving as watermark information
in said still picture frame to be processed in accordance with said change

positions and/or change degrees selected at said third step.

2. An information embedding method according to claim 1, wherein each of said
still picture frames is divided into a plurality of image blocks, and said first,

second, third and fourth steps are executed for each of the image blocks.

3. A method of embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said method comprising :

a first step of determining change positions and/or change degrees based

on a property specific to still picture, possessed by each of said still picture

frames;
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said still picture frame to be processed based on a property specific to still picture

detected from said still picture frame to be processed and the determined at least
one rule in said rule determining step; and
a third step of changing pixel states of said still picture frame to be

processed in said determined change positions and/or change degrees.

5. A method according to claim 4, comprising the steps of :
dividing each of said still picture frames into a plurality of image blocks;
selecting at least one of said plurality of rules for each image block; and
determining change positions and/or change degrees for said each image

block in accordance with said selected at least one rule.
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8. Moving picture data on a reproducible and readable medium containing
watermark information generated by the method defined in anyone of claims 1, 3,
4 and 6.

9. A computer program, on a computer readable medium, for embedding watermark
information by making a change in a part of moving picture data formed of a

plurality of still picture frames, said computer program comprising :
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a program section for changing pixel states of said still picture frame in

said determined change positions and/or change degrees.
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candidates and/or first second change degree candidates respectively determined by
said first program section and said second program section; and

a fourth program section for making a pixel change serving as watermark
information in said still picture frame to be processed in accordance with said

change positions and/or change degrees selected by said third program section

12. A computer program, on a computer readable medium, for embedding watermark
information by making a change in moving picture data formed of a plurality of still
pictures frames, said computer program comprising:

a first program section, for determining at least one rule among a plurality
of rules prepared beforehand, based on a property specific to moving picture
detected from a relation between images contained in a still picture frame to be
processed and anather still picture frame;

a second program section, for dete'rmining change positions and/or change
degrees candidates in said still picture frame to be processed, based on a property
specific to still picture detected from said still image frame to be processed and at
least one rule determined by said first program section: and

a third program section, for selecting at least one change position and
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13.  Apparatus for embedding watermark information by making a change in moving

picture data formed of a plurality of still picturc frames, said spparatus comprising:

first means for determining first change position candidates and/or first
change degree candidates based on a property specific to still picture, detected from
a still picture frame to be processed;

second mesns for determining second change position candidates and/or
second change degree candidates based on a property specific to the moving picture
data and being detected from a relation between images contained in said still
picture frame to be processed and another still picture frame;

third means for selecting change positions and/or change degrees to be
applied to said still picture frame from the first and second change position
candidates and/or first second change degree candidates respectively determined by
said first means and said second means; and

fourth means for making a pixel change serving as watermark information
in said still picture frame to be processed in accordance with said change posiﬁom
and/or change degrees selected by said third means

14.  Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said apparatus comprising:

first means for determining change positions and/or change degrees based

on a property specific to still picture, possessed by each of said still picture frames;
second means for modifying at least a part of the change positions and/or

change degrees determined by said first means, based on property specific to
moving picture and determined from a relation between said still picture frames;

and
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etween images contained in a still picture frame to be processed and another still
picture frame;
second means for determining change positions and/or change degrees in
said still picture frame to be processed based on a property specific to still picture
detected from said still picture frame to be processed and at least onc rule
determined by said first means; and
third means for changing pixel states of said still picture frame to be
processed in change positions and/or change degrees determined by said second

means.

16.  Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still pictures frames, said apparatus comprising:
first means, for determining at least one rule among a plurality of rules
prepared beforehand, based on a property specific to moving picture detected from
a relation between images contained in a still picture frame to be processed and
another still picture framing;
second means, for determining change positions and/or change degrees
candidates in said still picture frame to be processed, based on a property specific
to still picture detected from said still image frame to b.c pracessed and at least one
rule determined by said first means; and
third means, for selecting at least one change position and change degree
among said candidates using at least one rule determined by said first means; and

fourth means, for changing pixel states of said still picture frame to be
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processed in change positions
and/or change degrees d i
etermined by said i
third

means.



