KNOALEDGE MANAGEMENT SYSTEM This invention rel ates
generally to the field of know edge managenent, and
nore particularly enbodiments of the invention relate
to systens, methods, and conputer program products
for providing a conprehensive systemfor production
support informati on. BACKGROUND Busi nesses store
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Each time an incident is escalated to a higher support level it costs valuable time and
negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
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inefficient and far froma best practice. Enployees

usi ng these systens respond reactively to any

incidents and pull associates in a nunber of groups

away fromtheir normal roles, which translates into

i ncreased costs. Furthernore, when audit reviews take
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Embodiments of the present invention address the above needs and/or achieve other
advantages by providing a method, system, computer program product, or a combination of the
foregoing for creating a knowledge management system for production support that is

standardized and centralized across the channels and sub-channels in an organization.



communi cation device, a nenory device, a

conput er -readabl e nedi um and a processor. The

comuni cation device is configured to send and receive

information. The menory device is configured to store

i nformati on. The conput er-readabl e nedi um has

conputer-readable instructions enbodi ed therein. The

processor is operatively coupled to the user

interface, the conmunication device, the nenory
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display tracking information associated with the incident.
In another embodiment of the invention, the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display historical

information associated with the incident.



conput er -readabl e instructions stored in the

conputer-readable nediumto store and displ ay

recovery guidelines associated with the incident. In

anot her enbodi nent of the invention, the processor is

operable to execute conputer- readable instructions

stored in the conputer-readable nediumto store and

di splay a process map or flowchart. In another

enbodi nent of the invention, the processor is operable
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readabfe EREHO™ o755 it BRopIRuEs BRI RS O EBle AT gpaste to o
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dBnystitaspthee saietEnces f uihe tigvendioni the argcsps Y gperadle to execute
compu%eﬁfr&{dm?é'ig rl{():ﬁgl?sr doRd REREOE @r—r@lgdagféenﬁﬂiu]ﬂp k& provide various

anne usi ness regard[n resolutions o
displayis vathdiifferentrleved ofrigformatidnedetibnchatdd. to bm ingfdsthier
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information regarding performance of one or more channels of business regarding resolutions of
incidents relating to the channel.

In another embodiment of the invention, the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to receive and display information
regarding performance of one or more applications relating to the incident, or channel or sub-

channel of business associated with the incident.
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In further accord wth an enbodi nent of the invention

the processor is operable to execute

conmput er -readabl e i nstructions stored in the

conmput er -readabl e nediumto receive information

regardi ng performance of one or nore channels of

busi ness regardi ng resolutions of incidents relating

to the channel. The processor is also operable to

execut e conputer-readable instructions stored in the
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i nstitution. One enbodi nent of the invention Is a

dorpeiher erphagineniof tsdinzentiop thy PRYFEHIOE iRyeperablfnigg@ifeie computer-
A . T e r > i ; . .

readab AR R b e R S i 4 PRy, B8P aBfay information
associat@inpiti thie-incddaaatyhere phicoigeident dookiatpiio tipersomsnif adinguokial institution.

thereip.,The c ut er -.. readabl e program code rtions

i B S B SFicHoR: GBI PGy frapee fof & Fhowledze
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information relating to one or nore incidents from one

mediumgrhayimgecompyicitseasable MpERE; ¢pde T @zhodied; therein.  The computer-
p i vel d 0 dat i

g R L

througld ¢hei wse ,of anpsloder®r,ciofomaten: reégicgbd eng pogoreneiddas frofhene or more

st BBl B35 B SPLAROL5,E P05y R o e

interfadd) @ cUERunidation faie:, amhahidriidevive, '@l dlicchnipntetreddabletprofiam code.
i ncident, including the current status of t

: e .
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for dis?]{%ﬁ?‘%/ié E}&' HePinter®RE iSRRI R%elsMdUS St ASRP AR IR MW, iftluding the

ncident. One enbodinent of the inventionis a
currenicgiatps b thepinoigeatnresr oty guidebinesafok wiwdtmggesolutinnagfetie iecident, and
. system The conputer..program product conprises at
scoring VAN Sisogtaieg e Beidehbl & hedi um havi ng
o winBsdifmemdab ke prvegtichimisC @ demparet ippogratnrodiuctdor a knowledge

therein. The conputer- readab) e program code portions
managergeR Sy SEma nf e CEERLh PR SFAR PFQS’IHth‘g’HfH%GEFr% Sspphc computer-readble

medim{z%@in}%&ﬂn utdrFELHAOR §rDEralS Soddf piitHsOGRSRRA: therein. The computer-
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ovongf B8 ALK Fp SR S Q4L IR0 0oy SRR TonPone o mor
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incident, including the current status of the

for displagingeria theapngr senfacagnipansiion wiaieskioatdersivorn incident, including the
current Jl]&{léjgﬂhe incident, and scoring values associated with the incident.
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-5 In further accord with an enbodi nent of the

i nvention, the conputer program product conprises an

execut abl e portion configured for displaying, via the

user interface, tracking information associated with

the incident. In another enbodi nent of the invention,

t he conputer program product conprises an executable

portion configured for displaying, via the user

interface, historical information associated with the

'Iﬂ PR laccdrd WIB! arPEREA B ATITAHE MRRhLE, tltxé"@omﬁﬁf&rﬁrb%ﬁm product

the conputer program product conprises an executable )
compripesr an grecutabid gontien dopligeted pfblayvlilsgglymgi aia He wsgerinterface, tracking
. i.nterfac recover idelines associated with the
informaHion aﬁ%oﬁfa%dl ‘ﬁﬁéﬁ'&%‘%‘%&gn‘oodi nment of the invention, the

apmauther epbatimanm ¢t the ustendompihe sempater peygean tpadatuet comprises an

ortion confjgured for displaying, via the user . . .
exceutfit aprRBOSoREdoLE RIS TRt ey Btorigh fafprmation
associdBReE B Mci®it.t he invention, the conputer program

product conprises an executable portion configured for

di yptl anptheyembodimenfeof heinveniiony thy cempelghepragtam product comprises an

Lnformation of _Jnidiw ' - \M t EIRE
excoutgtit YRRl Wnflured 16 WPHOLE, Hap R6C ARG ki, Boovery, guidelines

associdtdtvertti thefinciddde conput er program product conprises an

xecut abl e rtion. configured,for facilitatin .
tArédl Flﬂggfﬁglénto?f &lﬁélw ArnUGHE COPPRIET RIRETam pgdduct comprises an

executSOPOHbLE @éﬂf%ﬂrelﬂ%ﬂ’\ﬁ@l%ﬁn%i B the Lisdr MRerfte\d BE&Ss map or flowchart.
0

managenent system and ot her individuals associated .
vintyht anether pbertiment al iheinyeniion, tsisemprignprogrant preduct comprises an

L

individugks mssotitied fwdthehe ineglent. ng nodul es to a user for

urposes of trginin .n_yet. anot her. enpodi nent of the
B g cord e B bt oo B BB e B o ogipt product
compri@¥E Gl RREQIEMN t potiort Odbnkigiee d férofadilitatthg]i ttgoughhrtisigise of the
the use of the processor, various displays wth
commugli¢atien deyice.cspapmunigatiph thepvRgR i dorscr f M9 knodyledesmangegpent system
and othe? fdilats dsGo ROt QAL g{%'maééd{.e”.t of the invention, the
conmput er program product conprises an executable _
dardnbther emhbdigientedf fherindingiohathe mgmputen prégsarg qweduct comprises an
interface, dashboard di splaying at a . [
exceutfl BB R TSR (R aneipisonts tp A% BhtegaE KaphihE FbLls 10 8 user
for purpoROGE MRAMgOf the invention, the conputer program
product conprises an . executabl e portion configuyred

tlaryetimnofea ghedimenizofthe iysaon, HicgomRuier PIogias Rpefomprises an
executhid %qufoﬂg:onﬁgured for providing, through the use of the processor, various displays

with different levels of information detail related to an incident.

In another embodiment of the invention, the computer program product comprises an
executable portion configured for displaying, via the user interface, a dashboard displaying at
least tracking and scoring for the incident.

In yet another embodiment of the invention, the computer program product comprises an

executable portion configured for displaying, via the user interface, information regarding



-6 performance of one or nore channel s of business
regardi ng resolutions of incidents relating to the
channel . In further accord with an enbodi nent of the
i nvention, the conputer program product conprises an
execut abl e portion configured for displaying, via the
user interface, information regarding performance of
one or nore applications relating to the incident, or
channel or sub- channel of business associated with
perforrﬁ:ﬂl%e P 6hd B8P ord Ehah9é BEHuEiH Mg Rbollfiéhs! JTMEAEE® relating to
he conputer program product conprises an executable
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rocess f
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rogardif APTIGAHBES PbPne BBt A7 Wgcat’mﬁ 5iging g ddspb o ghannel or sub-
channePBﬁﬁﬁﬁl%gyass&fh@ecPMﬂE%@nﬁ&éﬁE ing values associated with

t he channel's performance relative to the incident. )
Th@n@@ﬂp@ﬂ@dllpw@g?fa‘fhﬁ ipyeotiont the |cempeispragss papfluct comprises an

executaeo)fe ﬁaﬁl}tﬁ)?l ‘ﬁ%glfeid 01:35 GODS AT %Jgﬁrthg ! L&Fl c?fy‘ﬂh@ %roé’e's% r! BMormation

e Sscor ues anot
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. pro co ses an__execut abl rtion configure .
rlating {5 Gt QBIEY S OFRVERSNGEEP ErOE] AR SOMPID AT PGl Porion
conﬁglﬁ@& a6t %E@é?atﬂgt Rhrolifte thd Gisél Tt th?éﬁﬁb@t‘sﬁd?e oh®Grd@bie sdring values

related to operations of a financial institution. The

associafesawithethe chammel’ s pesformange Jelolivr iy ingident aJBe (samyputer program
producf1 n%& gﬁﬁl@% 2 el gﬁﬁﬁé ggﬁgn c.oﬁﬁéﬂgcp ?&%%ﬂ r%r&, \érgrf fh@ Urker interface,

e present 1 nvention o
the scociagialned i n yet other enbodinents, further details of

C n seen W ref ren e to the follow .
BB D RS A BEC sy 6 CHRBLSR BEREAY Bl ftomprises an
executabie/prfibn Ybitidarddfof kiisplalpmidy N%é‘ﬁ?éét fgerfdeySinflematiorog€ociated with
enbodi nents of the invention in Eeneral ter.ns,

the mc’fdéﬂfe‘ﬂéfﬁ% the\ipqidlen isyclatsd torppRsations oha fiaRrcETSHINRG
l'%"\fvﬁ S, m«:ﬁ[}nsara%dn&fvaﬁ\ﬁg S@al hhve HEAMBistRs]L ﬁia? be achieved

erein Figure 1 provides an overvi ew of
1ndependmﬁy aic varns bebodierentshd thenpeicoti geentinay erric m@m yet other

e ch [ s.wi.thin bu5|ne d
embod%ené%&%ral? ﬁ@ﬁp q@ ]pf tv&ﬁ]échl Cna\lllen A slegn wi efea%hec@gg gl?eo&ﬂéﬁﬂn\@ &elgcnptlon
anddn&mﬁgﬁnwdlagran1|Ilustratlng the interaction of the

systens in the know edge nanagenent system in

ACEAARNGE W AER SHRQE SRR A VIERs SYERE SRawikGs

Having thus described embodiments of the invention in general terms, reference will now
be made to the accompanying drawings, which are not necessarily drawn to scale, and wherein:

Figure 1 provides an overview of the interaction between the knowledge management
system and the channels within a business, in accordance with an embodiment of the invention;

Figure 2 provides a system diagram illustrating the interaction of the systems in the

knowledge management system, in accordance with an embodiment of the invention;



Figure 3 provides a hone page for the know edge

managenent systemillustrating an overview of the

incidents within production support, in accordance

with an enbodi ment of the invention; Figure 4a

provi des a process flow for the dashboard system of

t he know edge nmanagenent system in accordance with

an enbodi nent of the invention; Figure 4b provides a

dashboard for the know edge managenent system

'F!i%d%é%rﬁ%{dﬂgs & hoflRWHRE oS theTROW 1 &lize th@apdifd §04tem illustrating an

wi thin ‘production support, in accordance with an_
overvigwrbb theripgidentpwithineprpdreting SeporiFinygacardgnge, wigh ga gmbodiment of the

ot her dashboard for the know edge managenent system

IMlustrating a sub-channel sunmmary of the incidents
\Higuré rdap peciiddsi @nprecgspofidw fon the cdasbieorod systein ah the knowledge

enbodi nent, of the invention; .Figure 6. provides another
mansg AR SR IF Greordiaes R SRR T P b Ern

iFiguts Uhadrbiides anlaklivohdeft the kedbwiRigaBaageinchheystem illustrating a

i nci dent's within production support, in accordance .
channefypyrpmagy of dktriaeidpim vithm praductiay swrrognin aepgrdagee with an embodiment
oftheiH{}é?l‘{iioﬂ?S anot her dashboard for the know edge

managenent systemillustrating an incident sunmary of

Figpe 6 iptovidds moottiendashticai for freduoeiddgen menggsorent system illustrating a
accpordance wi.th an _..enbodi,ment of .the inventiaqn; .
sub-<hdigl AOgaEy 351 e SRR JHIOR ALt P CubPE ", dordance with an
embodiRéitbEfe vdidgenent systemillustrating the

searchi ng and display. functions for .i nci dent recover¥ ,

digle Sguavides anolhep éﬁ%‘b?@d ey bpdupyledse mapssgacpissyste fllustrating

: : i QN, i

o inJEROKCATER B AR FRMin BrodBon DHROK Mccbichicovith an
embodimperagbtinemvesyiet;em illustrati ng the searching and

..splay functions for.the resolved i,nCj t L] . .

e 2ottty (RO SBERE NP 1spf ARl 5l itusoaing
an incide@UuenndRy P evipdeisic angidan asishimppodudti@r fuppertf or adcbelance with an

know edge managenent system illustrating the
embodigpept ehthg g gAdOHi spl ay functions for the physical,

| ERQIrE &lprovAdd ali S EE InkBRRL fRRCBRWIedBBRSanagdient system illustratin

ac%gr dgﬁ%_e vviatplrﬁésgn e#qui_rrent of the@nven i on; yFi.gure . £
the seatchiyg end displan fprations Sorningidefit Sptaagryf procespes fion swpenitieg to specific
e nage S i1 r atul xampl e of a
incidefff SR REGR b YT B bl BN AR EIETR 2 g, i

Figae dapreides thkdowledyrbadi inrafacofort the knowdadize amgnag@nent system

illustrating the searching and display functions for the resolved incident tickets, in accordance

inventi

with an embodiment of the invention;

Figure 10 provides a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and transactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system
illustrating an example of a physical, logical, or transactional process map, in accordance with an

embodiment of the invention;



Figure 12 provides a flow chart display for the

know edge managenent system illustrating an exanple

of a flow chart froma customer perspective, in

accordance with an enbodi ment of the invention;

Figure 13a provides a process flow for the operational

reliability index system of the know edge managenent

system in accordance with an enbodi nent of the

i nvention; Figure 13b provides a operational

Idiire i 'p?%lddédﬁxﬂ&ﬁ NEhaRa@RphQ! foir NBe KBWIQIBGEemanagement system

managenment systemil | ust ratl ng the reliability scaores
illustrafing aB XAMBleapine|flow phagec BgmoafEEouEt ReraPFCtiveriB cRCRRIFRNCS with an

Fi gure 14a provi des an operati onal

embOd#E%tggtﬁFﬁdfﬂP%dex scoring interface for the know edge

rﬁizguig d e providest 2 procéss Ultw &tri thg dphlatloml irelpbility yndsgoayetem of the

[, | i .
knowIGiRF AR EHERG T sroa Rt e s SRS AR aben o
tlihglré nmnpmmes H @pér@hél;ﬂab r@lliabvlitgl eindé hoprr pdgdeofir| the knowledge
|ab|I|tY1§| ndex scorin npl ate for .the knpow edg

manageraerd garteht lusptiagthq reé@w?at P9EESt 9 cadiothanpelntiy ’1“%"8@31?‘& with an
embod tSf’"ﬁn‘é‘QRzreh&&] in accordance with an enbodi nent of
e I nvention; Figure 14c provi des anot her operati onal
rFegurabMt ptoylden deopsratieniah geltabﬂw atdex senringhsterfrevofol étctglelowledge

manag SRR SSER AGH ST B 815, S8 SRR G ion,

categofyR@ithif ¥ @Rdnnel) in docidbicelich g fﬁﬁb(ﬂﬁﬁerﬁﬁﬁﬂi&&ﬁveﬁﬁ&[ ati onal
rellabllltylndex scaoring tenplate for the iM gls_IO
gt d R REOVIPS PR APPIafigRAl rr%ltaibﬂﬁy X seginedy of dheflgjowledge

managélﬁ&t%%t%gqlhﬁl%t @h@&%ﬁﬁg%\ﬁﬁcs W o %ﬁtegmd i BRbrd@hce with an

e i hvention gure 148 provi des anot her operati onal
embodmmab‘ihlemvynimdex scoring tenplate for the know edge

I I [ f
ge{%nt O%Yd%'s: earﬁlﬂ hglé gst [ g%)]réag greilgﬁh@ggr{dey gs(g:gﬁ%l]% H%rﬁgl}a%r for the

knowldd@e mmw@ﬂidnos}(steﬁl lusteatihl tipy @etide mearics dort taotcateotiay incaweordance
for the kng%edge .managenent system illustrating the

with anserbaodineny of Hig 1IBT8HP%y i nterface for the hierarchy and
ey 2 PﬁJvﬁfe@dalﬁ)ﬁleP NSeratibfdll f&ﬂaﬁiﬁtﬁ RIck n&:ﬁh? Q@mglate for the
an enb men

managerren syst em I n accor dance wi th
knowladge mappgestent systenrillysirasing dhepicoring awtries forigiodaiegorespyaccordance

r the knowl edge managenent system
with al{%q%ogl?r 1#%? e 13\?6‘13'&1{)19

a request formfor reporting the

i Higuirel emesmomdeh eans;mt emerannnzﬂcmhaldht)c indek t dtodng template for the

enbodi ment of the, f nvention
knowledge management system illustrafing the $coring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 15 provides a contacts interface for the knowledge management system
illustrating the searching and display interface for the hierarchy and contacts related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system illustrating a request form for reporting the incidents in the system, in accordance with an

embodiment of the invention;



-9 Figure 17 provides an incident report for the
know edge managenent systemillustrating a report
summary of a particular incident, in accordance with
an enbodi ment of the invention; Figure 18 provides a
process flow for the know edge managenent system
illustrating the incident notification process flow,
in accordance with an enbodi nent of the invention;

Fi gure 19 provides an incident hone page for the

k@t @ d gheovida a8 @AR Nt SOpBHEDY thelknbelddaé maBiadehrnt $ystenDillustrating
open incidents, in accordance with _an enbaodi nent of

a report FRINARYEY BIDBTICUIRT Hgidento i 3spordrere vifhean emaiodiment REthg érmentwn
STRLIS FROARR PSS! 59 e LIS KR TR B Tihain i

incidenMnbhﬁcatlanl pragedsdlomt, in accketance with aicoobaiamens oxﬁ/ﬂtehn‘aﬂntlon;

odi pent of t i nvention re 2 rovi des
TR oI5 Bl e o isIERE. bAyBR: oz it T ke PRe<, Flppgement system
illustrati@f tHeNRt ofdpeiiRetiatsMRANRERIRRE withsHhembollinumt b8the it@ention;
anot her part of the_ infornmation |located within an

ifigyra et Provideatpart af g8 dariden ceomnmcation drissiarsmier thef knowledge
manag&lggnt d§§' Nieht ilﬁgﬁatﬁlgg_tbgrgof?ﬁleoﬁl@&hgﬁ& %'b%{ehe\htlﬁﬁrin &Eld@ﬁ'letlcket in

nt conmuni n intertface ror the know edge
accordmawgérm)rﬂmlm}isnmﬂhbmnam,ng anot her part of the

:f] %%%g%qé’ggﬂﬂ?%cat ﬁjeé'n%%ﬂ Eeﬁl[e glfi%[cl delntwtel %:a(ltg(%]ﬂ ugerface for the

knowleie phMpelRct apatmeillufpakihg OhothBeparh of deninfaranTiomi Ilcﬁbatetlcmlthm an
interface for the know edge nmnagenent system
incident tickels ip #6993¢ANSR B RSP eB‘é’Pf““&?Pt plBe YE#H®at i on | ocat ed

"1"1 LA roxh@é‘s' Gdthert g&k &f: tHeNidRIAr @&Bﬁﬁn%ﬁ& Hherface for the
dlne t of the Invention;, Figure 24 provid

knowl@igotrtmragm sy$tem hidustrating einoﬂleropm of &t m&wniam)@ ¢cated within an

e i
| Figiree28 Iirdnfiﬁ@t anotnerapmo refatieeinsideht @omemnhizdiiore nﬁtexﬁce for the

e invention re 25 proyi des anot her, par.t
KnowlGdie BRI HFE I OO PO P B OF (R EToRGNR do %f@&e “within an

1nc1derﬁ@1@ﬁtgelﬂ%.@$or§éi§5 W"ﬂh'alnleﬁ%ﬂﬂénﬂgf @ealgtopart of the
information |located within an incident ticket, in

digwe deth qeoxidash apgthernbardi ofetie mcldeme cPmuBINicABen imtegaace for the
C: .
knowt SR T SREACMRRGEb S0l HUEof PR E80Ren oacd vitin an
incideritioke Sit af:ci:cﬂdance mmcam@nﬂ:admnv\bfme aventiddi ment of t he

i nventjon; ure OVId cade ho
i epr?‘ﬁil tﬁ%ﬁm %ﬁ?f%%ﬁ?ﬁﬂf tfertace for the
knowlédgle Liﬁéﬂa@éméiﬁ s%‘t@mclﬁ[lﬁtfaftlhg %Fnbﬂ&@r 9&1@! oM BSmAYieh lédated within an

he user, in accordance with an enbodi nent of the
1n01dent mbﬁ{ m@ﬁeordance with an embodiment of the invention;
Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;
Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an

embodiment of the invention;

-10-



-10 Figure 28 provides an expanded acadeny hone page
interface for the know edge managenent system
illustrating the certification and nodul es avail abl e
to the user, in accordance wth an enbodi nment of the
i nvention. Figure 29 provides an acadeny nodul e
interface for the know edge nmanagenent system
illustrating the nodul e display for a user, in
accordance with an enbodi nent of the invention; and

M SHE © 83 BrdWdRY | HESxRnBEP GBSRmiy B Pagd NEteARRARIVthe knowledge
system of the knowl'edge managénent system in

managepenssuisters dlusratngihe evrbBentiornnd grodulsa availgllate the user, in accordance
OF EMBODI MENTS OF THE | NVENTI ON
wnhm@%éé%EﬁgﬁgfégﬁhFﬁeggresent invention wll now be
dégure 20 @rbvides en faddeynyhmodilo aftd:rﬁice Wartthe kmceﬂedgrmma’gement system
t.he acco raw ngs, but not
tlustrai o OO S5pIag HEY £ Moot ae6f s i A nbingfi o5 @ vention
and Invention may be enbodied in many different forns and
shoul d not be construed as limted to the enbodi nents
Jagure 8P provides eiprocepsaliae for thacademye pistsin AEhe knqiylgdee managoment
systemp[no %TC%QYl{h Lenftdlifinddh BF hQWeﬁtliﬂ I'l satisfy
ca requirenents e nunbers refer to
Ilke el ements throughout. Although the enbodi nents of
the invention described herein are generally

i DRSAR O DR o pABTbIiaPR OF AL PTEK TS

thbddieits bDihe Peosentrinadntion @Illl] ﬁbwbiesiem&ﬁé moﬁ)df fuliy hereinafter with
financial institutions that take the _pl ace ¢ th
tefererio 8 g GRETRHIREL HEFHESD A RIS 68 tohall, ghbpdiists of the

inventi®h e&@ %hMCQﬁ&%é fh% lﬁtf&ﬂi%n%z?;ﬁ bi RefoliRd gh rinﬁ@ &l@ﬂeﬁﬂt forms and
perforned by a O h enbodi nents of

shouldi notefe| mnsnmgd |a$1vlermt%1 de hféip @n@qdﬁagrﬁésseb prﬁh dléer@fl, trpfler, these
embodbmen%sn gr' %{0 {e%%ﬁ&ﬁahf ﬂ}lﬁétsggﬁﬁ?ﬁ"h\i, F@\?V%Ipll eﬂ)?e lggeﬁ ?cgféﬁlénggts Like
numbetdﬂ ecfpr esdike clemumstthongimy. bAlthodphdited embodammﬂs hefdther invention

o) BB e Y S e A PEOBEEY REOAEL e st i i

will a ﬁt@' s Yihef FRMAHINRALS 0P fihd MEcRi@S @y invBNE Ndth@NbiBREsses or
ke the formof an entirely hardware enbodi nent, an

ﬁnanm@hmrsm@tl«ynsébﬁttt@l@r@e Pl 98 PRERKK 1) celuneiongvith fhaepk to perform one
or mof %ﬂ%néroﬁ&fsr%sv\@f gtep{”dgg ﬁg&? Areirf b blin fggﬂer%ﬁnmgdd REM  Other

g software an rdware aspec
embodgemw af the leentwhenay thvibbyehathei busasssas ‘ogissteerh the financial industry
tFurtherm)re enbodi ments of the present invention may
altogeffigh e the form of a conputer program -11

As will be appreciated by one of skill in the art in view of this disclosure, the present

invention may be embodied as a method or an apparatus (system, computer program product,
device, etc.), or a combination of the foregoing. Accordingly, embodiments of the present
invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.), or an embodiment
combining software and hardware aspects that may generally be referred to herein as a "system."

Furthermore, embodiments of the present invention may take the form of a computer program

-11 -



product conprising a conputer-usable storage nedi um
havi ng conput er-usabl e program code/ conputer-readabl e
i nstructions enbodied in the nedium Any suitable
comput er - usabl e or conput er-readabl e medi um may be
utilized. The conputer-usable or conputer-readable
medi um may be, for exanple but not limted to, an
el ectronic, magnetic, optical, electronagnetic,
infrared, or sem conductor system apparatus, or

product €6nffRisinkD b EcorRfdrisanl € Xﬁ&’ﬁ%@ Smédiurf ORaverd %ﬁigbﬁéﬁ’-ubdb&l Jprogram
of the conputer-readable nedi umwould include the

code/compitonteadebleainstaictiony ¢nehadieddn thecnedivmhavi ng one or nore
. i st | . .
N e
comput-aesie e romputcRAMIabla madaanl-roay e, nfortexymplead)t, ncddimited to, an

erasabl e, progranmmabl e read-only nenor PROM or Fl ash
cectropion B eHc RO A T ARy S BT PFEE RGP, oBpesatus, or
deviceOMKE shRNTH XaRpREYA fdH-cHansiRG MR o€ theSdoRIpAGL réhE¥BIE tredium would
Conput er program code/ conput er-readabl e i nstructions

includg Bye felewipenen eattrie cppractipr having pee opmELaWires: @y @ritnede storage

mediur[{as)(lclp s g}t&b%] cofip @b cﬁme‘?t‘é,t a QA GHICY rarifold Riced Iﬁém?ry (RAM), a
unscrip progra ng | anguage such as Java, Per

read-oifgahematyk(RAMY, or etabebld prograntiosidy ecad-drthe noomput(EPROM or Flash

B T AT M A —

storagdMdvideen i n conventional procedural programm ng
| anguages, such as the "C' praogramm n%@ | anguage or
SFompuier pﬁ@&f@tﬂéﬁéﬁ%ﬁﬂ%@@%@g@ IngtepsHensHRNnEAEYEIE Qub aperations of the

o Y _ . | ¢ .
L
languapgetshadss davaaFedy Smalitalls yStews  the dikput Bewgnengiha momputer program

roduct s evice et.c.). Lt will be. under,stood .that
codero BRI InoFiops St Fiptts Pl enSior DL Ui G ploihay atso be
writterP i ¢ nebndgiaR Procedehl GRddhmalingd Nmg0dgeb] aakisad thet €' programming
flowchart illustrations and/or block diagranms, can be
languagept %Wﬁﬁ‘t@ﬂgwnéwg‘&g%r ogram instructions. These
DR RENtR 'b? HeAPRed B IR IORS deBiibel Beliwo it §ebefelcdto flowchart
processor of a general purpose conputer, special
illustrapionp ged/or driguit diagraps ob tnimshodsr oy appaths dsy$tems, computer program
rQcessi appanatus.t c L E Gl L0e,
pocu B BRRERLIE, RV B0 1 54 PR, o o
block diagafs s combidaoostibldoks ithe dloleharpiigt-ativem bhFordsldek diagrams,
processi ng apparatus, create nechanjsns for . .
can be ¥Rl IRTIRS Pty COHRHIPTLPTOBTBH S HEEIOIS n d EFFS) GOEPRUFFT thesram. instructions
may b% gﬂywmrtto AP Asob 08 ‘éeﬁérﬁ%@ﬁ&s}é;c%ﬁ{lf)u%, PEQ&KSurpdR&®puter, or

nput er programinstructions nay afso be stored in a
other proggammenbler detel prvicessingnanppratushigt predyredi parteular waehpng spch that the

mstmcgé%sg:\?l%rﬁh :%%9(%1 & gg:?ﬂei%rﬂg%sgoﬁgéﬁ g%?é@%g&?ﬁ:?ﬁ%ﬁ érotgg)ammable data
proceskiAg tapparhiug NSedt aisebarigng fre iapimutinting tiea fabliensimetyospycified in the
ﬂowch%lr't%ldlglcoﬁ bl%gk diagram block or blocks.

These computer program instructions may also be stored in a computer-readable memory
that can direct a computer or other programmable data processing apparatus to function in a

particular manner, such that the instructions stored in the computer-readable memory preduce an

-12 -



-12 article of manufacture including instructions,

whi ch inplenent the function/act specified in the

fl omchart and/or bl ock diagram bl ock or bl ocks. The
conmput er programinstructions may al so be | oaded onto
a conputer or other progranmabl e data processing
apparatus to cause a series of operational steps to be
performed on the conputer or other progranmabl e
apparatus to produce a conputer inplenmented process

article §Pﬁ1@nﬁfgéﬁ:etlﬁﬁuﬂ1ﬁ§ et PRSWMIth GRpRIRHUNLE f@tibRY8ct specified in the
nput er or ot her progrannable apparatus provide

ﬂOWCthlt élpiiiOIThi*PCki mgr@n@mqk@g blogks.f uncti ons/ acts specified in

e ng[tva«féﬁgg;r% Rl A Kna gf e @91194.(19& oS PbAififiRer or other

IV I'enment ed st eps
progralaﬂfable rdaja lhecesmﬂghpmatuzwtd d:ausqsersaue:srof @petationsah Steps to be performed
enente steps or_acts i rder, to carry out
on the GRBBIPBIe AR RETHARPTOS AR 1 SPpHet P @lentspprocess
such tHeDaM¢ GEEBCHTRE AAEHRE Rkectits b Mhd compPutdt 60 bHRN GRoghhMaBle apparatus
enbodi nrent of the invention. The knomAedg@ managemnent

provide wteperfon implementjng din dmeHipriact spesificdnia féﬁmhaéfd gld/or block
at
dlagrarB %ﬁoocgsérablg%(ﬁk %lke e§s g(%dfﬁlﬁ%ﬂ a}%ﬂﬁgﬁ xﬁ[?ﬁ}l%ﬁﬁ%gﬁessor acts may be
combirel avithadperatdrior hhuwaan irhplememtedstendradis e ntder tolverry loananednsbodiment
fth include, for exanple, an e-comerce channel 2, a
of the Ig¥enfiofy’ cent er t echnol ogy ("BCT") channel 3, an
Fphpeet etustlch ehe MBGRIdIRe (Adddocmban BRkerd!, |, ainnBédodi@ee with an
home equity, and insurance technology (" NHEIT
embodgpra AE thegnventien, dhe kpoviedse mRvARSEICNGSYSiEIyb i pystiem configured to
manag%a g:gtg\?ﬁ‘:ﬁ%&ﬁﬂ a;iiléle r(#l ePE&%t)a ol el otfthe @Bann¥R der S aBaliR'and the sub-

tio r, 1n other enbodi ments
channetsf withen ithose rchamels. t He thk riﬂust@ehgeemm;hglem ripe sﬂ}mnelm I.nclude for

an prOV|de th sa or Si gu for . L
exampfiCpin " S BEE nEE br ARARRE | i/ Egublag) ¢ BT FpRlthel 3, an
automd@étﬁieﬂ@sﬁachﬁheQMM?clmhﬁMI 4lesmértapeSh@nR eqagr and ih@lﬁl'ance technology
y |ILustrat|ng t he |nteract|on f the st ens I{b¢¢F3
(“MHEIR o\ghaprsd S i sersises dyaned i denosiapiaebosnics ( gharnel 7, as
well a@ TR ABRbnAf cHafiR1d BY eHB{VQﬂ:r ﬁisotlief leBbdigled dMthEl 19%11%011 the
2, a user conputer system 110 is operatively couple

knowladiga nzanagsvmt ksl | dap previdntiel setgeor rimdayenpprrt e rditerent LOBs,

nore. hank d s 130, and one or nore
depm%%ngﬁorglg eltggcr:m anlyg eoﬁ@?ﬁ?ﬁg this way, a user 104 of

thgurtl §irovd el I$y8tens iagam ]J(}Iﬁllamtmga:lm meeractibe of tlmmystems in the
information fromthe know ed nagement ser 120, A
Knowlqda RTEAEBES SYSHE0!. A HCRHERCSHRHK 28GR HedEpent dhgfivention. As

1Hustra@eﬁQn FihRe B e:I WRF Korkfide B¥tehie] 1@ i9 bﬁ&@l’we@i Echphal Waraiﬁletwork 102, to

) such as the Int ernet, a de area network
a lmov(ima)maxmgem@mselwe &2( empusx knc(re)xm)k d@abagesy1 1k ped ong premore bank

compuﬁeé Eysﬁ%ré@ r1 O i gﬁg ng‘tulsefqnl()grfofncﬁé W?é'rl%%’mpg{é? g?s%ﬂfqub can receive

electronic information from the knowledge management server 120, bank databases 130, and the

bank computer systems 140. The network 102 may be a global area network (GAN), such as the
Internet, a wide area network (WAN), a local area network (LAN), or any other type of network
or combination of networks. The network 104 may provide for wireline, wireless, or a

combination of wireline and wireless communication between devices in the network.
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conbi nation of wireline and wrel ess conmuni cati on

bet ween devices in the network. -13 As illustrated in

Figure 2, the user conputer system 110 generally

conprises a comuni cation device 111, a processing

device 112, and a nenory device 113. As used herein,

the term "processing device" generally includes

circuitry used for inplenmenting the comrunication

and/or logic functions of a particular system For

R6AMRIsBated iR’ PEARS 2N Ghdl QNEC BompRYr istéti dEI A phegalty@lcomprises a

si gnal processor devi ce, a m cr opr ocessor, devi ce, and
commungqan@ru@evaqeaﬂ 13 ga p@cesgmg,dpgqce ¢ bhad aapagnory device 113. 'As used herein,

Qi n

the telql!l rg%csél e o%‘%ﬂ: Sy glﬁéude? guﬂ.ﬁ&f olrl egg?(%r tl.mpl<-3rnent1ng the
commzﬁimatwm hncﬁmrdogﬂc duadtiops mﬁ:zep&rtlugalf m@m df'ts mmplh,ea prpstsenmg device

ted bet ween t hese roces
may ingofl AT ¢ HHEP SR uet 4 R A GO IeUE dfrarious analog-o-
digital BSRER&S] A gt?ﬁiﬁ‘(y hgBogl®nverah, ugle otHeH BigipoA Rathitsyantl@r combinations of
operate one or nore software %;ans based 9n

the foregsingy tGamntrebandainnal prrsessing fangiins @ltfas Bitem FRpterairgipefygeen these
processili%ﬁ&’?c cdrdlf tﬁeﬂj ?e\éfé&ﬁvé Lababilt tﬁ@s p’[‘ﬂlﬂ?ﬁ%@ésﬂﬁg qg\){éeﬁﬁay include

e use conput r system 110 is operatfvely
functionalitp Itcedparaie pheor morerseftivest prograuile\bas;ad onmn‘@n@rfmable instructions

tereof BRL O BB Ry BT Lhhmuni cat o wi th the

KIhe W R e Gt BRI AGE TR B tHeals¥edondpiter shagk 11dast@msﬁslybaﬁp1ed to the
and t he bank cggguter systens 140 over the network
commupgeatiomglowe: 11 e thecamp deiseo Sdelircrrogesting divgieg 1l uses the

commibRIR6H FEFA1 f@g)eénml‘ﬁﬁLc\/a% mtﬁﬁh@kﬂ@&le@{é@nﬁ@ag@ﬁﬁ%nt servzer 120, bank

communi cating wth er devi ces on e network
databases d 34, diné phapankreawpytek eysierns d40 aviee tophotwerk 4A3/ oAs such, the

comm3BSHE! bk 15PIRETE A RGOS, BRES, 3 i

commuy@tifn vhllD othee | degizes @anthiet sstwoskadahl and asdisplay,i mosse, keyboard,
114 stqored in the nenory device, 113, which |nclg§§ tR
microphefi APEIT 1SBSRKAE £ GPSHPYRIEATER s WHR A1 OTaMOlRe ST} S further

111ustrage%151n qflglﬂ% henns L8g: Fﬁ@p List&h 1190 ihdMdes %h@%r—l‘éﬁﬁaﬁlé @structions

systen1110 communi cate with one or nore
114 stomdwrthcjmmcesdmpet 118, whichindkudedle coppattererpadsblsvipsiuctians 114 of a

web b%yﬁzgw?w of BHER & 1m131'z?r a)&)ﬂ;l'%%ﬁeﬁﬁtt %ﬁ'cﬁy(é(ﬁl%%sgg 9&mputer system 110 to

enen appllca now e
commuiid&ORITE Bhe Semuerotid @evitéweorkihe wkisdgle 10R niil;mewem browser 115 allows

e SEE s25 e BTE, BOSME B F D e

managbiéR RRRr aRD! | Tﬁé ikQhwRASe nPdnfdsent bl@%)ll@iﬁl@ﬁ n@bsi @itherd information
anong other th %u# resol ving production incident

represepting ﬂ@ri@ow&faige of iy assapiates asrat allyh herdhanegis i pie application and
stores tlgé %{I\(ﬁméa(t)%n fi o4 agﬁeﬁetﬁ%lttgp ggﬁg%%ﬁ%?bl%gg&%g ﬂtiﬁgeln? Blg)glems that occur

within She W@@odsmhahﬂ&ks | Ozatki e, etoadrt olftas ibasls smpllyatsedise the knowledge
managlgg{arglr%)a L lg%r ?{56 bs Ce?rs g0 at(s) slo%trc%I for 1R qgca(lugn %rfeﬁf Blsiness related
information references, as is discussed in greater detail below.

As illustrated in Figure 2, the knowledge management server 120 generally comprises a

communication device 121, a processing device 122, and a memory device 123. The processing
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As illustrated in Figure 2, the know edge managenent
server 120 generally conprises a comrunication device
121, a processing device 122, and a nenory device 123.
The processing -14 device 122 is operatively coupl ed
to the comruni cation device 121 and the nenory device
123. The processing device 122 uses the conmmuni cati on
device 121 to conmunicate with the user conputer
system 110, the bank databases 130, and the bank
device qthﬂp%fatﬁéﬁ?tcﬁﬁﬁe(ﬂ-ﬂﬁh@M&hmhﬁl@aﬁdﬂﬁie%é K21@rd thendmksit device 123.
he communi cati'on device 121 generall conpri ses
The prﬂmi@ng devdpsy &322 ugss the cepramupisgticiedgvife k%rﬁmmm&@%mw& ith fhe user

t
compfl ILGHNISHR PRy ARSIk UBUTUGRIE s 10 v

network d02.e Askidch, |thac¢mademmm1mp ueeice ﬂéhgab‘«hél}’l qogiprigestd wpdenl, A4rver, or

other EYH i sPEPE AR N ST SR erio 1o opnE. VHEH B gstrated n

Figure PR fia0Ri0 bdg@NRkdagahbm bbb 1 2Aifdiaieg Romaiet-eeadable instructions 124
i[lustrates the know edge  rmanagenent server, 120 as

stored gnicgyapapderice il 43, wijeh fngrderthe RemeterspdablroingiiAng §24 of the
knowie?i%g ﬁﬁn%neﬁtgg licaHGt &8,  CRFRbubh  Bi §§f6m2| HustHP Ctﬁ@ I'lEn%Wledgra

ectlng, storlng, distributing t
managémém rsanxer 620 4sornct dysteban Ovik adga’can‘atmgécrehat ﬂ@y@@agrhemnemgnultlple

systemge%ié@daltig%%% o %oglg%o%gl? ﬁétgli%%%n.g%lﬁ? Ing, ngo %@n& a&létggutmg the

1nﬁmmgﬁﬂiﬁ@ﬂé&ﬁawﬁﬂ§3ﬂ@ﬂﬁ£QQMﬁgﬁﬁ©MlCe 132 is operatlvely
coupled to the _comunication device 131 and the

datpbases 138 germrllypraspuss iarfpmyBication Ysvige dd1pprocessing
device §98THAQ! acrﬁéﬂlSi? d%@i\ék q§3 1@‘1‘1&3 &R)cgﬁlﬂg\éﬁé‘:‘vﬁ@tl% W &fedtivelyUD8pled to the

conput er sys nmanagement seérver
commuii@fiomridvith é3bantﬂ( tl@ompmper deyest Bivs Tho progessinghdevice 132 uses the

h h
conmERE 0213, S S UL S8 08 SR e kv

managéa¥itGedven 1000knd the FRlGonaiuter Gysteriid 140 dver tidaeive@k 10 Akesuch, the
network_ 102. As further |IIustrate$ in Figure 2 g ) f
commugkGHion dexisas b4! SBerEibh ARSI LTEl e SUNE I OF pYBYT Sfiice(s) for

comm%ccahhg' %ﬂho&ﬁerlc’fb@lc%g, Sh et h&wbhe 167 Mk urtibe Vileserated 3n Figure 2, the

i ncl udes the conputer-readabl e instructions 134
bank defabarat 43 rortaigecommpterteadadn progras instvetienst B 4steed gethe memory

dev1cei31§$| ‘!V ug)cnl? g‘%[?e n?(ﬁlgpulﬂa‘%ga&agle g&[’%ﬂgnsapﬁl gft&lie{sstoraﬁ% applications

of At i on row1 uter s
135. THO datandorkgowppidgonzalisgatantd se rcuiﬁnrelé&fdl stower 1nfdmlat10n from the

. kpow edge nmanagepent lication 125. For e
variouy BBl BIaIoH SR 1. B e p s Je e g Sospo i or T kipwledge
managélﬁélﬁt ?ﬂhéaﬁoﬁ pes. pﬁ*&)é?ﬁﬁfﬂ%; inloRe WS HURRAS B baHR AftabdsbOM®, store the

operational reliability 1ndexes, contacts reports,

data rcplateql derthe pbheoksc knowiedzebesess meps ol opembienal aslighility indexes,

contac% ﬁss o %(d,lggn e{égﬁ?rﬂxg {*(Sn S%%Hﬁ%@ligh \ghagdragﬁlge% k! the knowledge

manageﬂnbnx?byﬂahds wthh:é ardalh Hlsdwsmasb‘&iﬂ]lﬁﬁ)vasAhhmgh)FsgLEﬂQ ililgstrates the
bank cia.tzﬂalasrgrsJ 01r3baargt onteosyrs]t%}ne 1tt Esa'ltmptoptglrltetocr?o ¢ tiat Wicte Con elc}nep(lr multiple
databases, each with similar components that handle capturing, storing, and/or distributing the

information for the knowledge management system 1.

-15-



dat abases, each with sim|ar conponents that handle
capturing, storing, and/or distributing the
i nformati on for the know edge managenent system 1. -15
The bank conputer systens 140 generally conprise a
conmuni cati on device 141, a processing device 142,
and a nenory device 143. The processing device 142 is
operatively coupled to the comruni cation device 141
and the nenory device 143. The processing device 142
U$He Shahk & oRHITRH Ry aahi QB0 dRubERy Léhptig 6 UdHsinGation Welide 141, a
the user conputéer system 110 the know ed
processing dejasre 2, siad viemempry, devigs 143 Bhm l@rqstaﬁtsaﬁa‘g‘%@eﬂé@ is\wppratively
coupleq th%ectow L*E]lc]aggn dicSWNand tthg(:fn %18954?”T9ﬁgfo%§ssmg device
gene y conprises a no server, or other
142 uschethe cmﬁm)lmfcatron dmwﬂum tatamyumicats with ey ussevoopseraysteme 10, the

etwork 102, and di spl ay, , nbuse, boar.d
knowl gt Patesent st 420tk BlAB S, YRR kit netyrk 103, A such,
the coﬁhmﬂl%ﬁﬁ‘orﬂﬁ@sﬁ@e 19¢ gegallyucdhipises ial md8éiakceebr] Br bikgtidevice(s) for
1, the bank conputer systens 140 contajn

Comm@éﬂ@ﬁus a¥ith othensexicss OFr ﬁlm nqtwerky 462, FKk a1digplay, omapse; freyboard,
Y. € I t

i OB YU B L 06 e B s 104 4

illustragegdpini E@tifeo h,sth]:4l£andemmp&nmn ksystom i kit ¢omtein m&pawer@dﬁde program

s P BT BE PR b RO 0 (Rl e
1nstruc’961%Vl4j1 RE saURROplicatiohs Q#ﬁel’l“hléaﬁhksapﬁli@ﬁsns A3 laﬁaumd in part, to
Figure 2 illustrates the bank_ conputer sysbens 140 U@
capturqy e nepessey informpation [ dhe kprwiedes Bipeagemant fRpdFdiogal{dprlong with

e [ t S
L T S g R
system‘s 340 thene systom| ¥ dgienpueiarige metstthal sare pantbe ey muli@ple systems, each
Lllustrates th owl.edge . mana ()
witn S SRk el IR RCOE TSR0 BAO PSRRI or e
knowldd3€ niany dmuyaahLmer 104 is brought to mhen si gni ng
on, eit automatically or manually, . to the

kFHg}wp édlélgst}rﬁéqffatgg kapwl eg%fr@mgfme%%pﬂyﬁ nela:ﬁ%e page 50. This is the
page tﬂgﬁriﬁ%‘ﬁ%ﬂﬂao@ﬂﬁhf SEtht VR aﬁﬁ&el (ﬂQS B gﬁﬁbswﬁe‘ﬁrsxéﬁk% on, either

vari ous applications wthi n the know ge managenent
automaigstie narl maihallyk niowihed dwowiedag mwgem@me sysége 50 The knowledge

managﬁlﬁglgtalgﬁﬁlg%tabs hfﬁ‘%rﬁ pelgE :5(*&'a }ﬁg bt%ﬁ% Sfo A f %Jtﬂ ﬁ%lcattx%ng within the
know| &bz Magdﬁieﬁ Oatent he The kﬁdﬁ\alted@mhnageinemmma page 6l esntains tabs for

") 600, the contacts 700, the r 5
the playbeiadf. the GhmIrecE GH; e Bpsads fhei e 45@0% dighhOfas00. e
operah%ﬁﬁdf‘éﬁﬁblﬂgp iRRet “ORgr) 6 B O&Jn@ﬂ&e’m(}mﬂﬁ@%ﬁm 750, the incident
appl i cation 125 |s used by all of the $ roducti on

commm;qml@nt intesfane , (“HS W00, wd othige peademiy| agetigingh  The knowledge
managsm 0} %J{pll%a[ﬂnw?:]l%% detl.lgeﬂylahocff’ tht ﬁ)%&%gt\?v&gg%ggrét qlp'%%sf la& vl as other
emplowplwlﬁatawms in aﬂdbrstbanemaer trofiblesheotk modfederey peidactiech incidents,

nnplernent nré\(w)vdplrjrggluctmn applications, and store all of the knowledge related to production

support.
In one embodiment of the invention, the knowledge management system 1 can be used to

track incidents that occur within the bank. Incidents are events that occur within the bank
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support. I n one enbodi nent of the invention, the

know edge managenent system 1 can be used to track
incidents that occur within the bank. Incidents are
events that occur within the bank -16 systens and
applications that are outside the normal operating
procedures. The incidents can lead to failed custoner
interactions ("FCls") if the customer is affected by
the incident at the tinme of the incident or at a

systemk ahéh %@@aﬂ&ns' Hat! 8 Rutslddthé 8B#nPal GBradh$ BrdcBdiffed. OThe incidents can
degraded custoner interactions DCl eople hour s

lead tof iaslcd cuspner)integagtionsge REE hifrihe systppen is (affAMEd) vithe W&@ﬁt at the
tme of ({8 i haf ARELEAOR FRRC RIS Y50\ 10 LB customer
interacfibnst (TEKH”)U@EdspIe sofimrlostnCPHENY, mﬂmgbﬁtesiniﬂoites thopt ML) for each

. .. anglysis of the bank co 0 and ban

inciderfyp 3P Y g TEESSeTTS A ST RB APy Ry T GO P BTSSR pplcation

125 tréaﬁ§ 51!1 of @8k inlcfridffot BRideRCHSIMEsHoNRIztandt DaREis @ dhe bank computer
| oyees reviewed the incidents on an as denmanded

Sﬁwnbé@?yﬂﬂﬁmk@hdﬁﬁﬁW§14§ysten1|nfornatlon related to the
ﬂ%&lgﬁrﬂi g)ﬂgn ‘r’}ﬁé“l&é d gvo‘ﬁgpt)@&ﬁ LMLt \f\ﬁ‘er ﬁlgﬂ#ﬁts were stored and
establ'l she harntained rh & centralized location.

employEee refiewed, the widbatst on aveaedensaridedvbasish Enrtleampbrey egtem information

woul d .ge to t he next ncident in th u or when .
rlated {3t RS B BFOTT PN GO EE "R SRPCIBeq Bf ieidined in o
centrallZ88 1&8A6n. Mefomcméﬁ@%éﬁ@ vl widhGpiiats Ro6ldgRsto the next

owners to contact to resolve the incidents. This

incidenten meiqusties oraehanganasemerturhad BR resaRibion 0 agurtiquag dncident, and

employ%%g %vc'o il ¥101{ EnJ&?‘%rEW FQEsd BRAGE So Yontale1o i‘e@&]{vg qRd %nc‘ri’&ﬂts This
ngage the appropriate resources to reso

method of idekihg m&uedmltmosytak&smmgﬂnl than abdessary ov revagwy tlIEClrspactS of the

hat occurre for t sanme reason ver
incidenl 545 BRSO AN EPIe FROTTHOUTSADS HemsOetenbrdya pafgm would
allow ﬂar MﬁﬁFﬁ FORSh& eehrrddToPBE bamdfehasonk deer apda@keraizaineduci ng
In general, the nunber and durat]

) on of . .
|E1@lPQﬂéfﬁ?f§S eb thedadirdse aranagemspt sysiem eV G Aseiengs ity with the
1
goal oﬁ%dééﬁ‘lg'the ?@@ dfng%ﬁé gﬁcl‘lhﬁg)e%( Mﬁ%ﬁ%@r%ﬁﬁﬁ%nﬁ directly
to the mmnbeai ofFETs. whks subh, mmhodnmentmfub@knctvﬂedg%gmagveentm 1 focus on
cust,oner The cid a
et ST T i B0 D P SRS o LR e
custom®ys. | evel s of priority or other categories. In one
enbodi nent, the ingidents are. orgapi zed into hree
SWhporietdgni oA ke g "difenb e Slsoth arer fhardsa orgenize the
mmderﬁg’ |%uff:‘\avéls SfShidH H%theﬁ@a‘f@édrfei’ oﬁeoﬁel)am'bﬁdih&'ﬁﬂttﬁe h&dents are
I mpact sign flcant events that cause ful
orgamz;hdsmtqothurmwsew&ntsfelpmlszes theringidenis @scur gn @aﬁsb@m@mﬁwem 140.

Severi Soéﬁgllf nF?Fnt-PI]-QI% elgllx Yrﬁ)ﬁa%t & %mh@éﬂt q:%}{tss eSS Al dlgrﬁﬁtmn of service

or outages to customers and/or associates. These types of incidents represent the highest rating.

Typically there are no workarounds in severity one (1) incidents, and they are addressed
immediately to prevent further disruption of service or outages to customers and/or associates.
Severity two (2) incidents are medium impact events that cause partial disruption of service or

outages to customer and/or associates. Typically a workaround or process change is available
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Typically there are no workarounds in severity one (1)
i ncidents, and they are addressed immediately to
prevent further disruption of service or outages to
customers and/ or associates. Severity two (2)
incidents are nediuminpact events that cause partia
di sruption of service or outages to custoner and/or
associ ates. Typically a workaround or process change
is available -17 for these events, which nay be
for theSt éVehBEARRY hdiEbdatilizel ByRhE BN tof ‘Hﬁ@ Furfliep QisRIptOR oPkervice or

service or outages for "the tinme being until a
outagep B ertéme being uitél 4 prsmanash ﬁéds msé%?m@(g Seneily thrgy (3) incidents are

low lrllpﬁ& t Elgﬁ évu‘;ilnf!sﬁreah %\%ntm%{: 0 C U ?&ﬁ Q(g g%(ij()lﬁéﬁ'g %&/ or associates.

These 89806l avtts are fileddy thcybaafk cmfaneasemt@dd:aelsf ix sondogmbdalaments of the
bank, on an as eded b | n sone enbodj nent f the
inventiph Rh PRI AP (UL FPS (D dRvidepy g HaC%ﬁaE’ygéﬁnE‘?@Fﬁe’&ﬁP@agmm

systemd@l, € tracked by the know edge managenent system 1.
Figure 4a illustrates a dashboard (Er ocess f| ow 1500

degtre By iltusatki o dp o prasaspeiham i S0 ysed dpn the kupwlpdgemanagement

L N T

500. Al @ldlletr%ﬂ)iby lbek kHoAMtied gmwﬁad@gmmmampdtppbaatwmm%z&cewes by

TR AT AR A A ——

varioud Baay %Bﬁ&kiﬁtef @?steﬂvi@ r1i40 Ugndb agdkcisedTbanr fap%MSdtﬁﬁB 1440fré dthe bank
associ at ed bank applications 145 fromthe

computes ysirres 140y a3 tgdncidgpts eesus nEhergadiety @Putl!susES%tE‘i‘JPY Block 1504 in Flgure
o v TR ShongBEnbl YRR P ok iy i, g,
start-dath,e:ndﬂiatedématsom)se\smajt lesel, diasmplilptpa@cd (1.est-apmmgred, BCT 3, ATM

o oo SRS HEBLLD SR D lor SRR RAES . e

custonieﬁﬁﬂé‘rh&ﬁm( étc eandcﬁfdrbs'lthe bl@ﬁl@nﬂ'ge bt dAtaasesSIBRI fbr analysis by the user
ness, custoner interac | on, etc

104. élﬁdﬂ‘éslt@?eé§ﬂm%’kd]ai0§ E]J"ﬁ Wlﬁ‘é{legg?] RiapageaIsak arpligatipns ]&5 communicates
with ﬂq%glgééyc%&rﬁe{%ﬁ %‘?ﬂé"ﬁ%rfor di9fayifs e cia%hsltefa?édqg tl@’m@i'd&ﬁl‘ on an overall,

edge managenent application
channet, cruinehigmt, eod individualiecident deveb thoonglr the ysg @ﬁf@e mshbp@nds 500. As
ﬂlustragg;lzl?yaﬁlw an(ﬁ~I ﬁlﬁdﬁée? Eu?kgehsne etﬂebabvqgéa?lﬁ/?t ? Sqﬂllﬁndpphcatlon, to

access tIRCk@NEdgde eNalagddn® ugplicatien UBRinodrdérte revsk hﬁalaﬁkﬂyfe(lﬂe incidents
As illustrated by block 1508, the usger ,104

occurrig gt fishak SR OveiRd) shanselyathagngh pReieiduel bioidsgCigud though

the dashP&risydl edge managenment application 125 in order to
review and anal yze the incidents occurring at the

mehn@dena mfoweatiah izatheled and ispleyas botitin Keawle anagement system 1
is disp %d bl n\ge}lﬁg)lg 5 fias%'bg%r?%allfs\ér% edt F%‘eéﬂ%s d%d qﬁﬁégﬁt&% ‘ésO(ﬁHstrated in
Figure lspmedl@dg&dgaﬁagmht amiitaimnhomeqaagﬁ: Spbayealds data welatle@wstrackmg

dashb | ustrat F 3, d
the nuqa%gr)&f%g(;zg%§ that %g crr.u;a{enetpy (I)prgen 11'1 uer x?asrlous cﬁaarx]melzlleve S. lgorgeach channel

the knowledge management application home page 50 displays a current incident status section

60 and a daily performance section 70. The current incident status section 60 displays gauges 62

illustrating, in some embodiments, the number of open severity level one (1) ticket incidents 64
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Figure 3, the know edge nanagenent application hone
page 50 provides data related to tracking the nunber
of incidents that are currently open in the various
channel |evels. For each channel the know edge
managenent applicati on hone page 50 displays a current
i nci dent status section 60 and a daily performnce
section 70. The current incident status section 60

di spl ays gauges 62 illustrating, in sone enbodi nents,

and thd ﬁlﬁnﬂyﬂ P ?Jveﬁtfy 1@‘&@ Bwé gz')ec{c'k&yinlzlﬁ&ﬁé 6@N k) entioRllsBént, the gauges 62
I nci dents the nunber of severity | evel

display(#eading metﬂw |gm@nob@hlpy, oted ffor iBperating Bi geerel stmth%leg@ldglé@l of the
2. di,s a reading in the green, yellow, or red for
HmukéﬁVl%ﬁhg?ﬁ%é the general status level for all of the
i asedldod of the lewehedyh arenegemoht applicatl@d 125, ctdn ecléat cblvd datigp button

52 an PSR e e OB i BB ISE0 b To BE s srn s e
user lmeiﬂ@i'gﬂt%s ﬁﬁoﬁ&h@h& RE JfEnoWlQWe Fihinhften b fiplidatffl 128N as
user 104 navi gates through the rest of the
Rﬁh@wn@ﬂlgégmﬂ%émﬁm apgligation eme Rrageo™) is wHeol kprowipetiganagement to
L,
see the%gl%rﬂ %@ﬁ{a@ﬁr&é %%s?e?ng %&?ﬁg%@%}?s@%& ﬁfé %F E:lﬁtg ?1211‘3{11 to severity one
(0 an&yséremcb@) faited icdstoipemincidengs ot thewlahn¢llevetlat a r el at ed

spyer | 4 LS s&l%qna?(ﬂ A% %ﬂ%qyleﬁg%evggnggﬁﬂjgmdgﬁwanon 125, in

some dﬁﬂfoﬁﬁﬁé’i@sﬂ CRusE el HRMoBd nhbéhsr ikfiawite dY ehdihaagedsmAtd thusfar in a
appllcatlon 125, in _sone enbodi ments |IIustrates t.he

day for @pbphm%eﬂn%cmﬁrﬁ%pﬁmtéown@ dax Hdaily petfprgoc section 70 also

gives a d# {aﬁ vérﬂe@ oai%as)éa]% n‘é@?@%& 164, '\/ﬁﬁﬁlmfofcﬁje number of

usand per formance sectio
incidersts that ami nnema]a(uy &teegraen)mrehaxlaewabxmnaab@mlﬂm 2d). pﬂ"bw igaligeg 62 and

e user vi sual di.s h
seles AR £V HTOvRPS SR Y SCratre (TR § Pifisyel gpemumber of
ongoin@AREIAEMAY afd Fhet REpdnes bf theNrodadtdaSsuppgora ihmss CHI tB&re 14 a partlcular
are used b%évgﬂloyees especjally executives,

channed shogving g hig of eidenigeiseiot0d @hgsiliywindatoRddt t@ﬂ%lrfgta analysis
tools td @gubrle%ﬁ@& 5§ r%k \tv H&téagﬁngc‘ﬂﬁg Rfidentcans. If there
IS a partlcu ar ann show ng a high | evel of

i/ obalelfd s1avigaise to a@ﬂnmh taghis inl thel buwwledgomansagementrapplication 125

by selef;@t a agﬁ%ﬁf) ?aS %b S{\ﬁgﬂus{ % fgﬁp Aéibﬁgég(raéﬂrfg% m%oard 500 tab

presentd avdagldoast 500 tﬁﬁiﬂhké e albnieqxags 50,ndigpheys Kinoadigdgeformance sectlon 70
managenent applicatjon 125 by eIectLﬂp t he das?ﬁgg

and inglges; B (olak Pber<ely PRt 24 he Satle Aoilugifating If fip mumber of

mmder?ﬁ%%ﬁﬁmsﬁﬂoﬁﬁ’ﬁ }%vﬁév%f‘ttﬁe ﬁasﬂﬁ&ﬂ@ cly %s@ Qfudiaak a dhak®] status

page 50, displays the daily performance
sections¥Bt Tl chianncheteius seetionl2e? priveidesn wewrn thsaimpeet of e ineidenss across

nd . the.sc 4 i | ' ' . .
each chal.glnéeal Jag numbgr v oC?lhilé . ’glj}e %&%{1 !)(?"t nIIgFS'g V%S:I(g v%% gerp’g}é?%(g{anﬁgl information by
selectifns blmaelchabfdQinkl @dcdd inuké ﬂait}elserﬂ)rmhm&med:hcmt'ﬂl UBor example Figure

section 502. The channel status sectjo r
4b illuglrales GF chids reipietto BF ooy arps! bortye shatief Yata Secfon 502
illustrates the response and restoral chart 510, the FCI intensity chart 512, the root cause chart
514, and the FCI ratio chart 516 for the e-commerce channel 2. The response and restoral chart

510 indicates the average time it is taking production support to resolve any severity level one
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each channel in a nunber of charts. The user 104 nmay
view t he separate channel information by selecting a
channel nane link or icon in the daily performnce

section 70. For exanple, Figure 4b illustrates the
charts related to the e-comerce channel 2. The
channel status section 502 illustrates the response

and restoral chart 510, the FCl intensity chart 512,

the root cause chart 514, and the FCl ratio chart 516

£0&ith N8 o BT RE QSN ARkt Rilar BRE TRSPONBRn&RFchart 512 illustrat
G)Ors élgrae chg??E'Slo |ndﬁ%%%e§nthg aver age PI%&zlt |slus e
the nultMrl qunpdcmm that mresurptpi@reﬂ within éls@pmeeramp@ew dmetgver a period of

or.severit 8 I (:
severalfv%ereE% d%gsr ot E?Hr% : l?ﬂe root qqlise 51 #t \ég’i &{é@ﬁl&ﬁé&ﬁtﬁ@ﬁ%ﬁ@ %c?t causes
of the iindidtatsr &t S$erc61|i’tegm Uﬂ’ﬂaﬁowfchaﬂgﬁsﬂ suvhsast m@todsueﬂlc&l nzd)etase change a
. fixed thn t propg LL sponse tine over %gperl H

business iy ual GRAKD) chrags, 4 BA ) S RNt gt O grpiscellancous

change? Jﬁnfhﬁ thePEEr faﬁ@ chart 516 BilsBhied Q’letﬂé?cehﬁgé of RUSLfor e@h channel in
cidents as a percentage of ‘various changes, such

relaﬁora‘@ the pthochhemebyvitldn dhpshankhange, a busi ness as usual
ha r
BV PR AL e B AR U et o

cach chhafet, byl Gelebtings (d(ﬂjbESclichﬂlgpear diakt argéconf fdFCh schfunrelse dic the  daily

channel relation to the_q r channel s Wt hi
performBaig ScckoBelr PRI FIAHS 3 QIRFTES i BN ld Ei Bty the sub-
chmeﬁsﬁqﬁé alcBfmddehaRes bf LichSdihe banRa)askiah 526afofcom 522, and small

channel, by sel ecting (doubl e-clicking) a I'ink_or icon

busineds§24 aulr-pannels. sThwnt:wénta avel djsplgyed ferogeihtub-charndl ghthe ghannel view
secuon %3 ?eﬁ{@h She %:df?géjsu k t%éﬁé{e?%ﬁaﬁﬁ%ﬁme%aﬁ&? level in the daily

In e e-comerce
perforrﬁahaa sa&ltioR ;70 SﬂEigua:s4H. HEheondnddEIﬂ! sinamlahc@oﬁ%h ofl dtesosmbsd@nnels are

. and smal | |ness 524 The Lngj dent
displal 0 B St SR TOSaEAP ST TR TG SnBHmale- s satus
sectlonsﬂi‘ﬂtdlﬁl‘aﬁ% sanfe dHARY abdrfSaE oAt RSred digﬂay&ﬁﬁﬁ‘ the channel section
di spl ayed for the channel l|level in the dai

S02 of FigFoARHLES SBETS SBﬂWﬂEP ‘aﬁalqifg’m of th incifeais fpiqagl b-channel when
the user &'m]?eﬁé hé erso 12; aﬁl\:‘ b &g 'i‘rpﬁlle%hﬁfn%l view 503.
di spl'a su anne

N t status section 504, as
iIf b u:sd:rr]é)ﬂethnltsntol-'exgmurm dparlibdarsinbidettavitieh asy af the ‘sub-channels, the

o 374 s PR 85 5T B UREET R s 550

illustrafldaH FeyuAd6, B3vfor teh@nplb adel Btitd QWubllthblhﬁ@lﬁ:hd ﬁlymc}ﬂhnél f@me or icon
i nci dents for each sub-channel when %@ ser

i the doghleqsrcoSQHUBE B Sy heMARe o AROHTRenbyis s redager that
is resp81tf@519 &br e %Weégﬂ reécrlut?onuéiefncﬁgﬂts‘@@@ i QUAXATRE Rb-channel, or

cul ar 1 nci hin any o e sub-channel s,
apphcanhe levulszarthelwd rTlht- MOlaonmdqnh llstrﬁéodhas arbmald@g BOG seefianH0 and

custorqeﬁ po[g%gr 3 %g%yﬂ(ef %/%Hgﬂt $ mg'fs s%gt%nl .‘%4!051 stsﬁ?ig incl dehtwfcﬁcléﬂgﬁgner 541,

the stagﬁo;';]ﬂgl %e,::jaa;seﬁpmlﬁ;l) 543hef &wgmeiaamn dle stamalamr 544cale endndithes4s, the
ashboard 500 i ustrated in Figure 5. T i

duratiop G IRBRYETYY §47 e Hhahag arpRsied S4 an Q?p%ﬁﬁ Dei gst. PHL 553,

and AME%s@\f H@incfdéﬁto It d @RLVard AFIVAGRL Sseb PORtRKadhireWadll unresolved

channel, sub-channel, or
incident in the system and check the status of each incident. As illustrated in Figure 6, a user
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application | evel at the bank. The MOD incident |ist
530 has an incident status section 540 and a custoner
| ogin volume 532. The incident status section 540
lists the incident ticket nunber 541, the status 542,
the description 543 of the incident, the start date
544, the end date 545, the duration 546, the severity
547, the channel inpacted 548, and the FCI 550, DCi
551, PHL 553, and AM. 554 for each incident. This
104 cafl 3fhb@e itbidntsBmbMB, W& adddayl @s Q¥R Rk Bigan@@ e number of incidents
unresol ved incident in the system and check the
viewedgt gpgimepngecMietnci dent. As illustrated in Figure 6, a
g Hst(n%gr 1308‘15 {1?\9 5%? shgl%d uﬂ 'Figﬁ?@ngsallg% MS@ toNRE the number
as c ange t er o I ncrdents
of custamemeuhcahamggednmtooﬂne trhleteﬂa:gennelrm euteclwinoets randagphications at the

IGM/53 illustrated.in r. I.lows the user to
bank. EpESeamite. M sorh ot B mar duatch it Bes & SabTiffs b pamber of
custorn%ﬁI @E@Ha@h@%&' ifito thél BneMabERng, suBHa@iePbi ﬁﬁtel-wﬁﬁnérbe channel 2.
the bank or exanple, the custonmer |ogin view 532

The chayt praytidestacgenpil megwreén@t opthsvivanbst phesiiingsde logged into a channel,
sub- ch&ﬂl%f Qﬁﬁaﬁﬁlu‘#ﬁg? RaVie chiP99edm P%@Caggiﬁs%k'a%ugﬁﬂf( id%ﬂ:lents that have

he e- commer ce annel . The char
occurrqnlrm\thai@hameg @nblchdrmnb as apivean. o rtiamw qasgsiihe nahber of incidents is

el
TR R TR T —
login vidw BB kY provitRt afidi& todiCiatelgol t(}ntrzidk%dﬁhﬁbléﬁioot any incidents
sub-channel, or application. In many cases the nunber
that ocejr of Higibg@t s is  proportional to the nunber of
quétdﬁgmfomldoﬂjonﬁso Attws tH@hsérSfl Oﬁ Qb v SpEdIBesCABEE ealh @ndmdual

custoner |ogin view 532 sinply provides another tool
1n01dent,rashk}xuqmat¢g in bighredt leam$elt Iubhesiesd thearydanh tkee pemgber 541 in the
at th nk Th S 5
voD B3 08 v el ePOs S8 e Uy AP e B P suummary

of impdxdhit Wifekaaltion corahieedin, thaﬁlcidlehu&ﬂ(e@md:hlmd@ugwdan Hetail' below. The
user 104 y select the |n? e

i.dent ficket r .
detzl fopgt SRS ROF BSAHON (83 SIS (0TI e il e rf@ﬁ%ﬁl iitormation

section2f; thERS: Qﬁﬁlﬁbfmaftﬁ)ﬂ%ﬁétloﬁwocﬁﬂttﬁé E‘lﬁmﬁa@l'iﬁﬁiﬁhé’tlonoécectlon 580. The
|nportanP information contained in the’inci dent

general indfaenationdseationi 362 distcihs slsscriptionestart idatgenslydateduration, root cause
OWneEr,. %%ﬁeﬁt i&Rp Bﬁmg% ggo%geéé%gcﬁ eﬁﬁﬁﬁe?”?evie%&br na??:gﬁgolutmn meet the

ormati on sec causa
servicesieeéli apfechiodt, thdﬁ&:latm)pkaybodtf andrtel time aﬂad:ﬂiite rof Sﬁé)lasaupﬂatt‘, The

t he summar ti ct.i n 580. gen
casual {rlpBRINGE S ot BRS BRSI P Calh Boxisge WBR G @i the failure
and wl‘ijéitl%uese Bed EHer AMpabNof 1HROLIIGRBUSEhe RYMAGH mfdrrﬁﬁhgﬁf Réction 570
ti cket nunber, problemticket nunmber, severit

inchudeshibe rimpadted P]@ﬁﬂﬂﬂﬁleé‘fg tthre impasted; teehiea) @Pﬁecar@rf@éﬁénﬂle ipacted sub-
t
channeE gjégtﬂgé.jg#;ﬁ%%mqucau o1 4 I'fﬁe FCfr?SOaﬂﬁ: Igé‘f & lgg'lf I{T—Iﬁé{_ﬁ%ﬁ bind the AML

casua ’ormat 1 on’section
553. Tikauenidne iffambatioe seciour580dncludista ﬂmanzlry@dlﬂmeﬁstbhé, the cause, and

e b A LB O AT 5 PSR o
report 560 are dependent on how difficult it is to resolve the incident, how far along the incident
stands within the production support process, and how much detail has been added to the
incident ticket, as is discussed in further detail with the ICI section 800.
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i ncl udes the inpacted channel 548, the inpacted
techni cal executive 572, the inpacted sub- channe

573, the geographic |ocation 574, the FCI 550, the DC
551, the PHL 552, and the AML 553. The sunmary

i nformati on section 580 includes a summary of the
restoral, the cause, and the resolution of the
incident, as it currently stands. The nunber of fields
conpleted in the detail report 560 are dependent on

W diill dcport 1560 tallbws hQusEL S ¥Perddfind Rd HEIK the iaMdr@ progress of
along the incident stands within the production

partwulm ppatentsmf deersss to HatiusesW04ruB 1 cxranining opee insident tickets @r cupleted
it b6 o4 FEE gl 39005 s A ot o

himsel Bodised, bowthers mmvfed]sﬁth 4 paréixd an ineidentd If tha ckme hesunllar problem has
e ar.ti.cul ar i nterest
occurrsdyy fipaeSh Teohtionyt i ineiisty opeRtP FENG I PEFERGEGInt The

detail 1%[)01@ epphad Bt mbzﬁ@ﬂtqgﬁ&ts phGhRS $ deil&bAtlidDSf thetpfocdss, people, and
stmlar or the sane issue may reduce the work | oad on

fixes inyiohysd| wilheacheif fthe prodstivariacidanis| Farbermore: & sy 1 ¢4ceanalso utilize
i |- .
the defaﬁcljeﬁoq{lgm |t$ (Letﬂﬁtljé i ta?{\o gl}L i 1dem aRl %lgfeprﬂﬁle the &Hiftgs@éb in the

ast I nci dent may
procesSdiT reﬁ)ltnhg t}mneadmt becansalhn tdetalTln@orIdmomsts thebts&per@ﬁ@o aotk on the
ent e rov ide.a detailed outline of the
mmde’ﬁ?f%’ééﬁ s ﬁ%ep g mcéfi?ﬂt FARS YRV ved with each of the

pmqﬂ@bob@m 100b d@ntugtratEded Mgﬁm eThegalmbk 106 dgtauselgBes a user
utiliZze the detail Eort 60 to identify the status

access it IngidoRTesQTEREvARA 1t horinpidentyecayesnt suidesg 59 el Wémformaﬁon on
how aR 1‘?&&&& gg% b%q‘éé:glyédn&d] @1@ S AR fop %@P&%@luﬁgﬁ oftehidcidents.

ts the erson to wor
playbobh&ieaiehtseciamd 17t as |IH[S‘IId¢d ne thhlmellmemt104|$kets theschannel and

applic%{log d; Bl;)rg)?}ﬁp %%Xe%ggﬁ@ég%ggﬁ éecI ?fgflglsgl‘ug et 5§t %tel naéx'x:rlelg'u{he user 104

may sdaftl f@ﬁﬂk ih@EaY edcwv@igdiie 150Qsing e Iblﬁy‘hodﬁ @éar&lemﬂ@t ¥70. In some
gui des 150 include_ 1 nformation on hOM/Pn i nci dent, ca W
embodieerie 4t playbogkseptsh sseteqys [Tk op sprrifis @agsn displgringsall of the

1n01d61%:}@cdv§§ dgfﬁ&ésSlSOAf ﬁ%{ﬂ?%ﬁﬁ@iﬁoﬁeﬁfbcéhaﬁﬁé?t bOfhatdd deRcted by the user

I'n whic user 104 selects the channe
104. and appllcatlon for which he/she needs the incident

AT RN RS gk 10l & AR o d i RER AR mIPbr causes of
an inc1ﬂ{:rﬂ)ég@ @I&lr@&ﬁé ﬁxia)b&ﬁﬁtTh'H‘Mndla&t rédovegnamides 50 dichrie tisfotrhaion about

pl aybook search secti n 170 may .be a specific page e
how a@wgﬁeay?@gbeaqeﬁolmd #ehe sises bFR RO S \tgR, Baexgmplary incident
recovebpémag 15PR 1llﬁ§1takéarln P@Q{Qe ghamehaid@ r&baay %Iuld%@SQ Ha®eh overview

he user i nci dent recovery guide 150 is_a

yt
sectiors 1 Elpthay lists dhe mm@g&nm@nt i1 8 rhe pyssije pm@esr bt thapessible effected

LT U500 B0 5 R E REORI T D i
notes FfdicCihe aﬁtldﬁﬂﬂehﬁlef)egoid\t erb0andht hgnptapcidekens? distst the error that
producrécel Stl(l)flz %Jntc{dgrrl]t such asxt%r el arl}{e 1? %1'1 %gﬁrtxe banking monitor was showing a login
failure, or the incident itself. The possible causes 153 of the symptom/incident 152 indicate the
common causes that have produced the error in the past or that could produce the error. The

possible affected channels 154 indicate to the user 104 the different channels, or sub-channels
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recovery guide 150 is illustrated in Figure 8. The

i nci dent recovery gui de 150 has an overview section
151 that lists the synptomincident 152, the possible
causes 153, the possible effected channels 154, the
remedi ati on | eader 155, the initial triage paging
groups 156, and any associated notes for the incident
recovery guide 150. The synptonfincident 152 lists the
error that produced the incident, such as for

that th@’&%’iiplnﬁ» dffecBn TAB IrbRdiRANKIcAGr BB QL (NAMGIIQME NBe frastructure
| ogi n gallure or the incident itself. The possi bl e

domairg gehsealisn GIDGT). 1 Hee MHhpioividen sqirsrievel socoupgbiifi ever e production
D Y r {0

spor SRR G315 108G ALAE b OB i, LGB s

serviceak$toat adl oHaws eétdalﬂsﬁétl fonticansd maiyslst ﬁl“eheumeal tm@@ pdging groups 156

.. different hannels r. subsch
s lisgp} 4F Sps SR G0 SR80 PEMBUIRY FDIP< BSGH Eaher e in order to
resolvd {h@ iMEERrAN A 1bRs isBEtoASEIEUS taliotincld@RPERingEMe patsos twho drafted the
("IDG"). The MOD provides senior |evel accountability
incider yeooveryguisiedd0 @plash to L gporamBaRts Poteeiat @stugirre t he
I
T I e L
This sectios Estanklof tiesprockesteps k62efbr eachagvedqmagacngerg igoidpd 5@ 58he process

s 153 e RS LB AR e PR 5 e g roces

and prb¥ife crB4- HﬁEHd refRrdiRt£® KRG dren ahﬂﬁiataSwﬂlnﬁQhe Redvledt management
iving the person who drafted the_ incident recover

y
applicaiign db?>1 50 he Lptkacediaptesi $¢4 4afy tRkeniberitssr oP4 dpedhes tabs’ within the
C nt e ' HOQtept SR tH@Sr
i SATHLAES, oeul e ST TiRISNC gy s BB 1, 8 Sconer
process ec iseonl OB sanscladki owfa fihle tpreo e sesstlems a8 tfeopses e Haken to the

corcsf BRI ERISRRAE DRl RARERR, DR B hve o

probleinngititl ey o tBE O¢EY 3hdatiaytieced 36 distws ¢swith drchppropriaté@ontact. The user

cross-1linked refe other areas and data within
104 myelech i SaBEctiRAg igﬁf&e%kfmh&%?ﬂ% Fong3% sy Fapkets 700 ta

which %ﬁln@?tv&% 11;6cﬂe G ofn:‘i‘éi@ cbRGAURE that Aatt RrRbulR stdp@PBurthermore, the
hin the kno managenent appli cation 125.
1n01deﬂfhecrcefﬁn’r$ndﬁdl.ﬁﬂ ﬁgmggiam spieeifis tiegidentt tickdiein the spewlpdgebase 200 tab,
e 0]
SRS TR P A7 B o B iR 150,
user 104 aegSHewnle invidehe txal&pshﬁi&ﬂ inethe inmndenAde:dslotrerg rmidey] 50t imeorder to

. .user 104 na have a bl.em wi.th ane of the ste and

identifj g RO BN S roleg PR e ARG oAt HY EBHE AcY-
TRendSEiboditRéht "RY pESbeAL 16N Brclaed iredent feb@%rﬁ@dldbﬁ 150 for every
taken to the proper contact list in the contacts 700

productigh incidgint it ensvrredwithiptibe besinee Hgp ﬂquav@utsdh@ta@@s not already
have anBmga‘ﬂtreéot}@lé/ Véﬂ(ﬁé '11'5:(}J éﬁg E:é%teﬁsigﬁ&f Lohféﬁ ) ﬁmld(ﬂli'tecreates an incident
I NCI I's”l'I nke

ent rec to SpeCI
recovernguide G0 ei‘ndcziddhtstolt]ﬁe plhbé)obkaOedgebase 200 t ab,

. SCUSS | at e t hav reso ved using that. ..
e RRIEc T P s seavEied To edBo PisyES wiRedthet( pijgation 125.
As disPBYedbEWw, WARNENG itEted s dnl 1ﬁi’i@érﬁ tHat AkRM 1o Be ExX@nihdicth€ &L 800 tab can

recovery guide 150 in order to
be used to fill ouf an incident ticket. After the incident is resolved, the completed ticket is stored

_23-



identify how previous incidents were resolved using
the incident recovery guide 150. In one enbodi nent,

t he pl aybook 100 includes incident recovery guides 150
for every production incident that occurred within
the business. If an incident occurs that does not

al ready have an incident recovery guide 150, the team
assigned to fix the incident creates an incident
recovery guide 150 and add it to the playbooks 100.

in the KARMALIYBL PR rOR, hsotilRs IRE XAk hRBle3 WHIE resolving incidents
nomAedge managenent appllcatlon 125, As discussed

may sehigh tive knawdadgotmse 20fkfos ressluginny gfsiraidasingideats. needs to be

th 8 I t
L T
200 talg; Wﬁﬂihﬁhﬂddds itleksetrch Secion2¢0l and 3 résnlts svetitm2(. eldgfﬁolawledgebase
o ST 1S58 TS5 L 0% TR0 ) SR o o

apphcaftlgﬁ 21 £ SRIkkH hitser 2fi 6 Sdnﬂ" | daftf rah 2 e NtTHe o ?plﬂ:kiﬁ@n 914 search finds and
l ustrates one exenp ary odi rent of the interface

dlsplays dmyttiﬂi;feﬂs nelalcd dg @bﬁ@@ﬁcmh‘f@éﬂ@n uspd ihprodustipesippere  The results
. LC
sectlon%g’b}sgs Oegi&bfncf?l@ntzfg)gn h e%h%.l’%lﬁeﬁlg ]I_%t% tﬁ@ﬁ&l&epﬂu:%lg& 22%,%&&1@&&: 224,

ase searc ser
end da&@aﬁ Qbsua Iﬂysomﬁ)tlbmm&malsb abthe indiddoe 230, la;td resglwbomi2 321 2,

n .21 |cket nunber .216 dat o
(F o S ion e et e Pt i AR g gl incidents
may seﬁf&i fo‘ &i‘a?édsméﬁérﬁ% & il RsSRESIsftd heaplalcd Gadiddts hesad theusers 104
production support. The results section 220 lists

have taeseate tled iaeidents i oilior agsacisies Sereslutinnd This Peevenfs othppgsspciates at
the barglé ﬂ'B&rhat%Eé toégxg Ll Ml &/%fly%g SRidad & ag@oleﬁgﬁtqﬁmdents that they

SCri cause of I nci dent 230
have alresd taikemmaﬁ&ﬁ mU&er];ﬁsﬂOZl‘hefusbltselﬂénm widlips tharimgwinsige of other

LN R TS T I S e

associdtée related incidents before the users 104 have to
escal ate the incidents to other aSSQCIateS fq
rﬂeomaqts| HM: ofrtheslﬂm%@ﬂeﬁt@megﬁe?ma@%%q ioh S atlick qgthe selectable

1n01d61?em{§ !Q 9k 40 o L é‘% gt ﬂﬁﬂénﬁgﬁ&y Q&Mm‘\ﬁg thd RRfry of the

oot I nci that they have already
1n01delttak'ket c“ﬁree:onfentsmﬁthe invadent tidked 1suk@¢r§:~eglo1¢10®awhm féscriling the ICI

800 tafx j‘l égn\fntlﬁﬁ qﬁehg’icf egbﬁcket aﬁou { Eés\%?sn (Qlt %)rlgeg%%f gg??l& th I'b(?her tabs
througB®f Ghé kBowREES ladi@ent Bpplicatisrs llﬂﬂsuolﬁ ak ke bmybd)cé@gﬁ) tab For
managenent application 125 click o th é q% 104
examplon P clepriberl JREE 1 gFRge el Fithiceedd etﬁ f}ﬁ 00 Ty the users
examn{u?% E%?ﬁ@torﬁ%‘?% fncRidht ﬂl&def‘ﬂl@ BQedtiad 1951Merﬁfreéob@1y duitiel d8mfelated to

e contents of the incident ticket
the pautiesler inbidenth bbiog/ vidwerd adé srerteksinrtg theassoagited %@entarbcovery guide 150

in the Iﬁlgﬂg)é)k\éiﬂgh lIab(,'“[? Efg{e]n verggﬁ]% féthé: Fn%tdeﬁli! : ougﬁ ?Slre 1r}9r%ler to allow

the usdeH 04 ROGe hﬁﬁﬁﬁg@eﬁ Répoftp pletecahémad 2%, tinsalCAs desctibrel Jater in greater
detail \F?Jvllth)ll‘gg%?dktoj’t?lg IC1 E?OO tI;b the users 104 have the ability to look at the changes in the
ticket over time to examine the process, failures, and successes in resolving the incidents.

Figure 10 illustrates the maps 300 tab, which includes the three primary types of process

maps that are used for troubleshooting incidents: the physical 310, the logical 320, and the
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exanpl e, as described later in greater detail with
regard to the I1Cl 800 tab, the users 104 exam ning
the history of an incident ticket may sel ect the

i ncident recovery guides 150 related to the
particul ar incidents being viewed and are taken to the
associ ated incident recovery guide 150 in the

pl aybook 100 tab. Different versions of the incident
ticket may be stored in order to allow the users 104

transacg&lzﬁ 9?% ggy‘e’eés Hedgd e udcPROL bon VS (@lﬁﬁ%ﬁﬁ ghyo¥Bthe hbMBs of¥fie maps
escr | in greater detail regard to the

300 in Figure3UDtotagbsss mae parsienlsr map 39y Ehe wrer 404 may plse geargvibe graps 300
througl'b?g G ha f;ag(r‘}f ﬁplgp on 34¥d Cﬁe&hé%ve%{bohin%tst& tffé( ﬁmeﬁkf%t h‘l% left side of

and successes I'n reso
the intdrfagé ﬁﬁﬁhtﬁmaﬁj 300 Iestsl e ik dilabler ;&b(&:ss tlaps cmmash Blﬁ)ﬁmt]&m;d sub-channel.

whi ch includes the three roces
When FReproeTh AR B BISHS1e0, 9 s EEABER Fiy pRiseRdBAt & diplayed in a
window %X%h&ﬁ%ht%i&’ ofithe nlapOBE@Intd#dle. dMEnd BBbodidént, all of the procedures
transactional 330 process maps. A user 104 can sel ect

and sygteth$ okthe pyocgssymeyss arp eraseiakedoP athes mRegsss maproandrdirscly; pesessible

. t 104
through e S BB SRt B R e BBl dpptlcafo S8, 10, MY
fRigueé il DilluSédles dnexatoplroferhgsicatenicsssohayt fremitimmags 19 tab. In one
o 55 S5 e BB RS TR 80 mor

1nfonn§t‘xt91 ChaRNG the clfie s §1R€ al ERARESINARPprOSAE nia§ SEhedCanGden@ont in the
the left side, the rocess naﬁﬂls di spl ayed i.n a

processintagoin toied rpwer; jthhito Efmearéfdrtl daygs I @Oloper deveh Eoviding more
informgtﬂo% SIRAAL TN bemBhd sth &RHQaRb Héég)g&ﬁl%§ or %ﬁg e)t;ty ocegﬁhé &lement of

rocess nmaps afe cross-
thepmﬂaﬁﬁu@nd directly acceSS|bIe t hr ough the ot her tab

ection n th know edge enent cation
5 Gt SadifeRe e dn S coRanpErp s ARRA i SfbtE Bucr, a pop-
up windBR F50ppdaReonTBRInBH ke dfplay. WTEH\deGWEBﬁOIIﬁEtﬁbS Qﬁd tikte associated
i nvention, the maps 300 sectjon has

attributes af theeclement. dibs ﬁa@y@l%wedlffpmbalwt? ght ?Ww‘%?{b%’é’r the jpigributes List
mfonngﬁtl(frisﬁﬁ' eéc% (ﬁ‘fﬁ@r taﬁgl ﬁl mqémﬁdalﬁlaﬁs %ﬁ&f)ﬁﬁ %dﬁﬁve %@Jicl@ﬂmction a

ess map is rolled over,
hierarchi Jdeﬁdswm tree, dandxlok hdts daﬁmfonmt@nlfommgamwmalm@msm nghe attributes

Ll lated to, th t
SRR ENER i A—
metricd, HAkPIOQRRS protess mipd, 008 irtihd GdbwRafe Mﬂgemﬁnﬂ apphication 425, as well

articular map i s clicked gn or scrolled over, on- .
as SyS\YP VHHEPTAE E0raip IR I fhE PRESH FuApewih el Weriyiidow 350 is

a85001é§%d1dq‘f[egt1§ i Ql‘;i]‘(%ch EC%E§ 3800t lthS E(ﬁ) 85 BRCHARE T caBh WhdpPateQBed, in one

t he e tabs relate to different aspects
embodifiertt her iioking émdththaeast aftthd kneydedgesnanagerent susteror] angrfor creating
nments, each tab may

andedﬁgéghoéﬁégﬁgﬁgFﬂ%%Pq% p“m“EﬁFgﬂgrchy drilldown tree,

arKd hysichlSshgpsa¥10i didpayniat ihariwlfags aiel Ig@mczlaidta)lsaalbout a system. They
pur poses. The attrlbutes in each tab rg ab fth
includs. iR RTINS AGFOBR Ol B SPPRILEE (o a5es, Servars, el of the

systen IRGITEROEREARR: TREPARIGAPRAGSS 310 capture information related to the box (or the
physical hardware in the bank), transport protocol (standardized format for delivering audio &

video data over the internet), network devices, databases, service providers, location of the box,

-25.



nmetrics, links to other process maps, data in the
know edge managenent application 125, as well as
systemrequirenents for the elenments in the process
map with which the window 350 is associated. The
navi gation icons 360 at the top of the page of each
map are used, in one enbodinent, for linking to other
areas of the knowl edge nmanagenent system 1 and for
creating and editing the data | ocated in the pop-up

IP AddtedRdeapadidP on TdethapB 5i &l syaRRS s8d@r ehls pﬂ@yﬁﬁbﬁtﬁmh@namg @rimary,
and physical details about a system They incluyde

failovep oActiyh & BaHIENEHED,; bpH ORIED (PTEINIFaHEN gtpogsible br hysical
t e (3] o9

hardwagﬁv ggjt%?tggfté%ﬁ'ﬁt‘ﬂﬁg &rnlgésslc gﬁsﬁgggse%i%ls E}E\E% BEYMht types of hardware

togetheir) And imbdraction igbamasicn o tht dileer bmstems; nppim@tlorgshgagi/ aragflements.

re in the ban tra
(B Rl ARt s RO SRt 210 g g accessed by
scrollu%ad\&r oV elickidpeon B &oRdh Xhe Map. WOOK extnpl€ eshendasoaiseimcluded in a
service providers, locatjon of the box, -25IP

ProcessAFP ¢ USer auyalickyOToft SERMOHCE Bie SeRET 45 A, 2 sepdaay 350 pops up

showmrgozi QuinH&NS# fab6 ahdl We GENGReAForRhé TR ¥ listt@ibkBW%EThe tabs. In some
active vs. Inactive status), box owner (organization

embodmmnts the phesierd masiph B &0 czmhayh Wé)s sath infeamaliay wrludiigjbee pot limited to

rnom'togln 89 en?lgylt scgaézélgg ts % %haé%is ﬁlg?%rﬁg téllvglg information, and

peﬂbnmﬁkeEa@@a@ﬁnnmﬁmmmﬁi|on wi th ot her systens,
S_[glgllca and/ or elenengf he information.for

dibs; e&@éﬁ’( infqrmatian BrRyide ﬁ%ﬂow nis and data throughout the

knowldg€ &3 erﬁéﬁgerﬂéht épg,h@eld hN2DVEEL Ofs, Bld Gkt HehiRB @NiHeCRABideMs in the
or exanple, when a server is included in a

knowledgehnes EOQrﬁpt are @ssoeiatpdywith thekpasticwar sseves| IThe gesyertmay also contain
n

ks« SRYRE b B RN 9900505 B SLBLE BUIP o

with the keve@ kismksl to tlsa)dmhbcardaﬁ(m meyalse bt hehyhy & thaMS eb. 3He user can

can hav Wt h |nfo mat i on,
auickly BHplpa hoy TRt i REr 3280 DR B MBI, view the open
1n01derﬁ§1@§&ﬁ‘até&ﬁﬂﬁ it R \oe %pm@(smatl on, and performance &
capaC|t¥ informati on. The tabs for the MSD information
or

phevirlrelor jchiaget @C@rédef?@nﬂtsonamvui&t%llﬁtmfoﬂb Hisughapges made to the
server, 'gﬂawasg gﬁ&g@ﬂg&%%@{ 0P ak %ﬁ%&mh% je8 FRiaR tobcH% s&9%r over a

I'ncidents int gebase 20
specifi¢dhi@ne peripdassoci ated with that partlcular server. The
al so.contain S to _specific.i.nc
e 5 7 S B9 RS ob el Tk B AR service leve
agreemieRC HEIENAS wRB SACHBEECSstem ThfofhRionefoy @he séivBrk SudlD aé Re application
dashboar d 500 may al so be included in the MBD.tab. The
inventqyg égol &aﬂhIT”};‘ ovhieh 15 usedifouisack iRvRptary gelated (@ pppligations, host name, box
0l Bbs trflay” AISY/ifdRRiORAR ¢ tact
Ownafﬁﬂnéﬁg% 3@@%C|atgg)%?ﬁﬂgthatsserSer%%r aép ication, v
responsible foahrmnftmmngrthﬂ gevercod dyi didimgathie dimkpthowisetel & 1si tgken to the

contacts t7061 talb see the co&ngcelgfopmaguon O ﬁle contacts.
The tabs for the performance & capacity information illustrate real time performance

metrics indicating how well the server is working and the capacity indicating how much more
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server, such as, changes in the host nane, as well as
the service provided to the server over a specified
time period. The tabs for server information can
i ncl ude operating systeminformation, service |evel
agreenent data, as well as other systeminformation
for the server, such as an application inventory too
("AI'T"), which is used to track inventory related to
applications, host name, box owner, box availability
1nform£tidﬁeche adpdler! Bn 306HF A 98d sthRes&hiRARRe &ﬁﬂge&luﬁ@ of A€ lset@8r and any up or
[inks to contacts responsible for maintaining the
down tgeg.ver, and by clicking the link the user 104 is taken

H%Ftl{)]ﬁ%alcoa}rﬁsac ! Sdgp?.% élﬁﬁg 1?1%&0'&%?% % %r}shg‘feozg)ggéétﬁﬂ structures
and inRERES) fnd theflmkagd bﬂWeeﬂ thmt r ahe logiadl mapﬂémﬁmapmrerrﬂ]&wphcatlon
o, sty Fo L A i ST S o3 O e caons

web S&Q&'ssﬁlf&ﬁ{atlgﬁnnféﬁﬁhfgmsuﬁﬁ@ §thjedt CaccedsC Prodseol r(“-‘S(DMP@Q@& protocol
time of the server and any up or down tinme. The

specifi¢atigh ce emp@esamcmrg pnfgymation dhehe dmgleaeniatign of web services in
compul%fir)] ﬁlat'}”%g@eg’?a* 10 Qtp he 3%&9 E}é i'h‘fés %ﬁfﬁﬂt@%ﬁbqes electromlc business

en t
applicatiaps ac3add mﬂppl&rmntﬁuﬁngpkatfonnﬂ); middiéwere tanis, ineh nmthdrdsuand online
a har detalls i ncluding front end
Supporhﬁ%?em?ét lmﬁré‘F W% applications, web servers

I8¢ BRbbdMent, tHello¢ltdl Snaps BOD biferedeh @64t aF GESEcHMekaROWay as the
QAP % (a protocol specification or exchan

physwéltmzms BdP énterfdcer dedscoH04 Yiewh élf?wléﬁé?ﬂlﬁﬁpéﬁl%gfwcauon or part
of an aéagg%fétfbﬁsn)) &rolﬁﬁ%m%retﬁe E&tnvﬂ‘rg%f&tm%% o9 & wm%wsﬁriﬁ Su? on the

S-'up,” ‘oper at e Integrates electronic '
screen ahoving at aumidsr af tabs smﬁuhm'llmltes of dhqatﬂbl lm@dpltﬁéaw oflitrs )tab sections can

have sétng;g g vvar e?%% 5)? @ﬁ}lﬁgysé t hOd glgtt > Upﬁle tﬁbes can include

mformht‘i&i fb@bh:ﬁ%@%oﬁi?& ﬂoBIsealirde]ﬁ*ﬁcds§ nﬁt@tre\ki@w I11[foﬁ‘M!1hanI |'1'fhe &h:mge control
as the physical maps 310 interface. A use

informahiayists rHloAERIIEE FRSORE, epast frdgieario atB?)laPE‘é"taP%‘h f8¥ a particular
apphca?i%Fltovepf ﬁ)@ﬁﬁ@@ltin@bérﬂﬂ bg’h@ G582 |1ﬁfBHnle6?1rcagﬁ§es' foBl}, Qhich as the

Icon.” A w ndow pops up on th screen
momt(mlng\lwoiglog friey rrbvarngibolt aind anyi tvtheralund pﬁtwbbumhed kot thig application.

| ow.. e ta ctiaons 0
The magh b BEorgHion B I | RT3 o 8 SRR hnt B was done
who hdsaBgiewdd &, &Sh&ain wiak cledida. Im Ekﬁrﬁdi Bfﬁbd)dimeﬁt@ thectabegrevide a facility
control, tools, and process map re g) formtio

for scarple FENARBRIEGHIOPHIE TIenRSsF Rt Bnoeprcl ©F dRIomAPT fia iseknowledge

managéﬁ&ﬁr gg icatibfy @29%1&%&9@ £LHartiQuiNSpREBbh C@Eﬂeﬁnor tfré?fsac'lllon dependmg
appli cation over a Specified tinme period

onwhaiflpeoclemh@smlﬁbmmmtcwmwedaptur es tools, such as the

G P s b (RIS P 0 o o

rom
the applications and systems. This process map captures end-to-end transaction flow

communicating or interacting with different interfaces, including both applications and hardware.
The transactional map 330 captures information, such as, interaction flow between different
applications, input and output from each application, process system flow, business function,

sequencing different business functions, and impacts on transactions to other processes. A user
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The map review i nformati on shows whet her a map was
flagged as reviewed, when it was done, who has
reviewed it, and when it was created. In sone
enbodi nents the tabs provide a facility for search
functionality allow ng the user 104 to search for
information in the know edge nanagenent application
125 related to a particular application, system or
transacti on depending on what process naps are being
104 vibRY iff¥&htiod 8olt! 2PaAEHLOBRsabRRaBREp SBOWY R8Mifs over an icon or
particular transaction is flowing into and out of the
selectingppl icomin G gnapn dA syindenmBopsTi en ficeeEss shagying apupbesof tabs with
end: t c
attnbutes 9f t§1g éaﬁ)rl sted b%?cﬁr? ﬁ? @p gé ?1\3’113 og %&ﬁﬁoﬁ%‘% S 330 6an ave some
of the gaﬁnltabsa;if ttenshysiog niems A& asd longhbnapseﬁﬂﬁamﬁfow Kilfferu'm ab330

captures i nfornation i nt eract. fl.ow
TR RRbT), B oS b o EoRe gh SRR AaraARl dndieipgvho is
responﬁﬁl%rfo@ﬂ&ln‘ta%ﬁﬁg R pr&ieRCARSs. SN BiibbithenPthe 1B&SID4 is able to point-
function, sequencing di ferent business functions,

out ﬂlea;h@ngeﬁrm@trgd rihe preaesa srapn SrosepRATHERM b Eeseiaes nopifigatian for the
requestteg chi %é F\é ﬁtg? ujsrf%g @% gﬁ&iﬁ?ﬂh@ﬁﬂ 3@ iRfkhieul ar

rans scrotling over an icon or
deloac tinhodiment the Iﬂoiavrﬂ(]{)heb pmmdeﬂ\ﬂwmihams @@Qpﬁomm mstontee interface

pesre s BT BT g el ol bt haen® i i 00
tab cantﬂr@ﬂﬁélgﬁa‘r@ Fdkn Mﬁﬁ&l@&%tﬁﬁessgﬁ@ec&ﬁﬁe Theflowltharsad 2 prédide a high
of the physical maps 310 an i cal ggs 320, and/or

level oggrifearefithe appbisationg thys therqptomen s %ﬁs@%@ HapRehoy the gpak. A user
104 cah%‘féou&i'ﬁl gm ?(5 fow M BbRY &B}tﬁ QB2 iR ‘P&In'lé"ﬂloi@&’etéﬁ related to the

ponsi or mai ntaining the proc &ss maps. I'n one
customnhmdfaa:e applichBonssad s§ddms er dbwetlien ﬂpm ahiarts @0 forjeher applications

s GRS TRk e PSP o U AR e o n some

cases selRAMGEcolsOMHiR ieRRY chhftd 40hr ough t he mapS 300
interface. I n one enbodi nent the fIOM/4gg_ F L | des
within t

fTheve endierauliplo oworhags Aok perbanneh g 718 ¢ bank. The
flow cﬁﬁjt' Q@fktle\/&?% ﬁﬂéehlvﬁﬁi‘ Bﬁ’i%leg ét&né:r' A% &hirs 403 ahé the physg:al 310,

er st ood I n ot her e odi nents the flow 400
logicalc’:'aﬁ prddvingetional 368 pracess mans, okl ay wishy sthgesestions within the tabs of

o oGRS BB 4 AR AP 200 WBln.

descrifedtif kéREE® Bk tphodesy RbgH et useh eo-fbam&ms dver sekelect @4 icmnin the flow
also drill down to | owner |eyel |OM/Ch rt 40% tﬁ@# .
charts 424 gRsetts rnéora aptarination shoutithab elerpent G dloey abgain, the

inform@R ngs I &?1 RIABwHithiaeWirRtaeibuks Frhahast @p402
or ot plic tions and ﬁ%btens by searching in

tﬁianstﬁammnformaﬂom&mtedﬁ@u cach ofithe nmpssemvﬁ apbihg flopechags 402 can
v oW G SRR A RASPARE Pyl B s e
informafiéh &uﬂrecfﬁame |ma\p!s tahdl Mlotshehdpand2 athe@matichibywupliae sy 402r process
maps g]ir;fﬁ ffo?.pgigﬁlvls Elégfjor\émq fl;]r %fgr?nratlggsﬁqgtn?sr cxtolsso-i/%lnlgelaa{c} %1e4g%ments and
information changed. For example, an upgrade to a server may be implemented at the bank. A
user 104 updates the information related to the server in one of the process maps in order to

display the new server capacity information. As a result, if the server appears in any other
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| ogi cal 320, and transactional 330 process maps, as
well as with other sections within the tabs of the
knowl edge managenent application 125, as described for
the maps 300 section. As described in regard to the
process maps, the user 104 scrolls over or select an
icon in the flow charts 402 to receive nore
i nformati on about that elenment in the flow chart 402.
Again, the information is displayed in a pop-up
procesé"'hﬁg OffYe WhibAndtRRSeRRE t8ithdt isbdbeR adntttiBal8Aeiiatedlo include the new
El enents and information related to each of the
WWWHbﬂmbesﬁKmaps and the fIOM/charts 402 can be updated

R S5 PISRE R BB R0 B TR

drill d(W&p’S) chathd | sobvchdrmel, applidatiay t:atﬂgtry,caidl p}‘edlq;ialahef factgr level views to

er process S a ro arts r. ot her
evaluafer P RO AT G i SPPIUS 8 (IRE "ERenlaneeh aigeor: sub-
channell, @R kP ERR @P&&Qabllﬁ?rfa&éﬁaﬂﬁkﬁ{) 1115@1961@ G8bicRarel, and channel
server may be inplemenfed at th user 104

is assignsd 4t weighthd aymagsrislatadda host Iatpé’!ial@tcﬁaﬁhl? @éﬁwg the rejipbility of the
level a%I)Vé h%h&@f&?ee ‘cﬂ? E%%ofrr matqﬁ% Efed}'&gabﬂﬂy %‘th@‘yle%lecaﬂ %Y rolled-up into a

rver capac
score fﬁﬁdfath of ﬂ:qercemgcryJ appioationf subrchaniRB apd obawsl leeghs. t h e

for r Iate o t hat ser is ut tica
iz I Sse i Ok iy 1840 TR iRt eanagement
systemCRlo 2R dnallid ﬁay&h@kﬁlfhbﬂﬁ}e&ieﬂhe @pﬁl&@ﬁ@isesdtﬁﬂfaﬁlﬁdm A6€ channels. As
scor eboar d. Ft allows a user to drill down to

illustragedapinblock $6(%. ealneatled gﬁgmna%%&l% dpplicatien é%fyrecswas weighed values
for hoxrp %?&;cgﬁﬁ@ﬂgﬂe&t lcajﬂigf Qforé f¥ls e‘é&lﬁéﬁﬁh& Qatcéao\ﬁ%g u’?ﬁ@w&@ﬁed values may

y an e applications as they
be assrgabchmnumilyehycla wsett é@btlyouglube wstracmmeuteragystemis drifiedr. they may be

dete; & h ﬁ’é‘?ﬂ%@ﬁ yagéﬁsd g%gf % %%1 efeg %g& %@@%&%ﬁe&?&pﬂmaﬂou 125

througﬂ‘ﬁﬁaﬂ%ﬁﬁ chRipafe SystenshioNy. ITHeQIsERITA REiGHing $hd Weightod B.mages may be
t he rellablll of the | evel above. Therefore,. .
an applegioadninages, &@Dp?re@h%rt%hem@%ﬁa& shargeg ?let%faﬂma% the how each

predlctrag hlltff'icﬁdp aff&:ttsoe h 0 e rc@teé&{es? eQfic Eﬂﬁlc%rﬁ SHthin the bank.

I cation, annel 7 and annel 'l evel s. Figure
LssA llhlldtra@tirlat @@c&nlfml thgr bwdsdg‘el manammnugmdlcbgm lalso receives

manage r
weigh RIS R R B BF oA ek b o B ABeloRP oM chopnels, or
channe}$) @B Wedash of e apﬂ)lﬁdaﬁbﬁsadf&dt &ih bf delsub-6Bihnelshad kha]uﬂeleﬂa;]ﬂ/or how
managenent appllcatlonééZS recei ves wei ghed v

each of dhe ekrcanan's fiereragh odites shammplsy AgEiRollis e yalues may be
a.sslgné:‘d"‘?rpmfﬁlgI Eg acﬁzie?Q@ﬁ' Bough NRe Wk:00Rbur@! H8Rm¥BYI0, R they may be

assi nual a user 104 t hrough "t he user

deternmmlmncmnatsgdést md on cat@ gatharsg biyale knowlefise ananageagent application 125
maticall data gat hered by the know edge
wousf B bl Baa ) 4oL

ntapplica t hrough t he bank conputer
SAs tiksratedOby Bheeku$edo 14 kaseledsd nonbdemeneiaghlieatdon 125 receives

i e o DB PR b TR g i O st
by block 1608 the knowledge management application 125 then transfers the reliability data into

a score for each predictability factor. For example, for the predictability factor of “if an

application has a control plan” the reliability data received is either yes or no. In some
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predictability factor affects each of the categories
for specific applications within the bank. As
illustrated by block 1604 the know edge nanagenent
application also receives weighted values for how
each of the categories affect each of the
applications, sub-channels, or channels, how each of
the applications affect each of the sub-channels and
channel s, and/or how each of the sub-channels affects

embodﬁﬁéhl?s @ffthE Bsvidh @sn?t%ltﬁe kfAkde th %ﬁﬁbtﬁt&bﬁl‘i’caﬁ@ﬁ YeS tramfers the yes

assi gned manual |y by a user I04 through t he user
into a mepgf £00% yand éfhihe raewergs npHbis anpioped t@l&0%r ndnnether embodiments,
I
s LA RASEH 0 e drbeL L oS, KOBULEG e
detail Riyst em@lﬂ,%e réimbility lﬂlaﬁaraaiiiesﬂzoh;s Ihdt)obk aﬂs@@ﬁdtﬂmlually by a user 104

ow edge managenen icati 5 Legei ves
throug} 1 s qregpt faaaensi 1§ ﬁ@lhﬁy e fml%? flamsFigaliyghased on data
gathere%laﬁ)h 18 kddWeddRNKarip, ahérﬁadp'pﬁéh'iloﬁdrﬁs theoukh [tk bt @fnpuddt systems
bl ock 1608 the knomAedge managenent application 125
140. then transfers the reliability data into a score for

SSEBESEI ) 4 PO OB Spt s e ors

for eacmolm’edaoiabmltﬁfdctdrhn enell catbidr tayd dalcalates Gedatepdry scoss, taneapplication

core, {5 o oR R R B e A5 i

factorst &h@e@bﬁés, apPlicAtidnsS ST RbhadRE%yiaHiA ehdh dhigheBNSWer i's no
is transferred to 50% In other enbodi nent s,

cﬁlgure A ghillusiptesend qmlgpdaa%rﬁ of theQREGWpmeRger Higgretibdlustrates
the top 15%6? o1 /&&%E M ea Lo e? %iispﬁ@cgl%t - adr%brf:é'lél‘fahﬁé'l 2, @Et}%ﬁi’ﬂ channel

n, t ity scores nay
3, the BESE] @amzbl ftpiha adrdychimneh6 tbe MHBA chatmad dg:hndt the ATd@ phannel 4. Each

B A T R T p——

A userHASGA RS HRPORT 660 bdfesli3b cddhr sfubd sﬁH’-lﬁlahﬂfﬂk 60@ witiirethe channels
systems 140. As illustrated by bl ock

602 byishing ngeongen abpethsnpel agnss 60 ht .Irbﬂthirz@;nle%t@gntf ﬁ%e ugeh L g can view
the oﬁlckf GR BF Eh et Livt ShahRad 864 by cﬁa&tg SR HRANENneR Ablne, or using
cal cul'ates a category score, an application score, a
the seasq]tfumtt'amrﬁé[) wcloredowmoenn 6#annel score based on t he
i_ght alues o e t
\éﬁgng'a él usl:r Sp]pa% gf |H10 n(gﬁf gtlr)](gfog%é é%%nnuﬁuee & cﬁ el 2 The ﬁ)RI 600
for ea€lh @l’ﬂdﬁiﬁbl 6@2 gnoleled ke ialll afsthe aﬁub&hmlsemwwfiﬂﬂh c(hhmteﬂl &02, each

appllcqt@géi%%%@r‘:?@ng@ﬁgggpépb é o elm]aﬁsg arg#@%fqét%tg(g%g E)? E}g@tt %gore the impact
of eack ag ﬂ]ﬁﬁ&? 806.NaRRGhown atd'fhe %@Jdlé‘tglﬁﬁﬂzefacto?b 61hfor [Qekh category 608,

7, the card channel” 6, the MHEI T channel 5,
which awd;hsdusseATm/ﬂ@thlé heletv. A dEHshwncmatnn &05 d0weh ie dalrdpwa an the index
601 nd n I 603
from tlé uﬁ-c E E$4 Le&% t% tgg ilm}%e{c’?i&% &glél:%% I?ﬁeg,q@?e %EB(?BW 608 level,

and d@@@rte&hé QTrediﬂﬁliiih@ff factve Gldblewbianritesscoftd amk tdalonlatdaebased on the

channel s
predlctablhty factor score 612 and the weighted averages are then used to calculate a category

score 614, an impacting application score 616, a sub-channel score 618, and finally the channel

score 603,
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602 by clicking on one of the channel icons 601. In
ot her enbodi nents, the user 104 can view the ORl 600
score for each of the sub-channels 604 by clicking on
the channel name, or using the search function 640,
or drop-down nmenu 642. Figure 14a illustrates part of
the ORI 600 for the e-commerce channel 2. The ORI 600
for each channel 602 includes the all of the
sub-channel s 604 within a channel 602, each

applsbdad hrenaRUftddBE cdANRPLiGatibB06 By EhanehRI %‘ﬂe sHBU620, as

the categories 608 that Score the inpact of each
111ustra@gpn| Bauren 46 orougiptdshdhs sepee-shpet ]'ﬁ\se%l Felegasy (cobypnn 622, a FCI

i AT i £ DB 0% wep By g sopm 2.«

source teleshnt630.0t formatchaivmn 632, hacile delnmn f63énandhaechgune] chagm;e Iwelghtmg
é% | evel, to the inpacting application 606 |evel, to
column 438. ¢ at egory 608 | evel, and down to the

Ahe dateh@iis! d0kYin fiBE taE &}Qoluﬁihediﬂ dher & GaigRSofahghagement areas in
cal cul at ed based on t% redlctabllltg factor score

produc@apsuppertt REexwere gt @woam%ajé@nwﬂéeaoﬁéﬁ Qe are addressed with any
appllcagg% l(‘ﬁtélﬁ imgt R R4 qg%%%%ucﬁﬁf? rsﬁg@%rﬁ anne g@lgérﬁhbﬂ %06 IS scored in the

I on score a su
knowlellg® ahdnygdnnmt cipalication 19So0re 0 Basis 30 eﬁ'ti‘e of dhe ﬁstemreas 608. The

cal cyl at ed ach | i cation 606 snn
categorf -G e ORIt e PRl SR Pporglipist (A e, when, and
how th& FCPMQ:'@u&é’@throﬂgﬁoﬁQﬁH Rodlgieh shEdrihréase darone eMbudihent, the most
a FC redlctablllty factor columm_624, an

lmport%m s;%\r@goreem e gdenyy lgcbss changg rapegngh Of hgvaliatilihy management
612, se%@ cBnti ﬁ'ﬂrﬁ%?g%an 18; Qﬁ Vﬁe& PRlsfdr GhAHD elﬁgtg 618, infrastructure

$Caf 6760 anne category wel ght'i ng
and riskomanage686t 6Thecapa¢1tsg¢rramwn&®8 616, séreice dveyongnagehentndl?, and

622 cover ange of manhagene as [0
sytomg SpBAS Al 3P AR RRa B, M SIS g e
may bd $pat ings @y&ﬂlﬂ‘[b%ﬁ&i&ﬁff@ﬂeﬁtfbawgynemml ication 606 that is

used i n production support ppl i |on 606
Fogh f the qaireorisen 80 dete %%Ebfén%ﬁﬁssaﬁ dg?(il%tﬁb%fs fagtprs 610

1llustra{ehem %#}édl‘a{abﬁﬁjg Pacr chREMCAIIC I §8dib@Bility Btors 610 are questions,

categories 608 Tor the ORIl 600 were detern ned based
data vablmsameamal grsitkerdhctotseviviple rdate h bow E(s octrswithie thedragk for each

partlcugaﬁ ateg ed gb@ QK E]I? %&Ech clz;]t% %’ thu% glréfh%%ﬁﬂg E‘acw'rggg?%e vJe[khted as

frent’ npbr ories
to howMgii€h Ie@tﬁnpre&bﬁﬁlh@s f&hﬁrﬁge ddiﬂﬁﬁg&ﬁ&ntcaﬁsiﬂg Félsathkiabsicui twthin the

managenment 612, ice_continuit
categonyr I 18 he apPHFasions 69%&5@%%%{6 dg4 50Ny 420 ¢ PRrcwegliRd gpggentages

are basreli %lﬁ HIBDR4E WA tanGlSis of @P@ﬁr‘eﬁﬁétaﬁﬁﬁﬁ GRIRI61 @ %Q.lsn'%e]’ (isGE the past.

| evel managenent 17 and systens managenent
The totabmentages wof the predictabiligoBctons6 10 withintgael cetpgssy ORE add up to one-

| may be split into any nunber of
mmdmgpgp Eﬁﬁw%gtegorles 608.

As illustrated in Figure 14b, the change management 611 category’s FCI predictability
factors 610 may include:
o Are the procedures for initiating, approving, verifying and scheduling changes always
adhered to?
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Each of the categories 608 have a nunber of associ ated
predictability factors 610 illustrated in the
predictability factor colum 624. The predictability
factors 610 are questions, data values, netrics, or
ot her factors which relate to how FCls occur within
the bank for each particular category 608. Wthin
each category 608, the predictability factors 610 are
wei ghted as to how nuch each predictability factor

o GlheRONLIhPUiBR R HeftthNOcHaRES récfﬂ@ét (@@CHﬁgrﬁﬂet dpplicdtied, change
category 608 for the applicat 6, as i1llustrated
routercdonfigureti@®n, uphaic Wegvepik ecdlcp;'e; @tehmﬂgeegervm Ecayess dejgogsetting a
hlstonigal data analysis of the predictability factors
&1% 85JS|ng FCls in the past. The total percentages
of the predictability factors 610 mﬁthin each category
608 add up to one- hundred percent OO0

o iAre therg reeular Tericpis die- ot eay queriralyl Haﬁ %eg@f%ﬁ?geé jmgplemented
(ﬁgﬁl.ﬁﬁ gﬁé’urﬁenlféal keﬁ g@ﬁbﬁﬁﬁ@é Hdtcﬁtorg @M’§ £ Hils Bplication?
procedur es intiating,
apprOV|ng, verifying and schedullng changes al ways

dher S ther ear n
. & t&ge Feéﬁﬁcgéinang%s %roupf%galnggﬂé nﬁgpefr aﬁcﬂ%cﬁllleodc%lg o%ﬁlmcated to
mHingEe BRMipastrtatth® Busikkéates tichrRNvgl lasti@inut ﬁ:ﬁedlﬂkt changes (e.g.
and a service request (e.g. resetting a password)?
Apforgere delaysuma inpleyies@io? e, at | east quarterly) on
per f ormance of changes |nplenented agai nst docunent ed
key performance indicators ("KPIs") for this
ap lillestriatedn th Rigm‘emll#lt i phee avellabiley ohasgpeenyrdddpedegmy’s FCI

predict ‘ﬂﬁ&iﬁrﬁgﬁ%ﬁbﬁl@ I ed and communicated to mnimze
L ]

S|ness users including last mnute
SGR £nyCiiang m(sef ﬂnluremspps’gqrfrﬁ)ekm , Pleabdhswer yes)?
|nplenentat|ogzz As illustrated in Figure 14b, the
avap| dbvesi erijicatyde eripnmentol X Fgory' s FCI
predictability factors 610 may include: Are there any
single points of failure ("SPOF") (If not known,
. pixé&ﬁ@lﬂﬁﬁ@ﬁﬂngaes)rﬂbmnbﬁ (redyding ihtel dethil tof the impact of proposed
Vi r gnment of PCF° Are avail abilit
TR e B PO Dt of
proposed changes) communi cated to the change
managenent process area? |s there a regular (e.qg.
o [ledwre evegwardegoat leay eveyiemopihskigvicane ¢W6ﬂh§?tﬁiaﬁietcmre against

réﬂu%ﬁ vmﬁBﬁH§red avail ability
o with a view to identify SPOF?

o with a view to optimizing equipment (lowering cost)?

Do you have procedures for monitoring, analyzing, and forecasting service availability?

Are there audit procedures in place to validate the ongoing accuracy and appropriateness

of the monitoring and forecasting procedures?
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owthaviewto identify SPOF? o with a viewto
optim zi ng equi pnent (lowering cost)? Do you have
procedures for nonitoring, analyzing, and forecasting
service availability? Are there audit procedures in
pl ace to validate the ongoing accuracy and
appropriateness of the nonitoring and forecasting
procedures? -32 Do you have defined targets for the
availability, reliability and maintainability of IT
g hﬁt@&éﬁ&d%ﬁ@e%m& G drabitel, Neliabilsly %ﬁtﬁilamtamablhty of IT
vendors) relied upon t he application7 ou carry
ouﬁrastruﬁute@pnmgnmh&l(mqle%g 3id glasty ivendofs) r¢lied apen g:aﬁieiapplycatmnr’
reliability and maintainability of IT infrastructure
conmponents (including 3rd party vendors) to help

o IBtERb fearpOdiR Nnbiikorfngt atide troad tahelpee k:ff?thASaviaﬂlmmy; atliadility and
in_Figur

RO FOIT IR ROG LB ey vendors) 10 help
&&ﬁﬁpﬁﬁmnhf ﬁngQthgss continuity plan in standard

orna is the date of the last test? Have
al | outstanding |ssues identified as a result of

t eSt1|uﬁlgat?§ eso f ogtepﬁeléwﬁcefgona%'ﬂﬁ%%ﬁtgggﬁ%ﬁ %%Scategory’s FCI

predtctdlﬂﬁtyl‘tadf’tbﬁdilamhyl(mm recovery plan in place for each
service area, in the event of an unf oreseen i ssue?
o [p thetmsingss cofimuity piadr sigadasd f@pelY cal data taken and

st of, eﬁw%ﬁ%Hﬁ@h%eofmém%t&%Pt'Ca' backups of information

teste a regular basis? |s testing perforned for
quality attributes such as reliability, usability, and
nabi lity? As i ated in, Fi

+ TR LGRS et BHE 6 S e Ry B v or i
RIpBrived Blidckd dontiagipremefibloiBMn imglastte:  Has

handover/t akeover neeting conducted with initial teanf
Fbs necessary docunent ati on been conpl eted? Rate the

. %J Heed % &%Euﬁ@l}t?(? %cg icg%%rp ?%a{r%%ﬂe{ncﬁs CoaRk e?&g service area, in the

egic par e qu ity of training
deentd at abfoescanesus? hedul es

s Arc there regular backups of critical data taken and stored securely?
s Are critical backups of information tested on a regular basis?

o Is testing performed for quality attributes such as reliability, usability, and

maintainability?

As illustrated in Figure 14c, the knowledge transfer management 614 category’s FCl
predictability factors 610 may include:
o Has handover/takeover meeting conducted with initial team?
¢ Has necessary documentation been completed?

e Rate the quality of on-boarding new resources (bank and strategic partner)
-33.-



Are wor karounds docunent ed/ new changes tested with

wor karounds in place? As illustrated in Figure 14d,
the infrastructure and ri sk nanagenent 615 category's
FCI predictability factors 610 may include: Does the
application use any non-permtted ("NP') technol ogi es?
(consi der software level: non permtted score by
enterprise technology and delivery ("ET&') (can be
nmore than 1 per application)) o If yes, how many

'Hh’%é ABGERitP bt ABnine BARhGEMioRhE scheBuiBPES appl i cation

have renedi ation plan for any non-permtted
tAze wvokaognds docunBossl/ neppdhianges itestediveitlewerketonndsoh pisiceh ?

315 SR L AR IR Ak oy

predlcthﬂnhb}sfaétais&ﬂ()Irﬁhth@uk!ee 14d, the capacity managenent 616

category's FCl predlctablllty factors 610 % '
iDass (He appligatien, esa gay moRrnerpisied 47 NP o feshariogiiss deansidsy software

XrQ\Le'll'Tﬁ)ﬁ enitDE 8694- H}m::nt bikd t%&nf%iogk%d d@]ﬁ%lrﬁ gc : easé (can be more

Fe any Knowr T ni |at|ves

nmhelpﬁwmmhmmﬂma)(lnltlatlve Sales canpai gns, etc.)

3{ ol d alar b&t |nd4%|dual services
tha? it %¥5?@ygﬁ éﬁ 5@“? A8Ki mum capaci ty
i bt $hoes Apickieon mﬁﬁﬁﬁkﬁﬁﬁtﬁ)n@@%ﬂm@&&h peanitied tetndlogies?
capacity load? (e.g.. Hard disk, nmenory, CPU, etc.).
Is capacity data constantly analyzed to help in
I [, Lty ' nd problens? -34 Are
gﬁ%%ggghggm?%%%ggba0|ﬁﬁm%f t he application handl ed
t hr ougMasathé comml plah apdreed withiagestenkengarye@8s? As
illustrated in Figure 14e, the service |evel
managenent 617 category's FCI predictability factors
E36ks MYbushEdsUfBact RAySEENLee | evel agreenents ("SLA")
exi st between LOB and consumer and small busi ness
bank technol ogy and operations? 1Is risk rating

RS ilﬁ&?&e&% Ij?lﬁg 14d, the capacity management 616 category’s FCI predictability

factors 610 may include:

On average how close are current processing volumes to the volume ceiling of the

application?

Are there any known initiatives that will increase rate of growth? (Initiative, Sales

campaigns, etc.)

Are threshold alarms in place for individual services that alert staff about approaching

maximum capacity limits?

Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,

CPU, etc.).

Is capacity data constantly analyzed to help in resolution of incidents and problems?
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Does the current application design support the LOB

ri sk rating/ SLA? Are agreenents with vendors
docunented and reflected in the SLA' s? Does the SLA
structure include features such as reliability,
security, service hours, support, response tines,
turnaround tinmes, performance criteria? Are there
nmechani sms in place to nonitor and neasure all itens
in existing SLAs? Do SLAs have clearly identified key
targets for service hours, availability, reliability,
support, response tinmes and change handling? As

i Adeuchangtsetb ithe Fhppgite dfdthe eprdicayant bandieth diyengine Ermal change
category'.s FCl ,predictability factors 610 may

fﬂ%ﬁg %ﬁPKF8$?OO|S and processes in place to automate
or quickly react to custoner / agent inpacting events

to provide operatiopal relief? _Are conponent sed ,
(AL HIBES Roridise i G (051 SrGPieh) Basgene 67 Elegory's rc

predict%%ﬁiﬁ%@t@%%m%%yfi%ﬁde: Net Scout, SiteScope, Mjueue

nmand Center, etc.) -35 |I|s the operating system (on
ik chrvideeleng pagresamanian (ShHY 0 rexirt etwesni H@Baridednsumer and small
nitore n erver, and.cl ,ent machi nes? (Pagi ng,
it RBpfiy T aPIRIE D sk 1/ 0. Remot o D Sk
I/O Are application performance trends nonitored and
projected forward to indicate when thresholds wll
e sk rading apigice by &@Hr eaks that are alerted with
sufficient tinme to alter the application/systemto
avoi d service breaks from happeni ng? Are
doees iteesuirveAgpiplicaion dasi gmsugpba dlessL OB misk catiad/SLA
Conponent Boundaries, Framework Interfaces) Are
custonmer experience nonitoring tools avail able? (e.qg.
T&%@greegehﬂs WSthBRAK S BocuMRiBtddhd rRERY Woihe SYAage
Agentl ess Monitoring (Measure transacti on response
time, transaction volune)) Each of the predictability

factors 810 |isted. above. are assj gned,.a.particular .
BRI R S, R P B A G B o service hours,
amppsit, adspenseitintes aiMagaal tipfeeJictfonbirck tiltetiatt or 610

contributes to producing FCls. The scores of each
predictability factor 610 may be manually entered by

thg tﬁ%g &fe@hén'lsa{sqg giae? £ GR0 meBtuResl RN R¥RRBng SLAY
user I'n charge o review ng the scoring.

Al'ternatively, the scores may be automatically

p&? lé']ﬁ&tsel'gavg %162.8? elhé’n'ti?i%d key targets for service hours, availability, reliability,

support, response times and change handling?

As illustrated in Figure 14e, the system management 618 category’s FCI predictability

factors 610 may include:

Are tools and processes in place to automate or quickly react to customer / agent

impacting events to provide operational relief?

Are component based technology monitoring tools available? (e.g. Introscope, PerfMon,

NetScout, SiteScope, Mqueue Command Center, efc.)
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information fromother applications in the know edge
managenent system 1 or the bank conputer systens 140.
As illustrated by the format colum 632 and scal e
colum 634, the scores may be based on a "yes" or
"no" response, a scale, a count value, percentages, a
nunber range, pass or fail, a high, nedium and |ow
response, or some other simlar rating system Itens
with multiple rating values, such as a scale, may have
associ ated text that defines the best practices for
scoring the predictability factor 610. In sone )
 datiwdipreting systdre(cacvrieh Sleappligtion coragonkaly erenipstalldd) ajoggored on

SRS DB REPHIH MBA RO LASPDR 15 St D

ifoYrder to justify the rating. The text and notes
fields help to create uniformty in the scoring
across the channels. -36 Depending on the answer to

o A8 Cf)%@ﬁ&'éi%fl Hhinhct AChE MoRitdled 'afd PREGIPRANVERND, indiBRe when
predrctabi ity factors receive a scorée in the answer
dimeshmids62ifl éakzad prgjedted breaesdhitianaaleted Bl jullipientding to alter the

he.. f i cul
ARt Pt Dol st iR AT R he “Ceores for

each of the predictability factors 610 in that

category nultiplied by the factor weight Ilisted in )
o the SenpeRs@wPlication ghnieraces olmepitossls. (Alh Ggmponent  Boundaries,
' he invention, other scores are used
gﬁ%ﬁg&ﬁﬁgﬁé?ﬁﬁﬁéredictabiIity factors 610 for each
cat egory when determ ning the application score and
bef ore the appl.ication, score.is u to cal.cul ate..th .

. - ami) SRRECERamBrobo Rl BBl of i b Banking
NTBRiEHr @ sthSuvidie Q’Bﬁﬂaﬁé&% efiRsd MoKSordd MR ire @hnsaction response time,
assessment tool ("A ") is utilized to determ ne an
ARGsFrtion sRlugEedr e and an ARCAT control score. The ARCAT
risk score is related to inherent application risks.

The ARCAT risk score is determ ned by taking into
dtxch i thet predictabiikysfactetsad 1@distal dblore agepiséigeadi aopartisilarweght in the

busi ness .i.npact analysis, d stream a i cat.i
sub-<aif5Q0, SRRRABR) FLUER R SHioR B B P : B BEe B frelector 610
contriBuB Q¥ PryducinFEFCIB A UHe 6Bt Sf ehd pre@idiability ey & 1anmay be manually
software, and privacy data. The ARCAT control score i

enteredh bireths uvoarest listote it 6ol 630arPtbpptTRlaY§eenohasisgy dpP4 n charge of
reviewgrg;fhg%orgﬁ eﬁdté%&ﬁvﬁei? CtH s % fgﬁ?ﬁoé %ﬁﬁ)maﬁgﬁlyl':}gﬁﬁ%ted- by receiving

trol ore 1s ul ate ased on how t
informatign ifcomt iotlrer | apphiedimnedn ttbe bmeivivdgs msongemerittgystem 1 or the bank

echnol ogy,.ar chi.t ect ur l.at f orm or Lronnmen
compuFtier ontOst b rrgied Pyl 0 iy B3 ek S boluma 634, the
scores RECRSaseBiitla “i &l OF B3’ REpomes; Wschly, a dhmt GRhe, Jeakttaf®l a number
each application my be reduced to a percentage of the
range, Paysair f@E Srhizh, Bigdiufh aARINFSPISE & SYPe O'Z‘ﬁ‘bsnﬂmﬁtmg system. ltems

with r@ﬁﬂfal@qjatiﬁ’ Qﬁﬁeﬁ%lp%s addett hiohyt RR el dsBRliatdRlext AP Rfines the best
or” exanpi e the | score for "a particular application
practides fonsodng tui predittabiyy fastor 610. In some embodiments, the score-sheet 620
may have note fields allowing users 104 to populate why a particular score was given for a
particular predictability factor 610, in order to justify the rating. The text and notes fields help to

create uniformity in the scoring across the channels.
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mul tiplied by eighty percent (80% . The resulting

score may be added to the ARCAT risk score, neasured
on a zero (0) to ten (10) basis, and the ARCAT contro
score, measured on a zero (0) to ten (10) basis. The

final score is still out of 100% but now i ncludes the
additional factors of the ARCAT risk score and ARCAT
control score. Furthernore, as illustrated in the

category wei ghting colum 636 each channel, and in
%@ncﬁ@gs B8 188 GRAsWeDC iRNFYeictabBity Fadt @ el 0a it @h@ @ﬁi’b}bdlment the
ight related to how the category 608 for ea
predlcbalpbty faelpisgpcoafer wo0Ee inHbe Hsvigr F‘gﬁ@é 63p of egre (th@&@thundred (100)
I
prcnt "OEL 31 3 S AN 60, LRS00 B KIS e s of e
scores fdrleas}t vhithe qbredmtihllmyrfectdmtﬁlom ¢hat hategpey nmiinzlpd r’oyrthe factor weight

or the rc hannel 2 is twenty-five
lmwdlggF%@ﬁfmfggﬂfml g&SW@%Z&eight for the BCT channel 3
I Sorh&\BRbYUiRABHS O the(ﬁi@&ﬁlon edtBer sOb189 arel3ed kld@g with the predictability
avai lability -37 managenent category, the category

factors\ga ) dort carly ealggary whep determiningrthe appl lﬁéﬁl@efr‘fpre(@é%eformel gpplication
I feh p

o 15 S0 A SuORIEBRE k] MO PO S, s

embodinadntsg @n yapplicdive dilenas] ceofuall sssassmmaltﬂ()d)f(“aﬁéﬂ?ﬂ’h ds egtilized to

dete % a0 %Q{)%F‘ﬂ. %s%qgér %%LW%C gglg%;)é{eh Zﬁ'x\?\lréﬁﬁf(% sk ore is related

to 1nhe?éh@ raﬁﬁlﬁ:aﬁ&[ riS1a¢ MTiRURR CAINA scardis defeambiet b@r’tﬁiklh@ @flo account the
, .S0 each appllcatlon has a score as_to howit
risks fPlﬁﬁﬁ’ﬁctPsthéa?@Hh%aHBnacﬁé’Hn@l USIFES RBchEalysifefQyRsrgam Applications,
upstred] eagh IOMS dir3HHERAratd, NEats ARARE, Y136 E 18h¢ re§uiftments, related
average of thé predictability factor scores
hardwd#d 6nd sd’tveme |and ans&ve’rdataol TherABEAT Cﬁh@olaﬁpﬂel ig amegsure ebthe control

an appg{:/aglroggléa que{ H%nougt gﬂeé' /S gt{algg E)gnnel Cztlltl ?ﬁé ?{ﬁ(%h control score is

calculabddHab&Bdn 1w ﬁl@rapplﬁﬁﬁhn Bltblakt anbefiness c@imammﬁ ltechhelogy frehitecture,
enmbodi nent s, the sub- ch gnel score 618

be a
platforto Pty REBEPTEEh RIBCHHIOR PR TAEHIPIH SBgHIEL s bBsiResp process, and
informbfH sestity C %Q QI schre T8y éal‘,h aﬁﬁlﬁ:aﬁ&@ﬂﬁ? be $6RE&QBto HRBcchftBe of the

e a wei ghted average of sub- channel scores 618 or
total saohe ang fiei AREAdnisk soore and MGP@)’P contiph scard maki &F addageo the final ORI

score. islgor &% qsflpp etrtrl%,: 6% sfc&re ﬁ?%hgﬁ’ﬁah&c%ﬂlﬁ% 20 B Qxﬁg@&ﬁlgnt may be

rng peri erva or on an
mulnplilaﬂﬁbeaglhtg@ie&eﬁtQS%a rﬂ“hﬁ&reklhang: sofd gdenbe ackted lt(eﬂleoﬂfR(ﬁAE I'lSk score,

annel s, sub- , and i.catiagns. In so
measuglogah (3 1o 101 Brsss e SHBEAT otrelSars e R 2 7er0 ©)
to ten Q10) &R eﬁ%ﬂna@%&r@ﬁ%’ﬂ' &Rl of Q0% SHRINBGHindTBAds She RMMBInkI factors of
or application manager at various intervals, in order

the ARIGAT dsk srdradnd AREASgortsdise@ieni t h popul at i ng that field

ppﬁh%ﬁeo na{s{hgg§t¥ak4§ebyth£%mgsg/ whidnfl Sl agmar ng and in

nve nmeasur nme-s rac
some ks eaclgndsilmnhdy is updaieda category weight related to how the category 608 for

each application affects the occurrence of FCls in each channel and sub-channel in relation to the
other categories 608 within the application. For example, as illustrated in Figure 14b, the change
management weight for the e-commerce channel 2 is twenty-five percent (25%), while the

weight for the BCT channel 3 is twenty percent (20%), etc. Also, for the availability
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to the predictability factor 610 scores are sent to

t he proper enpl oyees to nmake sure the scoring of each

application is kept up to date. Access to nmake changes

to the predictability factors 610, the associ ated

scores, or the weighted averages may be restricted to

only those who have been granted clearance. |In one

enbodi ment, col or-coded scoring is applied to each

scoring level to give a user 104 the ability to

managéthdrt ehidgdrdl et ichitobyow S BRNBE kS ofBrcesid TifeBapaces (684), while the

| icati ons 606, categories 608, or predictabilit

. ..app ( i ity

weight i i rRCS ShmRhiS tHcatyaeespt A0, The i gErachrweightpd ayprage for
. x . !

cch cBlagb P naBEOEER UGPSR BT 809 2080 o

scores b fop asthegplication iase muktiphedby te vBightesausetgadencasio sehagignnel and

504 ' d .l o I de i.ndi. '
o] G BB L1 B 0 SRS O RS 0P e

and ch&heul d be nonitored cl osely. Scores bel ow 50% -38 are
assigned a red_caolor code indicating that the
Therstses s qucvietsty disprsscd Ahq eafeaony syREed4 1t Aniptjpd average of the

predictggﬂflyﬁﬁizt%r EQr&led B MidfinPardsbvr oditein ©28! aﬂie%p%ﬁ&t%ﬁ}fs%r@ B16 for a

ustrated in Figure 15, 1s a reference tab for
sub-chdrinabémapaniied is meecigbiedrayerapd of e chtogory seorehel4 fathat application for
art ner.s ol nt.s of gantract. hier I
cach SRERATRSyy B B ol hBSlueplSA LA, Sove 618 may be o
weighté® iR OE $he HPplivdtion sodrbes1d fulp shat bitoclgihnelt Firdly, the channel scores
know edge . managenent application , IL.n ong
603 ca 6 e AYETRRSCR! D AULEGIBR ISy 538,01 S APplieetion aeres 616 for
that chhfég! » to the sub-channel level, to the application
level , in order to review contact information for o
Therstoeshestp Y darscacir application 104 beaypddied | ip-rgaviine, gluring periodic
. evel s by _sel ihng_the Sa.Qr. L f [
e 47 5 Yo R 0 TR B Sk 6 U St -
channepphd agplicationsevel somdAleindodiatenise khe, scotdsefot) agrartididar rapplication or
use the,cantact search feature 702 or dr%%-domn renu Is. ;
category(age egnaiieldo 4 UBigel ptter B QERPPUERRR WYY 1 (FIPPR{Hgvals, in
order t&Fenfi%@ MR Rrs8h tAKEOCHIR ﬁé%lﬂétﬁl%' tAM flelt ©'dod68n 4 Gthelyfabliéh. In other
contacts 700 tab for the online banking sub-channe
embodipfientshef the byamiiane Erccneasws| tinge istraskedy aadhalarmas asl rgguests for updates
o e BT P 416980 SEFL) ORmp b EnBIBR ke s e o
of eacheapplicdtionds kepdnp ae tiste.7 1Accemad incale Ichaigss tolthe predictabdity factors 610,

aint 712 (or. the title) and th oj nt .of contact 714
the asspFIed a6 Y Liea ORpOT HREoP 259 o ROE B SHRRLRE: PAg fave been
gnn“anﬂgﬁgkghy point 712 in the executive contacts 710
section |lists the technol ogy executive, production
Iy opsponipodinent galerecodad seowing i apphied ueach seeringpysbiq give a user 104

i iy ity BE hSHRRYAIVRLERAIE GO BpRMMons 606, categori
theam%gé@ﬁ%#%ﬁglexe ut?&e&ﬁgﬁe naﬁéger contacf§m7200g%cf%gﬁegst
608, of pretifvtabiliry daqsdre diDsthhtoare at¢vptablentimdbsger of failiag.ed failing. Scores
greaterstﬁa{n\/%%/? ate assigned a green color code indicating that the associated metric has passed
and is acceptable. Scores between 50% and 75% are assigned a yellow color code indicating that

the associated metric is in danger of failing and should be monitored closely. Scores below 50%
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whi ch includes the internal bank production support

partners. The manager contacts 720 section lists the
same information as the executive contacts 710 section
but on a | ower hierarchy level. The nmanager contact

720 section also has the hierarchy point 722 and the
poi nt of contact 724 for each hierarchy point 722. In
one enbodi nent of the manager contracts 720 section,
the hierarchy point 722 lists the |evel one, two, and
are asdiffc@Ca RE@Vofdr QleSHARRMidy MRIDAHE MSsocld meBRS RALFAled! BB needs
uni X, the distributed performnce and capacity support
immedingaanglisis to deferipeafin. manager, center of excellence
ar 0
Tﬁég%ggtgi{:tg "70b gé[:t% ab Qﬁsﬁaté:gzinﬁ re al%k?sbgllllgévev%ﬁ abOfo? Hoding the
necessamnﬂfgﬁnmonme tlnmtemde,marhneuspp@ngs af Wodzact, 1‘Eexjardilﬁdevels, notification
i nci dept kets, or other areas,of,the know edge
contaciie i, JE et BB HORAGE FSHTORTS, “h i Lo e W HOUPRR fregemowledge
managah&{t ?ﬁlﬁbétx@@lms if 2hcicbo@itiche £aket N0P e rill Aowh EEh W& channel
icular incident. Alink is provi ded to send, the

level, to g subshanns! ewel fr bpesplisainilevel iROgter Lamviconfgt information for
vanoufﬁgﬁel{{ee. !Tile ?1 r lrﬁﬁ' gxgg.flgr GRAUE e %Vélg By %%lgging%@ﬂﬁrﬁés or title of

i NCi ent S br ou ttent
variouoémplogeds éw eie cﬁffpnreuddmhndm ssbpbmlsnamag)ﬁpatfomrlemr Alfemnatively,
rin

e o Y B8 o L B DA s 55 Bk G TS i

contacl04 can then send the |nC|dent tlcket to the proper

| evel 3 production support manager listed in the poi
Fegrure b tlbstrates om exmmmiel 2 contad fsPiBrAEh{ Y B the obrtacts 700 tab

for thehﬂnﬁfx@f)&ﬁ% At ﬁtllﬂe'P 33 ye-és?aglrlﬂérgé’ EERHeISO PhdiSdifiact Qﬂplﬁ?ﬂlterface

Vi ew a ecting on the hierarchy
704 hap dwe sedtions the q:xeouth@rcoatabtscﬂlﬁmnd she mheagas emtae@/AbayThe executive

contac%i)ﬁ@/lste{h%pﬂgs?sntﬁ gﬁeggrﬁ a&g 2{?@) |ﬂgf P‘%g aélg f% 8&%6% 5P conttact 714 for

each hféﬁ&‘t\&lﬁ}ﬁﬁonﬁzfuc Gh BAB embOEMEBPBE hieratbiDy paiht, 712Sin the executive contacts
| lTustrated in Figure 16, $Ilom5 t he user, the

710 Se@ﬁ’ﬁd’@?sl the tpclyrol (@fthgg{twﬁ,daro UCHGR PUPPOF SR PSSt ryReTFE Production
support OkudeSald RE l‘e‘é‘ﬂn Aé%&hd&ﬁ:&ﬁﬁ%@%&i@@&ﬁ%e nt

appl |caf|on 12 user 104 can create, receive, and
The muhnager aomtacts 620 sgionin thispaemple displayh tltew@ntaetp dort sharpg gervices,

il
which iffiges B8 bR R B L BHO8 oo "Bod B onges 720 secton
lists the rsalﬁé ?f&*n%ﬁﬁ%h Antloy exeaitiv@ctonpRItl0 sddtnrtep OntasloﬁfEtOlutlab:hy level.
i ncludes fiLelds for nerat.i.n eport
The mpnagriatRtagy 7%411??@}1%@ s s fHeqhigephy poinh 22 o e g %antact 724
for eac‘?lr mklt&?ch?%lﬁa'fﬁ TRboR ethb&dimbst steit méﬂa@iﬁ%entr&cté‘ﬁ@@ sectlon the

may " al so popul ate the incident tickeét nunber 76
hzerarcby mmatbvanhsﬁselbetleﬁ@nmq; twpg and Hbteetmegiuqngntsuap% g@magers, the

4 lss %{f_ th
webspl?erél%ety? ;ﬁ%&f ]tl? dﬁéfl])u?e e‘% t%:égﬁ{cﬁefﬁlﬂ R mggic?tg?ﬁ r Lo %1 s, the domain
managéit adntks o’fﬁ;ﬂceﬂfsndehﬁaﬂagm denpartndri) @s wvelitas e aunberorer #abagers and
of the
the employees who work below these managers.
The incident recovery guides 150, the incident tickets, or other areas of the knowledge
management application 125, indicate that a specific hierarchy point 722 is contacted in order to

resolve a particular incident. A link is provided to send the user 104 to the proper contacts 700
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i ncidents, and the consunmer and small busi ness bank
t echnol ogy and operations assignee 768, to nane a
few Figure 17, illustrates what the custom or canned
report 770 |ooks like after a request is entered in
the reports 750 tab. The report contains the
information entered in the incident information
report generator 751 in the overview section 772 of
the report 770. The causal information 780 section
tab. Fod éxldﬁlbfeaifﬁﬁ ifididenh R0 ¥E ghide i 98 Mdi RS Wiat 8 ihd18dns dhdi@d be brought
the origination system 781, the causal event 782, and
to the pitgatipn p? thedeyaidaupdueian stmpert hyReEer ohERATRhSGHReSy 9dink brings the
9
user 16 ACRRRICconll TP e IPARLRREATIRG: 150 Top kP64 B hon send
the incideat gekegtoahd popbnlewnt! i3grodi@tion Suppod manpgeartlistaddn theepoint of contact
794 o unber of FCls 795, DCls 796, PHLs 797, and AM.s 798.
‘report 770 also lists the issue 784, the custoner

IH 86mt FRMdGRtbatst ) RiefReHyOpdiht [TfOma %;fbfa oAl dOsD, a hbe& AUSE view a
787, and the resolution 788 of the incident.

hierarohy bty seipting en thy élilf‘é@?hsypmgtelﬁé? dnother smbg@meéﬁs “the user 104 may
view ﬂ%?;}]ﬁfb;ig Bl\ﬁﬁb&aaﬂ@ QAR '?)? SRBfE Sy heﬁﬁ ﬁ\fﬁeer‘{ﬁﬁgz 18%kd3n the point

asis. The reports 77 can al so be used for
of contaett 72éceluowl. | ect i on and anal ysi s used for dr|V|ng t he

tr %téﬂ%giggg ?ﬁsl uo{-ﬁtt Tglp%}rl% lﬁrgl?oewsﬂ}% usef ¢ ed eal‘l?flmﬁg/rof extracting

reportst fra@ kid idcidemswhenire trhelied avichih itheSknowledvei rhir@gemérit gtppl&:atmn 125.
18 illustrates the notification process to dea

W th
A usergh4i g iceratve recqiverndsendsa Fast of Guhem raneet trqugh thg iporfs/S0 tab.
As illds& gﬂ’ L FERPe Y6 ClRe Indi Wobiitioh r}‘éf[)c,q? BnePRGUTS EH i Ben A11éd out to

producti on process or on a producti ol systemis that
create apusiomayr camwdrdpatt-t Bhé reportsat @ tab influddsdieldsnfor gensrating reports on

speciﬁg g@g%f%gg esi%g_trlga % tllt Zsa}ﬁ Q%r? gate glllﬂgg?(ratﬁi J_JT(S dQ?nil% of the incident

ticket. eﬂ’ﬁ@di RSy alsol §8puldt94her ecdemaikat moibet i76@ 0 pﬂ)blem t1cket number
rough e-mail or sone ga% comuni cati.on { hat

762 tha iy VABcR GO oPed ISP 007 SFeelsy 1A TRPOTLY Aokt g voygrty Tating

level MBI, REY, TR thHeB Othe RIBACIAAVEF ﬂﬁerﬂlc,tl&rn'té" Ghe PRt URRE obdr 766 of the
searches 't he database for a new i nci dent, as

incidents,| and theatoasirhgr angismelk bugngss bagl tsehnolegy asd opgLons assignee 768, to
nmnedggptifies a new incident, the user 104 identifies the
I SSue associated with the incident by exam ning the
Regurert 7; #letrdted whiththe dastalnasrecanas] fepbu st do@d like dftep@krequest is

eero i S0 3 e e K AShSE i SR b e

mform%ﬁcl)@}éiﬂrt' REbERR tﬁltlﬁ ahe RRMOIHESRIMED 7L R tﬁ@@oﬂs’ﬁm? THe causal
ast, as illustrated in dianond 1816. If the user

mformg‘@m SQﬂggthmapsttaﬁ@ theegve thedngident gequrrgd insfuglingthe origination system
781, tﬂerl:%l.\ ?g{'ent %]f aﬂﬁ‘?l{ ﬂaﬁ&reqﬁf Bétsfilgo%e Iﬂn?!lcg Iﬁﬂaﬁn ﬂ)?l' ’fé@%&ctlon lays
repor 0 seé % P

at particular rela nC| 'S
out the gatieé dharms! 731, Uﬁpz{caidetelchnmal ekeantdved7903 1. lnipﬁcttdltmb -channel 793,

the ge(%gn%:}h%‘fe ]g}:qt{%g@g HE Se 1rrnle)§c(%l V(? g'lealilrl]l%lbell‘ (())ts[*e&s %Ig ﬁ&e 99& Iﬁ‘ILS 797, and
AMLs 798. The report 770 also lists the issue 784, the customer 785 impacted, the restoral 786
information, the cause 787, and the resolution 788 of the incident. The reports 770 are typically

generated for senior executive management reporting and are reviewed on a daily basis. The
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procedure outlined in the know edgebase 200 i nci dent

ticket to resolve the current incident, as

illustrated in block 1820. The user 104 nmay cl ose out

the i ssue when the incident is resolved, as

illustrated in the termnation bl ock 1840.

Furthernore, as previously described the user 104 can

update the incident ticket found in the know edgebase

200 with any additional information found during the
reportsPTRCE&SSal be LR o8 nlchfes Calle@ivh dnf GindIgEk us&PRI tdrividg the strategic

order to help subsequent users facing the sane or
goals of theihagk. j ncident. As illustrated by di anonds 1816 and

h t

T%lg Jfél Sd)(g }a‘at ﬂlﬁﬁfat%ioﬁtﬁgﬁgg ﬁgt fsrvg}gig threghcﬁa gs %Jrggllra 4fr0m when

they adedist @eméedi Nidpaent? dlustkatds thaenotifi¢atioh @oc&ﬁ()to desl w1th an incident

.ilI strated bl ock .1822. Figure 19 illustrates
when if s PR TEY BR8P 47 TEHEOTHHE MG PRI ERER: s durng o
producﬂi@ﬂ pERRsCEH & aGRodudtibil Sfdieri s Bl @6 lerdg rédagl wlitﬁVilnfomatlon of the
incident" button 801 in the 1 Cl_ 800 hane
incident iy gapt fostsiatagsyini dabase ych axthe pankdiahaee 3t apillusirated by block
1810, 'IH%b&@%gabgﬁﬁnéﬁ%ezf udd?q 0 Sed NS ARifichifon 'tﬂ}&héfxemnah' drkBe other
screen as illustrated in Figures 20 thtough
communiucad;ionﬂhae b caiombag ecduired. KftnirextgengramatBention or whlle performing

i cat.ion 125 ul,l ta into the new.incident
proacif arcafiSip e W dBF sPActes 1, BB B f P REAS B Bt by
block 1812t heahanihe dabaDas aenfiBé, a hewhingidedth thepiseb I1e4n1danﬁﬁeg the issue
nunber 811, severity_ 812, or start tinme 813, as

associaged Wiy thsripeifent By srRraing ¢ Fpr wasrt Bb e ST Y lﬂgstfated in block
1814. @fnﬁ?{he 1§sﬁ@9f‘it}1 thd FAURYR s idBntHRA thd Mr PO QaRBSs th@ ﬁnowledgebase 200
ability to edit or delete any information in
for any retatefemcidents thag haveTiesaleddothe saraé iseve in the east,le@ml@ah@wes diamond
ew ticke an. ent r |n C h ar I
1816. ?f g dpseig ’ ﬁlgcﬁ%%re}\ﬁl% e{e ISEP_JL eﬁlf’%(aisp tﬁl % nl%ﬁb(gms down
into th8lidcidémeaepatiiae secoff fhﬁtepzfl‘tldilﬂir &lat@r incRler is Ifeﬁn‘lved as 111ustrated in

identifying the praoduction |ncident en i
ciomondi A1 1 b, IeRGAFkAL S FriSHEE Bscloscpt i Biecgos follows the

proced&%%xﬁlﬁnerdhﬁ thd RlRYledde¥ideMRIDMREBent AR KA SB rEsoh KO R EAtifeident, as
he 1 ncident ticket they nmay sel ect wvarious buttons

111ustram§1 injbhask 820 Theeser ﬂq@4 nenrlose ewtehe ishenwhen the incideat iy gepolved, as
C t I
oo 60 Sl R G5 GAER B 10 o
update&]ifﬁchEE tlckétgfag&tﬁni?nﬂakndvﬂedgebad 280 8/ithaing aflditiorsdh adoi@dsbion found
dunng?#é;t)rg%sss 8@%}%5{1%&2%@%?%%8 c—?rrglﬁ(:) L heggrg\év&HRgsu seqlllfpntt users facing

1hesmﬂy@Qﬁhﬂﬂﬁﬁma§ﬁ escal ation, as illustrated by bl ock
824. The pagi ng gU|deI|nes tell the user 104, based

Aol bap e i st O8uiTghe e 108 Gamnct Ginge related incident
ticket 6qu19 {I{E’Eﬂnﬂ n%n{‘&s&@&i ser Loy R Eg a n@&’%&&éﬁ‘g Blicet tulPtg the ICI 800, as

Ing gui del'ines are 1ocated he ‘I nci dent recovery
1llustrag=hﬂ| tqaﬂoc:ksmzm Figuee 19illaythoesiibe fkiaﬁlenﬁb)mel‘ihagb forttheinaident tickets. A

user 1GPF g Lo Y SFIEC BBy B GReph 2B e F03. {8 the ICI 800 home

page, %@Qﬁi’dfﬁﬁﬂ%y blobe 182y elafep Spénlﬂg RagwNgciib@thé Gser 043¢ QikBn to the
eopl e
mcident ticket ch):reen 810, as illustrated in Figures 20 through 25. In some embodiments the

knowledge management application 125 can pull data into the new incident ticket from the data
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who are first notified of an incident. The | evel one
(1) paging list basically serves as the first help
desk | evel used to troubl eshoot any basic problens. In
one enbodi nent, the level two (2) paging list is the
next group of people that are nmade aware of the
i ncidents, and are usually tasked to determ ne the
root cause and fix the incident or provide a work
around. Finally, the level three (3) paging list is
in the ER6r BpOYRiPREd REBR! Rink Ha{abAee 130 Nudk a8 tha\DRBIRD liE MR MBmber 811,
code needs <changing to fix a partlcular i nci dent .
severitAB{l Arortstast lime 81131 asowglpys yag@thgr inforpgien Bebcan hrefoyadin the error
1
report. el FF AN SR HANGAE TR HELAARY 16t lop i the fnciden
ticket. dﬂﬂﬁ’lforb (aftee giuserU9é ctehes b.lmewi telefchersha agea:mmtm or change the problem

plication 104 to resol ve the jncjdent
ioket e SFisre iy hreter Toes e LI Foitopfa g B preoyrgport fo
1dent1f§1ﬁ$ RN Broifctionink a6t @idn # Qs & Q8entilfied)p RIRDEIRM dBpact 815, and the
ustrated in block 1850 of the response process

status $fi%0efi the ticket Fpgheraops as wheas M%Pome F@P@d@tttﬁhetﬁh%may select
Vanou%ong @obtlﬁg SC f gtth@‘?hcwgﬁ @fézcﬁ@% h%ﬂl'"&r when it reaches

ens an ONMers a roug
certamcﬂnﬂesmmeéﬁﬁ) thamdcled;suby lsele@mg the tdtan: kinE8SL3, Iﬂuaw:renm r&do, MOD

cngaeefRd IR Ay SOR 00 SHERB  nci dent r ecovery gui des

AIRP thdudeh 0P Ip¥ IROKSY 1i0Rettiad the 4C1 AU, thy 0e 64 Seidad the paging
help resolve the incidents, as well as, existing data
on

guideligprdfonicacelstion.or iHustrated by blpk Hedt thegeging suidshines el ac user 104,
" based fo | att Q}?pu g [n%ldg?gtd' obduRd e AP O e RERmEE RURS ‘?ﬁcuﬁeﬁ@ MIn one

deterniine the custoner inpact for the
embodnmsm eﬁte pagmgjgmtlehneekm looé.gdl inl thet ingidendt iepovsirp @ikidegds0 of the

playbop\f(]sc }((g)[s teaia.-l-ﬁi ext, % él?? ts ]3)\4 %}'&ﬁy thg iezveL texrro Q)he | nmllsg g@rt tllglle incident, as

illustraRddasasckt ReN It énd @stolditfent iBe levell dihemt) pagihguit is tlaeSgrbii;Eof people
proper . individuals to make amanﬁ of tg Ln&@ﬂent

who aqerfersfsm%aefito; an dyaflens 1 The herishene tA agigR dist dastrally serves as the first

help désﬁslgvley h&é&'}o Qfogﬁfé%o@:m)} BRid ﬁ}ﬁbl‘éﬁl@t It bf& %bodlﬂgntuﬁl%rlgvgl two (2)

enter i1n the severity upgrades or downgrades
pagingj Iﬁst anthe Imxe grqupeoﬂ pebpleghatt 4re nadei atent of theldagidentheand arc usually

tQ cseveri
asked J0 By L EREE Y GPERERRn B ot E A 158 Aol Finaly, e
level thk@e1(3)1kgirl 15 i€ ﬂ{eegrSu;aof pédphd thdesierdoptacied va2 safidare code needs

probl.em descriptign 821 into t n dent ticket, a
changif, (S8 AR g AL herlrucviode) dagey IptagHCigobe user 104

opens askn%wﬁéd E@néﬁ% éﬂ&ﬁtbnﬁg&hﬁ%? pRoHelihe) With tthe eMBRSER! on the paging
pro en] and | em deScription 824 is a nore

lists, 1rd@ﬁalr fodggidase thedtnpwﬁﬁdgc man@egw@bamatm 184 te Frsolve the incident, as

it el 812 is determ ned the MOD makes a
luuStraze%t é’rbr%%ka{g?gn on who the incident should be

Themgei eiathextl béginandreypuat tb eheeinctdentetsmteatthe pioblem as illustrated in

I nci t ticket to, trat bl o 1858.
blook fircidhs mepee pieatsured lienE e KR EES ghe maps 300
tab as WROSE theViBétamBid downstream systems and customers affected through the flow
charts 400, as illustrated in block 1852. Furthermore, as illustrated in block 1854 the user also
examines the knowledgebase 200 and the incident recovery guides 150 in the playbooks 100 tab
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illustrated by block 1859. At the sane tinme the MOD is
determ ning the escal ation, the user 104 and anyone
that the MOD has already escalated the ticket to,
begin the step of analyzing and researching the issues
associated with the incident ticket by using the
resources contained in the know edge managenent
application 125, as illustrated by bl ock 1860. The
user 104, and anyone notified of the incident ticket,

for prod®¥es tHal hélﬁtreidl‘@e fHeeneigette sS4y Wwhil g dkbeingrdatdl &i¥Bhistory of related
trackin ess of the incident ticket

e progr
incident giglsitsst Thnse tabg élﬁg’l the upggs 4 b figd thecappriprigtsaesqupess frogy gach group,
| the history of
and detl‘ﬁ%ﬁé g{é" crﬁr%gmgltqgn Etgf ?@%I glg%r%ttnt%lld E?i}& ‘and store
Al nﬂmtmﬂlm ibldcir1 88acthe fuse] aSsxgﬁ:r mmwritﬂ/le@dstmth@ ingedent ticket. The

Jtjckets. Thus, the user 104 .fi]ls in opriate
soveri SP3BT oo ket vk e BRBL PR g proper
individdfl¥Ro @aka awdfe bf tHeh@tigedts Hah@ssesitylevdl 8K disgesdt@ighout the
the user 104 may manually fill in the required
resolutfoneprggess THfethgsiapidenfaticket. o i obich Y EBICULR | SeYHRY upgrades or
dovnafELSAPIy, I EADE of B 8] BRIt
are rechided @t the séﬁrarsy apgrodusort dwrngmﬁeshlslm febd B2k {Tbe user 104 also enters a

brief déjsglg S Sté‘k]'&d pfqb:l@'?ld ﬁlg Z%I %gzlst{e{%totfck%th Gs il lril*‘tjﬁaqgc{”n Figure
21. TR deheipfidiesineidant ort e sefﬁynoadﬂﬂimﬁg)mmen@ﬂ problemeand the

incident ticket. Wthin the |nC|dent i npact section
problerg dgscripfipn 834 i paepre fetpigs descripfion of flegyroblel. sel ects t he
A@’fegﬁfet &QGI'I JERIEES xgﬁétcﬁﬂﬂe&j ild Mo Qed @ cfeﬁ%nfrﬁﬁ&i Bh Gvho the
ch anne s using the sub-channel inpact button .
mmdentvshbuld @ chmofunichied etocimah mbkts 18l te lescalpie rthel@rzpldmy tlcket to, as

111ustra t erl&lhgﬁﬁ‘%‘% ;ﬁgeb%@g @'ﬁﬁ&@ es%%%tc'es Wﬁi&n%%eﬁr ea evels as

ﬂlustraea'aii)yfwkm{h@sg illustrates how the FCls and DCls are
br oken down wi_thin each chanpe d sup-channpel ., The
Al dhg samgdimg Gg MPP 18 deigrpigepe 8%01%@80% ﬁﬁ? Rt ﬁ‘gﬁ“da?{a’m that the

MOD lgdétnagl%e]‘acﬂﬂélcéltaﬁéd Ql%cttlék‘éf‘tos 84sin %g kb Nghal iry SAtrdearching the issues

how the incidenf 1S affecting the applications
associated edthh tleh almn@nt atm}kefellm uting e . reeces ceytaipgst in the knowledge
managelg%) i %ﬁoraow { %ﬂh‘?"‘%%ﬁ%g ?R]?gll %(f?lél’é@t s i%%&'ﬂfoﬁ@notlﬁed of
the incidésit ﬁﬂ&f,,maﬁ}ﬂﬂll whathel figkixcdestritabg the IhaMemg tmakmgehe progress of the
cust oner base. user 104 |nd|c e -
incider S5k ABIRR. PEELY I bEYTASOE FEOT RET JLRC] S00 has the abilty t
store thdTRRGYY B8 chabChali®Yo HR! Rcitight! (REE] ﬁﬂﬂ stbianfoR@btidhAfbs ®ach field
as a particular systemor server. The total i nci dent
from previrustingdsnt tiskats| Thesd ther useh £04fHs inothe pRpropiga ields in the incident
: ti t . l;
ticket %Eﬁlghl%g?-ﬁggeghcﬂ@g 3%’#}%’% Idﬁt gle 1ftt9%r9 %annés"om%i%elat%k{ld%ta @B dser 104
may nﬁﬁﬁally flt i ﬂlesleqdlradnﬁcﬂdso Ohe ube 1i0AdE deerturdged ke utikizeths pme-stored

tab.of co ations
1nc:1dent ata |g)gcause it standardizes tﬁe language used across the channels in the incident

tickets. This allows the users 104 to better understand the issues and resolutions for the incident

tickets in a timelier manner.
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bet ween users 104 trying to resolve the ticket. A user

104 enters a title and description in the ComDetails

841 section, indicating information related to

resolving the incident ticket. A running tab of the

conmuni cations 842 is kept in the description section

840 and may be edited or deleted as the incident is

i nvestigated. Al so available in the description

section 840 is a work around 843 section, which
AdhcOWersa 04 S8 andB4ink GhimsidentiBey@yy ddieinfur@bli@moahdlinbident ticket.
~ tenporality fixed until the root cause is ideq%ifi d
Within ghaiinpidgelcimprsleseeioay 850 flbistrated i PIEnrcp 2 iseot 4 pedfrisda atfected
channe%g% 1 p%’lg 3#111& ASH 8 ?ﬁé:#fe&tﬁb Qlb %ﬂé?%l?’ Qfsglg Nfe kitRthafnd 3§xbact button

ates wth 1iformtion ntifying an
832. Withih regctt bibthespothavals 83 lothetuser 1(dcinale matet incthe mumper of FCIs, DCls,

ot pBILPLELE CLAP AR gl RIS e

llustraRS Gawahe 8Cls0and M Bhes biokve How o fvithits exckxhaimkel aal ab-dhhgnel. The
i nci dent tea as_illustrated by, block 18

i 64. L
user 10fplscehlfy igrthe @ %ct%dewﬁhaﬂéﬂwésﬁ%wnﬁ%éa?tméé_‘*t figlining in greater
detail 15<§$ 'tﬁjs?,}fcidghf: i%%ff&ﬂﬁ% Bhd! Q%ﬁllcaﬁ&% MOQkch MAMRE ah@ sub-channel. The
ldentiTl1 ed. t

After e root cause is identified the ‘
customen cipgemcet @atmon §31 snpopubateal Witk infagnaticadglatesdsteshowh he incident is

.root cause fajlure, as . ll - at ed 6
aftctg e o, b o3 e if BB SERR b Bt Rpe b 104 ao
indicat¥¥th€ BedgBaphiblot ffonrB3Kitig tige inyidérans infpacithgn mdichanay help to identify
rocess change, then the REC nupber, 846 is

i.ncl ude
the roof PRUBIES 3 PRETLEHIRTLSYPIERIQE SOrVRyr ifelP Pé{de?H@PPﬂ§33 G e at the end
of the i?:g%ﬁtt %e@t'i'bn%z), b listéthe ROBIUPEL eOCEN AMIY, LAGPLNE fdrl A8h EHannel and

rom whén the user |ogged the incident into the
sub-ch&mel edge managenent application 125 until the fix

or, the..i nci den [ t. i tifie N _
Thederr el I8 40 bESR| indBey RNt e B of Soiinicarions
betweeh usérk 904 prying Weadsdlar the dickew Ansdrniyi eness a hijie tahé deseption in the
104, After the fjix is.inplenent t he user afts.a, ..
Commippiite 8 Stetons sl S HARAEP S ARG O, eIV PR s dHsdisty dgket. A
running 38 JfMd deRhulibAioRs 842K lé.ehi Sthé ﬁéﬁﬂfﬂlcﬁl REAGKSABHR. mAke edited
user 104 fills out the other details section 850 and,

or deletddens tlsoincidentdeinyedtighisd. 2d® wriletiein the dersriptien saeiien S4fhis a work
e t aid: i . li

woun ST 3, RGP0y 91 DT Bof MRSl 6 opraiy

fixed uptl the pesticanseds tlenti fi@handTXed THAeprapd hloorstomatanst ré@6lution 844, and

secfion.is ulated with |nfor ioni.ndicating how.. .
root cafraleR R A g tip Pt kgt | BTk o Bt pgtion Br RRMiying and
fixing fhe PR 8RB P InctiGddH ABkegm and the outcome of the
troubl eshooting analysis. The ticket assignnment 852,
AscBipsteeeddosdiembed 18 if isniopb sause dnhet IRRRRASH Brccinitisl level the

incidert B¢ J%ﬁlra[gg & rﬁthi%}ﬁe‘? olvst .fcﬁpnoryéﬁ RRETRNBRLnEiI8SR 1k, 38 iR R ated by
- sec?lon escrines the I nal %utcone of the fix for
block 186d. iTheredfert the Téven etdigacs dad mistaschpe the ineid@8 Gick¢tsigain until the root
ntifies ﬁh% t ool s 854 uge? tgtgolv the incident
er th 1dentifie

cause ffﬁgentlﬁed. A € Toot cause 1s ¢ inCident téam impiements a fix that
addresses the root cause failure, as illustrated by block 1866. If this fix includes a request for
change (“RFC™) form, which is used for making a system, hardware, or process change, then the

RFC number 846 is included in the incident ticket. Furthermore, the incident duration 847 is
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identification of the tools utilized includes, but is
not limted to, the playbook used 855, whether the
user 104 consulted the know edgebase 856, and an
attachnment area for any files 857 that were created
or used to fix the incident. Al so, in sonme enbodi nents
links are included in the incident ticket, which take
the user 104 to the tools utilized, including but not
limted to, the incident recovery guides 150 used

populafeﬂ Qﬁﬁi&ﬁﬁg PhePyRO AkSokl BOm Wika thGdcd Rplged tiekfdigent S0 t}fef l@idvledge
t he nomAedgebase 200, etc. The root cause secti

manag@Bat jagpligation Japuntk g fbs/fomléf insislenty Gokeh s idepfiaed. A link to the

R IEEAEL ke R3S S o160 PR TE B8 e
by the &&t 10by answering the follow ng questions: where did

t he f aj Iure ri i nat.e 861 at _event c us he,. .
AT i s ot i RSt Bowits bt 15 B0m Btigatigp bow the
team résBRre& e in@ideﬁt&idk@tr @s GiRiatkingeblotln QS@{U eThd Gdtr 104 Qillle oflt the other
e failure originate 861, the user Fulates th
1

dotails pyegion 350 BRtibe ros fgse ectioni86p &f ﬂﬁdﬁl%@ené cifl T @hgatgtails section
t, t I
850 ha%:}ﬁtaf gﬁ%ﬂ%g&g%og_ %Iobfeﬂf SR @%1 Bkt agﬁgéﬂé&f% 85P Ok permanent

nde est 1 on, vent caused
resolutione? 58 alThe peobBH6sumhary $sé rseq:hiwpusb mm@ttdmth enfemnatigs mdicating how

the prc{bpfzén g{:}g&eflg‘% at fgijlscitrg gllﬁldtest?o Ll;ﬁes OE &lgeGI?ro l%l%t | 0(51 gl} 1?!90%(3 of the

troubletemmhgl dnbBkisf aiThel k&7 AssighbRnti 862 skOdorp aemhaésealet h:ehmcal team
ggact 87 the root @ -45 cause owner 872, and t
respongibl<fOrélie REFRARGRAFIsOtien ndss P&Weﬁfe{@ﬁwav%§53aﬁﬁsm°ﬂ describes the

ﬁnaloﬁgﬁﬁégfﬂgﬁxmgﬁﬁﬁien,B?B The user 104 also fills out

e action itens section 880 outlining what needs to
"ﬂhe otten detaids secbmp B&Q elso idenfifiss the tedie8Fhuseddaisolve the incident. The

TN TN A——

the use’#ﬂ?)ﬂdoﬁﬁﬂ&ﬁ&ﬂ@&mﬁ#ﬂed@ba%eh&i@@nd lilﬂdzltthc&ﬂnenaﬁféacfei efyefiles 857 that
ormation in the jncident ticket e incj

were ciledi g 1 (i GSERl | ASeHR SRR IR SRSk s > ingluded in the

mmderit t{ckétt ARy tHl L%E# 1081 he 1661 AWREH ihdludise B@tr ﬁ(ft'lﬁﬁited to, the

the incident has in fact been fixed in the
mmdemysqoemy @adds| 150susedifioeh the plathocks 1¢(% 2he Mgiseptatickets usedhdrom the

[ n close out the issue as illustrated by
knOWk%%§§Eé?@%%% The final comunication regarding the

'ﬂhe Qboetdust Sedi@nt3a0oist ke Migklated by ahe iusai tiEnsfies uheranoident fix is

i.llustrated bl 876. th
s, TR A BB, 8T8 M, U SRBERLSS s s

by ans%@x@ﬂ% RHERAAE: 4o &FRrd A8 thd Wil El8 Bligh@RBGN ; What V&t 8shised the
uture searchi ng and troubleshoo? % for rel ated

failurei866; andehet ispyey compeunted thetimpadi o thedeitigkslatlyc 34 want s
Gn%ete ?ﬂe qﬁc@&gr{ r@flérg th Ph e Rk | ﬁé‘ﬂng{e édlc kfed uge?rbogﬂiates the fields

describing the initial point of failure 863, the second point of failure 864, and the final point of

failure 865. Under the question, what event caused the failure 866, the user populates the cause
867, the event 888, and the description 869 sections.  Under the question, what issues

compounded the impact of the initial failure 870, the user 104 populates the impact 871, the root
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up the I'Cl 800 honme page as illustrated in Figure 19.
The user 104 may search for tickets within a
particul ar date range 802, tine period 803, severity
804, or by ticket nunber 805. The honme page lists al
of the incident ticket nunbers 806 that match the
search criteria, as well as the associated issue
description 807, and severity 808 for each of the
incident ticket nunbers. The wuser 104 views incident
cause c;'dfrfék 815 ah@fheQ@hbine aBY shll 6diRgs Bihki tBehnbiogk @hd BpéFX@Ins assignee
of the'incident in the incident ticket number 806
873. colum. The know edge managenment system al so has an
TRE ﬁ%? M4 3%8 fﬁl% tzrut ﬁi% acﬁ&ﬂ#ﬁénrl@ge%ﬂmil Bsd bthia v%x?&t né@ﬁ? to be done to
acadeny I'S Cross nct i ona tralnln orum
complegde dabufit iofnhes itmhhnt feslurinateg she ingident tieket alsb ddb mmmnumcatlon

. t he .ac 900 can,.be used tq stor track of

history; gegtion ggﬁ ln%@t SPS A Fisto?nds fl ?FBP%)?@ e%n }ilf?ﬁve %l}d deleted

informht® i8R iQ¥i88g ticketany ot her busi ness. The acadeny 900
Tﬁrovides onl i ne trainin%}to users 104 of

A dlideabdetpitirag tea neved ip techank gatabasss 13G,@p UMSH@% Gpklock 1870.
LB g W 5 1 PGy R SR SE st b
block 890t iTheraftern thepusogi Ghean adseatut terisaieras tilhestmicd @)yr’qb@nlﬂ &g4. The

for specific positions,within
final ooy SETRTE o AUt bt DreaOEL it Gl gpummary. o
1llustra?e$1319%léﬁkelfg7wl tWhep el MOD aiRbidsfthe &Ipoﬂr’th@ MOD abmits the incident
ure 27 illustrates the acadeny 90Q hone

report fonhe laomdedesitase PO, Whese th HUIF! 1B 1HESTCd: 108 fitie searching and
| earni ng 906, and vi ew
tKMbk£§g%@%?%g%%és&ggﬁk%g sections. The training nodul es
Avpyustrel q4rtha/c|haedcciess lt)mad wets 1¢ @dit informatignrisea pasticular ticket can pull

o e F L0 T i TP TR 08 e By s vi
a partiélil&{da8yrangd 807) iR phrfodV&03 Té’t@ex&l@@ﬂ)em hotigke® fi?nbal®05. The home
i ncl udes any reEU|red certif atlon dng t hat .ar.e

page ligiseatef the daddens tipkeynumbers, (), thay pigich fBp searsfpliterigras well as the
assocmgélcpﬂghe' s ipioh soh ear}dss%(/eﬁth%OS\@H(e%ch B fleahéident 'ti@léét(iﬁhﬁérs The

notes If the certificate programis available to
user 104a¢¢ews incident tickefs fopeditireshy, cliskinigfon the ekt nyyalegy of the incident in the

l.ete n [con 916 is also provided to nake
m‘“daﬁg]t g %gli 833)3 Ct%éu ie certification, and a bookmark
T@x&&mbﬁrlddg@uiad@hﬁeﬁt tyalemn hlbe hassar adaderap 860 ﬁdbg ad; ilhﬂsisated in Figure
ated with the certificati.on

asso
27. T éwy ot oot sarionalraiiae Kot B BRGfMon. woran esppiates. In
other éﬁoo@iﬂléﬂ% B e HRGly JddeahBelRkio RbretRE h!ra@lﬁ all e teneshihy €or all of

nodul es and requi'renments associated with the

the emlmwsf dtche bk qrrtbg employees injany @ther Rusnessn The geadsmyd00 provides
. I [

online tt}; %?.19# SEJ) rug%%%g dgf Ehg qm%%f{dﬁé rlﬁzgl?akaﬂeﬁt Eﬁcaﬁgﬁ I"12'§D ‘fﬁéklﬁlng bank

personaslasichlab ehe groduetioy sigpsrt capitpieet and, thoMODx K a@émemy 900 provides

i ndi cat es
access 1o cer%liblcat{c]m programs, which contain training modules for specific positions within the

bank. In other embodiments, the modules may be singular modules not associated with specific
certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the

academy home 902, view all learning 904, search learning 906, and view transcripts 908
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that the user nust conpl ete other nodul es before

| ocked nodul es becone avail able). Each nodul e may

have a nunber of sections that the user 104 conpletes

before being allow to nove on to the next section or

nodul e. Test or quizzes may al so be required at the

end of the nodules to determne the user's 104

proficiency with the subject natter before the user

104 is allowto proceed to other nodul es or before
section8€" Thd treingOMolidles MaPatid bowided tBriB@reen 168 G atudber of different

Again, a status indicator 914 displays the status for
fonnat@aahe modulicemay be slifepesintationn idses e aydipy of2pdpieracti display,

to browse through all of the Iearning nodul es

tonmn?%g‘ware avai | abl e at the bank and add them or any

”Rhe ra:cadldnqahemp r9gr mhrsintlod¢shanyu sgpired tedifigatierBl2 thoirare deemed

sy PR, LB BB O E ROE UG P y s

indicatef 9] PRGteMfithd BerBifigHi® PRograe Podvall&tilé to Glth)-i€ hvais e broceds, or if it has
channel . The user 104 can add the certifl

: L ¢ C
been coppligicdnet Bic isaf1eds paprovided (i Bk potes & %t@gfe@%aertl%cahon and
a book&%ﬁf 91@'150 villel I?% % thd er t@ rsﬁec?f‘i’cahﬁl%bés@o&éie& a@chl'tﬁ@ kertification
rove the user's 104 general know edge about
pngnmmher groups departnents sub- channel s, or channels

#;Plgg%e% o U%.S 'gaseggnﬁ oS BRpE 850 o .-ﬁfg 825904 to look

at eactﬁbf {Hetslpechﬁc anelulks asP e&juiirements rakSof:iatbﬂt wmln thepcreﬂmatiﬁn @fogram, as
ul es to other usersé%04 thg; Lhat % ﬁﬁ
ﬂlustra&f'ébarFe%ﬁ% dig dritbylawn of iy geft &@P@h dyfe thad dt reguired and

Whethém n%? t}}é%&ﬁﬁi&e g a%k&t%‘ iR PRctr &k, éot&ﬁalaé@tb‘i’ lodked @Qi '(@Hﬁ;h indicates

of the users 104 in that specif
that thg r@@pmustemmnlm rmheren@du@sbqf@rqdpd@d me@ifm brgome %(ﬂlé%e) Each

erest ,for e 4 n
modulf gl B, b B BEE e 8100 bR e dffitioy 1o move
on to theféxt déMioh or pediler ffbét@y qmzzbs miazt #so lg:rl@qmred al élpecamt] o ﬂte modules
sub- channe] chan et C. chln

0 detGEBRE b B3R Soh OB Sy i HSCUPES: TAE DeftE tigswpr 16fyis allow o

proceeﬂ‘w ORI ddBlch 3K Befold) @erﬁﬁ@e[tﬁ)h fof g lﬂaﬁﬁuﬁk PRIgRY 34 é;raﬂifed Agam a
he certification prograns or nodul es at the bank

status mﬁ@at@s 814 digplaysshe pteoser cagemeduleo the certification
T&%%@J@Eﬁ 1c3ni 2 lntgﬁ allow{'hE ubdio I%WSG #18u gé%%l (ﬁqﬂ%ﬁgﬁfm&f modules

e prograns n t esearc I'eani n
that aré hﬁillable ra’t the biﬂéaraimklelmn boaey @8 Hidateprogiams to thevuser’s 104 academy

t 908 tab all ows user,to view,the us .
nome S5 HgrecRiialniosiams aa HRe RRSGOEHTEL 61 oRTeT (g specific
job op&'ﬁ? QF joBs ﬁﬁﬁm ol duh£Endnh @ublsRinnd 0 4r Haen€l0 ML ﬁ§éi3d04 can add

passed. hernDre it lists the scores of an

the celttlé‘@@tgmmrogr@mz pégnqdﬂéﬂs that dhq ussr 10béxreavirgats trksy @lqnédﬂfboany that
are av%il fe to tﬁ@ ﬁs Y10 b LRABRGE 'ﬂ&t 1}113%9 E 168 BehSalNGowd ﬂg?laﬁﬁtyother groups,

pT ul eepln rack rious certificat
departmmtg,rmh&hamﬂ:lscmﬂ U]haaaelbyvxﬂlltmthustmnk 1 0drthdpmprea keoe figgrs 1Pewho are

in charge napgrgrggg (?e)l()a&ntexlltve may z!wle &2 a%lijlﬂlytto assign specific certification

programs or modules to other users 104 that work in that group, department, etc. The

~ certification program or modules may be uploaded by the boss of the group, department, etc. to
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organi zati ons, and regul ators. Manager's and
executives can easily upload nodules to the acadeny
honme 902 tab of an enployee, and track in the view
transcript 908 tab what enpl oyees have conpleted the
nodul es. Furthernore, audit teanms do not have to spend
time finding out if wusers 104 of a bank application
have been properly apprai sed of and trained on a
particular application because they can view the
all of e BBSA04 Rt thgpa%e&ﬁ@ tRpSEpaitmshiaat | ¢ redisrel @hindld orQfeab beinterest
user's 104 have co Feted the required training.
ibrmﬁnﬁmwﬂﬁénaﬁBVOMﬂnge aige. fient to know i f the bank
as_in I S t n al
TREgste sHathe ps AR MEREDa A% 08 "L BRRork] KGRI e, sroup
departrhdirﬂ,ﬂﬁbl@hpltneﬁ Qzﬂaﬁmb et tsbdreting) farhaay wswtificatiohOgrogiams lvawepdules that

| eted the assogj ated.trai hin the
the usch gy ot (e kEo atigragtge et i Bhet B oty Ry HSerams or
modulésriﬁ HeAnk | MiHe her 0N tLNloweRABRSs 100BK bartifitMion programs or modules,
I nformati on el sewhere in the know edge nanageng
then the pperi @4mayredd 28y off fhe pregrams ipwddnicarash logame %6 F%b to the user’s
104ac§ﬁ%1q1nﬁﬁﬁu Qi es on particul ar pages of each of the
, ‘return to the nodules or note sections
Thé videeyansangt 28ash atoss b rmsetrhe vﬁem theasserBo d@hregridBedtion program or

specific are isited w kno
moduld B afBive ! eipries heigdulet Trechigy A6 B FRPAARTER! passca
Furthel‘ﬁ‘i&é” i€Bsté ehBbres af A ciesth Bf—‘qlhiﬁ@fs ?zhal&l{b liser ROR @B Wae kalh&eki to take.
the nodul es. In ot her enbodi nent s of tgg i nventi

The view énagscmw%tyb i3 ) cpbireasy PR i KEaunAc Oy thirious fetification
progra.ﬁ‘x? LA ﬁl%dﬁlg? g?ﬁfél RS 10HD Su@aﬁ&;%%e%&a@éﬁ&d%&@&ﬁ'v&sas@veﬂ as audit

glossary o erns so users 104 not - famliar with
orgamzaﬁrms-;uandtlegudatom t Managdrs ﬂl[ﬂjQXQEStl‘mSeCﬂab‘Faélll' aplagd knedudes to the

acaderrp}o 8%1}2/4) |0F 612 {;‘I?lgl:otérger gﬂ&l g'ﬁc I e %:g&qﬂa%];cr% @603;%? F&h%t employees

have c&hﬁ]é{eﬁ)thé'fﬁaﬂﬂd@s | Rirglefraee, 260 tedrﬁ@(ﬁtﬁn&ﬂﬁve ar @emis’eﬂe ff'mdmg out if
&Egbal functions such as changjng the t qE 1
users Kdep # ganto appiisatiem ARICnbEeEi FIPRFENEPPIHIHLT e ga a particular
t itanf) whéfer all of th
omic Al B RBMEHCE, TMRHRTRN AP Gl e all o e er
104 have rbmpletedghe aaqdlri:@smzungg Athbtl@naﬁp,l A yeguiters oanbIOalylow if the bank

s 858 T TR BB ROk B 2R gy st

the vidWOifEnsPaES08 tdb bstlthinpalie Wsdomt\x&:loﬂﬂve cmnplefed rthd assbadated training
within the interactive display to areas, such as but
modulpot  |inited to, the hone page, glossary function,

\yﬁﬁ]ﬁl{ﬁ& AodRRgR: thBaLRIRFIR0, FALESI (RAYS nabhtBithrough hnks to content

unction, interactive ganmes, quizzes and test pag

pages piokingook snfoa@tion ts]sewhere in the knovlpdgecapnagemgnt @wc@ron 125. The
ese sect,,ons, by ,c e

user 1{) cin %lg? aéigg (ﬁh Wd deie?ekh&gst 818 B%lfﬁ@ullall E%QI £ 9{' fnB ntld?ﬁles and

course’ exi
return 36 Qe @Rdulkolor toe segtonsliidhéy have questienscinuthe éumﬁr i Bgolgnarks for

after a podule is c |.e . .
specific areas visited w1t%m the Enrg)wlectlgeed mallefxgement application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.
In other embodiments of the invention users 104 may play games in the academy 900 that

are related to modules. The academy 900 also contains a glossary of terms so users 104 not
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the interactive display nodule interface 950 is exited

during a nodule the user's 104 progress is saved

before the nodule is exited. In one enbodi nent, the

mai n content area 960 of the interactive display

nodul e interface 950 has a title 962, a navigation

path area 964 for noving throughout the nodule, and go

forward 966 and go back 968 features for noving back

and forth throughout a nodule. The content display
familiaP Mthss@ﬁ@[ﬁl tches sRes tHeCmbadss ffe 401 tdTR tBeth NGt tolip@NideSa better

wor ki ng on and the audio transcript area 972 provides
understanding of the rodalédi o content. Finally, the character

ani

F erngéc lglgtrelggs ee'a{g]ﬁ?fé dfttl# Bfég chg% d%ﬁlg9| ncﬁle dﬁteﬁﬂ& 850. Icons 952
are used i@t @otad funcsrissath mhamgmg thic Shed®2 tifngrkeeming, oo bbdkmgarking different

audi o and_ani.mati on ,of the cha 0
modul g A0S e Uy P REEE FIRUGTEIOR LS SRgy heigns 954 ar
prov1dé@ﬂ)McﬁQ HRA 2 Nnd réélﬁhg mlield@;blhﬂfl The dispRy thédulé afideface 950

and di sp Ia s the traini g nmodul es and certification

also hap ﬂ@gmah%k $3r for Baldpg with wadge ronagemaphapplissfion 128 home page.
A tool gl)pp : Ca@ft%ﬁs ?c%gp k&clﬁlkg' %%m Méein{%p&%@g# n%&%ﬂﬁsﬂ&h as but not

recerves training nDdu ‘
11m1tedcer tthé ihomk| jgage gkmgsraa)rrﬁ‘unmbm,ngpswmcts pipe, as]gopagt adtes page, print

U|zzes video.files io,fi etc., fro
fanctioS Bl<HeHE ERBIRAUPHS 4L B Areroidy DR oA P Tocan view
any of s BRbibAADY WidkiHp0s0ie 1iRR phavidedCia Rdios! bﬁ'}%B e ms c€d exit button
and stores themin the bank databases 130.

959 is piselprowisied der the pser P4 i ¢dihp F@gﬁea%ﬂw afgr ft’in@ﬁ‘fl%éﬁ coploted. I
the mt%&étﬁﬁ?%%%a&?ﬁécﬁ% fb‘?ﬂk@ gﬁﬁs mBPRL bealstOd 1dprogress is

ey ca ed or pushed into
smmdhdhmﬁhﬂﬂemyeﬁgﬂﬂahy t he knomAedge nanagenent

P %Igli% I?antgélseﬁﬁ%.gfggli I’(l)tzaf’irl'\?\%gif gt t%e éx}terfﬁthve §ple(1% module interface

950 hatsf@hﬂé 952 70 diak Batén paflltlaééa eﬁ:t Iff(mm\(l)wpingghﬁﬂghdm ahkg Imddh&, and go
ser corrput er system t he no e e nag nent
forwardl 96 B EPdrRck 96Y T GA0t MEVIDS GRolk et B o RE EG g faodule. The

t I
om0 465614 B 8,00 A b B i

transcrip dukae 3720 proyiies itéxt ot the mugdio otpntent Fimplly hheehgtretenapignation 980

ke 33 SSEER 11 LRI AP ERPBRGEER st e

animatérgohebls 982 fdricontrdligg he andioamd uﬁlﬁfatlsly of theshatdderand
stores .the progress in the hank

q® es, 130.
Fraywe AR ilsrates 28 apadepyt pragess ow B1W0c e@@éh owlfleq ghagement
systenn loé’utﬁﬁigg Ih@@v‘?tstr&clﬁ? aﬁcf éﬁbﬁlhﬁ&h@ﬁ‘gﬁﬁr%ﬁnéﬁules%ﬂ 'bblftﬂﬁ@&ldn%ograms for

progra edge nanagenent application 12
each ofitheoedess mfdattuho ﬂramk t Aaiilisiggtednndbloels 1892, deg kmwlé@aei Banagement

appllc#JQE(g)er e fv%g V\ﬁtaﬁgn uﬁl%ﬁuléfp fhd ﬁéaluHﬁ. flﬁgsﬁ lf’é’gl“g‘ St(l’)le associated

managenent applic
tests, quiz&xeX Srlcﬁﬁ dile&t mdﬁsﬁlebl,&:tcr. doutl 4 asenfl 04 rly)ugleﬁtem,serthma‘&:s systems 110

trainin dul es, or certification ogr
or autqriaLY MERIERdLt bak SRS SHUFRS il AMEEE: fgg n b€ bank databases
130. The modules and certification programs may be created and uploaded to the knowledge

management application 125 by the user 104 or they can be pulled or pushed into the academy

900 by the knowledge management application 125 as they are created.
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The following U. S. patent applications are filed
concurrently with the present application on Apri

22, 2009 and are hereby incorporated by reference:

U S. Patent Application Serial No.12/428,333 to G ace
et al. and entitled "Performnce Dashboard Monitoring
for the Know edge Managenent Systent; U S. Patent
Application "erial No. 12/428,335 to Grace et al. and
entitled "Operational Reliability Index for the

AN EE HYVMRIOAI SORN vhaY S 1 REY 104)sekects Fafa@iihg ARbleCat depiification
Serial No.” 12/428,337 to Gace et al. and entitl ed

progratn |thisugle e Gsmeompuiat Fystem [140.cthe doewledee ipwagensnt apgfisation 125

I
atovs N REEIR L e oMb e LA B\ bk 1o,
as the sarr 1 04hvenifiho thelyainMgmagiedant cSyiftaivh. pr@pawns indthe associated tests,

. enbodi of the i nvent re_descri hed rein. .
iz, CRRPY AR PG BPHERIOn 7 SIS (6 "Bh TEion of completion
from m@\ﬁg&t ERRmRAL sys@idsh 1 TR Red rstoved Ithes Progrdse il the HaBik Qdd€abases 130.

illed in the art to which the |nvent|on‘§ertalns

Furthemaw reg Hingragedniarleclof 948hes thapter 1S orelsds 8g tamigs,godules or
certiﬁc%.tﬁ({éf%?)gf}glsdtﬁ %6\91%:3&2 fhehhgpdgﬁétﬁﬁxt RiseehIkRMABERnal training

erst the 1 nvention
moduldsr reitificatidneprograms fedhe oselr Hé4 s pedllistatedib bitickd A1@ the knowledge

di scl osed an hat nodifications and.other odj S
manag S BT PO Lo 3 s e dPRR AR B Srining
modulds/é e BT abibrd ﬁl'bgkafnlg &n 5 GARCripf sebiid id piRenaR databdsasd 130,

Al th hough L]peC| ic terns are enployed herein, the

The Gellavwini: Uge rRafent spmtigateis o Bleshvsanowresnis vt Y afe qpplication
on Apliloz g%g()@ %.SaerheHbgjelE@t;rjgaﬂted b%pre%@n 1 g, ﬂﬂt%%ﬂp‘ﬁcaﬂon Serial

e manage ystemf or Use W th track I ng.
No. 12/@28;1333e$@|®nacrg e rdi dehtestitleb ¢Rerformgpnie Reshizoard Adonilesingnior the

Knowlgc%qnﬁrfl 3| grgeqtéygtgﬁlé, g% ?’Fxtg%tcﬁe%hcaﬁ onmg%gi gt 129&8(1%\5%8 %}race et al.

Orna
and enﬁﬁt‘dl C‘@p@ﬁﬁf)ﬂlegl UR&EbIRy Shduxefdr nthe rmiwiedye Management System” U.s.

nPuter-readabIe nedlun1haV|n z& nHuter%Lg e%
Patent AgBRaER SOHE NMUGHZA 3T R anes & ot ot 383 Communication
Interfal¥ %r%b@%l@dﬁgpﬂﬁgagteﬁleﬁp Sydah?; inf@lt erd. qfa@entt lication Serial No.

conmmuni catl o evi ce nmenory devi ce, t he
12/4283d e Geace peadmdl catiffedi Agademy forghe ngl@dgq MW@@@'@SXSW@]

SHOTBYE Sk SRLFEDE (PO R Phcb RIS ston s o
embodﬁﬁeﬂf@éf&hdﬁt/&bﬁ)ﬁ%st fortA hekein will come to mind to one skilled in the art to which
the invention pertains having the benefit of the teachings presented in the foregoing descriptions
and the associated drawings. Therefore, it is to be understood that the invention is not to be
limited to the specific embodiments disclosed and that modifications and other embodiments and
combinations of embodiments are intended to be included within the scope of the appended

claims. Although specific terms are employed herein, they are used in a generic and descriptive

sense only and not for purposes of limitation.
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di splay via the user interface at |east the follow ng
information related to at | east one incident: current
status of the incident; recovery guidelines for
effecting resolution of the incident; and scoring

val ues associated with the incident. 2. A know edge
managenent system for use wth tracking and resol ving
incidents occurring in a business conprising: a user
interface; a communi cation device configured to send

and receive i nfor maWiHAT IS eLABMEDYIStevi ce configured
to store information; a conputer-readabl e nedj um

HaviAkgowlsdaemeragensasyptem fRsyse veth trrking#pd aselying incidents
occurrihP ] £bhkin &a%CBE@ﬁgﬁ or operatively coupled to the

user Inte ce, t co ni cati on device, the nenory

ciewserceterface] t he conput er -readabl e nedi um and

confi gqure t8 execu@e t@g coggﬁ%ern [re dabke_
Arom I AR dpdce coRlgmsd PSR Red® FEPRRIRY (o one
AmERGS deticé 8@ifgsrddno Bofiafopmatial; € dat abases; and -51
di splay via the user_interface at

| | east the follow n .
iarp Fesdlalple pagelien haying compRisr readhl semeliane Sbaied erein
status of the incident; and scoring val ues associ at ed
with the incident. 3. The systemof claim2, wherein
sgirecesyon opgsidvely soupjrdrta Bleaiserontexfeca the coommpunication device, the

oo 8D AU 5335 ok BB SR

readabRSsRkaéedow th the incident. 4. The system of claim

2, wherein said processor is operable to_execute

conputEelveiRfaEamion reladng 9anr 9 Lo BFigENts fopne or more databases;

gouter-readabl e nediumto store and display

historical information associated with the incident.

5. Thelisplaytvimthe fises [in{erface at lastites follgwing iptoppatinngelated to at least
operabl e . to execute conputer- readable instructions
éﬁ%}%%ﬁqﬁithe conmput er -readabl e mediumto store and
di spl ayrrémeausrof the incident;

and

recovery guidelines for effecting resolution of the incident; and

scoring values associated with the incident.

2. A knowledge management system for use with tracking and resolving incidents
occurring in a business comprising:

auser interface;

a communication device configured to send and receive information;

a memory device configured to store information;

a computer-readable medium having computer-readable instructions embodied therein;
and

a processor operatively coupled to the user interface, the communication device, the
memory device, and the computer-readable medium and configured to execute the computer-
readable instructions to:

receive information relating to one or more incidents from one or more databases;

and
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gui del i nes associated with the incident. 6. The system

of claim2, wherein said processor is operable to

execut e conputer- readable instructions stored in the

conmput er-readabl e nediumto store and display a

process map or flowchart. 7. The systemof claim 2,

wherein said processor is operable to execute

conmput er- readable instructions stored in the

conmput er -readabl e medi umto store and display contact

i nf or grblapRiadhe L intérehea blcad KRTLBGWitg Wfbhndtiog related to at least

incident. 8. The systemof claim2, wherein said

Qﬂ@ﬁﬁﬁg%? is operable to execute conputer- readable

|nstrgﬁ&éﬁgéu%%@ﬁggmh&ﬁﬁQﬁdconputer-readable medi um t o

cooperate wth sai communi cation device to

f aci | stoming velmasressp@ated with et ineidenta user of the

know edge nmanagenment system and other individuals

%S Cl s%tgt%%l 0‘3@"'&*&3&&?\%&1&@& Ios%uflq };ri)ce%SorT%(fpe 2& tg)r(yéiggutecéo%ﬂgter—
readable GREXUL s sfo@ﬁﬁﬁhheﬁcdn[}ﬁﬁdru&ddab]n&nesﬁm adstoma ahdh display tracking

conmputer-re iumto display |earning nodul es
informgtipnpssqgiatsd ‘V'gf R‘ﬁ&‘?‘g@é‘ Es of training. -52 10. The

system of claim2, wherein said processor is operable

40 EHOGMeR TREAMMIES vhereRARRIIrECdsRF td bisthdbliND eié@jtf&d)mlﬁlter—
t he conputer-readable medium to provide variqu

readablgiiegtugtjeps\tiored indhg ?@WPTP@@@C@%@W Hr Bersand QHP](% fuisfqrical
1nform5\AT£Anaats§Qlatté?i GieHengdgent . 11. The systemof claim 2,

erain said processor is operable to execute
conmput er- readable instructions stored in the
éonﬂm osteme{diding, wheicimsaidopraéasgrirayoperabds tosseguic computer-

cotsofl R S S35 30 R v

gummhﬁﬁnﬁﬁﬁﬁﬁaiWShﬂﬁemﬂ@hﬁ to execute conputer- readable
instructions stored in the conputer-readable nediumto

& e there T oS AR REN CLARIRE:-

readabreQﬁﬁuHﬁérﬁ%ﬁ)r&f 1n|tﬁ§bcd\§ﬁﬁ§r -redRbRithéiurh @ &t6R 0 ARPRY a ptdess map
The system of claim wherei n said processor 1Is

Orﬂo“@b@$able to execute conputer- readable instructions
stored in the conputer-readable nediumto receive and

0 SPheYsiehf G il 20 R}/hefeﬁgﬁ[cﬂj%lﬁges&ﬁr% OPFRIE B KE1BOEorBfuter-
more applications relatin o the incident, or channel

readablringuotionststmerdin the cqmmt«arerg@ahbsmuné@stmetand display contact
1nform6t10n (%e n&1v1du'§ls assgglat%%f gi}lt?l%eomcﬁll im2, wherein said

rocessor 1s opera 0 execute conput er -

8. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to cooperate with said
communication device to facilitate communication between a user of the knowledge

management system and other individuals associated with the incident.

9. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display learning modules to a

user for purposes of training.
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readabl e instructions stored in the conputer-readabl e
medi umto: receive information regarding performance
of one or nore channel s of business regarding

resol utions of incidents relating to the channel;
generate one or nore scoring values associated with
the channel's performance relative to the incident;
and di splay the scoring values. 15. The system of
claim 2, wherein said processor is operable to execute

QQWPM% Shten’ JFRMHRAIE whogi dafdt pr@éb%scﬁﬁmlﬁﬁabld’ltotdﬁecute computer-
onput er-readable mediumto store and disp

readablonR GORRATSGHTCCH bR RRMFTRFACHIE Ee i o @Iy i s isglays with
dlffereﬁtqg\'fe‘ijse&{mfoﬁnét@ "ﬁe%ﬁ’l £RicARGIRIAGAS e Of a financi al
trtution 6 conput er program product for a
know edge managenent system the conputer program

gl oButyseomficlaiing whereinesist proprssa ehenerable toex et eomputer-
st S R PGP TP o L APATERS aiviog

at leastArQking ah & adeing fortthoidsidestonpri si ng: an execut abl e
portion configured for receiving, through the use of a
pr.ocessor orjati on relating to one.or nor
e T el ot e MOF P et Seu PRIl TR s gomputer
readabRIiRGRSEATs stdr&d ARRE drhpiftdrite SRR eelliln td Reei0n anddispIDy ﬁformaﬁon
dat abases, a user interface, a comuni cation device,

regarding ROHQIIEGE Qleone g morghagntinof kpinesdagmias sreltians %fdafédents
cut abl e portion configured for displaying
nﬂmm%%?gh?ﬁ% u@er interface at |least the follow ng
information related to at | east one incident: current
slt3a”ll"hl@sstsfent ¢fesldimgl, obatein s*a@bmmsyorgmpm?éﬁblmsem@ﬁe computer-

e G L ol M5 0 ARELR o

regardipp @@ﬁ@ﬁ’ﬁaﬁé@@ﬁtﬁfe of afor@agphiost ond geatingria @mmaﬂerﬂym‘tchmnet dresub-
ut n] roduct conprising at |east one

Chann?i@%’lﬁr@ﬁs Efsé 9% vi ng conput er - r eadabl e

program code portlons enbodi ed therein, the

CLANPHS §/stehPAUMINE?, RHRBHRERC PBCesBE it bpdtsble ROERREILS baiBputer-

an executabl e portion configured for receiving,
readableripgigHonsréored e the cempiteiceadable medivP &'t i on rel ati ng

\Aﬁce(miel H8drEre ﬁﬁin%%@ffﬁnﬁ%@@bp&ﬁ: RmdFPEBndak ep@&ﬁéss regarding

erel n the process I's operatively coupled to

resolutimms obincivonts raatirgiadieschaandiser interface, a

Cg%nera e ocr:lgtor glr(])reds%\éll'mg valfes associated with the channel’s performance relative to

the incident; and

display the scoring values.

15. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display information

associated with the incident where the incident is related to operations of a financial institution.

16. A computer program product for a knowledge management system, the computer

program product comprising at least one computer-readable medium having computer-readable
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menory device, and the conputer-readabl e program code;
and an executabl e portion configured for displaying
via the user interface at |east the follow ng
information related to at | east one incident: current
status of the incident; and scoring val ues associ at ed
with the incident. 18. The conputer program product of
claim 17, conprising: an executable portion configured
for displaying, via the user interface, tracking
prograth Rb&¢ ;{Eﬁ{ibﬁrénﬁ)‘éaﬁa iiedr&e, thé Edinplier-readblbaRbgram=édd fortidie
conputer program product of claim 17, conprising: an
comprigiRgicut abl e portion configured for displaying, via the
rface. -
BB AL Bl ool SO SO IRy
informaticai retafig tocmapr eraigeidents Exmomeab norpdatatiases, wherkinghe prgeessor

i for,dis ing, via the user interfac r . .
i operg i Rsg (8 ot o mlr R Bens e e SR aton devie, o
memor§ A8TLE, @hd MeQEmpMePEQE IE pRkraAd 8dde) dnd, conprising: an
execut abl e portion configured, for, gisplaylgg, v&a t he
@8 exequinbla ozéen cogfigirsd Surdisplaying via hegiigrgietlacess leagh{pe

foilowﬁg%ﬁﬁ{n%[t)iloﬁ&a%&‘m A10uGte iRfigGhai m 17, conprising: an
execut a

e portion configured for displaying, via the
user icndrent bats of tentaddent; i nf or mati on of individual s

associ ated with.the ingcident. .2 T £ program
pr odu 5‘?°°8‘?rycglu§g]rwef$?r %ﬁeﬁg‘ﬁ SRl :Iona%ﬂg‘i lgqggit%gtb Fuéd portion
confi gerg vialies haedihted &fithnls intidestigh the use of the

conmmuni cati on device, communi cati on between a user of

t he know edge mana Sne t st? and ot her  individuals

AAd< BSPRPBET HOBH™ HRGTE 9o WIoslge mﬁ%g%%ﬂfsgeﬂns E@%"é’%‘%ﬁf
prograﬁgﬂgd{ﬁ ccﬁﬁcprfsh%' dNehd on€ @EMPphiSH-RGdatdmeXiefmHaalg@oR@lilct-esadable

Cc

nfigured for displaying, via the user interface,

programeade pergionseithadicd theyeln, the spmpeer-fradalarogmm 49dgPAftiegs
comri%}._The comput er program product of claim17,
P coﬁbrising: an executabl e portion configured for
pinateditabls pdrtioocmifigthied fasecafingHeropgiothesisool a pracdseurs

information relating to one or more incidents from one or more databases, wherein the processor
is operatively coupled to the one or more databases, a user interface, a communication device, a
memory device, and the computer-readable program code; and
an executable portion configured for displaying via the user interface at least the
following information related to at least one incident:
current status of the incident; and

scoring values associated with the incident.

18. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, tracking

information associated with the incident.
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di splays with different | evels of information detai
related to the incident. 26. The conputer program
product of claim 17, conprising: an executable portion
configured for displaying, via the user interface, a
dashboard displaying at |east tracking and scoring
for the incident. -55 27. The conputer program product
of claim 17, conprising: an executable portion
configured for displaying, via the user interface,

i1 9 f D RRipAfer pFoRBidl PloddetREElhalh TARpakingne or nore
channel s of Business regardi ng resol uti ons

..
ian exesaishle portianaponfigured for displawgniep thexser infeface, histaricpl
informi A AN a4 Hﬁ&eﬂfkﬁh@i"1l7’ conpri sing: an executabl e
p

ortron contigure or displaying, via the user
interface, information regarding perfornmance of one
30. Ty compupsr progrdno pdpetiohelaig 17 compsisingei dent, or
channe r.sub- nn f i.ne: ' '
i ER e fineP Ot g HEREE oy Aopliilen GRTARCEIARES il ity

guidelifidsaissociated widmbe iidegt. an execut abl e portion configured

for receiving, through the use of the processor,

i nformati on regardi ng performance of one or nore

ohapiel ctnpfer ?kb%}diﬁﬁﬁ)dﬁégﬁeﬁhﬁ a7 &e@ridingons of
incidents re atlng to the channel; an executabl e

B0 cxécotableaettion ponfigired foyalirptayingnyia thgpssuigteriape agpseccsy map or
ﬂommh&?e processor, one or nore scoring values associated

Ww'th the channel's performance relative to the

i nci dent; and an executable portion configured for

Q2 s Pheagoimpgter piagrah prageetrofichiinerl f awmprishig: scori ng

R SR PR & BRI ReTh L iy Phelhe

inform&ticnifaydivigualy hstodifted W rhd intideftace, i nformati on
associated with the incident where the incident is

related to operations, of a financial.institution. -56
2%. ’?he computer %rogram product of clalmrﬁ, comprising:
an executable portion configured for facilitating, through the use of the communication
device, communication between a user of the knowledge management system and other

individuals associated with the incident.

24. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, learning modules

to a user for purposes of training.

25. The computer program product of claim 17, comprising:
an executable portion configured for providing, through the use of the processor, various

displays with different levels of information detail related to the incident.

26. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, a dashboard

displaying at least tracking and scoring for the incident.
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27. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, information
regarding performance of one or more channels of business regarding resolutions of incidents

relating to the channel.

28. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, information
regarding performance of one or more applications relating to the incident, or channel or sub-

channel of business associated with the incident.

29. The computer program product of claim 17, comprising:

an executable portion configured for receiving, through the use of the processor,
information regarding performance of one or more channels of business regarding resolutions of
incidents relating to the channel;

an executable portion configured for generating, through the use of the processor, one or
more scoring values associated with the channel’s performance relative to the incident; and

an executable portion configured for displaying, via the user interface, the scoring values.

30. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, information

associated with the incident where the incident is related to operations of a financial institution.

- 56 -



