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FIG. 1 

Determine payment information of a payment to be pa id in response to a 

payment operation of a first user, and collect to-be-verified biometric 

feature information of the f irst user

Generate a payment request offline based on the payment information, the 

biometric feature information, and payment ce rtificate  information of the 

IoT device obta ined in advance f rom a f irst service terminal, where the  

first service terminal is a service terminal corresponding to a payment 

application of  the first user, and the payment certifica te information 

includes certificate data  and a private key

Send the payment request to a second service terminal, for the  second 

service terminal to send the payment request to the  first service terminal, 

and for the fir st service terminal to perform payment processing based on 

the payment information and a  payment account of the payment 

application of  the first user  in response to tha t the first service terminal 

dete rmines that the payment request satisfies a predetermined payment 

condition, where the  second service terminal is a service terminal of a 

merchant corresponding to the IoT device
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Dete rmine payment information of a payment to be pa id in response to a 

payment operation of a first user, and collect to-be-verified biometric 

feature information of the f irst user

Generate a payment request offline based on the payment information, the 

biometric feature information, and payment ce rtificate  information of the 

IoT device obta ined in advance f rom a f irst service terminal, where the  

first service terminal is a service terminal corresponding to a payment 

application of  the first user, and the payment certificate information 

includes certificate data  and a private key

Send the payment request to a second service terminal, for the  second 

service terminal to send the payment request to the  first service terminal, 

and for the fir st service terminal to perform payment processing based on 

the payment information and a  payment account of the payment 

application of  the first user  in response to that the fir st service terminal 

dete rmines that the payment request satisfies a predetermined payment 

condition, where the  second service terminal is a service terminal of a 

merchant corresponding to the IoT device

S102

S104

S106

Send a device registration request to the first service terminal in response 

to a registration operation of the merchant, where the  device registra tion 

request includes device identification information of the IoT device and 

merchant identification information of the merchant, for the first service 

termina l to allocate  a public-private key pair  to the IoT device, and 

generate  the certificate data based on the device identification information, 

the merchant identification information, and the public key in the public-

private key pair; and de termine the cer tificate da ta and the private key in 

the public-private key pair  as the payment certificate  information of the 

IoT device, and send the payment certificate information to the IoT device

Store the received payment cer tificate information sent by the first service 

termina l
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Determine payment information of a payment to be pa id in response to a 

payment operation of a first user, and collect to-be-verified biometric 

feature information of the f irst user

Obtain user identification information of the  first user offline based on the 

collected biometric fea ture information

Send the payment request to a second service terminal, for the  second 

service terminal to send the payment request to the  first service terminal, 

and for the first service terminal to perform payment processing based on 

the payment information and a  payment account of the payment 

application of  the first user  in response to that the fir st service terminal 

determines that the payment request satisfies a predetermined payment 

condition, where the  second service terminal is a service terminal of a 

merchant corresponding to the IoT device

S102

S1042

S106

Perform signature processing on the use r identification information and the 

time information of the current time  based on the  private key in the 

payment certificate information of the IoT device  obtained in advance 

from the first service terminal, to obtain signature da ta

Generate verifica tion information to be verified based on the  signature data 

and the certificate data in the payment certif icate information, generate  a 

payment request based on the ve rification information and the payment 

information, and display payment success information

S1044
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FIG. 4 

Obtain user identification information associated with biometric feature informa tion 

stored in the f irst storage area that matches with the  biometric feature information of 

the first user

Display prompt information to prompt the first user  to subscribe to a biometric 

feature recognition payment service for the  payment account

In response to that the 

offline matching processing fails S1042-4

S1042-6

Receive user identifica tion information and biometr ic feature  information of the first 

user  sent by the first server, where the  user identification information and the 

biometric feature information are determined by the first service terminal based on a 

request sent by the first user for subscribing to a  biometric feature recognition 

payment service

Store, in the first storage area, the received biometric feature informa tion and the  

rece ived user identification information of the  first user as associated with one 

another

S1042-8

S1042-10

In response to that the offline  

matching processing succeeds

Perform offline ma tching processing between the collected biometric feature  

informa tion of the  first user and biometric  feature information stored in a fir st storage 

area

S1042-2
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Determine payment information of a payment to be paid in response to a 

payment operation of a first user, and collect to-be-verified biometric 

feature information of the f irst user

Generate a payment request offline based on the payment information, the 

biometric feature information, and payment certificate  information of the 

IoT device obta ined in advance f rom a f irst se rvice terminal, where the  

first service terminal is a service terminal corresponding to a payment 

application of  the first user, and the payment certifica te information 

includes certificate data  and a private key

Send the payment request to a second se rvice terminal, for the  second 

service terminal to send the  payment request to the first service terminal, 

and for the first service  te rminal to perform payment processing based on 

the payment information and a  payment account of the payment 

application of  the first user  in response to tha t the fir st service  terminal 

dete rmines that the payment request satisfies a predetermined payment 

condition, where the  second service  terminal is a service terminal of a 

merchant corresponding to the IoT device
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Receive payment result information sent by the second service terminal, 

where the  payment result information is information sent to the second 

service terminal after the first service terminal performs the payment 

processing

S108

 

FIG. 6 

Receive a payment request sent by a second service terminal, where 

the payment request is sent by an IoT device to the second service 

terminal; the payment request is generated offline by the IoT device in 

response to a payment operation of a first user based on payment 

information of a payment to be paid, biometric feature information of 

the first user, and payment certificate information of the IoT device, 

where the payment certificate information includes certificate data 

and a private key; the second service terminal is a service terminal of 

a merchant corresponding to the IoT device 

Determine whether the payment request satisfies a predetermined 

payment condition

In response to that the payment request satisfies the payment 

condition, perform payment processing based on the payment 

information
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Receive a  payment request sent by a second service terminal, where the  

payment request is sent by an IoT device to the second service terminal; 

the payment request is generated off line  by the IoT device in response to a 

payment operation of a first user  based on payment information of a 

payment to be pa id, biometric feature information of  the first user, and 

payment certificate information of the IoT device, where the payment 

certifica te information includes certificate data and a private key; the 

second service termina l is a service terminal of a merchant corresponding 

to the IoT device

Dete rmine whether the payment request satisfies a predetermined payment 

condition

In response to that the payment request satisfies the payment condition, 

perform payment processing based on the payment information

S202

S204

S206

Receive a  device registration request sent by the IoT device, where the  

device registr ation request includes device  identification information of the 

IoT device and merchant identifica tion information

Allocate  a public-private key pair  to the IoT device, and de termine validity 

period information of certificate data to be generated

Generate the certificate data based on the device  identification information, 

the merchant identification information, the public key in the public-

private key pair, and the validity period information

Determine the certificate data and the private key in the  public-private key 

pair  as the payment cer tificate information of the IoT device, and send the 

payment certificate information to the IoT device

Store, in a second storage area, the certificate data, the device 

identification information, and the merchant identification information as 

associated with one another
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Receive a  payment request sent by a second service terminal, where the  

payment r equest is sent by an IoT device to the second service terminal; 

the payment request is generated off line  by the IoT device in response to a 

payment operation of a first user  based on payment information of a 

payment to be pa id, biometric feature information of  the first user, and 

payment certificate information of the IoT device, where the payment 

certifica te information includes certificate data and a private key; the 

second service termina l is a service terminal of a merchant corresponding 

to the IoT device

Obtain the signature data  and the certificate data  to be ver ified from the 

verification information included in the payment request, where the 

signature data is data  obtained by performing signature  processing on user 

identification information of the first user  and time information by using 

the pr ivate key in the payment certificate information

Perform payment processing based on the payment information

S202

S204-2

S206-2

Obtain a public  key corresponding to the pr ivate key in the payment 

certifica te information, validity period information of the ce rtificate  data, 

device identification information of the IoT device, and merchant 

identification information f rom the certificate data

Verify signature of the signature data by using the obta ined public key

Dete rmine whether the certif icate data is within a validity period based on 

the va lidity per iod information

In response to that the signature verification succeeds, the certificate data 

is within the validity period, and the obta ined certifica te data is consistent 

with the certificate data in the verification information, dete rmine that the 

payment request sa tisfies the  prede termined payment condition

S204-4

S204-6

S204-8

S204-12

Obtain associated certificate data  from a  second storage a rea based on the 

device identification information and the merchant identification 

information, and de termine whether  the obtained certificate da ta is 

consistent with the ce rtificate  data  in the verification information

S204-10
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Receive a  payment request sent by a second service terminal, where the  

payment request is sent by an IoT device to the second service terminal; 

the payment request is generated off line  by the IoT device in response to a 

payment operation of a first user  based on payment information of a 

payment to be pa id, biometric feature information of  the first user, and 

payment certificate information of the IoT device; the second service 

terminal is a service terminal of a merchant corresponding to the IoT 

device; and the payment certifica te information includes certificate data 

and a private key

Obtain the signature data  and the certificate data  to be ver ified from the 

verification information included in the payment request, where the  

signature data is data  obtained by performing signature  processing on user 

identification information of the first user  and time information by using 

the pr ivate key in the payment certificate information

Determine the payment account of the first user based on the user 

identification information obta ined through signature  verification, and 

perform payment processing based on the payment information and the 

dete rmined payment account

S202

S204-2

S206-4

Obtain a public  key corresponding to the pr ivate key in the payment 

certifica te information, validity period information of the ce rtificate  data, 

device identification information of the IoT device, and merchant 

identification information f rom the certificate data

Verify signature of the signature data by using the obta ined public key

Dete rmine whether the certif icate data is within a validity period based on 

the validity per iod information

In response to that the signature verification succeeds, the certificate data 

is within the validity period, and the obtained certificate data is consistent 

with the certificate data in the verification information, determine that the 

payment request satisfies the  prede termined payment condition

S204-4

S204-6

S204-8

S204-12

Obtain associated certificate data  from a  second storage a rea based on the 

device identification information and the merchant identification 

information, and determine whether  the obtained certifica te data is 

consistent with the ce rtificate  data  in the verification information

S204-10

 

FIG. 10 
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Receive a payment request sent by a second service terminal, where 

the payment request is sent by an IoT device to the second service 

terminal; the payment request is generated offline by the IoT device in 

response to a payment operation of a first user based on payment 

information of a payment to be paid, biometric feature information of 

the first user, and payment certificate information of the IoT device, 

where the payment certificate information includes certificate data 

and a private key; the second service terminal is a service terminal of 

a merchant corresponding to the IoT device 

Determine whether the payment request satisfies a predetermined 

payment condition

In response to that the payment request satisfies the payment 

condition, perform payment processing based on the payment 

information

S202

S204

S206

Send payment processing result information to the second service 

terminal, for the second service terminal to send the payment 

processing result information to the IoT device

S208
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FIG. 15


