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S102
-

Determine payment information of a payment to be paid in response to a
paymentoperation of a first user, and collect to-be-verified biometric
feature information of the first user

/S104

Generate a payment request offline based on the payment information, the
biometric feature information, and payment certificate information of the
IoT device obtained in advance from a first service terminal, where the
first service terminal is a service terminal corresponding to a payment
application of the first user, and the payment certificate information
includes certificate data and a private key

__S106

Send the payment requestto a second service terminal, for the second
service terminal to send the payment request to the first service terminal,
and for the first service terminal to perform paymentprocessing based on

the payment information and a payment account of the payment
application of the first user in response to that the first service terminal
determines that the payment request satisfies a predetermined payment

condition, where the second service terminal is a service terminal of a

merchant corresponding to the IoT device

FIG. 2
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S100-2
_
Send a device registration request to the first service terminal in response
to aregistration operation of the merchant, where the device registration
request includes de vice identification information of the IoT device and
merchant identification information of the merchant, for the first service
terminal to allocate a public-private key pair to the IoT device, and
generate the certificate data based on the device identification information,
the merchant identification information, and the public key in the public-
private key pair; and determine the certificate data and the private key in
the public-private key pair as the payment certificate information of the
IoT device, and send the payment certificate information to the IoT device

S100-4
A

/
Store the received payment certificate information sent by the first service
terminal

S102
A _
Determine payment information of a payment to be paid in response to a

paymentoperation of a first user, and collect to-be-verified biometric
feature information of the first user

_s1
Generate a payment request offline based on the payment information, the

biometric feature information, and payment certificate information of the
IoT device obtained in advance from a first service terminal, where the
first service terminal is a service terminal corresponding to a payment
application of the first user, and the payment certificate information
includes certificate data and a private key

v __~S106
Send the payment requestto a second service terminal, for the second

service terminal to send the payment request to the first service terminal,
and for the first service terminal to perform paymentprocessing based on
the payment information and a payment account of the payment
application of the first user in response to that the first service terminal
determines that the payment request satisfies a predetermined payment
condition, where the second service terminal is a service terminal of a
mer chant corresponding to the IoT device

FIG. 3
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S102

Determine payment information of a payment to be paid in response to a
paymentoperation of a first user, and collect to-be-verified biometric
feature information of the first user

S1042
A —

Obtain user identification information of the first user offline based on the
collected biometric feature information

S1044

A

Perform signature processing on the user identification information and the
time information of the current time based on the private key in the
paymentcertificate information of the IoT device obtained in advance
from the first service terminal, to obtain signature data

S1046
A _

Generate verification information to be verified based on the signature data

and the certificate data in the payment certificate information, generate a

paymentrequest based on the verification information and the payment
information, and display payment success information

__“S106

Send the payment requestto a second service terminal, for the second
service terminal to send the payment request to the first service terminal,
and for the first service terminal to perform payment processing based on

the payment information and a payment account of the payment
application of the first user in response to that the first service terminal
determines that the payment request satisfies a predetermined payment

condition, where the second service terminal is a service terminal of a

mer chant corresponding to the IoT device

FIG. 4

$1042-2
—

Perform offline matching processing between the collected biometric feature

information of the first user and biometric feature information stored in a first storage
area

In response to that the In response to that the of fline
offline matching processing fails matching proc:ssing succeeds S1042-4

Obtain user identification information associated with biometric feature information
stored in the first storage area that matches with the biometric feature information of
the first user

$1042-6
——

Ly Display prompt information to prompt the first user to subscribe to a biometric
feature rec ognition payment service for the payment account

l S$1042-8
——

Receive user identification information and biometric feature information of the first
user sent by the first server, where the user identification information and the
biometric feature information are determined by the first service terminal based on a
request sent by the first user for subscribing to a biometric feature recognition
payment service

S1042-10
-

Store, in the first storage area, the received biometric feature information and the
received user identification information of the first user as associated with one
another

FIG. 5
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S102
-

Determine payment information of a payment to be paid in response to a
payment operation of a first user, and collect to-be-verified biometric
feature information of the first user

IS

Generate a payment request offline based on the payment information, the
biometric feature information, and payment certificate information of the
ToT device obtained in advance from a first service terminal, where the
first service terminal is a service terminal corresponding to a payment
application of the first user, and the payment certificate information
includes certificate data and a private key

106
Send the payment requestto a second service terminal, for the second

service terminal to send the paymentrequest to the first service terminal,
and for the first service terminal to perform payment processing based on
the payment information and a payment account of the payment
application of the first user in response to that the first service terminal
determines that the payment reque st satisfies a predetermined payment
condition, where the second service terminal is a service terminal of a
merchant corresponding to the [oT device
108
A
Receive payment result information sent by the second service terminal,
where the payment result information is information sent to the second
service terminal after the first service terminal performs the payment
processing

FIG. 6

8202

Receive a payment request sent by a second service terminal, where
the payment request is sent by an IoT device to the second service
terminal; the payment request is generated offline by the IoT devicein
response to a payment operation of a first user based on payment
information of a payment to be paid, biometric feature information of
the first user, and payment certificate information of the IoT device,
where the payment certificate information includes certificate data
and a private key; the second service terminal is a service terminal of

a merchant corresponding to the [oT device
S204
Y
Determine whether the payment request satisfies a predetermined
payment condition
S206
A

In response to that the payment request satisfies the payment
condition, perform payment processing based on the payment
information

FIG. 7
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$200-2

Receive a device registration request sent by the 10T device, where the
device registration request includes device identification information of the
IoT device and merchant identification information

S200-4
h 4 -

Allocate a public-private key pair to the [oT device, and determine validity
period information of certificate data to be generated

S200,6
y S

Generate the certificate data based on the device identification information,
the merchant identification information, the public key in the public-
private key pair, and the validity period information

S$200-8
_—

Determine the certificate data and the private key in the public-private key
pair as the payment certificate information of the IoT device, and send the

paymentcertificate information to the IoT device

Store, in a second storage area, the certificate data, the device
identification information, and the merchant identification information as
associated with one another

20

Receive a payment request sent by a second service terminal, where the
paymentrequest is sent by an IoT device to the second service terminal;
the payment requestis generated offline by the IoT device in response to a
payment operation of a first user based on payment information of a
payment to be paid, biometric feature information of the first user, and
paymentcertificate information of the [oT device, where the payment
certificate information includes certificate data and a private key; the
second service terminalis a service terminal of a merchant corresponding
to the IoT device

S204
A 4
Determine whether the payment request satisfies a predetermined payment
condition
S206
h 4 g

In response to that the payment request satisfies the payment condition,
perform payment processing based on the payment information

FIG. 8
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S22

Receive a payment request sent by a second service terminal, where the
paymentrequest is sent by an IoT device to the second service terminal;
the payment requestis generated offline by the IoT device in response to a
paymentoperation of a first user based on payment information of a
payment to be paid, biometric feature information of the first user, and
paymentcertificate information of the IoT device, where the payment
certificate information includes certificate data and a private key; the
second service terminalis a service terminal of a merchant corresponding
to the IoT device

S204-2

A 4

Obtain the signature data and the certificate data to be verified from the
verification information included in the payment request, where the
signature data is data obtained by performing signature processing on user
identification information of the first user and time information by using
the private key in the payment certificate information

S204-4
y

Obtain a public key corresponding to the private key in the payment
certificate information, validity period information of the certificate data,
device identification information of the IoT device, and merchant
identification information from the certificate data

S204-6
h 4 _——

Verify signature of the signature data by using the obtained public key

S204-8
y —

Determine whether the certificate data is within a validity period based on
the validity period information

S204-10
A 4 —

Obtain associated certificate data from a second storage area based on the
device identification information and the merchant identification
information, and determine whether the obtained certificate data is
consistent with the certificate data in the verification information

S204-12
y

In response to that the signature verification succeeds, the certificate data

is within the validity period, and the obtained certificate data is consistent

with the certificate data in the verification information, determine that the
paymentrequest satisfies the predetermined payment condition

S$206-2
A 4 —

Perform payment processing based on the payment information

FIG. 9
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5202

Receive a payment request sent by a second service terminal, where the
paymentrequest is sent by an IoT device to the second service terminal;
the payment requestis generated offline by the IoT device in response to a
payment operation of a first user based on payment information of a
payment to be paid, biometric feature information of the first user, and
paymentcertificate information of the IoT device; the second service
terminalis a service terminal of a merchant corresponding to the IoT
device; and the payment certificate information includes certificate data
and a private key

S204-2
A

Obtain the signature data and the certificate data to be verified from the
verification information included in the payment request, where the
signature data is data obtained by performing signature processing on user
identification information of the first user and time information by using
the private key in the payment certificate information

S204-4
/

Obtain a public key corresponding to the private key in the payment
certificate information, validity period information of the certificate data,
device identification information of the IoT device, and merchant
identification information from the certificate data

S204-6
/

Verify signature of the signature data by using the obtained public key

S204-8
A

Determine whether the certificate data is within a validity period based on
the validity period information

S204-10
h 4 _—

Obtain associated certificate data from a second storage area based on the
device identification information and the merchant identification
information, and determine whether the obtained certificate data is
consistent with the certificate data in the verification information

S204-12

A

In response to that the signature verification succeeds, the certificate data

is within the validity period, and the obtained certificate data is consistent

with the certificate data in the verification information, determine that the
paymentrequest satisfies the predetermined payment condition

S5206:4
‘ /

Determine the payment account of the firstuser based on the user
identification information obtained through signature verification, and
perform payment processing based on the payment information and the

determined payment account

FIG. 10
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8202

Receive a payment request sent by a second service terminal, where
the payment request is sent by an IoT device to the second service
terminal; the payment request is generated offline by the IoT devicein
response to a payment operation of a first user based on payment
information of a payment to be paid, biometric feature information of
the first user, and payment certificate information of the IoT device,
where the payment certificate information includes certificate data
and a private key; the second service terminal is a service terminal of

a merchant corresponding to the IoT device

S204
A 4 _

Determine whether the payment request satisfies a predetermined
payment condition

S206

In response to that the payment request satisfies the payment
condition, perform payment processing based on the payment
information

S208
A 4 -

Send payment processing result information to the second service
terminal, for the second service terminal to send the payment
processing result information to the IoT device

FIG. 11
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Payment processing device \
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