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DESCRIPTION
TITLE

IC CARD, PORTABLE ELECTRONIC DEVICE, AND ISSUING DEVICE

FIELD

Embodiments described herein relate generally to an IC

card, a portable electronic device, and an issuing device.
BACKGROUND

A method of issuing a child IC card associated with a
parent IC card storing a template of biological information
has been provided. The child IC card realizes a function or
a part of a function of the parent IC card.

Conventionally, an issuing device for issuing a child
IC card requires a mechanism for acquiring biological
information from a parent IC card, such as a mechanism for
authenticating a person using biological information stored
in the parent IC card.
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Patent Literature 1: Japan Patent Application KOKAI
Publication No. 2009-277184

SUMMARY
TECHNICAL PROBLEM

To solve the above problem, an IC card, a portable
electronic device, and an issuing device capable of
effectively performing issuing processing are provided.

SOLUTION TO PROBLEM



10

15

20

25

According to an embodiment, an IC card associated with
a parent IC card includes a sensor, a first storage unit, a
second storage unit, a communication unit, and a processor.
A sensor 1is cdnfigured to acquire biological information.
The first storage unit is configured to store a template
with which the biological information is verified. The
second storage unit is configured to store second data
related to first data stored in the parent IC card. The
communication unit is configured to transmit and receive
data to and from a host device. The processor is configured
to authenticate a user based on a verification result of
the biological information and the template in accordance
with a command from the host device, and transmit at least
some of the second data to the host device if the
authentication of the user is successful.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a configuration
example of an issuing system according to a first
embodiment.

FIG. 2 is a block diagram showing a configuration
example of the issuing device according to the first
embodiment.

FIG. 3 is a block diagram showing a configuration
example of a parent IC card according to the first
embodiment.

FIG. 4 is a block diagram showing a configuration

example of a child IC card according to the first
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embodiment.

FIG. 5 is a block diagram showing a configuration
example of a management server according to the first
embodiment.

FIG. 6 is a sequence diagram showing an operation
example of the issuing system according to the first
embodiment .

FIG. 7 is a sequence diagram showing an operation
example of the issuing system according to the first
embodiment .

FIG. 8 is a sequence diagram showing an operation
example of an issuing system according to a second
embodiment.

FIG. 9 is a sequence diagram showing an operation
example of an issuing system according to a third

embodiment.

FIG. 10 is a diagram showing a configuration example

of third certificate information according to the third
embodiment.

FIG. 11 is a sequence diagram showing an operation
example of an issuing system according to a fourth
embodiment .

FIG. 12 is a sequence diagram showing an operation
example of an issuing system according to a fifth
embodiment .

FIG. 13 is a block diagram showing a configuration

example of an issuing system according to a sixth
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embodiment .

FIG. 14 is a block diagram showing a configuration
example of a key server according to the sixth embodiment.

FIG. 15 is a sequence diagram showing an operation
example of the issuing system according to the sixth
embodiment.

DETAILED DESCRIPTION

Hereinafter, embodiments will be described with
reference to the drawings.
(First Embodiment)

First, a first embodiment will be described.

An issuing system according to the embodiment issues a
child IC card by using an IC card such as a My Number card
as a parent IC card. The issuing system stores information
related to information stored in the parent IC card in the
child IC card. Further, the issuing system issues a child
IC card capable of performing biometric authentication.

FIG. 1 shows a configuration example of an issuing
system 1 according to the embodiment. As shown in FIG. 1,
the issuing system 1 includes an issuing device 10, a
parent IC card 20, a child IC card 30, a management server
40, etc. The issuing device 10 is connected to the parent
IC card 20 and the child IC card 30. The issuing device 10
is connected to the management server 40 via the network
50.

In addition to the configuration shown in FIG. 1, the

issuing system 1 may further include other configurations
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as necessary, or a specific configuration may be excluded
from the issuing system 1.

The issuing device 10 (host device) issues a child IC
card associated with a parent IC card. The issuing device
10 issues the child IC card 30 in a state connected to the
parent IC card 20. The issuing device 10 acgquires data to
be stored in the child IC card 30 from the management
server 40, the parent IC card 20, or the like. The issuing
device 10 stores the acquired data in the child IC card 30.
The issuing device 10 will be described in detail later.

The parent IC card 20 is an IC card for performing a
predetermined authentication process. The parent IC card 20
stores biological information such as a facial image. The
parent IC card 20 authenticates a user by using a password
or the biological information. The parent IC card 20
outputs the biological information to an external device.
The external device may capture a face image of the user by
using a camera or the like, and verify the face image with
the biological information from the parent IC card 20.
Further, the external device may display the biological
information from the parent IC card 20 and accept
authentication by an operator.

The parent IC card 20 stores certificate information
composed of a secret key, a public key, etc. The parent IC
card 20 may store a plurality of secret keys and a
plurality of pieces of certificate information. The parent

IC card 20 will be described in detail later.
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The child IC card 30 is an IC card associated with the
parent IC card 20. The child IC card 30 realizes a function
related to the parent IC card 20. For example, the child IC
card 30 realizes a function or a part of a function of the
parent IC card 20. The child IC card 30 authenticates a
user by using biological information different from the
biological information used by the parent IC card 20. The
child IC card 30 will be described in detail later.

The management server 40 (external device) manages
data to be stored in the child IC card 30. For example, the
management server 40 stores data to be stored in the parent
IC card 20. The management server 40 generates data to be
stored in the child IC card 30 based on the data to be
stored in the parent IC card 20. For example, the
management server 40 generates certificate information
composed of a secret key, a public key, etc. as the data to
be stored in the child IC card 30. The management server 40
will be described in detail later.

The network 50 relays communication between the
issuing device 10 and the management server 40, etc. For
example, the network 50 is the Internet or the like.
Further, the network 50 may be a local area network (LAN)
or the like.

Next, the issuing device 10 will be described.

FIG. 2 shows a configuration example of the issuing
device 10 according to the embodiment. FIG. 2 is a block

diagram showing the configuration example of the issuing
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device 10. As shown in FIG. 2, the issuing device 10
includes a processor 11, a ROM 12, a RAM 13, an NVM 14, a
communication unit 15, an operation unit 16, a display unit
17, a first reader/writer 18, a second reader/writer 19,
etc.

The processor 11, ROM 12, RAM 13, NVM 14,
communication unit 15, operation unit 16, display unit 17,
first reader/writer 18, and second reader/writer 19 are
connected to each other via a data bus, etc.

The issuing device 10 may include other configurations
as necessary in addition to the configuration shown in
FIG. 2, or a specific configuration may be excluded from
the issuing device 10.

The processor 11 has a function of controlling the
entire operation of the issuing device 10. The processor 11
may include an internal cache, various interfaces, etc. The
procéssor 11 realizes various processes by eXecuting
programs stored in advance in an internal memory, the ROM
12, or the NVM 14.

Note that some of the various functions realized by
the execution of the programs by the processor 11 may be
realized by a hardware circuit. In this case, the processor
11 controls the functions performed by the hardware
circuit.

The ROM 12 is a nonvolatile memory in which a control
program, control data, etc. are stored in advance. The

control program and the control data stored in the ROM 12
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are incorporated in advance according to the specifications
of the issuing device 10.

The RAM 13 is a volatile memory. The RAM 13
temporarily stores data that is being processed by the
processor 11, etc. The RAM 13 stores various application
programs based on an instruction from the processor 11. In
addition, the RAM 13 may store data necessary for executing
the application programs, execution results of the
application programs, etc.

The NVM 14 is a data-writable and rewritable
nonvolatile memory. The NVM 14 is constituted by, for
example, a hard disk drive (HDD), a solid state drive
(sSD), a flash memory, or the like. The NVM 14 stores a
control program, an application, various kinds of data,
etc. in accordance with an operational usage of the issuing
device 10.

The communication unit 15 is an interface for
communicating with the network 50. That is, the
communication unit 15 is an interface for transmitting and
receiving data to and from the management server 40, etc.
through the network 50. For example, the communication unit
15 is an interface that supports a wired or wireless LAN
connection.

The operation unit 16 receives inputs of wvarious
operations from an operator. The operation unit 16
transmits signals indicating the input operations to the

processor 11. The operation unit 16 may be constituted by a
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touch panel.

The display unit 17 displays image data from the
processor 1l1l. For example, the display unit 17 is
constituted by a liquid crystal monitor. In a case where
the operation unit 16 is conétituted by a touch panel, the
display unit 17 may be integrally formed with the operation
unit 16.

The first reader/writer 18 is an interface device for
transmitting and receiving data to and from the parent IC
card 20. The first reader/writer 18 is constituted by an
interface corresponding to a communication system of the
parent IC card 20. For example, if the parent IC card 20 is
a contact-type IC card, the first reader/writer 18 is
constituted by a contact portion for physically and
electrically connecting to a contact portion of the parent
IC card 20, etc. Further, the parent IC card 20 may be a
portable electronic device. For example, if the portable
electronic device is a device provided with a USB
interface, the first reader/writer 18 is constituted by a
connection portion for physically and electrically
connecting to a USB connector portion of the portable
electronic device as the parent IC card 20, etc. That is,
the parent IC card 20 may be a USB device instead of an IC
card.

If the parent IC card 20 is a non-contact type IC
card, the first reader/writer 18 is constituted by an

antenna, a communication control unit, etc. for performing
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wireless communication with the parent IC card 20. The
first reader/writer 18 performs power supply, clock supply,
reset control, data transmission/reception, etc. for the
parent IC card 20.

With such functions, the first reader/writer 18
performs power supply to the parent IC card 20, activation
(start) of the parent IC card 20, clock supply, reset
control, transmission of various commands, reception of
responses to the transmitted commands, etc., based on the
control by the processor 11.

The second reader/writer 19 is an interface device for
transmitting and receiving data to and from the child IC
card 30. The second reader/writer 19 has the same
configuration as that of the first reader/writer 18, and a
detailed description thereof will be omitted.

Next, the parent IC card 20 will be described.

The parent IC card 20 operates in accordance with a
command from the issuing device 10. The parent IC card 20
transmits a response to the command to the issuing device
10. For example, the parent IC card 20 is a My Number card.

FIG. 3 shows a configuration example of the parent IC
card 20. As shown in FIG. 3, the parent IC card 20 has a
card-like main body Sa formed of plastic or the like. The
parent IC card 20 incorporates a module Ma in the main body
Sa. The module Ma is integrally formed with an IC chip Ca,
a communication unit 25, and an MPU 26 being connected to

each other, and is embedded in the main body Sa of the
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parent IC card 20.

The parent IC card 20 includes the module Ma, etc. The
module Ma includes the IC chip Ca, the communication unit
25, the MPU 26, etc. The IC chip Ca includes a processor
21, a ROM 22, a RAM 23, an NVM 24, etc. The processor 21 is
connected to the ROM 22, RAM 23, NVM 24, communication unit
25, and MPU 26 via a data bus, etc.

In addition to the configuration shown in FIG. 3, the
parent IC card 20 may have other configurations as
necessary, or a specific configuration may be excluded from
the parent IC card 20.

The processor 21 functions as a control unit that
controls the entire parent IC card 20. The processor 21
performs various processing based on the control program
and control data stored in the ROM 22 or NVM 24. For
example, by executing a program stored in the ROM 22, the
processor 21 controls the operation of the parent IC card
20 or performs various processing according to the
operation mode of the parent IC card 20.

For example, the processor 21 may be a processor that
realizes control of each unit in the parent IC card 20 and
information processing by executing a program.

Some of the various functions realized by the
processor 21 executing a program may be realized by a
hardware circuit. In this case, the processor 21 controls
the functions executed by the hardware circuit.

The ROM 22 is a nonvolatile memory storing a control
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program, control data, etc. in advance. The ROM 22 is
incorporated into the parent IC card 20 in a state of
storing the control program, the control data, etc. at a
manufacturing stage. That is, the control program and the
control data stored in the ROM 22 are incorporated in
advance in accordance with the specifications of the parent
IC card 20, etc.

The RAM 23 is a volatile memory. The RAM 23
temporarily stores data that is being processed by the
processor 21, etc. For example, the RAM 23 functions as a
calculation buffer, a reception buffer, and a transmission
buffer. The calculation buffer temporarily holds results of
various calculation processing executed by the processor
21, etc. The reception buffer holds command data, etc.
received from the first reader/writer 18 via the
communication unit 25. The transmission buffer holds a
message (response data), etc. to be transmitted to the
first reader/writer 18 wvia the communication unit 25.

The NVM 24 is constituted by a data-writable and
rewritable nonvolatile memory such as a flash ROM. The NVM
24 stores control programs, applications, and various types
of data in accordance with the operational usage of the
parent IC card 20. For example, program files, data files,
etc. are created in the NVM 24. Each of the created files
is written with the control programs and various data.

The NVM 24 stores a first secret key, a second secret

key, first certificate information composed of a first
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public key, etc., and second certificate information

composed of a second public key, etc. The first secret key,
the second secret key, the first certificate information,
and the second certificate information will be described
later.

The communication unit 25 is an interface for
transmitting and receiving data to and from the first
reader/writer 18. That is, the communication unit 25 is an
interface for transmitting and receiving data to and from
the issuing device 10 through the first reader/writer 18.

If the parent IC card 20 is realized as a contact-type
IC card, the communication unit 25 is constituted by a
communication control unit and a contact unit for
physically and electrically contacting the first
reader/writer 18 to transmit and receive signals. For
example, the parent IC card 20 is activated by receiving a
supply of an operation power and an operation clock from
the first reader/writer 18 via the contact unit.

If the parent IC card 20 is realized as a non-contact
type IC card, the communication unit 25 is constituted by a
communication control unit such as a
modulation/demodulation circuit for performing wireless
communication with the first reader/writer 18, and an
antenna. For example, the parent IC card 20 receives radio
waves from the first reader/writer 18 via the antenna,
modulation/demodulation circuit, etc. The parent IC card 20

generates an operation power and an operation clock from
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the radio waves by a power source unit (not shown) and is
activated.

An MPU 26 (Micro Processing Unit) performs password
verification for outputting the first certificate
information or the second certificate information.

The MPU 26 registers a template in advance. For
example, the template is a face image. Further, the
template may be composed of a feature amount extracted from
a face image. The MPU 26 performs control to output a
template to an external device, etc. That is, if biometric
authentication is performed by the parent IC card 20, it is
necessary to output biological information such as a face
image to an external device.

The first certificate information is output by
password verification of a predetermined number of digits
(e.g., six digits), and is used for predetermined
processing. For example, the first certificate information
is an electronic certificate for a signature. For example,
the first certificate information is used for an electronic
application, online transaction registration, or the like.

The second certificate information is a certificate
having a security level lower than that of the first
certificate information. The second certificate information
is output by password verification with a smaller number of
digits (e.g., four digits) than the first certificate
information, and is used for predetermined processing. For

example, the second certificate information is an
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electronic certificate for user certification. For example,
the second certificate information is used for login to an
administrative site (such as a portal site) or a private
site (such as online banking).

As a case where the security level of the second
certificate information is lower than that of the first
certificate information, the number of digits of a key
length necessary for authentication of the second
certificate information may be smaller than that of a key
length necessary for authentication of the first
certificate information.

Next, the child IC card 30 will be described.

The child IC card 30 operates in accordance with a
command from the issuing device 10. The child IC card 30
transmits a response to a command to the issuing device 10.

FIG. 4 shows a configuration example of the child IC
card 30. As shown in FIG. 4, the child IC card 30 has a
card-like main body Sb formed of plastic or the like. The
child IC card 30 incorporates a module Mb and a fingerprint
sensor 37 in the main body Sb. The module Mb is integrally
formed in a state where an IC chip Cb, a communication unit
35, and an MPU 36 are connected, and is embedded in the
main body Sb of the child IC card 30.

The child IC card 30 includes the module Mb, the
fingerprint sensor 37, etc. The module Mb includes the IC
chip Cb, the communication unit 35, the MPU 36, etc. The IC

chip Cb includes a processor 31, a ROM 32, a RAM 33, an NVM
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34 (a first storage unit and a second storage unit), etc.
The processor 31 is connected to the ROM 32, RAM 33, NVM
34, communication unit 35, and MPU 36 via a data bus, etc.
The MPU 36 is connected to the fingerprint sensor 37 via a
data bus or the like. The first storage unit and the second
storage unit may be implemented in physically the same
hardware, for example, in one secure NVM 34, or may be
implemented in two physically different secure NVM 34,
respectively. Further, it may be implemented by another
piliece of hardware such as a secure element.

The child IC card 30 may include other configurations
as necessary in addition to the configuration as shown in
FIG. 4, or a specific configuration may be excluded from
the child IC card 30.

Since the processor 31, ROM 32, RAM 33, and NVM 34 are
the same as the processor 21, ROM 22, RAM 23, and NVM 24,
respectively, descriptions thereof will be omitted.

The communication unit 35 is an interface for
transmitting and receiving data to and from the second
reader/writer 19. That is, the communication unit 35 is an
interface for transmitting and receiving data to and from
the issuing device 10 through the second reader/writer 19.

Since the communication unit 35 has the same
configuration as that of the communication unit 25, a
detailed description thereof will be omitted.

The fingerprint sensor 37 acquires a fingerprint image

(biological information) from the user's finger. The
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fingerprint sensor 37 acquires a fingerprint image for
generating a template and authenticating the user. For
example, the fingerprint sensor 37 includes a CCD sensor or
the like. Further, the fingerprint sensor 37 may include a
sensor for detecting a change in electric capacitance, etc.
The fingerprint sensor 37 transmits the fingerprint image
to the MPU 36.

The MPU 36 processes the fingerprint image from the
fingerprint sensor 37. The MPU 36 generates a template
based on the fingerprint image. For example, the template
is a fingerprint image. Further, the template may be
composed of a feature amount extracted from a fingerprint
image. The processor 31 stores the generated template in
the NVM 34.

The MPU 36 also performs verification processing
between a fingerprint image from the fingerprint sensor 37
and a template. The MPU 36 calculates a degree of
similarity between the fingerprint image from the
fingerprint sensor 37 and the template in accordance with a
predetermined algorithm. The MPU 36 determines whether or
not the verification between the fingerprint image and the
template is successful based on the calculated degree of
similarity. For example, the MPU 36 determines that the
verification is successful if the calculated degree of
similarity exceeds a predetermined threshold value. The
child IC card 30 can perform biometric authentication

without outputting biological information such as a
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fingerprint image to the outside of the child IC card 30.

The MPU 36 transmits a success or failure in
verification to the processor 31.

The processor 31 may be implemented in a form
including the function of the MPU 36. Similarly, the MPU 36
may be implemented in a form including the function of the
processor 31.

Next, the management server 40 will be described.

FIG. 5 shows a configuration example of the management
server 40 according to the embodiment. FIG. 5 is a block
diagram showing the configuration example of the management
server 40. As shown in FIG. 5, the management server 40
includes a processor 41, a ROM 42, a RAM 43, an NVM 44, a
communication unit 45, an operation unit 46, a display unit
47, etc.

The processor 41, ROM 42, RAM 43, NVM 44,
communication unit 45, operation unit 46, and display unit
47 are connected to each other via a data bus, etc.

The management server 40 may include other
configurations as necessary in addition to the
configuration as shown in FIG. 5, or a specific
configuration may be excluded from the management server
40.

The processor 41 has a function of controlling the
entire operation of the management server 40. The processor
41 may include an internal cache, various interfaces, etc.

The processor 41 realizes various processing by executing
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programs stored in advance in the internal memory, ROM 42,
or NVM 44.

Note that some of the various functions realized by
the execution of the programs by the processor 41 may be
realized by a hardware circuit. In this case, the processor
41 controls the functions executed by the hardware circuit.

The ROM 42 is a nonvolatile memory in which a control
program, control data, etc. are stored in advance. The
control program and the control data stored in the ROM 42
are incorporated in advance according to the specifications
of the management server 40.

The RAM 43 is a volatile memory. The RAM 43
temporarily stores data that is being processed by the
processor 41, etc. The RAM 43 stores various application
programs based on an instruction from the processor 41. In
addition, the RAM 43 may store data necessary for executing
the application programs, execution results of the
application programs, etc.

The NVM 44 is a data-writable and rewritable
nonvolatile memory. The NVM 44 is composed of, for example,
an HDD, an SSD, or a flash memory. The NVM 44 stores a
control program, an application, various kinds of data,
etc. according to the operational usage of the management
server 40.

The communication unit 45 is an interface for
communicating with the network 50. That is, the

communication unit 45 is an interface for transmitting and
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receiving data to and from the issuing device 10 through
the network 50. For example, the communication unit 45 is
an interface that supports wired or wireless LAN
connection.

The operation unit 46 receives inputs of various
operations from an operator. The operation unit 46
transmits signals indicating the input operations to the
processor 41. The operation unit 46 may be chstituted by a
touch panel.

The display unit 47 displays image data from the
processor 41. For example, the display unit 47 is
constituted by a liquid crystal monitor. In the case where
the operation unit 46 is constituted by a touch panel, the
display unit 47 may be formed integrally with the operation
unit 46.

For example, the management server 40 is a desktop PC
or the like.

Next, a function realized by the child IC card 30 will
be described. The function realized by the child IC card 30
is realized by the processor 31 executing a program stored
in the ROM 32, NVM 34, or the like.

First, the processor 31 has a function of registering
a template for performing authentication using a
fingerprint image.

The processor 31 receives a command (registration
command) for instructing registration of a template from

the issuing device 10 through the communication unit 35.
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Upon receiving that registration command, the processor 31
causes the fingerprint sensor 37 to acquire a fingerprint
image. For example, the processor 31 activates the
fingerprint sensor 37 through the MPU36 or the like.

Here, it is assumed that the user places a
predetermined finger on the fingerprint sensor 37.

The fingerprint sensor 37 acquires a fingerprint image
from the predetermined finger of the user. The fingerprint
sensor 37 transmits the acquired fingerprint image to the
MPU 36.

The MPU 36 acquires the fingerprint image from the
fingerprint sensor 37. Upon acquiring the fingerprint
image, the MPU 36 generates a template based on the
acquired fingerprint image. For example, the MPU 36
extracts a feature amount from the fingerprint image
according to a predetermined algorithm. Upon extracting the
feature amount, the MPU 36 generates a template composed of
the extracted feature amount. The MPU 36 may use the
acquired fingerprint image as a template.

If the MPU 36 generates the template, the processor 31
stores the generated template in the NVM 34.

The MPU 36 may generate a template based on a
plurality of fingerprint images. The MPU 36 may also
generate a template based on fingerprint images from a
plurality of fingers. A method by which the MPU 36
generates the template is not limited to a specific method.

Upon storing the template, the processor 31 transmits
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a response (registration completion response) indicating
that the registration is completed to the issuing device 10
through the communication unit 35.

In addition, the processor 31 has a function of
storing in the NVM 34 data (second data) related to data
(first data) stored in the parent IC card 20.

Here, the first data is the first secret key and the
first certificate information, or the second secret key and
the second certificate information. The first certificate
information is generated from a first public key paired
with the first secret key. Similarly, the second
certificate information is generated from a second public
key paired with the second secret key.

The second data will be described in detail later.

The processor 31 receives a storage command for
instructing to store the second data from the issuing
device 10 through the communication unit 35. Here, the
storage command includes the second data.

Upon receiving the storage command, the processor 31
stores the second data in the NVM 34 in accordance with the
storage command. Upon storing the second data, the
processor 31 transmits a response (storage completion
response) indicating that the storage is completed to the
issuing device 10 through the communication unit 35.

The processor 31 may receive a plurality of storage
commands. Each of the storage commands includes divided

second data. The processor 31 stores the second data in the
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NVM 34 in accordance with each storage command.

The processor 31 has a function of transmitting the
second data to the host device.

The processor 31 authenticates the user using the
template in accordance with a command from the host device.
The processor 31 causes the fingerprint sensor 37 to
acquire a fingerprint image. The processor 31 causes the
MPU 36 to verify the acquired fingerprint image with the
template. The processor 31 acquires a verification result
from the MPU 36. The processor 31 authenticates the user
based on the verification result. If the verification is
successful, the processor 31 determines that the
authentication of the user is successful. If the
verification fails, the processor 31 determines that the
authentication of the user has failed.

Upon succeeding in authentication of the user, the
processor 31 transmits at least some of the second data to
the host device through the communication unit 35 in
accordance with a command from the host device. For
example, the processor 31 transmits a response including
the first certificate information or the second certificate
information to the host device through the communication
unit 35. In addition, the processor 31 can also transmit at
least some of the second data, for example, a random number
encrypted using the first secret key or the second secret
key, to the host device.

The processor 31 also has a function of deleting a .
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template.

The processor 31 receives a deletion command for
instructing to delete a template from the issuing device 10
through the communication unit 35.

Upon receiving the deletion command, the processor 31
deletes the template from the MPU 36. Upon deleting the
template, the processor 31 transmits a response (deletion
completion response) indicating that the deletion is
completed to the issuing device 10 through the
communication unit 35.

Next, functions realized by the issuing device 10 will
be described. The functions realized by the issuing device
10 are realized by the processor 11 executing programs
stored in the ROM 12, NVM 14, or the like.

First, the processor 11 has a function of registering
a template in the child IC card 30.

Here, it is assumed that the processor 11 is connected
to the parent IC card 20 through the first reader/writer
18. It is also assumed that the processor 11 is connected
to the child IC card 30 through the second reader/writer
19.

Upon confirming the connection with the parent IC card
20 and the connection with the child IC card 30, the
processor 11 transmits a registration command to the child
IC card 30 through the second reader/writer 19.

Upon completing the registration by the child IC card

30, the processor 11 receives a registration completion
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response from the child IC card 30 through the second
reader/writer 19.

The processor 11 also has a function of determining
authenticity of the parent IC card 20.

Here, the processor 11 authenticates a user carrying
the parent IC card 20.

The processor 11 receives an input of a password
through the operation unit 16. Here, it is assumed that the
user inputs a password to the operation unit.

Upon receiving the input of the password, the
processor 11 transmits an authentication request for
authenticating the user to the management server 40 through
the communication unit 15. The authentication request
includes an ID (e.g., My Number) of the parent IC card 20
and the input password.

The processor 11 receives a response indicating an
authentication result from the management server 40 through
the communication unit 15. If the response indicates that
the authentication is successful, the processor 11
determines that the parent IC card 20 is authentic. If the
response indicates that the authentication has failed, the
processor 11 determines that the parent IC card 20 is not
authentic.

The processor 11 also has a function of storing the
second data in the child IC card 30.

If it is determined that the parent IC card 20 is

authentic, the processor 11 transmits a request (data
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request) for requesting the second data to the management
server 40 through the communication unit 15.

Upon transmitting the data request, the processor 11
receives a response (data response) including the second
data from the management server 40 through the
communication unit 15. Upon receiving the data response,
the processor 11 transmits a storage command for
instructing to store the second data included in the data
response to the child IC card 30 through the second
reader/writer 19.

Further, if it is determined that the parent IC card
20 is authentic, the processor 11 may acquire the second
data from the parent IC card 20 and transmit to the child
IC card 30 a storage command for instructing the child IC
card 30 to store the second data.

Upon completing the storage by the child IC card 30,
the processor 11 receives a storage completion response
from the child IC card 30 through the second reader/writer
19.

The processor 11 also has a function of deleting a
template from the child IC cafd 30.

If it is determined that the parent IC card 20 is not
authentic, the processor 11 transmits a deletion command to
the child IC card 30 through the second reader/writer 19.

Upon completing the deletion by the child IC card 30,
the processor 11 receives a deletion completion response

from the child IC card 30 through the second reader/writer
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19.

Next, functions realized by the management server 40
will be described. The functions realized by the management
server 40 are realized by the processor 41 executing
programs stored in the ROM 42, the NVM 44, or the like.

First, the processor 41 has a function of
authenticating the user of the parent IC card 20.

Here, it is aésumed that the NVM 44 stores the ID and
the password of the parent IC card 20 in association with
each other in advance.

The processor 41 receives an authentication request
from the issuing device 10 through the communication unit
45. Upon receiving the authentication request, the
processor 41 refers to the NVM 44 and verifies a password
stored in the authentication request with the password
stored in advance.

If the two match, the processor 41 transmits a
response indicating that the authentication is successful
to the issuing device 10 through the communication unit 45.

If the two do not match, the processor 41 transmits a
response indicating that the authentication has failed to
the issuing device 10 through the communication unit 45.

The processor 41 also has a function of transmitting
the second data to the issuing device 10.

The processor 41 receives the data request from the
issuing device 10 through the communication unit 45. Upon

receiving the data request, the processor 41 acquires the
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second data.

As described above, the second data is related to the
first data. That is, the second data is associated with the
first secret key, the second secret key, the first
certificate information, and the second certificate
information. Further, it is assumed that the NVM 44 stores
the first data in advance.

Here, similarly to the first data, the second data is
composed of a first secret key, a second secret key, first
certificate information, and second certificate
information.

Upon acquiring the second data, the processor 41
transmits a data response including the second data to the
issuing device 10 through the communication unit 45.

Next, an operation example of the issuing system 1
will be described.

FIG. 6 is a sequence diagram for explaining an
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is set
in the first reader/writer 18. It is also assumed that the
child IC card 30 is set in the second reader/writer 19.

First, the processor 11 of the issuing device 10
establishes communication with the parent IC card 20
through the first reader/writer 18 (S11). Upon establishing
the communication with the parent IC card 20, the processor
11 establishes communication with the child IC card 30

through the second reader/writer 19 (S12).
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Upon confirming the communication with the parent IC

card 20 and the child IC card 30 (S13), the processor 11

transmits a registration command to the child IC card 30

through the second reader/writer 19 (S14).

The processor 31 of the child IC card 30 receives the
registration command through the communication unit 35.
Upon receiving the registration command, the processor 31
registers a template of a fingerprint (S15). Upon
registering the fingerprint template, the processor 31
transmits a registration completion response to the issuing
device 10 through the communication unit 35 (S16).

The processor 11 of the issuing device 10 receives the
registration completion response from the child IC card 30
through the second reader/writer 19. Upon receiving the
registration completion response, the processor 11
determines authenticity of the parent IC card 20 (S17). As
an authentication method of the parent IC card 20, for
example, a random number encrypted by using the first
secret key stored in the parent IC card 20 and a random
number before encryption are transmitted to the management
server, and it is confirmed that a result of decrypting a
random number encrypted by a first public key corresponding
to the first secret key in the management server matches
the transmitted random number, thereby determining that a
correct secret key is stored, that is, that the parent IC
card 20 is authentic. Here, it is assumed that the

processor 11 determines that the parent IC card 20 is



10

15

20

25

authentic.

If it is determined that the parent IC card 20 is
authentic, the processor 11 transmits a data request to the
management server 40 through the communication unit 15
(s18) .

The processor 41 of the management server 40 receives
the data request through the communication unit 45. Upon
receiving the data request, the processor 41 transmits a
data response including the first secret key, the second
secret key, the first certificate information, and the
second certificate information, as the second data, to the
issuing device 10 (S19).

The processor 11 of the issuing device 10 receives the
data response through the communication unit 15. Upon
receiving the data response, the processor 11 transmits, to
the child IC card 30 through the second reader/writer 19, a
storage command for instructing to store the first secret
key, the second secret key, the first certificate
information, and the second certificate information, as the
second data (S820).

The processor 31 of the child IC card 30 receives the
storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S21).

Upon storing the second data, the processor 31

transmits a storage completion response to the issuing
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device 10 through the communication unit 35 (S22).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. Upon receiving the storage completion
response by the processor 11, the issuing system 1 ends the
operation.

Next, an operation example of the issuing system 1 in
a case where the parent IC card 20 is not authentic will be
described.

FIG. 7 is a sequence diagram for explaining an
operation example of the issuing system 1 in a case where
the parent IC card 20 is not authentic.

S11 to 817 are as described above, and thus
descriptions thereof will be omitted.

Here, it is assumed that the processor 11 of the
issuing device 10 determines that the parent IC card 20 is
not authentic.

If it is determined that the parent IC card 20 is not
authentic, the processor 11 transmits a deletion command to
the child IC card 30 through the second reader/writer 19
(823) .

The processor 31 of the child IC card 30 receives the

‘deletion command from the issuing device 10 through the

communication unit 35. Upon receiving the deletion command,
the processor 31 deletes the template in accordance with
the deletion command (S24).

Upon deleting the template, the processor 31 transmits
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a deletion completion response to the issuing device 10
through the communication unit 35 (S25).

The processor 11 of the issuing device 10 receives the
deletion completion response through the second
reader/writer 19. Upon receiving the deletion completion
response by the processor 11, the issuing system 1 ends the
operation.

Even in a case other than the case where the parent IC
card 20 is not authentic, the processor 11 of the issuing
device 10 may transmit the deletion command to the child IC
card 30 if the issuance of the child IC card 30 fails. For
example, in a case of failing to store the second data in
the child IC card 30, the processor 11 may transmit a
deletion command to the child IC card 30. In addition, in a
case where the acquisition of the second data from the
management server 40 fails, the processor 11 may transmit a
deletion command to the child IC card 30.

Further, the issuing system 1 may issue a portable
electronic device associated with the parent IC card 20.
For example, the portable electronic device may be a device
that supports a USB connection or the like.

The issuing system having the above-described
configuration registers a template based on biological
information in the child IC card. The issuing system stores
data related to data stored in the parent IC card in the
child IC card. As a result, the issuing system can issue

the child IC card without using the template of the



10

15

20

25

biological information stored in the parent IC card.
(Second Embodiment)

Next, a second embodiment will be described.

An issuing system 1 according to the second embodiment
is different from that according to the first embodiment in
that a child ID, etc. are stored as second data in the
child IC card 30. Accordingly, the other points are denoted
by the same reference signs, and detailed descriptions
thereof will be omitted.

Since the configuration of the issuing system 1 is the
same as that according to the first embodiment, a
description thereof will be omitted.

Next, a function realized by the management server 40
will be described. The function realized by the management
sexrver 40 is realized by the processor 41 executing a
program stored in the ROM 42, the NVM 44, or the like.

The processor 41 has a function of transmitting a
child ID, etc. as second data to the issuing device 10.

The processor 41 issues a child ID associated with
first data. For example, the processor 41 issues the child
ID based on the first certificate information or the second
certificate information. For example, the child ID is a My
Key ID.

Further, the processor 41 issues a password
corresponding to the child ID. For example, the password is
used to authenticate the user when the child ID is used.

The processor 41 receives the data request from the
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issuing device 10 through the communication unit 45. Upon
receiving the data request, the processor 41 transmits, as
the second data, a data response including the child ID,
the password, the first certificate information, and the
second certificate information to the issuing device 10.

Next, an operation example of the issuing system 1
will be described.

FIG. 8 is a sequence diagram for explaining an
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is
authentic.

S11 to S18 are as described above, and thus
descriptions thereof will be omitted.

The processor 41 of the management server 40 receives
the data request through the communication unit 45. Upon
receiving the data request, the processor 41 transmits, as
the second data, a data response including the child ID,
the password, the first secret key, the second secret key,
the first certificate information, and the second
certificate information to the issuing device 10 (S31).

The processor 11 of the issuing device 10 receives the
data response through the communication unit 15. Upon
receiving the data response, the processor 11 transmits a
storage command for instructing to store, as the second
data, the child ID, the password, the first secret key, the
second secret key, the first certificate information, and

the second certificate information to the child IC card 30
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through the second reader/writer 19 (S32).

The processor 31 of the child IC card 30 receives the
storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S33).

Upon storing the second data, the processor 31
transmits a storage completion response to the issuing
device 10 through the communication unit 35 (S34).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. If the processor 11 receives the storage
completion response, the issuiﬁg system 1 ends the
operation.

As another issuing method, the issuing device 10 may
generate second data from first data acquired from the
parent IC card 20 and store the second data in the child IC
card 30.

The issuing system having the above-described
configuration can store the child ID in the child IC card.
As a result, the child IC card can be used by an ID
different from that of the parent IC card.

(Third Embodiment)

Next, a third embodiment will be described.

An issuing system 1 according to the third embodiment
igs different from that according to the first embodiment in

that certificate information having a low security level is
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stored as second data in the child IC card 30. Accordingly,
the other points are denoted by the same reference signs,
and detailed descriptions thereof will be omitted.

Since the configuration of the issuing system 1 is the
same as that according to the first embodiment, a
description thereof will be omitted.

Next, a function realized by the management server 40
will be described. The function realized by the management
server 40 is realized by the processor 41 executing a
program stored in the ROM 42, the NVM 44, or the like.

The processor 11 has a function of transmitting
certificate information having a low security level and a
secret key corresponding to that certificate information as
second data to the issuing device 10.

Upon receiving the data request from the issuing
device 10, the processor 11 selects certificate information
having a low security level from the first certificate
information and the second certificate information. As
described above, the security level of the second
certificate information is lower than that of the first
certificate information.

Therefore, the processor 11 selects the second
certificate information as the certificate information
having a low security level.

Upon selecting the certificate information with a low
security level, the processor 11 transmits a data response

including the selected certificate information and a secret
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key (here, the second secret key) corresponding to the
gselected certificate information to the issuing device 10
through the communication unit 15.

Next, an operation example of the issuing system 1
will be described.

FIG. 9 is a sequence diagram for explaining an
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is
authentic.

S11 to S18 are as described above, and thus
descriptions thereof will be omitted.

The processor 41 of the management server 40 receives
the data request through the communication unit 45. Upon
receiving the data request, the processor 41 transmits, as
the second data, a data response including certificate
information having a low security level (here, second
certificate information) and a secret key corresponding to
that certificate information (here, second secret key) to
the issuing device 10 (S41).

The processor 11 of the issuing device 10 receives the
data response through the communication unit 15. Upon
receiving the data response, the processor 11 transmits, to
the child IC card 30 through the second reader/writer 19, a
storage command for instructing to store the certificate
information having a low security level and the second
secret key, as the second data (S42).

The processor 31 of the child IC card 30 receives the
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storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S43).

Upon storing the second data, the processor 31
transmits a storage completion response to the issuing
device 10 through the communication unit 35 (S44).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. Upon receiving the storage completion
response by the processor 11, the issuing system 1 ends the
operation.

As another issuing method, the issuing device 10 may
store the secret key and the certificate information having
a low security level that are acquired from the parent IC
card 20 in the child IC card 30.

The issuing system having the above-described
configuration stores certificate information having a low
security level in the child IC card. As a result, the
issuing system can issue the child IC card more safely by
limiting the function than the parent IC card.

(Fourth Embodiment)

Next, a fourth embodiment will be described.

An issuing system 1 according to the fourth embodiment
is different from that according to the first embodiment in
that third certificate information based on the first

certificate information and the second certificate
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information, etc. is stored as second data in the child IC
card 30. Accordingly, the other points are denoted by the
same reference signs, and detailed descriptions thereof
will be omitted.

Since the configuration of the issuing system 1 is the
same as that according to the first embodiment, a
description thereof will be omitted.

Next, a function realized by the management server 40
will be described. The function realized by the management
server 40 is realized by the processor 41 executing
programs stored in the ROM 42, the NVM 44, or the like.

The processor 11 has a function of transmitting the
first certificate information, the second certificate
information, and the third certificate information as the
second data to the issuing device 10.

Upon receiving the data request from the issuing
device 10, the processor 11 generates the third certificate
information based on the first certificate information and
the second certificate information.

FIG. 10 shows a configuration example of the third
certificate information.

As shown in FIG. 10, the third certificate information
is composed of a first hash value, a second hash value, a
third public key, a third electronic signature, etc.

In addition to the configuration shown in FIG. 10, the
third certificate information may include other

configurations as necessary, or a specific configuration
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may be excluded from the third certificate information.

The first hash value is a hash value calculated from
the first certificate information by a predetermined hash
function.

The second hash value is a hash value calculated from
the second certificate information by a predetermined hash
function.

The third public key is a public key different from
the first public key and the second public key. For
example, the processor 41 of the management server 40
generates the third public key in accordance with a
predetermined algorithm. Further, a third secret key
corresponding to the third public key may be stored in the
NVM 44 or the like.

The third electronic signature is an electronic
signature generated by the third public key. For example,
the processor 41 encrypts the first hash value and the
second hash value with the third public key to generate the
third electronic signature.

Note that the third certificate information is not
limited to a specific configuration.

Upon generating the third certificate information, the
processor 11 transmits a data response including the first
secret key, the first certificate information, the second
secret key, the second certificate information, the third
secret key, and the third certificate information as the

second data to the issuing device 10 through the
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communication unit 15.

Next, an operation example of the issuing system 1
will be described.

FIG. 11 is a sequence diagram for explaining an
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is
authentic.

S11 to S18 are as described above, and thus
descriptions thereof will be omitted.

The processor 41 of the management server 40 receives
the data request through the communication unit 45. Upon
receiving the data request, the processor 41 generates a
third secret key and third certificate information (S51).

Upon generating the third secret key and the third
certificate information, the processor 41 transmits a data
response including the first secret key, the first
certificate information, the second secret key, the second
certificate information, the third secret key, and the
third certificate information, as the second data, to the
igssuing device 10 (S52).

The processor 11 of the issuing device 10 receives the
data response through the communication unit 15. Upon
receiving the data response, the processor 11 transmits, to
the child IC card 30 through the second reader/writer 19, a
storage command for instructing to store the first secret
key, the first certificate information, the second secret

key, the second certificate information, the third secret
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key, and the third certificate information, as the second
data (S53).

The processor 31 of the child IC card 30 receives the
storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S54).

Upon storing the second data, the processor 31
transmits a storage completion response to the issuing
device 10 through the communication unit 35 (S55).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. Upon receiving the storage completion
response by the processor 11, the issuing system 1 ends the
operation.

By storing the third certificate information in the
child IC card 30, the following advantages are obtained.

When performing a predetermined process using the
child IC card 30, the processor 41 of the management server
40 acquires the first certificate information, the second
certificate information, and the third certificate
information using the reader/writer.

The processor 41 calculates a hash value from each of
the acquired first certificate information and second
certificate information. Upon calculating the hash value,
the processor 41 confirms that the calculated hash value

matches each of a first hash value and a second hash value
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stored in the third certificate information.

In addition, the processor 41 verifies the third
electronic signature by using the third secret key, and
verifies that the first hash value and the second hash
value stored in the third certificate information are not
falsified.

Through the above process, the processor 41 can verify
that the first certificate information and the second
certificate information are not falsified.

The issuing system having the above-described
configuration stores the third certificate information in
the child IC card. As a result, the issuing system can make
the first certificate information and the second
certificate information stored in the child IC card
verifiable.

(Fifth Embodiment)

Next, a fifth embodiment will be described.

An issuing system 1 according to the fifth embodiment
is different from that according to the first embodiment in
that a fourth secret key and fourth certificate information
corresponding to the first secret key and the first
certificate information and the second secret key and the
second certificate information, etc. are stored, as the
second data, in the child IC card 30. Accordingly, the
other points are denoted by the same reference signs, and
detailed descriptions thereof will be omitted.

Since the configuration of the issuing system 1 is the



10

15

20

25

same as that according to the first embodiment, a
description thereof will be omitted.

Next, a function realized by the management server 40
will be described. The function realized by the management
server 40 is realized by the processor 41 executing a
program stored in the ROM 42, the NVM 44, or the like.

The processor 11 has a function of transmitting a
fourth secret key and fourth certificate information
corresponding to the first secret key and the first
certificate information and the second secret key and the
second certificate information, etc., as the second data,
to the issuing device 10.

Upon receiving a data request from the issuing device
10, the processor 11 generates a fourth public key and a
fourth secret key according to a predetermined algorithm.
Upon generating the fourth public key and the fourth secret
key, the processor 11 stores the fourth secret key in the
NVM 44 in association with the first secret key and the
second secret key.

Upon storing the fourth secret key, the processor 11
generates fourth certificate information composed of the
fourth public key. Upon generating the fourth certificate
information, the processor 11 generates a child ID and a
password. The child ID and the password are as described
above.

Upon generating the child ID and the password, the

processor 11 transmits a data response including the fourth
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secret key, the fourth certificate information, the child
ID, and the password, as the second data, to the issuing
device 10 through the communication unit 15.

Next, an operation example of the issuing system 1
will be described.

FIG. 11 is a sequence diagram for explaining an
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is
authentic.

S11 to S18 are as described above, and thus
descriptions thereof will be omitted.

The processor 41 of the management server 40 receives
the data request through the communication unit 45. Upon
receiving the data request, the processor 41 generates a
fourth public key and a fourth secret key (S61).

Upon generating the fourth public key and the fourth
secret key, the processor 41 stores the fourth secret key
in the NVM 44 in association with the first secret key and
the second secret key (S62). Upon storing the fourth secret
key, the processor 41 transmits a data response including
the fourth secret key, the fourth certificate information,
the child ID, and the password, as the second data, to the
issuing device 10 (S63).

The processor 11 of the issuing device 10 receives the
data response through the communication unit 15. Upon
receiving the data response, the processor 11 transmits a

storage command for instructing to store the fourth secret
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key, the fourth certificate information, the child ID, and

the password, as the second data, to the child IC card 30

"through the second reader/writer 19 (S64).

The processor 31 of the child IC card 30 receives the
storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S65).

Upon storing the second data, the processor 31
transmits a storage completion response to the issuing
device 10 through the communication unit 35 (S66).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. Upon receiving the storage completion
response by the processor 11, the issuing system 1 ends the
operation.

The issuing system 1 can generate a 4a-th secret key
and 4a-th certificate information corresponding to the
first secret key and the first certificate information, and
a 4b-th secret key and 4b-th certificate information
corresponding to the second secret key and the second
certificate information, and store the 4a-th secret key,
the 4a-th certificate information, the 4b-th secret key,
and the 4b-th certificate information, as the second data,
in the child IC card 30. In the following, even in the case
of a plurality of secret keys such as the 4a-th secret key

and the 4b-th secret key, the secret key is simply referred
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to as a fourth secret key, and even in the case of a
plurality of pieces of certificate information such as the
4a-th cértificate information and the 4b-th certificate
information, the certificate information is simply referred
to as fourth certificate information.

In the issuing system having the above-described
configuration, the fourth secret key and the fourth
certificate information associated with the certificate
information stored in the parent IC card are stored in the
child IC card. As a result, even in the case where the
fourth secret key or the fourth certificate information
stored in the child IC card is leaked, the certificate
information stored in the parent IC card is not affected.
Thus, even if the child IC card is issued, the security of
the parent IC card is less likely to be lowered.

(Sixth Embodiment)

Next, a sixth embodiment will be described.

An issuing system according to the sixth embodiment is
different from that according to the fifth embodiment in
that a key server issues a fourth secret key and fourth
certificate information. Accordingly, the other points are
denoted by the same reference signs, and detailed
descriptions thereof will be omitted.

FIG. 13 shows a configuration example of an issuing
system 1’ according to the sixth embodiment. As shown in
FIG. 13, the issuing system 1’ includes an issuing device

10, a parent IC card 20, a child IC card 30, a management
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server 40, a key server 60, etc. The key server 60 is
connected to the issuing device 10 via a network 50.

The issuing system 1’ may further include other
configurations as necessary in addition to the
configuration as shown in FIG. 13, or a specific
configuration may be excluded from the issuing system 1’.

Since the issuing device 10, the parent IC card 20,
the child IC card 30, and the management server 40 are the
same as those according to the first embodiment,
descriptions thereof will be omitted.

The key server 60 (external device) issues a fourth
secret key and fourth certificate information corresponding
to the first secret key and the first certificate
information and the second secret key and the second
certificate information.

FIG. 14 shows a configuration example of the key
server 60. FIG. 14 is a block diagram showing a
configuration example of the key server 60. As shown in
FIG. 14, the key server 60 includes a processor 61, a ROM
62, a RAM 63, an NVM 64, a communication unit 65, an
operation unit 66, a display unit 67, etc.

The processor 61, ROM 62, RAM 63, NVM 64,
communication unit 65, operation unit 66, and display unit
67 are connected to each other via a data bus, etc.

The key server 60 may include other configurations as
necessary in addition to the configuration as shown in

FIG. 14, or a specific configuration may be excluded from
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the key server 60.

The processor 61 has a function of controlling the
entire operation of the key server 60. The processor 61 may
include an internal cache, various interfaces, etc. The
processor 61 realizes various processes by executing
programs stored in advance in an internal memory, the ROM
62, or the NVM 64.

Note that some of the various functions realized by
the execution of the programs by the processor 61 may be
realized by a hardware circuit. In this case, the processor
61 controls the functions executed by the hardware circuit.

The ROM 62 is a nonvolatile memory in which a control
program, control data, etc. are stored in advance. The
control program and the control data stored in the ROM 62
are incorporated in advance according to the specifications
of the key server 60.

The RAM 63 is a volatile memory. The RAM 63
temporarily stores data that is being processed by the
processor 61, etc. The RAM 63 stores various application
programs based on an instruction from the processor 61. In
addition, the RAM 63 may store data necessary for executing
an application program, an execution result of the
application program, etc.

The NVM 64 is a data-writable and rewritable
nonvolatile memory. The NVM 64 is composed of, for example,
an HDD, an SSD, a flash memory, or the like. The NVM 64

stores a control program, an application, wvarious kinds of
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data, etc. according to an operational usage of the key
server 60.

The communication unit 65 is an interface for
communicating with the network 50. That is, the
communication unit 65 is an interface for connecting to the
issuing device 10 or the like through the network 50. For
example, the communication unit 65 is an interface that
supports wired or wireless LAN connection.

The operation unit 66 receives inputs of various
operations from an operator. The operation unit 66
transmits signals indicating the input operations to the
processor 61. The operation unit 66 may be constituted by a
touch panel.

The display unit 67 displays image data from the
processor 61. For example, the display unit 67 is
constituted by a liquid crystal monitor. If the operation
unit 66 is constituted by a touch panel, the display unit
67 may be formed integrally with the operation unit 66.

For example, the key server 60 is a desktop PC or the
like.

Next, functions realized by the issuing device 10 will
be described. The functions realized by the issuing device
10 are realized by the processor 11 executing programs
stored in the ROM 12, the NVM 14, or the 1like.

First, the processor 11 has a function of acquiring a
child ID and a password from the management server 40.

If it is determined that a parent IC card 20 is
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authentic, the processor 11 transmits a request (ID
request) for requesting the child ID and the password to
the management server 40 through the communication unit 15.

The child ID and the password are as described above.

Upon transmitting the ID request, the processor 11
receives a response (ID response) including the child ID
and the password from the management server 40 through the
communication unit 15.

The processor 11 also has a function of acquiring the
fourth secret key and the fourth certificate information
from the key server 60.

The processor 11 transmits a request (key request) for
requesting the fourth secret key and the fourth certificate
information to the management server 40 through the
communication unit 15. Here, the key request includes the
child ID and the password.

Upon transmitting the key request, the processor 11
receives a response (key response) including the fourth
secret key and the fourth certificate information from the
management server 40 through the communication unit 15.

The processor 11 also has a function of storing the
fourth secret key, the fourth certificate information, the
child ID, and the password, as the second data, in the
child IC card 30.

The processor 11 transmits a storage command for
instructing storage of the fourth éecret key, the fourth

certificate information, the child ID, and the password to
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the child IC card 30 through the second reader/writer 19.

Upon completing the storage by the child IC card 30,
the processor 11 receives a storage completion response
from the child IC card 30 through the second reader/writer
19.

Next, a function realized by the management server 40
will be described. The function realized by the management
server 40 1s realized by the processor 41 executing a
program stored in the ROM 42, the NVM 44, or the like.

The processor 41 has a function of transmitting a
child ID and a password to the issuing device 10.

The processor 41 issues a child ID and a password.

The processor 41 receives an ID request from the
issuing device 10 through the communication unit 45. Upon
receiving the ID request, the processor 41 transmits an ID
response including the child ID and the password to the
issuing device 10.

Next, a function realized by the key server 60 will be
described. The function realized by the key server 60 is
realized by the processor 61 executing a program stored in
the ROM 62, the NVM 64, or the like.

The processor 61 has a function of transmitting a
fourth secret key, fourth certificate information, etc.
corresponding to the first secret key, the first
certificate information, the second secret key, and the
second certificate information to the issuing device 10.

The processor 61 receives a key request from the
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issuing device 10 through the communication unit 65. Upon
receiving the key request, the processor 61 generates a
fburth public key and a fourth secret key according to a
predetermined algorithm.

Upon generating the fourth public key and the fourth
secret key, the processor 61 generates fourth certificate
information composed of the fourth public key. Upon
generating the fourth certificate information, the
processor 61 transmits a key response including the fourth
secret key and the fourth certificate information to the
issuing device 10 through the communication unit 65.

Upon transmitting the key response, the processor 61
stores the fourth secret key and the fourth certificate
information in the NVM 64 in association with a child ID
and a password included in the key request.

Next, an operation example of the issuing system 1’
will be described.

FIG. 15 is a sequence diagram for explaining the
operation example of the issuing system 1.

Here, it is assumed that the parent IC card 20 is
authentic.

S11 to S17 are as described above, and thus
descriptions thereof will be omitted.

If it is determined that the parent IC card 20 is
authentic, the processor 11 transmits an ID request to the
management server 40 through the communication unit 15

(871) .
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The processor 41 of the management server 40 receives
the ID request through the communication unit 45. Upon
receiving the data request, the processor 41 transmits an
ID response including the child ID and the password to the
issuing device 10 (S72).

The processor 11 of the issuing device 10 receives the
ID response through the communication unit 15. Upon
receiving the ID response, the processor 11 transmits a key
request to the key server 60 through the communication unit
15 (S73).

The processor 61 of the key server 60 receives the key
request through the communication unit 65. Upon receiving
the key request, the processor 61 generates a fourth public
key and a fourth secret key (S74).

Upon generating the fourth public key and the fourth
secret key, the processor 61 transmits a key response
including the fourth secret key and the fourth certificate
information to the issuing device 10 (S75). Upon
transmitting the key response, the processor 61 stores the
fourth secret key and the fourth certificate information in
the NVM 64 in association with the child ID and the
password included in the key request (S76).

The processor 11 of the issuing device 10 receives the
key response through the communication unit 15. Upon
receiving the key response, the processor 11 transmits a
storage command for instructing to store the fourth secret

key, the fourth certificate information, the child ID, and
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the password, as the second data, to the child IC card 30
through the second reader/writer 19 (S77).

The processor 31 of the child IC card 30 receives the
storage command from the issuing device 10 through the
communication unit 35. Upon receiving the storage command,
the processor 31 stores the second data in the NVM 34 in
accordance with the storage command (S78).

Upon storing the second data, the processor 31
transmits a storage completion response to the issuing
device 10 through the communication unit 35 (S79).

The processor 11 of the issuing device 10 receives the
storage completion response through the second
reader/writer 19. Upon receiving the storage completion
response by the processor 11, the issuing system 1’ ends
the operation.

The issuing system having the above-described
configuration manages the fourth public key and the fourth
secret key by using the key server. As a result, the
issuing system can store the fourth certificate information
in the child IC card without changing the existing
management server.

While certain embodiments have been described, these
embodiments have been presented by way of example only, and
are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various

omissions, substitutions and changes in the form of the



embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims
and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of

the inventions.
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CLAIMS

1. An IC card associated with a parent IC card, the IC
card comprising:

a sensor configured to acquire biological information;

a first storage unit configured to store a template
with which the bioclogical information is verified;

a second storage unit configured to store second data
related to first data stored in the parent IC card;

a communication unit configured to transmit and
receive data to and from a host device; and

a processor configured to:

authenticate a user based on a verification
result of the biological information and the template in
accordance with é command from the host device; and
transmit at least some of the second data to the

host device if the authentication of the user is
successful.

2. The IC card according to claim 1, wherein

the first data includes a first secret key and first
certificate information composed of a first public key and
a second secret key and second certificate information
composed of a second public key.

3. The IC card according to claim 2, wherein

the second data includes the first secret key, the
first certificate information, the second secret key, and
the second certificate information.

4. The IC card according to claim 3, wherein
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the second data further includes a child ID.

5. The IC card according to claim 4, wherein

the second data further includes a password
corresponding to the child ID.

6. The IC card according to claim 3, wherein

the second data further includes third certificate
information based on the first certificate information and
the second certificate information.

7. The IC card according to claim 6, wherein

the third certificate information includes a first
hash value generated from the first certificate information
and a second hash value generated from the second
certificate information.

8. The IC card according to claim 2, wherein

the second data includes either one of the first
certificate information or the second certificate
information, whichever has a lower security level.

9. The IC card according to claim 2, wherein

the second data includes a fourth secret key
corresponding to the first secret key and the second secret
key.

10. The IC card according to any one of claims 1 to 9,
wherein

the biological information is a fingerprint image.

11. An IC card associated with a parent IC card, the
IC card comprising:

a module including a sensor configured to acquire
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biological information, a first storage unit configured to
store a template with which the biological information is
verified, a second storage unit configured to store second
data related to first data stored in the parent IC card, a
communication unit configured to transmit and receive data
to and from a host device, and a processor configured to
authenticate a user based on a verification result of the
biological information and the template in accordance with
a command from the host device and to transmit at least
some of the second data to the host device if the
authentication of the user is successful; and

a main body incorporating the module.

12. A portable electronic device associated with a
parent IC card, the portable electronic device comprising:

a sensor configured to acquire biologiéal information;

a first storage unit configured to store a template
with which the bioclogical information is verified;

a second storage unit configured to store second data
related to first data stored in the parent IC card;

a communication unit configured to transmit and
receive data to and from a host device; and

a processor configured to:

authenticate a user based on a verification
result of the biological information and the template in
accordance with a command from the host device; and
transmit at least some of the second data to the

host device if the authentication of the user is
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successful.

13. An issuing device configured to issue an IC card
associated with a parent IC card, the issuing device
comprisingi

a reader/writer configured to transmit and receive
data to and from the IC card;

a communication unit configured to transmit and
receive data to and from an external device; and

a processor configured to:

transmit a registration command for instructing
registration of a template of biological information to the
IC card through the reader/writer;

acquire second data related to first data stored
in the parent IC card from the external device through the
communication unit; and

transmit a storage command for instructing to
store the second data to the IC card through the

reader/writer.



