METHODS AND SYSTEMS USI NG CONTACTLESS CARD COPYRI GHT NOTI CE [ 0001] A portion
of the disclosure of this patent docunent contains material which is

subj ect to copyright protection. The copyright owner has no objection to
the facsimle reproduction by anyone of the patent docunent or the patent
di sclosure, as it appears in the Patent and Trademark O fice patent file or
records, but otherw se reserves all copyright rights whatsoever.

CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0002] This application clains
priority to U S REOVHODIANDRASIEMAPOSINGTCONT KM HSSNOARPL/ 449, 164,
entitled "Methods and Systens Using Contactless Card,"” filed March 4, 2011,
whi ch is hereby incorporated bygefrienasnoOTicts entirety. FIELD OF THE

| NVENTI ON [ 0003] The present invention relatés generally to the secure use

of an RfIdDIpti ckex gdodiontof inRaN&idbird SRM&agdid® Mocument contains material which is

subject to copyright protection. The copyright owner has no objection to the facsimile

reproduction by anyone of the patent document or the patent disclosure, as it appears in the
Patent and Trademark Office patent file or records, but otherwise reserves all copyright rights

whatsoever.

CROSS-REFERENCE TO RELATED APPLICATIONS

[0002] This application claims priority to U.S. Provisional Patent Application Serial No.
61/449,164, entitled “Methods and Systems Using Contactless Card,” filed March 4, 2011,

which is hereby incorporated by reference in its entirety.

FIELD OF THE INVENTION

[0003] The present invention relates generally to the secure use of an RFID sticker for a

financial transaction,

BACKGROUND

[0004] Radio frequency identification (RFID) stickers or tags use radio frequency to
fransmit data to an RFID reader. The RFID sticker can be used for payments at a merchant that
has point of sale terminals that accept these contactless devices. The RFID sticker can be affixed
to a device, such as a mobile phone. When the customer desires to use the RFID sticker to
complete a transaction, the customer brings the RFID sticker within a certain proximity of a
point of sale terminal. The point of sale terminal can read the RFID sticker and process the

transaction using the payment information supplied by the RFID sticker.
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BACKGROUND [ 0004] Radi o frequency identification (RFID) stickers or tags use
radio frequency to transmt data to an RFID reader. The RFID sticker can be
used for paynents at a nerchant that has point of sale term nals that
accept these contactless devices. The RFID sticker can be affixed to a

devi ce, such as a nobile phone. Wen the custoner desires to use the RFID
sticker to conplete a transaction, the custoner brings the RFID sticker
within a certain proximty of a point of sale termnal. The point of sale

t er m nall0@&ah r eadUting IRADDstidKeskedn sdide BeQRP Ssstbte withaths agisioidr’y sengtitdhe
paynment information su p{]j d by the RFID sticker. [0005]Using RFID

sti cker 4Rt Iegiiﬁ@éﬁ%c rt @P?@é‘ﬁ?élsuswafl R Haeadgs fopRizin acequnt infprymstign: E8tint

i nf or mabh @AsusPeckifi; cOstHAEL Na idREd. r i 8 t
information f?%m %n unsus é’gféraﬁgﬁgﬂgt@%ﬁ% Dﬁé@?ﬁ‘g %@%@Dﬁgﬁp@@g%ﬁ%q hird
party wi¢ac s papsitly phlett thisRFsaDN} wheieatiomby ety psying beastomens BFEt gk

i nf or maty . N t \ D st r_whil | ki on
the o1 dunr i EFEFY RERET A Y AT Bl R et Bt Pl e
t hat caprgyemvientnautherizgiast bba casemersacofunainforaiadoR from @acRIIDNdticksf or mat i on
froman RFID sticker. SUVMARY [0006]1t is desirable to inplenment security
features that can prevent the unauthorized use of a custoner's sensitive
account information froman RFID sticker, and the nmethods and systens
described herein attenpt to resolve the deficiencies with the conventi onal
RFID stickers. In a nore secure i nEUMBMRYi on, a financial institution
allows a custoner to swtch on or off the account for use with the RFID
sti cker [8p65ubm tlt isntpsimableguepientant tdeerifyi faames dlat cansirétant ihonnaghdized nsenet

banki ng, . nobi | e hanking, SMS texting, or. other muni cations net hod.
Because’hi RECHES iséﬂségvecﬁ‘ffﬁﬁ’?t B’go‘frgpﬂ‘écfoé‘h a_an%ﬁ Ig)f FUGSE @dcHe gt O‘fsh@‘d
CUST OMeEysCaty dRUFBIA hERintatidtripPt B&1¥d B SH IR Sithi tHE bV chGorl REID §thRers.
account _or allow its use during designated tinme periods. In one enbodinent,

a conpulfet MPHycEE rRlgsRiEloN affencigliastibeionrdloys gsusgmantorminh e ehafiitem i n
a trans j i LV ) f i o . :

st it or e puRTr NP RETPLCATy Mo BATILES: B 48 AR Bluion veing. 1
mechani Biaregt dockiag.adowilet trnkingyr 8BNSt teaidigp onbthef cérhmuciosticoencthath eBedanset s1e

first r . 1S submtted . via ehsite of the financial instituti a
ext  rmoRihs S0P O bt A R ok ea it PRED Gtomm i T i o
the finameichl instistiod tthledk the becduphPRBo® ak lisd Qurindelekiznantiiak pbiedsi t uti on;
switching on, by a conputer of the financial institution, the use of the
RFI D mechani sm.associated with the credit account of the custoner;

recei vi’tcﬁ1 Ongy PIPOEREN @rcod)’?puﬁ‘ﬂ"émpfemfﬁaﬂamcﬁw‘étFOFUWP’GS’n,SCCé‘reﬁédﬁ%t 2 RfiiPa

ner chanmedtanisit RO r@Badioh BRPAGIs 186k Vhi, Moyt N EorMBE AR fikStRA%idshRRE st
mechani sm transmtting, by a conputer of the financial institution, an

aut hor i ZEYSSbAOTDHANEOMEF dhawilch on thhase parRidbr meshanisat essoringd wih a aoliput er
he useort ra BEF Gy Sherch BRCARE BRI iR HEHMSTR of B BRRIIL™ ©
cust onemstituihar, 6 fext mecssaze olindthe effpaasitl istisuion ttecbile bartkivey wefigbtier of thde
fi nanci ﬁrlaanicigfltnisttﬂ%igrgndr aapl';[ogétcail to the financial institution; switching on, by a computer of
the financial institution, the use of the RFID mechanism associated with the credit account of the
customer; receiving, by a computer of the financial institution, a request from a merchant to
authorize a transaction with the customer using the RFID mechanism; transmitting, by a
computer of the financial institution, an authorizalion to the merchant for the transaction;
receiving, by a computer of a financial institution, a second request from a customer to

deactivate the use of the RFID mechanism associated with the credit account of the customer,

wherein the second request is submitted via the website of the financial institution, a text
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message to the financial institution, the nobile banking application of the
financial institution, or a phone call to the financial institution; and
switching off, by a conputer of the financial institution, the use of the
RFI D nmechani sm associated with the credit account of the custoner. [0007]In
anot her enbodi nent, a conputer-inplenented nethod for nore securely using
an RFI D nechanismin a transaction conprises receiving, by a conputer of a
financial institution, a request froma custoner to switch on the use an

RFI D meghani sty @s %9&&?‘51 d&tﬁﬁﬂu"oﬂ He oSHé Ba ﬁ{[éhoag)gbca?1on%? HBhAMEAsticM2G! & N

the request “Is submited via & me |nanC|a rnstitution, a text
nmessage atphonheall itnghe if’mlanala{ismsmtunmm mndaswmblrﬂgeoﬂﬂahj( iancpnapidri dathe dmaoéiat he

Sui toni A bRonghe bR mstiaD BRARe rseniticln'® bt FrRaG Rl Rk Hb™Br 1 ne

RFI D mechani sm associ ated with the credit account of the custoner;
recei vi @07pby a chgpother emlﬁodulﬁentrw@ﬂpjtahxﬂpmmdntsdtrhahod for igeiestirely wing

nmer chant t ut hori ze a transaction wth the cust usi ng the I D,
mechani é’f‘q}gﬂﬁ ﬁ?ﬁ{‘%“tlﬁif%g}n %Waésa%%&f)@ﬁ’“&‘fs FaqeivVingn c?aqorfil%‘ [ r} uf i [grncigh

aut hor i zatilu@bn taore&&%‘t f5h GhatbmkPlh dhien Bﬁ@m%tah@FIDQﬁ@hMﬁx G@o&gte@f\xﬁ'ﬁh Py a
conmput er of the financial institution, the use of the RFI D nechani sm

associ atkeditwpeannt plathe castomen odisumin thef regist ssusbontted wf pewehsiie of therfingaeipbn
with the grREGhant xt[IQQSQ 4 |, ygt %%ap%snmgd'anﬁnﬂﬂe %axﬁé?ﬁ%%pef{caﬁ&ﬂo frﬂﬁé‘t ed

net hod for coﬁduc ansac I'on conprises receiv er of a
fi nanci 8haricred nnshmtuoomr apfﬁanlesjall rt@ttwaﬁianmbnmtatunustmhmgmn@y a cbmpmtar of

comuni nel t actl t e of a chani sm as OCI at ed
W Eh an TREaHE BTt f5eet e REUD PRI Ryt el SHPUFBro SR (et ol
i NStit Ubhs@imer! RReREGOBNL, éﬁmﬁlhﬁ‘ SURE GRAcial BERLNAD B reifest FORTTRWREAT td he
fi nanci al |nst|tut|on a request froma point of sale to authorize a

t r ansacPitheriaki @ Hrapmstionsvidhehe wustager Haing Sherabit Dnacshaniism rarsanéngs Py my, by
a conputsh Lf%élo(%fhtﬁc fﬂn&?d?ﬁ dﬁ%nhﬂ&ﬁ% bh %thHzabi%HttB%é AREdHaR %Pfuhé P@sé&i%ﬁsglf& on

to the pol nt sal e; eactrvatin y ‘a conputer nanci
i nstit uswitahing h, agca)manﬁcx tofiehe lfmumzﬂrmsﬂtuémn tthe use arfisthe tRIGR. mMedG@B) n

ti t ter-inpl t d f thori zi
2 11 andBORTOR RO SRC panet of G RS sl By dop BBt mEQ M hor i z6 B

transaction; determ ning, by the corrput er, whether the transaction was
initiat@gody an Rl ¥t SﬂhbmkleEl’,nbﬁtﬁfneﬁtl;ﬁar’dolﬁg),utdﬂ-ympbﬁleﬁ&ﬁpﬂétﬁdjd fovheinbdedtinghe
account has been switched on or off for e RFID cker;

st
aut hor i FRFECHRS PPRRASAICEPEREi PY £ KEMPRGL 8@? %Wé%“ﬂdf’“itﬂﬁ“ﬂ étflé?} 5gassh R D

sti cker ciforndr NRid; éllfﬁ§t &gniwé‘lﬁcdti%htd}ﬁﬁx?éﬁ tBYactibe R RS bl ak@fmaRdmeBanaasount
has been swi tche and declining the transaction if the request was

i nitiat&godsied weh RFFIaEF(BW elidde cemtemerhectiveGata by atvaspbise af Swilinenad ipgitution,
the account of the customer; receiving, by a computer of the financial institution, a request from

a point of sale to authorize a transaction with the customer using the payment mechanismn;
transmitting, by a computer of the financial institution, authorization for the transaction to the
point of sale; and deactivating, by a computer of the financial institution, the account of the

customer after the transaction.

[0009] In still yet another embodiment, a computer-implemented method for authorizing
a transaction comprises receiving, by a computer, a request to authorize a transaction;
determining, by the computer, whether the transaction was initiated by an RFID sticker;
determining, by the computer, whether the account has been switched on or off for use of the

RFID sticker; authorizing the transaction if the request was not initiated by the RFID sticker or
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[ 0010] Addi ti onal features and advantages of an enbodinent will be set forth
in the desciiption which follows, and in part will be apparent fromthe
description. The objectives and ot her advantages of the invention will be
realized and attained by the structure particularly pointed out in the
exenpl ary enbodinments in the witten description and cl aims hereof as well
as the appended drawi ngs. [0011]It is to be understood that both the

f oregoi ng general description and the follow ng detail ed description are
exenpl ame R[esRYPLANRIHN g;lﬂ@heaRﬂD RESREQE 18 BERVRIRas! beh NQVitcRedPb@NAd on
of the invention as clained. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012] The
met hods dedipgigeths tanschen Hriberegvsstintpsdasiered Judths A Pnstigker andr thpagcogashasi bed
in terng, fsvﬁtgﬁgg)&?ry enbodi mrents. These exenpl ary enbodi nents are
described in detail with reference to the drawi ngs. These enbodi nents are
non-limting exenplary enbodi nents, in which |ike reference nunerals

r epr esetR018] ni | ar Addifioral Jeaswres indudiaotazes be ag ewdodiment ovill bsf set Hertidimiiongs,
and wherein:.. [ 00,1 gure. 1 .sh . bile n it h. i.cke
accordi ﬁiggc{q%tu{éln%%h é”rsyane r%Bc?gl:%Br‘fvéﬁtbg%{) %Tﬁ?%%g%? \ge%p%) ﬁgl\lﬂrsRﬁéér?Obzé%&r%ﬁ %{lrdy
syst em athehbdeatages ofdeointemtipnt @ilnbe exadigd afid/ attained by the structure particularly

pointed out in the exemplary embodiments in the written description and claims hereof as well as

the appended drawings.

[0011] It is to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory and are intended to provide further

explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The methods, systems and/or programming described herein are further described
in terms of exemplary embodiments. These exemplary embodiments are described i detail with
reference to the drawings. These embodiments are non-limiting exemplary embodiments, in
which like reference numerals represent similar structures throughout the several views of the

drawings, and wherein:

[0013] Figure 1 shows a mobile phone with an RFID sticker according to an exemplary

embodiment.

[0014] Figure 2 shows an exemplary system architecture according to an exemplary

embodiment.

[0015] Figure 3 shows a method for switching on and off an account according to an

exemplary embodiment.

[0016] Figure 4 shows a user interface for switching on and off an account according to

an exemplary embodiment.
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enbodi ment. [0015] Figure 3 shows a nethod for switching on and off an
account according to an exenpl ary enbodi nent. [0016] Fi gure 4 shows a user
interface for switching on and off an account according to an exenplary
enbodi ment. [0017]Figure 5 shows a user interface for switching on and off
an account according to an exenplary enbodi nent. [0018] Figure 6 shows a
user interface for switching on and of fan account according to an exenplary
enbodi nent .

[0017] Figure S shows a user interface for switching on and off an account according to

an exemplary embodiment.

[0018] Figure 6 shows a user interface for switching on and offan account according to

an exemplary embodiment.

[0019] Figure 7 shows a user interface for switching on and off an account according to

an exemplary embodiment.

[0020] Figure 8 shows a user interface on a mobile device for switching on and off an

account according fo an exemplary embodiment.

DETAILED DESCRIPTION

[0021] Various embodiments and aspects of the invention will be described with
reference to details discussed below, and the accompanying drawings will illustrate the various
embodiments. The following description and drawings are illustrative of the invention and are
not to be construed as limiting the invention. Numerous specific details are described to provide
a thorough understanding of various embodiments of the present invention. However, in certain
instances, well-known or conventional details are not described in order to provide a concise

discussion of embodiments of the present invention,

[0022] The methods and systems described herein attempt to resolve the deficiencies
with the conventional RFID stickers. In a more secure implementation, a credit card member
can perform credit card transactions by placing the RFID sticker in close proximity to a
contactless reader at a point of sale. By affixing the RFID sticker to a mobile phone, a financial
institution can offer mobile couponing, store coupons on the mobile phone thereby reducing lost
coupons, personalized rewards, and encourages customer loyalty and retention. Besides credit
card payments, the RFID sticker can also be used with mobile coupons that are sent to the
customer’s card account. The mobile coupons can be sent to the financial institution’s customers
who make credit card transactions with selected merchants. The coupons can enable customers

to enjoy discounts with selected merchants that allow payments using contactless devices a the
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[ 0019] Figure 7 shows a user interface for switching on and off an account
according to an exenplary enbodi nent. [0020] Figure 8 shows a user interface
on a nobile device for switching on and off an account according to an
exenpl ary enbodi ment. DETAI LED DESCRI PTI ON [ 0021] Vari ous enbodi ments and
aspects of the invention will be described with reference to details

di scussed bel ow, and the acconpanying drawings will illustrate the various
enbodi ments. The foll ow ng description and drawings are illustrative of the

i nventi gninapdsA¢ e CighbmkR &8 18% & tth L&eﬁ’e@%té hﬂh&'ﬂ?ﬁn&glemktmiﬁ'&{ biofhotiNd RRILOUS
specific details are describ provide a t orou%h under st andi ng  of

var i ous addrbrs dié mewtayaideble ¢raipptise s%m, althﬂp@h thegneth systethndesetibegihgrein use
i nst ances RFW%HCREP%V\@m%nd%@ﬂl\é?&v c(égﬁétlque@ﬁx{ﬁ?g%;%n ’B%sé?jes cribed in order to

provi de"a conci se e preséent invention.
[ 0022] The et hods and systens described herein attenpt to resolve the
defici effi28s wit thfhzeingdnvﬁlG ibnaajnob'iﬂ%l phatei HWeissshoivn withman R EBcaicker 110

i mpl enen iLon, a credit.card er.f e d_t aglions
by bl acPiged fed r BB o R o TE Phte fPDURRA BLRITR b G20 Pl ORGSO &
poi nt ofnysédteiorBy idédidreuracd &ﬁh&ﬁo&léph&ﬂéem)()t Altotgibibieephnhey embédlmam:u al
|nst|tut|on can_of fer nobile couponing, store. coupons on the npbile phone

t her eby drigit dienREFIblickeaffsed to Haobdnatensed is diended tha fop RELD siickgiegan be
cust onmegsrlcQy (t’tl) by %Bﬁctr %Eﬁf‘ Eé Q r\vall@? 51469 Rain! 8bihcE AEHCP amﬂhﬁvelg e REHD

sticker can al so be used with nobi’'l'e’ coupons that are sent
cust onestickecendalectbo v, of“l?ﬁ@g mobéither bosgsored te anothe abgast, steh Etswequl chaimcpial

B N R
sel ect edf e RBNkiskdr h@ltheailnblﬁlw PRyaEnissiniesdedghatoht RFAD edsketesti besttahtder
coupled to the mobile phone using means other than adhesive, such as integrating the RFID
sticker into a plastic, metal, or glass component; attaching the RFID sticker using screws, rivets,
thread, or hook-and-loop fastening; or inserting the RFID sticker into a sleeve of the mobile

phone or a case for a mobile phone.

[0024] The RFID sticker 110 can include an antenna, an integrated circuit having a
processor, and in some instances may include a battery. The processor can be EMV-DDA
(Europay, MasterCard, VISA - Dynamic Data Authentication) enabled, so it can dynamically
authenticate data whenever a payment request is made. The processor may support an RSA key
pair for each RFID sticker, whereby the RFID sticker generates and transmits a dynamic
signature that is verified by a point of sale terminal. The RFID sticker may include near field
communication (NFC) technology. Additionally, although the exemplary embodiment describes
the use of RFID, it is intended that the methods and systems described herein can be applied to
the switching on and off of accounts associated with other payment mechanisms, including but
not limited to payments using mobile devices, telephones, credit cards, smart cards, key fobs,
various financial accounts, checks, and online payments. Each type of payment mechanism may
include additional or alternative security measures, but each payment can implement the use of
an account that is switched on or off based upon a customer’s actions. For example, a mobile
payment using a mobile device may require a customer to switch on the mobile payment feature,

and the security may also include the use of a dynamically-generated PIN for each transaction.
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point of sale. Custoners can log on to a web site at the financial
institution or another web address to view avail abl e coupons. Al so,

al t hough the nmethods and systens described herein use an RFID sticker, it
is intended that any contactless technol ogy can be used. [0023] Referring to
FIG 1, a nobile phone 100 is shown with an RFID sticker 110 affixed to a
rear surface of the nobile phone 100, though the RFID sticker 110 can be
affixed to any exterior or interior surface of the nobile phone 100.

A L R R S S

obj ect , 26%1aix asRBIMatidket, wH@ycahad affixat tood hﬁblldpmneem{)AHt}ﬁeraD steksr, washe

RFIDstlcker C ntaketheform f ata d either, be secur o anot her
Obj oot . SEhodRt sisfaerda fmemya Tt Bl B8 which Rl BB S e f B SErome

al t houghyat g RXBEPInAorjudbRadl ek RHEID GHE&E SThdecaliftick@bé 9 Bre@ft addoand iy
sticker to the nobile phone, it is intended that the RFID sticker can be
at t ache8ccornteehaptcedrd ECow, gHispIdaceish PrapsidRgCONIAIRS aBY AEET AcHAUNt APlesi ve,
such as integrating the RFID sticker into a plastic, nmetal, or glass
conponepipept t achinoe hendRabP dsdies I&?Eon‘dﬁét%rﬁﬁﬁ(ﬁwﬁ’at b iEdiint 3 63 frcrte
hook- and-| oop fastening; or inserting the RFID sticker into a sleeve of the
nobi | e powhier servises alsier donwerdiongbidneen tarweistofi0 24 ithese RFIRIBIEtStl@HGEﬂt a.ﬂ.n@ntan
i ncl ude tenn n.i ntear at ed.circ in ocess r, '

| nat anceb e PHARAPorA° P RUEL NRReE el SR B A B R B TN B
Mast er Caidl caanﬁSBrougﬁlym@dfpﬁ)xDﬁitﬁ oﬂltltd‘lpcﬁhﬂ etdlo irmandhd edke SlOplllf:hanan In the

dynam cal |y -aut hentic te V\/nenever paynent i s, made.
processB¥ *wa@a psme swr @g} Bosygven, She DAL e %eﬁ.cwi be Wé%{;%%e
RFID st j1ekBlandenas@hes ﬁyjbibéléﬂﬁ%i;esofathg?é&%ﬂh&as%é&ﬁ@& Wftﬁ tﬁé‘ﬁFID §t1dk%f i f ed

by a point of sale termnal. RFI D sticker may include near
communi ﬁ@tqmmpkmﬁ@ﬁb@@mnblao ff”’AnldieacttUﬁ@rll agcouit treragh aw@b@x@ﬁﬁs%by the

errbodl Fl e t d
Syt em 2GR RRphots e, 58 St ePhBRETRiidle pRAE IR0SC
accountglaass@ediatz&dl) vthehthe ItlerRﬂajmmx niecinaaiiesmasiyve embbdidieny duéff modount
limted to ma(%s usi n bi] e devices, tel ephones, credit cards, smart
cards, #%%‘E‘ e&tf%t 'F’ie’n‘éfﬁ PR PHEESLRED Rk cks, and online paynents.
Each type of paynment nechani sm may include additi onal or alternative

securi t joopeasur esln dbdér ©aRs thaR FEN RN théﬂ@hsﬁ@iﬁé’ﬂ 205hesek S Abbidplashe @10f
that is svmtched on or off based upon a custoner's actions. For exanp

mobi | e PAYRHST2 1gs feifphansdtf). 108 olsy Fi‘é‘é“h‘iﬁ’yn FISH & Wesbage Sy AetelVerkAabtie HL%n
t he nobj)ecpaHREMioh @@é e mBRted O8 rag\@wth&%man@iaﬁﬁasﬁtnﬁwﬁfs mﬁ‘ch%gopf a
dynam cal | y-generated PIN for each transaction [ 0025] Referring to 2,
an exenitiapty os yshlerk) dhadvicowt furuse 201 amélﬁﬁmﬁmkermldh@m@mgc 03eqygst that tRFI D

sticker b ffixed e T S
ssued (HIPREERNGR BB AR B @ BelRVt & BRORFUE oy el B S5
account RFI stidker. cTisd Bidicial iatitutiam 2% catsedeiv O reegtusnt basd thd hdywbike2 SRAHYD:

sticker. The .account capn be a credit account, debit account, charge card
accountCO“@PH‘“PC%}QP&CQ@Egg?rtsu"lbﬁ%fbéﬁ SECHUNS CBRORINFAEPhEFVE TBRE g

[ 0026] Ting HSdsP R En 0 ude S8 Selver EPNEBIACIm e&%ﬁ‘t@%ﬁ&?éqﬁé&t%tf e 8@&&%%5240
to purchase ‘goods or services. In a conventional manner, the custoner would
use an Pmephs fingrail lmtltath;vonﬁtnmﬂer%%ntsetmeépqﬁeﬁbﬂo dshciivats e eedoant thadsavashy

t he RFI S e t
nto prodniy g S AR b2 BraRia Ao SuPREEaRe" QLS

met hodsfimemdialb ystienn Mcmnmmbdtﬂe thei naqudaomvmtch bh gh&Bktdoust, ithok esrqu'esﬁ sélthe
cannot be but .t i nanci al.. i.ns 225 b] ocks.t use of
he accBunb g AP e ity DM RERD Gl 1ERER2S Pt BRaPERurb Pt ot Rent
an " of fsufRdierd GacdsiaMdbedr REGOUWHN TRARI AT rie Rl habligfidPr use by the custoner
usi ng paynent nechanisns (e.g., online paynents, tel ephone paynents, use of
a plastic credit card) other than the RFID sticker. In an alternative
enbodi nent, an off account cannot be used by the custoner with any paynent
mechani sm

a
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[0027] I n order to use the RFID sticker, the custoner 205 uses the nobile
phone 210, conputer 215, tel ephone 220, or other device to transmt a
nmessage over a network 255 to the financial institution 225. The nessage
can request that the financial institution 225 switch on (or activate or
unbl ock) the account for use with an RFID sticker, or the nessage can
request that the financial institution 225 switch off (or deactivate or
bl ock) the account to prevent use with the RFID sticker. The financi al

i nSti tutp@R] 225 CHMLd QRRINVE 20?9&%&%&@&% A¥Gfasd REndEINPLEIS, AR2uB¥mer 205
communi cation server 230, such as a web server. The conmuni cation server
230 can sprdsvhel eequpst go rtb@lfj@smcwﬂonmutmcwnto &:a@t@sth@@mmnt 23Be chgemer 205

i npl ene ti ion
225 |rrplraél§r OME@S gHﬁZOtf ttgl{]lgm%eact ?3% é%?cﬁe accoun nIhf sl erglusgéstp) h ﬁ%‘n
mer ChantcuSZékﬁex‘fIﬁS aantehogwmeet, ioptteywike daeas dle RASY stidkest mnthB Z/‘jclmy bf reclose

declined. Once the financial i nst 225 inmpl.enents uest to

Sor L oh BiPTEY 1 M A qhraett trmeeh M8 | The Pt bREHE ISRU G5 ZHEHGS Fosifon by
fi nanci adfolnsioh tidhd B R2D Wckbr, BRIARBERY BmbaS SkpTtaken WRR! &hdPihe namk fdrghent
funds and other security and financial criteria are satisfied. [0028] I f

t he custeit@nerp0bhepainy eé sale teraienl 24P wprimanicates thigresprunt ifomationevigustheimer
208 s gl BANGRKod QDR L AGHR Lllihl WL RERP - 38h! L RS
account . ) ar e

€ custoner proaches a pol n erm na
nmer chantal &omtnal kﬁmwsotm@uder anadicitbn nuctha@ne ustrxomaalpf%tﬂﬁmmc/eisa,t acgans pn% or

he. poi REBrGliga BiniTsRe A s vaibt e ol B amimogepecl fhe” '

account embb@fmaRy iiRNREFIDMte JArltdnshit Gk ehe psiuebf agie Qb&ﬁﬁmaﬂ BB el for @%b &1 ion
date, and the nane of the customer. The point of sale_termnal 245

comuni éxlicste AT Gepceumtinionpaiomesi ksinanransmeiiade fromy amBREHY isteker nfls apabeon,
such as et Reyi b AN HACH A AURUREminbIC2 Jaﬁrre&agmm%ﬁgt (EFec?500 odREnPAdRhaln Sal €
term nal 245 can also include an indicator,” such as one or nor e .

al phanufremi ¢n dhdPastigies dnd apprepiasdc tindndd ittal ghdicatert iGediodionsl cidit dahrb
transaction was i.nitiat by a =| D,sticker. n.one, e t he | D
o R ol d B3 ip@lloiiRadh bk S5 smadeR 2 181 BORAT T BireakF oI

i ndi cat metdhaﬂit tdrecraz3owahsnhied eenBicboit insorbatitg ahdaﬂﬁesmdtfbﬁdmfdrmmi@ﬂ t(RFclth

sti cker wgnot her enbodi r@g t he ﬁgi nt of sale term nal 245 can

recogni E@a”c" fusfifutipp 229 HEHRR of FediaRsECHi®M from an RFI D sticker and
appropriately include the indicator. Conventional credit card transactions
where ajmasd i s ShdEMhafdialdiRBatiohN225 Gah dreb &9 ahe dQutMRHzatidiC lretf@stt Bi She

i ndi cator. The nmerchant server 250 transnmits the account information and

t r ans acEPBRUPIAIINFREICHA3Y. o Thheomnynisrtioalseivas 234 will ennfipmavithothe acroMBY Statat | on
of the Eé@é?%@%l?é?herhf?@ %gdoﬁﬁelsfsmﬁ'éa &l rdabiih léﬁ'[@l‘;gzgg‘ﬁsﬁ&f&nr el Nenkie

aut hori zat1 on request he conmmuni cati on server 0 e conmmuni cati on
server REOuWPE R25CmAf ahsmi@mmm hctherctbematarsdudiicisnt Sendserai2®te, aletihent ¢rbdit
account t.ched on. for. us n an | D.transacti

oo Tt ATt G e kP e Froke Mmibori'd R ERiea,, AR of kS0l es

avai | abben avisubd igf @nl B¢ edquest vae igivialell AR, arORFEONGicEET tighhele figebls in
authorizing the transaction. But if the account has been switched off_and

the reqsétiond2] wilkroiralorrohs SaRA e Bep diencrchién ThnBngcithHiliytion 225

i NSt t ubtiPNraddmit W |1hes'§% @d"ttﬁhorlﬁgrﬁlarnh%ertv'é@%@cgéc‘ﬁﬂl F e LhRodRAGh &bt -thd he
financial institution transmt a nessage tg’ t he nerchant server
250 declransieigpnt hdl aie h@ncpz@tt uso nciited; Hbert rthn swniieh. ingtitutidne care doummiti an
acti vat CI al titut n h t,d

act ! vat ol A KRl L ML 290 o5 Pal SEPRT b AHbD 8 e
criterilbechawesfilséen sati Sfl ed. [0030] Referring to FIG 3 t he custorrer can
request to switch an account on or off by sending a nmessage to the

Financt glosh St tuk {00 FiEPs, 1S lbAANELAleqlP1d LM LBSQAN A5 % BF

sending a message o the financial institution. In 319, the financial institution recognizes the
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RFI D capabilities of the account as being switched on, so the custoner is
abl e to nmake paynents using the RFID sticker. The custonmer's account can
have an activation flag set to "Y" or "yes" in the active or on state.
[0031] In 320, the custonmer chooses to switch on or off the account. The
custoner can choose a variety of nmethods for notifying the financi al
institution, including online banking, nobile banking, SMs text nessaging,
telephone, or any other method for contacting a customer service

represe s;?b IR4E Br @2 a%doﬁ#lt[a{s%gm sgﬁtgtq'e(aho cf ﬁlte'cﬂétorngpl In1298 l‘nﬁi@: %rﬁ P s

financi a I on, i nanc FNst1tution can c ange t

to off stiag the Rii‘IDt mkm ﬂ“h:eteattmsert’macmnurﬁtcan bsve f0LBRYtIon f&'g(m toh& " f orrigngi al
institution [£cog nizes the RFID capabilities of the account as being
smttcheH’gfﬁa“@ PR&9ust omer is unable to make paynments using the RFID
sticker. The custonmer's account can have an activation flag set to "N' or

“no" infae] i nact inva20ptheQubtombatiRosdAhb ls@itthn oh be offfthe adcatue, The chlé’temfei canci al
institution recejves_a transactign request algn mjth_a lndl q¥ﬂ£hat t he
t r ansactiUHe Ratrieh; of Wedgdhioraptipmnpths fipwsral 1 t’l‘)i“né‘ﬁ die PHYE| Bapkingn

will demébﬂtleartkt@%@fé tesenmtegg«lﬁgttelet&%iﬂr%y%tﬁe%tétﬂotd»fomhﬁ ﬁ@gstérﬁer

provi de fl exibil at any credit cafd menbers can smttc on or off
the abi bdrvige trepnqseeltatnrwe, Rthastwmw a bmn@néoc@mempl blpyn metifigng thhdinsoginbmer

can Uuse€; oy, Egﬁe tggﬂlr(lén%gaﬁ tl\t/utt%g Ig%%&%,%ﬁt |3”rt'} Qt us 10 0{” sha? 2{}[‘}}18 %?t{s%att?svt%' Arﬁbl e

at www. CI ank. c 0O SW an account.
Referrlﬂ@uho FIG. 4 a screenshot of a webpage 400 presented by a financi al
institution is shown where a custoner has | ogged into online banking for

the fin Lal ins 0 onl i ne bankin ite praovid cont a tless
payment @B?fons ][1‘03[ Sb ﬁh ?W@ncé dsfion r???@f’ﬁ&%%ﬁ?@&@tes &? ﬁ“iel?ﬁ?ﬁ?

Pay" | i pknd 2@itchedWft, GB thbdkdmdeiib BN tddHakK pRaentd kg 43R FIENEickéd. tTllils‘ink
Qui ck Pay Coupon | nquir link 440. If the custoner_desires to switfch on or

of f t heCWREURIft accoyd Cé%li’t“(f-‘n@‘r atiyation flak sgriot He 91 mR” ABdhe ingig|retedtdieng to
FI'G 5, wiiRGheROSR0f irdndVBhRRge r?%‘ag.hfoﬁ SHAVR a“‘t?%s@ctﬁ‘mcﬂéﬁﬁéé’{rﬁbn D3dth an

selected a link to swtch on or e account The financial 1hstitution
pr esent Bidatot et tl@bmg@ns@@xaammatemby fuh BEID enclsf, the fihawsd ishwitias solidenyt hat

IS Capaﬁ)l %‘ansacpon Ie uCSW tched on

[0033] As a security measure and to provide flexibility, at any time, credit card members
can switch on or off the ability to use the RFID sticker. In one exemplary method, the customer
can use online banking services {e.g., Citibank Online, which is available at
www.citibank.com.sg or www.citibank.com) to switch on or off an account. Referring to FIG.
4, a screenshot of a webpage 400 presented by a financial institution is shown where a customer
has logged into online banking for the financial institution. The online banking website provides
contactless payment options 410 for the customer, including “Apply for Citibank Quick Pay”
link 420, “Switch On/Off Citibank Quick Pay” link 430, and “Citibank Quick Pay Coupon
Inquiry” link 440. If the customer desires to switch on or off the account, the customer can click

on the link 430,

[0034] Referring to FIG. 8, a screenshot of a webpage 500 is shown where a customer
has selected a link to switch on or off the account. The financial institution presents on the
webpage 500 an identification of at least one account that is capable of being switched on

(activate) or off (deactivate). In this exemplary embodiment, a credit card account 510 is shown
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(activate) or off (deactivate). In this exenplary enbodinent, a credit card
account 510 is shown along with an optional graphical representation 520
of the appearance of the credit card, if a conventional plastic credit card
exists for that account. The custoner has an option to click a link 530 to
cancel the transaction or a link 540 to proceed with deactivating the card.
Al t hough this exenplary enbodi nent recites the deactivation of the account,
it is intended that the activation of the account follows a simlar

process q1ohPQdf Febsidnan abﬁ’icfll rgpregbnta%ﬁ 28 %Qﬂ@ﬁp&fara%cé"’@pﬂﬁ%ccﬁpgarﬂ sifshown
where a custoner has selected a link to proceed Wwth switching off or

deact i vaerivegtiqrel plabticesradit pa,réleyzsﬁcﬁor that eergyntanT eceustomer hphan pptrlﬁih@l Qick a
institug e Iy c r to
cont i r mBpSBIF SRR TP BRELH T 130 S5 QLR b Bl T O CHERAMERL 1
a |ink 680 exéimearyt Elebcs:hﬂnemt reomsomel denktivG#0n tad the ccemahf, it he 1ﬁuemcwdcihal the
institution MAI# switch off or . ﬁactlvate (or alternatively activate) the
account *VEBYETHET AFPPHJOIY T DI Pracestr eenshot of a webpage 700 is shown
where a custoner has selected a i nk to confirmthe deactivation (or
activat {@m3}] of anreeegNd FIGHE, MelbagRot TQ webiffaké 680 ishawiBsieage cistOmehat
"Your card has been successfull deactivated for Ctibank Quick, Pay." The

cust omePascssiFetediaclnkoly REogseR wfhzw%ms ﬁé%%re@aeﬁ“taﬁnst(%eﬁiheaww% a%‘ﬁEP%Pgan

ser Vi cegoBlint OheGffanQnl lhaﬁu@&% bqgts a[&%ﬁhémﬁ FHAEQ TR 16RRNSW theRuBmer of f
the account using a nobile banking platform The use of the nobile banking

pl at f or 1 cmw‘]mn edutheeta zhat:eetirbe' selgstingnelink 64 erttecarcehbp plllcéﬂrmﬁ)h@ edhbléponni t h
Uhe 1 nARClcALubnSE by pROLET TGkl G fhondy SEANEACE: Of asghiEgRsaPtS

of a user |nter ace evi ce
mobi | e dexrhativelyantibge)ahenkble, phone, a smart phone, a tablet conputer, a
personal data assistant, or any other nobile device. As shown in user

i f 0 bapki. pl !
B R I B e PR L TR DR I s R

devi ce, haseRchera lidkd ©rdoatifn Usl Mi@ctd/a6ieh (o Rfivat\dh) bf an 8coliitt ematrc@)@gmmﬂ i on.
The user interface 800a presents to the custoner an account sunmary

and
mobi | e SRARKTAA dpicsBaS 780 that W Karddwes Gemssuscespigy deacligptpdtor (iihapk éa}sck The
custo maEa)p’a Tr3eh&shet O& éh'cf? B%g 19k 790 8¢ brlo¥HaGiB! ofl€aGH Y ﬁ&ﬁI%@?’ﬁ&&tﬂ?%

[ 0038] The user interface 8 presents to the custonmer an o on to sel ect
a credi effoahk banking.

[0037] The customer can switch on or off the account using a mobile banking platform.
The use of the mobile banking platform may require that the customer register a mobile phone
number with the financial institution. Referring to FIG. 8, a sequence of screenshots of a user
interface 800a, 800b, 800¢, 800d of a mobile device is shown. The mobile device can be a
mobile phone, a smart phone, a tablet computer, a personal data assistant, or any other mobile
device. As shown in user interface 800a, the customer logs into a mobile banking application
(“app™) installed on the mobile device, accessible through a website on the mobile device, or
other interface using a cellular, Wi-Fi, or Internet connection. The user interface 800a presents
to the customer an account summary 805 and mobile banking options 810, which includes a
“mobile wallet” link 815. The customer can select the link 815 to activate or deactivate an

account.

[0038] The user interface 800b presents to the customer an option to select a credit card

or other account in a drop down menu 820. The customer also has an option to select a link 825
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or other account in a drop down nenu 820. The custonmer also has an option
to select a link 825 to "Activate/Deactivate" the account selected in drop
down nenu 820. The custoner selects the link 825 to proceed with activation
or deactivation. [0039] The user interface 800c presents to the custoner a
confirmation that the custoner would like to activate or deactivate the

sel ected account. In this exenplary enbodi nent, the user interface 800c
allows the custoner to deactivate a credit card account, though it is

it endeg, £hat oS Sk B RLERRSAO08 1 AR, ABuHSET 800 5L LR En@IRES A"

The custonmer can se to confirmt eactivation
act i vat liok$2510 modded kvitB3btitatiog or dactvapiveyvi ous scr een. Upon the selection of
link 830 to confirm the financi al institution wi |l deactivate (or

oot vat e S0Pl KO0 HIR. NSBhul PV 65 2008 LGRS fsgpoomer

pr ocesseduRiniketih actbateasidesttiage Gnklcbrd ab@aﬂt deadigs exeatpdy e@bodiaiehy deaddr The
cust oner c?n click on a link 845 to proceed w th other nDblle banégg&
ser vi cegrach 0ol Y B Pt dp é@a&twwe@mqﬁfcaf%cce%t bregh isiplen al

| oses, @f lﬁaqﬁteﬁ%é/smﬁ bt ﬂ&d@@étl\ﬁte%%god?ﬁ m@cmelrealp&@&eamk%k@t&n or

danaged then the custoner should report this event to the financial
i nsti t ueendmt te pleestiiation (6 @tiatiosntor ackily 833 ém gofto rhpreriouo smeerby Upnb ttver

i ndi vi dyeefécno;[hfhr?l? 5%{{]totc\6n§rm tth ﬁna ?ai %stlgt? 1#%%31%‘%&\%%& g@%tvg{yf ﬁ%%géorﬁ% s

limted 8 Secire'n one e cus omer .
[ 0042] The custoner can send an SNB text nessage to activate or deactivate
t he accpldo] The user interface 800d presents a confirmation message 840 to the customer that

the request has been processed and the selected account has been deactivated (or activated). The
customer can click on a link 845 to proceed with other mobile banking services or go to a

previous screen,

[0041] If the customer misplaces, loses, or ends service on the mobile phone or the
mobile phone is stolen or damaged, then the customer should report this event to the financial
institution to prevent a fraudulent activation of the account by another individual. The security
of the mobile banking and SMS text messaging is limited in part to the secure handling of the

mobile phone by the customer.

[0042] The customer can send an SMS text message to activate or deactivate the account.
The use of SMS text messaging may require that the customer register a mobile phone number
with the financial institution. To deactivate or switch off an account, the customer can send an
SMS text message with the format “Off <last 4 digits of account number>" to a specified SMS
number for the financial institution. To activate or switch on the account, the customer can send
an SMS text message with the format “On <last 4 digits of account number>" to a specified SMS
number for the financial institution. The financial institution can send a confirmation SMS text
message back to the phone number listed on the account to indicate that the RFID sticker has
been activated or deactivated accordingly. In one alternative, the customer can receive an SMS
text message asking a security question before performing the activation or deactivation. In
another alternative, the customer can send an SMS text message to the financial institution

requesting the status of the account to determine whether it is currently activated or deactivated.
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The use of SMS text nessaging may require that the custonmer register a
nobi | e phone nunber with the financial institution. To deactivate or switch
of f an account, the custoner can send an SM5 text nmessage with the formt
"Of <last 4 digits of account nunber>" to a specified SV5 nunber for the
financial institution. To activate or switch on the account, the custoner
can send an SMS text nessage with the format "On <last 4 digits of account
nunber>" to a specified SM5 nunber for the financial institution. The

fi nanci ahodspsti t uld e SRPnHQP diBoditidhi, HIBEAARIBWRLIBYE A aGALR RaGkeduft t he
phone nunber |jisted on the account to indicate that the RFID sticker has
been actpvatesicwrmiped deriodoédime koplliimdiya singleoensastionr eragt plottedhiame det oner
can recgh ypify Iggﬁe)saﬁiﬂle GG Surﬁs&h Q%fa%ltstgcay Eléatc}{vﬂ&fa §tra1‘]ugn \?ﬁ%noﬁ Qustomer
perform ng tie activation or deactivation. | n another alternative, the

cust onerequasis senutiam oSNS dcextnt,ntbs sagent B8 dnfye adtivagddbab pradsteithintd poriod of
requesting the status of the account to determ whet her it is rrently
noti vat done G0 Pt ont BORGPIRIUS APbePHAr| Ve aRBGHF R onjecleet
financi ele Uasied tpsrib@rofCame a6# ia¥@iaBofn NEOAGSE HiéNperfddr of tillce&lg)ires, Mho Efhapeial od
of time tg allow for a single transaction or an allotted tinme for sthPing.
For exafisfiition sam agerwtisallycdeactiateallic taceainh  dbaeviovgtie deastisgtipy, capfherbage

cust oneg, &?Qﬁﬁé&ing%%hMﬁEhﬁﬂrQ11&ﬂﬁeéﬁ8 nt, the account is only activated
for a prgdeternlne perio of time, such as five mnutes, one hour, four
hours, or one day. The customer can optionally select the desired period of
time fot004dtivati She pedeternined pesiadoel tohe camelsebpickisaded ¢eh ftimrathe jcabtomer
institutj ti | ; ' e C.C . L.

deact i vErTReE AT, o R b e Bl MR b figns
account and 6@#4kdhedditi@détiernihiettapes tadd afiow ithepaan &l tine bebexttantdddadach

time the custoner conducts a transactjon. In an.instance where a custoner
figkithg Y. GRATOR, e 6

is cond PrEfohd qsraawggém GrE8 At AeRr"he SdHGHY TV oA i eEX

f eat ur erig@UIhG fbhQyY hRURAdaR derRll a felgi®t tPthBGueNhendad waekt hbdBsihfor the
custonmer makes a purchase u5|n%.that_acpount. Alternatively, in order to
ext end EFEONRGIEAN seilea FoUHEhED Wi Tingadial dugtityipndas . yen@xamesegiast to cenfinp that
cust onef,e( o Ui L ITE ging) or the customer can send a request to
t he fingﬁc@g%x?ﬁgfﬁ?%gﬁgﬁ Ee.gl, via text nessaging) to confirmthat the
time period should be extended. [0045]1n another exanple, a custonmer can
call a fY04ahci al Tmapthcoeianples acustoorerarsenlvi Grengiahivstituling'sagiomer seYicyat e
or deact] e t:h C The finanegial [nstitution . : ir .

i denti ffuléﬁe{l?glroaﬁldo k?tﬁeé%(% Sést? Sl ﬁe%a%tga%etf%? faﬁcélﬁg'i rr[thle en flgf;?nséﬁlgﬁn é]gayolﬁgmé?
nor e of identifimEon détle: ofstdmdrttt, veABchuntidantiohauch usefic oan®ere phs awaeddate of

address,. nother's den nanme, pet's nanpe, or informtion about, account
act i vi YiriyEregnt RERR o T PETe _E%fé‘f’%‘iﬁ‘eﬁg%'aﬁ ARGy 5t BALHE YRGS hame, or
deact i Vaf@niaen a66@URLourR achi@BLT VRIn@MYe dHEhd, itRN BhstdérOfABictiOfte e account,
instructions. The financial institution can speak to the custoner using an
oper at ofieagtivate g aeaoinle oy gpeedver ampadéonad igformaiipnaerdinsirew@iops nsldieufnanyia

[ 0046] TheyeHs QLY Epé‘“aﬁ rfg $hd E't?StAn@é‘thHl L %noft;'%er%thpof ﬂl%er%tixle %j&ﬁ%%%%é géj§5 & i bed
above or anot her comruni cati on chanfe e financial i1nstitutionto
act i vat sudor redgace unidlt e t he account. The custoner is not limted to the use

of only one channel. In sone enbodi nents, the custoner can activate the

account 4%@ one ghannel and deactivate the accoupt w th a,different
hannol [O0AT ON° FRAING @ MehERRE 1By RECRERS bt Fhle on o
t hat t haotiet euminugRAtior citanelab thefiwserd] istfitpbocesaivag @ desaiRaaahe actoulthen a
nerchan% submts . the paynent for rocessipg, if t he )
he customer 1s not limited to the use of only one channel. In some embodiments, the customer
can activate the account with one channel and deactivate the account with a different channel.
The financial institution updates the account record to indicate that the account can or cannot be

used for processing a transaction. When a merchant submits the payment for processing, if the
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account is deactivated, then the financial institution denies the
transaction request. |If the account is activated, then the financial
institution approves the transaction request. In these exenplary

enbodi nents, the activation and deactivation occurs on the financi al
institution's processing to prevent the use of unauthorized RFID sticker
use and does not physically turn on or off the RFID sticker or the account
associated with the RFID sticker. [0047] Connectivity and security features

i ncl ude &OBHQﬁHéaQHVJtQJ tl’ﬁ:\lﬁ"tltlecma'ﬁglapllﬁstﬁﬂgor?éﬁéntl@h@tgan@;&iok_I?@T/i@?tf' Ii# h¥ alBuiS e
the RFID stic 0 cO ete a transaction tra securit eat ures incl ude
Loss Caistactivatbd,| thenythe DRAncdripititatitmesppemves tlteetraneq:ttibn eqmmt dh thessieyeraplarye f or

transact.i abov. dete d .anoun

ot oncr BT ERS Fs e Riae b B R Birs Bt rodhin RiuET S Presstindlo: oner
woul d haigerit@hdise of usitheeintd RAAD stvkeist a6@a6ksqiot phylsRaiatury én payfferRtRFBans.
Bel ow t he threshold, the custoner can use the contactless RFID sticker and

a si gnaptifker prgh %WOP@&EﬁOF’@EPd withdhe REHASYSE i nstitution can al so nonitor
transaction outlier trends and alert the custonmer if fraud is suspected

(e. 9., [uoaerous Smdectti\hl%gﬁﬁptsb&ﬂ%{ Gathde 1ﬁ@rﬁ&3 ANRBlo &N ewRhRIRA Wid hi n
a certain ti meREerlo scri bed ‘herein, the custoner can choose to switch

on or ofWitehieg R the sbilkde vea o RFIR ytitker rie dommiaie autsinsestions eExe staE
bank i S
rrg?h:)ggfca%%hléﬁ,&?@ﬂggsn@ald%.bmmlyi Mp A @ﬁrﬁ‘le\;@%é agaNge r&%‘hn%g&ﬁr of COUTRURLE QLI ONS

erts can gere transactions are pr cesse
above atrpisestthet ebovaegrédetepnmeod (.imoEntr (eexafifll er SGIE00). nHne cadtomersdastret toon

The ¢ hr SO ragirion shSuder SREPHEL i EhioPeh MR B R eSall el o

under gocalok @ﬂmﬂh’t‘i\}’&ﬂﬁdyﬁ@hi BardS | Mol Mg GHShOIAE theScudtviet okl @seCthedbﬁtadtleE@ t.
Custoners can be limted to a liability of a predeterm ned anount (e,g

$30 or BEB coykerownds g augnafents mehreaielondhe dingaciplh istgopion sep cRey H(O&ff@‘er
the fingnchalon Hgfidd Hédd@rbnﬂsal bid hlf'sgorﬁ’ér feeauaas dub §%)i (e [go%l%lelr&s small

i npl enenting these systens an s to be performe a suitably
pr ogr anfregagonp of gre, saine a:rs)unmeergj@drgeldamthme cenEp mmr@rmldé)s cPedsaitiethkereinn

h d d wh h
" enaabl BRI 528 Dot A uBa™ ha o sqraR BiE ERoBe AEaEP o R

nmor e NDfidreE-bakailt badingy mobile bmﬁcﬁﬁg,u:ztwgnsMSOfext fpssegivgt drnghdr h@nﬁm&ﬁ@iﬂiﬁmﬁnd
nmet hods herein. The processor can execute the instructions as programed in
the nodiE®eddf the program code. The systens and net hods descri bed can be

i npl enented as a conputer program product having a conputer readable

medi um fRY&Ng a CARRYLS! bé aadaRewRINOGARAHRAS ereopbadi@titone hgiré.deteiined
conput er readabl e program code adapted to be executed to inplenent a nmet hod

for pertesheldg fnexamplsodts deaveia] instituslonvean seatpn SMD alsit aspewtoredrihyger
perfor n‘ﬁ'glsgé‘uoﬁ 1k bEST GREe MRIVLR thRsndd ST S TRAML Gsif @ heRERDPL A EDNE bdan a

single
quuned to undergo online authorization using the customer’s available credit limit. Customers

can be limited to a liability of a predetermined amount (e.g., $30 or SGD100) for fraudulent

transactions using the RFID sticker (after the financial institution is notified of the card loss).

[0049] In implementing these systems and methods to be performed by a suitably
programmed computer, it is intended that the computers described herein have a processor and a
compuler readable medium, wherein the computer readable medium has program code. The
program code can be made of one or more modules that carry out instructions for implementing
the systems and methods herein. The processor can exccute the instructions as programmed in

the modules of the program code. The systems and methods described can be implemented as a
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[ 0050] The systens and net hods descri bed herein as software can be executed
on at | east one conputer or server, though it is understood that they can
be configured in other ways and retain its functionality. The
above-descri bed technol ogy can be inplenented on known devi ces such as a
personal conputer, a special purpose conputer, cellular telephone, personal
digital assistant (PDA), a programred m croprocessor or mcrocontroller and
peripheral integrated circuit element(s), and ASIC or other integrated
circuit comp@ttgplogtans phdatt RVAGES $OMhputdr Rekish!WinkRchne heeh % QNédinfiier! 108able
circuit such as_a discrete elenent circuit, a programmabl e | ogic device
such as PEemnpeods) enbodmdaherpiny the spmpypier fepdable piegganwadgladapied todwareartedivabl e

of i npl i I . j i b i t the
oyt ons IPaEac i SR TOCRERAR AR Hetis WALCAbR ARRe"EaHE G bP plftpl AT

appr eci atifameday atdifferadmiaiul, conpogientegulsfcan hefarechoe|tiogye gegie Hep.l ocat ed at
di stant portions of a distributed network and/or the Internet, or within a
dedi cat cure, - ur / ng ted ) T o) hou e
appr eci gﬁggjﬂvt hat %ée]%%{oéﬁlﬁgﬁ%%tggmg{ d%ﬁlggés@lse ee%géclsé)tr[;t%b%ee %aghré%ieﬁéec tel%n({%ogtger?‘gt or
nor e devi<esnmiterod-deoeqtirelighrit & yderksiood|thdt thodendie @ntlpetd ibuthedwagd sl K,

such as _a.tel ecommuni catj ons networ k i1l be appreciated fromthe
descri pt9dn s Mflmqlw-ei SFVBEeEH tegfra%‘?@fi cagf il@BEﬁ@ptﬁdt@ﬁénex%mﬁsw@m s of
the system fa phoml kaRgeer, al sy bl?ﬁ@é@i QnpitdrN b AbISHHInB UG SbrA B IMARK

w t hout affectlnghthe operation of e system Moreover, the conponents
coul d besstimeddiad).i o progiaamedmaigropmshisae or [roo%edwlleh epdrpeepharsl iskgmtad be

i ated 1] | . . ‘ 3 5N ‘ red
apr e 8 JURLLISUOLIOUG MG KR FRISHLING, 408y SRTFOLSGET e ce o
devel opéédctaingmmrivgis cirtiasuch as & dpeatolesclahers upppliy ia pgo gaadihairlc bgdndeviceaucings dat a

to and fr the c el ements.. The term mpdul e as, used herein can
Fof or 1 PRy Tt G PEEePt TRy i plUSHIS ha% 0o it S RAME 0T P RRAPERE
combi napiobstsésh@sieiedtHeadin icen Bapsdl © igfpldeint HdyREmshad fisthaiquenaddofding to
associated wth that elenent. The terns determ ne, cal cul ate and conput e,

and valiHYSWent her eof, as used herein are used interchangeably and
i ncl ude any type of nethodol ogy, process, nathenmatical operation or

techni ques 1] 0053] Mg €9weTapplcbfatcdi el AREch1IBE RBMBIRY BEHee@blidoYogynRinegent ed
in software, e.g., as a conputer program product having one or nore nodul es

each adieptted af disteoheodionsref @ dizinbited nstwork apdos tiet ks, exwibined dedicased
progra g . , |1l : '

Pur poseegspat apdied BUIAREEAANRLER: iRk URd B ARMRRE P RoRERA
syst ensofghé sy¢rhoas botorhbing innvemt sranceakvioes dingl-leneat e a partzular ogdaoti a

enbedded aon a.persopal conputer such as a JAVA(r) or Per| script, as a
Fesour P RuRARRLER e f a Rl RhoRRllshTl ARkt e i) bEeriepatl it the
enbeddegestiptdnded €Rlr8ohdTBOGIBARAL Sficlehy, ihk&mpbents Y$ LIRS sRRdcEbh0ds
of this invention can also be inplenented bz physically incorporating this
syst em HFILHEEhaW ilgraton vabin dehidiibyed setviak dvihoat glfeliam the gppratien hdhe

har dvar gand Mofbya! fe %Mﬁ%&{éﬁﬁ%gu b%%,%g‘?%l' igﬁ%ﬁﬁc&%ﬂl‘é&%&pr ogram product s

and systens can be distribute n ient-server architecture.

{0052] Furthermore, it should be appreciated that the various links connecting the
elements can be wired or wireless links, or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or communicating data to and from the
connected elements. The term module as used herein can refer to any known or later developed
hardware, software, firmware, or combination thereof that is capable of performing the

functionality associated with that element. The terms determine, calculate and compute, and
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[ 0054] The enbodi nents descri bed above are intended to be exenplary. One
skilled in the art recognizes that nunmerous alternative conponents and
enbodi ments that may be substituted for the particul ar exanpl es descri bed

herein and still fall within the scope of the invention. CLAIMS Wiat is
claimed is: 1. A conputer-inplenented nethod for nore securely using an
RFI D mechanismin a transaction, the nmethod conprising: recei ving, by

a conputer of a financial institution, a first request froma custoner to

sul (Ch_ iR, LoAD; dfﬁcmm@gmma%%m?ggg%m o] Efflord gg)%{gg?f the

cust oner the Tirst request I's s via a
fi nanci gtocesssmamwhatmal oEerdtextor tmbmqgfe to the financial institution,
nobi | e banki ng application of the financial institution, or a phone caI | to

L _he fi ngﬁﬁ:&ﬁ; t i nslﬁ/llo}elé%roﬁqg dasglé)s%dfmgtﬁ%é chl Ipea(ﬁl b Yo ?ellge%%qﬁ% ft\%tetﬁ?g ?tlS

fi nanci itu mec m assocl a ed Wi
credit a&m@m&ter gfrogra® pedi@n@iving one or rmelmml@es bachaacﬁpﬁﬁ)llberonefort fere
financi g} nstlﬁéutl onf, a request from a nerchant t(? aut hori ze a t raﬁslactl on
with t hBnetigsofethe &9 h‘ﬁarﬁhéx%ﬁleﬁ) e @hBiqeemmed genergl BIHBOREt FRYEry FC
;:grm?t efeIe%?ﬁé@ﬂA naReLial purpsikichblRP o AkrGH#bRRI: 2@t th&Nké. 01t hRsdRkGhar! for
e transaction
. the systems and methods of this invention can be implemented as a program embedded on a
personal computer such as a JAVA®, CGI or Perl script, as a resource residing on a server or
graphics workstation, as a routine embedded in a dedicated image system, or the like. The
systems and methods of this invention can also be implemented by physically incorporating this
system and method into a software and/or hardware system, such as the hardware and software
systems of a computer. Such computer program products and systems can be distributed and

employ a client-server architecture.

[0054] The embodiments described above are intended to be exemplary. One skilled in
the art recognizes that numerous alternative components and embodiments that may be
substituted for the particular examples described herein and still fall within the scope of the

invention,
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receiving, by a conputer of a financial institution, a second request from
a customer to deactivate the use of the RFID nechani smassociated with the
credit account of the custoner, wherein the second request is submtted via
the website of the financial institution, a text nessage to the financial
institution, the nobile banking application of the financial institution,

or a phone call to the financial institution; and swtching off, by a
conputer of the financial institution, the use of the RFID nmechani sm
associated with the credit account qfjAp@ascustoner. 2. The nethod accordi ng
to claim1, wherein receiving the first request further conprises:

veri fyi mghat besldighentd: ty of the custoner; receiving a selection of a
link to switch on the use of the RFID nechani sm associated with the

account ;|. and AupdRuter@mplefesOd thethod %ﬂa@@@e&ﬁaﬂ Rahg bR FES RUMNisnSinsM t ched
on. 3. The nethod according to claim1, further conprising: determ ning
whet her aRRCU: Higrircthed cpnriéMed on based upon the record in the database;

authorizing the transaction if the account is switched on; and declining

the transact jQBviry NEcARKAYVS aifSasthitichedidR! £ first AquddBorBihednReePrding to
claiml, wherein the website used to submt the first request is an online
banki ngswédse e gse ahRFID medheniam gsspstateduvitiom credit account of the customer, wherein

the first request is submitted via a website of the financial institution, a text message to the
financial institution, a mobile banking application of the financial institution, or a phone call to

the financial institution;

switching on, by a computer of the financial institution, the use of the RFID mechanism

associated with the credit account of the customer;

receiving, by a computer of the financial institution, a request from a merchant to

authorize a transaction with the customer using the RFID mechanism;

transmitting, by a computer of the financial institution, an authorization fo the merchant

for the transaction;

receiving, by a computer of a financial institution, a second request from a customer to
deactivate the use of the RFID mechanism associated with the credit account of the customer,
wherein the second request is submitted via the website of the financial institution, a text
message to the financial institution, the mobile banking application of the financial institution, or

a phone call to the financial institution; and

switching off, by a computer of the financial institution, the use of the RFID mechanism

associated with the credit account of the customer.

2. The method according to claim 1, wherein receiving the first request further comprises:

verifying the identity of the customer;
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5. The nmethod according to claim1, wherein the first request is received
froma nobile device of the custoner. 6. The nmethod according to claim1,
wherein the first request is submtted via the text nmessage to the

financial institution, the method further conprising: receiving the
text message from a nobil e phone nunber registered wth the financial
institution for the custoner, wherein the text nmessage conprises an

instruction to switch on the use of the RFID nechani sm associated with the

account. 7 ec&@ﬁg%%%ﬁ?tﬁ’ona&f%fn‘ﬂitéﬁ Swft&t ﬁ‘le@l%. gﬁelof.tﬁ%)ﬁﬁﬁ !t?]ﬁ&%ﬁ%hlvésg&iatt&? second

request further cdonprises: verifying entity o e custoner,
recei vi mgthdhsaceattiaxd of a link to switch off the use of the RFID nechani sm
associated with the account; and updating a record in a database that the

account is s%&aﬁgg 9 r%ct)}c' i %&iat-léggse &tq}?edac?gfn?gsdsiwqgh%cpoﬁ | ai m 1, W_her ein the
second requesSt 1Ts®°submtted vid the text nessage to the financial
institution, the nethod further conprising:

3. The method according to claim 1, further comprising:
determining whether the account is switched on based upon the record in the database;
authorizing the transaction if the account is switched on; and

declining the transaction if the account is switched off.

4. The method according to claim 1, wherein the website used to submit the first request is

an online banking website of the financial institution.

5. The method according to claim 1, wherein the first request is received from a mobile

device of the customer.

0. The method according to claim 1, wherein the first request is submitted via the text

message to the financial institution, the method further comprising:

receiving the text message from a mobile phone number registered with the {inancial

institution for the customer,

wherein the text message comprises an instruction to switch on the use of the RFID

mechanism associated with the account.
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receiving the text nessage froma nobile phone nunber registered with the
financial institution for the custoner, wherein the text nessage
conprises an instruction to switch off the use of the RFID nmechani sm
associated with the account. 9. The method according to claim1, wherein
the authorization further conprises determ ning whether the transaction
anount exceeds a predeterm ned threshold and whether account is in an on or
of f status. 10. A conputer-inplenmented nethod for nore securely using an

RFI D meghani $A¢ indthdd bERREAETD Pdim 1t Rt RO vieg MY de8dndGequest furthdrecei vi ng, by
a conputer of a financial 1nstitution, a request froma custoner to switch

on the GYBPAWS-RFI D nechani sm associated with a credit account of the
custoner, wherein the request is subnmtted via a website of the financial

inSt!tUt!On,v@ﬂ?ﬁé&h@ﬁéﬁ@ﬁ@f%Qcﬁ&@n&iﬂanCia| institution, a nobile banking
application of thé financial institufion, or a phone call to the financi al

institution; . switching on, by a conputer of the financial
i nstitution, recpginggeelsetionrd afmkte puideueli Sinuae sbbr RFEA mgchanimassesiaat ¢

account (ot e cust oner; receiving, by a conputer of the financia
institution, a request froma nmerchant to authorize a transaction with the

custonmer using the RFID mechani sm transmtting, by a conputer of the
financi al i ngpdatiog keveorcain agiateheneithaithcaecount ismwiigheddfant for the
transaction; and ' Y

8. The method according to claim 1, wherein the second request is submitted via the text

message to the financial institution, the method further comprising:

receiving the text message from a mobile phone number registered with the financial

institution for the customer,

wherein the text message comprises an instruction to switch off the use of the RFID

mechanism associated with the account.

9. The method according to claim 1, wherein the authorization further comprises
determining whether the transaction amount exceeds a predetermined threshold and whether

account is in an on or off status.

10. A computer-implemented method for more securely using an RFID mechanism in a

transaction, the method comprising:

receiving, by a computer of a financial institution, a request from a customer to switch on
the use an RFID mechanism associated with a credit account of the customer, wherein the

request is submitted via a website of the financial institution, a text message to the financial
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switching off, by a conputer of the financial institution, the use of the
RFI D nmechani sm associ ated with the credit account of the custoner after the
transaction with the nerchant. 11. The method according to claim 10,
wherein switching off the credit account further conprises: identifying the
time of the switching on of the account; identifying a predetermned tine
for the account to remain on; and swtching off the use of the RFID
mechani sm associated with the account after the predeterm ned period of

time. 12T : NG | qq . et her IS Agimkecei ving a
Feauest T D o g B . ' 19
The met hoghcad ovtiditinog, t o cl ai m 11, further conprising autonmatically

extending the predeterm ned period of tine based upon a conpletion of the
transaction Witcthri]neg ocfll,JE)t/ Q ggrﬁputer of the financial institution, the use of the RFID mechanism

associated with the credit account of the customer;

receiving, by a computer of the financial institution, a request from a merchant to

authorize a transaction with the customer using the RFID mechanism;

transmitting, by a computer of the financial institution, an authorization to the merchant

for the transaction; and

switching off, by a computer of the financial institution, the use of the RFID mechanism

associated with the credit account of the customer after the transaction with the merchant.

11, The method according to claim 10, wherein switching off the credit account further

comprises:
identifying the time of the switching on of the account;
identifying a predetermined time for the account to remain on; and

switching off the use of the RFID mechanism associated with the account after the

predetermined period of time.

12, The method according to claim 11, further comprising receiving a request from the

customer to extend the predetermined period of time.

13. The method according to claim 11, further comprising automatically extending the

predetermined period of time based upon a completion of the transaction by the customer.
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14. The method according to claim 10, wherein receiving the request further
conprises: verifying the identity of the custoner; receiving a selection of
alink to switch on the account; and updating a record in a database that
the account is on. 15. The nmethod according to claim 10, wherein the
website used to submt the request is an online banking website of the
financial institution. 16. The nethod according to claim10, wherein the
request is received froma nobile device of the custoner. 17. The nethod
according to claim 10, wherein the request is submtted via the text
message to the financial institution, the nethod further conprising:

receiving the tex ssage from a nobile phone nunber registered with the
{ nanci 4F- | ndbs stegAcesHE wec?ae{alsltoowg?r,eln ecetvin F%W?SttfH'g]l“’créQ’fnpﬁ%eé'sage
conprises an instruction to switch on the use of the RFID nechanism
associ at ed WédYyinBehi@eQunbs thd Budorg@iput er - i npl enent ed net hod for
conducting a transaction, the nmethod conprising:

receiving a selection of a link to switch on the account; and

updating a record in a database that the account is on,

15.  The method according to claim 10, wherein the website used to submit the request is an

online banking website of the financial institution.

16, The method according to claim 10, wherein the request is received from a mobile device

of the customer.

17.  The method according to claim 10, wherein the request is submitted via the text message

to the financial institution, the method further comprising:

receiving the text message from a mobile phone number registered with the financial

institution for the customer,

wherein the text message comprises an instruction to switch on the use of the RFID

mechanism associated with the account.

18. A computer-implemented method for conducting a transaction, the method comprising:
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receiving, by a conputer of a financial institution, a first request froma
custoner using a first comuni cati on channel to activate the use of a
paynment mechani sm associated with an account of the customer; activating,
by a conputer of the financial institution, the account of the customner;
receiving, by a conputer of the financial institution, a request froma
point of sale to authorize a transaction with the custoner using the

paynent mechani sm transmtting, by a conputer of the financi al
institution, re@b‘l@h@r b%@&dlﬂﬁhtér@f atﬂﬁgn&£1§ﬁ§ﬁftfdn0£‘ﬁ;59rehﬂ&t RO culfonfl§ng #Nd
deactivating, by a conputer of the financiral institution, the account of

the cus ﬁm’frmrmamwﬁthrhélamrreémuvm the usd of a FpEnanb mecitagism enrmcwghwhi amret hod

accordlgﬁmh&:%%@ggk&ﬁ further conprising receiving, by a conputer of a
financi a Fitu ba second request froma custoner using a second

communi cation channel to deactivate the use of the paynment nechani sm
associ at ed wadtivatiig baecompttendf théBnaowst onetution, 2k acthet obthpetigomenpl enent ed
met hod according to claim 18, wherein the first connunication channel is
selected from

of. 1.h K, d
t el ephone nefeclély ngbg%&n%%ougg g&&)&%@ mahﬁfetgh@c%’?ggéqﬁﬁﬁﬁgﬂl e 8‘? ?S\Ai%rt? o] glnal ?n
18, whenethoritchetrggyotientvithiridaniositr Q8P fHegasmant ffchihishi cker .

transmitting, by a computer of the financial institution, authorization for the transaction to

the point of sale; and

deactivating, by a computer of the financial institution, the account of the customer after

the transaction,

19.  The computer implemented method according to claim 18, further comprising receiving,
by a computer of a financial institution, a second request from a customer using a second
communication channel to deactivate the use of the payment mechanism associated with the

account of the customer.

20.  The computer implemented method according to claim 18, wherein the first
communication channel is selected from the group consisting of the internet, a mobile network,

and a telephone network.

21. The computer implemented method according to claim 18, wherein the payment

mechanism comprises an RFID sticker.
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22. A conputer-inpl emented nmethod for authorizing a transaction, the nethod
conprising: receiving, by a conputer, a request to authorize a transaction;
determ ning, by the conmputer, whether the transaction was initiated by an
RFI D sticker; determning, by the conputer, whether the account has been
switched on or off for use of the RFID sticker; authorizing the transaction
if: the request was not initiated by the RFID sticker; or the requested was
initiated by the RFID sticker and the account has been swi tched on; and
decl i ni ng. t he dohgnsathbRmehtd reh@d fTQUNERLizZIgS: thankdctiad, @bk Rythbd eopridhgt | cker
and the account has been sw tched off.

receiving, by a computer, a request to authorize a transaction;

determining, by the computer, whether the transaction was initiated by an RFID sticker;

determining, by the computer, whether the account has been switched on or off for use of

the RFID sticker;
authorizing the transaction if:
the request was not initiated by the RFID sticker; or

the requested was initiated by the RFID sticker and the account has been switched

on; and
declining the transaction if:

the request was initiated by the RFID sticker and the account has been switched
off.
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