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CARD, MANAGEMENT SERVER, COVMUNI CATI ON METHOD, PROGRAM AND RECORDI NG
JMEDI UM HAVI NG RECORDED 5 THEREON PROGRAM Techni cal Field TH
invention relates to comruni cation systens for perform ng mwmummﬂ“mmm"
settlement processing using cards via 10 networks, to cards, tQgggpagenent
servers, and to commruni cation nethods. In the present specification and
drawi ngs, a nonetary value stored on a card is referred to as a val ue.
process of witing various information including a val ue
referred to as a card witing 15 proeeds—- Background Art wﬂ g m@ﬂﬂlm@lenpts
have been made to perform el ectronic conmerce (e-conmerce
using IC (Integrated 20 Gircuit) cards via networks. Since an"f®has a
datawitable (rewitable) menmory, 3 3RghgohC card is repeatedly used.
Using this characteristic, a value i1s store on an IC card. By rewiting
the value, the IC card is used as el ectronic noney for settling a paynent
for a conmerce 25 transacti on. i - 2 Conpared with known nagnetic

cards, 'Cééﬁﬁ@hﬁéﬁﬁt@WV§Y§@EMUr@AR§S'MAﬁK%Eﬁ§NbSéﬁﬁ@ﬂﬁre@éﬁﬁuﬁf@#@io@f
|nfornat|on Such IC cards are thus used in online e-comerce transactions

and w del y ugednobfl | PrROGRAM) at® ®RECORDINGIMEDTUM PAVINESRECORDED" Vi ew of
such circunstances, contactless |IC
5 THEREON PROGRAM

t

Technical Field

The present invention relates to communication systems
for performing payment settlement processing using cards via
10 networks, to cards, to management servers, and to
communication methods. In the present specification and
drawings, a monetary value stored on a card is referred to
as a value. A process of writing various information
including a value to a card is referred to as a card writing

15 process.

Background Art

Recently, attempts have been made to perform electronic
commerce (e-commerce) transactions using IC (Integrated

20 Circuit) cards via networks. Since an IC has a data-

writable (rewritable) memory, a single IC card is repeatedly
used. Using this characteristic, a value is stored on an IC
card. By rewriting the value, the IC card is used as
electronic money for settling a payment for a commerce

25 transaction.



Y
cards have been used to save | abor involving taking an IC card out of a
card hol ding case. Contactless |IC cards each have enbedded therein
transmtting/receiving neans (antenna) for transmtting and receiving data
wirelessly using 10 el ectromagnetic waves or the like. By holding the IC
card near a dedicated card reader, data is transferred w thout establishing
a physical contact between the I1C card and the card reader. Wen conducting
an e-commerce transaction via a network 15 using an IC card, it is very
inmportant to match a value on the IC card with a value at a managenent
server that manages the value on the-1Z tard. Since the values are
exchanged between the I C card and the managenent server via a network that
does not ensure establishnent of a connection, a card 20 witing process

may be '”terréﬁ$ﬁ5&eée§i%ﬁ'fﬁbWR ﬁh&%éﬁ?&CEaPés i@eéarég Faethgpbar, in
the case of a contactless IC card, establishnent a connection 1Is not

ensured kgtyaes- &eglhgéﬁeranangtbbe geba@ék-aﬁauatrS$UEhfo&Rsteahd writing
process may be interrupted easil In response to the problens, there is

a card wshthngc ;ardsBar@r@ﬁQSSuseaueﬁcenumab ascofmertBat the card witing
process will be interrupted. In the process sequence, when witing a val ue

to an | Cteanh8ac8ibhaganal wedesypusetdedfitidecahi pgavheblierpotads bkie
witing to the IC card has been conpleted 5 normally. The flag value is
storex | pathepormagenentnseleer ofr sthe tEfrcamdtabetsr nconateonlekst e fl ag
val ue enabl es determ nati on of whether or not the witing has been

conpl et edandsnhbivg. b&he abpdetdesevebédbkmownvbévhngqtekfivg det &Cmini ng 10
whet her or not the witing to the I1C card has been conpleted . . normally
on the basrd ofitt hé &| ggrdahaddhng cheef ol Fontagtpessl éfscards each

have embedded therein transmitting/receiving means (antenna)
for transmitting and receiving data wirelessly using

10 electromagnetic waves or the like. By holding the IC card
near a dedicated card reader, data is transferred without
establishing a physical contact between the IC card and the
card reader.

When conducting an e-commerce transaction via a network

15 using an IC card, it is very important to match a value on
the IC card with a value at a management server that manages
the value on the IC card. Since the values are exchanged
between the IC card and the management server via a network
that does not ensure establishment of a connection, a card

20 writing process may be interrupted, resulting in a mismatch
of values. In particular, in the case of a contactless IC
card, establishment of a connection is not ensured between
the IC card and the network. As a result, the card writing
process may be interrupted easily.

25 In response to the problems, there is a card writing



(1) I'n a case in which sinultaneous accesses involving witing the val ue
and changing the flag value are not 15 ensured by the IC card, if a card
addi ti on/ subtraction process occurs offline before the subsequent

comuni cation is established between the IC card and the managenent server,
the value on the IC card is changed. Therefore, there is no nethod for
determ ni ng whether or not the card witing 20 process has been conpl et ed
normally. (2) Since there is no method to deal with a m snmatch of val ues
between the I C card and the managenent server, it is difficult to nmake a
payment settlement via the Internet UsPng a contactless IC card. 25 (3)
When the card witing process is interrupted, the - 4 |C card user nust
comuni cate with the nanagenent server to detect the processing result. In
view of pheckesegaigienpeORhARE asisimesCasati Rnehicahd! ke ifahnde prodeae | C card
does not match the value at the 5 nanagenent server, when the IC card is
used of fkviine, ba Yakeerupted.s nat theppeseedsiso s@guehde) Whan i iFAYKdoe
avai l abl e for use or a value that is supposed to exist may not be avail abl e
for use, ar @alluki #¢ aA Taceavdni andaaign valiueh ia gesivieeddc dmdEee ingansact i on
cannot be conducted. 10 In view of the foregoing problens of a

comuni c&hiechereblrodoftothenalrliitiggc aomtthiec aCi ca rbehase beank mowmp leared (1 C
card) and a nanagenent server therefor, it is an object of the present

i nven? i onotrmapiyvi dfhe Méwgandluepisyvetocedmini tche oanggsmemt caryer
managenent server, and 15 conmuni cati on nethod for matching a value on a
card witkrathgl 4€ gerd.maPegerminasdoneptt fbheefdrdeved ughemablesrd witing
process (value subtraction/addition process) is performed online. 20

Di scl osufetermina&arroRt| Hhetder ©& 36tvENehETisiagoba§ PSP ens, a

communi cati on system of _the present invention is a conmuni cation system for
enabl i ngeBRAERPEaPPERabe¥ween a card and a nanagenent server that nanages

the card and for
The abopve-described known technique for determining

10 whether or not the writing to the IC card has been completed
- normally on the basis of the flag value has the following
problems:

(1) In a case in which simultaneous accesses involving
writing the value and changing the flag value are not

15 ensured by the IC card, if a card addition/subtraction
process occurs offline before the subsequent communication
is established between the IC card and the management server,
the value on the IC card is changed. Therefore, there is no
method for determining whether or not the card writing

20 process has been completed normally.

(2) Since there is no method to deal with a mismatch of
values between the IC card and the management server, it is
difficult to make a payment settlement via the Internet
using a contactless IC card.

25 (3) When the card writing process is interrupted, the



25 witing information transmtted fromthe managenent server -5 to
the card. The card creates a card state flag indicating the processing
state of the card and occasionally updates the card state flag while
comuni cating with the nanagenent server. The nmanagenent server creates a
server state flag 5 indicating the processing state of the nmanagenent
server and occasionally updates the server state flag while conmunicating
with the card. On the basis of the card state flag, the card determ nes
whet her or not the witing by the managenent.server to the card is
conpleted normally. When 10 it is detefnined that the witing is not
conpleted normal ly, the card requests the managenent server to rewite the
card the next time comunication is established between the card and the

managenent 8gk¥ehisekhubEVEbhinidiBekBIwdehi RAd hAnadgeRkddNee Welhtphe card
state flag and the server state 15 flag. Another communication system of

the presgatebRVenti pRokas3ipgMPHBLERL I on system for enabling comunication
between a card and a managenent server that nanages the card and for

writing informgtyoawteanshé t £ efleds Dyt PEOBAAYENEAL 2 S€a¥ET iROwhochhe card.
The card creates a card state flag indicating the processing state of the
card andtheceslaeabhythpdatesatledeasdnstamatthaghehivheueoarutheati ng with
t he managenent server. The managenent server creates a server state flag

i ndi cat i mgnagempnocessivag, Svhea thet i€ nramdgésensedepfél iaed A5value
occasionally updates the server state flag while - 6 comunicating with
t he cardth&h thenbésesppbselietcardistatis feaditvhmayabagemrenflabdever
determ nes whet her or not the witing by the nanagenent server to the card
i s conpl épeduaer aul pyvaienthati §sdevepasaddtehaxisiemayi notigbes not 5
conpl eted nornmally, the nmanagenent server rewites the card the next tine
comuni cavpéhabieefpabrEShedepBLl eBE fRelBAPAVERdSREE ABNYHAFBNE server,
the rewiting being defined in accordance,with the card state flag and the
server sfigferefagomeragcbrarfigctooPneaRBRIRPCSPREHCEFSrem the card

creates the card state_flag indicafing the processing state of the card.
Wi 1%® comuni Aty g Wit ht?%e%%%%b’?&rﬁr@%}%& ,°¥$h% FPRUBECAEFORal |y

updates Lhe car g, stale,liag DRhERTLIALLAN2L.E0] §aLdoRhaLe bl qgcenabl es

card) and a management server therefor, it is an object of
the present invention to provide a new and improved
communication system, card, management server, and

15 communication method for matching a value on a card with a
value at a management server therefor even when a card
writing process (value subtraction/addition process) is

performed online.

20 Disclosure of Invention
In order to solve the foregoing problems, a
communication system of the present invention is a
communication system for enabling communication between a
card and a management server that manages the card and for

25 writing information transmitted from the management server



15 of whether or not the witing by the nmanagenent server to the card is
conpleted normally. Since it is possible to determ ne whether or not the
card witing is conpleted normally only on the basis of the card state
flag, the card need not comuni cate with the managenment server to detect 20
the processing result. At the same tinme, the managenent server creates the
server state flag indicating the processing state of the managenent server.
Wi | e conmunicating with the card, the managenent server occasionally
updates the server state flag. 25 Wth sinultaneous processing by the card
and t he managenent server, a valuedon the card is matched with a val ue
at the managenent server. Lbing the card, a paynent is easily settled via a
network. In the communication systemof the present invention, 5 preferably

the '”fOEBBEh@”ch§d“”'&h@”ch&dph%éﬁkﬁﬁnbnéﬂrﬁ|@Q&t@”%ﬁ%g’Hnal%%Q&%%e region
in the card in which the information is witten. A single wite request

frO”‘thetﬁénﬁggﬁgﬁblﬁgr!Qét@abfeﬂﬁa|@a&ﬁeaWHlbb&ﬁsQBnthy'%b@%%%%‘on ina
plurality of the block units. 10 In the conmuni cation system of the present

i nventi oghepeatar sbhyet fi2agnivhinet communstudeng Riehmhieomapagemenitng a
nonetary val ue for meking a paynent for a product or a service using the

card. | nstheecomThiecathagesgateseaerherpaeeent severtri srateb fpaef erably
the card state flag is 1-bit data indicating whether or not the witing to
t he cardindicemnphgt étlenprorekbyingnsthéecofmihecabnagesestteseafrerhandr esent
invention, preferably the card includes conmuni cation nmeans for
communi caccaginhahlyhvpdategetrbat seavesr sthitestflegowhgade
communicating with the card. On the basis of the card state
flag, the card determines whether or not the writing by the
management .server to the card is completed normally. When
10 it is determined that the writing is not completed normally,
the card requests the management server to rewrite the card
the next time communication is established between the card
and the management server, the rewriting being defined in
accordance with the card state flag and the server state
15 flag.
Another communication system of the present invention
is a communication system for enabling communication between
a card and a management server that manages the card and for
writing information transmitted from the management server
20 to the card. The card creates a card state flag indicating
the processing state of the card and occasionally updates
the card state flag while communicating with the management
server. The management server creates a server state flag

indicating the processing state of the management server and

25 occasionally updates the server state flag while



20 neans for storing the information; second storage neans for storing the
card state flag; and processing neans for perform ng various processes in
accordance with predeterm ned information and a request. In the

comuni cati on system of the present invention, 25 preferably the card
further includes third storage neans for _ g _ storing a card operating
system The processing neans may perform various processes in accordance
with predetermined information and a request using the operating system In
t he conmuni cation system of the present invention, 5 preferably the card is
an IC card. In order to solve the foreforng problens, a card of the present
invention is a card for comrunicating with a nmanagenent, server that manages
the card, to which information transmtted fromthe nanagenent server is 10

witten. -Jhaupabdcing! Wdes ¢aamupirgati BR TRANBaEYS ©2MIMAI catiing twikkh the
managenment server; first storage neans for storing the information; second

storage meags the mhahbefiehRespioeesaehermtiaks @helthercardne@mMymai cating
wi th the managenent server as a card state flag; and processing 15 neans

for perfqritiggvbyi eHe PprAagementi Beaoeer daneheWchitdpiedebapieted
information and a request. The card state flag in the second storage neans
I s occashopmblyyupdahed whilie Hbeernmfinedathan itheberigiwg isenoitnto the
flrStS completed normally, the management server rewrites the card

the next time communication is established between the card

and the management server, the rewriting being defined in

accordance with the card state flag and the server state

flag.

10 According to the communication system, the card creates
the card state flag indicating the processing state of the
card. While communicating with the management server, the
card occasionally updates the card state flag.

Determination of the card state flag enables determination

15 of whether or not the writing by the management server to
the card is completed normally. Since it is possible to
determine whether or not the card writing is completed
normally only on the basis of the card state flag, the card
need not communicate with the management server to detect

20 the processing result.

At the same time, the management server creates the
server state flag indicating the processing state of the
management server. While communicating with the card, the

management server occasionally updates the server state flag.

25 With simultaneous processing by the card and the management



storage neans. 20 According to the card, the card includes the

conmuni cati on neans for communicating with the nmanagenent server. The card
stores the information transmtted fromthe managenent server and mai ntains
t he processing state of the card as the card state flag. During the witing
of the 25 information, the card state flag is occasionally updat ed. g _
Determ nation of the card state flag enabl es determ nati on of whether or
not the witing by the managenent server to the card is conpleted normally.
Since it is possible to determ ne whether or not the card witing is
conpleted 5 normal ly only on the basis7of the card state flag, the card
need not communi cate with the nanagenent server to detect the processing
result. When the card witing is not conpleted nornmally, it is preferable
to pronpkeavdser a0{atiie 6ar dhkochedavar fa@tnbhe wiehess i ule akeWhiet € the
card. The 10 next tinme conmunication is established between the card and
the managanBgemeatveerveRe I ewhing Rael sapel,f ar pagmerwedisakaly1yThe val ue on
the card is thus matched with the val ue at the nmanagenent server

Pr ef er abkgttoedt keabasheteabrkhe card state flag, the 15 card of the present
i nvention determ nes whether or not the witing by the nmanagenent server to
the card i s chmptie¢ ecomaonmbtayioMheypstémi sf deherprasdnthahvéheivniting is
not conpleted normally, the card nay request the managenent server to
rewide pmefearblyhthmpeinhformetdiommusi watitdeni $n2predeskirmined bdbwken t he
card and the managenent server. In the card of the present invention

pr ef er abhypitheinnfostarage regient Ltenthet cardeihi whticht dhage neans in
predeterm ned bl ock units. A single wite request fromthe managenent
server mapfenmBtéorhéswirithgnof Aheipafer waitenreguestafpomr &hety of the
bl ock units. - 10 In the card of the present invention, preferably the

i nf or mat "BR2PRBLHBeSCFNELr RAYi BR2BSRCERRI H1E1RAnELaithevanfermatinki ng a

paynent for a rodgct or _a seryice using the card. In the card of the
present tRvBnPLBRALLFE 8FabP§ PRECKaPRISPate flag is 1-bit data indicating

whet.her or nof the witing,to the card is conpleted nofnmally. Preferably,
the Tor a o tHe PreceitiReRt R FOFtrbrof nEPtdRecs At CLRY SR hb@neans. | or
oL L9 BpRaAtaEs! BhLr9s R RULER TN BERCERE - PER cHPLSRELAY T
request HBhQQaEDEVQESEaEEQQmEXEBS”E payment for a product or a

service using the card.

In the communication system of the present invention,
15 preferably the card state flag is 1-bit data indicating

whether or not the writing to the card is completed normally.

In the communication system of the present invention,
preferably the card includes communication means for
communicating with the management server; first storage

20 means for storing the information; second storage means for
storing the card state flag; and processing means for
performing various processes in accordance with
predetermined information and a request.

In the communication system of the present invention,

25 preferably the card further includes third storage means for



Preferably, the card of the present invention ,is an IC card. 15 In order
to solve the foregoing probl ens, a nanagenent server of the present
invention is a managenent server for managing a card and for transmitting
information to the card. The nanagenent server includes comruni cati on nmeans
for communicating wwth the card; first storage nmeans for storing 20 the
content of the information stored on the card; second storage neans for

mai ntai ning the processing state as a server state flag; and third storage
means for tenporarily storing the information when the state of the card is
determined and it is thus determnedt8af the witing of the 25 information
is not conpleted normally. The server state - 11 flag in the second
storage neans is occasionally updated while the information is being
transm t s@drliagt Re cadad opREEAHigNG st e MIRAGHITRIYSs sSeIQY fleard d@nagenent
server includes the communication neans for conmunicating 5 with the card.
The managerEdirms @ardbuls pididelssshan Ricoflande Wl thhe et e nt ai ns
the processing state of the nanagenent server as the server state flag.

Duri ng camforimaatiionn and a treeuesrtd ustimey ey epexiaatiad |sagtem.occasi onal |y
updated. Even if comunication with the card 10 is interrupted, the state
of the managelentheecummunicahéohi sgstemt hé itheeprepenaniafvenitiéon,

comuni cation can be determ ned. By tenporarily storing the infornmation at
t he t% nepakeferabilyt ddveugairdn isf amhd Ccomangni cati on, the informati on can be
rewitten to the card. A value on the 15 card is thus matched with a val ue
at the managefBnerdervee. sptver thagfesegnréngr esehl emavent cend afpitbgram for
causing a conputer to function as the above-descri bed managenent server and
a conput PFeEERFaBIY endderdilfy enme@irdmiRay iCoPMUuddSaddd St Meitdo® such a program
are provided. 20 In the managenment server of the present invention

pr ef er abMFRa@eBR LS eFviedi hads MaR@gest dfaGadit i oot iGhpl et ed normal Iy,

t he infonnﬁtion stored in the third storage neans is retransmtted to the

card. | n A8 HENIGBERERSEF&E % Te Yhfe P&t iSGT VXS 45t ef er abl y,

wh h Lt t he _i_nf ti i t . -.13 flaaqg. di to th

commihi cHPITeRar nake CRECAPY LoFeR: SOTIRG ISATH OB BEEH 4§ ndi cati ng the
i . f, . i i j i t t

Cerver . CRutREadishiBaeh theland e S 3LRR0 Bt PR o et on

of the cgard st #he fs't%gi?x%a@ht%ﬁ s q%w;oge%fonyggtp%% n@%}nst hewiting

by the nmanagenent server "to e card i s conplete nce it is

possi bl e st@ rdaiyeMen® ryaekien Ok tA%e b thy ¢aWd tdoRthund G¥RILLAEH0
normally only on the basis of the card state flag, the card need not

comuni cahe Wahlgehen¥aRRGSERNLsSAr Valrd! @ tdeleel ayhe aRi0EaTTdG ipul t. At
the sane tine, the managenent server creates the server state flag

i ndiT®t i mgahBe fpropesFolthingata rabulshe rbecsragame dlc coaidetice Wiithe
comuni cating with the card, the
predetermined information and a request. The card state
flag in the second storage means is occasionally updated
while the information is being written into the first
storage means.

20 According to the card, the card includes the
communication means for communicating with the management
server. The card stores the information transmitted from
the management server and maintains the processing state of

the card as the card state flag. During the writing of the

25 information, the card state flag is occasionally updated.



managenent server occasionally updates the server state flag. Wth

si mul t aneous processing by the card and the nanagenent server, a val ue on
the card is matched with a value at the managenent server. Using the card,
a paynent is easily 20 settled via a network. In the comuni cati on net hod
of the present invention, preferably the card state flag is 1-bit data

i ndi cati ng whether or not the witing to the card is conpleted normally. 25

Brief Description of the Draw ngs - 14 Fig. 1 is a diagramshow ng the
overall systemconfiguration. Fig. 2 is an illustration of a state in which
a card is held near a card reader/witér= 5 Fig. 3is anillustration of a

state in which the card reader/witer is connected to a personal conputer
Fig. 4A and Fig. 4B are illustrations of the structure of the card, that

is, Fig. DéAeirfniddtibhUsifr ahieOradld st tentfabrlenslyles! Wet ¥imilna i6 d, and
Fig. 4Bis a block 10 diagramof an IC nodule. Fig. 5 is a schematic
i |1 ust r abifowhefthielre o@oRbitgthat wal tdhgt e Gaved maeadeiment tseirvdd @o 6 IS a
bl ock di agram of the functional configuration of a nanagenent server. 15
Fig. 7 i she deadr ds sbopiledeedhaoraiadtliyonsisiimdectiveds tossdanld arod a card
reader. Fig. 8 is an illustration show ng the sequence of a process when
conmuni cdeitermige whethept ed. neitgthe icard sedudmge idi apmgphedfeda val ue
subtraction 20 process.
5 normally only on the basis of the card state flag, the card
need not communicate with the management server to detect
the processing result. When the card writing is not
completed normally, it is preferable to prompt a user of the
card to be .aware of the necessity to rewrite the card. The
10 next time communication is established between the card and
the management server, the rewriting is performed
immediately. The value on the card is thus matched with the
value at the management server.
Preferably, on the basis of the card state flag, the
15 card of the present invention determines whether or not the
writing by the management server to the card is completed
normally. When it is determined that the writing is not
completed normally, the card may request the management
server to rewrite the card the next time communication is
20 established between the card and the management server.
In the card of the present invention, preferably the
information is written into the first storage means in
predetermined block units. A single write request from the

management server may enable the writing of the information

25 in a plurality of the block units.



~

Fig. 10 is a state transition diagramof a card state flag and a server

State flag in the value subtraction process. Fig. 11 is an illustration of
a rewiting process when 25 the sequence of the subtraction process is
i nterrupted. - 15 Fig. 12 is a sequence diagram of a value addition

process. Fig. 13 is a state transition diagramof the card state flag and
the server state flag in the value addition process. 5 Fig. 14 is an
illustration showing a rewiting process when the sequence of the addition
process is interrupted. Best Mdde for Carrying Qut the Invention Wth
reference to the acconpanyi ng dramﬁng§,19referred 10 enbodi nents of a
conmmuni cation system a card, a nanagenent server, and a conmuni cati on

met hod accordigg Lg t he gresent invention will be described in detail. In
t he present speli ff€arisd afidteapregentt hgy ef er e nerals are

gi ven to conponents that effectively have th%ﬁggﬁé'lgrgg%fﬁggﬁaﬁhe

conf i gur ati"oiEMadi@ Ty dpednele sddsifioirpiaitdng @foride8 QYN POrLions ar.e
omtted. 1. Of/“eﬁﬁg | System Configuration Wen a gonﬁ%cg'%?lreécﬁsré'ct"ia&h’%th a

|
virtual stofe B98I PRYBSNA ol aipeoﬁscmoaéugt@@rwqbggugi% r%gFand a
card, a

paynment Zgagg settled via a managenent server that manages ft
system according to the present enbodi nent matches a value on the card with

a valug at the; eneq% %Erver. Fig. 1 is a diagramof the overal
configuration o e %?5 e aEQﬁwRﬁ¢§Fnb imMﬁmmrmmntpﬁg¢@¥B5@ynthe

(herei naf¢grgre e g0 25 as the present systenm) 1. The present system1
est abl i shes -éﬁéé g%%%uﬁfcgf?bﬁ debhgladicating ﬂheﬁnageagnﬁogefﬂgr 3,

0, a

and a st okeifiydard 5, (User_2) The user 2 includes a card
card reader/witer 2?%%W$%§? T2 & i Rermathtw. from and to the card 20,

and a
Preferably, the card of the present invention further

includes third storage means for storing a card operating

10 syste i
y m. The pbrocessing means may perform various Processes

in i i i
accordance with predetermined information and a request

using the operating system.

Preferably, the card of the present invention is an IC

card.

15
In order to solve the foregoing problems, a management

serve i i i
r of the present invention is g management server for

communicating with the card; first storage means for storing

2 .
0 the content of the information stored on the card; second

s . .
torage means for maintaining the brocessing state as a

Server state flag; and third storage means for temporarily

storing the information when the state of the card is
determined and it is thus determined that the writing of the

25 ] i i
information is not completed normally. The server state



personal conputer 22 to which the card reader/witer 21 is connected. The
user 2 uses the personal conputer 22 to access the, managenent server 3 and
the store 4, which are the other conponents of the present system via the
network 10 5. Contactless data transm ssion and reception are perforned
between the card 20 and the card reader/witer 21 using el ectromagnetic
waves. Specifically, as shown in Fig. 2, data is transmtted and received
when the card 20 is held 15 near the card reader/witer 21. Ci pher

comuni cation, such as Triple DES, is performed between the card 20 and the
card reader/witer 21. A communicatiod¥ requency of, for exanple, 13.56 Mz
is used. The card reader/witer 21 transmts a predeterm ned command to the
card 20. The card 20 receives 20 the command and perfornms processing in

responsesiggt B8 €ABNBRAondh8t62bde2RechhansBl bechesBaRIEydabaaktRdr esponse to
the processing result to the card reader/witer 21. As shown in Fig. 3, the

card reagnifiwrther idorhatoBReckeHeliagt Reapemsenal ¢emMpUketazd.via a
predeterm ned 25 interface, such as an interface conpliant with the RS-485A

- 17 st andargccdh@ipgrsenthe coapadeneR? Seppét £Stihe phefegenshved signal to
the card reader/witer 21 to make the card reader/witer 21 perform
pr edet er sepedrpincéadengthéheommnhacetdbnt heavar io20 commmadeaafingFT
(pol yet hyl ene
5 with the card. The management server transmits the

information to the card and maintains the processing state

of the management server as the server state flag. During

communication with the card, the server state flag is

occasionally updated. Even if communication with the card

10 is interrupted, the state of the management server at the
time of the interruption of the communication can be
determined. By temporarily storing the information at the
time of the interruption of the communication, the
information can be rewritten to the card. A value on the

15 card is thus matched with a value at the management server.

According to the present invention, a program for
causing a computer to function as the above-described
management server and a computer-readable recording medium
having recorded thereon such a program are provided.

20 In the management server of the present invention,
preferably, when the writing of the information is not
completed normally, the information stored in the third
storage means is retransmitted to the card.

In the management server of the present invention,

25 preferably, when the writing of the information is not



5 terephthalate), which is an environnment-friendly material even when
burned. As shown in Fig. 4A an |IC nodule 200 and an antenna (conmuni cati on
means) 210 that comruni cates with the managenent server 3 are nounted in
the interior of the card 20. the card 20 operates in response to mnute 10
el ectromagneti c waves that are transmtted fromthe card reader/witer 21
and captured by the antenna 210 and is thus a batteryless card designed to
save power and to provide durability. Fig. 4B is a conceptual diagram
showi ng the functional 15 configuration of the I C nodule 200. As shown in
Fig. 4B, the IC nodule 200 includes a ¥Ait1t-in processing circuit 201 and a
built-in menory 202 (a first nmenory portion 202a, a second nenory portion
202b, and a third nenory portion 202c). The processing circuit 201 perforns
vari ous pbRpesses A6rmA119SPeASeekpopsedebeanirdgieishi Frgal itdR aRddrequests.
In this enbodi ment, the processing circuit 201 includes a built-in

hi gh- speetdeCRHfoCmpliébnCcemprBdCcahi @he thikdas tbriaglee mahs iis performed

bet ween the card 20 and the card reader/witer 21, thus achieving a
securityretrankmielted5tgr eakeecatrbdan or equal to that achieved by a contact

| C card. - 18 The nenory 202 is conceptually divided into the first
menory porti oln2tRa managémenhgsarvaruef the seesadtnenwveptponti on 202b for
mai ntaining, as a card state flag, the processing state of the card 20
commi cprefigrabil the 3nfamagésdeont inedudes3indondmaltd omhicogcesming gorti on
203c for storing a card operating system The nmenory 202 includes a

rew i t abmenstarsg¥akugi far Bashngs aaRaEPPROVECE| acbricdaicty oFr @&sabl e and
Programuable ROV). Information, such as a value, is witten to the nenory
10 202 | AepVéaet BEAPAedhBl 68Kdunits. In response to a wite

In order to solve the foregoing problems, a

communication method of the present invention is a

10 communication method for enabling communication between a
card and a management server that manages the card and for
writing information transmitted from the management server
to the card. The communication method includes creating the
processing state of the management server and the processing

15 state of the card as a server state flag and a card state
flag, respectively; occasionally updating the server state
flag and the card state flag while communication is
performed between the card and the management server;
determining, on the basis of the card state flag, whether or

20 not the writing by the management server to the card is
completed normally; and, when it is determined that the
writing is not completed normally, rewriting the card the
next time communication is established between the card and
the management server, the rewriting being defined in

25 accordance with the card state flag and the server state



request fromthe managenent server 3 (described below) for managing the
card, information is witten up to units of a plurality of blocks, e.g.,

ei ght bl ocks (one bl ock has two bytes). This enables simultaneous witing
of a value to the 15 first nmenory portion 202a and updating of the card
state flag in the second nenory portion 202b. The sane val ue can be witten
ina plurality of blocks of the first nmenory portion 202a. Even if data in
sonme of the bl ocks becones corrupted, value information is not |lost. 20 The
card state flag stored in the second nenory portion 202b is 1-bit data ("0"
or "1") indicating whether or not the Witing to the card 20 has been
conpleted nornmally. A process of updating the card state flag will be
described later. 25 The nmenory 202 is efficiently used by storing the card
- 19 openai.ng systemin the third nenory portion 203c. For exanple, a
plurality of access rights for accessing the card 20 is set, or pieces of
stored data anecorapggdtbythadeumslinickeysn Asthpgal i enki earaanrbatsafel y
added 5 afterward to the nenory 202. (Card Reader/Witer 21) The card

r eader / wthieekca2tl istatenfaaiged nidd caltd nge then plrocespine sFAtessed mhea he user
2. The card reader/witer 21 exchanges data with the | C nodul e 200 of the
card 20 @addl0 Whtilet kempemdoadlingomidhe th2? masgeliment iservey., Thet he card
reader/witer 21 includes a pair of a control board 211 and an antenna 212.
| n r eSposaadt ocgasdomandyf npdaties rrlueagemenis tedievdilag .descri bed bel ow, the
card reader/witer 21 comunicates with the card 20. Conmuni cati on between
the 15 cBederminetien oér the gaddt Béavenidegeenabdesededergipationmed usi ng
an encrypted signal. Information exchanged anong the |IC nodule 200 of the
card 20,Oﬁh@héégﬁrr@ﬁdéPFwFPPeWrzi}ngn@Ytﬁ@ep@P§@ﬁ5We@6nE@F€ﬁr22q ncl udes
val ues transmtted/recei ved between _the 20 card 20 and the_ nanagenent
server 3then&agdr dssCompletsd aeLPAlddd béiERe dtd iSh@oSSRELen@n readi ng
information fromth rd 20, the card reader/witer 21 deternines the

| nf or mat FSTCTPARR WRRERRG PO PRE GBFdCaFRe "Edtd "o dde CPIPLEEEDL per f or s

ot ocats cEOERRaRYT R Lo i T Rg CPRE Scara 06, SRR SEARG (APt WSUCRER i cali on
bet ween hggdcﬁgq %gmﬁGQiEg%eC%EQh the management server to detect
the processing result.
At the same time, the management server creates the
server state flag indicating the processing state of the
15 management server. While communicating with the card, the
management server occasionally updates the server state flag.
With simultaneous processing by the card and the management
server, a value on the card is matched with a value at the
management server. Using the card, a payment is easily
20 settled via a network.
In the communication method of the present invention,
preferably the card state flag is 1l-bit data indicating

whether or not the writing to the card is completed normally.

25 Brief Description of the Drawings



reader/witer 21, reading the card 20, and witing to the card 20 in
approxi mately 0.2 seconds. The communi cation 5 di stance between the card 20
and the card reader/witer 21 differs depending on the size of the antenna
212 or the like. (Personal Conputer 22) The personal conmputer 22 includes a
di spl ay, a keyboard, a nouse, and the like. In response to operations of
the 10 keyboard or the nobuse by the user 2, the personal conputer 22
execut es various prograns. The progranms executed by the personal conputer
22 include a browser programfor browsing Wb pages. Using the browser
programor the like, the user 2 perfbr%%'bperations on the display to
access the store 4 15 via the network 5 and to conduct a comrerce
transaction with the store 4. (Managenent Server 3) As shown in Fig. 6, the

managenent serygl 3 ischudesgaBmappbwinli eAeseveenl 30syatsfcuUrity server
31, and an 20 informati on managenent server 32 (a first nenory portion 32a,
a secondcapfagyrpaionQn 32b, and a third nmenory portion 32c). The
application server 30 is conmuni cation nmeans for communi cating via the
network 5 wi thighe2ussrag {prusonationnpiit er sR2reahd whécht area#d is
(transaction conmputer 40). The 25 application server 30 controls the card
r eader / whiefler n2art @ card2freadeirt/@riirtfegr.mat i on, such as a value, to the card
20 aqg Lo Fig. 3 is an illustration of a state in which the card
reader/writer is connected to a personal computer.
Fig. 4A and Fig. 4B are illustrations of the structure
of the card, that is, Fig. 4A is an illustration of the
internal structure of the card, and Fig. 4B is a block
10 diagram of an IC module.
Fig. 5 is a schematic illustration of the configuration
of the card reader/writer.
Fig. 6 is a block diagram of the functional
configuration of a management server.
15 Fig. 7 is a diagram showing the relationship between
the card and a card reader.
Fig. 8 is an illustration showing the sequence of a
process when communication is interrupted.
Fig. 9 is a sequence diagram of a value subtraction
20 process.
Fig. 10 is a state transition diagram of a card state
flag and a server state flag in the value subtraction
process.

Fig. 11 is an illustration of a rewriting process when

25 the sequence of the subtraction process is interrupted.



determ ne data on the card 20, the data being read by the card
reader/witer 21 and transmtted. The security server 31 encrypts and
decrypts data 5 exchanged with the card 20. The encryption and decryption
are not features of the present enbodi nent, and the existing techni ques may
be used. The information managenent server 32 includes the first nenory
portion 32a for storing a pair of the registered card 10 20 and a val ue on
the card 20; the second nenory portion 32b for maintaining, as a server
state flag, the processing state of the managenent server 3 during

comuni cation with the card 20; and the third nenmory portion 32c for
tenporarily storing paynent information when the state of 15 the card is
determ ned and the witing to the card has not been conpleted normally. The

managenment segpygr 32aggosdsBgubAckhaipgesanbreabodh BNhalasibfe arrangenent
as descri bed above. A programfor causing a conputer to execute the

functi ongreked@.t he managenment server 3 may be created, and the program nay
be recorded on a conputer-readabl e recording nedium Accordingly, the

program nay bepigisiBi bytedsgate e€oapsieabnt BiagrahSber end) cdedTBeagkore 4
i ncludes the transaction server 40. - 22
flag and the server state flag in the value addition process.
5 Fig. 14 is an illustration showing a rewriting process

when the sequence of the addition process is interrupted.

Best Mode for Carrying Out the Invention
With reference to the accompanying drawings, preferred
10 embodiments of a communication system, a card, a management
server, and a communication method according to the present
invention will be described in detail. In the present
specification and drawings, the same reference numerals are
given to components that effectively have the same
15 functional configurations, and repeated descriptions of the
common portions are omitted.
1. Overall System Configuration
When a commerce transaction with a virtual store (Web
mall) on a Web site is conducted using a card, and a payment
20 is settled via a management server that manages the card, a
system according to the present embodiment matches a value
on the card with a value at the management server. Fig. 1
is a diagram of the overall configuration of the system
according to the present embodiment (hereinafter referred to

25 as the present system) 1. The present system 1 establishes



The transaction server 40 stores information concerning products and
services offered by the store 4 and generates paynent information

i ndicating the amount charged by the store 4 to the user 2. Value witing
information is 5 transmtted fromthe card 20 to the transaction server 40.
Value witing results are transmtted fromthe managenent server 3 to the
transaction server 40. The present system 1l has the arrangenent as

descri bed above. Wth reference to Fig. 7, the operation of the 10 present
system1l will now be described. (Step S11) Wen the user 2 of the card 20
settles a paynent at the store 4 on tHeé metwork 5, the user 2 of the card
20 receives, at the personal conputer 22, paynent information on the 15
paynent settlenent fromthe transaction server 40 of the store 4. (Step

S12) ThecdpRinicatibheamdng d0ubkanai bSmbhageariRntseirtledr Mat 9@ o the
managenent server 3. The paynment 20 information nmay be transmtted not only

fromthestsee 2 t9at hensBRagkneNt server 3, but also fromthe transaction
server 40 of the store 4 to the nanagenent server 3. Alternatively, in step
S11, the paymgtsernZprrmation is transmtted not fromthe user 2, but from
t he transaction
The user 2 includes a card 20, a card reader/writer 21
5 that reads and writes data from and to the card 20, and a
personal computer 22 to which the card reader/writer 21 is
connected. The user 2 uses the personal computer 22 to
access the management server 3 and the store 4, which are
the other components of the present system, via the network
10 5.
Contactless data transmission and reception are
performed between the card 20 and the card reader/writer 21
using electromagnetic waves. Specifically, as shown in Fig.
2, data is transmitted and received when the card 20 is held
15 near the card reader/writer 21. Cipher communication, such
as Triple DES, is performed between the card 20 and the card
reader/writer 21. A communication frequency of, for example,
13.56 MHz is used. The card reader/writer 21 transmits a
predetermined command to the card 20. The card 20 receives
20 the command and performs processing in response to the
command. The card 20 transmits response data in response to
the processing result to the card reader/writer 21.
As shown in Fig. 3, the card reader/writer 21 is

connected to the personal computer 22 via a predetermined

25 interface, such as an interface compliant with the RS-485A



25 server 40 of the store 4. In this case, in step S12, the - 23 paynent
information is transmtted fromthe managenent server 3 to the card 20.
(Step S13) The managenent server 3 updates the value on the card 5 20,
which is in the informati on nmanagenent server 32, to the val ue subsequent
to the paynent settlenent and wites the val ue subsequent to the paynent
settlenment to the card 20 via the card reader/witer 21 connected to the
personal conputer 22 of the user 2. Accordingly, value information 10 in
the informati on managenent server 32 is matched with the actual val ue.
(Step S14) The application server 30 of’ the managenent server 3 transmts
whet her the witing of the value to the card 20 15 has succeeded to the
transaction server 40 of the store 4. Wth the above-described steps

per f or nedtahbdargay mehke ipersehaledohpuween 2theupparned ef preeietrichiegand t he
store 4. The present enbodi nent has a feature in step S13. Specifically,

t he presedgnanbadi ket chas achdatruweiitert 2a 20 wagpe ithewdagld t he managenent
server 3 updates the value on the card 20, which is in the information
managenemeaserveril2r 2a plee fvaiupredesequdnied prickespdywent settl enment and
wites the val ue subsequent to the paynent settlenent to the card 20 via

t he card readéh¢wsuréacelofohheccaddt 30t he M8dpep§oRET c¢papwethy28nef the
user 2. The step will now be - 24 described in detail. 2. Method for
Cont rol | tegenhithpagted . Cahd chn ishenc gny izonaesdrdirdigndd vt e terdsdnt

enbodi ment, as_descri bed above, data (information), such as a value, is 5
written ENepr uBepePHEREE bl 86k sBRMEs 1nAFdPng4éd .waint &C module 200 and

an antenna (communication means) 210 that communicates with
the management server 3 are mounted in the interior of the
card 20. The card 20 operates in response to minute
10 electromagnetic waves that are transmitted from the card
reader/writer 21 and captured by the antenna 210 and is thus
a batteryless card designed to save power and to provide
durability.
Fig. 4B is a conceptual diagram showing the functional
15 configuration of the IC module 200. As shown in Fig. 4B,
the IC module 200 includes a built-in processing circuit 201
and a built-in memory 202 (a first memory portion 202a, a
second memory portion 202b, and a third memory portion 202c¢).
The processing circuit 201 performs various processes
20 in response to predetermined information and requests.
In this embodiment, the processing circuit 201 includes
a built-in high-speed CPU. Cipher communication, such as
Triple DES, is performed between the card 20 and the card
reader/writer 21, thus achieving a security at a level

25 greater than or equal to that achieved by a contact IC card.



request fromthe nmanagenent server 3 can designate the witing of data up
. to plurality of blocks, such as eight bl ocks (one bl ock has two bytes).
Even if the witing of data fails,in one block, new and updated data is

m xed with 10 old block data, resulting in a msnmatch of data. In order to
solve this problem simultaneous witing in plural block units in response
to a single wite request nust be ensured in sone way. In the present
enbodi ment, when the witing fails in at |east one of the witten bl ocks,
data in all the 15 data blocks is restored to the previous state

i medi ately before the witing is peffb®¥ned, and data is rewitten.

Commruni cati on between the managenent server 3, which perforns the card
writing, and the personal conputer 22 used by the user 2 of the card 20 is
per forned vi aTheemembeynen2 20 aodckeproa119nBestiided astablinghmMsy s not
ensured. The sane applies to an environnent of the personal conputer 22
used by tresncusempcr toifort [0 earfb2 G tand i AvdInter Rite GRYBH efbaiMj ronnent .
The card 20 on which a value is witten is contactless and used by being
hel d neamartd czardd 2256 fregaderintra itrdme?,1 .asUrd eva tchesa o rlidd onshe t he
necessity - 25 arises to have a process sequence that takes into

consi der #roeessiagp EIits 1f yehef dartde r20u mtomomurdfc acoimmy i icdt itre bet ween t he
card 20 and the nmanagenent server 3 during the witing process. 5 Wen
comufi c ABNGYeMenthiserves 8d @nd ride Hdiwd miempny eoedsioraSwoviior n Fi g.
8, a msmatch of val ues between the card 20 and the nanagenent server 3 is
sol ved byPt&Feps @LrCars EPPrAddad 1596 1ed .owThel meSmirya 20&r d rstlatdes laag i n
the card, which is to be 10 updated at the same tine as the card is

rewr it t e SAd TGRLEr STOF 250 ME A 1R s SUCE) 38aRTH EEEROM & lawtmiyradidavi di ng

the card %O w% h thg econd ne ryggprtion 202b, which maintains, as the
card stat&FrPRGS &R %FS@&?EPﬁ & &P of the card 20 during conmunication

with the 15 ngggggggﬁ%os?rveé 3a (2) Cﬁeate.g card rgmwitin sequence state
number in the nanagereAt’ sBFGBr 28nd” YatHEai A3 pRYHERERI FPoFREL PEMOBE a
10 202 in predetermined block units. 1In response to a write
request from the management server 3 (described below) for
managing the card, information is written up to units of a
plurality of blocks, e.g., eight blocks (one block has two
bytes). This enables simultaneous writing of a value to the
15 first memory portion 202a and updating of the card state
flag in the second memory portion 202b. The same value can
be written in a plurality of blocks of the first memory
portion 202a. Even if data in some of the blocks becomes
corrupted, value information is not lost.
20 The card state flag stored in the second memory portion
202b is 1-bit data ("0" or "1") indicating whether or not
the writing to the card 20 has been completed normally. A
process of updating the card state flag will be described
later.

25 The memory 202 is efficiently used by storing the card



paynent settlenent that is not conpleted normally. As described above, this
step can be carried out by 20 providing the third nenory portion 32c in the
managenent server 3 and, when the witing to the card is not conpleted
normal ly, tenporarily storing paynent information in the third nmenory
portion 32c. (3) Provide an application that determ nes the card 25 state
flag in the card even when the personal conputer 22 - 26 wused by the
user 2 of the card 20 is not connected to the managenent server 3. The
application detects the state of the card 20 on the basis of the card state
flag and, if the rewiting to the card 20 i s necessary, pronpts the user to
5 establish a connection to the managenent server 3. The application may be
installed in the card 20. Since the card 20 has the third nenory portion
203c for ople@Bitifigt Ry seid igpehat ithg ray seaidryt R rafn eakicon ¢ be safely
added afterward. Alternatively, the application may be 10 installed in the
per sonal exempliegr a2plusad iy bife aceesss2 ralghitke foar dc2@ssif)ly Beleerdiinie t he
card state flag at the beginning of a card rewiting sequence and rewite

t he val u@0 Tisi sest, eprcaielbescalfr isedredt daytat herecapphniagaid @y 15 provided in
step (3). Wth the above-described (1) to (4), a msmatch of val ues between
t he cardiz@isridughe kegsagedoneppdiverti®n sanedel wedellyn addiesi enbodi nent ,
the card rewiting process is 20 characterized in that it uses different

al gordt hed tegwaydl Ge st memoiran 283d val ue addition. According to this
characteristic, even when the witing to a card is interrupted, the card
does not have (8ayd| Beadas{Writast 25Upposed to exist. Separate descriptions

of a value 25 subtraction _process and a, val ue addition Qrocess will now be
- 27 The card reader/writer 21 is connected to the personal

computer 22 used by the user 2. The card reader/writer 21
exchanges data with the IC module 200 of the card 20 and

10 with the personal computer 22. As shown in Fig. 5, the card
reader/writer 21 includes a pair of a control board 211 and
an antenna 212. In response to a command from the
management server 3 described below, the card reader/writer
21 communicates with the card 20. Communication between the

15 card reader/writer 21 and the management server 3 is
performed using an encrypted signal.

Information exchanged among the IC module 200 of the
card 20, the card reader/writer 21, and the personal
computer 22 includes values transmitted/received between the

20 card 20 and the management server 3, the card state flag
described below, and the like. When reading information
from the card 20, the card reader/writer 21 determines the
information. When writing to the card, the card
reader/writer 21 performs signal processing.

25 The card reader/writer 21 performs a series of



given. In this enbodi nent, the processing state of the card 20

communi cating with the nmanagenent server 3 is indicated using the card
state flag. The card state flag is 1-bit 5 data ("0" or "1") indicating
whet her or not the witing to the card 20 is conpleted normally. Wen the
card 20 requires no rewiting, the card state flag beconmes "0". Wen the
card requires rewiting, the card state flag becones "1" A process of
setting such a card state flag 10 will now be described. (Value Subtraction
Process) Wen the user 2 of the card 20 conducts a comrerce transaction at
the store 4, in step S13 shown in Fig207~ a process of subtracting a val ue
fromthe card 20 is perforned. 15 Fig. 9 is a sequence di agram of a val ue
subtraction process. Fig. 10 is a state transition diagramof the card

state flpgoaBdstbeifpbyYeingt abeettaggi Bhkheaval oo, sEb&Ea@h&aa pueGass. The
description is as follows. First, the card 20 and the nanagenent server 3

perform 20tAEhudtadubiepétwabhoBhéstepdS2e) andheheegueace of the card state
flag and the sequence of the server state flag each start with the initial

val ue "Orecallar/heisabt 2act readpngcens, chbhd pAnagedentriséhgeto3thesues a
card wite request to the card 20 (step S22), and the card witing starts.
At 25 thecsréi 2@, itheppacdinaaedyf Dag sscohdagedTheorvifdiinticatidon
5 distance between the card 20 and the card reader/writer 21
differs depending on the size of the antenna 212 or the 1like.
(Personal Computer 22)
The personal computer 22 includes a display, a keyboard,
a mouse, and the like. 1In response to operations of the
10 keyboard or the mouse by the user 2, the personal computer
22 executes various programs. The programs executed by the
personal computer 22 include a browser program for browsing
Web pages. Using the browser program or the like, the user
2 performs operations on the display to access the store 4
15 wvia the network 5 and to conduct a commerce transaction with
the store 4.
(Management Server 3)
As shown in Fig. 6, the management server 3 includes an
application server 30, a security server 31, and an
20 information management server 32 (a first memory portion 32a,
a second memory portion 32b, and a third memory portion 32c).
The application server 30 is communication means for
communicating via the network 5 with the user 2 (personal
computer 22) and the store 4 (transaction computer 40). The

25 application server 30 controls the card reader/writer 21 to



- 28 and sinultaneously the card 20 gives a response to the card wite
request to the nanagenent server 3 (step S23). During the card witing, the
server state flag remains "1" indicating that the witing is being done. 5
Subsequently, when the card witing is conpleted nornmally, the server state
flag beconmes "2" indicating that the witing is conpleted. At the sane
time, the managenent server 3 gives a notice of conpletion of the card
witing to the card 20 (step S24). In response to the notice of 10
conpletion of the card witing, the_pqgg_§tate flag returns to the initial
value "0". At the sane tinme, the card gi ves a response to the notice of
conpletion of the card witing to the managenent server 3 (step S25). Wile
the card state is being initialized, the server state flag 15 remains "3"

i ndi cat i ngitkatnfbemeaidni,s sbehngsi ai vadliezedo Shileseguent2ly andhem t he
initialization of the card 20 is conpleted normally, the server state flag
returns tletelmmingi tlihak val gbe" @ardA20as¢hen dattiac beting seqde bye thfe t he
subtraction process 20 involving a series of steps is conpleted normally
has beencasdciriebdgr/wrilhereRdr endetronemgtted. a rewiting process in a
case in which the sequence of the subtraction process is interrupted wll
now be descriBed. seaurhty efBverndhtenar¥hEd pedrdeFrygPppodass that is
defined in accordance with 25 the card state flag and the server state flag
i s petfoPifeianged yyth gheqcars: é0r| aghe @ncrypdissyepdsdgcayptign "1")
Since the card wwiting proces% i's not gerforned, a paynent is not settl ed.
The car d2FEWPPEi B§25P6EEsSTi ShRoPTFERPSr RBBOISMERY d 28CattEer B STIDT. and
server state flag: "1"). Since the card witing process is interrupted, a
payment i?CEBFquFtpga.bﬁ B5Gfent value is added to the card to restore the

DLV O8S oL g B e BEMERoBEADL FE L) U681 HuBhoLe! bagaecores

memory portion 32a for storing a pair of the registered card

10 20 and a value on the card 20; the second memory portion 32b
for maintaining, as a server state flag, the processing
state of the management server 3 during communication with
the card 20; and the third memory portion 32c for
temporarily storing payment information when the state of

15 +the card is determined and the writing to the card has not
been completed normally.

The management server 3 according to the present
embodiment has the arrangement as described above. A
program for causing a computer to execute the functions of

20 the management server 3 may be created, and the program may
be recorded on a computer-readable recording medium.
Accordingly, the program may be distributed as a corporeal
thing.

(Store 4)

25 The store 4 includes the transaction server 40.




Al t hough a paynment is settled, the sequence is interrupted during the
initialization of the card state. Therefore, the card is initialized. In

ot her words, the card state flag becones "0". 15 (Card state flag: "0"; and
server state flag: "3") Since a paynent is settled and initialization of
the card state is conpleted, the rewiting process is not perfornmed. Wen
the card state flag and the server state flag and 20 the rewiting process
in accordance with the card state flag and the server state flag are set as
descri bed above, the follow ng advantigis are achi eved. An appropriate card
rewriting process in accordance witir t4fe Tard state flag and the server
state is perforned. 25 Wien the card state flag is "1", it is determ ned
that the - 30 card requires rewiting, irrespective of the value of the

server state fhégtrghgaéﬁﬁbnzsvaébe4§a§€oggsCﬁﬂfé@hﬁ&ﬂbﬂec8ﬂébbﬁin8r not
the card requires rewiting wthout communicating with the managenent

server 3prbodu¥tlsuandddieirivarelr 0FeesedBgN thiee stesle af ahnlde gedledaz@swants to
recharge the card 20 with a value, in step S13 shown in Fig. 7, a process

of addi ngagmeatuéntforinae ioar dndd catiper ftblenathouhitd chbZzgedl dyseagiéence

di agram of a value addition 10 process. Fig. 13 is a state transition

di agr am sftotrlkee 4c &pd theatisell &g aiNd lulee wsdmhiayg dndbemaltdgn st he val ue
addition process. The description is as follows. The sequence of the card
st at 5 f | agaasaithedsdqoentdeotcatrhe 20etverthet aranshad ioaclsestvanrt 48i.t h t he
initial value "0". 15 First, the card 20 and the nanagenent server 3
perform Value writing results are transmitted from the management

server 3 to the transaction server 40.

The present system 1 has the arrangement as described

above. With reference to Fig. 7, the operation of the
10 present system 1 will now be described.

(Step S11)

When the user 2 of the card 20 settles a payment at the
store 4 on the network 5, the user 2 of the card 20 receives,
at the personal computer 22, payment information on the

15 payment settlement from the transaction server 40 of the
store 4.

(Step S§12)

The user 2 of the card 20 transmits the payment
information to the management server 3. The payment

20 information may be transmitted not only from the user 2 to
the management server 3, but also from the transaction
server 40 of the store 4 to the management server 3.

Alternatively, in step S11, the payment information is

transmitted not from the user 2, but from the transaction

25 server 40 of the store 4. In this case, in step S12, the



mut ual authentication (step S31), and the card state flag is updated to
"1". The managenent server 3 gives a notice of start of addition to the
card 20 (step S32), and the witing of a noney |oading start code begi ns.
In response to the 20 notice of start of addition, the card gives a
response to the start of addition to the managenent server 3 (step S33).
Wil e the noney | oading start code is being witten, the server state fl ag
remains "1". Subsequently, when the witing of the noney | oading 25 start
code is conpleted normally, the server_state flag - 31 becones "2"
indicating that the witing of the ﬁbﬁ%&'Toading start code is conpleted.
The managenent server 3 issues a value/account/card w thdrawal request to a
financial institute or a credit card conpany 50 (step S34). In 5 response
to the reayeeht ih€okrmagzionalis rhniuieted fRomChed hagdg@medpany 50 gives
a response to the withdrawal request to the nmanagenent server 3 (step S35).
SubsequeBklryerwBenot evalauwel/ @dcount / card wi t hdrawal process is, conpleted
normal |y, the server state flag beconmes 10 "3" indicating that the noney

| oadi ng i s cofptepedl3t the sanme tinme, the managenent server 3 issues a
card wite request to the card 20 (step S36), and the card witing starts.
At this tine, Theemznadenenteserugrchangdastésonhelvaloe” O, the thedsane
time, the card 20 gives a response to 15 the card wite request to the
managenmer sghieh gs(speﬁhSBleOBmﬁﬁn@ntWénéaﬁ@ewﬁlﬁﬁﬁgertﬁé,sépvémestate
flag remains "4" indicating that the card is being witten. Subsequently,
when thev@aHg wUPEEAYeRs &onphet PaYRSRaBEytleRendepner vaiaes tihgy returns
to the initial value 20 "0". The process of addln% a value to the card
differs VP&HFtﬁ@b§689?86tFBntBFoEé§§e§§q&§ﬁ6éemﬁn h&P ithengard didf f er ent
order of _changi e card st at, a result en the need to
Co | te P Shp %afaséeadﬁﬁéWFé%FFt?ﬂgcap88g§§dz§°a| yBeEE0PEd as the

ser.vi_ce t.her than

| dd
e val uECBRICERoRZaRs S6: PAEE: On SBFUPES ONY 1 HETHE: DR EmRar SEhang) ng
N A I e L e B

is no posed {0 exrs rom bei Ng dsed whi ch
t he sequ %g QfVFEﬁ addi tion process involving a series of steps is
conplete nor mal fas been described. Wth reference to Fig. 14, a
rewriting progese |§1@)case in which the sequence of the addltlon process

is interrupted w now be described. In this enbodinent, a 10 card
rewiting prOﬁl@ésaﬁﬁﬁicéﬁlélﬁfé@ﬁdet%@CGPrgﬁ‘QCﬁaM&é&néH@ sardestate flag

and the server state flag is perforned.
transmits whether the writing of the value to the card 20
15 has succeeded to the transaction server 40 of the store 4.
With the above-described steps performed, the payment
is settled between the user 2 of the card 20 and the store 4.
The present embodiment has a feature in step S13.
Specifically, the present embodiment has a feature in the
20 step in which the management server 3 updates the value on
the card 20, which is in the information management server
32, to the value subsequent to the payment settlement and
writes the value subsequent to the payment settlement to the

card 20 via the card reader/writer 21 connected to the

25 personal computer 22 of the user 2. The step will now be



(Card state flag: "0"; and server state flag: "1") Since the card witing
process is not performed, a withdrawal is not nade. The card rewiting
process is not 15 performed. (Card state flag: "1"; and server state flag:
"1") Since the sequence is interrupted during the card witing, a
wi thdrawal is not made. The card state flag becones "0". 20 (Card state
flag: "1"; and server state flag: "2") Since the sequence is interrupted
during the card witing, a withdrawal is not nade. The card state flag
beconmes "0". (Card state flag: "1"; and server state flag: "3") 25 Al though
the wi thdrawal process is conpleted,“t%ﬁe' - 33 process is not reflected
in the card. The withdrawn value is thus added to the card. The card state
flag beconmes "0". (Card state flag: "1"; and server state flag: "4")
Al t hough diee rableddiawdle tpriacess is conpleted, the 5 process is not
reflected in the card. The wthdrawn value is thus added to the card. The
card state flag bMebhed f6tr.Céfardlifiagewtliagng” €6; Cand server state fl ag:
n 4" )
In the card 20 according to the present embodiment, as
described above, data (information), such as a value, is
5 written in predetermined block units. A single write
request from the management server 3 can designate the
writing of data up to plurality of blocks, such as eight
blocks (one block has two bytes). Even if the writing of
data fails in one block, new and updated data is mixed with
10 o0ld block data, resulting in a mismatch of data. In order
to solve this problem, simultaneous writing in plural block
units in response to a single write request must be ensured
in some way. In the present embodiment, when the writing
fails in at least one of the written blocks, data in all the
15 data blocks is restored to the previous state immediately
before the writing is performed, and data is rewritten.
Communication between the management server 3, which
performs the card writing, and the personal computer 22 used
by the user 2 of the card 20 is performed via the Internet,
20 and hence connection establishment is not ensured. The same
applies to an environment of the personal computer 22 used
by the user 2 of the card 20 and to an Internet-connected
environment. The card 20 on which a value is written is

contactless and used by being held near the card

25 reader/writer 21. Under these conditions, the necessity



Since the withdrawal process is carried out and initialization of the card
state is conpleted, the rewiting 10 process is not perforned. Wen the
card state flag and the server state flag and the rewiting process in
accordance with the card state flag and the server state flag are set as
descri bed above, the foll ow ng advantages are achieved. 15 An appropriate
card rewiting process in accordance with the card state flag and the
server state is performed. Wien the card state flag is "1", it is

determ ned that the card requires rewiting, irrespective of the val ue of
the server state flag. The user 2 of~ t4%e Ttard 20 can determi ne 20 whet her
or not the card requires rewiting w thout comunicating wth the
managenent server 3. As described above, according to the comrunication
system thesear do hheenanpgerert sehvuehceahfatthe akeymimiteati on net hod of

t he enbodi nents, the card creates 25 the card state flag indicating the
card' s peoaesgsemrgtibat €he po3éibandtgcodsinnearryptpdat @F the card state
flag while comrunicating with the nmanagenent server. Accordingly,

det er m nabimmandtathencaedwerat ¢hkel agrenabl enddeher manaigemenaf sehether or
not the witing by the managenent server to 5 the card is conpleted
normal | y3 8uméegi theswpdsdnhl procedet.er mi ne whet her or not the card witing
process is conpleted normally only on the basis of the card state flag,
theredis no nékentecomowniprtace Wbt hntérrunhadeduningetherwrbtdmgect the
processing results. 10 At the sane tinme, the nmanagenent server creates the
server sPaPeefBagarnghedni A§ FAE-minageRifgmasehy of yaguesebsitivgest ate and
occasional ly updates the server state flag while comunicating with the
card. SuéhesFatft 4Redfid HPEcREBPAGMEY Tt RETVALd 3akd EReVREnRYeFESPSser ver
resolves a 15 m spmatch of val ues between the card and the managenent
server. Ther&Pod8) degsyieRe g&ioﬁe easily settled via the network using

the card. (1) Set a card state flag in the card, which is to be

10 updated at the same time as the card is rewritten.

As described above, this step can be carried ocut by
providing the card 20 with the second memory portion 202b,
which maintains, as the card state flag, the processing
state of the card 20 during communication with the

15 management server 3.

(2) Create a card rewriting sequence state number in
the management server and maintain payment information on a
payment settlement that is not completed normally.

As described above, this step can be carried out by

20 providing the third memory portion 32c in the management
server 3 and, when the writing to the card is not completed
normally, temporarily storing payment information in the
third memory portion 32c.

(3) Provide an application that determines the card

25 state flag in the card even when the personal computer 22



Wth reference to the acconpanying draw ngs, the preferred enbodi nents of

t he communi cation system the card, 20 the managenent server, and the
comuni cati on nethod according to the present invention have been

descri bed. However, the present invention is not limted to these exanples.
It is clear that nodifications and substitutions can be nmade by those
skilled in the art without departing 25 fromthe technical scope of the
present invention, which is - 35 described in the clains. It is to be
under stood that such nodifications and, substations are within the technical
scope of the present invention. In t'hezélb'ove-descri bed enbodi nents, a case
has been 5 described in which a coomerce transaction with a virtual store
(Wb mall) on a Wb site is conducted using a card, and a paynent is

settl| ed vis@dabyarhgenselr eoferthichatamiardgds v camthedese ey ,tHdhe present
invention is not limted to.this case. The present invention is applicable
10 to a oasagementt clerayeusdr. ofThe eppd icartdwet sletre adfsf [Hhee schatee rcde
transaction and uses the card to make a paynent for the commerce

transact itdve. clarc Ri0s opaddie tlasisarcd rtded @a/ner isttert eadiliagy aasd ,ari i rither nedi ary
for conmmuni cati on between the nmanagenent server and the card is provided at
15 t he str@wEitAngorpouttéye ic@g1daldled samedes sarar.e Prompdst dble stsex donnecti on
to the managenment server via the network. As described above, according to
t he p?es@gitabdisht PfofOneStiom dd tdCadPRIcRTEeR tase€ A& Sved: (1) The card
witing via the network is made possible; 20 (2) A systemthat is logically
free froma n¥8fafBRlofataPBeB2kePRedRstReledr dhaklet RBTSerfer EARCBe

Chat 18 RBE GRS R RERSPE Shd “fn e pRdoRIE \A U2 R0, SO ho Samp
R B R A TR b ARy <Pl gt cat or
ARECRR: ey RS R TS A LR W P IS R SR
10 installed in the personal computer 22 used by the user 2 of
the card 20.
(4) Determine the card state flag at the beginning of a
card rewriting sequence and rewrite the value.
This step can be carried out by the application
15 provided in step (3).
With the above-described (1) to (4), a mismatch of
values between the card 20 and the management server 3 is
resolved.
In this embodiment, the card rewriting process is
20 characterized in that it uses different algorithms for value
subtraction and value addition. According to this
characteristic, even when the writing to a card is
interrupted, the card does not have a value that is not

supposed to exist. Separate descriptions of a value

25 subtraction process and a value addition process will now be



the card creates a card state flag indicating the processing state of the
card and occasionally updates the card state,flag while comunicating with
t he managenent 10 server, the nanagenment server creates a server state flag
i ndicating the processing state of the managenent server and occasionally
updates the server state flag while communicating wwth the card, and 15 on
the basis of the card state flag, the card determ nes whether or not the
writing by the nmanagenent server to the card is conpleted nornally; and,
when it is determ ned that the mmitirmkis not conpleted normally, the card
requests the managenent server to rew4t e the card the 20 next time

communi cation is established between the card and the managenent server,
the rewiting being defined in accordance with the card state flag and the
server siawenflag. 2. The communication system according to claim 1,
wherein 25 the information is witten in predeterm ned block units ina -
37 storage regi ohisnembedtmedti nthhi phothesingostateoafi sher chktdn20and a
single wite request fromthe managenent server enables the witing of the
i nf or mat icommun igaglimgaittyh dhes madalgieoeh tusieryerS 33 1 sTHaddoahed cat i on
system according to claim1, wherein the information includes information
concer ni igiagmshet gaydv sitagef dlagaki Fea cpadnsitatioflagpricddctoidr a service
using the card. 4. The comruni cation system according to claim1, wherein
10 the cdegast(i0é pragli's ingiicaging whetber oF wedt fde oritdna K@ witing
to the card is conpleted normally. 5. The conmuni cation system according to
clai m 1, thgeFeirf £Re i6ar8MPAEItede 8OTEGHHINI c Bhedn thea s rHor 0communi cat i ng

with the 15 managenent servyer;
requires no rewriting, the card state flag becomes "0".

When the cqrd requires rewriting, the card state flag
becomes "1". A process of setting such a card state flag
10 will now be described.

(Value Subtraction Process)

When the user 2 of the card 20 conducts a commerce
transaction at the store 4, in step S13 shown in Fig. 7, a
process of subtracting a value from the card 20 is performed.

15 Fig. 9 is a sequence diagram of a value subtraction
process. Fig. 10 is a state transition diagram of the card
state flag and the server state flag in the value
subtraction process. The description is as follows.

First, the card 20 and the management server 3 perform

20 mutual authentication (step S21). The sequence of the card
state flag and the sequence of the server state flag each
start with the initial value "0". In the subtraction
process, the management server 3 issues a card write request
to the card 20 (step S22), and the card writing starts. At

25 this time, the card state flag is changed from "0" to "1",



first storage nmeans for storing the information; second storage neans for
storing the card state flag; and processing neans for perform ng various
processes in 20 accordance with predeterm ned information and a request. 6.
The conmuni cati on system according to claim5, wherein the card further
includes third storage neans for storing a card operating system and the
processi ng neans perfornms various processes in accordance wth
predeterm ned 25 informati on and a request using the operating system -
38 7. The conmunication systen1acchQ%£g_to claim5, wherein the card is
an I C card. 8. A conmmunication systemTor enabling communication between a
card and a nmanagenent server that manages the card 5 and for witing
information transmtted fromthe nmanagenent server to the card, wherein:

t he car dandeatiomlaan@otsdyatthef lcagd 2d cetviesg at e spromeses Hong: st ataardf t he
card and occasionally updates the card state,flag while conmunicating with
t he managendet reQquestyao, thiee mamrggoentt seevear 3criediegs SR Per véursinat e fl ag
i ndi cating the processing state of the managenent server and occasionally
updat es tthe serdewriting.f thg weirvercshake ddeiongemaimst Hd "card, and 15 on
the basis of the card state flag, the managenent server determ nes whet her
or not tRASGHCRLIRG Waﬂ:héhﬁafﬁ@gﬁ@@t igeP@dngt 6lomi¢e card is conpl et ed

normal ly; and, when it is determned that the witing is_not conpleted
norma? |y, theSHRAGGURBRIYscFhER FBGr FRES YRETiAPdiEnECRBAETSE tine

ni ion_i i shed between_.the card and _th
cormu C%%r%all@,e %%bserver state %lag becomes "2" %ndicating that

the writing is completed. At the same time, the management
server 3 gives a notice of completion of the card writing to
the card 20 (step S24). 1In response to the notice of
10 completion of the card writing, the card state flag returns
to the initial value "0". At the same time, the card 20
gives a response to the notice of completion of the card
writing to the management server 3 (step S25). While the
card state 1s being initialized, the server state flag
15 remains "3" indicating that the card is being initialized.
Subsequently, when the initialization of the card 20 is
completed normally, the server state flag returns to the
initial value "0".
A case in which the sequence of the subtraction process
20 involving a series of steps is completed normally has been
described. With reference to Fig. 11, a rewriting process
in a case in which the sequence of the subtraction process
is interrupted will now be described. 1In this embodiment, a
card rewriting process that is defined in accordance with

25 the card state flag and the server staté flag is performed.



managenent server, the rewiting being defined in accordance with the card
state flag and the server state flag. 9. The conmuni cati on system accordi ng
to claim8, wherein the information is witten in predeterm ned block units
in a 25 storage region in the card in which the information is - 39
witten; and a single wite request fromthe nmanagenent server enables the
witing of the information in a plurality of said block units. 10. The
comuni cati on system according to claim8, wherein 5 the information
i ncl udes information concerning a nqp%% ry value for making a paynent for a
product or a service using the card.” ¥ The comuni cati on system accordi ng
to claim8, wherein the card sate flag is 1-bit data indicating whether or
not 10 the witing to the card is conpleted normally. 12. The conmuni cati on
system accor diogrtiosthaentBagwheoej nahieseaed Enakadeéiagconmuni cati on nmeans
for comunicating wth the managenent server; 15 first storage neans for
storing the i8inceathencasdcenidtihgrpgecaeanssfoptsperifngmetde eard state
flag; and
payment is not settled. The card rewriting process is not
performed.
5 (Card state flag: "1"; and server state flag: "1")
Since the card writing process is interrupted, a
payment is not settled. A payment value is added to the
card to restore the previous state before the payment
settlement. The card state flag becomes "0".
10 (Card state flag: "1",; and server state flag: "3")
Although a payment is settled, the sequence is
interrupted during the initialization of the card state.
Therefore, the card is initialized. In other words, the
card state flag becomes "0".
15 (Card state flag: "0"; and server state flag: "3")
Since a payment is settled and initialization of the
card state is completed, the rewriting process is not
performed.
When the card state flag and the server state flag and
20 the rewriting process in accordance with the card state flag
and the server state flag are set as described above, the
following advantages are achieved.
An appropriate card rewriting process in accordance

with the card state flag and the server state is performed.

25 When the card state flag is "1", it is determined that the



processi ng nmeans for perform ng various processes in accordance with
predeterm ned information and a request. 20 13. The communi cati on system
according to claim 12, wherein the card further includes third storage
means for storing a card operating system and the processing neans
perforns various processes in accordance with predeterm ned information and
a request using the operating system 25 14. The comruni cation system
according to claim 12, wherein - 40 the card is an IC card. 15. A card
for communicating with a nanagenent seyver that manages the card, to which
information transmtted fromthe nanagg%ent server is witten, conprising:
5 communi cati on neans for communicating with the nanagenent server; first
storage neans for storing the information; second, storage neans for
stori ng thedpregeisiesgrewati¢ialy,t e reape ctdweupifc ahiengaliich oifhe heanagenent
server as a 10 card state flag; and processing neans for perform ng various
pr ocesseserneacstrdtancéd ag.t h Theedekeer 2i véd thef camst i26n cand dz teemqiast |
wherein the card state flag in the second storage neans
whether or not the card requires rewriting without
communicating with the management server 3.
5 (Value Addition Process)
When the user of the card 20 wants to recharge the card
20 with a value, in step S13 shown in Fig. 7, a process of
adding a value to the card 20 is performed.
Fig. 12 is a sequence diagram of a value addition
10 process. Fig. 13 is a state transition diagram of the card
state flag and the server state flag in the value addition
process. The description is as follows.
The sequence of the card state flag and the sequence of
the server state flag each start with the initial value "0".
15 First, the card 20 and the management server 3 perform
mutual authentication (step S31), and the card state flag is
updated to "1". The management server 3 gives a notice of
start of addition to the card 20 (step S32), and the writing
of a money loading start code begins. In response to the
20 notice of start of addition, the card gives a response to
the start of addition to the management server 3 (step S33).
While the money loading start code is being written, the
server state flag remains "1".

Subsequently, when the writing of the money loading

25 start code is completed normally, the server state flag



is occasionally updated while the information is being 15 witten into the
first storage neans. 16. The card according to claim 15, wherein, on the
basis of the card state flag, the card determ nes whet her or not the
writing by the nmanagenment server to the card is conpleted nornmally; and,
when it is determned that the 20 witing is not conpleted normally, the
card requests the managenent server to rewite the card the next tine
comuni cation is established between the card and the nanagenent server.
17. The card according to claim15, whgrein the information 25 is witten
into the first storage neans in predet®rm ned - 41 block units; and a
single wite request fromthe managenent server enables the witing of the
information in a plurality of said block units. 18. The card according to
cl ai m 15benbmesi f2t'héndatertimg dha% ithel wdes ingf ofmahieo moneyc doridigga
nonetary val ue for meking a paynent for a product or a service using the
card. 19st@mé cadé ascormpdgted.cl The r8nagkemesitn selryecadd issates fal ag i s
1-bit data indicating whether or not the witing to the card is conpleted
nor mal | yvalgeZgcconatdgpgdavishdirayato remaient1%0 pufihencdedprising third
storage neans for storing a card operating system wherein the processing
nmeans pefRStAELESr PEus FrEEEEsE3 PN CRFPERYarPe (RitER FPédet eARi ned
informati on and a request usin% the o ratin%lsystenl 15 21. The card

tl

accordi ngSEHOPFSi P15NenRERYLT héhéaggn?§cé_ | eneaidute2 OTathEnagenent
conpr i si AGEIEamaR e SPTBR Hodils SRP S AP EGoWth PHENCERY=120 11 r b1
storgge means for s grin %he %onpentvo& hq igfo ion stored on the
card: selouHRsE or s RelEaPEMeRR RV ng (RECH: Scfsing state as a server
S o0 Sl L1 PN R0 PURBLALL Lo PO PR e
process is completed normally, the server state flag becomes
10 "3" indicating that the money loading is completed. At the
same time, the management server 3 issues a card write
request to the card 20 (step S36), and the card writing
starts. At this time, the card state flag changes from "1"
to "0". At the same time, the card 20 gives a response to
15 the card write request to the management server 3 (step S37).
During the card writing, the server state flag remains "4"
indicating that the card is being written.
Subsequently, when the card writing is completed
normally, the server state flag returns to the initial value
20 "O".
The process of adding a value to the card differs from
the subtraction process sequence in that it has a different
order of changing the card state flag. As a result, when

the need to rewrite the card arises, the rewriting process

25 always serves as the value addition process. Even when



- 42 is thus determned that the witing of the information is not
conpleted nornmal ly, wherein the server state flag in the second storage
means i s occasionally updated while the information is being 5 transmtted
to the card. 23. The managenent server according to claim 22, wherein, when
the witing of the information is not conpleted nornmally, the information
stored in the third storage neans is retransmtted to the card. 10 24. The
managenent server according to claim22, wherein, when the witing of the
information is not conpleted normally, in response to a request fromthe
card, the information stored in the'TrﬁécTstorage means is retransmtted to
the card. 15 25. The managenent server according to claim22, wherein the

i nformation includes information concerning a nonetary value for making a
paynent fthere psodusereice,semhiere thennghieheadard addi.tidnpraogr am f or
causing a conputer to function as a 20 managenent server as set forth in

cl ai m 22 subtrahtionpeeevicesdahlae thec aedvog kne doormchawnigigg eder dadd her eon
a programas set forth in claim?26. 28. A communi cation nethod for enabling
comuni cXelye  bérwespestined odndhe shadgemtnttheeseeverhstidemnages luehe card
25 and for witing information transmtted fromthe nmanagenent - 43
server t&heieigan@t cuppessdngo exdati A§ PHevensedsdiren Pedng ofsedhe
managenment server and the processing state of the card as a server state
flag and a cafdcasat &nfvVaychr ehpeseayenge gfothaspedatignupgaceag t he
server state fLa% and the card state flag while communication is perfornmed
bet ween tR¥OLYFAY%aAd SERESFaRigEtERS &érﬁgﬁplﬁéﬁgrHpﬁﬂﬁéﬂybﬁaﬁh@eﬁﬁsis of

the card state, (1,80, gt gt 9L 10t LG0T 41,19,0Y L (antagenent server to

in a case ;n which the sequence of the addition process is
interrupted will now be described. 1In this embodiment, a
10 card rewriting process that is defined in accordance with
the card state flag and the server state flag is performed.
(Card state flag: "0"; and server state flag: "1")
Since the card writing process is not performed, a
withdrawal is not made. The card rewriting process is not
15 performed.
(Card state flag: "1",; and server state flag: "1")
Since the sequence is interrupted during the card
writing, a withdrawal is not made. The card state flag
becomes "0".
20 (Card state flag: "1"; and server state flag: "2")
Since the sequence is interrupted during the card
writing, a withdrawal is not made. The card state flag
becomes "0".
(Card state flag: "1"; and server state flag: "3")

25 Although the withdrawal process is completed, the



16 card is conpleted normally; and when it is determned that the witing

. is not conpleted normally, rewiting the card the next tinme conmunication

is established between the card and the nanagenent server, the rewiting
bei ng defined in accordance with the card state 15 flag and the server
state flag. 29. The communi cati on nethod according to claim28, wherein
,the card state flag is 1-bit data indicating whether or not the witing to
the card is conpleted normally.
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system, the card, the management server, and the

communication method of the embodiments, the card creates

25 the card state flag indicating the card's processing state
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5 the card is completed normally. Since it is possible to
determine whether or not the card writing process is
completed normally only on the basis of the card state flag,
there is no need to communicate with the management server
to detect the processing results.
10 At the same time, the management server creates the
server state flag indicating the management server's
processing state and occasiocnally updates the server state
flag while communicating with the card. Such simultaneous
processing by the card and the management server resolves a
15 mismatch of values between the card and the management
server. Therefore, a payment can be easily settled via the
network using the card.
With reference to the accompanying drawings, the
preferred embodiments of the communication system, the card,
20 the management server, and the communication method
according to the present invention have been described.
However, the present invention is not limited to these
examples. It is clear that modifications and substitutions

can be made by those skilled in the art without departing

25 from the technical scope of the present invention, which is
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0% ()-z30QIwWIR1yhe 1aBopetdescribed embodiments, a case has been
5 described in which a commerce transaction with a virtual
store (Web mall) on a Web site is conducted using a card,
and a payment is settled via a management server that
manages the card. However, the present invention is not
limited to .this case. The present invention is applicable
10 to a case in which a user of a card conducts an offline
commerce transaction and uses the card to make a payment for
the commerce transaction. In this case, the card
reader/writer acting as an intermediary for communication
between the management server and the card is provided at
15 the store. A computer installed at the store can establish
a connection to the management server via the network.
As described above, according to the present invention,
the following advantages are achieved:
(1) The card writing via the network is made possible;
20 (2) A system that is logically free from a mismatch of
values between the card and the server can be constructed;
and
(3) The card writing via the network and the card

writing that is not via the network are made possible with

25 respect to the same card.
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CLAIMS

1. A communication system for enabling communication
between a card and a management server that manages the card
5 and for writing information transmitted from the management
server to the card, wherein:
the card creates a card state flag indicating the
processing state of the card and occasionally updates the
card state flag while communicating with the management
10 server,
the management server creates a server state flag
indicating the processing state of the management server and
occasionally updates the server state flag while
communicating with the card, and
15 on the basis of the card state flag, the card
determines whether or not the writing by the management
server to the card is completed normally; and, when it is
determined that the writing is not completed normally, the
card requests the management server to rewrite the card the
20 next time communication is established between the card and
the management server, the rewriting being defined in
accordance with the card state flag and the server state
flag.
2. The communication system according to claim 1, wherein

25 the information is written in predetermined block units in a
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the writing to the card is completed normally.
5. The communication system according to claim 1, wherein
the card includes:
communication means for communicating with the
15 management server;
first storage means for storing the information;
second storage means for storing the card state flag;
and
processing means for performing various processes in
20 accordance with predetermined information and a request.
6. The communication system according to claim 5, wherein
the card further includes third storage means for storing a
card operating system; and the processing means performs
various processes in accordance with predetermined

25 information and a request using the operating system.
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10 server,
the management server creates a server state flag

indicating the processing state of the management server and
occasionally updates the server state flag while
communicating with the card, and

15 on the basis of the card state flag, the management
server determines whether or not the writing by the
management server to the card is completed normally; and,
when it is determined that the writing is not completed
normally, the management server rewrites the card the next

20 time communication is established between the card and the
management server, the rewriting being defined in accordance
with the card state flag and the server state flag.
9. The communication system according to claim 8, wherein
the information is written in predetermined block units in a

25 storage region in the card in which the information is
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the card.
11. The cqmmunication system according to claim 8, wherein
the card state flag is 1-bit data indicating whether or not

10 the writing to the card is completed normally.

12. The communication system according to claim 8, wherein
the card includes:

communication means for communicating with the
management server;

15 first storage means for storing the information;

second storage means for storing the card state flag;
and

processing means for performing various processes in
accordance with predetermined information and a request.

20 13. The communication system according to claim 12, wherein
the card further includes third storage means for storing a
card operating system; and the processing means performs
various processes in accordance with predetermined
information and a request using the operating system.

25 14. The communication system according to claim 12, wherein
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first storage means for storing the information;
second storage means for storing the processing state
of the card communicating with the management server as a
10 card state flag; and
processing means for performing various processes in
accordance with predetermined information and a regquest,
wherein the card state flag in the second storage means
is occasionally updated while the information is being
15 written into the first storage means.
16. The card according to claim 15, wherein, on the basis
of the card state flag, the card determines whether or not
the writing by the management server to the card is
completed normally; and, when it is determined that the
20 writing is not completed normally, the card requests the
management server to rewrite the card the next time
communication is established between the card and the
management server.

17. The card according to claim 15, wherein the information

25 is written into the first storage means in predetermined
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The card according to claim 15, wherein the information

includes information concerning a monetary value for making
a payment for a product or a service using the card.
19, The card according to claim 15, wherein the card state
flag is 1-bit data indicating whether or not the writing to
the card is completed normally.
20. The card according to claim 15, further comprising
third storage means for storing a card operating system,
wherein the processing means performs various processes in
accordance with predetermined information and a request
using the operating system.
21. The card according to claim 15, wherein the card is an
IC card.
22. A management server for managing a card and for
transmitting information to the card, comprising:
communication means for communicating with the card;
first storage means for storing the content of the
information stored on the card;
second storage means for maintaining the processing
state as a server state flag; and
third storage means for temporarily storing the

information when the state of the card is determined and it
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"()-MLO%OS ()whdBEPn the server state flag in the second storage

means is occasionally updated while the information is being
5 transmitted to the card.

23. The management server according to claim 22, wherein,

when the writing of the information is not completed

normally, the information stored in the third storage means

is retransmitted to the card.

10 24. The management server according to claim 22, wherein,
when the writing of the information is not completed
normally, in response to a request from the card, the
information stored in the third storage means is
retransmitted to the card.

15 25. The management server according to claim 22, wherein
the information includes information concerning a monetary
value for making a payment for a product or a service using
the card.

26. A program for causing a computer to function as a

20 management server as set forth in claim 22.

27. A computer-readable recording medium having recorded
thereon a program as set forth in claim 26.
28. A communication method for enabling communication

between a card and a management server that manages_ the card

25 and for writing information transmitted from the management
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and the processing state of the card as a server state flag
and a card state flag, respectively;

5 occasionally updating the server state flag and the
card state flag while communication is performed between the
card and the management server;

determining, on the basis of the card state flag,
whether or .not the writing by the management server to the
10 card is completed normally; and
when it is determined that the writing is not completed
normally, rewriting the card the next time communication is
established between the card and the management server, the
rewriting being defined in accordance with the card state
15 flag and the server state flag.
29. The communication method according to claim 28, wherein

.the card state flag is 1-bit data indicating whether or not

the writing to the card is completed normally.



