Met hod for nonitoring a package, sentinel indicator systemand | ogistics
system Description 5The present invention relates to a nethod and a system
for nonitoring a package for storage and/or transport of at |east one item
Background and state of the art 10lt is known, to nonitor physical
properties of packages during their transport. A nethod for securing and
moni toring of containers and a containef! with securing and nonitoring nmeans
is knowmn fromthe international patent application with the publication
nunber WO 2006/ 072268. isDescription of the invention It is desirable to
creat e a nétthod favinohitainigansaciage npgrdinedndiaator epstamearaf logisécd syadsmport  of
items. 20It is furthernore desirable to create a sentinel indicator system
capabl e of carrying out this nmethod. Furthernore it is desirable to create
a | ogi sti qresiyfitRIn Which conprises this sentinel indicator system 25
According to the invention this object is solved by a procedure according
to claiml1, a sentinel indicator systemaccording to claim1l0 and a

| 0gi st k¢S 19SteBRAGHRBbAJehvstb @ Mbtdd oAl BNQ/skd S0 mBRitd Gl 41955k a@e et hod
for nonitoring a package for storage and/or transport of af |east one item

wher ei n ddemstatragtansy@peanspes obat iepet ¢nedigrand/ or about i nfluences on the
itemare neasured. 2 This nmethod is carried out in a way that at |east two
sensors are equi pped in a way enabling themfor measuring the data, wherein
a transn BAckgronnd andisiatesoftthe adtit a of the at | east two sensors.

10  tis known, to monitor physical properties of packages during their transport. A
method for securing and monitoring of containers and a container with securing
and monitoring means is known from the international patent application with the
publication number WO 2006/072268.

15  Description of the invention

It is desirable to create a method which allows an improved maintenance of the

transport of items.

20  ltis furthermore desirable to create a sentinel indicator system capable of carrying
out this method.

Furthermore it is desirable to create a logistics system which comprises this
sentinel indicator system.

25
According to the invention this object is solved by a procedure according to claim
1, a sentinel indicator system according to claim 10 and a logistics system

according to claim 19.

30 Theinvention includes a method for monitoring a package for storage and/or
transport of at least one item, wherein data about properties of the item and/or

about influences on the item are measured.



5This nmethod is carried out in a way that at | east two sensors are equi pped
in away enabling themfor neasuring the data, wherein a transm ssion unit
receives the data of the at |east two sensors and executes a decision about
a selection of data to be transferred. 10This allows e.g. a flexible
choice, if different data should be tradsnmitted fromthe transponder to a
receiving unit. An exanple for this is, that e.g. the position data of
the item- respectively the package are transnitted, whereas other
properties, e.g. the tenperature of the 15itemare not transmtted. This

al | ows di fliér mathodusicatriedousin @ wayithal atdeast two bevsdrs are eduippediinrgway a
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that the fof thesatilgaitdmo gansorss a transponder. It is furthernore

advant ageous, that the transm ssion unit operates according to a nobile
communi cation standard. 25 According to a further inprovenent of the

i nvent § on Taid mgihoalis caded @t & & AglyIhaicR 15388 LsEiemirdark aRapledinselvggt i on of
data which i s,trgnsm’ tted fromthe transnm ssion unit to the receiving unit.
30 Accor dPAgPIY Lepriat Bepsd i bsHaRithenhsanupRsian uniecesirasi thel

i cat or dgsiraf ANRabhfud RIH §%) SYELRIB 4 HALioRlaLbEPS LoBBRPl ddte sensors

is equipped in a way, that it is capable of detecting an i uence o

par anet er & bptransieeddi re a change of the transmission of data. 3 It is
especi al | y advant ageous, that a controlling unit sends information to the
units (transponders) about a desired selection of data. 5l n an advant ageous
i mpl eh@ent ahisaows wswra flaxidaabbied, if difiexde deteestsriidbe transofttedfem the

transponder 10 a receiving unit.

An example for this is, that e.g. the position data of the item — respectively the
package are transmitted, whereas other properties, e.g. the temperature of the

15  item are not transmitted.
This allows different qualities of service/service levels

According to a preferred embodiment of the invention, the method is carried out in
20  away, respectively the sentinel indicator system is configured in a way, that the

transmission unit is a transponder.

It is furthermore advantageous, that the transmission unit operates according to a
mobile communication standard.

25
According to a further improvement of the invention a logical node of a logistics
system decides about a selection of data which is transmitted from the

transmission unit to the receiving unit.

30 According to a preferred embodiment of the method, the sentinel indicator system
and the logistics system, that at least one of the sensors is equipped in a way, that
it is capable of detecting an influence of parameters which require a change of the
transmission of data.



types of data to be transmtted. Advantageously the user is enabled to
performthis selection at a webpage. 10The invention allows an

i npl enentation of this selection in an operation of a |ogistics system
and/or in the operation of a sentinel indicator system The order of the
user is transmitted to the sentinel indifcator systemin an appropriate way,
e.g. using communi cati on neans for conmmuni cati on between the 15senti nel

i ndi cator system and | ogi cal nodes of the |ogistics system Sensors, which
control paraneters of the item the itens, or the package transporting them
are called sentinel sensors, because the data neasured by themallows to

assure, that the . te can protected fraom hazardous jnfl uences. 20 To
i mprove tﬂte'sfeﬁﬁg?‘?'b’né@fw “Fhﬁég%ﬂ%‘ﬁ@g ‘Frﬂﬁ%qqaédf‘gofrﬁét‘?m%%iuﬁﬁsi ncl udes
a senti nel(tramsfionabey) abyst £0esieRNgé@ion®f data. a sending unit

including an integrated circuit coupled with an 25antenna; at |east two
sentinel sensors that nonitor at |east two physical paraneters of an item

30-a det enmbRizadafBEEbes ﬁﬂﬂerﬁ@ﬁt@ii?a’:ﬁ Agskl ﬁ%-na%gj tBW@E@e%cﬂSH%Pﬁ}%m

measurenent data fromthe sentinel sensor and determning a curre st at us
by appl yi fpestd detnioheerimigada to the trend data fromthe menory nodul e;
a communi cation interface to the transm ssion unit permtting a reader to
retrieve current status data corresponding to the status determ ned by the
det er ni ni Agvanidgeeysiaiie user froewrabledh e fremt thiscdidation atheveipagehe i nt egr at ed
circuit conprises alert and sensor status data and

1o The invention allows an implementation of this selection in an operation of a

logistics system and/or in the operation of a sentinel indicator system.

The order of the user is transmitted to the sentinel indicator system in an
appropriate way, e.g. using communication means for communication between the

15 sentinel indicator system and logical nodes of the logistics system.

Sensors, which control parameters of the item, the items, or the package
transporting them are called sentinel sensors, because the data measured by

them allows to assure, that the items can protected from hazardous influences.

20
To improve the functionality of this sentinel function, the invention includes a
sentinel indicator system, comprising:
- a sending unit including an integrated circuit coupled with an
25 antenna;
- at least two sentinel sensors that monitor at least two physicat parameters
of an item
30 - a determining module for receiving time- and temperature dependent

measurement data from the sentinel sensor and determining a current
status by applying the measurement data to the trend data from the
memory module;



programinstructions for relaying conmunications between the receiving
10unit and the sensor. An inplenentation of the invention further conprises
one or nore additional sentinel sensors al so conmunicatively coupled with
said RFID transponder permtting the sanme or a different RFID reader, or
both, to retrieve itemdata 15nmeasured By the one or nore additional
sensors. According to an inplenentation of the invention at | east one of
the sensors is connected to a nenory nodul e which stores predefined/or
nmeasured data. 20l n one enbodi ment the menory nodul e further conprises a
RFI D transponder portion for controlling the RFID transponder, and a

dedi cat ed _sensqr, [:0N: ising,.the sensor data, .. According to an

i npl ement at i onggf)ﬂﬁlﬁedi?ér;{;\s)@ﬁtl (I;Sflﬁfs‘éG%@%%W'?%%BB'L%W'BW% @ﬁgﬁﬁ onpri ses
al ert and sensotrieteadursentatad,s dad quregpanding & thealthtas slefedmireel Bytheg
conmuni cat i onsdbet ween thg RFI D, reader and the sensor. In an

i mpl ement at i on9BFTIEY 'HOLHE] 8RC t he nonitoring nodul e conpares the status
data te one or nore predeterm ned trends, and provides an alert when an

i npact 30factor for the item has reached a critical value. 5 According to
an i npl enent at # #AWSF MAR8IPREBhIPEHIE he sentinel indicator system further
conprises one or nore additional itemintegrity sensors also

conmmuni catively coupled with said transponder permtting the same or a

di f f er ent - r ead&heredt thedategrated cieewil evrapiizesmalerhoad seasurstatudyataandone or

nore addition : i . Of.. i nvention, .the menory
nodul e conpri Z‘Ergaza%?f‘%?]@ﬁ%‘%]r%erPE%?W@%"W”&"@%‘P bgﬁfe%e n,?(h% r?q‘eél‘f’l'l\?)onder, and
a dediat ed sewsbangitvetseonoconpri sing the sensor data. 10 According to an

i npl enentation of the invention, the transponder portion conprises alert
and sensor status data, and programinstructions for rel aying

conmmuni cafnhdmplebenistem dfhiee rvadedn Anther BEMBPASSDPERe or more additional
sentinel sensors also communicatively coupled with said RFID transponder
permitting the same or a different RFID reader, or both, to retrieve item data

15  measured by the one or more additional sensors.

According to an implementation of the invention at least one of the sensors is

connected to a memory module which stores predefined/or measured data.

20 Inone embodiment the memory module further comprises a RFID transponder
portion for controlling the RFID transponder, and a dedicated sensor portion

comprising the sensor data.

According to an implementation of the invention, the RFID transponder portion
25 comprises alert and sensor status data, and program instructions for relaying
communications between the RFID reader and the sensor.

In an implementation of the invention the monitoring module compares the status
data to one or more predetermined trends, and provides an alert when an impact

30 factor for the item has reached a critical value.

Examples for impact factars are temperature, pressure, humidity or radiation,



15 According to an enbodi nent of the invention, the power managenent nodul e
periodically activates the nonitoring conponent froma sleep or other |ow
power state to gather the sensor neasurenents. The invention furthernore
conprises a logistics systemfor a transport of the 20package with at |east
one itemfroma starting point to a receiving point, which is characterized
inthat it contains a | ogical node, which is capable of sending controlling
information - to at |east two sensors of a sentinel indicating system and
that it furthernore contains at |east one reading unit for receiving data
from the serxbidiey tcsamsoplemedtionpf éfecinvetioartheodeniny imficdtbesysegnsti cs.

t i h terized in t t confrolling information is transmtted
Ezsae{nr ;ﬁég%‘ﬁ%’gﬁ%meﬂrtseﬁQ”F&fm‘%fﬁr?gpg'oﬁak/%m g%se'ﬁ?él? a[sﬁ’e control ling
i nf or mat i @@nirsuticaVey édt@ibdi@mﬁ)éélﬁﬁ@nbﬁorﬁiér%bﬂﬁﬁmﬁmb%%@ﬂr sumaeand. 30

The invention further includes, that |ogical node of a |logistics system
deci des abiBera0kRPiBCloirsHiIsyE ieMydaia nigastiFed By theLmenet meee addiienahe .
transm;ssisgRggdit to the receiving unit. Brief description of the draw ngs
SFig. 1 a schematic presentation of a preferred enbodi ment of a package
according to the invention; Fig. 2 a preferred enbodi mrent of a package with

a protectiy ?n@%%ﬂo@%e&%'tl% n%eﬁfbr@ﬁ%%fﬁ%ﬂ’%iy%ﬁ%dh%&orggf At &Q%s%cggﬁglp ackage

with means reglsterlngl ens an a co ing unit
with two geriorfer caBrolling the transponder, and a dedicated sensor portlon comprising

the sensor data.

10
According to an implementation of the invention, the transponder portion
comprises alert and sensor status data, and program instructions for relaying

communications between the reader and the sensor.

15  According to an embodiment of the invention, the power management module
periodically activates the monitoring component from a sleep or other low power

state to gather the sensor measurements.

The invention furthermore comprises a logistics system for a transport of the

20  package with at least one item from a starting point to a receiving point, which is
characterized in that it contains a logical node, which is capable of sending
controlling information - o at least two sensors of a sentinel indicating system and
that it furthermore contains at least one reading unit for receiving data from the
sentinel sensors.

25
A preferred embodiment of the logistics system is characterized in that the
controlling information is transmitted by a transponder.
Itis furthermore advantageous, that the controlling information is transmitted
according to a telecommunication standard.

30
The invention further includes, that logical node of a logistics system decides
about a selection of a data which is transmitted from the transmission unit to the

receiving unit.



Det ai | ed description of the preferred enbodi nents The invention can be
carried out in a huge nunber of inplenentations. 20lt is especially

advant ageous to inplenent a sentinel indicator systemwhich allows a

nmoni toring of influences on one or nore itens. The one or nore itens are
preferably packed in an appropriate packRage 10. The package can consist on
various nmaterials as wood, plastic, netals or conbinations 25there from It
is furthernore possible to inplenment a protective coating 100. Such a
package with a protective coating is represented in fig.2. In an especially
30advant ageous i npl enentation of the invention the protective coating 100
conprises_a.hoftom 110. . .7 To cal cul ate inpact factors derived from

neasur ed (ﬁ?ﬁeﬁ 3Pcflﬂé°§é)ﬁ§’3?gfa\f’ﬁ‘é’ssensors are connected to a conputation
means 40. The conputati on neans contains preferably a cal cul ati on neans for
calculating inpact factors - especially derived froma conpari son of
nmeasured data with a desired and/or allowed data -. Furthernore the

conput gt i ¢iy. AREhRalO %é%ﬁoﬁBféfﬂ:réghféﬂ'feﬁ%@}t'ﬁedtrﬂﬂa%ﬂé&%'0“ at | east
one storage nmeans. It is furthernore useful to integrate at”|east one power
managenment nodate@rdimaéo hevieyent@hagenent nodul e conprises in an advant ageous
i npl ementation a 10 power source and neans for regulating a power flow from
t he power source to the sensors and/or the transponder. It is esCecially
advant agebigs 2t @ prafpiredrembodiméndad & packagowith iaqmotdetier obatiagi on means 50 for
determ ning the position of the package, respectively the itemitens
15contained in the package. One suitable way for inplenenting a position
det er mb naFigB areatsanbdydosistimplanseargetion ofea patkaige Yithaas@ndlion gedstatinpal

navi gation satellite system 20G obal Navigation Satellite stem (GNSS) is
t he standard Pt erm for

Fig. 4 a combination of a sending unit with two sensors.

15
Detailed description of the preferred embodimenis

The invention can be carried out in a huge number of implementations.

20  Itis especially advantageous to implement a sentinel indicator system which

alfows a monitoring of influences on one or more items.

The one or more items are preferably packed in an appropriate package 10. The
package can consist on various materials as wood, plastic, metals or combinations

25 there from.
It is furthermore possible to implement a protective coating 100.
Such a package with a protective coating is represented in fig.2. In an especially

30 advantageous implementation of the invention the protective coating 100
comprises a bottom 110.



satellite navigation systens that provide autononous geo-spati al

positioning with gl obal coverage. A GNSS allows snall electronic receivers
to determine their location (longitude, latitude, and altitude) to within a
few netres using tine signals transmtted along a |ine of sight by radio
fromsatellites. Receivers on the ground 25with a fixed position can also
be used to calculate the precise tine as a reference for scientific
experinments. As of 2007, the United States NAVSTAR d obal Positioning
System (GPS) is the only fully operational GNSS. The Russian GLONASS is a
GNSS i n t H® ladatedmprctiapierndenivestfome daasufadl date pé thet semsorsTtee Eur opean

Uni on's I LLL o] I, next,.generation GNSS in the initial
depl oyrreff’é‘i’lehp1 (grgea?g?éh%%%@g) %ég{@%ép iﬁa@ﬁélo‘ ?ﬁefaw_utatgn'&p?@?%at ively it

i s possi bleentainsusrefaablgsi tdlanattmnseass fonpglcui@tihg impadtfadbisf-eegiciampt hods.

{r anapond P uHATRE B RBF e eREr e b et B b AP BLoRGOLSBWED Tlast one
modul es op&ahkngo@areceirpatdtonandirsDBiansiaeg in an\Wdvhnhangard, or a nobile
communi cation standard as Bl uetooth, GPRS, GSM or UMIS or capabl e of

per f or m ngMREMANEYHY L ieraliene Siqrage MeR@Susage of a Bl uetooth module, a GSM
nmodul e, GPRS or a UMIS nodul e is especially advantageous as it allows a
determ nation of the position as well as a transm ssion of a neasured
10dat a. THds {isthgemere usriuttpanicpinielat leasimsiorravariiaanaeamtdgesdubé. Theposi ti on
det er m naty j 1,6 Lt 1S .P i bl 0_conbi ne one
or nore dﬁ?@gp ?ﬁﬁ]gggg% ?@%H)d%tsd gﬁhrﬁé ﬂﬁ%ﬁ%%\i%ézggé@g 'ﬁ‘ﬁ%‘iﬂﬁa@?f‘a cont ai ner
cont al hi ngowhespack agd Mmegnsdontegutatiopa miwardioe fsendios powdhsowgesngoihe cont r ol

e.g. atm§g%rgéaéﬁﬂ%%§ﬁ®opgenperature, hum dity, pressure or shock. It

is furthernore ef'rrpl enent at | east one item deducting neans
in the package. The item deducti ng neans operates for registering the itens
in the pagkage and is capable of transmtting data about the registered
| tems to b HararoRscRyartgeals (o MR aAsIeso e ResKoB APtRNIAIPGN unit | s
an ant ennmeahs 60 fosdétairRBiRY e pobiion bhﬂma%lkﬁg@,-rek;!i'eétik}b@_tﬁéﬁénﬂ(]&erﬁsf

e itemns.

especi al Ig ad_vant,agneous to 1 nplenent separate receivers’into t
15 ontained in the package.

One suitable way for implementing a position determination means 50 is the usage
of a receiver according a global navigation satellite system.

20 Global Navigation Satellite System (GNSS) is the standard generic term for
satellite navigation systems that provide autonomous geo-spatial positioning with
global coverage. A GNSS allows small electronic receivers to determine their
location (longitude, latitude, and altitude) to within a few metres using time signals
transmitted along a line of sight by radio from satellites. Receivers on the ground

25  with a fixed position can also be used to calculate the precise time as a reference
for scientific experiments.

As of 2007, the United States NAVSTAR Global Positioning System (GPS) is the
only fully operational GNSS. The Russian GLONASS is a GNSS in the process of

30  being restored to full operation. The European Union's Galileo positioning system
is a next generation GNSS in the initial deployment phase, scheduled to be
operational in 2010,



30By a registration of the itens it is useful to register at |east the
nunber of itens contained in the package and to transmt this nunber to the
data processing unit. 9 In a preferred enbodi nent the package contains a
conmmuni cati on nodul e 80, which is connected to the data processing unit 40.
The communi cation nodule 80 is in a preferred enbodi nent a transponder. 5
This transponder allows a continuous transm ssion of data or alternatively
a transm ssion of data by occurrence of an event or after a certain period
of tine. For exanple it is possible, to operate the transponders in a
way, that Altlegativelisiriposdibedoasen positfon semgosy fenotictengedith diféeerso. Fig. 3

shows a si el il e of ver.al ,transponders 21. This occurs
e.g. aftern['% %@%ﬁﬁ%@%@é&é{%p@%@%tﬁedseg%r@ﬁagéhe 5&0%@%?%98% e 90 for
itens 20 alahependeeadingeautnatatraadérom t he respective transponders 21. These
i nformation 15could contain the neasured data as well as identification
information, e.g. to identify the itens and/or the package or packages.

The cogmumiis abssibleddek &t BAsi thid MRUNRY ¢herhd Rrdihd i BIRFIH Qrffard, a
i nformati ng 0 a receiver 61 or to a surveillance céntral 60 about an

i ncor por a Stendpide fis 2 tentile RopuRKRieRtasy stamdard asri3ivetonte SRS (BeMpackage or
Lhe It ens uapns aF bashdidlof perfdrhidd EatetPeorhfifihichlich CRITIRILE b ARY © 80 I

equi pped respective it cou send a text notification™o the surveillance
central 6Masule, @ @ﬁﬁm@@@ﬁvﬁﬁ’@l%@‘si%ﬁs megutens sspagialit advenfagesibbe t o

i nform an Q@i L .COl u r..and 25correct

transpor t el 35 a2 MRRRE BB bofiuGReh B 43R Ehs R B T A i e

al t er hat i detaenbodi nents are descri bed below relating to RF smart | abel s and
sensors, software and processes particularly for nonitoring and anal yzi ng
the transport influence of an item product. The described sensors and
30sensor sTheusage Hf thearandpbederidoaibine the GRINSHIABES of A paslp@duct is fresh and

that alert before it beco erished.
determi%a on w?tnsa transmnegsi n o} ata.

15 ltis possible to combine one or more different position determination means.

The package or a container containing the package may contain one or more
sensors. The sensors control e.g. atmospheric conditions, temperature, humidity,
pressure or shock.

20
it is furthermore advantageous to implement at least one item deducting means in
the package. The item deducting means operates for registering the items in the
package and is capable of transmitting data about the registered items to a data
processing unit.

25

An example of the item deduction unit is an antenna which is integrated into the
package. In this case it is especially advantageous to implement separate
receivers into the items.

30 By aregistration of the items it is useful to register at least the number of items
contained in the package and to transmit this number to the data processing unit.



10 tabl e containing the transport influence paraneters for the tagged
product, as may be previously provided or understood by an item producer.
The Sentinel Smart Mdule is a snmall nulti-purpose device that is designed
for 5use when shipping high value itens or itens where special care is
needed. Wth very small dinmensions - préferably a few centinetre, e.g. 1
centimetre to 20 centinmetre to each of its directions, it is designed to be
pl aced inside an itemto provide real-tinme data transfer of any conbination
of the followng information: 10-ltem tenperature data Shock and vi bration
dat a Li ghin darefesed sailabsinped the prekdge cintaied Meohandnicatimnanddlle 86 cont ent

tanper alents. i L ntal pressure data Designed for use

Wi {rﬁ eithg\{hﬁc}e{g@gp}ﬁ%ﬁ{jégg}e%\éapfée%gﬁﬁpaé"gﬁﬁg' batteries, 20 the device uses
a variety of ways to conmmunicate and pass data. Wth cellular, W-Fi,
Satellite9or RFID scans, the] %t.a.recei ved fromthe internal sensors can be
transni t t edCiCRMPRLICHGRMGIUIE PULR ifphATefaised puGPrdinteile ifalsraedsice is not
operational while on aircraft, three redundant detection nethods are used
to determine if the nodule is on a plane. 25 1.) The first nethod was using
an i nt er nanisdeasepndsgralionstaeqrdingpes Frarssiseinaof dafagpraltematively eni tted by

an aircr afr?ansWs‘sf&;n%frd%F‘%6¥ BEcutRne of'gﬁ é&@ﬁp&’aﬁepah%ﬁtgﬁ%erfbﬁ%f%np& fine

tuned to ensure relia ransponder detection.

For example it is possible, to operate the transponders in a way, that they transmit

10  data only if they are ordered to do so.

FFig. 3 shows a simultaneous surveillance of several transponders 21. This occurs
e.g. after a toading procedure of the package. A sensing device 90 for items 20
allows reading out data from the respective transponders 21, These information

15  could contain the measured data as well as identification information, e.g. to
identify the items and/or the package or packages.

The communication module 80 furthermore allows a transmission of information to
a receiver 61 or to a surveillance central 60 about an incorporation of items to a

20  package or about influences on the package or the items contained in it.

in the case, that the communication module 80 is equipped respectively it could
send a text notification to the surveillance central 60 or to the receiving means 61.
By this way it is possible to inform an original shipper about a correct number and

25 correct transport/storage conditions of items in a package.

Preferred and alternative embodiments are described below relating to RF smart
labels and sensors, software and processes particularly for monitoring and
analyzing the transport influence of an item product. The described sensors and

30 sensors act as "live” dates that tell consumers if a product is fresh and that alert
before items become perished.

The sensor monitors temperature, integrates it over time while referencing a data



a transponder signal was detected, the nodule would not send data and
30woul d wait until no signal was detected. 11 2.) The second net hod was
using an internal sensor to detect aircraft pressurization. If

pressuri zati on was detected, the nodul e would not send data until
depressurization occurs. 3.) The 400 c¥kles sound that is emtted from an

aircraft is detected and the nodule will not send data until the engines
are shut down. The nodul e collects data fromall on-board sensors such as
tenperature, GPS, vibration etc. and caches the information until it can be

sent saf eltgblgicantaiing the transpeddoivenat eararosteraier Hudtaged eraduict msedyon i s
received i, LS : : is then distributed

t hrough a bf? rrié\é'?ggg#ﬁ%&ﬁé&w@ﬁ?oﬁ%ﬁ%ﬁ%gggq '%ﬂgﬂ&%bg%}udi bl e siren contai ned
wi thin the nodul e can be manually activated to emit a | oud piercing sound

to enabl e . jndividuals t i.ckly logate.an itemin area that nay have
many packz;(‘!)1 gé_enﬁﬁgﬁﬁgagﬂgg@%%&ggmﬁ|m@%~8u%e£e§}cﬁglq§tds gﬁ?'ﬂﬁ%‘ﬁ forands or

15i t emsr eaispiveidnssHigpify ARBtvausd iYeris OVikelas Whers suiicar: ankkeapyi r onment al
conditions such as tenperature. Additionally, if the itemenvironment falls
outside of a predeterm ned tol erance, an audible alert on the itemcan be

i ni tiat ed vam{&y sk SineRBBhs ary#éfgfadlws féﬁ%ﬁéirﬁ@@re?é%g. dPeergf?ﬁéftté £thg 20The

invention inplenments the idea to inplenent various 1nhdividual sensors in/or

to a pack&g§Blinate toeadrotitrediecyens dris desigaet & be placed épmids &n depuppose or
use for the,dehsp ' ' ; ' 2 1 ndl Vi | shipnents
of a cust%mer. %%Pﬂ%%dé&ﬁgh%&?l{'éf%% @ﬂ%bgﬁ%@ﬁbbEﬁfGI%”%ﬁg‘Bré‘eaﬁgﬁtive

shi pnédt s-i s elgwrdeinabratyietdata he 25ability to nonitor numerous

envi ronnent al LtiLon ch tenperature, sensitive shipnments such as
phar maceuti cal ?hc%glﬁtabg \@6%{ no?%% and total itemvisibility can be provided.
The conbi rat i okighfdatagi tal sensing and a radio frequency (RF) for input and

out put Sound/decibel data
- Moisture/Humidity data
15 - ltem content tamper alerts

- GPS location
- Environmental pressure data

Designed for use with either rechargeable or non-rechargeable batteries,
20 the device uses a variety of ways to communicate and pass data. With
cellular, Wi-Fi, Satellite or RFID scans, the data received from the internal
sensors can be transmitted in real-time or on demand. To insure that the
device is not operational while on aircraft, three redundant detection
methods are used to determine if the module is on a plane.
25
1.) The first method was using an internal sensor that detects the transponder
signal that is emitted by an aircraft. With a range of up to 400 yards, the
sensor could be fine tuned to ensure reliable transponder detection. When
a transponder signal was detected, the module would not send data and
30  would wait until no signal was detected.



30 of sensing data makes possible a new class of sensors, including sensors
that nonitor and report the integrity of a product, (e.g. how well the
quality of the product has been maintained over tine). It is desired to
have a systemthat utilizes 12 RE technology for the conmmunication of
preci sion, tenperature-dependent shelf-tife and other time-dependent sensor
nmonitoring of item products. A sentinel indicator systemis provided in
accordance with the invention that 5includes a RFID transponder and a
sentinel sensor. The RFID transponder includes a RF integrated circuit
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reader to retrieve current status data corresponding to the status
determ ned by the determ ning nodule. The system further includes a power

nmanagesent. ) mHkeD cdRACSAId hat kenifed aspest aitdraft RegdiByeAtdnan, a nenory
nodul e contains data representi n? one or nore Er edefi ned

t enper at ute FOPRSHIN 1ok fend dpterunty therfginesise BEIedaWhi ng nodul e det er mi nes

the current status by applying the neasurenent data to the trend data from
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15  itern recipients to proactively provide item location and environmental conditions
such as temperature. Additionally, if the item environment falls outside of a
predetermined tolerance, an audible alert on the item can be initiated and/or the

shipper and/or the recipient can be notified.

20 The invention implements the idea to implement various individual sensors infor to
a package and to use these sensors together for a specific purpose or use for the

transportation industry and the use in the individual shipments of a customer.

The ability to locate high- value and sensitive shipments is essential. With the

25 ability to monitor numerous environmental conditions such as temperature,
sensitive shipments such as pharmaceuticals can be monitored and total item
visibility can be provided.

The combination of digital sensing and a radio frequency (RF) for input and output
30 of sensing data makes possible a new class of sensors, including sensors that
monitor and report the integrity of a product, {e.g. how well the quality of the

product has been maintained over time). It is desired to have a system that utilizes



13 According to another aspect, the status data includes a transport
influence log that tracks time at fractions of transport influence lost. In
a further aspect, a custody log tracks information relating to multiple
custody periods over an itemproduct's transport influence. To inprove the
described functions, it is especially atffantageous that the transponder

rel ates the data fronrthe sensors independently. 10This allows a choice of
services for a data transmi ssion. For exanple a custonmer can choose, if he
wants to nmonitor one or nore of the foll ow ng nmeasured data: position of
items, inftlutasdeolepy §Hdbk compfunination ob pracisipetemaetureridpesdent shielf-

at nospher GifOhnd BfeF tlfﬂ’épc%ﬁ#ﬁﬁgntt%%sblt r%a\stgn ft{y?n %ﬁ)%g ature of an item

wi thin the contal ner Iexr oi ce, i f drfferent
data should be transmtted fromthe transponder to a receiving unit. An

f t .e. th t dat a the i respectively
the 20paciadernpLiBiealel HeButis riftirEER dieRBiGpouli b dEroniSy nat he
t enper at uirchodest hRFID eansiondentnd barathditsedsorTThe Ftibavmsgbddeer ent

lities. of erv e/service levels, 25]t is advantageous, that a | ogical
23? eI o'f a g &,&ﬁs '%%Eaé?rf geitRosPlasowith an gefeswe; 6he§¢nmrrsprvmr8cm. s

transmitt echd érﬂinefrﬂ@réthﬁaﬂéﬂﬂ@@@ﬁw V\Odéteﬁmh%erh&ilﬂg rélides tirhd- dridy
advant ageous, that unit sends information to the transponder about a

desired s&§BReRBHKEWEPaNdRAt Measyremneiciata SoanthBliem integitikeensos anel ect i on of
the types daferf®cd 4 SulshtistARS A &6@911111%%#%%1‘?85% tHe WFiﬂ)?raﬁQ&%c% to

performthis selection at a web
10 permits a RFID reader to retneve current status data corresponding to the status

determined by the determining module.
The system further includes a power management module.

15 According to one aspect of the invention, a memory module contains data
representing one or more predefined temperature-dependent shelf-life trends. The
determining module determines the current status by applying the measurement
data to the trend data from the memory module.

20 According to another aspect, one or more memory media contain a RFID
transponder program portion for controlling the RFID transponder, and a dedicated
sensor data portion that contains the status data, or special commands for
retrieving the data, or a combination thereof. The data is directly accessible by a
RF reader without disturbing the sensor.

25
In a further aspect, the power management module periodically activates the
monitoring component from a sleep or other low power state to gather the sensor

measurements.

30 Inafurther aspect, a system for monitoring sentinel over multiple segments of
product supply chain includes multiple sentinel indicator systems configured for
transferring status data from at least a first indicator system to a second indicator
system.



14 Fig. 4 shows a schematic overview of a conbi nati on between a

transm ssion unit T and two sentinel sensors S. The transm ssion unit T and
the two sentinel sensors S are connected through a comunication link C. 5

Those skilled in the art understand, that a conbination of one transm ssion
unit with two sentinel sensors Sis onl¥ one exanple of a conbination

bet ween one or nore transm ssion units wth sentinel sensors. 10The

i nvention includes a various conbi nati on of sentinel sensors and

transm ssion units. For exanple it is possible, to conbine nore sensors of

a sanme type to obtain a two or three dinensional picture of a unit to be

measur ed, pRc8rdidPocRidt Kped EW&E%?J&@P}%@%@Qtaatfé.r%BoﬂfinfﬁfeﬁPg L{?# *&5? S
neasured. However, It Is especially advantageous to | nplement” difteérent
sensors t &ragks bneat frea ranspbrianfiliehéeioshtin ddudhersaspegt, atcesvelyddqr e,

hum dity i nf -adi af | 1t is furthermre adyant ageous, to
i npl enent ?rigcfg?ﬁdéﬁ%ns?n '? %%P}@#@g Ieu%%{%&y éﬁ{ioggglvie'(r)@\%nﬂ%mgo.méﬁ&&per ation

wi t h asdi tieesgont inperat i on conditions, e.g. with different operation
frequency e.g. UHF, HF. 25It is furthernore advantageous to inplenment nore
transm ssion units of the sanme kind to inprove reading quality or reading

vel oci ty. TumbraviaTthe B¢ AldORACRIT, BRSPSy aadyaBhadRonst ihk a reading of
data has bp be perf rne? qglck y and/or especially reliable. 30In such a
case it i aﬁ%ﬂ%ﬁ?&b@@% R dgiafemile sensRshBdaeerdentiyert ai n geonetry - e. g.
in the formof a net.
10  This gllows a choice of services for a data transmission. For example a customer
can choose, if he wants to monitor one or more of the following measured data:
position of items, influence of shock, influence of temperature, influence of
atmosphere or their impact on the item, e.g. the temperature of an itern within the
container.
15
This allows e.g. a flexible choice, if different data should be transmitted from the

transponder to a receiving unit.

An example for this is, that e.g. the position data of the item — respectively the
20  package are transmitted, whereas other properties, e.g. the temperature of the

item are not transmitted.
This allows different qualities of service/service levels.

25  Itis advantageous, that a logical note of a logistics system decides about a
selection of data which is transmitted from the transponder to the receiving unit.

It is advantageous, that unit sends information to the transponder about a desired
selection of a data.
30

A user is enabled to make the selection of the types of data to be transmitted.

Therefore the user is enabled to perform this selection at a webpage.



Especially are conprised: 15 several sentinel sensors of the sanme type
with one transnission unit; several different sentinel sensors with one
transm ssion unit T; several transm ssion units T with several sentinel
sensors as of the same 5type; several transm ssion units of the sane type
with several different sentinel sensors%éseveral different transm ssion
units with several different sentinel sensors S and 10several different
transm ssion units T with sentinel sensors S of the sane type. The
connection between the transm ssion unit and the sentinel sensors S can be
carried out in different ways, e.g. wireless or via a certain connector.

The 15conngets HhvR! £EBEMACCHN Y dF 3 &%Ei\ﬂ}@[ﬁ%t&@eﬁ @q}éﬁgﬁmﬁsrsggn @wr S€ as

wel | w rel €Ss connections as connecti on w _ east one . cour se
it is posdi@nckiwaseniingl sensoe §. Kiemignsohisgieo maitrlyandthedwoeentinedle or nore

{r ansm ssi g yaid 5oL othERee HERLI AR SERSOr SR ol n one enbodi ment of t he

i nventi on, connecti ng unit ripe. Aformation as a

stripeshas the advantage, that the sentinel indicator systemcan be
e useful to integrate a

i mpl enment in_the kage easi | It is of cour
!sgﬁt i nel ﬁﬁ‘&?%ﬁ%’ﬁ?d £ ‘i"}ﬁ’aeéSt%‘i}’ﬁ%trﬂ C%’Bﬁ'f‘?ﬁ?“ Qﬁﬁnwﬁ%ﬁﬁ'ﬁ%’ﬁf‘ Uglist em
with two sentinel sensors S is only one example of a combination between one or

more transmission units with sentine! sensors.

10 The invention includes a various combination of sentinel sensors and transmission

units.

For example it is possible, to combine more sensors of a same type to obtain a
two or three dimensional picture of a unit to be measured, e.g. to obtain a

15  graphical representation of temperatures measured.

However, it is especially advantageous to implement different sensors to allow a
measurement of a different data as e.g. temperature, humidity or influence of
radiation.

20
It is furthermore advantageous, to implement a different transmission units. This
allows e.g. an operation with a different operation conditions, e.g. with different
operation frequency e.g. UHF, HF.

25  Itis furthermore advantageous to implement more transmission units of the same
kind to improve reading quality or reading velocity. Such implementations are
especially advantageous if a reading of data has to be performed quickly and/or

especially reliable.

30 Insuch a case it is advantageous to give the transponders a certain geometry —

e.g. in the form of a net.

Especially are comprised:



Advant ageously neasurenents are carried out after a certain tine, or at a
certain 30event, e.g. by reaching a certain place, e.g. a carrier or a

war ehouse for storing the package. 16 However, it is also possible to
stinulate the sensors to carry out a neasurenent by a certain signal. Such
a signal can be emtted by a control untt*. 5 Especially advantageous pl aces
for carrying out a nmeasurenent and/or for stinmulating a neasurenent are a
clients warehouse, a freight termnal, a truck, a plane, a ship, a freight
f orwarder warehouse and a destination. 10The invention allows an

i nprovenent of the logistics systemfor a transport of a package froma

starting point V] 0] | 09l Sk i i S equipped in a
vey, that 1t cSHafRETERbERAR L he SR P BEB AN B B g

control I'i ng 4 nkeveraltdiberent *semtme! bemtrs mesemsnsmmfonaJrﬁtemi nel

15i ndi cati ng sgst em and t hat Ii er rmrai cont ai ns at ﬁie one readi ng
unit for recei vFYRPFHREHFHAR PHES I SRvpral SR sensorg/gﬁ §H"¢s can be
used tg transmypedata to the controlling unit. It is especially useful, to
utilize transm ssion units, which can al so be used for other purposes,
20such as a‘tr ﬁ@l‘éeﬁ@rfﬁ%?sm'ﬁ'@‘? spiteaf Bemansg Wee WEh ssverbidiffaserasentinetor ding to
RFI D transm ssigisosd.andards and/ or according to nobile communication
standards, as for exarrpl e blue tooth, GSM GPRS or UMIS or satellite
conmuni cati on &ev@ralatifierenpansmission units with several different sentinel sensors S

and

10 - several different transmission units T with sentinel sensors S of the same

type.

The connection between the transmission unit and the sentinel sensors S can be
carried out in different ways, e.g. wireless or via a certain connector. The
15  connecting element according to the invention includes of course as well wireless

connections as connection with at least one wire.

Of course it is possible, to utilize all kinds of geometry to connect one or more

transmission units T with the sentinel sensors S.

20
In one embodiment of the invention, the connecting unit C is formed as a stripe.
A formation as a stripe has the advantage, that the sentinel indicator system can
be implemented in the package easily.

25

It is of course useful to integrate a sentinel indicator system in a Shipment control

and management system.

Advantageously measurements are carried out after a certain time, or at a certain
30 event, e.g. by reaching a certain place, e.g. a carrier or a warehouse for storing
the package.



Li st of reference nunerals: 10Opackage/container 5 20itens 21transponder
30senti nel sensor 40conputation neans 50det erm nati on neans
1060surveil |l ance central 6lreceiver, receiving nmeans 70hum dity control
80comuni cati on nodul e 90sensi ng devi ce 15100protective coating 110bottom
of the package. dains 1. Method fol® nonitoring a package for storage
and/ or transport of at |east one 5item wherein data about properties of
the item and/ or about influences on the item

Howaever, it is also possible to stimulate the sensors o carry out a measurement

by a certain signal.
Such a signal can be emitted by a control unit.

Especially advantageous places for carrying out a measurement and/or for
stimutating a measurement are a clients warehouse, a freight terminal, a truck, a

plane, a ship, a freight forwarder warehouse and a destination.

10  The invention allows an improvement of the logistics system for a transport of a

package from a starting point to a receiving point.

The logistics system is equipped in a way, that it contains a logical node, which is
capable of sending controlling information — to at least two sensors of a sentinel
15  indicating system and that it furthermore contains at least one reading unit for

receiving data from the sentinel sensors.

Various units can be used to transmit data to the controlling unit. It is especially
useful, to utilize transmission units, which can also be used for other purposes,

20  such as a transponder.

Preferred communication standards are according to RFID transmission standards
and/or according to mobile communication standards, as for example blue tooth,
GSM, GPRS or UMTS or satellite communication standards.

25



are neasured, characterized in, that at |east two sensors are equipped in a
way enabling themfor neasuring the data, wherein a transm ssion unit
receives the data of the at |east two sensors and 1Owherein the

transm ssion unit executes a decision about a selection of data transmtted
to a receiving unit. 2. The nethod attording to claim1, characterized
in, 15that the transm ssion unit relates the data fromthe sensors

i ndependently. 3. The nmethod according to claiml1l or claim?2, characterized
in, that the transmission unit is a RFID transponder. 20 4. The net hod
according to any of the clainms 1-3, characterized in, that the transm ssion
uni t oper@kﬁgfﬁgggﬁgéﬂgnﬁﬁmg,nDblle communi cation standard. 255. The net hod
according any of the clains 1-4, characterized in, that a |ogical node of a
| ogi stics system deci des about a sel ection of data which is transmtted
fromthe qbansn155| kgg%%oﬁ%wwﬁe receiving unit. 306. The nethod according
to any of the previ'ous

5 20 items
21 transponder
30 sentinel sensor
40 computation means
50 determination means
10 60 surveillance central
61 receiver, receiving means
70 humidity control
80 communication module
90 sensing device
15 100 protective coating

110 bottom of the package.
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CLAIMS

Method for monitoring a package (10) for storage and/or transport of at least
one item (20), wherein data about properties of the item (20) and/or about
influences on the item (20) are measured,

wherein at least two sensors (S, 30) are equipped in a way enabling them for
measuring the data, wherein a transmission unit (T) receives the data of the at
least two sensors (S, 30) and wherein the transmission unit (T) executes a
decision taken by a logical node of a logistics system for transport of at least
said package (10) about a selection of data transmitted to a receiving unit (61),
wherein a control unit sends information to the transmission unit (T) about a
desired selection of data and wherein a user is enabled to make the selection of

the types of data to be transmitted.

The method according to claim 1,
characterized in,
that the transmission unit (T) relates the data from the sensors (S, 30)

independently.

The method according to claim 1 or claim 2,

characterized in,

that the transmission unit (T) is a RFID transponder (21).

The method according to any of the claims 1-3,
characterized in,
that the transmission unit (T) operates according to a mobile communication

standard.

The method according to any of the previous claims,
characterized in,
that at least one of the sensors (S, 30) is equipped in a way, that it is capable of

detecting an influence of parameters which require a change of the
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transmission of data.

The method according to any of the previous claims,
characterized in,
that the user is enabled to perform this selection of the types of data at a

webpage.

A sentinel indicator system for monitoring a package (10) for storage and/or

transport of at least one item (20), comprising:

- atransponder (21) including an integrated circuit coupled with an antenna;

- at least two sentinel sensors (S, 30) capable of monitoring at least one
physical property of the item (20);

- amemory module containing data representing one or more predefined
temperature-dependent shelf-life trends;

- adetermining module (50) for receiving time- and temperature-dependent
measurement data from the sentinel sensors (S, 30) and determining a
current status by applying the measurement data to the trend data from the
memory module;

- acommunication interface to the transmission unit (T) permitting a reading
unit to retrieve current status data corresponding to the status determined
by the determining module (50);

- alogical node for taking a decision about a selection of data which is
transmitted from the transmission unit (T) to a receiving unit (61); and

- apower management module,

wherein the transmission unit (T) comprises alert and sensor status data for a

selection desired and made by a user and program instructions for relaying

communications between the transmission unit (T) and the sensor (S, 30).

The system of claim 7, further comprising one or more additional sentinel
sensors (30) also communicatively coupled with said transponder (21)

permitting the same or a different reader, or both, to retrieve item data
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10.

11.

12.

13.

14.

15.

20

measured by the one or more additional sensors (30).

The system of claim 7 or 8, wherein the memory comprises a transponder
portion for controlling the transponder (21), and a dedicated sensor portion

comprising the sensor data.

The system of claim 9, wherein the transponder portion comprises alert and
sensor status data, and program instructions for relaying communications

between the reader and the sensor (S, 30).

The system of any of the claims 7 to 10, wherein the monitoring module
compares the status data to one ore more predetermined trends, and provides

an alert when at least one impact data has reached a critical value.

The system of any of the claims 7 to 11, further comprising one or more
additional item integrity sensors also communicatively coupled with said
transponder (21) permitting the same or a different reader, or both, to retrieve

item data measured by the one or more additional sensors.

The system of any of the claims 7 to 12, wherein the memory module comprises
a transponder portion for controlling the transponder (21), and a dedicated

sensor portion comprising the sensor data.

The system of any of the claims 7 to 13, wherein the transponder portion
comprises alert and sensor status data, and program instructions for relaying

communications between the reader and the sensor (S, 30).

The system of any of the claims 7 to 14, wherein the power management
module periodically activates the monitoring component from a sleep or other

low power state to gather the sensor measurements.
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System comprising:

a sentinel indicator system according to any of claims 7 to 15; and

a logical node, which is capable of sending controlling information to at least
two sensors (S, 30) of the sentinel indicator system and that it furthermore
contains at least one reading unit for receiving data from the sentinel sensors
(S, 30).

System according to claim 16,
characterized in,

that the controlling information is transmitted by a transponder (21).

System according to claim 16 or 17,
characterized in,
that the controlling information is transmitted according to a telecommunication

standard.





