WD 2007/ 149315 PCT/ US2007/ 014041 METHODS AND SYSTEMS
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11/ 453,868, filed on June 16, 2006, the contents of

whi ch are incorporated herein by reference. TECHN CAL

FI ELD [ 001] The present invention generally relates to
systens and nethods for tracking itens. Mire
particularly, the present invention relates to systens
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bei ng placed in a storage facility, -1
transportation and custodial handoffs.
[004) Bar codes are one way organizations keep track of items. A retailer,
for example, may use bar codes on items in its inventory. For example, items to be
- sold in a retailer's store may each have a different bar code on it. In order to keep
track of inventory, the retailer typically scans the bar code on each item. |n
addition, when an item is sold to a consumer, the bar code for that item is scanned.
[005] Similarly, a package delivery provider may utilize bar codes by
associating a bar code with packages to be delivered to a recipient. For example,
a package may have a bar code corresponding to a tracking number for that
package. Each time the package goes through a checkpoint (e.g., the courier
taking initial control of the package, the package being placed in a storage facility,
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WD 2007/ 149315 PCT/ US2007/ 014041 the package being
delivered to the recipient, etc.), the package's bar
weowe/148y5 be scanned. Bar codes, however, havRCT/li§2007/014041

di sadvant age that personnel nust nmanually scan each

bar code on each itemin order to effectively track

the itens. [006] Radio-frequency identification (RFID)
tags are an inprovenent over typical bar codes. RFID
tags do not require manual scanning that is required
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surrounding the item being tracked. SUMVARY
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acon device may coO an area that
contains nultiple itens including the first item

Furthernore, the systema d for tracking itens

may periodically transmt wgat a to a dat abase.

The[@ﬁ!ﬂs %or@éténﬂ%h@nb@@m‘éﬁtt bethé prédemt inieritionca system and
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evice. -2 WO 2007/ 149315 PCT/ US2007/ 014041

item tracking device and a beacon device when the ifem tracking device is within a
predetermined range of the beacon device. The item tracking device may
correspond to a first item, and the beacon device may correspond to an area that
contains multiple items including the first item. Furthermore, the system and
method for tracking items may periodically transmit sensor data to a database.
The sensor data may be transmitted to the database from the beacon device to
provide information about an environment of a group of items from the multiple

items within the predetermined range of the beacon device.



BRI EF DESCRI PTI ON OF THE DRAW NGS [010] The

acconpanyi ng drawi ngs, which are incorporated in and
weonstius e a part of this disclosure, illustrecBUS2007/014041

vari ous enbodi nents and aspects of the present

invention. In the drawings: [011]] Fig. 1 is a block

di agram of an exenplary itemtracking system

consi stent with an enbodi nent of the present

invention; [012] Fig. 2 is a block diagramof an

exenpl ary tr@kiﬁmoeemerpmmm EHE DRIAWINGS

enbodi of the rese i.nvent 013] Fi S
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congistent with; amemt{dﬁllrﬁ]ant:ogthe?pmlsemwmeetrphar y search

w il Bl ARBWERafict i} SXitnbln pikibed fof BESag EfSensor
datahfinY BTlddAtekiOB&ded bensel hetwionk) coasistdrtdvittean einpbodiment of the

refers to t he acconpanying draw ngs. \Werever
pre§g§g|rme@ ioPhe same reference nunbers are used in the

dr apg 159 FRf1 G ishen Eﬁéh@mvr\zgrasﬁ@él Oﬁéﬂﬁtdrfadeetﬁlebldyﬂwg bénsor data

sane or simlar parts several exenp
retgereliniasponaado Peraayest fasrsenger data rﬁqf‘é!?t%fr“ew'){h an embodiment

oft‘i"@%b@ﬁfj nvBRfishn, nodifications, adaptations and
[ II enentations are possi bi e, Wthout departing
f r ofmﬂie Figpi6 Iaamﬁdem gsaphisal userdntarface fogsearching for
FeTolcli s
s 5, ot Wil iAo PP RS k@A %ana
dr a[,G 173s Figtishines exenyplanysessch oesulticstitiensrarab performed in Fig.

6. gDV A TP s BT bt kol BRRARERYS 1™

fol |l owi ng detalled descri pti on does not I|mt the

i nvention. |nstead, r the invention
is defined by the a l: &?'Q 1Sk

[018] The following detailed description refers to the accompanying

drawings. Wherever possible, the same reference numbers are used in the
drawings and the following description to refer to the same or similar parts. While
several exemplary embodiments and features of the invention are described
herein, modifications, adaptations and other implementations are possible, without
departing from the spirit and scope of the invention. For example, substitutions,
additions or modifications may be made to the components illustrated in the
drawings, and the exemplary methods described herein may be modified by
substituting, reordering or adding steps to the disclosed methods. Accordingly, the
following detailed description does not limit the invention. Instead, the proper

scope of the invention is defined by the appended claims.
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WO 2007/ 149315 PCT/ US2007/ 014041 Overview [019]
Systens and net hods consistent with the present
wo pwentddeh | ower the cost of itemtracking, aRCTHMEE100A614041
enabl e sensor data to be shared in order to build a
strong i nformati on web surrounding the item being
tracked. For exanple, sensor data is integrated with
surroundi ng sensors and/or data sources to drive
rul e-based |ogic based on rel ationshi ps between
Oovépiiewr s and associ ated sensor data Thi s enables
context-hased rule-sets to replace the need

conlI{li syaterps 206 mgthads ‘ER'T%?%”EW&httBe kﬂﬁ??%ﬂtrfﬂ\f?lm'on lower the
cos%t'd?ht]aerm 'tr@lfchn'@fa”sQ/VeIIj§§ ehbBidserdt? ddt8 M bRl sHarkaas beder to build a

Leveragi ng the surrounding environment (e.g.
stroRg ﬂﬁogﬁﬂg@ﬁ web surreunging the dersbeingdrardedk | fer example, sensor

da‘?g%?ﬁ‘%@ ang PR Wikth ng’rB%Jﬁbﬁ\g é?{gg%s Eﬁ hatd oG fooé‘rlvffule-based

drives or each 1 nstance
Iog'dabasad: quirelatmshnpsrbetvween seasors ahdrdsgotiated Senserdata. This

en%ﬁ\ &%&Se%rdm?eg"sgg ﬁ% J%E;?Jﬁ%ndth%cﬁé’&? &t Aoq{vgﬁFlgHm?éckmg

eratur
solubons aod tbdmaldi mucbfnchebmfbdnatpn descrablpg ¢heliterrobeing tracked.
[ tem,architecture

- rai oad. Sys 21] By, way of. a
nontdadi’ T LayStaaig e S ERbMEenaphinett (Y. higBsensor data
froﬁﬂdfhd% SBRBOL td@@s&rme/\ﬂMeCéh\lld“mﬁ%athrrﬂlelti@M itemish %mbees duplication
of the resent nventi on e . |l enment ed. e .. L.
of Gapibes 2B ASIRBIRS: HAWBToY PaRRUPBRG0 of darbrCquialioaq This i
pahi%uléﬂiyaﬁ'ué %ﬁﬁ%@% WREretiheesensdrr idaita Asharedt o84 BEFge number
arrangenents of conponents are possib

e
of temsi Situn o AU NeBmREGIUTEH 4 FRIRt PHlecating of a building, or

ap?&ﬂF@BFQtrﬁerlfroaﬁl G 1 may be inplenented through
hardware, software, and/or firmvare. Network

System arghitaetureno may i ncl ude | tem tracki ng devices

L2 S AR AR, g

enNmprwoeht 106 urpwbwmthe m@mwmlamt ponsplestafdbe prasent invention may
e | t.

be@iﬂe%é %8% ,l,g ?\He é[} ar e &é)ﬁ%‘ﬁ@ hvn%W:'n Plp q§8 is J'lgp limited to

whaéts/\shdwram\dmtbenpanatlwwmdbemmabar oﬂ malhgemeats of components

ard e, F4R R iy TGSt BE MR, 2Hb B onents of
FiGet m%seﬁmtéméntw tHfough hetdmﬂes soﬁswéa%?ﬁi/aeﬁmwhae. Network

en\gmprapﬂgﬁ rks net H(S’ 'e&%ggﬁo ﬁ%r? ebesaico%rdevices

1om§11\mrnk nbaﬁolrkavomradmigea@meed oBhBAUWNeAtsM 18a-2HOA.
net wo al area network LAN), an intrane

an d[Qﬁzlt tY"ﬁ"( kel ﬂ@tp"OYﬂGPF‘ [FOMMuRicatigns |b@t‘@§e'61th‘h <¥?(AB‘|‘$< entities
de?i%géd PIRENork @AviFBM et 980N a¢éSbrk A 0B4hRY Beta BREHAY, Ktiblic, or

private’netwo.rk and encompass a wide area or local area. Network 106 may be
implemented through any suitable combination of wired and/or wireless
communication networks (including Wi-Fi networks, GSM/GPRS networks, TDMA
networks, CDMA networks, Bluetooth networks, or any other wireless networks) By
way of example, network 106 may be implemented through a wide area network
(WAN), local area network (LAN), an intranet and/or the Internet. Further, the
entities of network environment 100 may be connected to multiple networks 106,
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-4 WD 2007/ 149315 PCT/ US2007/ 014041 such as, for
exanple, to a wireless carrier network, a private data
woedrosds1and the public Internet. [023] |tem PCHUKRIONT014041
devi ces 102a-102n may be devices for use in tracking
various itens, and they may be attached to or included
inthe itens that are to be tracked. For exanple, an
itemtracking device 102a may be attached to or
encl osed in a package that is being sent to a
sudreas [foeekanpiedoa diaklesasrgarsier networkpalprivate Battenetwork and the

L—‘rxplr%?s nc., ("FedEx"). Alternatively, an item
PURlICIORETRE  devi ce 102a may be attached to or encl osed

i nt @2;3‘]’ nttéwﬁ‘écl?ﬁb d:ldwidsm/(ﬂdﬂ-ﬂ OZnhRay gedﬁwoiﬁ ot Use métrackmg
retail er e aforenentioned itens xe
varigip itmr ARQ they Maydhe fErahed 1Pk inciided [fbtén% itoths ?le%frﬁre to be
traélfe%ﬁ KEBPeLSMble éﬂ?&nﬁ?é/ckﬁé)ﬂéwbefWZ%'aWb@éﬁQ&hé’d fslor '

an item tracking nber for a correésponding
en¢loetmi mra@aqkagetthatns.h@n@ gepbio augcipipat asingiadelivery service such

as eﬁg I IO R O8N AT AdrRGH& ﬁ'ftra@ﬂn lf¥ice 102a
{lgg ma? S0 S ?e in R

deV|ce ornati o
manyrtm auaq:rwmi tf ooehelosed émat ccmtanneg hotding inventarydveing delivered to

ar ﬁa %O anﬁg félg ﬁ'néma%r%oa ft(%\\%%r@%ﬁglgh{ Qh{f rﬁaa)%éfﬁ?mse any

delb@rablepsietiengs.i t em tracki ng device 102 is placed
i nsjde..a vehic [ tora ac t.hat i ncludes
ool At tharking P bR 0dtey A DRimidl s 8o fated with
an ?t&ﬁH frackih rhﬁﬁﬁ@l?fog%\/d:@@eém}hcﬁﬁ@&ent hfihe titeen trtaekmg number may
rac evi ce is W rOX|mtyt
be [ LK Dacking UTMBoT6F SEUB ARG POMERE. An e tragking device
1028 ) élsﬁrst&é)ifn?&%aﬂcﬁfiIn|d||dat|ve|dedIhéiaitér@lrtréicﬂ‘f h@eelizes and/or
an associ ati on between the beacon device 104 and item

beage Heviges whicl ate suprgptly Mdthima aive pEPXIRity. Fars<ample, when an
iterlfggiﬁli %dCCﬁ'Le o dg TBFetraking G%vlc%emi [AkESY ikkidé GEvehicle or

t he on device 104, or the tracking center
stotage fqaﬂzs]thahngh@e@rmbaamﬂevm 104 the itgpx iragkingvdevice 102

anc}}%? tﬁ@%egg?ﬁ WIS m%@a gﬁ%@stH%{ He ? mapldK ﬁ%ﬂgyﬁﬁﬁgﬁ is within a

condi'ti ons suc ocat | on, enper
prdxmn&y thatohdicatespthes she eorrbspoddmg itegass hewdh theivehiabewor storage
tions

facty FriafTatod refitaline 75 akragolay peb S0 i poRton deyige 104 and
|te|¢ﬂ$écld@g Ueelctehﬂl2 dmstheatbeieﬁoeedi irs e rhemiovy (apatedibibone or more of

thes 8 tarking,ARYice 102 ahe BopEon davib 164, Srinetadkig Beftér 108

i nf {UZB}t llﬁanbcérﬁbﬁa?ﬁérﬁcbhﬁ@n@ gracRingldisioe aoaehzwbb capable of
106 nown w rel ess conmuni (fatl on

masBsASy of Aatefind SORIy MPLAMGIRIS SHORIBs eGatoTs semggrature, light
Ievf—:‘l rrﬁétu@r?rkﬂ'ekg@ré 'ﬁﬁﬁﬁlﬂﬁ?'éﬁb feQeh MABDYi8869% dtodthee

envnronmental conldlrglons Alternatively, item tracking device 102 may be a low
cost device that does not detect such environmental conditions.

[026] An item tracking device 102 may also have the ability to directly
transmit and receive information to/from tracking center 108 via network 106 (e.g.,
using known wireless communications means). Afternatively. item tracking device
102 may first send the information to a nearby beacon device 104, which, in turn,
would next transmit the information to tracking center 108. For example, item

tracking devices 102 may be implemented using sensor devices such as wireless
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woul d next transmt the information to tracking center
108. For exanple, item tracking devices 102 nay be
w0 pp7eesns ed usi ng sensor devi ces such as W r eP€EES2087/014041
WD 2007/ 149315 PCT/ US2007/ 014041 sensors avail able
from Crossbow Technol ogy. One of ordinary skill in the
art will appreciate that alternative sensor devices
may be used. [027] Beacon devi ces 104a-104n are
devi ces capabl e of wirelessly comunicating both to
S o 1807 o Gty S e art wil
appreciataitbat altevinativesgasor devices nrwbeasedBeacon devi ces
104 4 be..J: [ ' S ;
dei o727y BEEREnAfeUICREs Blic DAR UL GES EIpaB LY wi<iEssly
commynurtcatiry bothato ieweradiirag davidesi1@2sand tragkingsienter108. In

ith th Ai r.pl dtot [ A
acfibh 0, AL AL 3635 5355 058 BBt n oner
beﬁd@i’h Hbom?blél)Bea&Icﬁ'_r @?ﬁc&éﬁ@bﬁbﬁiﬁﬁm mg)bdﬁ?)catetdtbﬂ’cmﬁous sites along
Vi ces ssqQci a Wi t . '
thes QoY malineT S 1O SABMA e CRS AVRBLY Foiners smay have
be8&o® BavRBsINY §85oclaredakith Bdrid. RigIPhés Msed @@ Fankpoarntems may
enbodi nent, a beacon device 104 nmay i nclude a sensor

alserhave hRacaln 88vises JdersocH1gd it ctianally. Sigsage facilties

maShas BEL&HN dEOREI Ri4ESsodiataBlwith Bieth, WS bPBrdinary skill in the
pressure, humdity | evel , airflow, vibrations, or

artovill @ppregiate tiatdhess Eg;ﬁanﬁ obheacap devices 14 gre gnly exemplary.
beamd%?h% éﬁl’)oa%%ﬂ\ﬂ‘él ohigdviee 18818 indRG@€ @sensor that

device may periodically report detected sensor ]
mebsiuges or detext& iong wanoeg canditions snebasrrcation, temperature, light

. el . . .

eSO B oL AR T R, iR, TR TAns [ghickhef

engiggmngrh@ cordmatdr?t _Altm'natiyaaelgzi arbpfaic?grdetwie&:kiaygmieintluds such a
I N cer | I OXI

ey "bimedh dniices Lo BaY rrosiraly B (SEERL Y data o

tragkitgl deréy 108 Vil KetWork IIB @04 ¢ aking ek witedd secomhaurdcations

are any itemtracking devices 102 within a
ME&ANSdet er mi ned di stance of the beacon sensor 104a by

| i s{ePoIN beacsh @edlce 100 May e operiblé ta Pleridgdiotly idetsrmine

102. Such a signal may be a wirel ess  signal . ..
whedherdhieearrg anydiem Jacking eayiseeid? i AFedtaln proxagty of the
behBoh RepsBPA0S! Fdriek@mplack ibeaceR \senSol 984a e568l iRdiHE a delivery

periodically declares "I amhere." One of ordinary.

truskirmay prripgdisally chapk whedher beraace enpyitesn askipg drxjsese?02 within
2 S8l HGE ARG LTI BhalSh SEhAGE1Hc) SBmig s o
tha Henpiradking deivinas t02t uch & signai mayhep |v@rqlgs%§n§Lperiodically
sehpgﬁt b)tz GMitem tracking device 102. In this manner, item tracking device 102
essentially periodically declares “l am here.” One of ordinary skill in the art will
appreciate that a beacon device 104 may use other ways of detecting the item
tracking devices 102 within the predetermined distance.

[030] The predetermined distance in this example is set so that item
tracking devices 102 that are within the distance are presumed to be inside or very
nearby the truck. Item tracking devices 102 outside of the distance are considered
outside of the truck. When a beacon device 104 determines that an item tracking

device 102 is within its range, it may store information indicative of an association
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tracki ng devices 102 that are wthin the distance are
presuned to be inside or very nearby the truck. Item
W e@chi93gs devi ces 102 outside of the di stance BCEUS2007/014041

consi dered outside of the truck. Wen a beacon device
104 determnes that an itemtracking device 102 is
wthinits range, it may store information indicative

of an association -6 WD 2007/149315 PCT/ US2007/ 014041
between the two devices. Association information, for

be@é%mhé, twitBilevités.UAS sd6iation ifdmatigh Clir e@xahisé, may mclude data
eacon dewces% t‘%ﬁ’ﬁ' ecific identification nunb :

thad rieals (04! § Bearon tanc SEdRRaIaidea Gy Number

coﬁ@@ﬁ‘dr‘fdscto' AL Nbi !ré@hhg@e@w@@( 102\ eciRAaeAtifatigFEnlfMber. The

al so perlodlca send such association information to
beagardeyige m@haﬁo Rerpdiraliyeenhpuch gsse@ation ifegpation to tracking

cerﬁ@}’ﬁ@@ v]é)ﬁefW(y PRSE @gC%elaY:oﬁed& dd REKTRSY péﬁ&tﬁ%éll)lgénd tracking

ormation In |cat|v of each its current
centes 4 08 anfoomatiantindicative of eack ioff ifs duviend @ssociptions withdtem

o5 LB, 92, oA F DRSS oLUBE, 1 BURTASERIRS tom
trad:lhag $lle®rroedS| nd loniget Mathin ite sa g tit atayb.qmaje toe stared iofprmation

resiint s Bebieh e S pA e G iite Seheck Rl o BEPEU R Tpe devices
are\he !Ibrﬁgéim@maﬂ@d’ with eddHlethne FHos efxernplé,evsrhén a{:kea@n device

ev ces W thi ran th
1085 £harks e raching Gedtesaans &y fatg.Jhard Ay beagdem
traEth |dév&,%t 1029 tHANVERS gréN’@Jnsly Within Rerfeobutis\Hictainyddager. When
local Iy stores and su reports its curre

sequent nt
thaj begepadeyice 1942 locally & f@érﬁf@/ sylpsequently 1gpPERts Current
as%&’l‘?drﬁst {0ORadkihg %@ﬁiéroﬂ)fp Rhé %U%ht asboatidm fﬁfohhSﬁ@)n no longer

tracking device 102a is currently associated w
shows ¢t item itiaskinoodevice 092 iFcaeienty a@éﬁ@l@teqwh beacon device
yovides a platformfor tracking itenms being
delivered to a recipient. Tracking center 108 may be
i rrp[(b'iﬂéntTealcknsg sgnter thpravidesoa platfora thwdracking items being

o HIIE RIS, H IR CegBDp B B RO o o

arious
combatétlamgofdeafdwe,lﬁiﬂmm’ and/drefacovardeandesay 0é. ofarable to
acon

ce 10 eri,odi cal |
reCEi R RN stdtereoot st bRG Po i e Fadiing SRvigks i anaor
bed®®$ déelgeQH Olletleﬁﬂ@kbr’gblel etresudrigavice 113Qéama§mhlodlcally send
sensor dat i ncl ude Location, ature [
trapgng cenil 1 oent O delp e ReiaEPIaiGas AreRiad griditesied by
bedédt abliRBSI04. SLIBRsen8BY AR mBNtAtIUES ISidtioN) Semperature, light
Tracking center 108 nmay al so be operable to receive

levgh dnatiey, é"’PﬁF‘é"ﬁ?&"M’T@ﬁ'W RAclevel @ifpwa yisations, s other
onffoSnendl HRAROI? rkck D SHHE/108 FyeR0Tia a1 recoie
and sienei :ng)rmatlon mducatnve of associations (e.g., devices 102 in the truck are
associated with beacon device 104a) between beacon devices 104, item tracking
devices 102, and user tracking devices 112. For example, a beacon device 104a
that is resident in a delivery truck may send tracking center 108 information that
identifies item tracking devices 102 in the truck.

[032] Tracking center 108 is also operable to respond to requests for
sensor data. For example, a customer may use a client 110 to enter a request for

sensor data stored at tracking center 108. The request may include one or more
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devi ces 102, and user tracking devices 112. For

exanpl e, a beacon device 104a that is resident in a
waoeledoraersys truck may send tracking center 108 PCT/US2007/014041

information that identifies itemtracking devices 102

in the truck. [032] Tracking center 108 is al so

operable to respond to requests for sensor data. For

exanpl e, a custoner nmay use a client 110 to enter a

request for sensor data stored at tracking center

tng%@%n ahRAEERS WHIGY cAR Bl PiEfifd tHBFequesfed\€ensor data.
007 9315 PCT/ US2007/ 014041 tri ggeri ng, parangters

EXWP@WGHQQ%DQJQQEP’P@W feRY inclydeasensgr dantiFation gumber, item
traggggﬁ@ye# id RN mPBaFATRL, §ight ra%l Imﬁhm9 Bres80fIgas level,

. Ification number, 1tem’ tracking
airflowavibationse gt r Aceerdingly gy Mad\ﬁélexalmmiﬁdatcystomer may request

ter&é 2 rl%ireemleg%{)énqgﬁds'w?lﬂhq l:é?ﬁfélnvﬁahéétdf(y‘épe&ﬁ&Iocatlon The

ust omer may request
dlstanqwiranume smfur I@natlos lwthdwtngmrmgrpaiametahlg@hef case.

Th
" beliadin WBES atRina iief 4O PEFbR A ehUBAE RS Sellsbr data from
clie{rﬁ3|3|]0 thurtg catenq08anay seafith a databeese residentext trafcking center

| i ent ter 108
108 BpcELityNe BabaRededEer dee. IO L RPRE Lo g ensgy data may
be Mana§édIbR obbA. rmmhqﬂesa ageessiid manageﬂ pthedcliet dd9sand/or the
to the sensor data ma

U RO eRc Buae LRGN DETe Seneht OaieSmas available to

the BfentCUY S@br WRRIEGstoRRst. LR RIiIH RedE instdffloPSéarching a
sensor data is made available to the client 110

datahaserfor BensersdaiRe trackingaanter 498 Mmavrequest sgasey data directly
froﬁ*?ﬁfec;glé‘&brﬁ itePR ARG d&Vices ﬁ‘éQ ran%rabeéécﬁpﬁéﬂge§ qohper

may request sensor data directly fromthe
r eI 343t Traeking cepkemtO& maycalso ruovided/nsiated apgfer new

progfébﬁﬁﬁ‘\g]fgﬁit Lrpt?r‘éq:k é%(v'id& ‘Fﬁ'ﬁ%acl:%dé@éfe?ﬁ?@, rr?nd user tracking

e upda PHGTERdI B New: prdgramm n
devicesKiir2g Emgransmﬂ:@Zfortmmqﬂedmaycsmac]theanahmmn which a

tracki i ng devi ces ra I

de\élﬁg aqr? @ngHmnjt?lﬁcwd @cﬁnsanma%%bgg% éfatﬁg aforéMéntioned
devides mayrbetaieredfdr exaniple Ay gtonimg meyv of ntdudified instructions in a
R IR TGS VA IEIRY 16 CRR I A
be(riade HnoiaYily RCE! attied diseretictSORS pragradievieeror in response to a

Progranmm ng changes may be nade arbitraril és %f a‘
detewéefa P§BF’E'PPorFfoeX§%‘P'SQF'éHP@$§ a&eaq?nr%%\ﬁ%%é psletects a
terﬂsé.eéiaﬁéiasm blde?Hin Vel e YRGH Beabti RIRYRc BHRAFSHLIts the

device 104a detects a rature above a certain .
tempegaturefevgl tnctiaelring é@ﬂ&%’%a”"} %'ﬁémt%’ 3lgg may be tnggered to bring

this m%ﬁﬂgﬁ %o 'tﬁé’ %heﬁﬁoﬁ 'b?g:@t)r | nrﬁ# %%gbclégﬁi wiR tAcking Sénter 108.

ere his i nformation 0]
Tradkéngceotari tﬂﬁ <u1i ttp'er m&lleratbgwpatammm pf beaewn Agvice 104a to

ch&&l(‘h?é te]nqgerature more frequently. One of ordinary skill in the art will
appreciate that other parameters can be used as the basis for altering
programming.

[035] Clients 110a-110n provide users with an interface to network 106. By
way of example, clients 110a-110n may be implemented using any device capable
of accessing a data network, such as a general purpose computer or personal
computer equipped with a modem or other network interface. Clients 110a-110n
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Tracking center 108, in turn, may alter the
progranmm ng of beacon device 104a to check the
wao esoprssture nore frequently. One of ordinary BKI/UE200T1014041
the art will appreciate that other paraneters can be
used as the basis for altering programmng. [035]
Cients 11 Ga-1 1 On provide users with an interface
to network 106. By way of exanple, clients 11 Ca-11
On may be inpl enmented using any devi ce capable of
magcASs senmpaerdveheemet othiek desites, asdaag anBlagkbptrry Phergo Audrey™,

ol e B 15 g2 Thuk i 4 a2 B AgTRISA GBoAr witn
a n%%%n‘klé’&ﬁile%nBﬁT lerﬁaeaﬁan;lfbﬂéﬂ.enw @Ihér@ng%rﬂym&m&:aéwble of

in other devices, such as a Bl ack erry Er go
COMIHHNGAtiNG oY@ PataABMK( wi t h dat a access functions),

Per ﬁggﬁ' C%Hrép@ Slb?nttﬂ gb% L'ﬁ'i?éeh Gi’ers%ﬁé&éﬁ@étksensor data

con i on ephony hone, or nera
froohevaciing a;pateremﬁ Fooexamptata wseronay salbaatllae ﬁ@ﬁvﬁﬂfkice that

alk{vgs?ﬁ']e Esélﬁf&tgcc]egisat ﬁﬂt?ﬁgﬁ!}iwgr&l fdd bﬁ&?teé’r)/%ggfﬁcﬁgﬁs‘énsors.

reques sensor ng cen
Altevrmtlpélsl,, assubseriptiay ts absarvickds not aesessarydoteecaess the information.

al |,o the user to S
G5B PR Shnh FRECTR e B o G0 2 1105
indicatioe\ofdRe idesiret sraaem;es gaty, For emste tthe usef ma;aémmn lnformatlon
el 3he SR SRS s B A0S ndBE ' coran
radi@s of Q%p%%lfﬁa@f sétior. Afesr thy duBtcmet Boters tiis rim)rmat@h the client

i nfornmation guestl n&jt he cur rﬁ)%d l.Qcati on an

1103 /Ry aend @ '@ﬂ“ Bt tosEackipg cantasi 108, which in H’mr’HaY §eagsh its

dat%b%@@cdrfrbaﬂe%%thorﬁfétﬂn diRftIyURSrAMRE sBRLBFsS W'Héw tracking
information, the client . 110a nmay send a request

to
centesd Qﬁrfgmd:sethee'eqmestedqurmatm itrmayggnd dhe dnformation back to
clidlatakase or request the information directly fromthe
sensors. Wen tracking center 108 finds the requested
i nf {337t |lramne|emhagms@ndthaweserrm@ymttelbﬁhebatqm ion to be

t er
seg cb%g @ﬁé%amgv%?ﬁ%qéoﬁs%]ﬁ%tg sea tarctﬁ Qﬁgh’% Fgra%xample the
us@RaAyasE08 |papethmetalnctaesgmec$uc¢ng$ ﬁ?@ogl'@ eM@n@irdprmation on the
se a popul ar _search
uska @ Trep T T e RLE s LBl e ORI of Figs. o
andm. SAmmev?wtrm ovstderkriag usarinnay batetithe rsformatioh using an
and 7 rn € custoner or user

apﬂg‘iﬁt@ﬁ‘t%@gﬁ’fé‘ 'Fﬁﬁ(?('ﬁ'ﬁ’f‘atbﬁ ‘U?Y‘hégg appl i cation

progy3aY Nesdrdrivkirdéviees 112nhay be. ddVigsy, silpflar to beacon devices

tracki ng devijces, 112 may be devices, simlar to bea$8
104 ctjyat @ge capable of commuriicating to both item tracking devices 104 and
tracking center 108. Instead of being located in places such as a vehicle, user
tracking devices 112 are attached to or placed near specific users themselves. A
user may be, for example, a courier that is responsible for delivery of the item
being tracked, a recipient to whom an item is being delivered, a sender that is
sending an item to a recipient, or any other people otherwise involved in the
delivery and/or tracking processes. A user tracking device 112 may include a
sensor that measures or detects one or more conditions such as location,
temperature, light level, motion, pressure, humidity, gas level, airflow, vibrations, or
other environmental conditions. Alternatively, a user tracking device may not

-9-



104, that are capable of comunicating to both item
tracki ng devices 104 and tracking center 108. Instead
wo@Roobeu93gs | ocated in places such as a vehi cl e, P€IFES2007/014041

tracki ng devices 112 are attached to or placed near
specific users thenselves. A user may be, for
exanpl e, a courier that is responsible for delivery of
the item being tracked, a recipient to whoman item
is being delivered, a sender that is sending an item

includedsUdPCa BeABbs. Uéeﬁﬁﬁcﬁhb&femi 2 pid\epaticdicainy ppottidetected
in the deli very andériéatrackl ng processes A user

sensojdata o fracking cerge Vit NEROTK 100:485G USHNG: known

Comﬁﬁ,r@mgghgyts one or nore conditions such as
| ocation, tenperature, light |evel, notion, pressu

hunfQB9 y A uger tracking daviee| 1R maymepperwe &9 peaeﬁ@a"y determine
wh?fh\érrtﬁé‘r‘ee ny REAH ﬁ'éémﬁg g@v\%%énﬁf% WA 9 a 2eHaf proximity of the

ack evi ce may not
usmmcmem Whm thﬁeuserdna@kusedsmce Uskdetermines that an

|terg1 t it or'{%dg\%&?cﬁfzr %}%thgr%bggdh&@exl&orrg Eﬁ%m%ﬂéﬁgﬁcﬂgative of an

asdariation betweerkthewo devrmasn dhkei uses treckiTy) deyit89]12/may also send

oo 14 o enldP V5o 3057 My 1 vy vacking

devic@ak Qrubtéﬂwmﬁsthéﬂan\lleﬂﬂ tracRinged évace isne lorgerwitHin itsaange, |t
user tracki the user trac

mayaydate 16 SHpd iR EationLeS BEnt pf Uset Facking Jeyiby 112 and

tradkiRg icenyért msnd ie?letam thé [deWdesSarer b Iohger eekbéiated wrth each
i ndi cative of associ ati on between the two device

othpF ée Gcsensos et oM VPERIragkingsipvige. 14 BiaY neipnger be used to
leafi EBbIRH BN YiformBAKO G tackih dbdcaR! work 106,

user tracking device 112 determnes that an
it e[ﬁ‘lod ac IErlgré’ e diggram elban engmplamtrﬁqkmg septgn gensistent with

[@%sgﬂgﬁgg Srg[%r% g cfré r';@ fHay |ﬁ§iu@%nﬁtdgéstg§9;eb server 202,

I'ng I ng ‘center
a sree{sbetnfommuort tHatabasiec234, & eemifichtenspvend@ocand adulds éngine

2082 e EEr b cdhmpo BHRR LRl CBAe! Tl R e o what s

sh®nN larngrmstaet vaﬁ?ﬂidsres int thea iurabki ofadangements 686dmpogents are
|sa | a m, O an Xe ackln center

possIhG: SPBSERIt it REOENBERIR of hedRVERIST Tt ek ng
cenjer1] 10BebREnet@0MpraviddsRSIction ity feerecerwﬂ@l’rafrcaover a
sensor |nforrrat| on dat abase 204, a certificate serv

netygsk. ol examplesweR sighuer 2 mapke @ fiBRpars WeB SeorRY, nt[‘?t a user

mdyrhddeeslatrégcrréeﬂtﬁo Jdifg laswBBbrbwsbi pbdramMdathias Internet Explorer
hown and other variations in the nunber of

or ﬂets&a@@n%ﬁmwcetﬂrpWehtser\éﬁr@%wwele tooieseivesiaquests for

ser%drrhaqg)‘?&ﬁh ?F\ﬁs %Edtﬂh‘és' tﬂlé%hh@@ts cﬁr@f’o@er‘&ﬂ |ﬁﬁr?‘h%"uon database
provides functional ity f recelving traffic over

20@1, certrfrcate server 206, and/or rules englne 208 for processing.

[042] Sensor information database 204 stores sensor data received from
various item tracking devices 102, beacon devices 104, and user tracking devices
112. Sensor information database 204 may also store information indicative of
associations between a beacon device 104 and item tracking devices 102,
information indicative of associations between different item tracking devices 102,
as well as information indicative of associations between a user tracking device

112 and item tracking devices 102.
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networ k. For exanple, web server 202 may be a standard

web server that a user nmay access at a client 110
w@giong4siveb browser program such as | nternet PERPEINT014041

or Netscape Communi cator. Web server 202 is operable

to receive requests for sensor data fromclients, and

pass the requests on to sensor information database

204, certificate server 206, and/or rules engine 208

for processing. [042] Sensor information database 204

st o[]S Fos exafdfdle, 4 beacsyrdelicensughastisaddredevice 104a may

tr cki ng devices 02, eacon devijc 104, and user ..
periodicabn e oPEaar datato tearidns Conier g iiiera & 5i53kd g pensor
mfémyatﬁirﬁea@b%e 204 oempmyls@ﬂs@aaamenﬁy mama@qcaétioms |
bet ween a beacon device 104 and item tracking dev

tempgraturen fightigveh MatRY. AEessireohuridibs s Bke': 8 QWeNbrations, or
othl‘é'rrefngfrs ndrit&ne éfﬁo‘?‘t?&ﬁg‘gsgﬁé’éﬁféta]tﬂgt is é’i’ﬁ‘tﬂed&% sensor

n orna lon 1 ndlicative of assocl ations et ween user .
infmnrmﬂdmgaw@aseézoqmyabmaccwnpanwdkbm ipfoematiern ldﬁm'.fymg the item

trag&gﬁ% ?COO? éézlggz;cod'new vnyg%%g Elé84f'raclL Ré?e\}: iy 1 1%}{{13’( detected

g'acon Cg” 'Such beagsn
the‘@e;nsmrdandj cally send sensor data to tracking center

égts 50043@ ekefgétc a@ggﬁg{ﬁqr § origgnliyggesrgsraqr m&g&a@hl cf#(}gbase 204 may also

be|ﬁé¢@ﬁidﬁﬂy senebyer béaten devigbt104evel itemuitaaking peﬂse Hi0R, or a user

ool 3. Eofmertit Wi ol RS oo ovice 102

plafcteawsum.htae&éd@téma@a proRinsityneHt a baad@h ail@we 13@41; ity tiaeking
acco ani e

y informti |dent|f
deyiegcl %{@wsecqoﬂem@af@hwpee ’eé'PfOUE‘éF'O“ reflecting this
aséécﬁéﬂférﬁ‘gB@%‘ébﬁ Rlebice ‘i@@tméiﬁﬁ\%‘ht $hd er@k:ﬁQ'b%@ﬂerd%@mformatlon

Associ ation data stored by sensor Information
tez@asfethzcassesgﬁt@ns Addjtionrily @fcrltempiivelynitemtracking device 102,

may ey’ rQEMbrﬁ%e%gé‘r 169 |Hﬁ§'ﬂb%€%|&%\)@?{f’ the adddcidtiond

ser rac evi ce exa , when an
act {Q4file¥hes Maqkmce@ed d0Bageceiges |asreq@||&at:fm sginspr data from a

cli r}tefjlg)t %&ng \%f@{_}ﬁ%@ HXa%cgas@b%gtgon 0&% Igéél%{%%dﬁ)r 'tﬁee nguested
datancHlthat ddtarie fomrﬁcurmgtay_dre s?rgﬂéltmnh tmtgcltelmtsl 10.
t .. B na
o el SR 208 R e PR B SR LB o
residienttin @amisby irforrabhtion ﬂatébadeyzm'lto gm takanipl?ga diantcel Oa or a user
nf or ma

102, d cki
of B dibeni 10 TeaY phy B aUfhiERUo rFomup SAMSAT nGh it gorresponds to

ceRSint .%ml%%ki@?eeveésaoawst céRAINIHHDN ddlieed 104 WWhen that
client 110, sensor information database 204

UsSLisdURStS p.5et SR SSNSRSURAL MAIHeS datpriar AT e Cent or user
hab Qo8uthblizaRdn RS a86ds, Rastifidate sbhri 2061 &cognizes the lack of

authorization and only allows tracking center 108 to send the client or user the
portion of the requested sensor data for which the client or user has authorization.
[047] Rules engine 208 may be operable to, among other things, send
queries to sensor information database 204 based on requests for sensor data
from clients 110; send requested éensor data to clients 110 after receiving it from
sensor information database 204; process sensor data received from item tracking
devices 102, beacon devices 104, and/or user tracking devices 112 (and take

appropriate actions); request sensor data from item tracking devices 102, beacon
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[046] Certificate server 206 may be operable to

control access to data resident in sensor information
walaioabases 204. For exanple, a client 110a or arPCEES2000614041

a client 110a may only be authorized to receive sensor

data that corresponds to certain itemtracking

devi ces 102 and/or certain beacon devices 104. \Wen

that user requests a set of sensor data that includes

data for which the client or user has no

deditE§A04Z ahtiMt User deRREY d6AEés fi2ahed Sftey tHe Fﬂ-fgrammmg of
recogni zes the | ack of _authori zation and

vanQu ke mdtragiine deyisg st 9% hegcppaeemnt 0 G4 ransllef upsrtracking

deﬂeégqql@ of the requested sensor data for which the
client or user has authorization. [047] Rul es engine

_)Lif_@m_@&mperabl e to, anong other things, send

que [

B R e L e fT
conssient with therwinciples of tive présantinverdionr. tAlthougfeths sigps of the

flogélaélg%rna at QRBLd |ﬁ]fagge¥f?%%3f] Pp@éragﬁéeskﬁl% 58 %?ts\ﬁql ?premate

receive emtra
thatdhess stépsi may bkOgerfamagédin asnodrﬁeddndl@er@m pow ot that certain

stepRtiey B miaiki biythes ceoadre gL EkFEbs 1R RS ithyoe
pe&Sﬂﬁéd%&kErr@ﬁWUﬁﬁOﬁZn‘é}MOM devi ces 104, and/ or
o - IoAG1T 83e Br Exenitain g ina e ees 092 e Reb A qRcERRn the

r‘bméﬁl@/ d¥'a i bet' (s’#@@':ﬂ@) Ry ies@mpld 2an &Y rﬂﬂatlon may require
eration [048 shows a flowchart o

spese@mrewnamma@wtatmgrfamexag\nl@em mapBREInsWBish afeKice detects
en{npSan%h 'o%lnaﬁuo‘ﬁfs) ﬂgt&ﬁQ%ﬂnd 8¥ﬁ88é QP2 thht Qﬂé‘ﬁﬁbé B8sociated

the rt are describ in a particular
Wltbrltﬂm$ t@ he sst rtq> wlpwn@meAétetnaMwer, aism trarking devirgs 102 may be

seltéJE) §se§t} ?Ror derIt Bﬁod}?hgrﬁfngjg cﬂsﬁ;nq?pwﬁb%s%s to send an item to

eren rtarn eps nma
a remmerﬁdnaF@urmSe @mthemisera;:qmﬁretareltetrepacklng Meyicegto be

a8 DL 7 B84 384 Lol D 8Meet by e oy be r
|tenndelh&ery bempargﬂmrdisamf:ed Es{happtanle( ecbra-'p nﬁ}ﬁ)fact’ﬁoer that makes its
ow&%a‘ﬁlgwngb [awéllalork 5 th ng\ngl? app ee%t{entget it ﬁs possible that
thebuisto ngercnd maa dabﬁetsre tmvsamermﬂml condi tions) for

o CIBSOE AT oS50 P B SRS 4FD spated wi tne

|teh{(§ﬁbélhgcéﬂu5‘;§led1 Pt p 043 0 F orkalple S& cBari@AS £ EthaR employee of the
defaul t "progranm ng. A customer who desires tqQ sen

shippemmay nrqsbawtem trﬁﬁvnalﬂ%«%éo%? agdRIAGe 4dn &6@&6&9 it to
pakadih§Bdsbafied Withey cofe5PoR@ing item. The courier or other employee

may also associate the item tracking device 102a with an item tracking number.
For example, the courier or other employee may cause information to be stored at
tracking center 108 that specifies that the item tracking number is currently
assigned to an identification number for the item tracking device. Alternatively, no
item tracking number is associated with the item tracking device 102a.

[051] Once an item tracking device 102 has been activated, in cases where
the courier has a user tracking device 112, the item tracking device 102 may then

be associated with the user tracking device 112 (step 306). For example, the user
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attached to or placed in an itemto be shipped. A

shi pper, for exanple, may be an itemdelivery conpany
weowh1es1¥edEx, a retailer, or a manufacturer PEEUS2007/014041

makes its own deliveries. One of ordinary skill in

the art will appreciate that it is possible that the

custoner and the shipper are the sane entity. [050]

The itemtracking device(s) may be activated and

associated with the iten(s) being shipped (step 304).
tradkifig E¥QKE! €12 ans/utheiten tratking dBVite0yB2 nﬁéy abmatically detect

shi pper nay turn on an jtemtracki ng dev
whe S8 Gsel HCHROMavken 1 £ oMo AIRAE REEETerIcestne em
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its agsqaiatian WiBIhe dter traeking dayices 1 8dpiTa addiion the vser Backing
deitd'§Y 2‘?”9% foiva rﬁ?%lgq tﬁﬁﬁ‘ﬁ\dtl%"l(ib de%%&é’m‘%ﬁ 1@@%? gtd?ége

tracking center specifie at t
t r a[@6RhgAftenberitens is placedtm)a deliveiry Meulcta)(saﬁp 308) the item

tradifi50 HeldcB2d L Por BRI 185 ddiatel W BHHADR SRHLE T04 hat

yfe nu er 1's assSocr a
corredpornidseoithe mmuwewvetgclée(\stepeS 10p aF of &drhpl@) tlee item tracking

oo b TS oA 5 BE 8 DR e sevis

102 Isa@lthinta _fbdélgrri:ﬁ%dfmﬁt;trh@rbf thg gg)&@ogimdr Wbltthhéh'ﬁdicates that
user trackin evi ce ste . of. exa e, the .
the £agFesPODSINGioRyS aYY L8" vy TIaesBy e Yanisle. (Higupefgy reflecting
thedsoefatibhb Vel thehferh tt:%'éktﬁga&é\hw 10@\@&&@&5@% device 104

automatical | y detect user trackin evi

maly b HerRs Mk oM drackinGARv P AOE aRbr ThenRoREeRovice 104,
Asédcﬁ%m&fgﬁﬁéﬁﬁh ]fQ?exa_H\%lé‘srﬁé G BEt@ﬁét%lééﬁ%sWﬂﬁt a beacon

store Information reflecti ng its association with
devieem(l P4Lsperjfic idantdication numheidioriespondsdo @feitem trackmg

. ' i ; d i .
cofEEEH138 sBEihE RifpT ARIAGT L gebi HEREROMA B he er
tracking deviee 102 (widen nt\reag/theeabmﬂyeto(dsx@cp) r36g)alsa hend thiminformation

to ts%%&ﬁi Ut 0 h HenBhe 10F, STkt SrRES AL tnllad vl
apg%gvﬁaé :i? an0Lor L he hearon dovi ce 10k pmy. et ect o
mobfigveRisLE Feafie akPAg AbIFREC A ey e oL anary skil in the

art Wil dRloes pp reerhtéd itisdtons Re f tradieng eavive TEN ARy 4184 b‘d‘@ésocnated
i ndi cates that the cogrgggégondl ng?l temis now.in

with depcap dayicasiecatad iy BR YRhFlec By Ty asghglorage
facW@Fltéﬁn‘ PrdcResWaaRCHifie(d.§ SWHeNRS kbRaspeNding it ifpriced in a

beacon device 104" may be stored in the item
SUQW%@!@Phg devi ce 102 and/or the beacon device 104.

: ha 32 grhll'o% %%W dé?ﬂ tracRingCAISTBE %o aS8YcibfiC Wit B84cébn device

‘ ates that a beacon™ device's (104) specific
in thwemanﬁecatracdmnm sytlem 108 cesdeveragede:mh. Lsesenpaciatggrom one

device to describe the environment of multiple items) sensor data from the beacon
device to provide more information on the environment of the item being tracked
than was previously possible. For example, suppose an item tracking device 102a
does not have the ability to sense temperature but beacon device 104a does. Also
suppose that item tracking device 102a is associated with beacon sensor 104a by
virtue of being located in a vehicle with beacon sensor 104a. A user that later

attempts to find temperature information that corresponds to item tracking device
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device's (102) specific identification nunber. The
beacon device 104 or the item tracking device 102
W@ 249en49315 has the ability to do so) may al so seeMUS1B014041
information to tracking center 108 via network 106.
One of ordinary skill in the art will appreciate that
a vehicle may refer to a truck, van, airplane, boat,
or any other nobile vehicle used to transport an item
to a recipient. One of ordinary skill in the art wll
1024 $Rapfprseceéwdreticwgh isemitigoking dewiced OQevwmoI&%nsayemperature
e associ at e wi th beacon devices | qcate

et BaPNA feviis 043 Gt SPBSS JUDROIALIL apgriagasociated with item

trabRifG! ddvice? 1 024 £ 0N 8E8FFhAY SIAFIN thieYart wngappweahat similar
corresponding itemis placed in a such a site). [053]

Ievsyamng GURY|GCEW betwRean iR trpking Aewces ansiesardracking fevices.
ﬁf&g Adend a%e abdved Qith ra%wﬁée td Fi@? i, %sn'fyﬁémé&&ng devices
Can erag .

e.g., use sensor rom one devic
102 pbeacan dewcehéOénandmmtaoésfnm“lcm é12trea*$)n®e¢g éensors that

me%%}lge or %@é&%r&: r‘ﬁgﬁe @thﬁ%n%%@h%{ @E?ﬂgﬁ etemn%erature, light

rmation on the emb
Ievei anbbm presaurea hiupnidity oges keveb ssiflome vitiratiors,compitber

n i tragcki i .102 d n
enyiRRfId Ronp 0ok Jfeth dfhskid (6utas T BESRAHGIRES 104, and
uséggracldngsievmm 1zumims<ﬂudb auchtsansbrsagggmwl&w'rgm)rt sensor data

alsa onsesor a virtye
to fRoRabs e 08 PR 12 At M aekne denie iz that inglides a
seﬁ\sdﬂS@rﬁd Hbas do@hgwe thé by $o Hﬁeéﬁlﬁﬁah@ﬂiﬁl&!rﬂi tgcive information
i nformati on hat corres onds to itemtrack I Ng devi ce

to/frem W'ﬁogﬁeﬁ@fﬂ@g BT by 705 may firstseng thgysensos 6’3"3 toa

neSMR béABHBelic8 MO GCkdditralihg Betééd LARNNAER FRRFA would send
terfperature, because beacon device 104a can sense

the sepeardatpdodrasking eerteeil®Bed with item tracking
dev:[6§5]1%ﬁ kﬂfﬁ ?ér‘?t'eP"’}b% r%%éivles'ééntsgﬁdgfé i*¥hiat data is

appreciate t evera I Ng nmay occur betwe
indi¢ativet ofoa pre@temnr'@@scmcutlmdraqwm ken@r dé3di wey trls[;gr?m:}n

oo Vil 9 oL P SRR o fihneiy p808B, Ul 104
detedcis ki tegprature abbi2 aragrtalndbuelle Wdemdreaddmd’evmeaﬁéaeeports
o By 8%p 1y R0 g BRFIE % P G B R o gogereatto

bripgthisdrfdrmationftodhe atiehtiohiafrarsomneltdssociated with tracking center
10gnv ronrrent al conditiaq racki ng devic
e

102
eRonB0! Tey 76 MaTp the SHURHAR GHo1g GIESEK L 1a® ahother

apbkt%nate ActeA. AIEInaRRSP oS aﬂﬂftidhdalll? atlhleypérﬁﬁ@ﬁtt chfr other user
to tracki n%ﬁcenter 108, (step 312

may 'ag poHfjed &fithe alasmn epRAition Vg adises trag Wgoqe‘ﬁ%l 1&8e§“e of

ordiREn 'SR i tHe 8R Vil B prstidiel Bat t%téé@ﬁ?ﬁhbknﬂ@%ern@éﬂ()’@detectmg
information to/fromtracking center 108 via network

the g@rmegonditien, ar g tackiea sievicgabgacen gevices 104, or user tracking
devices 112 may recognize the alarm condition. Suitable notification may

thereafter be sent to tracking center 108 and/or the pertinent user tracking device
112.

[056] Tracking center 108 may also alter the programming of an item
tracking device 102, beacon devices 104, or user tracking devices 112 if necessary
or desired (step 316). In the example of a beacon device 104a detecting a

temperature above a certain level, tracking center 108 may, in turn, alter the
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near by beacon device 104 or user tracking device 112,

which in turn would send the sensor data to tracking
w@enwra4931908. [ 055] When tracking center 108 r eP€I/UsR07/014041

sensor data, if that data is indicative of a

predeterm ned condition, tracking center 108 may

trigger an appropriate alarm(step 314). For exanple,

suppose ‘a beacon device 104a detects a tenperature

above a certain |evel. Wen beacon device 104a reports

progh@mh ARG &f deldcen| Riide 1044 rt@@heam e traperdigre Mdréfrdigliently.
or aler é'ﬂ'et“ ggered to b@gthlsmformﬂtlon

Oneefardinary skilliia the arouilanpiesiale tislt ioAhPaiarmetersern kg used as
theﬁt%%? Far élgé?mdo SIoPARPHINGRIMEBNVeFBHE 8f ofdifary! SKiRin tAB art will

osel y “or take andt her appropriate action.
appreciate alnatvmpgr@madgumab belaltered frr reasena otercthanithe detection

of @Fedglé}ﬁ{mgé %Bnd s nB%é{ t'{n%%;r%géthﬁ} ﬁb QQ%HLé}moned

a user trac ev ce nary S
devices heayabe altered wptpoattha ietervantiomsf tradkmg gardek 1 0

cen 10 det ctin e. aI a i O .
ol AeA 6 AReskofif pRldaR;RelySRL G (g gevices are
disdemdﬁllﬁdecrmdgmces asimecalsaarn (Stey Bt B)mFor example when
e notific be sen

S ft
an b fReEnBdtass Tha SamiGs Gulo Tanes nt A bertin §ovier 194 with
whit@\Vit &eassbkiatedOah réfé@akthagréfmtﬂhels&dww sewéérerhe item
the programm ng of .an item tracking device

tragking gievire, 1@ anddhe haacgaadeviqa iR iy dglaled. oJ hismcmdes any
rec%?&@?é@&é‘nt A'thdqfdrh 8dckiiEdeidéh 02! Behbbn @3R! FoNfard tracking

beacon device 104a detecting a tenperature above a
center f188n Sushed disassekiatipncaay @ccapdongyamiple.\when ag|itesn is

rerﬁ??%d #3 éje?e\q/) élé%fllg:l% tﬁg{]ec 74 BLAREH de@ié&rvﬁm 8 itemis

eacon t he tenper at ure nor
rerhioeer ot @ storage fakility maiamq)u@w albeaﬁonhte\aee &ic] |For example,

Wh%ggﬁ{ g&%&;r? d%b%‘é %J?Ehé’&&%? tgﬁﬁ\/‘é?@ng%e%@e% @ﬁ?m IE range, there

or al'tering
mayrkeB aaritens knalckmgmdde\hee aOfZavthaﬂ was ppedouslyevithiintrange but is not

ogr amyj e altered f reasons, oth t
anfletie?| SyRepTRY: Biadin friEs D RRRnS P ane iBlehlenty reports
its BuArBheassdgadng ttetraéking enterot(8] the @ureds asdycibtion information
*no ot ahone Hatle FabRppiiiin Ba21s bUFEOLYgosSii i beacor
deliteMggzacki ng devices are disassociated from beacon
devi ces as necessary (step 318). For exanpl e,

i t efd58lac ik RgecrPediment. pxenyhan auiteqt tragkipe G 2s

dlsgg%aﬁtéiﬁ\)(/itﬁea QQéchH HBvicehiod iti hal Stif BEASOSAiNE to &dtinue tracking
record [ ects the associ ati on between the item

the ut%mkthﬁgcqréwwci%@ e raARkbAOWER 192 109 PXample. a user
traBRh§ideRice! M8 mhéy Efi‘lﬁﬁé a#83¥%ciated with the item tracking device 102, so

that conditions sensed by the user tracking device 112 can be leveraged to learn
more about the environment of the item. By way of example, when a courier
removes a specific item from a vehicle, a corresponding item tracking device 102a
may be disassociated from a beacon device 104a that corresponds to the vehicle.
The item tracking device 102a, however, may still be associated with a user
tracking device 112a attached to the courier. If the user tracking device 112a has
the ability to determine its location (e.g., GPS or similar ability), then that location

information may be used as location information for the item tracking device 102a.
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records resident at the itemtracki ng device 102,
beacon device 104, and tracking center 108. Such a
waele®asswses ati on may occur, for exanpl e, when aPCT/US2007/614041
renoved froma delivery vehicle that includes a beacon
device, when an itemis renoved froma storage
facility that includes a beacon device, etc. For
exanpl e, when a beacon device 104a checks for item
tracking devices within its range, there my be an
Morééver gahkllm@tdﬁt\ﬁnﬁﬁmﬁﬁm “sltﬁﬁtsl\hmameﬂrte\bmdsbg twthdalreaclplent s
range, but i s not n en that, beaco
20dGES, IRTainey s ST PRk, HOUE BT P BT BB ctd tFécking

ceftel 1OBtoARSOSHEG OMferbaftbf, arddkirty §6rﬁlb€ﬁ0$08a%fsbﬂd the recipient or
current association information no | onger s hat

anpthemuser(aBnyidaliest 100hainotifigatien that the disa i %'BO% torpe

delR#Egqn device 104a. [058] In one enbodinent, even
en an itemtracking device 102 is disassociated
wi t [D%9]bedteontraekingedenices mayraigo Hei agsosiatpd ¥ithadditignal beacon

de\?’?e rag‘[{{rg&lé gjev‘&%oéé ﬁglc:)r exrgg_p{e@%nq-soll&érnﬁle when an

I'ng VI ce
itetnr teadkimg deeiceds Mdedrgo sangé obe beswooi device W04 witthwhich it is not

e

tratkingeviny andbeatoh kievioemayrtestored irt tre mmrtradlyngvdyzvuce 102

anglos 13 BBlEpr Ao G s Shrial R B BB gy inotuce
daﬂm@t intyates tlhsadeaebaiiide 9102 é@%@ﬁmdémﬂlmlolﬂlﬂmnber
that corresponds to the vehicle écfmtrac

coriespeRds| tfr an |pﬁm,é(pé:,kmg.rg9w§pls| 10%§p%‘§§6 enptifigation ﬁ\%g'nber The
beHé@r‘i deWc@%d”Sr ViR t%%ﬁb%@eﬂ)ﬂ @vﬁélﬁt Hadrtherapility to do so)

the user tracking device 1 has the ability to
mayealse send thtsgnfqrmtqo@htqféa@(mg ceatesr 10§ wamtwam 106y)

t heg%édgat 1h ﬁ@térﬂﬂodf tlie‘?ﬁ‘ tr@?:)(m%e?( @‘2 may be associated

| oc nin ormatlon eltemtr eV|ce
wutmcmmtherlEemmang me%ea mnesznexwomacps aner withiara certain

i b8 E5 et HSHE LR 551 BBESA oo
tradeingcievidedatonmysortatd with eacmiottoer it aviieraa ifirstgtem érstoking device
trac

10985 elathents phdfem et s eniis e Gaded daSgain e of a

beabdne gbvibe’DOlHa noto%égmcm:dew?ttthat ittid w.mtrenarige mkmu}s Idvo gattery
be eliver . em .

POWES 68 PRMEIONIA FORtRIT- AFRIONSE IR B 2hRe fEach MozBlfo Within

aséécasikbrm garfify bEeRe Béameéelaéynéyb@mé?é’&)to the me@c@ﬁmeﬂnce 104a
itemtracking device is noved into ran

thadbm?ofafga tomcisaaiing geviceHid yat stil clase enqughein p frst fem
tra@ﬁlﬁ Cdeciul(t?é'é OJI'?.foGIr 1R fir8Dite A r8&tinG deditc2fBAFtAEERRBt. In that case,
mformatlon reflecting the first item tracking device's 102a association with the
second item tracking device 102b may be stored at one or more of the first item
tracking device 102a, the second item tracking device 102b, the beacon device 104
(which may receive the information via the second item tracking device), and
tracking center 108. This association information, for example, may include data
that indicates that identification number of item tracking device’'s 102a corresponds

to the identification number of item tracking device’'s 102b.
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tracki ng devi ce and beacon device may be stored in the
itemtracking device 102 and/or the beacon device
waur/i4ssdci ati on i nformation, for exanple, neRCI/HsionTE14041
data that indicates that a beacon device's 104
specific identification nunber corresponds to an item
tracking device's 102 specific identification nunber.
The beacon device 104 or the itemtracking device 102
(when it has the ability to do so) may also send this
i Bg men:;t | Wihén $:?hiregcmttswunéDBeWmtmm Kk défiered to the
0 n one.enbodi nent n it trac Vi
reciRlg et COTSTBaTOVRR A1k ABasibiatos BHF PBEATKING Seite (step 322).

Tnu?aaﬁeue Rradcdkfhg dEntee v OQQfelé!Eag rétéﬁjeféi @ateehbewrreém to the item
of each other. An exanp of when be necessar

traglgpgdayiGe and re$%t§l&hﬂgtematra@@ggt@vm@éea%% fRr eéawple the
co@r‘ié]’eér 6t§e¥"ﬁ§%<ﬁ\rfél iy $&RAbF biaHViYs ﬁﬁ%‘lcﬁ? mf&n@ﬁé‘tnér?to tracking

tach to an itemthat 1s wwthin the intended
ce@tes dO8ddeotfyingha seegntly derciivetedidemcleadling deyicee ahiegking center

10%215\%?%(%41@1&???%8?? é@atrgﬁ Ga{ﬁ%% é’(ﬂ@f& oeritﬂ% l?l%ttcgryespond to the

r eason second Ttemtrac
itemdvaciend debicel 3w dalehe themssoci ati on range of the

Chaltle” Figct SRbak e bf ebi GehTg5R o fon gEttssing

ser@émsdatanmnmatummébet-tfasmi seérsamnetward icogsitentoeitti @Raspect of the

theflrst temt 2 etect.,.ln .
prosiat inengion” AL BretpBF cLals figwERara"p SSserBR in 3 particular
ordgraéiié l%!lllléa\/ihctﬁe %nlﬂmaamﬁéeﬁt@thalﬁhésé btéﬂﬁma&&ﬁpﬁérformed ina

itemtracki ng device 102b may ored at one or

magkifigdher f’|ﬂe§?nﬁ erger. o thak Fﬁ@atﬂ‘eﬂ?% "1@298 qrﬂ@eged:d'f@er one or
mdr& ‘?ﬂ"tﬁé %féﬁsnigl K8V 4 GRay Bétheridtfdiresburtsitiycsr ihQfhrallel.

5_ recerve the information via the second item
t r aEQ@C’dg é@P'@@Q ceater 108 may f@g‘-eb@rﬂ e2quess forpenrsor data (step

40?}91 SR‘US%tr'rR% bﬂfé}rtﬂgtrégﬂestffgf N ﬁg 'arkﬁi:eHg%éatF%r

ndi cates t hat entification nu
exampbkithg usevimay ented 2arequiestigsdhe surnent igpation and temperature of

an 5B £ BB o ST PR L2 Ky i, BPencrs i
request) theaatiees 110snay sehd detsttracking neterd.08. dﬁltemetleellyt 8 user may
ente® 1d-ER gt 0T BASE FIBIPToB R SRR Sorr 105
tragte4]g mﬁﬁeefra&ﬂﬁgdﬁnﬁreﬁoﬂ hasirdesiveatiae tfémiest it may
corres

S he Item ackin evi ce
defatiing Bether @i st dg it Bdaded el 5 Samte. o
redudist iréceivéd at haeking' ceneet 08Wons ardliedt 100hﬁéWb‘é€forwarded to rules
provide information to tracking , center

enginer7qY PRYWEDSauRE 2921 Bules PHoie Aeman m&eﬁa the request and

deﬂﬁ?ﬁlr@@thﬁrlfi%MS%BLﬁﬁ\e d&8 dPappbsd B @sRestof&d in sensor
sear ch database 204 for entries that correspond to the

infprraation databagedes.cugh@ detesminatipenmay be made, for example,
based on the type of information requested, user choice, the programming of rules

engine 208, or an application being run on client 110.

[065] if real-time data is needed, then processing continues to step 422,
which is explained in more detail below. [f real-time data is not needed, then
tracking center 108 may proceed to determine a set of sensors that meet one or
more triggering parameters (step 406). These triggering parameters are included

as part of the request for sensor data. For example, rules engine 208 may
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[062] Fig. 4 shows a flowchart of an exenplary nethod
for accessing sensor data using a context-based
W@ env3ne93net wor k, consi stent with an aspect of PEEUS2007/014041
present invention. Although the steps of the flowchart
are described in a particular order, one skilled in
the art will appreciate that these steps nay be
performed in a nodified or different order, or that
certain steps nmay be omtted. Further, one or nore of
exérhﬁn%ép@qhésﬁogasclérm&ly tihe trigydrimgearacweter(s).emMheyeaster, rules

ey e A ek R S 05 B R B o

idehfiffies ﬁﬂélﬁér‘n tmk.ﬁg AeQicedaloR, WeladBn &iehided 04, 1dhd/BPser tracking
exanpl e, the user enter a request for the current

dew@e%\fﬁarthah@e@éﬁmpa rnae%ttffonamy eashsiogeringasageter. For
ex&ﬁ?ﬁea'lﬂhﬁqghéiést% f8r ﬁaﬁ’ﬁ érfdtt‘[?r‘é |ﬁ?6}?rpa’tron°ffr6r%rséﬂ%%r§§\ﬁtrhm a 2 mile

erst r equest, send it
raduumka nsgecélﬂdetemol@ckmg deyige |1\0é’|ay thean U—ﬂ%$ epgipe %Qﬁ {goks for the

o AT 303 ool VRN O AT B 305G looos 112
thabase lrui_zmteddast henge/qltm_sta 2intileneadiusief thenitera trackimgdevice 102a.
Caligel " i T et e SRk oG LERIoR Haa, 03ks ppghave the

ablflfydm detelminet lotaflomethelocativmarayestilltie datermined byeoking up

web .server., 20 i pe 208 ma rocess .
assapiatar Gat M A tpraion databose 20% el Sofesadi B (it tracking
de¥laé A 023 iARPOSED fivd datassoiciitéd beacss zvice 104 oF Wikl tracking

dat abase 204. S&lCh a determ nati on%ﬁra% be rrade_, f%{g
deviganide, Acgording 0@l RSSHENIDG fRe 3PsSesf BACHN Heuge kg or user
trabiifl deVRIeCH12 EHR dUtOGhiRENbEScH, d ldcBfon ek é&reé&nd@rto the

an application being run on client 110. [ 065

assaoiated;item grackingdeviea &y badeteinipeds |Trrgarea ?T ﬁ@@gnvm with
theséﬁpnél%z rul %n‘&hé ’208’?95951@35*%% R R4 ark8hiin 4 £ mile

datad's not nee tracking center
radigsofithat jecatiosd t o deterni ne a set of sensors that

€ Yncethe’a pﬁaﬂﬂoﬁg?fé £& M%f’ghﬁa% te%pdégﬁqﬂ r*ed tracking

TheLetrlggerln ers are 1nc
centee 108quay tttearptde netieveahe.refoestedasgriser datd émma agtrm
208 may -17,W0 2007/ 149315 P 7/ 0140 xam n
corpep R 18 SELRLEARAS TREP A0 drt S krBfiEs pope 208
ma?l‘wai*efﬁ isehsor iuifmnaﬁgda'mb%@& Mfd%wﬂés seneg;bondmg to the
rrat [ grépﬂa%abase 204 for ﬂb rmation JS
afqraw 'Pne of SERFPTS: SRR YR @qfﬁéte 2SRLRY data are set
asnd@\/asﬁﬁért 04 realns eet. usar ekamgi@ r@ntid@ingoRith He ekBatiple of a
neet the criteria set forth eachtr|%er|

reqpiank fRT G MPEBre SYRHBALON o e TP at IR S Z1fe radius of a

spéaﬂ@& 'Ic%dﬂnbﬁ ks reraa@méazoérrﬁav 86668y éntiekhh Bedsdr INfb®nation
radius of a specified itemtracking device 102a, then

database 204gthat coogspenr 4o the sehef sensors that are within a 2 mile radius
of the location. Temperature information from those entries may be made part of

the results set. One of ordinary skill in the art will appreciate that sensor data from
a beacon device 104 or user tracking device 112 may be leveraged (e.g., use
sensor data from one device to describe the environment of multiple items) to
determine the temperature information for sensors in the set of sensors that cannot

~ detect temperature. One of ordinary skill in the art will also appreciate that the
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itemtracki ng devices 102, beacon devices 104, and/or
user tracking devices 112 that are indicated as being
wowaoniem3as 2 mle radius of the itemtracki ng deoT/U82007/014041
102a. [066] If, for exanple, the itemtracki ng device
102a does not have the ability to determ ne |ocation,
the location may still be determ ned by | ooking up
association data in information database 204 that
corresponds to the itemtracking device 102a in order

afor@menfignad hypotittizhei’d dragexanitaryC QnaQHaDénylééfnbmatlon of
tracking device 112. Accordi ngI% assum ng t e

triggegpgiPaAraMetIgRN (RANESted 8gNSHT rmay bedis devi ce

112[058) dEiREFeRBesteeddribr datd RCRSH f%ﬁnahﬁtsensor information
corresponds to the associated itemtracking device

datﬁﬁysg@weds@mmed Nah ¢hemardecisien it madenas i@ whetherdracking
d
cerﬁé?‘%h hoUH sgeﬁ{ﬂ? [ ?et%%@e Y83\ tﬂ‘tﬁh amz.)' ?géé]eﬁten

re wt I us of
pro@esemgheaammomd ta eteoe42<bf\mf$tehss;esplamed)b‘emnore detail below. If

ol 1 BB 98100 LB Y BB bfstcd sonor

datads mes peaiable (stept Ma4)s efforoéxarapkegirs tHes tage Wb&)ye therequest for

exanpl e, rul es engine 20 search s Qr
serait SR M RER AL & a1 30" ES PEEMeCPDE By apneratg such a
nofifitatiodf s s8N itabeth agproptiatebligritst 10vibrwels sehidh 202eand network
request ed sensor data are set aside as part of a
106.esults set. For exanpl e, continuing with the exanple

of Easg] eqyesttef @fepI m&hatréaeest%ogmr@até Wi siRIEe8sRIlly found
mle radi us of speci fied | ocation, rules

(St@h gn Re \é@@ then Haeking ceptsn &8 #ﬁteggh@%s whethgniheirgquester has
aum%'f.égaéﬁ t@%céé@su 6@&(&?&9&%& Gakhf‘stéﬁtﬁgf) FBReRafmple, certificate

hat are wth mle radi us | ocati on
servemaeﬁamay mterﬁqtmrﬁt sensariniormagon daiebase 2R4yrules aagine 208,

ancg/;%?'éwaﬁntgggrtégfah@ﬁtaﬁ&% the%ﬁo%fst Pl gll 'ty n%éﬁ{%{m% Qﬁfé?‘?nmatlon.

sens dat a om a
Ced#idate séver @06umay receivkithg reguéestewbich may ibelude authentication

I FCBek B Bruri SRR o PG AR 205y ANk 8Bk 206 may
detdeminmarivhat pbetidre ifpamyg tafitiee isehsonaatacincludedsiartberssilts set, the
r s that cannot detect tenperature.

reoaggtg?hqﬁﬁ]en%g 8189%FSPn the art will also appreciate

t ha[Oﬁd]e 1ﬂt&e\£@ﬁaeet-é/rhl\é@iﬂdii;egﬂi’ddlfs?ﬁﬂﬂlpdffkﬁélsensor data in the
af or enent i oned. hypot heti ca only exenpl ar
resMa SR PR AL 1A d SSrt oy RRlieR e AnsPel Bakpr example, in

a sﬁtﬁﬂﬁ@ﬁ%ré@ﬁ@ér & alismyt 1kD9héa|§ 8dch [2@€8%s hf;hish%" of the requested
requested sensor data is not found in sen

sensargiatats seturnrd ihtheecliem 118 where it maxkpp dl{;ﬁl@b{eg for viewing by
thed?féurlS o’pzfahtét ie%tﬁi?eoﬁf%% ?I %%%trp@ggsft?m& Bg)togﬁt?rgkg[he@&jsor data, or
no [access rightsat all for this data, then the requester is sent only that data for
which the requester is authorized (step 420). For example, if a user of a client 110
has access rights to only half of the requested sensor data, only that half of the
data is returned to the client 110, where it may be displayed for viewing by the
user. One of ordinary skill in the art will appreciate that if the user in this example
does not have access rights for any of the requested sensor data, no data from the

results set is returned to the client 110.
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processing may proceed to step 424, which is explai ned
in nore detail below If not, then tracking center
wao@7mwsisend a notification that the request eRCHESROT/014041

data is not available (step 414). For exanple, in the
case where the request for sensor data was initiated

at a client 110, rules engine 208 nay generate such a
notification and send it to an appropriate client 110

via web server 202 and network 106. [069] If, after

st e74(8, Rearning testepddGensen ias determingd thasiadi-time data is

t 10 - th Ki t 08
dewcﬂ?&ﬁ?@%ﬁ% iratkilg eIt 1 0f el Mngs Aaqtal fensorpthat meet
oné‘%?@ﬁ@reqlrlbgéfln? @%rérﬂbtér@‘(@tépd&% (/Sé PRevid@sly nobéd, these

exa , certifrcate server I nt er act Wlth
tngg@ﬁaerparﬁmw@t argrinalydgs Afcpa of t%r%meﬁﬁ domeenssy data. Rules

en%’iﬂg/ s, %ﬁ%tfﬂﬂ#ip%% BREmd ﬂié‘@q‘?ﬂz st I ?%}Hﬁﬁé thé triggering

termnation. I cate server
pamﬁetm?()‘s) r dbereafterh eules @nging 208 incay segrchresnage information

dat%'ﬁ%aﬁ r%dl4ci%tr |%rmapf)9 rtﬂ?lt IhgntlfI&a Lté)r'ﬂ tHEk?n% devuf&g 1 r(r)azy beacon

cation infornma cer I Cate ser
devieesenﬂnnandtmtusm unacunn,g dévneer;m 1Bfthathaeet:tl'333cntea1aaset forth by
uded in the

h
eatt a6 o Parantetef bt Sxdirlg, if e feEfiest s or idRpbifiure
inféringditich from séhsark withdn $e siife @iglivs oha ispecifiedstdrh sravking device

oA PRt Sk T ors A58t S8 hor boscon

deditb8M041hat BASinditEledGBA5SIng MBtHiIS a 2hiledhdiuof the specified item
requested sensor data is returned to the client 110,

trag\mgg@qvic%g %e displayed for viewing by the user. If
t hegAgueNiRmaRBIRGrRsking LERle? 108 MBY Lt tb! dfbfteﬁﬁme the set

the sensor data, Oor no access rl‘%hts at all for th
of reievantiSeasorsm by @@ﬂ%ﬁim'nf@ matign fﬂ%ﬂthﬁHﬂ iteqn éra%rng devices

10%%%%418??'8%&3?%?5% s%\"iﬂ%?:kin@e@e\ﬂléisem 232G} thé %&aﬂ\tple ofa

client “110 as access fri
requesd fontemperatifretinformation ftard seasots withinaa 2onile radnas of a
' data i |
splhin Spl Do B, 105 Eh LRI CRBE! IBL ohifhe Y8816 more
generdilyatrgclaig lcenter 108) raay nwtudatle mnpestsi tat tbetvaaiouisfitenh dracking

user i hi s exanpl e es not ess ri
deViREE P2, hasfeb iBRES W S e MGG AR T e 32 ki for
Ioc%gg}uﬁfig@?&og&ﬁ;ﬁr&%%ﬁl 48é Q@Sdgg:%%;ld@atnorﬂ&f&ﬁanon from the
et ur ni n
vaneys dayegs; it may éj% TR Whi t:Hf&%tu"f”é%‘\Id’*:*‘t"i"iﬁ"‘@ & 'th'§ a 5 hite radius

of BRSSpetifidS itei ﬁQék-ng‘é%&)oe i02£ki ng center 108

deternines a set of sensors that neet one or

tri Rl n@Pre hivcarproppiatepetfgensgEs B?ﬁxh%”s‘i’%ﬂeﬁb‘f’@d’ tracking

ceht®®308 rhal %ﬁrfbf‘ﬂwé)%di‘}&ieﬁi §eﬁs§c9r d4s iR dhé fteRftrbcRihg devices
t he request for sensor data. Rules

102 beacon devices 104, and user tracking devices 112 that are part of the set
(step 424). For example, rules engine 208 may request the sensor data directly
from the devices 102, 104, and 112 identified in step 422. Sensor data received
back from the set of devices 102, 104, 112 are made part of a results set. For
example, continuing with the example of a request for temperature information
from sensors within a 2 mile radius of a specified item tracking devicé 102a, rules
engine 208 may request temperature information from the item tracking devices

102 and beacon devices 104 that have been previously identified as being within a
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engi ne 208, for exanple, may exam ne the request to
determ ne the triggering paraneter(s). Thereafter,

WO p0244Bnyi ne 208 nay search sensor i nformati OPCT/US2007/014041
dat abase 204 for information that identifies the item
tracki ng devices 102, beacon devices 104, and/or user
tracki ng devices 112 that neet the criteria set forth
by each triggering paraneter. For exanple, if the
request is for tenperature information from sensors

2 mile RidiusioPthd loeatian) U'%nﬁxﬁeréttﬂ'pﬁnfdrhmﬂlohtfﬁcﬁmtthask idegices may be

evi ce hen, r S e ine he item
agPeFH{T ﬂ[;]"l?eﬁsé‘ $ sféz 8}’8 égg }fi"eg‘aiﬁi’ Ahown as
sepdratd SGipsabAd cIor@miang skiltifitie artKNlmdpﬁré@IdtéJﬁ\anpaH@Q)f these
specified item tracking device 102a

stensmmt:wrewultang@wﬁwg CATRXEMRles Whep ta@%mpeﬂt?r 108 sends a
req@, %Ffd*?té‘ﬁx & %Hev%@}grﬂf%ﬁkoﬁ%ﬁﬁé Poa rmaséd | @cking

ormati on rom'item tracki ng devices
de\bee&dmZdeam@semputo @neatlt)s@ﬁzvnce&matr:geatethedaggmag planameter(S)

the, J@:gugéfa al&f) b% foFﬂ'géJggIstr%? Eeﬁgg;pgél%t UIF\QhIs%gE‘HEP, i not
mens rs wWwth mTe radius of a specl |e
necdssary fczrdkacrlq\gieentee 1182 séretasepdratboequestfioethe data.

o020 Ree 5k B BB B BBhut om

tra@l&ﬁg @%S'lcb@a o areonddavices 109 andndeusackihg aldviceg 112 (step 426

N Ao 2e b gk AR kR TS Bl atemo

retﬁé\ﬁe théaﬂb@lﬁoﬁﬁé/érfs%‘i nnfotmawn @%&@tbéwzowbéﬁbwffot BRample, on the
devi ces are wt ml e radius ecifie

typeiQf BansgE E‘?Fﬁ:;“lféﬁ wqqﬁgd) (stemf3dhch %@%Emﬁﬁsmgemav

pro%%bd% s$@;5‘&@83 daﬁlmabg% effdtethent Fré‘c%h? Q:ent‘c—frnﬂﬂ may send a
or the requested sensor data fromthe

noﬁlftcaiw?/taakthﬁgrmsmsenw dajade ot avaiatle (gtep 43thg For
ex Ffe [T g?%(bgg_% %@r&?ﬁ %?%r éé%&%ét%%ast iPRiat€d at a client

r exarrp es engdl ne request
1 1@ h@lﬁeegunemaamyrweryte Stu@namoénfuqetym agdls@az\d dtnan

recei ved

ap@%@&n&?‘% S'r\gﬁhqe"ds{ég %%Bgéw cezé&%%ﬁdsﬂ%gﬁ&kd@ﬁar e nmade

par [07F] alfrtbeukhaested. sérmor dataipaeailabbe (stepid2$ wes), then

t he exampl f ues or tenperature infornmati,on
tragige CEBTaE ipfriries Bhetfer hETRALEHEr has HulthoTeAh to access
all bf e igtaevked gatieistep 42?2aFor ukampl@,@rﬂﬁca’i@&m 206 may

uest tenperature. infor t he tra

inté5et B SerGBY i1a/haLe AR o204 (IR SRaing ADE, Gagor & client
1101 SHtfhateddeBtriebLest nsorBer fmakethis @eteaaud&aon Certlflcate

2007/149315 PCT/ US2007/014041 2 ml e radius of th

serlvse 8PP dnay Tesrike hereayeftohich BaY indude Ruthenfisatieadnformation.

422 an$l§%ﬁﬁp}éa}\§/’tg:ta€gé Hﬁg&ﬁg{ﬁﬁggkénﬁlﬁbte &64BPPOB Mmh§BRtermine
what portion, if any, of the sensor data included in the results set, the requester has
the right to access.

[076] If the requester has access rights for all of the sensor data in the
results set, then all of the data is sent to the requester and stored in sensor
information database 204 (step 430). For example, in a situation where a user of a
client 110 has such access rights, all of the requested sensor data is returned to
the client 110, where it may be displayed for viewing by the user. If the requester

has access rights to only a portion of the sensor data, or no access rights at all for
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separate steps, one of ordinary skill in the art wll
appreciate that parts of these steps may occur
wa@ewaissneousl y. For exanpl e, when tracki ng cePtBUSD08014041
sends a request to itemtracking devices 102, beacon
devi ces 104, and user tracking devices 112 in an
attenpt to identify devices that neet the triggering
paraneter(s), the request may al so be for the desired
sensor data. In this manner, it is not necessary for

thi% atafak itﬁgr; Zﬁ@ﬁg rofﬁl@@ sbﬂseeodtgasm@aaha;errsqu Bﬁ‘brrﬁaﬁoﬂi batabase
at a the re ste Sen
204, ang HL? 4%%#?'& 'ﬁe‘»qfﬁ Waéa’atﬁ W*P‘Pélgk? ﬁ@qﬁ%ﬁ}PE issauthorized

(sté;921361ye%9%x§mﬁ)lé &f aliibr ARCClieReH 1brrﬁi§<éék93§§3¥grﬂ§$o bhk half of

hen a decision is nad
tha/mtmsted sgewrr@ataeﬁﬂurth@beagﬁémudata @rfstum@d %o the client 110,

wh%gé it @59 U}ﬁsga&rg? ffapm,»aﬁrligsy thé‘ﬁgéfasensotd&gﬁ%?%k%% the art

ase or e ata’ t
will sappregisde ttheal) if the apen®Xhis ¢xarsple dmnptr baws eceessEghts for any

of ﬁ{e q%%%s*ed §%§§or4 a 98%% J%qn ﬂﬁegt’eesﬁl R r?tkg}féht %oethe client

ng cen sen X on
110equest ed sensor data |s not avail abl e (step 434) . For

s 0L ; P B 8 Se e SrapnicBfHEE! ingfade JRpiaviip Bensor
dageretrieved ?Utéslp@netettg%iorwuwnfcgmérsen datzato 2dorms(;ltatent with I?n aspect
roprl e cllen server net .
of Rlstprassp mventioRe Qag sklleddn Tas 2 wil arpregals at Alpiative user

intéFa68s Ay be YfiR2ed tHR ransméwéﬂnwe@ eehsor ot inadiffersmedays.
et her the requester has authorization to access

al |
of 1®&8lr etTrheeV%%r intartaqes fepexample. may e gisplayed on a client 110 or
otl‘?eerrélnbfwi Sﬁ%rﬁsﬁéﬁ@ﬁ tH&AGs BRYng LAIARIEEY aWiseh té ?é‘é&!st sensor data

I nformati on dat abase 204, ruI es_engl ne 208, /or a
from trapking CEMtem08.0in thenaxamplenef FiggGethe rQﬂ'«tﬂséléfPf gepsor data has

takBH el B SHd Gﬁffbﬂ?ﬁtréﬁﬂjrcg‘?ééét& gafzﬁb ehfiré gﬁ%@ JERY in the

recelve the request e aut catl on
addrdssrwigndiownof a Emwamsetrmrggamh dinei URLiindicates, for example, that

ai gAbBEEBH BorEFiAnd S T B et lactielhs 28781125 12045 shouid
etrbtne\esiu’rdsm ssrtsor irfffermeatjoe stataibdses204 .hén otlgatrtwdnds the user in this

ca§f Pegrropge e mbsenir At F g BRI BretiyRIvoly fn the

préderit hﬁadﬂila the mﬂmh? bbhequequmgtr&r sembrsdalaetirectly from tracking
sens 1nfor t| on r&gse g 4 g 3021 For

ceples 8W'th |‘{§%‘P %’h' gpedigte, @?r N9NE i ent 110

has [@I@h aﬁQﬁé%ohtegnwxh@hbwcthatrheebnewﬁire@ asn@mggenng
data is returned to the client 110, where

pagaptesfettis Fequeskin e iP BRI Gf the sepper. @L@&Yﬁm S0
thé('}aa‘-il é’éﬁ“s%?%a"té %Eénﬁgotn%@krygg%rmg ;?érf%g\?é}% Fl'naﬁ ﬁ%%ﬂ%huested. In

no access rightsa
remmgggmm%m@m@nz@um a web page listing the relevant sensor

data to the web browser program. In this case, tracking center 108 returned
location information and temperature information for the identified sensor. One of
ordinary skill in the art will appreciate that the various labels depicted in the user
interface of Fig. 5 (e.g., “Sensor Loc #1,” “Sensor Temp #1,” etc.), are replaced by
the relevant values in actual use. One of ordinary skill in the art will also appreciate
that requested sensor data may be provided to a user using means other than a

web page. For example, results may be provided to a user in a file.
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this data, then the all of the sensor data is stored
in sensor infornmation database 204, and the requester

w0 2003e310Nn1 y that data for which the request ePCT/BS2007/014041
authorized (step 436). For exanple, if a user of a
client 110 has access rights to only half of the
request ed sensor data, only that half of the data is
returned to the client 110, where it may be displ ayed
for viewing by the user. One of ordinary skill in the
ar t [080] | | Fap@ scaraegemmplaryigraphiealisger interfadesfogseapthing for

o BB G0 DL Y peclert g K s o
requesting sehsentataldivectlydffain tracking ceateant 08 engdearmay first search for
RO TS N

shmmaﬁt@néew WRiliz8PESErch@ndihe, SUkS@Nthd B8 MadH available by
e gkilled in"the art will appreciate that

Goagteer nta seAIchider senspidataRartatnipase asensoddentfind as ZB764312-
Y1§%§@| D 6t 5+cﬁr\{§,g, s‘%&f‘ﬁﬂrhedéﬁ a«.n Qpa&écﬁa%qnst ¥E$ thduyfbthe user is

e user Interfa for exanple, may be displayed on a
notdlirently reggesting senser datadremdraciing seater 398; ke spught after

ser?seda::}%tgtsltlh ré?geg%dgra%?ﬁ-{g[% Shibfqygst sensor data from

I'ng cen e éxanmple of Fig. 5, the
req[osst] f ig. skalsows@clemmaa/ saaakhmesdits obthe sﬁarah performed in

Figy B SBARPER 1 ssafedt vl nh ERRARKS 1Yok WetrREbek One is a

link todiepap @aiturednfarreatioinefor sbasor 28176631!1%123935&1 The other is a link to

R T PR T S T A pR—

Ilnk fa‘r@x@m;blenn@t redaf én adéqubst for hemperdtdse infoenasen farsensor
has requested al] sensor data fromt

2B R A A e 00 KA 16 fTAcking S 408, WhaifpINg INfargnation may

be Y&RilevBBYrdif SePSBE HibRHalidle dafibuRe 2. airftHeesdhtext 60te flow chart
trackm'g center 108 without the use of
[Ba

depigtast fiethecltiggeriegrarameter7ior this f@ﬁ@egfdﬁttBﬁtl Dgrumber of the
sendlt, QB?’&‘SHQWW%% Phhat B o e?’atFEé‘%fé{)rg?ﬁ@t? H’!%tmg that

par amet er for t request is
tnggensgrparasmaehas beeeztequsstedt Hatreaponsstaakingacanter 108 may

retpﬁ'neé 'rv%zg)pégéé ,I lg{lﬁggﬁé h&gvmrtgﬂﬁ}fgétdﬁgin#rgg@%péﬁ g& \%@% %b browser
progeam. | Oseiaf@rdimary skilhintie aensgid rappuiad:latet thatrequedted sensor data

browser .proqgr In this case ckin ent er
ma e PRavifEd B Blss Lol g ingl LA GsEPagE. FoF example,
res'ung_cmayabquplf/?re_dttb&a udemhlé_fue;ld sensor. One ﬁf

or y J in the art w reciat at t

O R Mk cerBin teeuies ahid emBBBITent: & thadavétion have been
descritad) othéSembelirheatsdf. the IPastion Wilie dpparetit to }hoéﬁ §k||led in

replaced by the relevant values in actual use. of

thegAid fidF yogﬁadlqramcw ehihessreglfication ard ppstice; olithe %rn'a@d'ments of

thel IRYERESE AisthOY hERliRt F‘ﬁ)’th@?m@l‘é"ﬁl%@ gh®rbd&Rhemsididne present
means other than a web page. For exarrple results may

inveption havedeandesaeringd as bging agsociated with data stored in memory
and other storage mediums, one skilled in the art will appreciate that these aspects

can also be stored on or read from other types of computer-readable media, such
as secondary storage devices, like hard disks, floppy disks, or a CD-ROM, a carrier
wave from the Internet, or other forms of RAM or ROM. Further, the steps of the

disclosed methods may be modified in any manner, including by reordering steps
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-22 WO 2007/ 149315 PCT/ US2007/ 014041 [080] Fig. 6 is
an exenpl ary graphical user interface for searching
wo 20074e€138Dr data, consistent with the princi pl BGT/US200T1€14041
present invention. Instead of requesting sensor data
directly fromtracking center 108, a user may first
search for hyperlinks to web pages with the requested
data. The exanple depicted in Fig. 6 shows that a
user may utilize a search engine, such as the one nade
androfinsepling by deletingl stéps, withewtadedarfing froemtiue pdatiples of the
. pertaining to a sensor identified as ZB764312- Y12345.
Inv éo%f ordinary skill in the art will appreciate that

evepga]ounad irtBRdEd Stherdford thatl tHee§pédificatibreand @amples be
sensor “data fromtracking center 108, the_squght after

congifrigd fneXerHplany ondsiwitlta dfue serng and seitt&f theinvention being

: [ KR ; r e

md&c%ﬁ%% ﬁgég?r’go'l&ngﬁﬁﬁﬁ Fi gﬁ@%ﬁenéﬁ@cﬂ?ﬁp{:a I y‘?lﬁ\tlﬁgnggar ch
resulted in hyperlinks to two web pages. One is a
link to tenperature information for sensor
ZB764312-Y12345. The other is a link to |[location
i nformati on for sensor ZB764312-Y12345. Cicking on
the temperature |link for exanple, may result in a
request for tenperature information for sensor
ZB764312-Y12345 being sent to tracking center 108,
where the information may be retrieved from sensor
i nformati on dat abase 204. In the context of the flow
chart depicted in Fig. 4, the triggering paraneter
for this request is the ID nunber of the sensor,
ZB764312- Yl 2345, so that all tenperature informtion
neeting that triggering paraneter has been requested.
In response, tracking center 108 may return a web
page listing the relevant tenperature information to
the web browser program One of ordinary skill in the
art wll appreciate that requested sensor data may be
provided to a user using neans other than a web page.
For exanple, results may be provided to a user in a
file. [082] While certain features and enbodi nents of
the invention have been described, other enbodi ments
of the invention will be apparent to those skilled in
the art from consideration of the specification and
practice of the enbodi nents of the invention
di scl osed herein. Furthernore, although enbodi nents of
the present invention have been described as being
associated with data stored in nenory and other
storage nediuns, one skilled in the art wl|
appreci ate that these aspects can also be stored on
or read fromother types of conputer-readabl e nedia,
such as secondary storage devices, |ike hard disks,
floppy disks, or a CO-ROM a carrier
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wave fromthe Internet, or other fornms of RAM or ROM
Further, the steps of the disclosed nethods may be
wore@7flisds i n any manner, including by reorderiPQI/E8®pE014041
-23 WD 2007/ 149315 PCT/ US2007/ 014041 and/or inserting
or deleting steps, wthout departing fromthe
principles of the invention. [083] It is intended,
therefore, that the specification and exanpl es be
consi dered as exenplary only, with a true scope and
WHATNSICOAIMES lisiventi on being indicated by the
folTowng clains and their full scope of equival ents.
-24 WD 2007/ 4%3)}5 P /.US%OO?/ 014041. VWHAT IS CLAI MED
1s: 1a. AE hgﬁ%% Yrtra ['RES: CRAPT S pr i si ng:
st OBidtithg, i MEHBHY firdtidssbeiativn ik ireflectaian elskeciatiog between
an assocj ation between an itemtracking device and a .
an et HackiBg; davigh and @keacqmdeyige phg the/itemd tracking geyige is
withinPs SAEI SRR FatdcofthetldtBRdSAcE aVhERIn YREEINNtracking
the itemtracking “device corresponds to a first item
devige cofespends o @dirst e pPedpe heaces dayicg earrespads to an area
thal SBhEAAS nitibleRtdind hifdfBaing the drdtdtdifanar St | Lem and
periodically transmtting sensor data to a database,
whe pefiadically transaittingtsensios detatasaidatalase, yvherein the sensor data
is PSRRIt &\etp@fksjeé&foﬂ"d Ce %Hé?rﬁ@ihbgr?m%?&léﬁioﬁrﬁbout an
environment of a group of 1te romthe multiple
envitemaent oha grobe op itedhst feomi thednultipheyidtermks withen ke poedetermined
devi]p%. 2. The nethod of claim1, further conprising:
range.af-§ gtt??ﬂfotrh%e‘f'?%m tracki ng device with another
beacon device if the item tracking device is within a
predet erm ned range of . sai not her heacon devi ce. 3.
The 2t nMeomeLial A Sairide futict SEMEBREG:  dat a
I Nclhy86Giafihg @ RENPIECKiAG deVfal WiRh anbtisrBddcomn device if the item
erature information, humdity informtion, |i

t enper at nf. [ i ght .
trapkipg|devieg IS WRinGhpresietesinedirange e saishangihsr beacon device.
information, and video information. 4. The nethod of

claim1, wherein the transmtted sensor data triggers
an & ar mThe metodvef plaimdr, vheipin the sgnsasideta inglédes agleast one

of Fo*&‘étiéh WIGHANBh! feSperafitd! iRfbrimdiidh Bgﬁﬁ&ﬁ%mfﬁﬁnétion, light level
tracking center 1 n response to a predeter ned
infemnaliian, ressdre infarmmasiomo ghofo nfaimation,dnst wideo information.

triggering the alarm conprises

4. The method of claim 1, wherein the transmitted sensor data triggers
an alarm.
5. The method of claim 4, wherein triggering the alarm comprises

sending a notification to a tracking center in response to a predetermined condition.
6. The method of claim 4, wherein triggering the alarm comprises

sending a notification to a user tracking device in response to a predetermined

condition.
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sending a notification to a user tracking device in

response to a predetermned condition. -25 WO
WQeM714939315 PCT/ US2007/ 014041 7. The net hod oPCTUSINT/014041

1, wherein the transmtted sensor data triggers a

progranmm ng change for at |east one of the item

tracki ng device and the beacon device. 8. The nethod

of claim1, further conprising: . associating an item

tracking nunber with the itemtracking device. 9. The

met fod ofThel miethdd ofwblairei 1) viHezem the trarsemitieck sensoridada triggers a

mul ti itens, i s hi cl sed to deliver .the
prafipiring ShARE Tor 3t el By dTHe e ParFing yids Bl thppeacon
ded@cea that contains the nultiple itens is a storage

facility used to store the nmultiple itenms. 11. The

met hod of claim1, wherein the area that contains the

nul gi pl eThletﬁ%d@oﬁcl@%tﬁlf@ﬂlﬁeﬂ@&ﬂrhﬁn gel d the
multiple itens. 12. The nmethod of c aim1, further

conPFFeFIAlNg Sndiam dragkinenaumbss withttheritesa tracking deviceg

an associ ation between the item tracking device and a

user tracking device when the itemtracking device is

wi t Bi n aThermethad of aleimriandgerein thecargadhat cartaingthe multiple

.te,q,% e%grgera tIohc?elIH/%thé éﬁﬁ@ Pqteq'%/l ce corresponds

a courler respons ivering the first
|ten1 13. The method of claim1, further conprising:

di sgssociatin em t Kin evice fromthe . .

beacon dev c'@%\%%‘ﬁot ﬁ'@'m 1[%@??%0‘% nﬂeaetblaggori\tgms the muttiple
ite@istis iadstotdtse facililg Ueedito atoreathganultiple w@st i ng t he

menory to reflect the disassociation. 14. The net hod

of claim1l, wherein the sensor data is transmtted

di raqt | y THel @@tRdEof ERIMIT, ddram thevarea that EBBtains the multiple
dat abase. 15. A system for tracki ng itens, conprising:

iterms 'fséaa%Q”t@W@rlUlS@Hthr%%“i‘@"H%W'@éte"f'?ne at | east one
itemtracking device corresponding to an itemto be

tracked; -26 WO 2007/ 149315 PCT/ US2007/ 014041 at
| ead@- oné’h%@@mpdj@f/pl@ernthéwth@rrwgpawog:to an area

t hag er ok %cL ?t%r{ fi&fé‘;re'ﬂ%{ Hgbﬂ%oéﬁ'%%iaitfo%’%ét%e%% the item

tr ac east one
tracking devnce and a user tracking device when the item tracking device is within a

predetermined range of the user tracking device, wherein the user tracking device

corresponds to a courier responsible for delivering the first item.

13. The method of claim 1, further comprising:
disassociating the item tracking device from the beacon device when the
item tracking device is outside the predetermined range; and

updating the memory to reflect the disassociation.

14.  The method of claim 1, wherein the sensor data is transmitted directly

from the item tracking device to the database.

15. A system for tracking items, comprising:
at least one item tracking device, the at least one item tracking device

corresponding to an item to be tracked;
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device stores first association data reflecting an

associ ation between the at |l east one itemtracking
waelewrae3and the at | east one beacon devi ce; anPCHUS2007/014041

tracking center operable to receive periodically

reported sensor data from the at |east one beacon

device, wherein the sensor data fromthe at |east one

beacon device provides information about an

envi ronnent of a group of itens from the nultiple

| t easlesist bne beguoadidwvecerthmttorm@spends td lan dreadbat contains

evi ce. stem of cla 5, wherein e at '
muiiple e rciuriie T B RS hacked Snagush T b asf hne beacon
deﬁB@%‘?@tﬂesbﬁ@ﬁQ&&%ﬁd‘rﬁdaﬁ‘a tdfiechihg laRasdsoengtion! eBveen the at least

tracking device is wthin the predeterm ned range of

ong dfemn Haskingrdayizr 8Rd ds Bt east pneracondeyicerand ai m
15, JwPsdich Enf%r%%%?é’éleqatrécéloé|d€i1f°o?i];@éllyl r@ﬁé&ed QRAsEF data from

| ocation i ?ormatl on, tenperature | nfornat
thehahlieast gne beacandevice, Mhgirein ﬂr@/seensqnfd@t@rm the at least one

t. t.Q 1 f ' ;
oo 57 ULl AEOLER B b ] G pinef{h S ofom from
the mpidtiple desenwihindapeedetegyees mmgeadﬁathm beb@onTdavice.
system of claim 18, wherein triggering the alarm
conprises sending a notification to a tracking center

i n néspotde $wtemufasdainen 6] whereinritbetat deast a@. itefhdracking device

s Al L ROPGT heRsenrevind &% 5t (st 8ot Frgigng device i
~ witbviheeprietietrpfingd eaihge of paridatether bedcos dedticel on.  21.

The system of claim 15, wherein the area that contains
the nultiple itens is a vehicle used to deliver the

mul 4i7pl e THeeSPsterdlof dbitn 155 Wheréih tﬁéayeaisélédatwmbmdés at least
the area that contains the nultiple itens is

one o legationipfermatians éemperaturs inferaation. thw'éhtw%fﬁsmatlgv light
levVBRA9RAdSY Pres ST i W{&l#\@)@o irddrmatith, Séh%t\‘?ﬂbeflnformatlon

clarm 15, wherein the area that contains the nultiple
|terrB is a container used to hold the nultiple itens.

t o Cél ngsﬂ(%f/ S8 & A5 18, whidkdi H%e?@HBﬁé& 'sBHsonadé‘t%et"nggers an

I'ce that corresponds cour
alarmsponsi ble for delivering the |ten1to be tracked,
the user tracking device storing second association
data reflecting an associ ati on between the at | east
one 18t emTiheasystan ofduaint d Bamthetrdia triggering ek alagmisvmpeases
when t he le st rackln device

ol i3 B uRintioRid aRgEnb Erh Qe o litic drbopliiin conaiton

20. The system of claim 18, wherein triggering the alarm comprises
sending a notification to a user tracking device in response to a predetermined

condition.

21. The system of claim 15, wherein the area that contains the multiple

items is a vehicle used to deliver the multiple items.

22.  The system of claim 15, wherein the area that contains the multiple

items is a storage facility used to store the multiple items.
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25. A conputer-readabl e medi um contai ning instructions
for performng a nethod for tracking itens, the
woredonoe3conpri si ng: storing, in nmenory, first PCT/US2007/014041
associ ation data reflecting an associ ati on between an
Itemtracki ng device and a beacon device when the item
tracking device is wthin a predeterm ned range of
t he beacon. device, wherein the itemtracking device
corresponds to a first item and the beacon device

COr p8spomHe sydtedtl oflckim 1Havhe@in e ardnlthdt@ontaihs e multiple

_including the first item and periodically

'temﬁéﬁ@rﬁcﬂ‘?@'ﬁﬁrgéﬁgé‘i‘ hgid ﬁ‘ec@“g'Fﬁ%ftﬁﬂh%e, wherein the
sensor data is transnmitted fromthe beacon device and
provi des_i nformati on about an environment of a group
of 24ens Thedystemn ahdlaimpld, furtbes ceMAtisiNg:he

Pr egeiser Walkihg dNEE 1t dofesPBRAS o SEditfer redBonsible for
delivering the item to be tracked, the user tracking device storing second
association data reflecting an association between the at least one item tracking
device and the user tracking device when the at least one item tracking device is

within a predetermined range of the user tracking device.

25. A computer-readable medium containing instructions for performing a
method for tracking items, the method comprising:

storing, in memory, first association data reflecting an association between
an item tracking device and a beacon device when the item tracking device is
within a predetermined range of the beacon device, wherein the item tracking
device corresponds to a first item, and the beacon device corresponds to an area
that contains mulitiple items including the first item; and

periodically transmitting sensor data to a database, wherein the sensor data
is transmitted from the beacon device and provides information about an
environment of a group of items from the multiple items within the predetermined

range of the beacon device.
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