0019P00011P DATA LOGGER AND SENTI NEL PLATFORM FOR SENSOR NETWORK [ 0001] The
present application relates to a sentinel platformfor a sensor network.

The application also relates methods for naking, assenbuum’ i i ng,
configuring, 5 optimzing, upgrading, disnmantling and WHH‘"’MM”E tinel
platform The sentinel platformis alternatively known as ga{guay sensor
node, which is typically connected between renote sensor(s) and base—
station(s)/server(s). The sentinel platformmay further be known as |oT
(I'nternet of Things) sentinel platformfor big data gathering and

anal ytics. 10019®00@{1PKnown pl atforns for sensor networks are sonetines

depl oyed for nonitoring natural ecosystens, such as forests, plantations
and urban envi r opyERtOCBEESANR SENT N Lalf fATRRRNE DR SENSOR NEAWRRKIal
operations for data collection and anal ysis from geographically distributed
sensors such that workers have to travel to these 15 scattered sensors for
retrieving d€Pa1ITHeRresgnt anpliqatien rakptes torpasppting Plafernkisbasefsoanetwerks The e

desi gned f oraginestiohi sisd aelBids CRALhBEP b HakiRGS asRHMRE MSkYing,t EEHEUAHIOWN

pl at forms_have di.verse types of hardware, software and co icatjo
pr ot ocol sssu%ﬁm'ﬂ% ‘fprgéaq\ﬁ%ovﬁ‘ns"ﬂﬁ@tnpo? u3Pre tE%rﬁ?m"l‘? tpga(‘jr,or %E‘?‘nﬁ(}@egnd
di fficult toplatorege altersatjvelydnbivgas @atemaylisénsoonode) ghiztiés ty@idally0ad¢ctdde

present inveqt, i V] e d fu evi ces or
et hods.  Escor P e e BHEY bitf e o REN Y. R SHIE g BB naen
cl ai ms. Advalvthgreesulnoaaasuiod dIntareet (pif Vbingdlysedtipe migfotm &dr digrdata Ththepnesent
application fayddagice! aims the priority of an earlier patent application
US61/ 769,008 titled "Sentinel 25 Platformfor Sensor Network", which was
filed w M’] USPTO (United States Patent and Trademark O fice) on 25 February
2013. Al sujopeitknsaintpiitiofhs e tskhisdr @efofdt arefsombBim&aaépikd Bér Mbrifoding
application iﬁ h?reb% ti ncor par at g,d b% rEf gﬂiq.ence.d[OOO% Accor di nr% to a
first aspect’®YHe *preSEAr 3@%\ PR dPieEl PrPORIANS 259 ¢4h30 PRYGRMeT B854 dapt or
for one or nigowvnsgatioms metintp rélg on Thanudhdreratong dor daapolicstion and endlysid
processi ng I i er onr. for.ekec I.C..SL.an I oc ing, a
vol atile or uﬁ%ﬁg&gf‘]g‘? ?I%@éﬁ%@g&zgﬁ%g’ %%CP Jggtché%g'%o%aﬁ)gg Z%] v Io%t ﬁ%gecent ral
processi hg usratteredPegnsorsr fostretrierind tdata dedadly.t Burwrmacnel ynany pletheakeowrd y, an
el ectroni ¢ Chafdtns £8 dési§?¥éd%r’99pe@|ﬁg%Eh‘h'cﬁpﬂj’pﬂ Ron@McHLRERAtHEYe RhoH! t
(e.g. sem conductor chi connected to botH the

platforms have diverse types of hardware, software and communication protocols

such that the known platforms are complicated, expensive and difficult to manage,
use, configure, modify or upgrade.
20
[0003] The present inventions aim to provide one or more new and useful devices or
methods. Essential features of the inventions are provided by independent claims.
Advantageous features are given by dependent claims. The present application
further claims the priority of an earlier patent application US61/769,008 titled “Sentinel
25 Platform for Sensor Network”, which was filed with USPTO (United States Patent and
Trademark Office) on 25 February 2013. All subject matter or entire content of the

earlier priority application is hereby incorporated by reference.

[0004] According to a first aspect, the present application provides a data logger or
30 adaptor for one or more sensor networks. The data logger comprises a central
processing unit (e.g. microprocessor) for electronic signal processing, a volatile or
non-volatile memory device (or cache) connected to the central processing unit (CPU)
for storing the data temporarily or permanently, an electronic circuit on a Printed

Circuit Board or an integrated circuit (e.g. semiconductor chip) connected to both the
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1 O0019P00011P central processing unit and the nenory device, and a power
suppl y/ source further connected to the electronic circuit for providing
electricity to the data | ogger. The electronic circuit conprises an

uni versal interface or universal interface nodule, which is configurable or
programmabl e for connecting two or nore different types of sensors 5

si mul taneously or sequentially via various comuni cation nodes. The

uni versal interface or nodule is an electrical interface (hardware
conponent) or an electronic interface device. The various conmuni cation
nodes may be0@&REOWPt1I®d or open. Accordingly, the data | ogger has the
flexibility for adopting different types of sensors and their adaptors
usi ng di f f er eantracereaessing atnitndribel @ mory deegrand 4 poweasgyeply/iseurce further t abl e

for adopti oncmeMbdl®o VRS bREYorRS ciR@RSON Frolifing M&Rfy 'tc'S‘QI#’eshét'aaibgéérr The
agriculture fields. The adaptor may include a comuni cation ul e

(sof t war e prﬂ@?%‘ﬁccﬁ"c‘l'i’a‘?odnv%'ﬁ%s 21 ¥iYRred) inteffage AE WHVEERH infesface F"OFB'Sf‘W\‘/U%ﬂ e
program or higrcenjueabes dir(wcbdrémmébla f@@Wecﬂﬁgﬁt&@&ﬁ MO Hifre@AEty e s Isan8ods

har dwar e II‘CUI past. researchers and/o i neers have
o serect? spatifariofsih, & *Fhuilbl Sieb Pous SFERTOT 435 THEMGELY e <
for predet erimerfeck appbidats amsleciiibal s@edapechéidyateymasponentd enam)letecifrmdz her

require corr i r r | oadi ng
data fromt hgt%@g%sjgrggcéjﬁﬁ% %—?&QQ Cﬁmn%% 3#‘@{ o??a’ﬁa% or rrag pteﬁh gh ;gaskl 1 ed
sof t war e pr ofecrairgly. drridatp ézggebhﬁsaherfigwét&rf@ aaipetlrmfdlféﬂtentzvpetsaﬁ@ﬁm@ds for

setting up the fPl\éfrFé‘a§§to%el§jdxr§‘ga&|ﬁ9feﬁleéb?ﬂﬁurﬂ@atﬂ%’r%de%f@"sén%‘@&atlgg
expen5|ve and technically difficult to inplenent. If the applica |on

requi r es 19l $41tgPle for, pdaption bxéﬂ%wgﬂe@éobsenfef%wl\éer%eewwt@al qriagheulsEnsor s,

t enperature moxrr@) adptorn@ay tigiidada adabrrmmrcraﬂmu(eegsgﬁwér@r@@@ram or

pl ant ation), h?{g esea chers or/%ﬁgf neer have to manual qu5 conn aapovver
sour ces, the #HOME p(f"fgu )y BN AR JSoftyaLe rpr%?'Pech@ﬁ 602'8“' | ogger s
to one or copguererapagéflisstware progmnmestthardsvacoeipblit)cat ed and expensi ve, which
often cannot provide real-time data feeding/input, such as synchroni zi ng
tenperature, noisture and (solar) lighting condition data. Again, the

hi ghl'y sk? | | 880 dnttarresty resgaeaivesr andéaicengineetsr maviectoeswifich spedifict ynes 0O
require addi fb@aébt %5&%%mt\}a'?rgu@ﬁ‘ugnth&&ewpﬁé@éteﬁﬁw&hégn@ns 3Hed006] In
contrast, the data |ogger of present application can connect different
types or mod@%'flsfty%eén%fowglsmt;ofﬁﬂwrreav.@ reFRsParRding dpte legoar Rndseqieres. The

data | ogger ;lsragrahmﬁémrwcamlotaemgr&tasm@ﬁedwbyerébffsfiﬁr@% ENREDr PhctGRNSOr
The data | ogger can be configured

net wor k simuj t aneo or. sequential |l y.

and/or calib H’P%ﬁ F‘ h}/yoé‘&'!ﬁgo a{P PEPEIEME" EHE YSHTPR! 2e‘?ﬁ9"1e§[§e§reor°t‘?ﬁ)del s of
Sﬁnsgr fsf 80 nmuiehaineiofes sgtting Upepar @irgdsy-dedicgted sfs@ idtadrk y Wwhigh ttéridscenpect i ng
the differen

At hough 1 neosehREs et <EypEeS of i ERY @l e, L e halfF Bl gendeS o Jife o

ranges of sufypésy of/sknsmge (e.ADBoisks®Isabsons) ljoht gensbs, Hemperatlys aansors)afnge or

ot her 5 par : d 0 accept
the i £t or enpopinag 2h shuRRin! B Rred Bhnbfef, b S Rhrr B b ERale, O

Si nce the cotefMmauekit §aanestPoye pattepythe rr@llt@@ftmeauoésmmsh@emaoraeswggm

i mpl emenpat i f much

| o0s oki T TraRasbRRo s Byl TR B o aR B LBt
progr amer s Whicky|qfiep r eampet é?‘?gidﬁe@la‘st”ﬂ%lﬁaﬁéf%ﬁfimgdwt Wt@via%hsmgcwruenmo user

base to the @hipbrtes! mbhéﬂ!?@ aRd ( w&iﬁh.ﬁ htRb o%‘ﬁ&n%él{ %aQYAanPEHen&PW%kﬂ@Ja
| ogger of the Evr esent F?é‘E)’B‘FI cation e ease of connecCtin

i nstruments $HMGIRyRT9 "8 AR pteRonst e9ns g etend gémqtuad@aPr@i'Morlgpg ows
"layman" (ustme awd high h@apowedrakpendguren sof t ware programm ng) to inpl enent
mul ti -segﬁor applications. The data | ogger can al so conbine nultiple power
sour ces d power managenent algorithmto allow 15 correspondi ng sensor
net wor ks to [000&jehfooptautr the daed logberyofahel praseit sfplicatioerwah ycobryedt mfﬂemsi ng
power source, r err,fu er

enhances r el Iyg%df)fjﬁ%dglg cf!f%@{\?oqwiom ?ﬁ%ﬂ%énﬂ%au—%}g oq%na)asjaﬁ)&gs The Jattz;1
logger may be connected to and shared by different types of sensor network

simultaneously or sequentially. The data logger can be configured and/or calibrated to



[ 0007] The data | ogger avoids rigid configuration for providing a single
type of 20 communi cation node. A data |ogger with a single type of

comuni cation node is often made for task-specific sensor network. Such
type of data | ogger does not have flexibility or adaptability for serving
in one or nore sensor network with different types of sensors having
various nodes of communications. In contrast, the present application

provi des the data | ogger that is configurable, nodifiable, adaptable or 25
upgradabl e for diverse types of sensors. For exanple, the different types
of sensors ioelsedeodPr tenperature (thernocouple), humdity (optical,
capacitive or resistive) and light intensity (photo-em ssive,

phot o- conducerejate thrhdifferenblypes e moHels ¢f jsenrors eimuitanenusly or séparatalydegonnect ed
to their reS&%%ht\é‘ﬁygaéil@p&d?fnéctfngrthé'@f‘fér@& twmoeaglopgbdze,@6e§t®fun@ea%¢e (I EEE
802. 15 standa d) an 802. 11 standard). 30 [0008] In one

enbodi nent , aaeat%lthpasjgé*re piferens YRes €4 Mgdels afns‘?fﬁérrsa’ﬂ“?hde%yﬁ‘ﬁﬁrf%of t war e
program t][laﬁzangeésms sQ;Eplde/bI%‘deS pcwtrészbumuﬁl ¥.g. Eerblgdumhw ré}{geOBr dearnd thef
presence i gBee o aptors o ypes o
Bensors. SheAraeroub Pate dedier frade %@Etf%%f PE bV RAN (& POt comflRteeh! L on
such that t hgpesaoranodilsl RO Prowghgeftwe@rconfigitration. Since thguesfigurationnst al |
sui t abl e sof ndi ng
ensor s/ adaptadi O PEAMIES e bl Kol ri bt o b URE-BPLREERP I,

i nternet or ®Adels ef SGA@QI@ﬂémﬁrmsynuqhhésmmﬂafrbmggens Otﬂﬁ@siatmlpggee&qtherfwfé)pem ally
trained or hél@f&d%@t\}vér@%r&g%mr‘rﬂel%ror@I’e@ﬁ&ﬁé@ﬁ‘ﬁnée%mb ﬁé Q!/dldé’ﬂgprogﬂmb'm%ﬁ' ng or

5 updat i nﬁ rel evant progranmes for the sensors and their adaé ors. \When
sone of ffe %ﬁ@é?@smdhetdﬁf@rqm yaspPomedels af $eé1|§1>r§cbe(oﬁdeptlneotaeﬂa doggeré&f dat a

| ogger can p«h@rmtseat ap@ﬁxfau@rﬁ muteaaabﬂc@ahédng ﬁ@tnaielmsrn@h@w@mﬁro§%1 wgru?
progranmes for %g%\r)ﬁ% senso(é ﬁﬁg desired perfornmance 00 Si nce
different seW8BY IR’ (SEENe <9 ne dllpws n'ﬁ}‘ﬂ1 r(Uggre fthelses Hé%(ﬁe?’ér s with
speci fi c typastwafe s:@gmmng ttbemd|bﬁ1feﬁtrmart| ssﬁs"@s@bplmaﬁmr Kee a@anajger can
|ndependentI% and

s | e ach ot her %fﬁ?{ i FI nce the
data | ogger AgTSPErRG '{"(5 "f‘ﬁéj Feggtﬁfe ﬂ?) iPOYE] gﬁng%eﬁne(% Ai"gh

di f f er entld noclesspanding Snséii netdorBede ,beBialfgtonetedl) relidthe addtvark effigientiycayn serve
or be shared L f . r ich
relate to Valrrwlp%éaéniacgu/%r s%[n%gtané %E&Q{ajs rﬁllreﬁéWerr %8nsu?@t8§¥l'h§§g%olbégeer?urth

instal |l ed on@'@i‘aOfﬂeSrréhﬁW'édarfdrd@m 'tahia(ecﬂaﬁ@mmltﬂgg%tﬁ such that the data | ogger
can serve as gateway nodes for multiple sensor networks concurrently,
sequentially or_in conbination. The device driver (or sinply dri ver} is a
conput er pr ol§P8h Theadlaigpioperreavoisls bgimtqonfiguraliopalor kMg ey $iBgIBftYRE®! ce t hat
is attached ¢dmmukiedtiBanedde. “A'h@atgl%g@e,l QAR Ersindle tywyofadémmdaﬁ&{ hbdé G&an
avail ability of tfﬁ‘fﬁ féensors or ir adaptors for selectin rﬁguestl ng,

downl oadi ng_ "B Uﬁshép%‘ﬁlcrségf%r?ﬁf"% -4l &g of datg1eg9enie eVl y

speaki ng, th&x@ban;aodamggebn@a@r fhmy ldanEBEmf)wlf;eInBMe@f/oranldﬂfﬁdmt Bbay to a
sensor network havin fereg1 cﬁpes of .sensors. 1In COWF”“ n%, a plug
t PO PRt

25 and play devfte™o a\ff%ﬁ’&f%}s‘ EhEniEagons. IBegqrgra ta
facilitates appdicatiosqooedes i dathdogdeathat dsonqmgenablel maodifiayis! edaptattidout the

need for 28 hyg gﬁ?ciab%efét Sﬁergg :t}jpe?l& Qé s&% Bhr Laf) pbe [t]r]fc?eé #%ergllltl tgye[s c? seﬁsso% ving

resource - con eV|ces can
assi gnnent oihcldes; pic éennmaiuned&@rramume thotpslity dorgigalt mmCIQVLB:br raSIsti.\)SBand

(‘Uni ver sal S?d' t a'nte'%'é@) @Dﬁo e'n{lsesWer epr(oltggcﬁmdl!]a%é ;% Ct ot tc{ @Ré‘t}olnh-rh.e

uni versal interface can’ be con ured ec / si gnal
of a sensor $Q§}50E§eth§b¢femﬂﬁ¢@%#mtf@m reqm@tl\{ganadp@tosarfon haviegf eeownyninglienies

har dwar e conpeaeysiddeal(ErRB0ROBRd 38R BHEWLRS(KE: 802, Q%cﬁr(%nt enna,
fractal antenna, |oop antenna) or sem conductor chips (e.g i gBee nodul e).

Si nce
[0008] In one embodiment, the data logger is installed with an operating system

(software program) that scans or detects continuously, periodically or on-demand the
presence of ZigBee or Wi-Fi signals from adaptors of the different types of sensors.

The data logger identifies appropriate mode(s) of communication such that the data



0019P0001 1P the data | ogger can be installed (e.g. enbedded) wth an
operating system the universal interface can be adapted to comruni cate
wi th adaptors of the sensors with suitable comunication nodes. For
exanpl e, a snoke sensor (ionization detectors and photoel ectric detectors)
has an adaptor with Bluetooth and Zi gBee 5 communication nodes such that
the data | ogger can connect to the snoke sensor via Bluetooth or Zi gBee
depending on availability. [0012] The universal interface nay conprise an
anal ogue port (term nal adaptor), a digital port or both the anal ogue and
di gi tal porteofamoooeicei vi ng anal ogue or digital 10 signals fromthe
sensors. For exanple, the anal ogue port can communi cate signals in NTSC
(Nat i onal Teloggérstam inStadt asnie@drsirite tivstgll, sytable( sdftwaee Afageammmaes eyg.Ldmvey or
SECAM ( Sequebdtivitre) C{Q,I tﬂé cWréslﬂo%ﬁq)ééﬁsorfs%rdgﬁBrs ?ﬁ@sﬂt‘agl'ets%hw%r prodfB¥mbg abl e

to communicaie W ih oot h "Bl or ot her el ectron ¢ devi ces
with ot her sF‘&MG’&r"&Féa”e wiey ipi§ gt oTpRSitAnAcRoFdingly. ithe data QQQGWWH@F regsiie

conprise a cepguny Qr%trie@rbrfmgi%l@leﬂhﬁﬁndﬁ&ﬁ pRoghbrher mnﬁatélﬁﬂg (coPfuaRg @F O
input), a.wr (; hconr? téor or C\L}f‘ l? qN%he W T e hand

Wi rel ess ?erﬁ?ﬁgpgf%‘?\'ago@fﬁ%@ G 2" §%’?1s§65rirp "?‘P?é’oa{?fal JUE BT t he

di gi tal port sensotsarr fthetitaslaptosd g ueplaned od mgdified, tioddts Joggevecamnr@rdpttaewser nal is
often used f t; S 0 f.er t cured
manner i | O FRmetahy IS BSShON AL oo RT Blanbf RS sefie 3¢

si gnal commu@é¢sadiperiormenced.ong di st ance (e.g. 10-100 neters) free from cable
interference or entanglenent. [0014] The wired term nal may conprise a USB
(Uni versab S I‘I& Bus%ji termnal, a PoE 25 (Power over Ethernet) termnal, a
RS-232 té ﬁQP (SRS differprt sansell nefyars arevfiesigngy tsmopiiar sifferent Rarapsterexpr ess
termnal / Conwmhﬁéclﬂcatyﬁ% é8enb 6k théailffeﬁéﬂtéeﬂs‘%'ﬁnétwoﬁlﬂ&bdeﬂté/lrﬁeﬁeﬁ&ﬁﬂ

TI A/ EI A- 485, @EJA- ? g 485ANSI TI@/E %—485 A (&gﬁtandarQQ aral |l el
termnal (1EEE 3%d¥ 5?'3‘?1%‘ Ied$ S5 QOE&MaFoEr eSS e datmORyL &6 'I”Pﬁ f or
radi o frequetheypresem app)catiam ceptdosaiuntcateninndifferenipmoded (degr \)V| FarzigBdeer net

termnal 30 eW.r |_.E

st andard), Dgtg%ahﬁ’l%eﬁ %ﬁ&&g?&%} %eu scr%; War% h 5 cﬂ%é?_r& 61 %riq%%vorks

( Asynmet b Deyj¢e diiveSubbichirdate to vareus edapdors deriihendifférent tppesant pendors, kers e
term nal s. I d
depend ng” on aus by oy Moy BRI Bl BRoTHER LBPAY 2 R B GHES, 1
dat a | ogger ﬁ?aéJa%anmScbeM"tFﬁﬁ fSeMSOE A1ptvearky ﬁgnmrreetlyr aegeentiblysendor s,

whi ch are di e@fbihatioAr THIWEVICE @il (besidiply Wkider fid 3R{ofHpsier B%W{hcéagﬁer%g h the
uni versal interface. W reless termnal can conprise Near Field

Conmuni cat i off’ %O@Ffﬁlﬁﬁﬁarf(%'%type@f Aaxigethatis glirahed 19 aepmpPyiee P?SﬁtaF@SCB} a

W -Fi teeroinalay éﬂltoZmang@@ §cﬁhr’ﬁvﬁﬂ>dbll|tyaoBiHée§é?@br|§ érethBir abptors foP8Slet@igN nal
( Gener al Packet Radl({) r Vi ce t er m nal \%6900 M—Iz (PCS) GSM

network by ESGECN'Pef¥DLape ! C%‘?gﬁ'ngﬂpFFF?Pé’Pd'(‘%gd Y- generation wirel ess

t el ephone technol ogy), a 3Gtermnal (third generation of nobile

t el ecomuni ¢ ioh YfnchRE0APsHEkIng, theGEd Bgh@n SHAME b ARARK AY-Hlg. mobi e

phone

play to a sensor network having the different types of sensors. In computing, a plug
25 and play device or computer bus, is one with a specification that facilitates the
discovery of a hardware component in a system without the need for physical device
configuration or user intervention in resolving resource conflicts. Plug and play
devices can be due to boot-time assignment of device resources and to hotplug
systems such as USB (Universal Serial Bus) and FireWire (IEEE 1394 standard).
30
[0011] The universal interface or module can be configured to detect
connection/signal of a sensor for sensor configuration. The universal interface
includes hardware components that may comprise antennas (e.g. dipole antenna,

fractal antenna, loop antenna) or semiconductor chips (e.g. ZigBee module). Since



10 nobil e comuni cation technol ogy standards), a GSMterm nal (d obal
System for Mbile Comrunications), a HSPA term nal (H gh Speed Packet
Access), a CDVA terminal (Code Division Miultiple Access), a WCDVA term nal
(W deband Code Division Miultiple Access, UMIS-FDD, UTRA-FDD, or | MrI-2000
CDVA Direct Spread is an air interface standard found in 3G nobile

t el ecommuni cati ons networks), an 15 UMIS term nal (Universal Mobile

Tel econmuni cati ons Systemas a third generation nobile cellular systemfor
net wor ks based on the GSM standard), a radio comunication termnal, a LTE
term nal (LoRG19ROOM B0l uti on, as standard for w rel ess communi cati on of

hi gh- speed data for nobile phones and data termnals), a SATCOM term nal
(fanmily of cimntiatrdagaesreanshe sisialledée.gr prybedser) Wil \asl oprsetingneysizon. dper at ed

by RCA Ameri Gﬁlﬂer%mﬁé&aéah%%ap@dw MamliSEdi: Wﬁllm abX6rs drd&ensors with
| nt er oper abi | i %i for Mcrowave Access as a W rel ess conmmuni cation standard

desi gned to PFERICLL™BURICRIZD MAdGRLT A -S¥BMPEe 8 AMPKE SEBSY dioaiggtiondedeatars| i t e
net wor kI t er manal phcaoé!ﬁQrTc t esteitons) (1éée|ram Sﬁﬁgdphorﬁ\p@th}) LB Get IR maﬂcﬂ YigBae MBAT
termnal (M it satelli ased nobi t el ephony service
devel oped(Sby?{"h%uﬁ\af%t N Geesfgc Qgtgtér cﬁtaﬁfiﬂgﬁﬁ " COP"%%# ({8 PMOEe Y % °t¥? ni nal
(Very high fBéGtP@ﬁ‘c@fZ@eteI@pelem ayadabddy.r ange of radio frequency

el ectromagneti ¢ waves from 30 MHz to 300 MHz, with correspondi ng

wavel engths of one to ten neters.), an UHF termnal (U tra-high frequency
desi gnat es t HO1RITThe diivessa indeffrsa d)ay eamepsise fanenalopve perg fletripal\gsiaeier)bet ween

300 Mz and asg@‘ﬂzponaﬂ)rslﬁbtlkﬁ!%né#@@hﬁmdd@@t%bﬂ§f&ar'égenﬂﬁ dRabaRL begiyeye) . 30
DSL, ADShOor a co ation of a(ngﬁ/f of these termnals. [0016] The uni versal

interfac $'9pF IR '@Rhecﬁ‘?ﬂﬁf" SsEOTGTIRMBIe. the2Balagia RRTLRENSSMNUGICRIE SIFGIRVR t er s
connect ed t ONTSE @Nmtibea] Ukeigusidn S@sfterﬁocnofﬁnhmea)g F&(l_a[FOgbi@ Mtefagh$ Lineprr t he

sensors to d nver sel t.he ver,s |nterf Yo further
conpr se. _005oPORLISHRERET SoRHE Beimbo o BTy Aol ety et e o
nodem) conneG@@munloatehfethlegBe@I Blpetoethf Bhi-FC onvihet iefegtrohigidedtessiviinatter The
uni versal intgrfage may further conprise a router for diverting

comuni cation anmong mul tiple sensors and their adaptors. The converts
facilitatl® communi cation of the data | ogger for both anal ogue and di git al

signal s, thugpoagymel hiveesal hixh&d furthyr cahQ@%ﬁllseTé"é'orﬂrﬁM\’ﬁ atBHH{bldgleQﬁ’é(] hGOMPr i se

one or nore connectors for receivi ng the electricit rom on
r

batteries, eRtWieHPMRAMSONERAEISIqrdpubr a pielgss tﬂ‘(@'”ﬁ'd\ﬁmnef?@pﬂi PPuhor Batbyi de
nul tiple opt trenmrédwndmmesdltérgmei Qﬁtcbmfébﬁag ﬂh@ st rIah hd ABARLe pbRIthexanpl e,
10 the power | g@p ﬁ Et Eonne tors B %) rim of cabl e connections to UPS
(uni nt er r upt [ PSERE PO speRAIOdyR PRt diott ﬂoﬁﬁl@ed’ﬂ(ﬁ@rte@mﬁj{?eo tegused for

bat t er y/ 2DywhHale| trenamlssiph .withiitégtp tavesfer s lity angeyuriet mbdreer, iviaist thomadeRss af et y
features for e such as fus circuit

br eaker - and 15 ReR so e s SRORR o oyl e e Bcur
interface foﬁO*a*tQ@eeféerSthﬂia‘gmmeahle mterfmmorcaitar@rerrmntrol The security
interface includes bionetric authentication, user name and password

control, fingerprint identification, face detection, DNA recognition, Palm
print, hand &@aﬁbﬁhewreﬂm@'%wgﬁ@mpmaW%@Maveawsweﬁuﬁ)ste@mnalcme@& whi ch

are vari Qgs (MRS Rhe®efYRethftal SLRYIADerminal (serial terminal with 3-wire or 5-
wire), a RS-232 express terminal/connector, a RS-485 terminal (TIA-485-A,
ANSI/TIA/EIA-485, TIA/EIA-485, EIA-485 or RS-485ANSI/TIA/EIA-485-A-1998
standard), a parallel terminal (IEEE 1284 standard), a coaxial terminal (transmission
line for radio frequency signals), an optical terminal (optic fiber), an Ethernet terminal

30 (IEEE 802.3 standard), a FireWire terminal (IEEE 1394 standard), DSL terminal
(Digital Subscriber Line), ADSL terminal (Asymmetric Digital Subscriber Line) or a
combination of any of these terminals. More terminals or communication
modes/modules may be added depending on availability and suitability. Accordingly,



20 [0019] The present application provides a Sentinel Platformfor a

W reless or wired sensor network. The sentinel platformconprises the data
| ogger, a base station having a mcrocontroller, mcroprocessor or conputer
connected to the data | ogger for managing the data, and a data storage
device connected to the data | ogger, the 25 mcrocontroller or both for
data storage locally at the Sentinel Platform The sentinel platformnmy be
known as a gateway sensor node in the sensor network. The sensor network
often includes spatially distributed autononobus sensors to nonitor physical
or environnmef@®WPOBOME ti ons, such as tenperature, sound, pressure, etc. and
to cooperati vel pass their data through the sensor network to the base
station 30 (HEAAA PeIYd1asexpanded caprfiity fgrropeedting Wisitganga aft sepporst Meickensor
net work has §r%'1ﬁr@6tly®@ﬁhré§t2@§@rv@Q&HME%MMJn%aMWtﬁéLnﬁ&galﬁ}ﬁ&r@é@@y sensor
node (sentinel platform ince the sentinel platformcan comunicate in
different nodes (e.g. USB or ZigBee) via the universal interface, the
sentinel pl apobm&s]rmhhafareté@ete‘nhevai &l dotrbprléé)a heaEieg tethriyhioaticte Tarainae {e/g.of

sensor network. The se ng an oper ti

So10P0001 1P Fadles e RES o 'Fcat'r’n%?fé ntel'l‘?fg EFRe frrehe Heieathe,

pl atform cantemamebta Gﬁ’%%(tfgm\ln@é %ﬂmrat(ﬁ’mlw_rhli?@apéamcdj amédw tbemmarﬁéOQ/ of
sensor netwofK, ( aéélpégﬁllsnﬁ?\tvori(;bﬁel‘:\@gg%ViYeEI’ééseit?]OJ 28 ¥} Ing{al gn Wi de

vari ety of sensors direct ase statio a cloud manager
(sof tware prWielash d?'eﬁmma?“é‘”@'f)%uﬂ)3Gat€d@3t"é' cdndr dler‘%fla“%‘ qf s o1k e

Er ogr am or hm&mmn@w&wtéahno@gsz)omﬂmlt&&ﬁdaol(romngé}%rrat(omfftW@ phbegr am or
ar awar e |
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r or a of t war r ar dwar e
circuit). [Oﬁ‘fb‘ie) Wm@%ioﬂé?%ng YgR: @oﬁﬁ&i g“'aa'c ﬁyﬁtF'F”oﬁan t hat
I S connect edMbbilg ﬁemmumcamma), raoOHBRA tenmmaﬂ Qlﬁlgbc&zesorPaoketmmst)ea DA

transferri ngtegrﬂfngl ?](If)%o% xt uﬂ]é% e%g a%cgﬁéa e(ramlgﬁlaf\'Ntde@ (§8$t 5\/2;21

may i nclude a
progranj, daDa/ISmerg@ie Adwsab&féSfE@Dt MRA)F&D oa INT-20@D @wammt Sareadn

manager (applgi £ati Qrﬂeﬁ%%fet%@r{o%roofouh@ ﬁ%r fofile! @wcaaqmuma.o%} %Mks@t Lorm

enabl es the senti nel mto tr
col | ect edSbyUMH& tg@’rﬂgiir §maerrs@lrfmteleﬂe@@emmvn@atmglﬁystpnaasr @ﬁhtﬁdfgﬁﬂ?mqbn al | ows

online or of flobfie AhularrcGEss BY F&V6Ka! bérb%@r§n(@nggb@®?r§arﬂ%rcﬁc'ae'?£d|§tS)

mai nt enance technicians or network service providers. [0 The cl oud
pl at f or m may S¥BRBAFAENviPFERRloP W deedal teera darm s§V°'U§%h35a§ta&dNéaf|°r Field

tCOfTTTUHI ICat | OWirdigssNtdndhunichtiyi thlgﬁ-gﬂSE{BdQﬁlta fofn%bﬂ)ﬁ@%n%@éml Blétb,terﬁzrgldt»)eé oot hl 20
erm na ermna a e term na na erm na
I R oL T R O IS P e R T
t erm nal 20a omiated(Bpnmml Aﬁxtehé‘d?n) ctoafmmmhonsa |aTEVlM@f( Meﬂﬁlhal AWVOAIIEH
termnal, a vBx Ler lite net ﬁ%q? VSAt\T erm nal ,

a MBAT termi Maf" pé?tﬂé’ff at%'lcf Wtaée it & tai dWe{eéF n%%‘éfr‘% icgtion g8 hat i on
of any of t héwgrtedrtm pravide BOrtodm Begabitt pegussenng sdadan ratésie acsadelitte pledtdrior m t hus
has e RNy PRLAS/ A o RARNYERDS Al Ao P EEHARN L YSABREhRaPlfL At the

sentinel platform can vvor or cooperati vel
sentinel pl abpislita 8y aseatelie- bﬁéQ Rile EQDQPZ‘Q!PY $ﬁ@lcseiﬂvelne¢ Py 4k dlationshn

further ogMPRES&réh CBIMCIS CHrARE) & VB eiihar fv@ﬁ/eh.bﬁ)rfreagerfcg)rgsr el frog or
nonitoring the sensors. The user interface i1s_ optional é)&éns aIIed onto or

accessed by SeRONAes AN oftradip freaueRey @PQW@”E@%\?’E‘WGHFQW

intuitive Op@ﬁtﬁtbr@éﬁspbb{dlﬁ@w&ﬁblé}@m@ &onko Gen MBEIISER, umrecehrﬁlnal @Ull}a ﬁigﬁh t hat
an untrai ned or ord user (havi n% Pr o%r am ng skills) can C[‘)er ate the
sentinel pl ar?wyé plgéates the ITU radio frequency range of electromagnetic waves

between 300 MHz and 3 GHz, also known as the decimetre band or decimetre wave),

30 DSL, ADSL or a combination of any of these terminals.

[0016] The universal interface may further comprise one or more analogue to digital
converters connected to the analogue port for converting analogue signals from the

sensors to digital signals. Conversely, the universal interface may further comprise



0019P0001 1P [0023] The user interface may conprise a CRT (Cathode Ray
Tube), LCD (Liquid-Crystal Display) or touchscreen display, a keyboard, a
conmputi ng nouse, a barcode or RFID scanner, a nenory card reader, a
bionetric reader, a printer, a gesture recognition device, adaptable and
adaptive user interface for disabled or a 5conbination of any of these. The
various types of user interface offer convenient access to users with
different preference. [0024] The sentinel platformcan further conprise a
power source for providing electricity. The power source may include a
power har ves®@9POBRL1Pgl eans or stores 10 sol ar power, thermal energy, w nd
energy, salinity gradients, and kinetic energy for small, wreless

aut ononous d@WA ¢'erore Higifal toapalogumegnmenters (eg-fragdeimo comnestedde §erdigiat pRst k can

oper at e aut ofee BBHIBH)g AlgitawPaseTie GHiRIRP FEerREe FRY feHer 8m@REld biitesfor [ 0025]
In practice, ,th ower source na COIT%)I’I se one or nore batteries, solar 15
panel s, el ec?'Y?rﬁ?E{)ﬁo’B@HB'F%{PBr%“ nRlEble pepePrs, and (bt adapiaie bhe Geivers

turbi ne, bi ofaeitiateetadahuricitiby oiee da@tiGidr fc{bib@%%blo@?@éiﬁd Higitd! yiggaa,etrrurge_t ors,
eothermal e] ectricity.generators, piezoelectric elenments or a conbi nation
gf any oféthergg'?j'nifﬁ%}'%rt?'f erent types of the power sources can be nade
available to suit operating conditions of the sensor networks or sentinel

plLatfor . | 1AXPHIhSner 8D SGh BHPHEE ook O B EBhmddREaCRCEMg IHETP! 0

sol ar panel s that are 1nst _ mast ove tree canopies ] The
base st at i on®le@AClydroRLAHCgLE katedes. sKiotehpaea stiplisarabeth oFhesrAsr pupply

el egt ricity mapp!owd_tacmmfm@;lmng &r@Fovfdn@ @@@fdnp%;r@lo%taf l@téé'@rfiﬁ&céerMBﬂ, t ]9
predeterpgined priorit evel or sanpling rate. For ponitoring a specific
envir onrrénbmt ,g‘ﬁaﬁ?/w‘ﬂi P?@lye:{?@s Z%O“W?}gg' i %é"e%‘?rm ST R COUPCER By tPS or data
col | ection. (Thinteruptiie opcvet asupps, &Elirﬁ@'hjpﬂﬁb}/p(?ﬂmf b@lges dorf @étrt]&%li/vﬁfefel ng data
of the specif] nwvj nt. For exanple, in fore esearch, sensors are

i nstal |l ed foIr)éch@'e\rf\lr}lé %%W?reﬁ%peprlyapﬁye?rﬁpr%i'g%or roer?tetsragegy ieiai%%sj ?qripdﬁ\fenﬁ'}ﬂ ensity
of the foreséglectiheurtpatsurge, st¢hoas fuse ciraitfiregakeeanshlighfning redspl i ng rate and

15 [0018] The data logger may comprise security interface for access, management or
modification control. The security interface includes biometric authentication, user
name and password control, fingerprint identification, face detection, DNA recognition,
Palm print, hand geometry, iris recognition, retina and odour/scent check, which are
various measures of computer security.

20
[0019] The present application provides a Sentinel Platform for a wireless or wired
sensor network. The sentinel platform comprises the data logger, a base station
having a microcontroller, microprocessor or computer connected to the data logger for
managing the data, and a data storage device connected to the data logger, the

25  microcontroller or both for data storage locally at the Sentinel Platform. The sentinel
platform may be known as a gateway sensor node in the sensor network. The sensor
network often includes spatially distributed autonomous sensors to monitor physical
or environmental conditions, such as temperature, sound, pressure, etc. and to
cooperatively pass their data through the sensor network to the base station

30 (computer server). In addition to the base station, the sensor network has sensor
node (sensor connected with adaptor) and gateway sensor node (sentinel platform).
Since the sentinel platform can communicate in different modes (e.g. USB or ZigBee)
via the universal interface, the sentinel platform has the flexibility to be adopted by

wide variety of sensor network. The sentinel network having an operating system



data transfer rate of these sensors. In case of energy shortage, the base
station can 30 turn off sone of the sensors for reduci ng power consunption.
The base station can further send signals to renpte places for requiring
assi stance or human onsite service. [0027] The present application provides
a sensor network that conprises geographically scattered sensors for
collecting data, and one or nore of the data 0019P00011P | ogger, and one
or nore of the Sentinel Platform Miltiple sensor networks may share one
sentinel platform Alternatively, nultiple sentinel platforns nay be shared
by di f f er ent 0O&®RE0P11Ret wor ks. The sensor network can provide area

moni toring, healthcare nonitorin air pollution nmonitoring, forest

noni tori ng, Makresthedaempal wew | %IQSWaﬁécf«h il the yseringl tRigtior, canadeteel

di saster rmnnet;@gm@gar@r&mmﬁivaf@wmembtmd@metmﬂdégsor[n@%&ﬁ aEa BtofsCHT I
network may cgQ ne or nDretLeIa node for increa nal strength

of the sensof§ edP“?‘h@f’?e'ﬁa DHPGY ¥ therpide \arigly of SERSOFRgiree ﬁlb@ &aiP1 h ot her
sensors, rel myy moldds a clone neeageriisditwataprbgram orthbeiwassercait)ad data contrdilbe cl oud

10pl atforgn CROL ppoaglr%rB SEE%&?‘% oYl daecc?r%%ﬁrﬂg |oﬁof2?,1é rc(géf{mpare r%%;""%rk of

t he sensor T wor € sen or “net wor I'se two or
more di fferemharcwﬁé%C'mUlt)s@'rasmM@rﬁ@ﬂagmmoﬁwﬁiertyog@m@rdaﬁdﬂvereeqmwt ypes of
sensors are suitable for providing 15diverse type of data for nonitoring
different environments. [0030] According to a second aspect, the

appl i cation P THesSeatinglRiRSQBcan sPRErsE aialped platigfay thatris copracted tadeer may
be provided byrddadbtraiBR| hie@bideBsRB oMb @BEFbr itAnéfBRiIng data to a remote data

10  storage device. The cloud platform may include a graphic or text user interface, a
data analytics (software program), data manager (database software) or a cloud
synchronization manager (application software or hardware circuit). The cloud
platform enables the sentinel platform to transfer, process or analyze data collected
by the sensors a remote place. The cloud platform further allows online or offline

15 access by several users (engineers or scientists), maintenance technicians or

network service providers.

[0021] The cloud platform may comprise wired or wireless terminal(s), such as a Near
Field Communication Terminal, a Wi-Fi terminal, a ZigBee terminal, a Bluetooth
20 terminal, a GPRS terminal, an Edge terminal, a 3G terminal, a 4G terminal, a GSM
terminal, a HSPA terminal, a CDMA terminal, a WCDMA terminal, an UMTS terminal,
a radio (communication) terminal, a LTE terminal, a SATCOM terminal, a WiMax
terminal, a satellite network terminal, a VSAT terminal, a MSAT terminal, other
satellite communication terminals or a combination of any of these terminals for data
25 transmission. The cloud platform thus has the many options for conveying data or
electronic signals such that the sentinel platform can work independently or

cooperatively with other sentinel platform or sensor network.

[0022] The Sentinel Platform can further comprise a text or graphic user interface for
30  controlling or monitoring the sensors. The user interface is optionally installed onto or
accessed by the cloud platform. The graphic user interface provides intuitive
operation by third parties (e.g. engineer, technician) such that an untrained or

ordinary user (having programing skills) can operate the sentinel platform easily.



present application. The nethod conprises a step of installing, configuring
or 20 uninstalling/renoving one or nore software prograns according to
desi gnat ed sensor, and a step of selecting conmunication channels of the
desi gnat ed sensor. Since the data | ogger can conmuni cate with different
types of sensors or their adaptors, an operating systemor device drivers
of the data |logger nmay offer options for detecting, selecting, installing
or configuring relevant programres of the sensors or their 25 adaptors.
The various operations (e.g. detecting) may be conducted manually,

aut omat i cal | 90®PO0A1 FoNbi nati on such that the data | ogger can be flexibly
used for different sensor networks. [0031% The nmethod further may conprise
a step of apPO¢enbepeseeinteifass mayuedmpiise 30REdCaihage Ray dubely LCBv&Iauisk

sequence, adrHstd DKpRGBI loléhseebR MBPRY, HREYBobA, Q_Q:%in?ﬂtﬁberﬂoxﬁ%ﬂé Pakcdle
Different operation paraneters of a sensor, sentinel platformor sensor
network may Be %ﬁ@%@eml}*&mow 677d J6Rat iPOMSINE fe3d8iyia PERY &t 993 e
req?i rement, rdce%rﬂwmgieﬁb'@,i ba@;&;ﬂlé Yar(OE.agapth‘rat DﬁrYinlrt]éﬂégé)foﬂrdinh or a
pref erences. 19P00Q11P ccording to thi.rd aspect, the. present
appl i cat i gn ﬁ?rgt\)/'f]a '85 A aﬁ]ﬁt‘{{ggesc# 08I REOS g@‘?‘ﬁ Pﬁg?erd?tﬁff?(@r ?rferﬁ‘?gveé’é i nel
pl at f or m naya¢eespioasersivath diffcrend praferaect. i n t he present application. The
met hod conprise a step of determ ning power plan, comuni cation channels,
data recording format, sensor types for the sentinel platform 5
Accor di ngl y, [00R&l Sk sphtiste! platfeqm can dathapeconwnise gupewert spusetafstr RIPYidiag ent
user requir egRBtisity. TREpRIel YRS AAY ifAIR & QBWEMhHAtthat disks] fNstored 0033]
The net hqg ca(g conprlige one or nore steps of installi nr%% configuring,
updati ng '8r PRAORIRG BRIMAL e8eTG%y WiaH fengidéntalinipp@adishtss antt ipslic efergeiof he
senti nel pl ashalr, MvirdléssC amorse@Bt deliicesr Taus, yipesSsdting epatirm suele to@dor t he
sentinel platfor vYork with the sentinel platformcan evolve
R bl

t 1 .
wi th the proBfBed G oBeREIRnomeHEY sphave SO gIFaagseRt coTenthy 2b1eE 1 our t h

aspect, the present application provides a nethod of 15 installing a

sentinel pla 0 ent.] pel tform describe ich.co ises a
step of rmuntoifog%mnh raé@%t ?’ﬁe%b\gﬁa?@(lrf%mmg R Pgerré’ﬁ or rﬁ?r(%wagtferr'%s' Wlar
communi cdbi opansls, tetestrisisngénesdtons| conhented for & windrtorpirendyi veater turbirer benmersge such

ter. d ‘ . ' y . di
as water Uf@ﬂectﬂ&uty&{@é%‘aﬁﬁ% %f@&%@%ﬁlcﬁﬁ%%gr%té&e%Mrﬂm &:?r‘icrtygteﬁé}gtor, Y

waves). The frane al 'ds an rote nents of the” Sentine

pl at f or m sucRCEIRRCIIchRICBEHME (o &l combinaien of ey of Pese pleaditersniftiep. of by
exanpl e, thepdwaNEueRBIIanSES niadB! Adldble €RSIINGpdAfty BaitbRYR 3% BEect i on
Rati ng of |evel ﬁ‘éé’?ﬁ% ernal rain or dust is prevented frominterfering

operation of "¢H8 "Hiae! RAterms T example, arsgpaesnetyypsk ipporest reP89"<h GAR her
conpri se2a stmplogpbolaofumertthal@reifstanddesinemast abavEEked, cadbpiesyer source, data

| ogger or any of these onto the frane. [0036] To facilitate research of
forests and plantations, the sentinel platformmy have data anal ytics
(sof twar e pr B§ReInTies pasec sistiamcare ibs cronfigitred)oapragraramed diee vianegersan agppig nt
capabi i ti eselectricity supply to components of the sentinel platform according to predetermined
priority level or sampling rate. For monitoring a specific environment, many different
25 types of seniors are often deployed for data collection. These sensors can be
selectively configured for collecting data of the specific environment. For example, in
forest research, sensors are installed for observing temperature, moisture, tree sizes,
light intensity of the forest. The base station can configure on/off, sampling rate and
data transfer rate of these sensors. In case of energy shortage, the base station can
30 turn off some of the sensors for reducing power consumption. The base station can

further send signals to remote places for requiring assistance or human onsite service.

[0027] The present application provides a sensor network that comprises
geographically scattered sensors for collecting data, and one or more of the data



30 [0037] According to a fifth aspect, the present application presents a
Sentinel platformthat may provide real-tinme nonitoring of the environnent
using wrel ess sensor networks. The Sentinel platformcan conprise a Base
Station, a Coud Platform an Adaptor, a Sensor and Data analytics. Wth
this platform researchers can obtain real- 0019P00011P tine data from
sensors installed at renote | ocations. The platformoffers an interface
uni versal for receiving and analyzing data frommultiple sensors of the

di verse types. The platform provides the possibility of connecting to an
unrestrictedoolgAdeo11¥ sensors positioned at | ong distances, especially in
dense vegetation. 5 [0038] The sentinel platformcan conprise a cloud

pl at f or m f or loggey antontaeraneaobthe Sestinstl Blatfarma Mititiplcagpmserenetvearks mapalsge st at i on
for managi ngo[atsntrel BratrG! AarRUA, AhufRAY IBEHIRDN plARbMHE ﬁ%¥/ Lo L0
connect one or nore types of sensors. The uni ver Sal interface has variety
of ports fordE8RAECENFY PBWOHE. Sldes&PREOT| REWRIl| eah dFovider @reas sngpitorm. The

cloud pl at f orgaIithtdre Mgt aif baRtidNRohitRing daRbBhortband: MNASRESbHiteriRach
other for _recejvin Mtgr ocessi nglfand storing .data coll ect eﬂg%t he sensor.

[0039] Si Rce“PifEd praterng. RARy g JEastRLBOHRERI fof PadlRaRF2 t¥Ngariety of

communi cati on nodes between the sensors and the sentinel platform have been

15 provi ded. i i es. | / - Fi se n | 802.11),
7 ghee. ( baself?2) TREEG5 ekl I Buipie e Biods. BRTTR 30 kEss e Vie
(Very Hi gh Frigtriestrength oM@ ¢dusars d¥ithéid admterenT fesatelayrr)ode RR#yDcommunicate

( Radi o- Fr equeiis Yief §8isofd, Féb) RéHes, ldehlind BlaHOITT 4N A QBtion@Hdnd Blof Net -
The sensors can be connected to the sentinel platformvia Zi gBee, USB,
Serial (R%23piptiorpp\fiseordingly. therelay apdg pYends comemuiatiomaptwark ¢ff the SeRser f ur t her
is install ednaivblix. @ software package that has data anal ytics capability.
The software package further enables the sentinel platformto nonitor and
control power distribution, power consunption and data comruni cati on.

[ 0040] The s{ff0R9RaTke akhsmnnetwark edant fartiestsédmprisgeldwa @emser differehhepps alf f or m
and this dat enzs cap be vti ewedni n E sitnhl ar format and intbirface aé. t he

ot her sensor 8E0RNSECBYMOMY sTHEALPEPE NRSS L SRITY 2258 SHSPE MM a9¥Hi80 and
further dat adiperse &psiondata f@@ahjtorirpadiffederndeovironanentse confi gured to connect a
sensor for nonitoring visual or auditory information, a sensor for

nmoni toring at nospheric condition, a sensor for 30 nonitoring gaseous

sanpl es, a sHBRSEFAdcordingolei a sedond aspedt, thareaplisatiorsprovideeasagthddef waing & ori ng

pl ant-rel at eQat%g@@FtﬁE%atﬁo% 2%;}' Hé}?dr?ﬂ&e)és?jieﬁﬁﬁé ABpiRBE G ad kbR Rapaet ers,

or a conbination 0f sensors ]
present application. The method comprises a step of installing, configuring or

20 uninstalling/removing one or more software programs according to designated sensor,
and a step of selecting communication channels of the designated sensor. Since the
data logger can communicate with different types of sensors or their adaptors, an
operating system or device drivers of the data logger may offer options for detecting,
selecting, installing or configuring relevant programmes of the sensors or their

25 adaptors. The various operations (e.g. detecting) may be conducted manually,
automatically or in combination such that the data logger can be flexibly used for

different sensor networks.

[0031] The method further may comprise a step of applying power plan, such as
30  setting priority level or sequence, adjusting sampling scheme or both to designated
sensor(s). Different operation parameters of a sensor, sentinel platform or sensor
network may be changed manually or automatically to suit operating requirement,

resource availability (e.g. battery level) or user preferences.

10



0019P0001 1P [0042] The adaptor or the universal interface conprises the
ports with a serial interface according to 1EEE1394, a parallel interface
according to 1EEE1284, or a conbination of any of both. 5[0043] The
interfaces may conprise W-Fi interface, a ZigBee interface, an Ethernet
interface, a FireWre interface, an USB interface, a PoE interface, a VHF
(Very high frequency) interface, a UHF (U tra-high frequency) interface or
a conbination of any of these interfaces for data transm ssion. 10[ 0044]
The sentinel platformcan further conprise one or nore relay nodes for

i ncreasi ng sP@RK008ttRengt h of the sensors for inproving data reception by
the adaptor. The cloud platformmy be configured to comunicate with
sensors or alQ8akAcgprdingrtg @rthipk asppel, themersent applieation groyidesTa aneghasudd upnat f or m

can be confi gudeRtind %I&@Wm&%rﬁinéloplh'&ﬁhsm\ﬁ* el @esdnred ddenchticted iltas f orm
may conprise an user interface lg,f or controlling qQr nonitori ngllet h? sensors.
[0045] The a8%S5eYr a%%‘ﬁ”&?&nﬂ%ies@e O afANRISEr A gReRI Y YRLCTUHING (RIFVER P'3fat a

| ocal | y at t bemsentatioalchphratst oatmrecﬁhm@fdamWenwytyrfeurfMﬁ% smr’@rd@rfﬁrrﬁ gata
comuni cati o ort for storin a onto renpte storage_device. e adapt or
can 1 nc ude ARCTbal e sBP oStePnaPorb sie FoLBuRe S deRo iR eny Ve

senti nel pl atdqoiremeMhesepavidypes end daa gaymieicatonfsitgatiossl t o supply el ectric
power to conponents of the sentinel platformaccording to predeterm ned
priority level. The power source can conprise a battery, a solar panel, an
el ectricity (¥8er dbermehod capnisnvaise cweopr awye dtepshels staligg.0 oadiguring:
electricity gpmeihgbplenfoRing @AV Foh RifdraM fJfed STBhEHs. Indantek satifgityidteth Y

gener at or, a bi omas? electrici t%/ eneraltggr athbl of yel el ectrici té
generator? aSPLaETrer FPTSE ¥RTS PCF%VOGG?I ahal theosentingl Rlalioaqr o SBRS%ny of

t hese. ngtOKT7 withh éheapphtireat platformayarpreveivd ewith sttas progreas Wofr lsetidoat

i ncl udes the g 'ﬁ#ﬁg 30pl atform and sensors connected to the sentinel

pl atform [Obe} ]% e acconpanying figures (Figs.) illustrate enbodi nments
and serve to explain principles of the disclosed enbodinents. It is to be

under stood, RRYEY&EcordiftPlo LGSR aspect, the present application provides a method of

15 installing a sentinel platform or the sentinel platform as described which comprises a
step of mounting the sentinel platform on a frame for providing communication of the
sentinel platform free from ambient interference such as water, dust or physical
blockage (e.g. tree canopy obstructing radio waves). The frame also holds and
protects components of the sentinel platform such that the sentinel platform can

20 operate safely. For example, the frame comprises a plastic casing that has Ingress
Protection Rating of level 6. External rain or dust is prevented from interfering
operation of the sentinel platform.

[0035] The method may further comprise a step of connecting an antenna, a camera,

25 power source, data logger or any of these onto the frame.

[0036] To facilitate research of forests and plantations, the sentinel platform may have
data analytics (software programmes), custom sensor integration and device
management capabilities.

30
[0037] According to a fifth aspect, the present application presents a Sentinel platform
that may provide real-time monitoring of the environment using wireless sensor
networks. The Sentinel platform can comprise a Base Station, a Cloud Platform, an

Adaptor, a Sensor and Data analytics. With this platform, researchers can obtain real-
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0019P0001 1P figures are presented for purposes of illustration only, and
not for defining limts of relevant inventions. [0049] Fig. 1
illustrates an architectural diagramof a sentinel platform 5Fig.

2il lustrates conmponents of an adaptor; Fig. 3illustrates a process diagram
of data collection and pre-processing; Fig. 4dillustrates a flowhart

di agram of sentinel data processing and G aphic Unser Interface (GQJ); Fig.
S5illustrates a sentinel power and conmuni cati on managenent fl owchart

10di agram Fig. 6illustrates a workfl ow di agram of Data Anal ytics; Fig.

7i | I ustr at esOQ1BFRABT Nt energy harvester; Fig. 8illustrates the sentinel
platform Fig. 9illustrates a data |ogger of the sentinel platform and
15Fi g. 10ill g@? atadeon penseenpstaled ahrepete dasetionsa Teeplgtermeltefork intgre0% 0]
Exenpl ary, norivérsarifér rogei@nPast aiizigQfatd fén RiURBRNEendfB ot fatdiiiseiypds. Nnow be
descri bed w H% references to the abgve-nmentioned figures. 20[0051] Fig. 1

i |lustrates the PATCHR (PEMdESethai ROGFRIYoFT SPIBRFINA Rl arplRErFied JHmbeR Of
sentinel pl atéreorepRitibmel a10teg distdrese espedialigin &hse aggetatiopt or 24, a cl oud
platform 26 and a sensor 28 and data anal ytics 36. The sentinel platform 20
connects and transmts information between a central server (not shown) and
di stributed K®a8ofhe sotingitplatioemgen codQrise e cnvdtpadfosd fomsterirfgodada tontet a var i ous

googr aphi cal e Bt sl A B8!sIADN 1 FAlabRG BN il ddigiopensor s

85ta f :
30 and transmts tﬁe_ ata to the centraPnserver. $he central sever resides
on the cl oudhiing govrivgredl ierjace Ap cenngel anpedrymore hipee ehianserss Baydniversal

provi ded by ﬂ\té?%bé‘ﬂaélk/am%&fs fbhé’énn@@tfﬁgﬁ@ tlﬁ@@ér@%%@i@Béﬂlé‘ﬁo@xﬁ/ir&égslyi. ne.
30[ 0052] r; t he cl oud ?I atform 26 relates to cloud conputing for
descri bi ﬂb_‘ea (}%Plp\é‘i 9Iatform, he base station and the adapter are connected to each other for

receiving, processing and storing data collected by the sensor.

[0039] Since the universal interface has been introduced, a wide variety of
communication modes between the sensors and the sentinel platform have been
15  provided. The communication modes include Wi-Fi (based on IEEE 802.11), ZigBee
(based on IEEE 802.15 standard), UHF (Ultra-High Frequency), VHF (Very High
Frequency), NFC (Near Field Communication), RFID (Radio-Frequency Identification),
satellite communication, and Internet. The sensors can be connected to the sentinel
platform via ZigBee, USB, Serial (RS232), Power over Ethernet (PoE). The sentinel
20  platform further is installed with a software package that has data analytics capability.
The software package further enables the sentinel platform to monitor and control

power distribution, power consumption and data communication.

[0040] The software allows a user to easily add a sensor to the platform, and this data
25 can be viewed in a similar format and interface as the other sensors connected. This

consistency facilitates data analysis and further data processing.

[0041] The adaptor can be configured to connect a sensor for monitoring visual or
auditory information, a sensor for monitoring atmospheric condition, a sensor for

30  monitoring gaseous samples, a sensor for monitoring soil parameters, a sensor for
monitoring plant-related parameters, a sensor for monitoring water-related
parameters, or a combination of sensors of any of these.
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of conputing concepts, which involves a | arge nunber of conputers connected
through a real -tine communi cati on network such as the Internet. The cloud
conputing relates to distributed conputing over a network, and neans the
ability to run a program or application on many connected conputers at the
sane time. The 0019P0001 1P cloud conputing further refers to

net wor k- based servi ces, which are provided by real server hardware, and are
served up by virtual hardware, simulated by software running on one or nore
real machines. Such virtual servers may not physically exist and can

t her ef ore beoomsPeabiaPound and scal ed up (or down) on the fly w thout
S5affecting the end user - arguably, rather like a cloud. [0053] Referring
to the sensolf84Q0Thea hdagerned thel uplersdlonterface gomprisessthe rersewitoassgal t o

moni tor the gQuenad 505&&%5@15@@3% 3 @Qraﬁl&rl%ﬁa&ngcdaﬁﬁ{gaw EEeaosslidripns of
the Sentinel platform 20. The sensors 30 include tenperature sensors that

are bi met al | f¥RApatiepaf @ Pel sensors, thernistors and thernocoupl es. The
el ectrical sensors further include hall-effect sensors, current clanps and

t e Sentine f 0 nne d to
Variety of e9PElTe mErsE S iarth el bige S 7RBER e, SurlRurb: <
Exanpl es of ntedass rsoreyViglinterigcel BpruSk mtaztice,ra aoﬁmner'é»claamyﬁfv(&em igh beI ow
L5 . _ . ) .
i ve suby ect Bhot ity BIF QHELAGE feul2nbD TREMER, drACHtiOMon gfemy ¢ ouh
to identify enbenglintefiree &xs datgdrepmissipaps to det ermine 20novenent habits of

ani mal s; Taki ng underwat er vi deos of fishes); 2) An area or still subjects,

for the ?urposes of observin g y changes of interest (e.g. Observing an
area for SusiiP#lolhe agttingt plpt OrF\Voﬁi"i 6‘1‘@'}?@ CamBtisq eNeIE TeE EEYsiRescRinges) ;

and iBEreddlyg s@hm eﬁéngmri o1| thé e6rRdks fdbinihBovitid k4 rezbptdnyake S6updrnat i on
of 25 wavel f\thlhs [a%m t he el ect rone netic spe gb W th device }hat can
capt ur e/ r ecel VeFPEL HIAFOIT Fay R saqfighrede e?%"&—f??'ﬂ?fﬁl%?” SeRFYS SHEEFUE i nagi ng
t echni ques | sdeeerr aflitbe dehearti wmelasuw._rah@!md_( péetfarm) cdri Gt caefigacdi en and
ranging (LI D&%m&ﬁ&tmdfge?st \ﬁi'rerlgs%@l. W\é 88ud ng%rnvgmgyp gﬁﬁrgéra%q,sgpiﬁ{eﬁrace( MODI S) .

15  for controlling or monitoring the sensors.

[0045] The adaptor can comprise a data storage device for storing data locally at the
sentinel platform. The adaptor may further comprise a data communication port for
storing data onto remote storage device. The adaptor can include an internal or
20  external power source for powering the sentinel platform. The power source may be
configured to supply electric power to components of the sentinel platform according
to predetermined priority level. The power source can comprise a battery, a solar

panel, an electricity generator or a combination of any of these.
25 [0046] The electricity generator can comprise a wind turbine, a hydroelectricity
generator, a biomass electricity generator, a biofuel electricity generator, a

geothermal electricity generator, or a combination of any of these.

[0047] The application may provide a sensor network that includes the sentinel

30 platform and sensors connected to the sentinel platform.

[0048] The accompanying figures (Figs.) illustrate embodiments and serve to explain

principles of the disclosed embodiments. It is to be understood, however, that these
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30 2. Sensors nonitoring atnospheric conditions including: 1) Tenperature
and heat flux neasurenents |like thernoneters and heat flux sensors; 2)
Hum dity neasurenents |i ke hygronmeters and psychroneters; 0019P0001 1P 3)
Pressure neasurenents |i ke baroneters; 4) Precipitation of rain and snow
i ke tipping bucket rain gauges or flow gauges; 5) Wnd speed neasurenents
| i ke anenoneters; 56) Wnd direction neasurenents |ike wi nd vanes; and 7)
Sol ar radi ation neasurenents, including and not limted to visible |ight,
ultraviolet (UV-A, UWW-B, W-Q, infrared (NR MR, FIR), photosynthetic
active radi a®01®R0QPAR), phot osynt hetic photon flux (PPF) or photosynthetic
photon flux density (PPFD) using 10radi oneters, pyranoneters,

pyr hel i onret eli@iressaienresaatast ior awaosasaeitilusiratiansetys .and noe fs sle§ning fimits of ng
gaseous sanpleRsahtisleHedng: 1) Concentration and detection of

vol ati |l e organi c conpounds, 15 hydrocarbons, carbon di oxi de, carbon
nonoxi de, oxygen, water vapour, SOx gases and NOx gases using devices such
as non- di spejosagjeig. nfinatrass @hNtdRite d@acdiagang o s sentdbichlatform; 2) Gaseous

flux nmeasuregents SUCP arbon di oxi de drocarbons and water vapour
fl uxes usl‘flng'g'gr'g% hods 'I%sﬁéteg aep%nc?QgsroﬁgH@g?p@ro 4. Sensors nonitoring soil

par anet ers ihigl aidi ng:illustrates a process diagram of data collection and pre-processing;

Fig. 4 illustrates a flowchart diagram of sentinel data processing and Graphic
Unser Interface (GUI);

Fig. 5 illustrates a sentinel power and communication management flowchart
10 diagram;

Fig. 6 illustrates a workflow diagram of Data Analytics;

Fig.7 illustrates an ambient energy harvester;

Fig. 8 illustrates the sentinel platform;

Fig. 9 ilustrates a data logger of the sentinel platform; and
15 Fig. 10 illustrates the sentinel platform in a sensor network.

[0050] Exemplary, non-limiting embodiments of the present application will now be

described with references to the above-mentioned figures.

20 [0051] Fig. 1 illustrates the architecture diagram of a Sentinel Platform 20. The
sentinel platform 20 includes a base station 22, an adaptor 24, a cloud platform 26
and a sensor 28 and data analytics 36. The sentinel platform 20 connects and
transmits information between a central server (not shown) and distributed sensors 30.
The sensors 30 are scattered in a forest at various geographical places. The base

25 station 22 collects data from the sensors 30 and transmits the data to the central
server. The central sever resides on the cloud platform (cloud). Alternatively, the
central server is provided by a Personal Computer that can be operated online or
offline.

30 [0052] Here, the cloud platform 26 relates to cloud computing for describing a variety
of computing concepts, which involves a large number of computers connected
through a real-time communication network such as the Internet. The cloud
computing relates to distributed computing over a network, and means the ability to

run a program or application on many connected computers at the same time. The
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1) Tenperature and heat flux nmeasurenents |ike thernoneters and heat fl ux
sensors; 2) Water potential or volunetric water content
of the soil using nethods 25like frequency donmain or time donain
reflectonetry; 3) Water tension neasurenents |ike tensioneters; 4)

G oundwat er el evati on neasurenents |ike piezoneters; 5) pH nmeasurenents

| i ke pH el ectrodes and neters; 6) Nutrient detection of
paranmeters like nitrogen (N, phosphorus (P), 30potassium (K) using
potentionetric el ectrochem cal nethods; and 7) Carbon dioxide fl ux
measur enent s00i9R80QA® chanmber sensors. 5. Sensors nonitoring plant-rel ated
paraneters including: 1) Tenperature neasurenents |ike thernoneters;
0019P00011P g9udgarenutingfusther miersricaraiweridased sardeeshyiich e Biovideghby real

psychr omet er sgrved) ndtiiraUbh& FORANEYH ANRC By %@%Uh@r@ﬁ/QFeS sirhligted Iuwfsdmlaeé s; 4)
Leaf area index neasurenments |1 ke ceptaonete eaf

wet ness neasWPB'HﬁﬁPé)”ﬁﬁrﬁlj’r?rée@hB‘&Eh'P K SUFh é’&ﬁ@ﬁ@?’effo’ﬁﬁk’ Rot %%.‘[5%{% ISte or
resistivity sensam@ier&dreligamaed @HRIAG SEhdNERARM! @R downl) k@ e rfINBIRIRIUS ;

5 affecting the end user - arguably, rather like a cloud.

[0053] Referring to the sensors 30, the Sentinel platform 20 utilizes the sensors 30 to
monitor the overall temperature of the forest and operation conditions of the Sentinel
platform 20. The sensors 30. include temperature sensors that are bimetallic or
10  electrical sensors, thermistors and thermocouples. The electrical sensors further

include hall-effect sensors, current clamps and resistors.

[0054] The Sentinel platform 20 is connected to the wide variety of external sensors
30 for monitoring corresponding parameters. Examples of the sensors 30 are

15 presented in a non-exhaustive list below:

1. Sensors monitoring visual or auditory information including:
1) Live subjects under aerial/terrestrial/marine conditions (e.g. Using
sound to identify animal species; Camera traps to determine
20 movement habits of animals; Taking underwater videos of fishes);
2) An area or still subjects, for the purposes of observing any changes
of interest (e.g. Observing an area for suspicious activity; Monitoring
a structure for seismic changes); and
3) Any subject of interest using either single or combination of
25 wavelengths from the electromagnetic spectrum, with devices that
can capture/receivelrecord like detector/receiver/cameras, for
spectral imaging techniques like radio detection and ranging (radar),
light detection and ranging (LIDAR) and moderate-resolution imaging
spectro-radiometer (MODIS).
30
2. Sensors monitoring atmospheric conditions including:
1) Temperature and heat flux measurements like thermometers and
heat flux sensors;

2) Humidity measurements like hygrometers and psychrometers;

15



7) Leaf physiology such as col our neasurenent, chlorophyll and plant

pi gnent (e.g. anthocyanin, carotenoids) concentration using devices |ike
spectroneters; 108) Structural integrity using nethods |like sonic
tonmographs; 9) Stem and fruit neasurenent |ike dendroneters; 10)Pl ant
canopy i magi ng using net hods |ike hem spherical photography; 11

) Phot osynt hesi s nmeasurenents using sensor systens which typically contain
carbon di oxi de and water vapour gas anal ysers; and 1512) Sapfl| ow

measur enents using nmethods |ike thermal dissipation (TD), conpensation heat
pul se nmet hodOQ©HPW11Fheat ratio nethod (HRM or heat field deformation
(HFD). 6. Sensors nonitoring water-related paraneters including: 201)
Tenper at ur e measur emredit Sraspie meagsyrapepisdkebarone®ressur e neasurenents |ike

barometers; 3) Water lepplcipRitioneRirdin BRASMWRRMpBInY DLEGt ERY hERRs ot Kéw
pressure transducers, acoustic or radar sensors and float swtches;

4) Area velocity flow nB#&§Penments using devices |ike mechanical,
25pressure, optical, $hevimbdpesdarasvombats jikedrepioha@gneti c, acoustic,

Conduct i vt y! sal i i ¢y R AR R By s, Chet i G or
i nductive sensors; 307) Spes sasliatied rawapgementsaneiudingnans! hétkimnitepttp caibler
el ectrochen cal light, ultraviolet (UV-A, UV-B, UV-C), infrared (NIR, MIR, FIR),
photosynthetic active radiation (PAR), photosynthetic photon flux
(PPF) or photosynthetic photon flux density (PPFD) using
10 radiometers, pyranometers, pyrheliometers, solarimeters and

quantum sensors.

3. Sensors monitoring gaseous samples including:
1) Concentration and detection of volatile organic compounds,
15 hydrocarbons, carbon dioxide, carbon monoxide, oxygen, water
vapour, SOx gases and NOx gases using devices such as non-
dispersive infrared (NDIR) spectrometers; and
2) Gaseous flux measurements such as carbon dioxide, hydrocarbons
and water vapour fluxes using methods like eddy covariance.

20
4. Sensors monitoring soil parameters including:
1) Temperature and heat flux measurements like thermometers and
heat flux sensors;

2) Water potential or volumetric water content of the soil using methods
25 like frequency domain or time domain reflectometry;

3) Water tension measurements like tensiometers;

4) Groundwater elevation measurements like piezometers;

5) pH measurements like pH electrodes and meters;

6) Nutrient detection of parameters like nitrogen (N), phosphorus (P),
30 potassium (K) using potentiometric electrochemical methods; and

7) Carbon dioxide flux measurements like gas chamber sensors.

5. Sensors monitoring plant-related parameters including:

1) Temperature measurements like thermometers;
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sensors; 8) pH neasurenents |like pH el ectrodes and neters or spectroneters
9) Turbidity neasurenents |ike turbidineters, nephel oneters or
spectroneters; 0019P0001 1P 10) Total suspended solids (TSS) neasurenents
| i ke spectroneters; 11)Col our, col oured dissolved organic matter (CDOV),

fl uorescent di ssolved organic matter (fDOM neasurenents |ike
spectroneters 12) Chem cal oxygendenmand( COD) neasur enent sl i ke

5el ectrochem cal, photocatal ytic sensors or spectroneters; 13)Bi ochem cal
oxygen demand (BOD) neasurenents |ike manonmetric sensors or mcrobial fuel
cell type bi 08t3P0086tP 14) Total organic carbon (TOC) measurenents
usi ng nmet hods such as oxidation (chem cal, thermal or photocatalytic) with
detectors |ike 10cond2cWWakrtppteatial nhRsRespaistike hrgremstersldhyl Psgsodmedersor gani ¢

carbon (DOQ) measur engni i oNBl b RB AL GURLAL SO foPhaRRNSOT S

16) Assi m | abl e organi ¢ carbon (ACC) neasurenents e spectroneters or
bi osensors; and 1517) #ohkedRfeadidexmeasyremantsdike spptometereni cal or organi c

conpounds such as pot aﬁﬁeamétmg,méésur@meﬂg UsPiSmethBdsAlke fﬁégder’(@to%h"lam ds,
free/total chlorine, ozone, rrggen sul phide, nitrate and nifrites

ammoni um “phosphat es, bé?Pféﬁ'é Ot EPERITE SeBYy | benzene, xyl ene (BTEX),
napht hal ene, styrene, 6y heaigotaueness Measapimghts like poromgters; C 20consti tuents

sbsorbi ng UV vevel enct 1y ErTLOUAERL 3508 RRMERed i RRE AT oS
pigment (e.g. anthocyanin, carotenoids) concentration using dewces
like spectrometers;
10 8) Structural integrity using methods like sonic tomographs;
9) Stem and fruit measurement like dendrometers;
10)Plant canopy imaging using methods like hemispherical photography;
11)Photosynthesis measurements using sensor systems which typically
contain carbon dioxide and water vapour gas analysers; and
15 12)Sapflow measurements using methods like thermal dissipation (TD),
compensation heat pulse method (CHPM), heat ratio method (HRM)

or heat field deformation (HFD).

6. Sensors monitoring water-related parameters including:
20 1) Temperature measurements like thermometers;
2) Pressure measurements like barometers;
3) Water level or depth measurements using devices like pressure
transducers, acoustic or radar sensors and float switches;
4) Area velocity flow measurements using devices like mechanical,
25 pressure, optical, thermal mass, vortex, electromagnetic, acoustic,
corolis flow meters;
5) Light intensity measurements like spectrometers;
6) Conductivity/salinity measurements like amperometric,
potentiometric or inductive sensors;
30 7) Dissolved oxygen measurements like optical or electrochemical
Sensors;
8) pH measurements like pH electrodes and meters or spectrometers
9) Turbidity measurements like turbidimeters, nephelometers or

spectrometers;
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personal el ectronic devices, such as hand-phones (nobile phone or 25

cel | phone), tablet conputers or notebook conputers by sensing the presence
of following electronic signals emtted fromthese personal electronic
devices. 1) Bluetooth Sensor 2) WFi Sensor 303) 3G Sensor [0055] The
sensors 30 include sone sensors with contactless tags, such as a Radi o-
frequency identification (RFID) Tag. Sone of the sensors 30 conmunicate
with the Sentinel platform 20 or the central server directly. Sone of the
sensors 30 or adaptor 0019P0001 1P 24 has in-built d obal Positioning
Systens (GPSporgrgperts vely. Data transnmitted by the sensors 30 are in
various formats such as HITP, PHP, txt, excel, CSV, GS file formats. The
data is conpatibl e w 1®)TetalBuSp¢rGed golaisii $S) méasurententriikSppeatnsiptesnf t war e.
The sensors 30 incl udg, gBI%LPg oldlir td?ésolgéd Vﬁréﬂ@%téprlﬁﬁb%ﬂ) $@ sQJn the 5
sensors 30 are connect@d to the & a one or nore ca W res.
Sone of the sensors 30 é'ﬁ@"(ﬂé‘rﬂﬁ@%‘ﬂféﬁati% (DR Aerastiemenis lise ape\ﬂrpmetezs gBee

serial (RS 232), Bl ueinehbmica: 4%&48%&%‘2) @bDl)JSBn{engr\é%'éﬁ@ SR i al

Bus). The_adaptor 24 incl udeg mcrocontroll 2 , sensor controllers 27 and
comuni caPi ons nodul es 2§CEFGeBERRP W&é‘@'ﬁéﬁ?s%ﬂmpécqﬂneﬁ‘ﬁe adapt or 24
transmts the data frm‘thobleaerﬂJeaenmhsdea&nHQBobgambaudnerhtamlﬁe)mﬁhaﬁethhrough

the base station 22. [0 the Coud Platform 26
i ncludes a Cl oud sy nchrg%%?@?gnﬁ&grﬂé%guel%elgt%ge g'oaer}sgrsrranager 34 for

conducting data anal y#t)$otabordania canah y‘fG)@)smaﬁsmnleras @siag methdds euch asg er f ace
(GUI') 38. Conmuni cation, S S 4 of the
g@ét%e(@hér{{'i el BRRRL) oﬁ&d%ch% mﬁ.@) *Rh %%?e%‘io?w%e

Sentlnel latform 20 i s done via near fie ni cati ons
Zi gBee, (U8B, PCE (Power confeplvity At NER spepireieetest h or serial port. Ther e

exi sts rel ay nodes (n@)DREGWY bQaMECRabBS FBOSPT Medblréfiehtt hakadapirer 24 of
the platform 20 for increasi ngﬁ'&gé}s%gnal strength of the comrunicati on.

The Sentinel pl atform 28P§cHeM P¥fBss sensor network that conprises

a plurality of sensor18)agémilableebraynic Garbotl @O@NHe3laiicpts e spedidHdtgrat i on
bet ween the wirel ess sensaor network 30 and the central server has been
establ i shed via GPRS ( CEHEPSENS®&A08: Radi o Service), Edge (Enhanced Data
Rates for5G obal Syst €fyChareniviatinnl and Getsetion afahemital dovajantci ompourdS sudls, UMTS

(Uni ver sa! Mobi | e Tel ec?mpas % rr]%rﬂsu\f %Fe %?)rg'édg’ax%méateﬁee%ma?l m | ar

t echnol ogi es over cellu
chlorine, ozone hydrogen sulphide, nitrate and nitrites, ammonium,

phosphates, benzene, toluene, ethylbenzene, xylene (BTEX),
naphthalene, styrene, rhodamine, chlorophyll and organic
20 constituents absorbing UV wavelength 254nm (UV254) using

devices such as spectrometers.

7. Sensors monitoring human activities and conditions through their
personal electronic devices, such as hand-phones (mobile phone or
25 cellphone), tablet computers or notebook computers by sensing the
presence of following electronic signals emitted from these personal
electronic devices.
1) Bluetooth Sensor
2)  WiFi Sensor
30 3) 3G Sensor

[0055] The sensors 30 include some sensors with contactless tags, such as a Radio-
frequency identification (RFID) Tag. Some of the sensors 30 communicate with the

Sentinel platform 20 or the central server directly. Some of the sensors 30 or adaptor
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25 communi cation service, such as WMax (Wrl dw de Interoperability for

M crowave Access), or a satellite network such as I nmarsat, VSAT (Very
Smal | Aperture Terminal), MSAT (Mbile Satellite). [0057] Data over the
cellular network is collected and transferred to the C oud 30 platform 26
using Internet protocols such as TCP (Transm ssion Control Protocol) and/or
UDP (User Datagram Protocol) by a nobile phone operator. The C oud platform
26 conmuni cates the information to users through conputers, nobile phones
and | aptops. To access the data, users can either install software packages
on their | apd@®®00611Pobi | e phones, or access the data directly through a
website. 0019P00011P [0058] The Cloud Platform26 is in a formof software
or website t¥ahaeinddlikSlapat Bositionmoagystams (GRS)wesneclivelye Date tars®nitteddby he Dat a

Anal ytics 36 EaRsdrd @y@r@in%t.emo?rﬁa@@aal §§Hfr4f‘|9 Pﬁlﬂr&t TchequY&W Qﬂs ﬂle

comuni cation protocols wth a sensor. latform 26

di fferent |epEMasoffhe et ds campaliig M't@t?a@'@r G?@ﬁ?@i‘? H}fﬁm@ﬂ%’htSySt?ﬁ‘é users
canhcont rol idﬁlﬂ/afdlﬂm/blﬁﬁ%rgﬁotlh@u&eaﬁ&égs o@gﬁtat &r?w&st $dnSors! Bbfhe Rifakd or m t26
such as switchin n/ o irections of noni S g rates
of “the: sensorod8 3k brisgtPR g hASEROTRT B o oSt pEfiss” SBPr T 05 o
whi ch data pﬂ)erﬂeescas 80 sae ednnetied tb diggy adaptaraddega dViFi érngeepsartaa(ﬁﬂ PB2), r at es

at whi ch datg, paht o A o2 384B! ) BHUSEOTBMIOY B8iaP YS! ThENSadtRS" 24 Can

moni tor the operat| P ons 2o SOr's ‘as t
t enper at ur e, iNPEIRS Miskeoniiel 8, senaerr eantroliansl 2V @nd agemmunicali@e399dulgscdt di ng t o

Fig. 1, the QﬂﬁﬁoﬁéﬁMb%eﬁ%nFMoﬁ@l@tﬁ alnle dd3Btor @ﬁ%é@h‘lt@@hé LA £dHE tRENSOr s
30 and transnmits themto the central server. The platform 20 al so

15conmmuni Cat H¥SPES0; t?ﬁrl?rcll%‘f’lp@ﬁfof”? BMWW"&%‘P?S&IS@@P@@ to the sensors 30.

[ 0060] The base station 22 includes of the follow ng inter-connected
gggpggfgﬁ Spaég?(?%g{g\%gﬁft f U(t:ﬁ u&%ug Plallz‘l%r G %%uul;c?udeg%vglrohd r%)(?rlnj?won(%’za?on casing
manager 32, a data manager 34 for conducting data analysis, a data analytics 36 and
a Graphic User Interface (GU!) 38. Communication between the sensors 30 and the
15 adaptor 24 of the Sentinel platform 20 is done via the near field communications, WiFi,
ZigBee, USB, POE (Power-Over-Ethernet), Bluetooth or serial port. There exists relay
nodes (not shown) between the sensors 30 and the adaptor 24 of the platform 20 for
increasing the signal strength of the communication. The Sentinel platform 20
includes a wireless sensor network that comprises a plurality of sensor nodes, relay
20 nodes and platforms. Communication between the wireless sensor network 30 and
the central server has been established via GPRS (General Packet Radio Service),
Edge (Enhanced Data Rates for Global System for Mobile Communications
Evolution), 3G, 4G, UMTS (Universal Mobile Telecommunications System), radio
frequencies or similar technologies over cellular network or a wireless broadband data
25 communication service, such as WiMax (Worldwide Interoperability for Microwave
Access), or a satellite network such as Inmarsat, VSAT (Very Small Aperture
Terminal), MSAT (Mobile Satellite).

[0057] Data over the cellular network is collected and transferred to the Cloud
30 platform 26 using Internet protocols such as TCP (Transmission Control Protocol)
and/or UDP (User Datagram Protocol) by a mobile phone operator. The Cloud
platform 26 communicates the information to users through computers, mobile
phones and laptops. To access the data, users can either install software packages

on their laptops or mobile phones, or access the data directly through a website.
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5. Routers 6. Conputers 7. Electronic Adaptors 258.Batteries

Charge controllers 10. Switch boards 11. Cenerators

12. PCE

(Power Over Ethernet) switches 3013. Electronic converters and inverters

14. Lightning conductors 15. Wred fence 16. El ectri cal

wiring 17. d obal

Posi tioning System 0019P0001 1P 18. Sensors 19. Power Harvester (e.g.
sol ar panel, wind turbine) [0061] A supporting structure of the Sentinel

Pl at f orm 20

i ncl udes a tower frame nade

00189P00011P

[0058] The Cloud Platform 26 is in a form of software or website that enables data
display via the User Interface 38 and the Data Analytics 36. The Cloud platform 26

enables the users to develop communication protocols with a sensor. The Cloud

5 Platform 26 has different levels of access for administrator, member and guest. The
users can control the functions of the sensors 30 through this Cloud Platform 26, such
as switching on/off, changing directions of monitoring, sampling rates of the sensors
30, and logging rates. The logging rates refer to rates at which data points are saved.
The logging rates differ from sampling rates at which data points are sampled, but

10 may not be saved. The users can monitor the operating conditions of the sensors 30
such as their temperature, power consumption, current and voltage.
[0059] According to Fig. 1, the base station 22 collects all the information from the
sensors 30 and transmits them to the central server. The platform 20 also
15 communicates the information from the central server to the sensors 30.
[0060] The base station 22 includes of the following inter-connected components:
1. Supporting structure
2. Enclosure, cover, housing or casing
20 3. Solar Panels
4. Antennas
5. Routers
6. Computers
7.  Electronic Adaptors
25 8. Batteries
9. Charge controllers
10. Switch boards
11. Generators
12. POE (Power Over Ethernet) switches
30 13. Electronic converters and inverters

14. Lightning conductors
15. Wired fence
16. Electrical wiring

17. Global Positioning System
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5 of nmetal or wood that rises above the canopy of the trees. This enables
the solar panels to be placed at a hei ght above a tree canopy such that the
sol ar panel s can receive solar power. The frane is rapidly coll apsible and
portable by a user. The frane further conprises a self-propelled and
self-raising mast. 10[0062] The Sentinel platform 20 is covered by the
housi ng which fornms an encl osure. The housing is made of netallic plates,
frames and organic polyner filns. Construction nmaterials of the housing
include alum num steel and stainless steel. The encl osure adheres to an IP
(I ngress Proo@®Pooe)1Prati ng so that the conponents of the sentinel platform
are protected agai nst external disturbance (e.g. sunshine, rain and 15
falling | eaves) YBorSeRsok ng optinal |y and continuously. The Sentine

pl atform 20 has 19P66owtHIMEsR E)g B3R psRTRARERISId)N the encl osure are dust
tight and can withstand powerful jets of water. The encl osure could al so
have tenperature managenent features, such as, |ouvers, fans, heat panels,
air-conditi om)ioeg rRaHpbHiag SR aE of tha%ﬂm@shaﬁm XDihaﬁdd%%nt@var ﬁ:‘éﬂwé @atie and

convert s en ectrical, ener e ene ower
t he syste§1 nﬁgﬁeﬁygogiggﬁg?ﬁ%a?%@tB%P?‘gxégt e%o geépgpusually
pl aced at anpaneff to teoplaaptairaehdidie abost a fod aancmyelugythaEquaJIaespaoéls batteries

o mer | b BRREE solaP BwBE e Al BB kot oRa BHElE by ARBES: The

pol ymer - base ase I'nc enna I nc €s 2 directiona
and Omi - 25fraie &stheoermpriaes @ peiapromHied and eeffvaisiigimastr ansmit and recei ve
data between the sensors, adaptors, satellite, base station and internet.
The generators help to provide additional power. They can be electric or

gas- dri véfl gEREflatNGrSenting| platfarme &0 ﬁ@%greﬂrbémmoqswgrvuhsqhdﬁrmﬁam%nmsreand

ani mal s. Them@rmﬁe.agt@ hrfadé her Wﬁllicn%laté%l A drdsMagd arbempoywrﬁ& Bynst hr ee
forms of ene anel , batter

t d
power from thgxsé@ﬁ%%ﬁ?}?'pﬁ%ép%L%@fﬂgd”%@%cﬁ?%' UM R aB‘% siai @?teglf iwr o
ibns]E anf:e, pi erzmxglueacadhecesao@ngy (Ingiessl Pem@aggm rah)gjsoaémbembrcbmpbnentsbofqn@ss
[ t 11 4
clo?rpgﬁeﬁt s og r?iﬁ@ pAag%rTcﬁrggﬁj eagﬁfﬂl?g ﬁfaﬁk/‘git{‘gr’ﬂ”? eﬁ[ﬂ'gfl%% ”[ehéa"&ﬁaq gi ng
dr awn by 16 hefabiag tlm\/_ee)sfot workinghaptipeie and esntiesdusty. Tee gentiel alatigan20 haand/ or
other means. p%@wsgnd SucRltR BHBBhdrRlin‘ha chfs &@ageg%?ﬂ bl h f .mstgnfm

(Third Generation ator at or ocontrol
W Fi Access Bovmsfuhietqofl watejdbe eThlesweELgopidogdisel dove demperaine teonaaemenht es

data with the eeaneed ANRVre raf hédt pé%%ﬁ)wn(ﬁ%dlr@z%rﬁx%ﬁéé gnd Anal og

Sensors. [0065] The Adapt or 24 accept e sensors st andard
interface of the follow ng: 10Anal og sensors which out put current or

vol t age ot hL?OSS]pr‘etsdlaﬁ pah&!s EBfseY bRd c&%ﬂ%ta@ren YS% leflctricAehddlyRPASS)
sensors which send T (+12 as raw data or MbdBus

protocol 2. Qned%@ lésghéélpgwg%t@ewgpms@ﬁpap ts o charge the batteries. The solar

panels are usually placed at an angle to capture the most solar energy. Examples of
batteries are lithium-based, lead acid, alkaline, fuel cells, nickel-based, polymer-
based, Sodium-based, Zinc-based. The antenna includes a directional and Omni-
25 directional antenna. The antenna will transmit and receive data between the sensors,
adaptors, satellite, base station and internet. The generators help to provide
additional power. They can be electric or gas-driven generators. The fence helps
prevent intrusion of humans and animals. The components in the sentinel platform 20
are powered by three forms of energy - solar power from the solar panel, battery
30 power and power from the generator. There could be other forms of energy, for
instance, piezoelectric energy, wind energy, hydroelectricity, biomass, biofuels, and

geothermal energy.
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4. PoE sensors 5. Bluetooth sensors 6. Proprietary Sensors from nmaj or
manuf acturer such as: 1) MEMSI C eKo Series 202) Onset HOBO Series 3) Any
ot her comrercial proprietary sensors [0066] The adaptor uses RS232 Express
techni que for downl oading data from sone of sensors. This technique

i npl enents a sinple framed protocol over a serial data 25 line to allow
aggregation of the buses in order to increase bandw dth. The protocol also
al lows the graceful degradation of the |link when the physical link |ayer is
affected by inclenment weather or electrical interference. [0067] The
advant age of 0atoegttH ng serial data links is its ready availability

t hrough 30 the use of mcrocontrollers using hardware serial transceivers,
sof t war e ser [0864] Figr 2sheves casppasehieof ths Adapieigdndhe Powar byjvester reailates | ows

the ad-hoc sg@ldhBg@irdfdrawd bywiﬁésbab@d@dwodhhebbw&uﬁah/esgfrté@rs@avrﬁarkm%dby _
aggregating s%ri al links toget hergépﬁ ful fil hi gh bandw dt ééa@:ﬁm ssi on.
The i ndi vi du8eS81528s- We! B 3i%% suepieddia HienEhpres contplie h b rdower ,

or re-all ocaGeﬁerbﬁbrt)tMenhi(rgdsummf 'ndidblaaorr)gmgﬁosaitrﬁnﬁ&. (MCQ%J.WQDQ&&E%[OO%]

I n contrast, ot i . ntati . hi gh- bandw i.n signi,fi cant
i tat] oo’ SRNE soF oG8R0 e REAP brfidls HiaRnal Ehimiiel B WL SO o
may have si geerinegtions viagregie! (RS2B2)aberiah RIAE) andohrataandenspisn conpl exiti es.
Such hi gh bandwi dth 5links cannot be split ad hoc into separate channels,
or have its bandwi dth scal ed back ad-hoc in close to direct rg‘réoporti on to

its power drEROPInTR ddpptob 24 Arcepipvies senopdp witheatdansardyinterese |9 her t he

creation of wuskiRgl e data franme that supports

10 Analog sensors which output current or voltage with respect to the measured
parameter
1. Serial (RS232/RS485) sensors which send TTL (0-3.3V) and (+-12V)
signal as raw data or ModBus protocol
ZigBee sensors
15 WiFi sensors
PoE sensors

Bluetooth sensors

oo~ wb

Proprietary Sensors from major manufacturer such as:
1)  MEMSIC eKo Series
20 2) Onset HOBO Series

3) Any other commercial proprietary sensors

[0066] The adaptor uses RS232 Express technique for downloading data from some
of sensors. This technique implements a simple framed protocol over a serial data
25 line to allow aggregation of the buses in order to increase bandwidth. The protocol
also allows the graceful degradation of the link when the physical link layer is affected

by inclement weather or electrical interference.

[0067] The advantage of aggregating serial data links is its ready availability through
30 the use of microcontrollers using hardware serial transceivers, software serial libraries,
or other “bit-banging” strategies. This allows the ad-hoc scaling of a link's bandwidth
through software methods by aggregating serial links together to fulfii a high
bandwidth transmission. The individual serial data links can be turned off to

economize on power, or re-allocated to other high-bandwidth transmissions.

22



addressing, franme enuneration, and |ink enuneration. A sinple error control
protocol 10 would allow ARQ (Automati c Repeat reQuest). with provisions for
ACK and NAK or each packet. Data codi ng such as Hanni ng codes woul d be
transparent to and be optionally provided for by the link. [0070] The
signaling protocol for the data |ink |ayer varies according to specific 15
applications. An exanple would be sinple RS-232 |ike protocols inplenented
at 5V TTL signaling levels by the software serial libraries of a

m crocontrol l er. The physical |ayer mght be wireless or wired. In an
exanpl e wi rePeE¥P00@pIFerent ation, it might be carried over a | ow power

Zi gBee (| EEE 802.15.4) transceiver. In an exanple wired inplenentation, it
m ght be carried over tw sted pair Cat5e cables using RS-485 20signaling.
[0071] The Ap@pspin %éntmnswlﬁfeﬁnpveﬂiehtétbhtd)feamearﬁﬂﬁhth Shnabtha% Ergmlneaﬁ a few
years wth The. Adapt.or t he

Lol ected f r UHIURES BB ARIRTRu G Y yasroouels, QB CRPRny b MRBek o,

M cro SD Car dignificant adoige li08Bti@s @idonaipmenBAdA dobplexities. eeqchdﬁg‘rebarfdwdtm of
nonvol at i ke %Q:agﬁcgrbégshtqg\ﬁ'ogﬁﬁ’a selg-grgtécr%kéls @%&g@?bgﬁ?m%c{aﬁe@b‘%@kv' aa

portable stora rive TP, HITP, 'SD I's data may al so be
sent over m?@%@%@ oS8 e diestpiepritip OIS CONRNURWEX PGP S6YSPONEON) to t he
internet. This data nay al so be sent over Ethernet to the tower which wll
consol i date E{O ;Fl ato be sent to the 30 internet. The Adaptor 24 may be
pover ed by bHOPY Jhe shaipug callsfor dhg sretien BbRetMBls HadR fraﬂ?ethaﬁé‘tﬁpéﬂs 24 uses
sol ar ener gy addresshg, trhmecéaymanadoremeﬁa:k mwratfohomstrﬂime sméraronmrpeétsmm Il be
used to ar t n d ter w| fromthe
battery. 1 hg/‘r(?ulé%?i %\?%‘ﬁﬁﬁ%ﬁ%ﬁgt%ﬁ% {re ueesﬁ‘s qr%v'%%rfﬁ ?\geé)qgatt}éry when
necessary. Thachcprokgle Datntadiig erchrasglddaraur@scddlae weoldave pansparenbtocarat pe t he
battery in a nt manner. The MCU controls the adapter
24 and col | eggtlogglﬁg\?g%d#%tﬁfe%%gﬁgors 30, process it before sending the
data to the tower or directly to the internet. The 3G nodem provi des

3G HSPA/ GSM JWERHATRO BRAGTHgOprotaRolt fae trhé)fdsf nmk laf8t GarleSTdRbrdRY BNdRCIBRY De
used to provide bettelr@ﬁm Sng'ro s?ren th i a@& rowrdeg W%ﬁc a/b/g/n

connect i dA t 8PRIKalIaNg R eé%“%W“'&sbeaﬁ'mB'ﬁsRst B2 %'@n%‘@‘i"?,o'%ﬂjnﬁ'%i“%%%ébﬁvt o the

AP. The W Fi TAPsighhlingaslelstsy the Boinvi}e sbal GBARGLSF ANhfcrocdBRGIRF. SThE Phiidiéal t ower .
i rovide p puer to the. sensor 0 The, Ad

The Adapt or %fl W {gb gl SO pi %Pgor 24
al so has smaleHBiRAE PHAHE %sn%rn‘f”re(do AL RGNS, HSE PRy MP "Eﬁﬁ'a”dhw
transni ssi oncaréite oberse hwopoway ZigBek| (EHIDBET. 15.4SwansCavanth draoxbmplé wiredhe

1t ean be i it geiehe AR hE Re i SRt RrB8 i CabS PR AhEAE ™

possi bl e20p signgiep. m nute frequency. The Adaptor 24 can be used either
st andal one by sending data directly to the cloud via 3G or

i nternet-connected WFi or it can send data to the Sentinel platformvia
Zi gBee, USB/ [ORK!] Befidagtor B4 copsumes vepy litttestomey 2nd isiagle g 1ast pdew yeare with

di agram of d&?eanmhurﬁcidn%n%mgtep"rﬁé mo%%%fszm&omé thbeim %Bl%%t fr&h'tﬁé ('VCU)
The data fromthe sensors can be sent to MCU ei t her through

active met ho8eBP s Heepalosphaiorags woiah may b8r4§D|ﬁ?6% MigRes b eRdoPYtadly lk%%p
sendi ng @at astoeagehSAMCHDEY, omgwtlaér forAt @mvdlolatidldAn Sohe dawiess). THeddwU pol | s

the sensors 30 for data. at ul ar. nterval ., The MCU stor ata, the
date and ti nB3¥fNesPs ?Pé”a?}?%v'g& Fl’oé@b' (:T’?‘%i?ﬂf' {riye. g@ﬁ@SF Fﬂﬂeﬁﬁé'r@g?@n into a
| ocal storag&hisThe ddfaU f ungher aibeckspeé nt esget congrect ivarigsegul addays | f the

I nt er net CO?E%/F'P&% R:WA/&PMa&H.’%%??%Ct %ar{enﬁthag)afa da’iaurgwﬁ%\glb Server

and update oca orage to 8d%d to
the web servée .Seﬂtrm/edéﬂmrlwt lté tHeetoweowhidh avill tdngolMate alhdatarie bersant odbacity is

reached, SBhein?érH&.s tI'hcg EA%Qﬁtgr EJP%ayV\@eS pbWérgg%‘s?%aEtgry,t Q&a%Parﬁ/eé)XgrﬁaI%JvJer

source. The adapter 24 uses solar energy during the day and excess power from the

solar panels will be used to charge the battery. At night, the adapter will draw power
from the battery. Other external power sources are used to charge the battery when
necessary. The charge controller regulates the solar power to charge the battery in an
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25 be purged to nake storage space for new data. Data will not be deleted
unless there is insufficient space on the MCU. Data nay be sent via http
GET/ POST (Request net hods of Hypertext Transfer Protocol) or through custom
TOP (Transmi ssion Control Protocol) socket programm ng. 30[0073] Wth
reference to Fig. 1, the Coud Platform 26 hosts the database and the
different applications supporting the G aphical User Interface (GUJ ) 38.
The cl oud synchroni ze manager 32 listens for raw data fromthe renote
sensors 30 at a determ ned periodic rate and insert theminto a tenporary
st orage wi t hD@1a3A9E0tIPoud (renote data storage device). The comuni cate |ink
bet ween the cloud and the 0019P00011P renote devi ces/sensors 30 can be via
3G Satel it &fficigptmanger. I/ MSitheantiglsingadaptal 24 @ne selestsciata ram Keiensass e

communi cat i 0B, NbaE h%efoT@eer@aIgahéraataQ@lihe%ww érldw%&ﬁ/to decatendihthe sy dat a
stored into a recogni zabl rmat to be inserted into a database, 5[0074]

The' G| 56 nBereR MV st sSSP G Pl BeRates hednieeh. b csisad o
interface whemtener mbjeeluste taplovias Gegésr m@waavmdgablme VINFi 3R Qdhoviddsewlrar dwar e

supporting t I tf rm26 is onfl ur for
il £ pl e Sser it gaefloRed fbind oeuiat At BF skl agRdeThret THE B 28,
such as retriles/WiFidP \dkhaet agiat thidge & ¢onnect Véhigensaretn the mmgae Thetfadapoe?24 10

00751 e, Sl 16 Brstickuley B 0 BRI Thl adbfl eo¥ish B RARKIAANT

print functions, I"cal displ I on
Fig. 4 provi H@ﬁangetnhgcr@ég%ﬁq"ép‘tﬂﬁ ratp@nd Idé*\ﬁ'/ t]’cﬁ"é@l§§'§” GAte PREed@N a\382blssome

appl i cations pmp@gomrdéganhibathh3ﬂwesm:dpt@fQ4Q@ﬁ bt regddroe Slinfizatingmatie
|nact|ve ogjns _and co tatJon f  dat m proven 15 equations wll also
be run at’a '@aﬂ@fz&% QO it 5@ 881‘” ﬁ%&.%[ﬁﬁ@?m%?é\w&g Wik, cellestes Befl er
resour ce usadata adnmishiele umiajper mimokt irejuehen dinedadibtor Ipa @inobed upddatifter m 26 i s
the smart ma t nj at .the base st n. 22. To
make use of %ﬁg&{@% %n&ﬂﬁgta%}gc@g%én@%%{Y'%gGao\yént DR Connece ng on-site,
the GU 38 alt P@W\serdrdamthﬂ Sentinelgtatfoon setZlgiaeleoUSB&LAalnEIuphoeﬂheWnlﬁpbtsett| ngs
according to experinental 20 inportance for maxi mumefficient in power and

communi cati on bandwi dth usage. The details of the flow process of the power
and commibi cBOVAnFigaRaljestietes @ alindvem faudade icallaction abd pre{poBESiindThe theit a

anal ytics 36m'10$oc%n§6|@ﬂ@@t9f‘@'h@"?ﬂ%él forh ﬂ{eeélarn@&rg@o"@ah besehh® t@JMC??_Belti‘é?
25such, procgsm q fromthe anal ytics 36 w done via the cloud

| at f orm 26 a'it'V%f“edtO@rord@f passiye ﬁsﬂtfsﬂﬁ!eifb?rse pede. theesensprs 38 keep [ 0077]
p "
In a nutshel gendtd@;edazé @bl ehePMalf nga@r nn$er¢/éﬂe|n mmecmt IW: kween the
raw data fromdiff rfen rem)tel devi Ce?ﬂ‘ ﬁ) gt all ove ﬁ ace, .and the
processed 309t SACSPI i At EAURHBENGF M MG LRPES t%ﬂﬁt@rtﬁ?)ﬂ%te PRI tIME obLl  38.
[0078] Fig. thei daltausctlIeaéesmul'iaasteascﬁndmmt&tlﬁlg|n$cnd &3l stériagey Thiea@CEMUrdHer t he
Sentinel Pla %ﬁo 0, Accorg Fi rocessi.ng, and. fl ow at
The. Senti nel Uikt e B RGEe] o Bui- Ere dipinPEe e diRipatnnidmne e
sends the data to the web server and update the local storage to flag that the data
record is uploaded to the web server. The data will be stored on the MCU and once
max capacity is reached, the oldest record that was uploaded to the web server will
25 Dbe purged to make storage space for new data. Data will not be deleted unless there
is insufficient space on the MCU. Data may be sent via http GET/POST (Request
methods of Hypertext Transfer Protocol) or through custom TCP (Transmission
Control Protocol) socket programming.

30 [0073] With reference to Fig. 1, the Cloud Platform 26 hosts the database and the
different applications supporting the Graphical User Interface (GUI) 38. The cloud
synchronize manager 32 listens for raw data from the remote sensors 30 at a
determined periodic rate and insert them into a temporary storage within the cloud
(remote data storage device). The communicate link between the cloud and the
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1. Data collected fromthe nmultiple sensors 30 at different intervals
dependi ng on the settings; 2. Data stored in |local storage for each sensor;
3. Invalid data is renoved; 54.Data fromlocal storage sent to the database
in the cloud whenever there is conmunication or whenever the sending to
cloud function is activated based on condition net; 5.During data insertion
I nto database in cloud, data is stored according to their tower _id and
device_id; 106. Forest Sentinel GUJ w Il be connected to the database in the
cloud; 7. Login page upon accessing the Forest Sentinel Wb Portal (FSWP);
8. Successf uPO19FgPA 1 rect s user to main page of FSWP (1_FSWP); 9. 1 FSWP
di splays tower daily statistic of battergﬁand communi cation information,;

1510. 1 FSWPeliodgedcesisgisers hsanpegiaphisSaielite dVEih oy aihes cammeply used
battery i nf ogsmheRRlly available commuridatiod febVifksli Bl axs mhaeRekid4ewilveRen (TLM

O CRARSE NIRRT oa s AoV PRI o B TRE Ba RRS e
Dat a Page (DDP) upon clicking a 20particular device in the TLM
14. Def aubt ﬁlﬁtﬂﬁ ﬂ{.eselLﬁ)éBi t?oste%r inttng c?olﬁﬁrﬁgﬁorrtni 3B enables users to access the
interface whenever the Internet access is available. As such, the hardware supporting
the cloud platform 26 is configured to an optimal level for multiple users logging as
well as intensive processing within the GUI 38, such as retrieval of data within a time
range from a huge database.
10
[0075] The GUI 38 has the typical features of login system, backup and print functions,
forms entry, graphical displays and tabulations viewing. Fig. 4 provides further details
of the flow process of the GUI 38. Some applications supporting the GUI 38 such as
periodically checking of inactive logins and computation of data from proven
15  equations will also be run at a pre-determined time for maximum efficiency in cloud
server resource usage. Another unique function handled at the cloud platform 26 is
the smart management of power and communication at the base station 22. To make
use of the limited power and communication available provided on-site, the GUI 38
allows an administrator to set priority and preferred settings according to experimental
20 importance for maximum efficient in power and communication bandwidth usage. The
details of the flow process of the power and communication management can be
found in Fig. 5.

[0076] The data analytics 36 is a standalone module integrated within the GUI 38. As
25 such, processing from the analytics 36 will be done via the cloud platform 26 upon

input of user-defined parameters via the GUI 38.

[0077] In a nutshell, the cloud platform 26 is the “exchange center” between the raw
data from different remote devices deployed all over the place, and the processed
30 data displayed in the form of tables and graphs in the GUI 38.

[0078] Fig. 4 illustrates a Data Processing and GUI Flow Diagram of the Sentinel

Platform 20. According to Fig. 4, the data processing and flow at the Sentinel Platform
20 has following features:
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15. DDP di splays the Device Tabul ated Data (DTD) as well as the Device

G aph Data (DQD); 16. DTD di splayed 20 itens per page; 2517.
DGD al | ows graphs conparison between any 2 nmetrics; 18. Both DTD and DGD
allows date range input to display data within the time range specified,

19. One of the options in HNM directs user to DDP with the TLM 20. HNM
allows user to logout of the GQUI; 3021. HN\M al |l ows user to install, renove
and edit devices to the forest Sentinel; 22. HNM all ows direction of user
to the location map of the devices connected; and 23. HNM al |l ows direction
of user to tP&19BEPTIEs I nformatory Page (DIP). 0019P0001 1P [0079] Fig. 5
illustrates a Sentl nel Power and Commruni cation Managenent Fl ow D agram The

Sentinel Power dnd %tﬁﬁﬁ%ff%thmwoﬁ&?@tfjtﬁP'IeBWW@’afse%ﬁPGP@%g
1.1 nput power from éxthersB@hgPpower source; 52.Based on different priority

I | of devi dt th

cﬁ\r“raen'?l y :\é![ |CS @?téégore%n?ﬁfgﬁg?raﬂgfée@?r{o%ﬂgosg:‘ ggg\“ cgsp%\gﬁrbe gzgl gned a
dedi cat ed power 3permea1k1agt=a iX%6rmovield; t he rest of the remai ni ng power (100-X)%
assi aned 50 the (ot Moss BRCGLH AL QoIS H: RELAL ink BYE indRteriRgh 97 OUP

with a priority Ieve
communication or whenever the sending to cloud function is activated

based on condition met;
5. During data insertion into database in cloud, data is stored according to
their tower_id and device_id;
10 Forest Sentinel GUI will be connected to the database in the cloud;
Login page upon accessing the Forest Sentinel Web Portal (FSWP);

Successful login directs user to main page of FSWP (1_FSWP);

© ® N O

1_FSWP displays tower daily statistic of battery and communication
information;
15 10. 1_FSWP displays tower daily graphs based on daily statistic of battery
information;
11. 1_FSWP displays Tree-Like Menu (TLM) of all the connected devices;
12. 1_FSWHP displays a permanent Header Navigation Menu (HNM);
13. TLM directs user to the Device’s Data Page (DDP) upon clicking a
20 particular device in the TLM;
14. Default data display is for the current time;
15. DDP displays the Device Tabulated Data (DTD) as well as the Device
Graph Data (DGD);
16. DTD displayed 20 items per page;
25 17. DGD allows graphs comparison between any 2 metrics;
18. Both DTD and DGD allows date range input to display data within the time
range specified;
19. One of the options in HNM directs user to DDP with the TLM;
20. HNM allows user to logout of the GUI; _
30 21. HNM allows user to install, remove and edit devices to the forest Sentinel;
22. HNM allows direction of user to the location map of the devices connected;
and
23. HNM allows direction of user to the Devices Informatory Page (DIP).
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5. Based on the weight of each priority group, an algorithmY is used to
assign the corresponding power to all the devices in each group; 6. The
power assignnent for each device in each group nay be done in a round robin
fashion (with Wwow = 1); 157.Data nmay be send to the database in cloud from
the |l ocal storage of each device based on a certain condition nmet which is
related to the communi cation signal strength; 8. Based on the priority
| evel of devices which may or may not be the same as conpared to that in
power assignnment, each priority level is 20assigned a m ni num si gnal
strength reqO@t®@0GUIP t ransm ssion; 9. The m ni mum signal strength required
is determ ned bé t aki ng t he dlfference bet ween the nmaxi mum signal_strength
t

and the si gnB073 Figngtifisitategra Sentineh ERWRT Pedt iGopnginisaiion ManagementHiéow op
priority gr omﬁw ghte SRt Aver Néhd BoBRRhicAIh ARFEEARATR RveZRlG@Ngriority

of each gI‘OlrJTF ecreases; and 11. Data fromdevices in all priority groups
wi th m ni nuni®8d strength required | esser or equal to that of the
current signal st1rengmbut\ﬂoberﬂ&anetld\bng)vie@s&dwe dat abase in the cloud.

30100807 Eeferri g ! oaig SRl dAkl58,% (SAA 5k Legiblomids, remte

sensors 30 has a Tot © i'cati-ons i ecific
situations. These dat%stﬂﬂ@d E@cﬂqv@éth@ﬂe @Lﬁf%\ﬂléctugdﬁgcaﬁarl ous sensors 30 and

are sent to an onl i neoﬁ@bam@grdapafo%w Hé?ﬁ@sa%‘suaﬂed Q%eﬁf&@t%?ﬁé%? ng

al gorithns and software, these can be use roduce use out put
such as research st udieseengigeath wihs rest of digsremaining POWGF (100-X)% assigned

to the others according to their priority level;

10 4. Each group with a priority level is assigned a weight Wpow;

Based on the weight of each priority group, an algorithm Y is used to
assign the corresponding power to all the devices in each group;

6. The power assignment for each device in each group may be done in a
round robin fashion (with Wpow = 1);

15 7. Data may be send to the database in cloud from the local storage of
each device based on a certain condition met which is related to the
communication signal strength;

8. Based on the priority level of devices which may or may not be the
same as compared to that in power assignment, each priority level is

20 assigned a minimum signal strength required for transmission;

9. The minimum signal strength required is determined by taking the
difference between the maximum signal strength and the signal strength
weight of each priority group;

10.  The top priority group weight should be the largest and decreases as

25 the priority of each group decreases; and

11.  Data from devices in all priority groups with minimum signal strength
required lesser or equal to that of the current signal strength will be
sending to the database in the cloud.

30 [0080] Referring to the Data Analytics 36, data acquired from the remote sensors 30
has a lot of practical applications if processed in specific situations. These data are
collected on-site using various sensors 30 and are sent to an online database for
further processing. By constructing algorithms and software, these data can be used

to produce useful output such as research studies or actionable items.
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0019P0001 1P [0081] Fig. 6 illustrates a workflow diagram of the Data

Anal ytics 36. According to Fig. 6, the fate of raw data eventually leads to
a specific formof application, but nay be used directly or processed and
anal yzed before application. 5 [0082] In Fig. 6, Raw Data refers to native
data derived froman el ectronic device such as a sensor, which may include
any formof processing that is intrinsically done within the device.
10[0083] In Fig. 6, processing refers to mani pulation of the raw data
derived upstream directly or indirectly, to transformdata with the goa
of hi ghli ght P&tPPR@8@TA i nf or mati on, suggesti ng concl usi ons, and supporting
deci si on nmaki ng. Exanpl es of the processing are: 1D agnostics of data,

i ncluding detecting outliers or errors in the readings; 15interpolation of

data to repl pog1jeig. @ ifustads B vwoskimog &@M@Sthewénﬁé}h&e@m&&dﬁ@tw ext end
dat aset beyond e iSti ata, inclu

extraction of Qiﬁt 3e (Oénag“ dﬁ?%?’%t’?”%je@étt‘é 33?5?'&%&”1‘(95!3!’@)'0??9”08'(5’@@&)3%| fic

criteria) orufdddirettiyuy praressed andanspraiictde apaidhtivgps (e. g. Renoving al |
readings with "0" or null); 203.C assification of datasets to specific
categories for inproved handling; 4. Visualization of data in 2D or 3D
i nvol vi ng nul00B2ll le fdat &sRave Dateetsfdrs itmgative datbideriveddtean @B elegiraphsievipt ot s,

maps and ot hgfepvdsSiadns Hpgﬁw é:g m@m@@o’%céd#g&'n\’ﬁf riB@ésEﬁ& kit is iRSATTELI) ZbRY and

describing collections o di an, "averages, ratio,
proportion etihiy thgfevisemay be 25used for inferential statistical analysis
to draw conclusions fromthe data; 6. Correl ati on between datasets,

i ncl udi . t | i t
anal ys!  0cofOBIB G e BrobrasperBreRamaio o ot iiemiel: derieq Faipam.
Esti mati on, dnmz:ltlyldr ingirdatiyEo sransfersn data wlitb theodoal eﬂﬁ@hl@hﬁt@r@sfuamtbrmation,

30goodness- ofsdLinc AN Buo YRl LNGuuroRCERLHALL AL AN AL o Gl izatinn of

mat hemat i cal screntific Tdeas |nvo VI hg methods S
al gorithns afA®: sinulations or abstraction and nodul ari zati on respectively.

1.  Diagnostics of data, including detecting outliers or errors in the readings;

15 interpolation of data to replace errors and missing samples;
extrapolation of data to extend dataset beyond existing range;

2.  Selection of desired data, including extraction of data (e.g. Extracting
data systematically through specific criteria) or filtering to exclude
unwanted readings (e.g. Removing all readings with “0” or null);

20 3. Classification of datasets to specific categories for improved handling;
Visualization of data in 2D or 3D involving multiple datasets, resulting in
tables, charts, graphs, plots, maps and other visual models;

5. Descriptive Statistics, summarizing and describing collections of data
(mean, mode, median, averages, ratio, proportion etc.) which may be

25 used for inferential statistical analysis to draw conclusions from the data;

6. Correlation between datasets, including regression analysis, factor
analysis, principal component analysis, correspondence analysis and
their derivatives;

7. Trend Estimation, including time series, method of least-squares and

30 goodness-of-fit; and

8.  Modeling, conceptualization or realization of mathematical or scientific
ideas involving methods such as functions, algorithms and simulations
or abstraction and modularization respectively.
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0019P0001 1P [0084] In Fig. 6, Application refers to the deliberate usage
of information derived fromdata to specific purposes. Exanples of the
application are: 1. Research, to gather data, analyze and generate usefu
conclusions which may result in a publication; 2. Assessnment and validation
of net hods, equations and nodels, to use field data derived fromsensors to
eval uate accuracy, sensitivity and robustness; 3. Forecasting to predict
the outconme of future events through statistical methods such as trends,
correlations and regression analysis to achieve either probabilistic or
ensenbl e for 8eEH00OYLP Exanpl es i nclude climate conditions, biodiversity
paraneters |i ke popul ati on change, m gration studies, physical

measur enent s[0084] Isirig; 8y Aprjicationtrpferssipitiee delipergtedsagerf intermatiphdedyaddforrodel i ng

t echni ques t gataUPBRYclic FBRHBEEY Exdth@BdbinBe apiicatRRiaan pur poses, including
experiment planning and executi on; Surveillance, fromreal -tinme or

5.
periodi ¢ data col Ilect REIFAGH: 49 195theb GalfefPhEe ARE RFEE"EG UpFHNBRICIURINE h may
result in di ssem natiwhic®mal AdsQn ifed pebiicdtdni ni tiate investigative or control
measur es. _Exanpl es, i ngl ude systemat|c nonitgring (e.qg. Earl rning system
for di sasPer o sedur | £5eeanri i dnemsaaop Pt et Byshs w6t
transi ent data (e.g. Biddeteedarivey fropv eensats, tof \ahveitd Recusany, ensitivitnghyd 6.
Causal ity to quantitafjyglysi dentify causes that increases the probability
of effects occurring, In oré’er to derive a strategy or cause of action to
achi eve desired oBj eckoreeastiie tqypregigt thetqutdoms efgfutiies ayants Hroush stafistieel

[ ncrease in propabi I ﬁwﬁth@&s §lned tv‘éﬁ@éﬂ:&@é]&tﬁms|aﬂ@9§gf&s@ﬁtahé{lb§ié RSachidle be )
t aken i ntg consi derati g}n and requl at ed%%wg.rﬁ)Val uat’i on usa mat hemat i cal

: eq ge of ne
model s anfl functions FHeELIPARIRICIH NS "eCRBYNY EXHMPIGS 19eluds climeaty Ty ee,
forest) or a process ¢endigionSSenctivirstyessaheteolile pagulRion dhahdeg raigptioaches
such as property valuq igroguction functi.on, replacenent cost, defensive
expendi ture, human ca?)F? i ﬁ'caﬁnfﬁs%%'ﬁ%}%nent usi ng nodel i ng and
forecasting to iddntiByveyng ddke sife usirgkvisaaldatdnand othertresdeliagd techmpaquests,tot hen

sk (ong. Under st andihe re oAb I eE Brafrie, RRpg SRbaghE e
contri but1g to | andsl i Barnirghandexgeidiong, then coming up with counter measures)

and 9. Policy RecommengdglifihctStdid redliln€ oy pBfiodi@4RY 8ifeclidiPiisku ' fndry from
research, assessnent, forecasting, surveying, causall tt¥’ val uation and 5

ri sk managenent to i nflalescd FREcyhickIexesitdn dissergvatiqrecfgnforpatiogder nment
woul d be able to deciigdgiale0ndsagdlies tor coitct FRAburearB@MpRsIindRBYysyslehiatia bet t er
under st andi ng on how di f.; er ent actsé%ﬂs correlate ang i nCLI uence each ot her
resulting in a vari et VOBBYt (&ofesEalt VARG e PYHR™M r f¥Kk HSESTEGT s Pecully:

20 compliance and productivity) and detection of transient data (e.g.
Biodiversity movement, flowering and fruiting);

6. Causality to quantitatively identify causes that increases the probability
of effects occurring, in order to derive a strategy or cause of action to
achieve desired objectives (e.g. By attributing deforestation to an

25 increase in probability of flood occurrence, logging activities can be
taken into consideration and regulated);

7. Valuation usage of mathematical models and functions to estimate the
economic value of an asset (e.g. Tree, forest) or a process (e.g. Seed-
dispersal, pollination) using approaches such as property value,

30 production function, replacement cost, defensive expenditure, human
capital;

8. Risk Management using modeling and forecasting to identify sources of
risk and their potential impact, then subsequently developing a strategy

or a series of actions to mitigate the risk; (e.g. Understanding how
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[0085] Fig. 7 illustrates an anbi ent energy harvester 702. In an

enbodi nent, the sensors 28 are deployed renotely in a rain forest, which is
a solar energy rich and vibration scarce environnment. The Sentinel Platform
20 includes the anbient energy harvester 702 to collect solar and w nd
energy on a daily basis, especially when a 15 nast of the Sentinel
Platform 20 hol ds wi nd turbine blades (not shown) above a tree canopy (not
shown). Additionally, during overcast and rainy days, when sol ar energy
harvesting is reduced, the ambi ent energy harvester 702 suppl enent the

sol ar ener gyotreaPoestiPng with vi bration energy fromrainfall and w nd.
20[0086] In Fig. 7, the anbient energy harvester 702 conprises an array of
sol ar panel's 704 thatragyal anc leghied cogldt ¢raiributeuisplandslides Bndiiieodias then

pi ezoel ectric el errent&nq,g?@@%ﬁ y&}nkrmggg@réggp@rtl ng franme 706 is slightly
pliant and flexible to allow the individual solar panel-piezoelectric

systens to be vi bPat i oRfiqy IRpcepmsneaion d’@@ﬂh’él"ety&féﬂ%"aﬂbg‘p&s §U5B asMFdrti ng
frame 706 are differembéarcheisgbisp@nt, GoreedstRy, asum@agr@msalﬁyda@r@aorofan@haotI c

oscillatipn to occur. E%he chaot i beq Vi or system 702 allo
occasi onal hi gh anplif d@a(}?g&n}fpf%én @8“9?0891'?”’ r\?}é'ﬁwa"lmdl BWWnZe ﬁ%ls
[0087] Fig. 8 illustrgvesintdne woeldt benable ptb atebile rha20teabegpliypleceht yarbon
inmpl emented. Fig. 8 C&F@J%%@ﬁw ?Etﬁé u%&&r%%ﬁ?ﬂ?%ﬁth% &]@%rerﬂraectlgr%sn&{rr%faté) r

identical to those descri i ons the's

identical parts are tansriefusnee eaﬂbmﬂmrﬁuwgwmevmofmtcemnwthP@@%} The
sentinel platform 20 mmt(grgps sol ar panels 704a-f, a data | ogger (Senti nel
CoreTM 802, a sectional guyed nast 804, a high-gain antenna 806 and a
renot el y 100019P00011P control | ed camera 808. The sectional guyed mast 804

i s ext endabl poBsjory 37 NRis@4tEs A a?ﬂtﬁeﬁ'fﬁin@l‘g”} hatitistdh 70ar iM8R cRibBBRThE thdie data
| ogger 802, the so %@%Bel s, 704, the ﬁé‘?{gal n antenna 806 and the

renotel y cont$5PI yehEmMotRy 'réécf?' Pt YhisRds Asster 8BI9Y &Sch Apg y

pl ant efl i nt OVlblhaleicl)lgBcandfladersmchlnérhafh&B%ﬂﬁm’élhlaaﬂftbrg\fﬁcglablﬂdwﬂwéI&ﬁmle‘ﬁﬂ@néﬂ%nd t he
r t ntr above tree-ca orin
Toos Yo uhirieqs Bt Saf bl S SadiCE SRR biSs FonreR bt or
24. [0089% Wmnest of thauSentinehdatsemt 20ntedidsplviad tuobine Badps 0wt diesvi) @abvet & tree r enot e
data access. of gg%gb?ehwwmngwﬁhun@ oWRFAET Ml Mainl) Vel 4 WA sbAPAGER | 09ger

802, are enc
harvestmg |s reduced, the ambient energy harvester 702 supplement the solar energy

harvesting with vibration energy from rainfall and wind.

20 [0086] In Fig. 7, the ambient energy harvester 702 comprises an array of solar panels
704 that are attached to their supporting frame 706 by piezoelectric elements
respectively. The supporting frame 706 is slightly pliant and flexible to allow the
individual solar panel-piezoelectric systems to be vibrationally coupled together.
Stems 708 of the supporting frame 706 are differently weighted to cause a measured

25 degree of chaotic oscillation to occur. The chaotic behavior of the system 702 allows

occasional high amplitude vibrations to occur even at low wind speeds.

[0087] Fig. 8 illustrates the sentinel platform 20 as physically implemented. Fig. 8
comprises parts or components that are similar or identical to those described before.

30 Descriptions of the similar or identical parts are therefore incorporated wherever
relevant.

[0088] The sentinel platform 20 comprises solar panels 704a-f, a data logger (Sentinel

Core™) 802, a sectional guyed mast 804, a high-gain antenna 806 and a remotely
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10 weat her proof encl osures that ensure reliable performance. The senti nel
pl atform 20 provi des fl exi ble power and communi cations options for its
connections. The sentinel platform 20 further has nodul ar data storage
units for data backup & retrieval, and allows integration with wi de variety
of sensors 28 or sensor network 30. The sentinel platform 20 has conputer
sof tware programres for dynam c resource nonitoring and 15 nanagenent. For
exanple, the sentinel platform20 is inplemented with cl oud-based software
al l ows custom zation and alerts. [0090] Fig. 9 illustrates a data | ogger
802 of the seo9PeeO11 atform 20 as inplenented. The data | ogger 802 is
installed with the cloud platform 26 (NucleuSTn) for managi ng 20

sensor - acqui ?%Ow@mméég% Thagedtosalauyed mgst §4¢ is extserablecitpin P éreterata usi ng

tabl es, grapsm aRErBMIEHERAHEC&Dporld) theSEIY ud@;@br Qd)zattff\é)%&hrzgade% e fihgur ed
W th customﬁl ert to tri %gﬁ g(g s%stem condj tions

power is runhPigaNANenge F"Bteé}'e‘f%g?”erdé?mef?ggoat d hgpg(,:tpng}rpuy%%m t ant

[chang]e Ehedmla@uﬁbmk atrfﬁlggrzm%a iht® Otlmogrroeﬁd eathtaattﬂm b@sragl HET lagtenai 805
0091] T ogge ovi des ut i |tar| at gi ng
and contrgl %'%rﬂa he r%% {esy Conggﬁed Camerngo opasoc\)’feufe’leocr?"? or> gﬁﬂss t%oﬁ"?ﬁg dat a

| ogger 802 cloess Meedath fpgperi 402 OpUmG$eSsIh©bm€5tatoel22@hathecmipatbr24t| es and

mul ti-comuni cation interfaces such that the data | ogger 802 can be rapidly
configured for a wi de range of sensing applications. 30 The data | ogger 802
enabl es r enptP88HDMMeLINIUSE. ASETIHIE! BlatRipL hrreideiealiipe remaie falm ackefdwn as

Nucl euSTM [ 8698dneheCarrtrd Bettinel didtRra eREILNRY Hé' ditd @@?@r%@%z)ér@\/én@@%d gal -tine
rm

renote daja acg onent of the nt n

eat hor paof HERIETBEGT BN TPe e AL SIAYPBOGITN e Pa P ETSL AP EY Fake. The
senti nel pl aproeides ﬂé)(lmejpémranb&smfﬁuebcaﬁdrﬁ qpmrfooum ¢cmnsct|ansi Thersentiiecat i ons
sources. The i form Iso has a stor es for data
backup and r%]?fr?é}éqv r@ﬁraﬁ lf%a ggaéef S@@?eolfm E% iaé%ﬁ?“%& %V%'r ﬁ?‘ko is
conpati bl e \Aﬁltdwsantagrdtaorruuﬂgmdefvasﬁmsbsesns@ﬁ 28T¢resedmra1etvwggé® T81@2zentmel

port abl e, co at a

| ogger 802 h %%gﬁﬁﬁféegﬁt@%g%grahﬁ?%ﬁ&@ﬁ I‘%g%egégrgloﬂw%g

whi ch ruig omaaaqgmﬁnk F@pexmnlmghwmhplatfh@n a@usamlp@g@eted%@ q‘lqudtbhieed has al

GB sol i d- st af@mkd MBws e omelididsreitsd . di sk or Data Storage), 10 expandabl e
via SD card. The data | ogger 802 further has cellular and satellite data

transm ssion capabilities. In the enbednent, the data | ogger 802 conprises

Ei wel vle dat a gmmgcganus@ategbad&mb%gger\wz@dth@%mm piafidred &Y itiplertepBedof t he
ata | ogger

comuni cat i oﬁhef ﬂ?t@ legggres s :E]as’taé{ﬁ@(’]"%‘ g%e% F@ﬂE’émég%QHagv@wam%ggiﬁu nel
pl at f or me@0 sensbaadmiréddataj géergand visualizing the sensor-acquired data using tables,
graphs and map resources. The sentinel platform 20 is configured with custom alert to
trigger on system conditions, such as when memory or power is running low, or on
specific sensor readings to alert an important change. The cloud platform 26 is
connected to the base station 22.
25
[0091] The data logger 802 provides a reliable, utilitarian data logging and control unit
that serves as a one-stop solution for sensing. The data logger 802 comprises in-built
power storage, cellular capabilities and multi-communication interfaces such that the
data logger 802 can be rapidly configured for a wide range of sensing applications.
30 The data logger 802 enables remote monitoring through a web-based software
program, known as NucleuS™.

[0092] Accordingly, the sentinel platform 20 provides real-time remote data access.

Components of the sentinel platform 20 have weatherproof enclosure that ensures
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15 directional antenna 806, which are connected to the data | ogger 802. The
data | ogger 802 has an inbuilt battery of 12V and 18AH. The data | ogger 802
further has a socket (not shown) for receiving an input voltage of 24V
(Direct Current) or 110/240V (Alternating Current). Qutput voltages of the
data | ogger 802 are 5V, 12V, 24V & 48V for DC and 110/ 240V for AC.
Operating Tenperature of the data | ogger 802 and the 20 sentinel platform
20 is -25 to 50C. Physical dinensions of the data | ogger 802 are 559mMm
(length), 351 (wdth) and 229mm (mllimeter) height. The data | ogger 802 as
descri bed ha8019RPEOT® nass of Skg (kilogram. Enclosure or casing of the
data | ogger 802 is made opronpro erne cqpol ymer W th pol yur et hane wheel s
and st ai nl es¥liahle eprfgyEenes. Thpsertine| Patfere fyrtket hapdedble prret ertiopwANRat i ng

of 1 P65 (Dustdmmahicatihid edurdedt Tr;’e‘Ssd%ﬁm@ra&fsm 20 MBs R&d mgdmdawﬂﬁor%eme dat a
| ogger 802 |ncI ude pol e- nountin od-nounting and trees-pounting with

accessori es. I§ORELUR-Egd retieyqly 3@? rdﬁtgéoqgﬁb BQ%rﬁfl 1he| sepfing! fRIFTA™ 020 S a

sensor net woedmpdiBR. withtaewide rnigs @f sdrisardsfaor THidiat® loagensodesp@ibR! compact

comuni cagl ons 9&5 otel ligence to renpte 30 | ocations. The data | ogger 802
(Senti nel d]'%l serves as an enabler for the sentinel platform 20,

all owi ng vi rtual ly a wide variety of devices to be integrated, providing

flexibility F0@§3]%Pém6&£d1&ﬁ%f (k'R GerI0R A TH)ARN S l%%r&'@o@?ﬁtte? I ow.

The senti nel [atform 20 facilities P restry research, sus al na
agriculture tret Rypceseing i) woigh gpsoem a LPUéﬁlPﬁfaangrﬁmtann fom Hatarieggg!

rTFt gor ol Ogld cad2 hmrhegaéi lal IGB GRNE- e@tmgml %D’Vé%thjJs?EEQ;skV@t@é'ta lfsﬁ&@glé ce o
st udi es sensor _ dev n application, unless specifie
ot her v 50t REATRTAS VA i B He Ty betogodaeh At fwaPRa Ghybd Roes el i | ant s

t her eof , i nt eardedssion crappbumieentn the pbedment; ltrrecdialsnog@er B@mgcuﬁ@&es umélvé hat

t hey include al.so usi o

non- expl i ci t Jyg(r&é%%ﬂ §$t anrfes Q\f'rﬁﬂﬁgﬁn%ﬂg'ca Ond'qﬁré‘?cgl r?Pth ﬁjgfa %99}?{ Q%OU'I

i n the cont eReludd S@rmho‘b'mqgatJiSBrandoFPoElmw@tnopmmntc@mfuntcheorf iotemfataiVidis,
typically megns zitbee SKaQfe Eg\@r_:_@éréto?(iihé/%ﬁ{ﬁel Fgff& 5@'08%|n¥ e hi 4\0@3% the

stated val ue, nore typi cal he s val ue, nore cally,
+ - 2% of 5t hdirestionabantorna R06, whish areoraanesied todhe gataagaenBa Thﬁéatgtl%ggéd val ue,

and even 1mor goz ¥Rl fahbulit BhttenPo ndtﬂSﬂHS’fn?é (%{a Yo@lg doz#@:ﬁr%@%& aEB?k%PghOUt

this disclosure, certain enbodi nents may be discl0se rang or mat
The descri pt {"gh Shewe) alfg eFeea e '8P YteiolRge P6r24¥0(ﬁ\fé?f| eweanth Ay 169840 y and

3 hou: d ngt belte@asiig 0eterals Catput thnlageés &l the b?tmldg@teﬁc QU2 418 5vh¢2\ﬁ cza}og; ﬁév the
i scl osed r e description of a range shou e
consi der ed t@gﬁg\@ﬁsﬁ@@%{}gﬂyﬁ‘% %?%‘%q”@ fqt”rte 198 tsoteda %9%”5%93 agidRs as

wel | as Radi serﬁiuellplaﬂ@rmrmoam&tb S0aCuPBysidat timensibed off thageta Ibgger S0 €,
description I e-£o er have
speci ficall ygg%?ngngl %@%@ h?/gtﬁ éé@g%%$gmﬁﬁ&§yhggo gﬁe Egtg nggfgéé)a from1
to 5, from 2desgriked hasmﬁwceﬂ mass of 5I@rﬂ<®gtam)6Ere;ﬂqsure @sagiey bf the datadéggedual

nunbers w t higd & # [ pplies
regardl ess of tlhgggfggg(? r?)é)&{ ra @nwuﬂw{)poﬁ/&r)eg%in% Wr%msa#qggmellgégas?egﬁt t hat
various ot heP@rfodN¢ LBEPSUR B AR lwﬂ%ﬁﬁt pleeies F&ﬁtlngr@él%ﬁ&panuetmqobrvvmet let be

apparent 260 plagcRas SMunskd Idpashd & hBQial foggdrted? hOaH PelRinfiey, @9RIaNg
di scl osure wthout d ﬁal’tl n fromthe sgl rit and scope of the application

and it is inPeHHEY aPALEeHMPURIRYNItRGAPTSSe RS ons and adapt ations come within
the scope of the 30 appended cl ai ns.

[0094] Fig. 10 illustrates the sentinel platform 20 in a sensor network 1002. The
Sentinel Platform™ 20 provides power, communications and intelligence to remote
30 locations. The data logger 802 (Sentinel Core™) serves as an enabler for the sentinel
platform 20, allowing virtually a wide variety of devices to be integrated, providing
flexibility for applications (software programs) while keeping costs low. The sentinel
platform 20 facilities forestry research, sustainable agriculture and Crop Science,
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0019P00011P Clains 1.Data | ogger for sensor network, the data | ogger
conprising A central processing unit for signal processing, 5-A nenory
devi ce connected to the central processing unit for storing the data, An
electronic circuit connected to both the central processing unit and the
menory devi ce, and A power supply further connected to the
electronic circuit for providing 10electricity to the data | ogger, Werein
the electronic circuit conprises an universal interface for connecting
different types of sensors via various conmuni cation nodes. 2. Data | ogger
of Caiml, 0HOPEDON1PSThe universal interface is configured to detect
availability of a sensor for configuration or connection. 3. Data | ogger of
Caim1 or 2¢nvmemental monitorimphemeigprpingical foraeastingc geateshpicek eyrvaiiarteal ogue

port, a digi{yaler R‘%B&rcé’ﬁtugi@& Bnd SEns8PieRbMEMY anal ogue or digital signals
fromthe sensors via the various comruni cati on nodes. 4. Data | ogger of any

of the preceding Cains, wherein The universal interface further

conpri ses a googsqurm qaélmnmdml @nle§§1%p35Wnﬁ|§él e maehdl ecohpvising’, @ Wi r ed
termnal, _a mnr l.ess tﬁnnlna or %emopnm ctlgqothe sensors via t he

various cdmmitPatY of"fogfggmatical Pbis ende represent "open
"inclusive” language such that they include recited elements but also permit inclusion

of additional, non-explicitly recited elements.

[0096] As used herein, the term "about", in the context of concentrations of
10  components of the formulations, typically means +/- 5% of the stated value, more
typically +/- 4% of the stated value, more typically +/- 3% of the stated value, more
typically, +/- 2% of the stated value, even more typically +/- 1% of the stated value,

and even more typically +/- 0.5% of the stated value.

15 [0097] Throughout this disclosure, certain embodiments may be disclosed in a range
format. The description in range format is merely for convenience and brevity and
should not be construed as an inflexible limitation on the scope of the disclosed
ranges. Accordingly, the description of a range should be considered to have
specifically disclosed all the possible sub-ranges as well as individual numerical

20 values within that range. For example, description of a range such as from 1 to 6
should be considered to have specifically disclosed sub-ranges such as from 1 to 3,
from 1 to 4, from 1 to 5, from 2 to 4, from 2 to 6, from 3 to 6 etc., as well as individual
numbers within that range, for example, 1, 2, 3, 4, 5, and 6. This applies regardiess of
the breadth of the range.

25
[0098] It will be apparent that various other modifications and adaptations of the
application will be apparent to the person skilled in the art after reading the foregoing
disclosure without departing from the spirit and scope of the application and it is
intended that all such modifications and adaptations come within the scope of the

30 appended claims.
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5. Data logger of Claim4, wherein the wired term nal conprises a USB
termnal, a PoE termnal, a RS-232 30 termnal, a RS-232 express term nal,
a RS-485 terminal, a parallel termnal, a coaxial termnal, an optical
termnal, an Ethernet termnal, a FireWre termnal. A DSL term nal an ADSL
termnal or a conbination of any of these termnals for providing the
various communi cation nodes. 0019P0001 1P 6. Data | ogger of C aim 4,
wherein the wireless term nal conprises a Near Field Conmmrunication
Terminal, a W-Fi termnal, a ZigBee termnal, a Bluetooth termnal, a GPRS
term nal, ano@&dpeodern nal, a 3Gtermnal, a 4Gtermnal, a GSMtermnal, a
HSPA termnal, a CDVA termnal, a WCDVA termnal, an UMIS termnal, a radio
(communi cati 6@msernminal, a LTE termnal, a SATCOM termninal, a W Max
termnal, a satellite network termnal, a VSAT termnal, a MSAT termnal, a
VHF term nal, an UHF term nal, a DSL term nal, an ADSL term nal or a

conbi nati on of armARIPIFHYSepsar RENAr's theglataiPadar ¢PMENEME var i ous

comuni cati on nodes. A Baital prRB&RIghit & %ighkl ﬁr&%sﬁﬁr%‘ced' ng Claim3, wherein
The universal interface further conprises at | east one anal ogue to digital

converter®connected 2 &MY dRrgeotprResied to the Ferihpeessiy wWidpodeidodhgnal s to
di gital signals. Dat@atdaogger of any of the preceding O ainms, wherein: The
power supply conpri s&s at ast one connector for receiving the electricity

from onboard bat teri %e'eﬁtfﬁ“é’r‘ﬁréw't FINerted ifath the Gsptrg) prasessiaghnitrnd the at f or m
for sensor network, thbeoyeviceyendpl atform conpri si ng The data | ogger of
any of the preceding CI ai s st at,i m.crocontraol |l er
connected to the dataﬁ%’ﬁg@f‘pp Ap.urtﬁ% %OnBFgg‘gé%p}‘? elé WB'C (Arcﬂ'g Rpvdinge

devi ce cdhnected to elb@ridgtathkdggdogget.he ncr ocont roller or both for data
storage. Sentinel Pl W‘mf—:r%rnmtrg{ egc?r mgcnchIEt%Eﬁfprlgmﬂ Ehl ?rsalaln%r%lé Bt’ atform

connected to the mcrocontr or tran rrn ata a renote data
storage devi ce. Sent‘i%é?Ct'PQétﬁ?@tﬂfﬁyws dfisansard ga vanrc@p@pmmumcatlon modes.

2. Data logger of Claim 1, wherein
15 The universal interface is configured to detect availability of a sensor for

configuration or connection.

3. Data logger of Claim 1 or 2, wherein
The universal interface comprises an analogue port, a digital port or both for
20 receiving analogue or digital signals from the sensors via the various
communication modes.

4. Data logger of any of the preceding Claims, wherein
The universal interface further comprises a communication module, the
25 communication module having a wired terminal, a wireless terminal or both for

connecting the sensors via the various communication modes.

5. Data logger of Claim 4, wherein
the wired terminal comprises a USB terminal, a PoE terminal, a RS-232
30 terminal, a RS-232 express terminal, a RS-485 terminal, a paralle! terminal, a
coaxial terminal, an optical terminal, an Ethernet terminal, a FireWire terminal.
A DSL terminal an ADSL terminal or a combination of any of these terminals

for providing the various communication modes.
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The cloud platformconprises at | east one wireless termnal for data
transm ssion. 0019P00011P 12. Sentinel Platformof any of the preceding
Claims 9 to 11 further conprising an user interface for controlling or
nmonitoring the sensors. 513.Sentinel Platformof Caim12, wherein The user
interface conprises a display unit, a keyboard, a conputing nouse, a
scanner, a nenory card reader, a bionetric reader, a printer or a

conbi nati on of any of these. 1014. Sentinel platformof any of the preceding
Clains 9 to 13 further conprising a power source for providing electricity.
15. Senti nel opteRobot™ of C ai m 14, wherein The power source conprises
a battery, a solar panel, an electricity generator, 15a bionass electricity
generator, abbi oflaa loggesef Elaim tywhaseier at or, a geothermal electricity

%ene_r at Ior X at Pi ezﬁte\]{vﬁé}ésrsi té?nﬁrkﬁ'&&'ﬂbrié&%gﬁﬂé&%@l@@&ﬂmgﬂ?i@étfgmémiﬁalt HoRsi 16-Th
entinel platformof any_o e precedin ai ns 0 , _Wherein e
base station is é‘?fﬁ‘l”?agt%é'ﬁB?%teﬁ@E‘ﬁb@ %'P%tg?tPit%rm'@F"s%E‘EIW eBnied b Rdat s of
20t he sentinel pletiiret e aGaemihdlga UG tefreidst erg8m astmatal,ar HERPAltev&hal, power
consunptign requi n sanpli e pr _a_conbination of. any_of _these.
17 Sensob net ot amsiEhG s SCEHE Bipfabr fRc s asfurdonasedle: dat a
| ogger of any of (edmemytieatiedi tegmiGhaiart TE teonigal, anGATCOM terminal, a WiMax

terminal, a satellite network terminal, a VSAT terminal, a MSAT terminal, a

VHF terminal, an UHF terminal, a DSL terminal, an ADSL terminal or a

combination of any of these terminals for providing the various communication

10 modes.

7. Data logger of any of the preceding Claim 3, wherein
The universal interface further comprises at least one analogue to digital
converter connected to the analogue port for converting analogue signals to
15 digital signals.

8. Data logger of any of the preceding Claims, wherein:
The power supply comprises at least one connector for receiving the electricity
from onboard batteries, external power supplies or both.
20
9. Sentinel Platform for sensor network, the sentinel platform comprising:
- The data logger of any of the preceding Claims,
- A base station having a microcontroller connected to the data logger for
data processing, and
25 - A data storage device connected to the data logger, the microcontroller
or both for data storage.

10.  Sentinel Platform of Claim 9 further comprising:
a cloud platform connected to the microcontroller for transferring data to a
30 remote data storage device.

11. Sentinel Platform of Claim 10, wherein

The cloud platform comprises at least one wireless terminal for data
transmission.
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The Sentinel Platformof any of the preceding Clains of 9 to 16, or both.
18. Sensor network of Claim17 further conprising At | east one relay node
for increasing signal strength of the sensors. 30 19. Sensor network of
Claim17 or 18 further conprising Two or nore different types of sensors
havi ng the various conmmuni cati on nodes. 0019P00011P 20. Met hod of using a
data | ogger conprising: Installing an operating systemfor sensor network,
Sel ecting sensor type or conmunication node of the sensor,

Loadi ng at | east one driver software program according to the sensor 5type,
t he conmuni cé@199000idPe or both. 21. Method of C aim 20 further conprising:
Sel ecting at | east one conmuni cati on node or channel according to the
sensor type, comunication node, or both. 10 22. Method of Claim20 or 21

further conpgjsi rsgmt.mmayfbmom%f thB'p?ébedrﬁg'@i)Jlﬁngté?h%ﬁﬁer BAfAsihg ansni ssi on
rate or a conbination of any of "these using a senti nel

pl at f or m conpri si@AgSeTREERGH Al ‘?P@tr%’\‘/ﬂa?r PPHANNEIHASERFCat i on channel s, data
recording format, sensor types for the sentinel platform

5 13. Sentinel Platform of Claim 12, wherein
The user interface comprises a display unit, a keyboard, a computing mouse, a
scanner, a memory card reader, a biometric reader, a printer or a combination

of any of these.

10 14.  Sentinel platform of any of the preceding Claims 9 to 13 further comprising

a power source for providing electricity.

15.  Sentinel platform of Claim 14, wherein
The power source comprises a battery, a solar panel, an electricity generator,
15 a biomass electricity generator, a biofuel electricity generator, a geothermal

electricity generator, a piezoelectric element or a combination of any of these.

16.  Sentinel platform of any of the preceding Claims 9 to 15, wherein
The base station is configured to manage electricity supply to components of
20 the sentinel platform according to predetermined priority level, power

consumption requirement, sampling rate or a combination of any of these.

17.  Sensor network comprising:
Sensors for collecting data, and
25 The data logger of any of the preceding Claims 1 to 8, and
The Sentinel Platform of any of the preceding Claims of 9 to 16, or both.

18.  Sensor network of Claim 17 further comprising
At least one relay node for increasing signal strength of the sensors.
30
19.  Sensor network of Claim 17 or 18 further comprising
Two or more different types of sensors having the various communication

modes.
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24. Method of Caim23 further conprising: 20lnstalling, configuring,
updating or uninstalling at | east one device driver or operating systens.
25. Method of installing a sentinel platform conprising:

Mounting the sentinel platformon a frame for providing communication of
the 25sentinel platformw th |l ess anbient interference. 26. Method of Caim
25 further conprising: Connecting an antenna, a canmera, power source, data
| ogger or any of these onto the frane. 30

0019P00011P

20.  Method of using a data logger comprising:
- Installing an operating system for sensor network,
- Selecting sensor type or communication mode of the sensor,

- Loading at least one driver software program according to the sensor

5 type, the communication mode or both.

21.  Method of Claim 20 further comprising:
Selecting at least one communication mode or channel according to the sensor

type, communication mode, or both.
10

22.  Method of Claim 20 or 21 further comprising:
Applying power plan, sampling scheme, data transmission rate or a
combination of any of these.

15 23. Method of using a sentine! platform comprising:
Determining power plan, communication channels, data recording format,
sensor types for the sentinel platform.

24.  Method of Claim 23 further comprising:

20 Installing, configuring, updating or uninstalling at least one device driver or
operating systems.

25.  Method of installing a sentinel platform comprising:
Mounting the sentinel platform on a frame for providing communication of the

25 sentinel platform with less ambient interference.

26.  Method of Claim 25 further comprising:

Connecting an antenna, a camera, power source, data logger or any of these
onto the frame.
30
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