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TECHNI CAL FI ELD This inventi.on relates to access control. BACKGRClJI\'f '

. The | nt av@es/pssarsi ch al | ows users to access the. *1661668CT/@sausEs of

int erconnect ed. conputers, - also offers the possibility of access to

smal |l er, private networ ksACC(Ellgg @@{@kg% ;géggtdﬁ@%s typical ly include systens .
that 10 restrict access t es of the intranet

only authorized users. Networked resources refers to the mﬁlmmwlmwm
software, and data included in a network-and accessible t

users frominside or. outsidedgremrcaet #edo 15 DESCRI PTI ON OF*i#dtis* DRAW NGS
FIG | is a block diagram FI-G 2 shows data and conmand flows in the bl ock

di agram of Flfds 120<DESCR! PII QN5 R abeiag 5&1&5@ 1, a computer network
10 includes a .
5 , BACKGROUND
_Thé Infernet, which allows'users'to access the 
resources of interconnected,cpmputersﬁ also offers the
possibiiitf of access to smaller,'private netWorks
(intranets)¥ Intranets typically inciude systeﬁs that
10 lfestrict-access to the networked resoufces of the intranetl
| to only authori;edlusers. Netwérkea.reSources refers. to
ﬁhe hardware, software, and data included in'é'networkfand

accessible to authorized users from inside or outside the

network;
15
DESCRIPTION OF THE DRAWINGS
FIG. 1 ié a ﬁlbék diagram.
FIG. 2 shows data and cpﬁmand flows in fhe blodk :
'diagrém of.FIG.i.
20 |

'DESCRIPTION
Referring to FIG. l[ a computer network 10 inciudes a
ﬁublié network 20, in this case the Internet 22, cqﬁnected
to a priv;te netwofk 30, EXternal computer-USERa—USERn

25 (“users”) may access the resources of the Internet 22

1
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public network 20, in .this case the Internet 22, connected to a p{]évﬁtNEZUUE
networ k 30. External conputer USERa- USERn 25 ("users") may access t

resour cegyfsshge! Nternet 22 1 iea~~~~ar 1 6 JUN 2006 WO @3¢/0SQ4da 4 .
PCT/ US02/ 40514 t hrough conputers 24a-24n. Users nmay al so attenpt to access

resources of private network 30 by sendi ng agcess request s t hr ough

| nt er nekhpougly FRMRMEEE 5néfain? & 30.USBrPVERE ABTUW K E™P30 EqefEFRi ies whet her
to allow or block each user access 5. request. Private network 20 includes
an. acce3SSEBRED| OpATITRtesRe TR G it ﬁﬁaé@%sa%‘??sa?cfgggeﬁ Picy for
private network_20. The various conputers aggl devi.c.es,C i ncl udeﬁl in private
" net wor kthoopgh IRtenete Sat FOI PTH@E PREFSF Xt 3% det BFTE AG" 1D cont r ol
access to the resources of private network go. The ACLs used by the
conput eR§ SABCHBRIARLINSTEREIEY F B HoMR°C50°%3FR WS hEd and gener at ed
by policy server 38, as will = be explained. In addition to policy server
38, . Bri ¥&HEeAEt work 30 15 incl udes other inter-connected conputer systens,

.i.e., a Dynam.c Host  Configuration Protocol (DHCP), server, .40 that
~dynani cal | y BFE®2Ee e o5 | Qaf%cjr‘ﬁdea%cﬂrb%cle%P Eﬁ%ﬁfcﬁsé’ﬁl&f;y private

network 30, and a firewall conputer 32 that %ut henti cat es user requests
recei vedeEVEH pRLERZE MARAGER 20 access policy for private metwork

20. The various computers and devices included in private
netWork éOjuse access control ‘lists (ACLs) to dgtermine and
- 10 eontrol access to the resources of priVate network 20. The
ACLs used by the coméuters and devices inclqded in network
20 are maintained aﬁd generated by poLidy server 38, as will.
bé éxplainedﬂ |
In addition-to policy sérvé; 38, private network 30
15 includes other inter¥conne¢ted eomputér systems; i.e., a
Dynamic Hosthonfiguration_Protpéol (ﬁHCP) server 40 that
dynamicaily allocates a private IP address for each user of
private nefWork 30,.and a firewall computer 32 that
authentiCatesIuser requests received from public netWork 20
- 20 and translaﬁes a public IP address for each user réquest to
the dynamically allocated private IP address from DHCP
server-40, Firewall computér 32 also forwards authenticated
user requests, along with the translated private IP address,
to 'a router 34 that transports data within private network

25 .30. Private network 30 also ihclude; application. server
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Zo'énd transl ates. a public | P address for each user request to- thea 6 JUN 2006
“dynanically allocated private | P address from DHCP server 40. Firewal |
conput er Y8R 0&0¥74 or war ds, aut henticated user requests, acwugomidsithe
translated private | P address, to'a router 34 that transports data within
privat e aiides2B 6303 6Lt 8,86t wor k. 30 i appligation. server
2 1.6 JUN 2006 WO 03/ 055176 PEITUS02/ 14@alct§%€upg!r>§9§§%_%gén Qfa%é"‘t- provi de
-appl i catd PR e:aes and.data -to authorized users. Conputer -systens 32,
34, 36a-36n, 38 and 40, interpret. dat a packets based on onelor nor e
functional | awekstat renfdP8D , Syt egp, 14u.er cgnnegt ,  CS del.. For .
exanpl e, routerb34.-in %f%rets pac etséJg%ﬁgeghggﬁe%ébrkg?%Pé?jbf Gsl, and
t her ef orytdigaeraraebMsK dayet ACL fro Iy a5e1YeL, 38,40 deternine
"~ whi ch packet%gére to, be bl ocked or trangﬁgg%%g%fg_%ggéfﬁé?ééﬁh-BGn. 16
- Poligy sgiaters 38emBi phed NSl ca¢e8ss £y 0l Mol Ley by, storing
appl i-Catsﬁ)n Ig;éere- ACLs for ser\/'e(r\2 cor?rputers 35%—.3%n..rﬁpi|{%e _aoppﬁel cation

. layer. AGQgs -i‘fﬁ%qu%ﬁeﬁé’@{e*ﬁomﬁ%ggﬁhé%%k <SP Eiééfhta&f“h server or

il .
~specific to an application on server, ApS I'catlion yer  ACLs do not

0! i shere-dynags ool ik okl goabgd: Bty b Eoaddl gp- (oM et ve

40, however, a network l|ayer- - y use the prirva address as part of
a n?tVW”&%Hé%%SBeAQ%i@Wtﬁé&kets are to be blocked or transmitted to

T a serVef 36a-36n.

'¥1Q 'j | Policy server.38 maintains_the éccess controi'pélicy sy
sto;ing appliCation iayer ACLs fbf'server computefs 36a—36n. 
fhe.appliéation layer ACLS used by serVer_computérs_3éa~36§
-aie:speéificjto each server or Spgcifi¢ £o_an_a§p;ication on
each'server; Application laYer'ACLé do not include the

15 dynamically:allocated private Ip address from-DﬁCP server
_AO,IhOWeﬁer,'a network layér ACL may ﬁse.thé private IP
addreés ésjéart oi g network layer ACL entry.

Whenevér a private IP addresé is-allbcated from DHCP'
server 40 (i.e:,_a private_iP address is aésigned_to'a new

20 aéceés requeét){ policy sefver 38 retrieves the apb;opriate
application layer ACL for the aqcéss request and generates a .

~ corresponding nétwo;k layér'ACL.. Polié? server 38-tﬁen
égnds the generated network layer ACL to each network
device, such as roufér 34, and élso té each application

25 server 36a-36n that supports network layer,packet filtering.
, ; : _ _



V%enever'a private I'P address is allocated from DHCP server 40 (h.g€JuN 2006
private | P address. is assigned to a new 20 access request), policy server
38 retri e¥OI3MORg7@ppropriate application layer ACL for theraswesssequest
and generates a corresponding network |ayer ACL. Policy server 38 then
sends t-hg, gener | I to, each network device, such as
router 34 a(?]% %@%r{]?@gggﬁoa%%ﬁsca%éoﬁ%jﬁg-lé‘é?%earg@d‘é:aiéﬁnt ?C\%éfersupports
networ k Aayer, pagkat Li [ _ UN 2006 WO 03/.055176 PCT/ US02/ 40514
Pol i cy server 38 alsgegg%gé ?ﬁ%'%%%ﬁ?ﬁ%egoa%% i TG P& gPrEACL to those
servers g6as t uppprt _net k. layer, packet filtering. As.
each ACL ?ge]?g%e%ﬂ\%g:d fggtg%ﬁit V\DF}?? N é:\%]i \ggio%sc %r%?ﬁ‘ger %st‘em in network 20,
the ACL.J "y | ] ed" that_devi.ce or copputer, syste and then used
det er ni neé%?%? e%%ﬁéeagfo?vg%éu%ﬂys,ySé:(?f:neég ) o‘?]%czeQ'v}g‘?Ué(é]r' Htcess
request, wAss W {4 e akLn . Pl ease. n hat . t he. A etrieval
generati on sai)'rI]}A Jienés)t gsfi(g%l?gnsgylsg)peoﬁ d’roﬁég%e%eg%?%el?’hea Fé&%t‘é%e rivate I P .
address {§ QS . 10.¢c0 ter.32. _Mintaining the control policy
on a centrai|zéﬁﬁbglﬁ%§%@é%r5%ra QEEg; §§ aVr g o‘%ﬁhgﬁgeégi rate access
policies,sd ar, S) .gach. server conputer and network —device
R R R e A s

in private network . al so "assur es e ‘?tst.ency of
ACLs thaﬁhé”ﬁtﬂ“?a%ﬂigvgﬁghgeneration and installation is perfbrmed : :

before the éllocated pfivate IP address is sent to fiiewail
10 computer.32.
| | Méintaining the control policy dn a centralized policy
éerver 38 avoids hévipg-to manage sepafate acdess.policies_
(and separéte ACLs) on each server computer and network -
device in private nethrk-30. This alsb assufes the
15 hofiZohtal consistency of ACLs that are used in each
épplication layer throughdut privaté network 30.
Furthermore, tﬁe aécéss control policy serxver 38 uses the
private IP address éllocated.at “runtime” to dynaﬁicaily'
genérate nefwork layer ACLs that map to appliéation layer
20. ACLs, both of which are then distributed to the qppxgggiat§  o
éystems in private network 30. This assures vertical
donsistency of ACLs logically across application layérs and
network layers.
An example of a user 24b attempting to access an

25 application frqm server 36a and 3Gb is shown in FIG. 2.
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application {ayer throughout private network 30. Furthernore, the 1a5:gg§szm5
control poli server 38 uses the private |P address allocated at
"runtlne“v983%Vﬂaﬁ1cally generate network |ayer ACLs 't haPCRaISOL/49514
application layer 20 ACLs, both of which are then di stributed to the

appropriBLew SMWeTE SHASPY i Hes -t ehe0EK 30hcd NS R3IWHES V&) {ikA!
consi stency of ACLs logically across application layers and network

layers. £ escmlienoh aiuaess. maatas@mmebﬁgat&e%c@@%sa@@e%&%%ol i cation
~from server 36a and 36b is shown in FIG 4 1 6 JUN 200 03/ 055176

PCT/ US02£ 40555 @ apponsaf Bdn 5ol @Rk 64 - t @, Se%e@ﬁﬁsoéxérﬁéié)rls required
"to establish a flow of -data (60) fora user 24b attenpting to access an

appl i cat ear fzOmiseruebwdBbacdds s hics 28XapPl foationUsRl 24Pk s3@ | owed access
to an application on server 36b, 5 ..but denied access to-any appllcatlons

on ses vebuBbdenidielaccedsbtsents aﬁpil):aalbﬂzgldh nRsSsagesthroughed nternet 22
The  togin nmessage is forwarded (52) through Internet 22 to firewall

“conput er 28R. sdidewall) ‘aoNPel ettt hepbigat B tae epedentd al s i ncl uded
“in the login nessage, and sends 10 (53) a DHCP request to policy server 38.

Policy sesyat ﬁﬂ%é@@hwﬂédﬁofﬁﬁBdedih%ZE*EEEé@&HW*Htéﬁ%e@HQE sgrver 40.
response to the DHCP request, DHCP server 40 returns (55) a private IP

- address forgelilcycagurer $8.. HAldeY 1SEEMSELSS ﬂe%%hﬁﬁtw@t@é)m ication

~ACLs stored in access control -
the. credentlals lncluded in the login message, and sends -

- :310 .(53)-a-DHCP request to policy server 38. Policy server 38
forwards (54) the DHCP request té DHCP server 40. In
response to the DHCP request, DHCP serVer_4d returns (55) a
pﬁi?ate IP address to policy server 38;_'quicy.server 38
searghes'the application ACLs stored in.access coﬁtrol

15. database and finds an entry that cofresponds to-“user-24b is
_allowed.fo read from application servér 36b, but not allowed
to access éfhe; servers” . Poliéy server 38 ﬁses.th; private
ip add;ess to genérate a netwbrk iayer ACL entry (reqﬁired
by each network laye£ deviqé, such as router 34) that

20 corresponds to the found application layer ACL. Pdlicy‘
sefver_retrieVés the found application layer ACL for each of
_ the server compﬁters 36a—36n1 Then poiicy server 38 sends
(56) the generated network'layer ACLs to router 34, and _
Sends (57) (58) the fétrieved application layer ACLs to

25 servers 36a and 36b, respectively. Router 34, and servers

5



15 dat abase and finds an entry that corresponds to "user 24b is al1 IGO\\JAlIJeNd
read frorQV D ) ication server 36b, but not allowed to access other
servers". g(??lo?:sﬁ"%erver 38 uses.the private |P address t®cyasez/aises a
network | ayer ACL entry (required by each network |ayer device, such as

: . i.cati . -Policy
router 33§atdrat I ,cdnseshbndesiprdtitel oynthanRdesaLli 0t &y &, ACL: Po
server re?ri eves the found application ?ayer ACL for each of ~'the server

conput ergse 3ga-BlrrmThing poddedys FoEVEhe 38s8LNMTes6568) 1 h& gener at ed
ne?pv\or k' -layer. ACLs to router 34, and sends (57,)(58(); t%te retrieved

. . . . . , . . ; - 34
appl i cation |EsferreAChs imsi28 1senver 51366 adwk AGh, 1hespecti il v, JRouter 34,
alrcl)g. servers 5 WD 03/055176 1 6 JUN PCT/US02/40514 36a andﬁlS%B, install,

i rt [3bar enei Ve, dcyf eervésess iy epi,nipg access for the
nggeggtﬁvr equest. Bef or'e/%iar-}e iyn'st all ation ag{?h%a%ent ries in router 34
and SserindiyiZfalandr86b, copalitey sseby eand8s MY AUeLY b6 Bndi vi dual _
server conputers 36a and 36b to determne their packet filtering - .
~ capabi | ird@ket. fillkepbhy cyarserivarids. det e5dMinES sthabr a3gerver conmputer is
capabl e of performng network |ayer packet filtering, policy server 38 may

al so serfushmigenetheed retrwerk cAGbuest rys tpablat o 865 ¥efor .-?gConti nui ng |
with the exanple shown in FIG 2, policy server 38 returns 9) the

pri vat e NeRwaddr ésgef araaiedr 24beringf i genady scogRYt £F 'Iﬁ%?'als'g‘t , this point
firewall conputer 32 - :
' send the generated network ACL entry to that server.
10 Continuing with the example shown in FIG. 2,.policy.
.ééfver-38 retufns (59) the private If‘address for user 24b
to firewall combuter 32. . At this point'firewall-compdter 32
performs the required network addresé translation (NAT) er'
user 24b (i.é;, translating a pﬁblic IP address associated
15 fwith the user on pubiic network 20 to the allocated private

IP address). Performing NAT_allows a flow of data (éQ) to
be established.Betwéeh user computerl24b ané application
ser#er 36b. .However, when user 24b afteﬁpts (Gi) té-aﬁéess
server 36a, for example, the network layer ACL installed at
20 router 34 or the application layer ACL installedlat'server_
36a, will block ;he access request. | |
Please note that befo;e_firewall computer 32 traﬁslates
.(“tagsé) the user access request Qith the private iP addfess

(via NAT), the access control ACLs, for both application

25 layer computers and network layer devices have already been



performs the required network address translation (NAT) for - user 24PJunN 2006
(i.e., tragﬁbagégg a public I P address associated 15 with the user on
publ i ¢ networ to the allocated. private |P address). FEVUsI2HMoan NAT
allows a flow of data (60) to be established between user conmputer 24b and
appl i cat Fent keryeri@blerteweder anthdmsttaened4by at i€ HaBl)et O access

server 36a, for exanple, the network layer ACL installed at 20 router-34 or
t he appl FeBRRro*s$ et naCworrkstetimss aif serwerk 386a, will bl ock the access’
request. -Pl ease note that before firewall conputer 32 translates .("tags")
the user accebecesgumsttrailt hol hey praw dke skBradds®ss sdotaaeNdddiuhhe access
control ACLs, for both application 25 | ayer. conputers and network | ayer . °
devi ces Khavk howadycdreentédlt6 pHIN 2066 r¥WOr08§ 05586 fREEsWS02/ 40514 sent
by policy server 38, and installed by the respective conputers and networKk
devi ces @¢nireelvardd 3¢ mAgchs smedintiredl bPoknCyudRyr DS hRnedeoNvda St orage
“medi um (not shown) connected to policy server 38. The access 5 control :
. pol i cy naydbesdodicdrinedtbynano auilhani zedvernagenyt ahandi kagtmgennection to
policy server 38 (not shown) and may be nodified indirectly by commands e
recei vedPatnsHifiar dadisect38 Yy aromamndst heté zesh nenagal cassesvat ed Wit h.
one of the server conputers 36a-36n. 10 The access control policy uses '
"ro|e-ba%%d@rqgﬂannpmkbngized manager associated with one of thé .
 ‘server computers 36a-36n.
10 - The access control policy uses ﬁrdle-baséd” definiticné
to determine what level of access is allowed for a user
request based on a defined role for eadh_user. ,For'e2amplé,
access control policy may include se&eral different roleé}-
such as a “guest” who 'is denied access ﬁo any'éerverldata, a
15~ “regular user” who is alldwed'to read data from a sbecific.
 s¢rver,_a “power user” who-is allowed to modify data on ‘a
specific server, and -an “administratorh-who-is-allowed to
modify data on a speCific server and allowed tb re;boét.that
server.
20 BEach entry in-a network layer ACL (shown below),
generated by policy server 38, includes a “5-tupie”, i.e., a

' five (5) field filter along with a “deny” or “allow” action

“associated with that 5-tupls.

25~ NETWORK LAYER ACL ENTRY:
' 7



to deternmine what level. of access is allowed for a user requesty ©agR a8
a defined role for each. user. For exanple, access control policy may

i ncl ude e¥WF17di fferent roles, such .as a "guest" who TGI/H¥R“8%¥4access
to any server data, a 15 "regular user”™ who. is allowed to read data froma

specific server, (rspaer, ws6to, WpdtS abbeved>to-tmdi fy data on a
specific server, and an "adm nistrator” who is-allowed to nodify data on a
specific server and allowed to re-boot-that server. 20 Each entry in a
network | ayer ACL (shown below), generated by policy server 38, includes a
"5-tuple", igTRe, fiostffMad,S5k1b| edtthrddd teir ahengoutdd = "=demyssor "al | ow'
~action associated with that 5-tuple. 25 NETWORK LAYER ACL ENTRY: 7 1 6 JUN
2006 WQi@3LAD51Z6se PEHd YSARA4051H {BlRssDbP, tReohssr SRorihe . DPort) - >
Action The first field, SIP, stands for the source .IP address .(in this
case st herikiatat retPoskldI®SS Thet Becarsertiiend, hers, pstatate.faretiver k 30) The.
second field, DI P, stands for the destination |IPaddress of a server

- 36a- 36N detihetpbhvar eadd@iswobk. a Thertdy rPdaf-BehdinPrios @ristaaeds for a
‘transport |ayer protocol, such. as TCP, UDP, etc. for which this ACL is

i nt endedetekl ourhd thetd,fi8Par t prot@ndsahads the sotraesgditport - of the
user. request. The fifth field, DPort, stands for the destination port of

t he serveweappkbtatodn.such as TCP, UDP, etc. for which this ACL

is .intended. The fourth field, SPort, stands for the source
l.10 ‘pért of the user request. 'Tﬁe fifth field, DPort; standé
for the destination port of the server application.
Exemplary network layer ACL entries, Eﬂtry A and Entry

B; generated_by-policy ser#er 38 are shown below.

15 ACL Entry A: (192.168.3.10, IpAddrOfAppServer36b, TCP,

SPort, PortOnAppServer36b) -> “ALLOW”;
 ACL Entry B:  (192.168.3.10, *, *, SPort, *) -> DENY.

20 ACL.Entry A and ACL Entry B correspond to neﬁWork layer
ACL entries that are mapped and_generated by policy server
38 for the previous example shown in FIG. 2. In more
detail, ACL Entry A is generated to ALLOW access for user
requests from sourcé IP address “192.163.8.10” (the private

25 IP address allocated to user 24b by DHCP server 40). ACL
. . _




Exenplary network layer ACL entries, Entry A .and Entry B, generated by -
policy server 38 are shown below 15 ACL Entry A 16 JUN 2008
(192. 16830 b903spAddr of AppSer ver 36b, TCP, SPort, Port OnAppBer/vse3@b)s - >

"ALLOW; ACL Entry B: (192.168.3.10, *, *, SPort, *) -> DENY. 20 ACL Entry
Aoand DG 0l B <EOLEESPONML L0 JELUBLILLAYEL. . AELERLL CopbliBL ar e maphed

zzihdl gene néztré’g Ipoll y Server revious exanple“shoewn in FIG

. In et al A t i_.S.gener - L c or user
rleﬁues{g-@r’o% grgtljar &° ngdééless@na%égfglg%s%o% t_hg%?vﬁ‘@%}@'l P address:
al l ocated t o usetr 24b DHCP, S61.ver 4 / Q55 1 6 JUN 2006
PCT/ USOﬁ f@%f%%E%tor%y ﬁggfso ,snpdzlg{gfi éség}%%égt%r%ml\ggﬁggogg %r{ Server conput er

30h, 2 Hddhal-aeal odee gag%ér%}@tr{ggagzest (dpd xRk 186 Ol doryed Sour ce part

corresponding to fifrewal an estination port correspondi ng

to an. appl] i ) - . . al b
genorat SBS Mrth Acr Eer) TR, B S rater e o DENY access

“to all . K ' t 6b. Th
char act S el o i LT hoL e a8 SRR (87 DERL Boeed®h. The
I nt erpreéc?%} S Ay E%Ut@% @é%@é’\%aa%xg B¥ndhesd il dpbn; WL el tig wil decard is

used. In A ntry refore, user requests from source address

"192. 163, 8 10 and.bromther sounga Addr essa@f Fdd:gval ks a

.wildcard character, and is interpreted as all values 2llowed

10 by the field in which the wildcard is ﬁsed.' In ACL Entry B,
therefdfe, all user requests from soﬁfcé address
%192.163.8.10” and from the source addfess of firewali-
computer 32lare_denied_access to.anylserver_system in
private network 30.

15. When a user has finished with an established déta'fi§w

to a se;vef computer, fof example, firewall computer 32 |

releases the p‘r.ivate'.IP address allocated to that data flox}\lr
and also de-installs the netwofk layer ACLS. in ﬁore.
detéil; firéwall computer 32 sends a DHCP reléase request to -

20 policy serxver 38, and policy.server 38 de-installs the
network ACL entries aSSOCiated with the private IP address
from all “enforcement points”, such as router 34 (ana server
36b, if sexver. 36b is capable of nétwork layer filtéring);
In én embodiment, policy server 38 includes a cache {not

25 shown) for storing each network layer ACL. Therefore, in



computer 32 are denied access to any server systemin private network 30.
15 Wen %Vp%ﬁfosgl% finished with an established data flow to a sdrfiduN 2006
conputer, for exanple, firewall conputer.32 releases the JWURSIR
address allocated to that data flow and also de-installs the network | ayer

ACLs. | ntligt €mb@eiBERE  f Pe it IsecurpuBerdEletsands e sPPeBoL ek £ase request to
20 policy server 38, and policy server 38 de-installs the network ACL

‘entries RGPS aRERiehelqan vdise ckBhadthe orvare® ahk DEAf or cenment

poi nts", such as router 34 (and server 36b, if server 36b is capabl e of

net wor k Thféref FREBEFRQYO then DESPerbodermedlt., [moiGECHeseEVeso38 i ncl udes a
cache (not 25 shown) for storing each network |ayer ACL. Therefore, in 9 WO
03/ 055174 P53 URP 2DOb! CPCR1IYSE2R8051th ti s lemsed abRAbY ] By dianSer ver 38

del etes the appropriate network ACL entries fromits cache and forwards

t he - BHCP IS PRASEYr Boiert 1% fohveraDHEP:Is® rnedrea4Q. 2B s 88y &ke A0 +J €SPONds to
policy server 38 with a rel ease acknowl edgenent, 5 and policy server 38.

f or war dstifFR¥2L &l EaBR K AW edgenent to firewal | conputer 32. The process
- of generating ACLs according to a centralized access control policy,
9 g raing , ! ce: porlcy
hereafter refRfrRECESHLE 'Ysnecetsnd O0°Ls iaxcoetiihiyntbesd to use with the
hardware and 10 software of FIG 1. It may find applicability in an
_ ( y pp y y
centralized access control policy, hereafter referred to as
“p;ocess 100”7, is not limited_to use with-the hardware ahd
10~ software of FIG. 1. It may'find applicability in any
computing or processing environment. Process 100 may be
implemented in hardware, software, or a.combination of the
two: .Process 100 may be implemented in computer programs
executing on prqgrammable computers or other machinés tﬁat
15 each include a processor and a storage medium readable by
the processor
The invention is not limited to the specific
embodiments described above. For'examplé, control policy '
server 38 and DHCP sérver 40 may be implemented on a sihgle
20 computer system performing both the allocation of.private Ip
addresses and the generation of ACL’s according to fhe
control policy of system 10..
Other embodiments not described herein are élso within
the scope of the following claims.

25
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conputing or processing environnment. Process 100 may be inplenmented in

har dware, software, or a conbination of the twod. Process 100 nay1b%JUN 2006
i npl enented in conputer progranms executing on progranmbl e conputers or

ot her machines that 15 each include a processor and a storage nmedi um

readabl e by thg, oggsgggiggé jgvention is not limted to the specific
enbodi nents descri bed above. For exanple, control policy server 38 and

DHCP server 40 nmay be inplenmented on a single 20 conputer system perform ng
both the allocation of private IP addresses and the generation of ACL's
according to thﬁ control policy of system 10.. O her enbodi nents not
descri bed hereih ar® BFEBOi CATRT I8 5cope of the fol | owing clains. 25 10
1 6 JUN 2006 What is clainmed is; 1. A nethod conprising: determning a
private networ kiQERIFRER1RGra aPiEBRt ¢ Nt ¢orkezddbaswi £hrt deusser imccessi ng
a network resource on a network; determ ning an application | ayer access
contrbl |istnnentignfwith heheisesebasedevdinag acressocbntesdbupoticy;a
generating a network | ayer access control list entry 10 for the user based
on the detrestianeld; pri vate network address;
determining an application layer access control list
entry for the user based on an access control policy;
generating a network layer access control list entry
10 for the user based on the determined private network
address;
sending the determined application layer access control
list entry to nodes on the network that do not support
network layer packet filtering;
15 sending the generated network layer access control list
entry to nodes on the network that support network layer
packet filtering;
translating a public network address to the private
network address for the user accessing the network resource;
20 and
allowing or blocking the user access to the network
resource based on at least one of the application layer
access control list entry and the network layer access

control list entry.

25

11



sending the determ ned application |ayer access control list entry to

nodes on the network that do not support network |ayer packet fil%®rUNg2006
15 sending the generated network | ayer access control list entry to nodes
on the network that support network |ayer packet filtering; translating a

public network address hOchbe PEi ¥aken @?twﬁéfe9Hd£ﬁ%f%§§ér598ﬁuser

accessing the network resource; 20 and allow ng or Ing the user

access to the t r e based,on.at least one of the application
Ia¥er agggé%wggirf%ffEggigééggiggﬁafﬁhglﬁgt%?Eﬁyl%@@t;biﬁéséthSﬁF ol Lizt
entry. . : met hod of claim erein the generate
networ k | 3% %EcRseEhIRTEIOT| S0CERTTy BOREPFSES. al 3V BASEESHRABIOR,

destination address, a protocol |ayer designation, a source port, a
desti nati oh PIFECe PR Het 2r APREU pFL0AL ROBL nethdr ke beperssd Brdvahe
indication of allowed or denied access to the network resource. 3. The
met ho@ of meWerid, ag¢eeesn dededm hiidgcaheon pef val kowed wor kdendedss
conprises allocating a network 10 address based on a dynam c host
confi gur ataoregps otocohe (EHCPYk Aesdbeceaet hod of claim 1, wherein
determ ni ng_an

3. The method of claim 1, wherein determining the

private network address comprises allocating a network

10 address based on a dynamic host configuration protocol

(DHCP) .

4. The method of claim 1, wherein determining an
application layer access control list further comprises
15 retrieving an application layer access control list entry
stored in a database, and
wherein a server computer on the network that does not
support network layer packet filtering uses an application
layer protocol based on an open system interconnection (0OSI)

20 model.
5. The method of claim 1, further comprising storing

the access control policy on a storage medium connected to a

first computer in the network, the access control policy

12



application layer access control list further conprises 15. retrleV|ﬂg|%&6
appl i cation'layer access control list entry stored in a databasel

wherein a server conputer on the network that does not support network

| ayer packet filtering uses an application |layer protocol based on an open

system i nt 85 CDMIERS | @81 {£BH) ro?s n@@'@' eaéh Jber nei hodeof £ 6! A ds Lurther
conprising storing the access control policy on a storage nedi um connected

to a f|rs%egggpg%e{nl@héhgegggyprk the access control policy 12 1 6 JUN

2006 including defined roles for each user allowed to access a resource in
the network. 6. The nethod of claim11, further conprising: 5 releasing the
private network address follow ng conpletion of the access to the network
resource. 7. The method of claim®6, further ri sing de-installing the

network | ayer a@ce§§h%OM?Y%?deﬂfr9l%bmf%lIgﬂfﬁggﬁoﬁﬁm%¥%%hn%f the access to
the network resource. 8. An article conprising a machi ne-readabl e nmedi um

that 8tores macheheaskegutladl _rivate ueetonsk agdrespsfeoliteovbng causing a
machine to: 15 determ ne a private network address for a user in
connect i orcanp et hen usktrtiae cesseéng o nehewon&twesburesgoonca. net work;
determ ne an application | ayer access control I|ist

7. The method of claim 6, further comprising:

de-installing the network layer access control entry

10 following completion of the access to the network resource.

8. An articlé comprising a machine-readable medium
that stores machine-executable instructions, the
instructions causing a machine to:

15 determine a private network address for a user in
connection with thé user accessing a network reéource on a
network;

determine an application layer access control list
entry for the user based on an access control policy;

20 generate a network layer access control list entry for
the user based on the determined private network address;

send the determined application layer access control
list entry to nodes on the network that do not support

network layer packet filtering;

13



.entry for the user based on an access control policy; 20 generate1q%nﬁthm§
| ayer access control |list entry for the user based on the determ'n d
private network address; send the determ ned application |ayer access
control list entry to nodes on the network that do not support network

| ayer packet fildeqinge &énér§té&mh§99§r§eﬂg%éPea§8§ﬁ£a&@ﬁt?@i“@igt'ayer

access control lTist entry to nodes on the networ at support network
| ayer packet filtering. translate a blic network, address, to the private
5 network %ﬁ%ﬁ%s%of%?dgﬁeoﬁs%?ea%%%gglKgé?%% AP RRT k ?%é%%?%e?a§ﬁﬁ al | ow or
bl ock the user access top the network resource based on at |east one of the
appl i cati dFFEyerthtt®Es I¢tontrol list entry and the network control access
list 10 entry. 9. The article of claim8, wherein the generated network

| ayer access confddflatetaepphbyieonpireek addreasttoonee oprivaesti nati on
address, a protocol |ayer designation, 15 a source port, a destination
port, 5t he nktwenk neddpesvafer Hee woskr adldeessinanthameddchkt resowfcal | owed
or denied access to the network resource. 10. The article of claim8,
wherein deiretmning the 20 private network address conprises allocating a
net wor k address based on a dynam c host configuration protocol
allow or block the user access to the network resource
based on at least one of the application layer access
control list entry and the network control access list

10 entry.

9. The article of claim 8, wherein the generated
network layer access control list entry comprises at least
one of a destination address, a protocol layer designation,

15 a source port, a destination port, the determined private
network address, and an indication of allowed or denied

access to the network resource.
10. The article of claim 8, wherein determining the
20 private network address comprises allocating a network
address based on a dynamic host configuration protocol

(DHCP) .

11. The article of claim 8,

14



(DHCP) . 11. The article of claim8, 14 1 6 JUN 2006 wherein determ ning an
application layer access control [list entry further conprises retnigy,i%pos
an application layer access control list entry stored in a database, an
wherein a server conputer on the network that does not 5 support network

layer packet fi}ferdng &@@énﬁmnﬁ@@wﬁa%wﬂlcé@y&ﬁ péyépcgéc@%eéo%r@]g open
system i nterconnection (CSI) The article of claim8, further

di
connect ed s P Pre b i RS £ bR St e L EBR R L 8 by
including defined roles for each_ user allgmed to, access a rgsource in the

network. 13-9%5S 1HARYT ¢ %§5fe%$5Yn§%or? rthe? onpP#EFng®dr el easing t he

private network address foll ow ng onpl etion of the access to the network
resource. 14. T%Q?%ﬁ%?c@es%¥v%¥a$%$33te¥u?%h%?ec%ﬁ%W?§¥n@haQOd@%Sl%@FalI|ng
the network-layer access control entry follow ng conpletion of the access
to thé netswppoFlestriféerk 152yan pppkeat ikl eonbry sises anfipelieepbey t hat
stores executable instructions; 15 1 6 JUN 2006 a first processor that
execut es tIEyémspI®m¢¢@hsbi$emnon an open system interconnection (OSI)

model.

12. The article of claim 8, further comprising storing

10 the access control policy on a storage medium connected to a
first computer in the network, the access control policy
including defined roles for each user allowed to access a

resource in the network.

15 13. The article of claim 8, further comprising:
releasing the private network address following

completion of the access to the network resource.
14. The article of claim 13, further comprising:
20 - de-installing the network layer access control entry

following completion of the access to the network resource.

15. An apparatus comprising:

a first memory that stores executable instructions;

15



the first nmenory to: determne a private network address for a user in
connection with the user accessing a network resource on a b5 netmngﬁ;
determ ne an application |ayer access control list entry for the JeJUN 2006
based on an access control policy; generate a network |ayer access control

list entry fOratf‘fr§§eﬁrgéé§909ntﬁ?€ Qﬁéeﬁ%getﬂéimfrpeweﬁé address;

10 send the determ ned application [ayer access contro I'st entry to nodes

on t he network thg% dg support network | ayer packet filtering;, send

t
t he generé&@% %%%mor ngﬁrtgécess control list entry to nodes on the

network that support network 15 | ayer packet Eilt ring; translate a public
network address to tReCPFTVAEe® RELVRFR ROHYREY #d7reRe feEraaléeEsifg the

network resource; and allow or block the user access to the network 20
resource beREoniar VehRttbReudPrtpecappineati BAtVaykrrageessecent fol |i st
entry and the network | ayer access control list entry. 16. The apparatus
of cl aim Imetwgrekein the generated 25 network | ayer access control |ist
entry conprises at least 16 1 6 JUN 2006 one of a destination address, a
protocol |ayer desi giatéonineaasoappiipationaldesti natéos portrolheist
determ ned private
entry for the user based on an access control policy;
generate a network layer access control list entry
for the user based on the determine private network address;
10 send the determined application layer access
control list entry to nodes on the network that do not
support network layer packet filtering;
send the generated network layer access control
list entry to nodes on the network that support network
15 layer packet filtering;
translate a public network address to the private
network address for the user accessing the network resource;
and
allow or block the user access to the network
20 resource based on at least one of the application layer

access control list entry and the network layer access

control list entry.

16. The apparatus of claim 15, wherein the generated

25 network layer access control list entry comprises at least

16



network address, and an indication of allowed or denied access to the
network resource. 5 17. The apparatus of claim 15, wherein determyn ngy thg
private network address conprises assigning a network address based on a
dynam ¢ host configuration protocol (DHCP). 10 18. The apparatus of claim

16, “herei8néh@fnQdﬁésgﬂnaEE@nngﬁﬁ95FsEthP§gPPQ55 ng ggréegﬁﬁggtggﬁket

filtering execute instructions to block o ow access to e networ k

resource based, pp.t 8, pet wopk. L AY§L:8GCESE COPRLOLLLSL 43 enty. 17
network address, and an indication of allowed or denied

access to the network resource.

17. The apparatus of claim 15, wherein determining the
private network address comprises assigning a network
address based on a dynamic host configuration protocol
(DHCP) .

10

18. The apparatus of claim 16, wherein the nodes on
the network that support network layer packet filtering
exXecute instructions to block or allow access to the network
resource based on the network layer access control list

15 entry.
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