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CLAIMS 

1. A stored value updater network arranged to receive a request to update 

a stored value card comprising:- 

a front-end device operable to determine an identifier of the stored value card 

and generate an encrypted authentication request based on at least the 5 

identifier of the stored value card, wherein the encrypted authentication request 

is encrypted based on at least a terminal session key; and 

a backend manager in data communication with the front-end device, wherein 

the backend manager is positioned remotely relative to the front-end device and 

wherein the backend manager is further operable to decrypt the encrypted 10 

authentication request from the front-end device based on the terminal session 

key and authenticate the authentication request using at least a card master 

key, wherein 

the terminal session key is generated when the front-end device is 

authenticated with the backend manager before the authentication of the stored 15 

value card. 

2. The stored value updater network according to claim 1, wherein the front-

end device comprises a subscriber identification module. 

3. The stored value updater network according to claim 1 or 2, wherein the 

data communication between the front-end device and the backend manager is 20 

always on. 

4. The stored value updater network according to any one of claims 1 to 3, 

wherein the backend device comprises a hardware security module. 

5. The stored value updater network according to claim 4, wherein the 

hardware security module implements a Secure Access Module (SAM) 25 

functionality. 
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6. The stored value updater network according to any one of claims 1 to 5, 

wherein the front-end device is authenticated against the backend manager at 

predetermined intervals. 

7. The stored value updater network according to claim 6, wherein the 

authentication is mutual authentication. 5 

8. The stored value updater network according to claim 6 or 7, wherein the 

authentication involves the generation of at least one nonce associated with the 

front-end device. 

9. The stored value updater network according any one of claims 6 to 8, 

wherein the authentication involves the generation of at least one nonce 10 

associated with the backend manager.  

10. The stored value updater network according to any one of claims 1 to 9, 

wherein the front-end device is operable to be in data communication with the 

backend manager using a user datagram protocol (UDP) based communication 

protocol. 15 

11. The stored value updater network according to any one of claims 1 to 10, 

wherein the backend manager is arranged in data communication with a 

clearing house. 

12. The stored value updater network according to claim 1, wherein the 

backend manager is arranged to be in data communication with a network 20 

operator for providing notification to a user device associated with an account of 

the stored value card. 

13. A method for authenticating a stored value card comprising the steps of:- 

 determining an identifier of the stored value card at a front end device; 

generating an authentication request based on at least the identifier at 25 

the front end device; 

encrypting the authentication request based on at least a terminal key;  
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sending the encrypted authentication request to a backend manager 

positioned remotely relative to the front end device; 

decrypting the encrypted authentication request at the backend manager; 

and 

authenticating the authentication request based on at least a master key 5 

located at the backend manager. 

14. The method according to claim 13, wherein the step of authentication 

comprises a two-pass mutual authentication between the backend manager and 

the front end device based on at least the master key. 

15. A system for updating a stored value card comprising 10 

 a transaction device for receiving a request to update the stored value 

card over a first communication network; 

a transaction manager arranged in data communication with the 

transaction device; the transaction manager operable to process the request to 

update the stored value card;  15 

a clearing house arranged to receive the processed request from the 

transaction manager and create a pending transaction status; and 

a stored value updater operable to receive the stored value card and 

thereafter retrieve an identifier of the stored value card; the stored value updater 

further operable to update the stored value card based on at least the 20 

processed request upon successful verification of the identifier by the clearing 

house over a second communication network. 

 


