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DESCRIPTION '

A SEMICONDUCTOR MEMORY CARD AGCESS APPARATUS, A COMPUTER-
READABLE RECORDING MEDIUM, AN INITIALIZATION METHOD, AND A
' SEMICONDUCTOR MEMORY CARD '

5  ZTechnical Field
Th; present invention relates to an acc;ss apparatus for

accessing a semiconductor memory card having internal
nonvolatile memory such as EEPROM (electrical erasable
progr;mmable read-only memory), a cémputer-readable recording

10 medium forzrecordihg.an initializatioq program for a
semiconductor memory card, an initialization method, and a
semiconductor memory card, and in particular to an improvement
for raising the efficiency with which data caﬁ be rewritten in

.the nonvolatile memory.

15
Background Axt
Semiconductor memory cards have the advantage of being
small and lightweight, and are well on the way to
consolidating their position as the recording medium of choice
20 in a wide variety of technical fields. A semiconductor memory

card has an internalized nonvolatile memory known as EEPROM,
which is accessed by a connected device, enabling the

semiconductor memory card to be used as a recording medium.
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Data can be directly written into blank EEPROM sectors in - the
same way as for magnetic or optical discs. However, wheﬁ
EEPROM sectors already contain data, this data has to be
deleted, returning the sectors to a blank state, before new
data can be wéitten into the sectors. In the typé of EEPROM
known as NAND (Not And) used in many semiconductor meméfy
cards, the operation for returning sectors to a blank state
has to be performed on 32 sectors at one time (in this
nonvolatile memory, a group of 32 sectors is known as an
erasable block). Consequently, the semiconductor memory card-
contains a specialized internal control circﬁit for realizing
memory management using erasable blocks as access units.
Status control of erasable biocks,-and reading and_writing of .
data to/from erasable blocks, is managed by this control
circuit.

This means that the semiconductor memory ;ard has a unique’
hardware structure (physical layer) that is completely
different from that used in magnetic and optical discs.
However, a layer model shown in FIG. 1A is formed from
physical, file system and application layers, in the same way
as in a magnetic or optical disc. FIG. 1B shows a detailed
layout of the physical layer. In the drawing, the physical

layer includes a volume area, in which a plurality of erasable
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blocks are arranged. -Each:erasable block is formed from 32 .
sectors and has a data length of 16 KB. . The layout of the
file system layer shown in FIG. 1C is what is commonly known . -
as-a FAT (file allocation table) file system. In a FAT file
system, management of the volume area is performed in-unifé
known as clusters. Volume management information is arranged

at the start of the volume area, and a user area for recording

: usef data_is arranged directly following: the volume management

ihformation. The volume management information includes a
master boot record, a partition table, .a partition boot .. o,
séétor, a duplexed file allocaﬁion table;(EAT), and a¥root
directory'entry. The duplexed FAT shoﬁ#-links.between the

p#;?alitylof clusters included in the'volﬁme area. Prd&ision

of ‘this kind of file system layer enables data to be stored in

‘the application layer in a hierarchical structure formed from

directories and files: By installing a layer model,. the
access apparatus can access a semiconductor memory card Qith
the same procedure used to access a recording medium such as a
magnetic or optical disc, without needing to pay attention to.
differences in the physical layer.

However, a user has many opportunities to determine the
data size of the volume area when dqta is stored in the volume.

area of the file system. When the size of the volume area is

3
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changed in response to a user request, the number of clusters

- included in the volume area increases or decreases

accordingly. If the number of clusters is increased or -
decreased, the FAT formed from entries corresponding to these:
clusters also increases or décrgases accordingly, as does-the
size of the volume management informa;ion in which the FAT is
included. If the size of the volume management information is
increased or decreased, a start address of the user area
following the volume management information will also be
changed. The start address of the user area changes according

to the size of the volume area. Consequently, the start

-addresses of each cluster also change according to the: size of .

the user area.

- If the start address of each cluster changes according to
the size of the user area, clusters may straddle. the
boundaries between two erasable blocks, and the end portion of
the volume management information may be arranged in the same
erasable block as a cluster positioned at the start of the
user area. FIG. 1D shows the layout of the volume area when
the end portion of the volume management information and the
cluster positioned at the start of the user area are in the
same erasable block. If clusters are arranged as shown in the

drawing, and a user wishes.to modify data stored in a
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particular cluster, the two erasable“blocks-iﬁfwhich the -
cluster is arranged have ‘to be read and then returned to a
blank state.  However, nonvolatile memory is formed from a .
memory component that includes a floating gate buried in an
insulating layer. This memory compahent can only be erased a
few tens of thousands of times, so if the phenomenon in which
two erasable blocks have to be erased to modify one cluster
frequéhtly occurs, the lifespan of the nonvolafile memory will -
bé markedly reduced.

-Generally speaking, when 32'sect6r$’afe managed as one.
qluster;pwriting data into a ciusterﬁcaﬁ:bevqompletédwin 32 x

200 ps (200 ps is the time required.to write'each sector),

- provided that the write destination has already been erased.

: Hoyevgr,_if_the-yritg.destination~ha$ to be erased beforezdata
; ¢§ﬁ;béiw?ipteﬂ;Ta 2'ms erasurelﬁériQd iglaaded,f'If.thé.
. ¢iu§te#-straddIes the_bounda:y'bétﬁgén fﬁo efasable-blocksrl.

,lbbthqblocks need to be erased, and erasing the write

destination takes 4 ms. As a result, the time taken to write

data ‘is markedly lengthened.

Discloa £ 1 b4
An object of the present invention is to provide an access

apparatus that achieves a reduction in the processing time

5
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required to modify erasable blocks, as well as forming a data
storage formét in a semiconductor memory card that enables a
nonvoiatile memory having a longer lifespan to be realized.
The type of'semiconductdr memory card known as a secure
digitai'(SD) memory card has made'greét strides tow#rd

resolving the aforementioned problems of reduction.in

-processiﬁg time and nonvolatile memory longevity for the

following reasons. In an SD memory card, an area known as the
protected area, which cannot be used by the general user; is

provided. This protected area is used to store secret

information, such as an encryption key used for encrypting

data, billing information used to bill ‘a user when a
.copyrighted material is reproduced,'and the like. The amount
of data which needs to be kept secret varies aécording to the
type of application program used, so that the size of the -
protected area has to change according to the type of

c

application program. If the size of the protected area is

- changed, this means that the layout of the volume area also

- changes in response to the type of application -program. If

the layout of the volume area changes in this way, a layout in’
which clusters straddle the boundaries between erasable blocks
is often generated, so achievement of the above-mentioned

object is particularly desirable. In order to achieve this
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object, the semiconductor memory card access apparatus may.

have the fqllowing.strueture. The access apparatus performs .. .

file access on a semiconductor memory card that has a memory

area comprising of a plurality of sectors, by managing data in

each group of éj sectors (j being 0 or a positive ihteger) as a : %
cluster, and managing one or more clusters as a file. Here,
each group of Zi consecutive sectors in the memory area forms a
block (i being 0 or a positive integer), which is the smallest
unit on whieh data erasure can be performed. The access
apparatus includes a calculation unit, a reserving unit, and a
recording unit. The;calculation~unit.calculafes.a.size.of o
volume management information,based on a number of clusters in .
the memory area that are to be managed. ,Hefe, the volume. ..
management information includes a file allocation table that
indicaﬁes, for each file, links between clusters corresponding _

to the file. The reserving unit reserves a first area for

- recording the volume management information, and a second area

for recording user data. The first area has a data size
larger than the calculated vplume management information, and
is formed from mxzj sectors (m being a positive integer), while
the second area is formed from sectors following the first
area. The recording unit records volume management
information in the first area, and user data in the second
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area, and manages the-volume-managément information and the
user data as.clusﬁg;;. In this access apég;atus,-an area in
the volume area having m clusters (m is a positive integer) is
reserved for recording volume management information, so there-
is no possibility of.ény cluster being stored straddling t&o

erasable blocks. Cluster boundaries can be aligned with

-erasable block boundaries, and the boundary of the volume

management information can be aligned with an erasable:block
boﬁndary. ‘Consequently, only oneferasabie'block needs to be
erased when a cluster is rewritten or overwr@tten, and the -
number of times that erasable blocks have to be erased can be
reduced. If the number of block erasures is reduced, -the -
semiconductor memory card can write data in a shorter time,
and the lifespan of the nonvolatile mem5ry itself can be
increased.

Here, the volume management information may include ‘in -
addition to the file allocation table, a maéter boot record, a
partition table, partition boot sector information, and a- root:
directory entry. Furthermore, the recording unit records the
master boot record and the partition table in a first sector
of éhe first area, skips a predetermined number of sectors énd
then records the partition boot éector information, the file

allocation table, and the root directory entry in subsequent
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'sectors. .As a.result, an end of the first area can be aligned

with an end of the root directory entry. The number of . .
sectors between the master boot record showing the start of
the drive, and the partition boot sector showing the front of
the partition area, can be adjusted, so .the volume management
information can be restricted to a first area formed from m

clusters, and compatibility with devices that use a FAT file:

: systeﬁ preserved.

Here, the calculation unit may calculate a sum SUM by

totaling a number of sectors. used to record the partition boot

. 'sector information, the file allocation table, and the root.

directory entry. . The reserving unit reserves the first area

by calculating the value of m based on an {equation 1} NOM+SUM

o= 2jxm.- Here, NOM is -a number of sectors. The recording unit

calculates the predetermined number of sectors by subtracting
1 from the number of sectors NOM. Even if the size of the

file allocation table changes, a first area which is larger

. than the size of the volume management information and is an

integral multiple of erasable block size is reserved. As-a’
result, 'a necessary minimum size for the first area can be .

reserved, no matter how the size of the file allocation table -

L o

is calculated.
Here, the recording unit may set the_predetermined-number _
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- of sectors in the partition table recording the volume

management information. In this structure, even if the size
of the first area changes, causing the start address of the

second area to change, a number of sectors, obtained by

subtracting 1 from the number of sectors NOM, is set in the

partition table, so the access apparatus can access the user

area accurately by referring to the partition table.

MMM

FIG. 1A shows a layout model formed from a physical layer,
a file system layer .compliant with ISO/IEC9293, and an
application layer; .

FIGs. 1B and 1C show the format of the physical ‘layer and
the file.system layer;

FIG. 1D shows a layout of the volume area when an end
portion of the volume management information and a cluster
positioned at the start of the user area are arranged in the
same erasable block;

FIG. 2A is an external view of an semiconductor memory -
card; |

FIGs. 2B and 2C are-externallvieWS'of access apparatuses;

FIG. 3A shows an internal structure of a semiconductor

memory card and an access apparatus;

10
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FIG. 3B sﬁows-a'layer'modelmfor softwafe'used'by the: access
apparatus;

FIG. 4 shows a dafa-storage format, ‘compliant with the -
ISO/IEC9293 standard, used by a nonvolatile memory 1;

EIé.-s showé a structure of a partition Eontrol area, a
system area, and a user area included in the volume area;

FIG. 6A illustrates a structure of a master boot record and
a partition table sector;

FIG. 6B shows a structure of a partition boot sector;

FIG. 7A shows a structure of a duplexed FAT:;

FIG. 7B shows a structure of :a root directory entry;

FIG. 7C shows a structure of the user area;.

FIG. 8 shows an example.of a file storage method;

FIG. 9 shows an example .of settings for the root directory

_entry and the FAT when a file AOB001.SAl is stored in a ':

plurality of .clusters:;

FIG. 10A shows the relationship between erasable blocks and.

-clusters;

FIG. 10B shows clusters when n=1;
FIG. 10C shows clusters when n=16;

FIG. 11A envisages a situation when m clusters out of s

erasable blocks are allocated for recording of volume

management information;

1
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FIG. 11B shows the number of clusters allocated for.
recording of volume management information when n=1;

FIG. 11C shows the number of clusters allocated for
recording of volume management information when n=163;

FIG. 12 is a drawing obtained by constructing the partition
control area, the system area and the clusters with a size
calculated ﬁsing equafions-ll and 12;

FIG. 13 is a flowchart showing an initialization procedure
for the volume area;

FIG. 14 shows a structure of an access apparatus and a
semiconductor memory card in a second embodiment;

FIG. 15 shows an internal structure of a secure processing’
unif 11;

FIG. 16 shows a detailed structure of a volume area
provided with a protected area;

FIG. 17 shows an example layout for the user data area;

FIG; 18 shows an example layout for the protected area;

FIG. 19 shows an internal structure of an access control
unit 2 in a third embodiment; |

FIGs. 20A to 20D shows a processing sequence performed when

. rewriting an erasable block;

FIG. 21 shows an internal structure of a file system

operation unit 9 in the third embodiment ;

12
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FIG. 22 is_a,flqwchart.showing.detailedwprqqessing
performed by the file system operation unit 9 in the third .
embodiment;

FIGs. 23A and 23B show an erasing process performed on an
erasable block in the third embodiﬁent;:

FIG. 24 shows an internal structure of an access control

" unit 2 in a fourth embodiment; .

FIG. 25 is a flowchart showing detailed processing

- performed by the file system operation unit-9 in the fourth

- embodiment; .

FIGs. 26A and 26B show an erasing process performed on an

- erasable block in the fourth embodiment;

FIGs. 27A and 27B show the relationship of cause-and-effect

- between fragmentation and overheads when a command is issued;

FIG. 28 is a flowchart showing a detailed processing

sequence for fragmentation elimination processing performed on

.a logical address;

FIGs. 29A to 25D show models envisaged for each of
variables;s, t, u, v, and y shown in the flowchart of FIG. 28;

FIGs. 30A to 30C shows how fragmentation is . eliminated in a

. fifth embodiment;

FIG. 31 shows a new extended attribute specified using an

implementation use extended attribute in UDF:

13
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FIG. 32 shows an internal structure of a'semiconductpr-
memory card provided with a backup area;

FIG. 33 shows an internal structure of a semiconductor
memory card in a sixth embodiment; and

FIés. 34A to 34C show content of processﬁng'performed by a -

file system operation unit 9 in a seventh embodiment.

The following is a description of embodiments of a
semiconductor memory card, and of a system including a
semiconductor memory card and an access apparatus, with .
reference to the drawings.

FIG. 2A shows an external view of a semiconductor memory
card 100, and FIGs. 2B and 2C show external views of access
apparatuses. FIG. 3A shows an internal structure of'the'
semiconductor memory card 100 and an access apparatus 200.

The semiconductor memory card 100 has the external
structure of FIG. 2A, being 32.0 mm long, 24.0 mm wide, and
2.1 mm thick: about the size of a postage stamp, and small
enoﬁgh for a user to hold on the tip of one finger. The
semiconductor memory card 100.has nine connectors for
connecting to an access apparatus 200; and a write prbtect"
switch 101 on one side, which'c;n be set by the user to permit

14
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or prohibit overwriting of:recorded data. As -shown in.the.
lower part of FIG. 3A, the semiconductor memory card 100 -
includes a nonvolatile memory 1 formed from NAND EEPROM, -an
access control unit 2, and a work memory 3. The access
control unit 2 writes data into the nonvolatile memory 1,
reads of data from the nonvolatile memory 1, and erases dat;,
according to commands issued by the access apparatus 200. The
work memofy 3 is used for temporary data storage when data
read from the nonvolatile memory is.rewritten or written back
into £he nonvolatile memory. ; : ) S _—
Next, an access apparatus 200, such as a .domestic sound ..
system shown in FIG. 2B or an information processing apparatus_
such as a personal .computer shown in FIG. 2C, LS*describedf

Such an access apparatus 200 includes a card connector 4, a

-secondary memory 5, a CPU 6, and a primary memory 7. The'card

connector 4 is used to connect to the semiconductor memory

card 100. The secondary memory 5,$tores various types of.
software for accessing the semiconductor memory card 100. The.
CPU 6 performs overall control of the access apparatus 200.
The primary memory 7 is used for temporary storage of the FAT
and the root directory entry when the semiconductor memory
card'lOQ.is accessed. FIG. 3B shows a layout model for

software used in the access apparatus 200. In the drawing,
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the access apparatus software includes an application program
8, a file system operation unit 9, and a deﬁice driver 10. .
The application program 8 performs predétermined processing,
such as audio and video reproduction, for the access apparatus
200. The file s&stem operation unit 9 executes file éeading,
writing, erasing and modifyihg-(fewriting)-operations on the
file system, according to instructions from the. application -
program 8. The device driver 10 performs operations on the
file system by issuing read and write commands to the
semiconduétor memory card 100,

. The following is an explanation of -an example data

‘storage format: for the nonvolatile memory 1. The nonvolatile:

memory 1 performs data storage using the format shown in FIG.:
4. 1In the drawing, the entire nonvolatile memory 1 is
referred to as the volume area. The volume area is managed -

2

divided up into a plurality of clusters, and includes a -

. partition control area and a partition (also known as the

regular area). The partition is divided into a system area
and a user area, as shown on the right-hand side of FIG. 4.:

A start address of the user area follows directly after the

. system area. However, the size of the duplexed FAT in the

system area varies according to the size of the user area, so

that the start address of the user area changes accordingly,

16
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as was explained: in the.Background Art section. :Each. sector
in the volume area is indicated by-a-physicél-address ;elative;
to the start of the volume area.

o Next, each of the areas included in the volume area is

described in turn. FIG. 5 shows a structure for the partition

. control area, the system area, and the user area included in .

the volume area.

The partition control area includes a master boot record &
partition table sector, and reserved information 1/2, and 2/2.
FIG. 6A spows a detailed structure of the master boot record &
partition table sector. In the drawing, the content of the
master boot record & partition table sector is shown
hierarchically between a pair of arrows kyl.- The master boot
record & partition table sector includes a master boot record, .
four partition.tables 1, 2, 3, and 4{ and a sighature word.

Tﬁe master boot record is a sign indicating to the access
apparatus 200 that a subsequent area is physically one medium
(one physical medium). In FIG. 6A, thé volume area has only
one master boot record, so the volume area is,recognized‘by
the access apparatus 200 to be one physical medium.

Generally, if two master boot records are arranged in the

volume area, two physical media are recognized by the access.

apparatus 200.
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The partition table is a table recording partition
information. As shown by the arrows ky2, when the
semiconductor memory card 100 is used as a starter drive, the
partition table includes the folloﬁing fields: ‘boot indicator’,
'starting'headb ‘starting sector/starting cyligderb ‘system
ID', ‘ending head’, ‘ending sector/ending cylindérh ‘relative
sector’, and‘total'sectork The ‘boot indicator' field is set at

'0x80’. - The ‘starting head’' field specifies the starting head of

-a parfition. The ‘starting sector/starting cylinder' field

specifies the starting sector and starting cylinder of the

partition. The ‘system ID' specifies a file system type, by ::

being set at ‘01’ when the partition size is less than 32680
'bytes, and at ‘04’ when the partition size is less than 65536

- The ‘ending sector/ending cylinder’ field specifies the ending -
- sector and ending cylinder of the partition. The ‘relative

-sector’ field specifies the number of sectors existing before

the starting sector of the partition. The ‘total sector’' field
specifies the number of sectors in-the partition.

The - following ié an explanation of the partition in the
semiconductor memory card 100.  The partition is formed from -

the system area, followed by the user area, but this

.exXplanation begins with a description of the user area, with

reference to FIG. 7C.

18
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The user area stores.files in units no smaller -than a
cluster. The arrow f£ff2 drawn using a broken line in FIG. .7C:
shows the plurality of clusters 002,003,004,005 . .:.
included in the user -area.. The numbers 002,003,004,005,006,00
7,008 . . . used in fIG. 7C are three—diéit hexadecimai o
cluster numbers that are exclusively assigned to -identify each
cluster.  Since the smallest unit by which access can be
performed is one cluster, storage positions within the user
area are indicated using cluster numbers.:

The system area includes a partitién-boot sector, a
duplexed file allocation table, and a root directory entry. ..
The partition boot sector, the duplexed FAT-and the ‘root
directory entry are described in turn,. with reference.
respectively to FIGs. 6B, 7A and 7B.

An extendéd‘FDC'(floppj-disc controller) descriptor with

+the information fields shown in FIG. 6B is set in the

partition boot sector. The extend FDC descriptor includes the
following fields: ‘jump command’, ‘creating system identifier’, - .
‘sector sizéb .'sectors per cluster’, ‘reserved secéor count’,
‘number of FATs’ (number of FATs included in the duplexed FAT),
‘number of root directory entries' (data length. of the root
directory entry), ‘total sectors’', ‘medium identifier%-*sectors:

per FAT', ‘sectors per track’, ‘number of sides’, ‘number of
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hidden sectoérs’, ‘total sectors’ (the total number of sectors in
the system area and the uger area),‘physical-disk number’, -
‘extended boot record signature’, ‘volume ID number', ‘volume
label’, ‘file system type’, and ‘signature word'.

'The-duplexed FAT is formed from two éATs compliant with the
ISO/IEC (International Organization for
Standardization/International Electroteachnical Commission)
9293 standard. Each FAT includes a plurality of FAT'entrigs
each linked to a cluster. FAT entries indicate. whether a
corresponding cluster is in use or pot, being set at '0' if the
cluster is not in use, and-with the corresponding cluster -~
number if the cluster is in use. The cluster number indicates
a link to a next cluster that should be read following this
cluster. The arrow ffl drawn using a broken 1ine-in'Ei§; 7A
shows a plurality of FAT entries 002, 003, 004, 00S...
included in the FAT. The numerical values ‘002, 003, 004, -
005...’ attached to each FAT entry show the cluster number of
the corresponding cluster.

The root directory entry includes a plurality of file
entries for a plurality of files present in the root
directory. Each file eﬁtry'includes a 'file name’ of an -
existing file, a ‘file i&entifief,.a‘number of first cluster
in filg'stored-at the start of the file, a ‘file attribute’, a
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‘recording time’' and: a 'recording date'indicating-when the file .
was recorded, and a 'file length’.

The following describes the file storage method by showing
how a file named ‘AOB001.SAl' is stored in the root directory, -
with reference to FIG. 8. Sihce the smallest unit by which
the user area can be accessed is one cluster, the file
‘AOB001.SAl’ needs to be stored in the data region in sections
that are no smaller than one cluster. The file ‘AOB00l.SAl’ is.-

therefore stored having first been divided into clusters. - In

"FIG.: 8, the file ‘AOB001.SAl’' is divided into five sections in

keeping with the cluster size, and the resulting sections:are

. stored into the clusters numbered 003, 004, 005, 00A, and 00C. .-

. FIG..9 shows one example of how the root directory enfry
and FAT need to be set when the file ‘AOB001.SAl’ is stored -
having been divided up into sections.and stored. In the
drawing, the start of the file ‘AOB001.SAl’ is stored in cluster:
003, so that cluster number 003 is written into ‘the number of
first cluster in file' in the root directory entry to indicate
the cluster storing. the first section of the file. The:
subsequent sections of the file 'AOB001.SAl' are stored in
clusters 004 and 005. As a result, while the FAT entry
003(004) corresponds -to cluster 003 that stores the first ..

section of the file ‘AOB001.SAl’, this entry indicates cluster
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004 as the cluster storing the next section of the file
‘A0B001.SAl'. In the same way, while the FAT entries 004 (005)

and 005 (00A) respectively correspond to clusters 004 and 005

that store the next sections of the file ‘AOB001.SAl’, these

entries respectively indicate clustér 005 and cluster 00A as
the clusters storing the next sections of the file ‘AOB0O1.SAY".
By readiﬁg the clusters with the cluster numbers written into
these FAT entries in order as shown by the arrows fkl, fk2,
fkx3, fk4, £fk5 . . . in FIG. 9, all of the sections produced-
by.dividing the file ‘AOB001.SAl' can be read. As explained:
above, the user area of the semiconductor memory card 100 is’
accessed in units of clusters, each of which is associated -
with a FAT entry. Note that the FAT entry that corresponds to
the cluster storing the final section of an AOB file (the -
cluster 00C in the éxample shown in FIG: 9) is set with the-
cluster number ‘FFF- to shoﬁ that the corresponding cluster -
stores the final section of a file.

The above explanation gave a brief overview of the file:
system in the nonvolatile memory 1 of the present invention.
The following explanation concentrates on the principle
objective of the embodiments, describing how cluster
boundaries and erasable block boundaries are aligned, -in other

words how the boundary of the system area and the user area is
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aligned with. a boundary between two erasable blocks,  The
embodiments execute two_improvements in order to realize this
boundary alignment. . The first of these involves setting
clust;r size at 1/nth the size of erasable block size (n being
i, 2, 4, 8, 16, or'32£. FIG. 10A shows the relationship
between erasable blocks and clusters. Here, a cluster is -
specified to be 1/n of the size of an erasable block, that is
1/n of 16 KB (1/n of 32 sectors). FIG. 10B shows a number of

clusters when n=1, and FIG. 10C a number of clusters when

n=16.

The second improvement involves allocating an area in the .

- volume area, having a size m.times the .size'of a cluster, :for .

recording the volume management information. FIG. 11A
envisages a situation when m.clusters from among s clusters

included in s erasable blocks are allocated for.recording the -

fér recording the volume management informatiqn,'qn area m/n
inside the s erasable blocks will be occupied by the volume
manégement information, and the remaining (s °*n-m)/n area will
be allocated to the user area.

By setting size of the volume management information at m .
times cluster size, the volume managemeqt_information and s

n-m:clusters. can be compressed so that clusters do not
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straddle -the boundaries between two erasable blocks.

FIG. 11B shows the number of clusters allocated to the -
volume management information when pél, and FIG. 11C shows the
number of clusters allocated to the volume ménagement~
information when n=16. As thegéfdrawings clearly show, a
plﬁrality of clusters are fitted precisely into a plurality of
erasable block§ by-éetting the volume management information,
so that no clusters straddle the boundaries between erasable
blocks. -A detailed layout of a volume area whose size has
been adjusted in this way is shown in FIG. 5. In the
drawing, the size of the partition_control'area is NOM, the
size of the partition boot sector is RSC, the size of the
duplexed FAT is Size 1 x 2, the size of the rocot directory
entry is RDE, the total sector size is TS, and the number of
sectors included in a cluster SC.

In FIG. 5, a size Size 1 of the FATs included=in the’
duplexed FAT, is determined according to total sector size TS.
More specifica}ly, it is a value calculated using an equation

11 described hereafter.

Eguation 11
For FAT12: Size 1 (((({(TS-(RSC+RDE))/SC)+2)x12/8)+511)/512

For FAT16: Size 1 (((((TS-(RSC+RDE))/SC)+2)x16/8)+511)/512
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-Here, -FAT12 indicates .a file system -in .which each FAT entry
is allocated 12 bits, and FAT16 a file system in which each
FAT entry is allocated 16 bits.

-In equation 11, (TS~-(RSC+RDE)) is the number of clusters
required for thefrecording performed by the user-area: The
indicator number 2 is added to this number, the resulting
value then being multiplied by the byte length of the FAT
entryj(lz or 16), and then divided by .8 to obtain the FAT byte
iength. An offset value of 511 bytes is added to the .result
of this calculation, and the r;sﬁlting figuré divided by a

sector byte length of 512 to calculate the number of éectqrs

"required to store one FAT. If the FAT data length were to be

1 byte, dividing the FAT data by 521 would result in the ..
number of sectors in the FAT being calculated as 0.  However,

addition of the offset value 511 by equation 11 ensures that a

'Size 1 having at least one sector will be calculated.

One. importance point to note in FIG. 5 is the size of the
partition control arxea, known as NOM. The NOM is set at a
value ‘SC+a’ to ensure that the partition control area and the
system area belong to different clusters.. The reason .for

setting the NOM in this way is to prevent failures to modify

~clusters in the. system area from having a. knock-on effect on

the partition control area. In other words, if.the master
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boot record & the partition table sector in the partition area
are damaged by such a modify failure, the semiconductor memory
card 100 will no longer be recognized as an authorized
recording medium by the access -apparatus 200. ' The NOM is set
at éc+a, in order to avoid such a-wdrsé-éase scenario.

The value SC+a is set in the following way. Value o is
calculated by dividing (RSC+RDE+Size 1 x2) by SC so that the
sum of RSC, Size 1x2, and RDE is an integral multiple of 'SC, .-
and subtracting the remainder of this calculation from SC. If
these facts are taken into account, the NOM is calculated as

in equation 12.

Equation 12 -

NOM= (SC- (RSC+RDE+Size 1 x2)%SC)+SC

If o is specified in this way, the partition control area
and the user area will be formed so as to fit exactly into a
plurality of erasable blocks,. apd the boundary between the
system area and the user area will be aligned with the
boundary of erasable blocks. - If such alignment of boundaries
can be realized, the boundaries of all subsequent clusters
will be aligned with boundaries of erasable blocks.

Here, an example, showing how the NOM and Size 1 are
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calculated when the SC is-32 sectors?(lG:KB);.the RDE is 32

sectors, the RSC is 1 sector, an&'the TS -is 65600 sectors,:is .
described. 1If the type of the duplexed FAT is FAT12, Size 1-
is calculated in the following way using equation-ild
Size 1= (k(((TS-(RSC+RDE))/SC)+2)x12/8)+511)/5i2
?-(((((65600—(1+32))/SC)+2) x12/8)+511) /512
= 7 sectors.
Furthermore, the NOM is calculated in the following way
using equation .12.

. NOM=(SC~- (RSC+RDE+Size 1 x2)%SC)+SC

(32-(1+32+7x2) $32) +32

47 sectors.

. FIG. 12 illustrates a partition control area, a system
area, and clusters, according to the calculated sizes. The
master boot record & partition table sector, and the reserved
information 1/2 are arranged in sectors PSNOOO to PSN031l, and
the reserved information 2/2, the partition boot sector, and
the duplexed FAT are arranged in sectors PSN032 to PSN063.:
The root directory entry is arranged in sectors PSN064 to
PSN095. 1In the volume area, 32 sectors form one erasable
block, so the master boot record, the partition table, -and the
reserved information-1/2 are arranged in a first erasable

block 001, the reserved information 2/2, the partition boot
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sector, and the duplexed FAT a¥e.arranged in a‘'second erasable-
block 002, and the root directory entry is arranged in a third
erasable block 003. The root directory entry is stored in a
same-sized erasable block, so that'the boundary between the
user area and the system area matcﬁes a boundary between
erasable blocks.

The.above volume area layout is realized when the file
system operation unit 9 performs initialization on the
nonvolatile memory 1. The procedure for performing this
initialization processing is explained with reference -to the
flowchart of FIG. 13. -

At step S1, the file system operation unit 9 determines -
cluster size in accordance with a size of the area to be
formatted (TS) and a tota} storage capacity of the -
semiconductor memory card 100, a operation system operated by -
the access apparatus 200, and instructions from a user.

Once cluster size has been determined, at step S2, the file
system operation unit 9 uses cluster size SC and the total
sector size TS to determine whether a FAT12 or a FAT16 file
system should be used. Once one of a FAT12 and FAT16 file
system has been determined, at step S3 the file system

operation unit 9 determines the length RDE of the root

directory entry (in.these embodiments the RDE.is-fixed at 32
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sectors), and following this, in step Sﬁ,.determines.then-a
length RSC of the partition boot sector (in these embodiments
the RSC is fixed at 1 sector). Once the RDE and the RSC have
been obtained, the file system operation unit 9 uses the
equatioﬂ 11 to calculate the data length of ghe FAT, at step
S5. Then, at step S6, the file system operation unit 9 uses

the equation 12 to calculate the NOM so that the master boot:

-record and the partition boot sector are in different ..

clusters. -

The processing performed in the above steps S5 to 87 is

-virtually identical to that performed in the previously . .
~described equations 11 and 12. However, the processing' . ' .
performed in steps S7 to 89 is first introduced in this

. - flowchart. At step S7, the file system operation unit 9

calculates a number of clusters CN in the user area using a

eqﬁation 13.

Equation 13

CN = (TS-(RSC+RDE+Size 1 x2+NOM))/SC

At step S8, the file system operation unit 9 calculates the

data length of the FAT using the following eguation 14.
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For FAT12: Size 2 = (((CN+2)x12/8+511)/512

- For FAT16: Size 2 = (((CN+2)x16/8+511) /512

5 At step S9, the file.syséem opération unit 9 compares. the:
Size 1 calculated at Step 85, and the Size 2 calculated at
Step S8, and if the two values are identical, ends processing.
If the values are not idenfical, the file system operation
unit 9 substitutes Size 1 for Size 2 at step S10, moves to

10 step S6, and recalculates the NOM. Since Size 1 is now a.
different value due to the substitution, a different NOM can -
be calculated by moving to step S6. Then, the file system
operation unit 9 recalculates Size 2 at step S8, based on the
newly calculated NOM, and if Size 1 and Size 2 are identical, -

15 step 89 is Yes, and processing ends.

The NOM ;alculated using the above processing is set in the
‘relative sector’ field in the partition table showing the
number of sectors existing before the starting sector of the
partition, and the TS is set in the ‘total sector’ field in the

20 partition table.

The SC is set in the 'sectors per cluster’ field in the

partition boot sector, showing the number of sectors in each

cluster. Furthermore, the RDE, showing a number of sectors,
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is multiplied by the sector length of 512 bytes, .and then
divided by 32 to obtain a number of file entries, this number

then being set in the ‘number of root directory entries’ field

. in the partition boot sector. The Size 1 'is set in the

‘séc;ors per.FAT'field showing the.number of sectors inaeach
FAT, in the partition boot sector. The access apparatus 200
refers to these values set in the partition table and the
partition boot sector when specifying the locations of the -
duplexed: FAT, the root.directory-entry,'aﬁd-the user area.

‘This concludes the explanation of the flowchart. in FIG. 13.

" 'Next, an example calculation illustrating how the size of the

partition area and the system area are calculated when the TS
is 65568 is described.
Since the TS is 65568, at step S1 the file system operationf

unit 9 determines the cluster size to be 32 sectors. . Once the

the file system operation unit 9 determines that a FAT12 file

system should be used by referring to the cluster size SC and

the total sector size TS. In these embodiments the size of.
the RDE and the RSC are fixed respectively at 32 sectors-and 1
sector, so the calculation of steps S3.and S4 is not-
performed. At step 85, the file operation system calculates

the data length of the FAT using equations 11 and '12. Here,
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since the FAT is FAT12, the following calculation is

performed.

Size 1= (((((TS-(RSC+RDE))/SC)+2)x12/8)+511)/512

S (((((65568-(1+32))/SC)+2) x12/8)+511) /512
5 = 7 sectors. '
Once the Size 1 has been calculated, at step S6, the file:

system operation unit 9 calcu;ates the NOM using equation 12
so that the master boot record and the partition boot sector
are in different clusters.

10 . NOM=(SC- (RSC+RDE+Size 1 x2)%SC)+SC

=(32-(1+32+7x2)$32)+32

49 sectors.

Once the NOM has been calculatéd, at step S7, the file
. system operation unit 9 calculates the number of clusters in -
15 the regular area using the equation 13.

CN (TS- {(RSC+RDE+Size 1 x2+NOM))/SC

(65568—(1+32+7%x2+49)) /32

= 2046 sectors.

At step S8, the file system operation unit 9 calculates the

20 - data length of the FAT using equation 14.

For FAT12: Size 2 = (((CN+2)x12/8)+511) /512

(((2046+2)x12/8)+511) /512

6 sectors.
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At step-S9, the file system operation unit 9 compares the
Size 1 calculated.at step S5, and the Size 2 calculate at step -
S8. Here, Size 1 is 7 sectors, and Size 2 is 6 sectors.
Since these are not identical values, the file system
operation'unit 9 moves to step S10, substituteé Size 1 for
Size 2, moves to step S6 again and recalculates the NOM.

NOM= (SC- (RSC+RDE+Size 1 x2)$5C)+SC

=(32-(1+32+6x2)%32)+32
= 51 sectors.
. Once the NOM has been calculated, at step S7, the file-
system operation unit 9 calculates the number of clusters in
‘the ;egular area.

CN = (TS-(RSC+RDE+Size 1 x2+NOM))/SC

(65568-(1+32+6x2+49)) /32 -

2046 sectors.

]

At step S8, the data length of the FAT.is calculated. -

For FAT12: Size 2 = (((CN+2)x12/8)+511)/512 .

(((2046+2)x12/8)+511) /512
= 6 .
Following this calculation, at step-S$9, the file system
operation unit 9 compares Size 1 and Size 2, and since the two
values are identical, the processing of .the flowchart ends.

As shown above, the present embodiment enables the NOM . to .
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be calculated so that the size of the partition area and the
size of the system area are an integral multiple of the number
of erasable blocks, thus ehsuring that clusters are not stored
straddling two erasable blocks. Cluster boundaries can be
aligned with erasable block boundaries, and the boundary of
the volume management information with~aﬁ e;aSable-block-
boundary, so.that when one cluster is rewritten or
overwritten, the number of erasable blocks that needs to be
erased is limited to one, thereby reducing the number of times
that any one erasable block needs to be erased. Consequently,
the time required to write data into the semiconductor memory
card 100 is shortened, and a ndnvolatile-memory 1 with a-

longer lifespan can be realized.

Second Embodiment

A second embodiment proposes an arrangement in which the
volume area is divided into an area to which the general user
can gain access (the user data area), and an area that stores
data securely (the protected area).

A structure of an access apparatus 200 and a semiconductor
memory card 100 in the second embbdimenﬁ are shown in FIG. 14.
In the ‘internal structure shown in the drahing,-in'contrast to

that shown in FIG. 3A, the nonvolatile memory 1 has been
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provided with a protected area, -and the-semiconductor memory
card 100 and the'éccess-apparatus 200 have been provided - -
respectively with securé-processing units 11 and 12.. -

The ‘following is an explanation.of the secure processing
unit 11 provided in orde¥ to perform secure‘reading-and
writing to and'from the protected area in the nonvolatile.

memory 1l.. As shown in FIG. 15, the secure processing unit 11 .

-includes a system area 13, a hidden area 14, an AKE processing.

-unit 15, a Ks decrypting unit 16, and a Ks encrypting unit 17.

~ The system area.l3 is a read-only area storing a media key

= block (MKB) and a media-ID. The MKB and media-ID stored. in
~ this area cannot be rewritten. Suppose that the semiconductor
.. memory card 10Q is connected to an access apparatus 200, . and

. the MKB and media-ID read by that access apparatus 200. 1If

the access apparatus 200 correctly performs a specified -

‘calculation using the MKB, the media-ID and a device key Kd.

.- held internally, it can obtain a correct encryption key Kmu.

: The hidden area 14 stores a correct value for the
encryption key Kmu, in other words the.éncryption key Kmu that
should be obtained if the access apparatus 200. performs. -
correct calculation using a valid device key Kd. |

The AKE (authentication and key exchange) processing unit

15 performs mutual authentication between the access apparatus:
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200 and the semiconductor memory card 100 using the challenge-
respohse-method, verifies the authenticity of the opposing
device, and if the opposing device is invalid, stop
processing. If the opposing device is valid, however, an:
encryption key (session‘key‘Ks) is shared by the access
apparatus-zbo and the semiconductor memory card 100.
Authentication performed by the access apparatus 200 has three
phases. - First, in a first challenge phase, the access

apparatus 200 generates a random number, encrypts the random -

number using the encryption key Kmu, and transmits the

encrypted random number to the semiconductor memory card 100"

-as a challenge value A. Then, in a first response phase, the"

;semiconductor memory card 100 uses the encryption key Kmu - -~ -

stored internally to decrypt the challenge value A, and
transmits the decrypted value to the access apparatus 200 as a
response value B. Following this, in a first verify phase, -
the access apparatus 200 decrypts the ehallenge value A held
internally using its encryption key Kmu, and compares'the
decrypted value with the response value B transmitted from the
semicopdﬁctor-memofy'card 100.

Authentication performed by the semiconductor memory card
100 also has three phases. First, in a second challenge

phase, the semiconductor memory card 100 generates a random
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number, encrypts the random number using ‘the encryption key
Kmu, ‘and transmits the encrypted random number to the access . ..
apparatus 200 as a challenge value C. Then, in a second
response phase, the access apparatus 200 uses the encryption -
}ey Kmu stored internally to decrypt éhe challenge value C,
and transmits the decfypted value to the semiconductor memory
card 100 as a response value D. Following this, in a second
ﬁerify phase, the semiconductor memory card 100 decrypts the . -
challenge value C held internally using its encryption key
Kmu, and coméares the decrypted value with the response value
D transmitted'from the access apparatus 200.

. .If the access apparatus 200 uses an invalid encryption key. .

Kmu to perform mutual authentication, challenge value A and

- response value B in the first verify phase and challenge value.

C-andurespbnse-value-D-in.the second verify phase will be .
judged to be non-matching values, and mutual authentication
will be stopped. If the.authenticity of the opposing devices.
is verified, however, the AKE processing unit 15 calcu}ates_an.
exclusive OR of challenge value A and challenge value C and

obtains the session key Ks by decrypting the exclusive OR

using the encryption key Kmu..

When encrypted data to be written into the protected area

is output from. the access apparatus 200 connected to.the.
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semiconductor memory card 100, the Ks decrypting unit 16 uses
the session key Ks to decrypt this data which has already been
encrypted by session key Ks before being output. The data
obtained by this decryption is written into the protected
area, as the original d;ta.

The Ks encrypting unit 17 receives a command from the
access apparatus 200 connected to the semiconductor memory
card 100 instructing it to read data, encrypts the data stored
in the protected area using the session key Ks, and then
outputs the encrypted data to the access apparatus 200.

Reading and wfiting of data to and from the protected area is
performed following decryption performed by the K§ decrypting
unit 16 and encryption'pérformed-by the Ks encrypting unit 17, -
so the protected area can only be accessed when the
semiconductor memory card 100 and a connected accéess apparatus
200 have'performed AKE processing successfully.

Next, - the format of the volume area in the second
embodiment is explained, with reference to the detailed:
drawing of fhe"volume area including the protected area shown -
in FIG. 16. 1In the drawing, if the total size of the Qolume
area is ‘volume size', the user data area is an area ‘volume
sizex (1-B)’ extending from the start of the volume area, and an

area ‘volume siiexB'following'the user data area is allocated
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to. the protected area. Here, $ -is a:.value for which the
ﬁinimum setting is 0.01. To take one example, if the volume
size is 64 MB and B is 0.01, the protected area is set at 640
KB. The format of the user data area and the protected area
is realize& when the file system operation-unit?S executes the
initialization procedure shown in FIG. 9. -

The following describes an example calculation that is

. performed to calculate the size of the partition control area

and .the system area in the user data area, when the total .
number of sectors TS in the user data area is 124160.
Since the TS is 124160, at step S1, the file system -
operation unit 9 determines the cluster size to be 32 sectors.. -
Once the cluster size has been determined to be 32 sectors, at

step S2, the file system operation unit 9 determines -that a

‘FAT12 file system should be used by referring to the cluster

size SC and the total sector size TS. In these embodiments:
the sizes of the RDE and the RSC are fixed respectively at 32

sectors and 1 sector, so the calculation of steps S3 and S84 is

-not performed. At step S5, the file operation system

calculates the data length of the FAT using equations 11 and
12. Here, since the FAT is FAT12, the following calculation
is performed.

Size 1=.(((((TS-(RSC+RDE))/SC)+2)=12/8)+511)/512
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(((((124160-(1+32))/32)+2) x12/8)+511) /512

12 sectors.

Once the Size 1 has been calculated, at step S6, the file
system operation unit 9 calculates the NOM using equation 12
5 so that the maste; boot record and the partition boot éector
are.in different clusters.
NOM=(SC~- (RSC+RDE+Size ‘1 x2)%SC)+SC
=(32-(1+32+12x2) $32) +32

39 sectors.

10 - ~ Once the NOM has been calculated, at step S7, the file
system operation unit 9 calculates the number of clusters ‘in
the regular area using the equation 13.
- CN = (TS-(RSC+RDE+Size 1 x2+NOM))/SC

(124160-(1+32+12x2+49)) /32

15 : - =.3877 sectors.
At step S8, the file system operation unit 9 recalculates

the data length of the FAT using equation 14.

For FAT12: Size 2 (((CN+2)x12/8)+511) /512

{ ((3877+2x12/8)+511) /512

12 sectors.

20
-At Step S9, the file system operation unit 9 compares the
Size 1 calculated at step S5, and the Size 2 calculated at

step S8. Here, both Size 1 and Size 2 are calculated to be 12
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sectors, so they are judged to be identical values-and the .
pr;cessing of the flowchart ends.

A layout of the protected area when the system area, and-
the partition control-area are formed with-a TS, Size 1, and -.
NOM‘sized as c;lculated by the aforementioned_calculations,fis
shown in FIG. 17. If this drawing is compared with FIG.. 12,
it can be seen that the size of the duplexed FAT has increased
from 14 to 24 sectors, while the size of the reserved -
information 1/2 and 2/2 has shrunk from 17 to 7 sectors, so
that the partition control area and the system area fit -
exactly-into-thrée-erasable blocks.

. The following describes an example calculation that is -

‘performed to calculate the size of the partition control area

and the system area in the protected area, when the total
number of sectors TS in the usér data area is 1280.

Since the TS is determined to be 1280, .at step S1, the
file system operation unit 9 determines the cluster size to be
2 sectors (1 KB of memory, and only 1/16th the size of the
user data area). Once the cluster size has been deﬁermined to
be 2 sectors, at step S2, the file system operation unit 9
determines. that a fATlZ file system should be used by

referring to: the cluster size SC and the total sector. size TS.

In these embodiments the sizes of the RDE and the RSC. are.
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fixed respectively at 32 sectors and 'l sector, so the
calculation of steps S3 and S4 is'nst performed. At step S5,
the file operation system calculates the data. length of the
~ FAT -using equations 11 and 12. Here, since the FAT is FAT12,
5 the following éalculation is performed.
Size 1= (((((TS-(RSC+RDE))/SC)+2)*12/8)+511)/512
= (((((1280—(;+32)i/2)+2)x12/8)+511)/512
= 2 sectors.
Once the Size 1 has been calculated, at step S6, the file
10 system operatiﬁn unit 9 calculates the NOM using equation 12
so that the master boot record and the partition boot sector -
are in different clusters.
NOM= (SC-(RSC+RDE+Size 1 x2)%SC)+SC
P =(2~(1+324+2%x2) $2) +2
15 ' = 3 sectors.
.Once the NOM has been calculated, at step S7, the file
system operation unit 9 calculates the number of clusters in

the regular area using the equation 13.

CN (TS~ (RSC+RDE+Size 1 x2+NOM)) /SC

(1280~ (1+32+2x2+3)) /32

20

620 sectors.

At step S8, the file system operation unit 9 calculates the

data length of the FAT using equation 14.
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~(¢(CN+2).x12/8)+511) /512

For FAT12: -Size -2
= (((620+2)x12/8)+511) /512 .
=2

At Step S9, the file system operation unit 9 compares the -
Size 1 calculated at step S5, and tﬁe Size 2.calculated at
step 58. Here, Size 1 and Size 2 are both calculated to be 2
sectors, so they are judged to be identical values and: the
processing of the flowchart is completed.

A layout of_the protected area when the system area, and
the partition control management area are -formed with a TS,
Size 1, and NOM sized as calculated by the aforementioned .
calculations, is shown in FIG. 18. In.this embodiments,. both
the user data area and the protected area have a partition..

control area, a system area, and a protected area, so each is

treated as an independent physical medium by the access .

apparatus. 200. Thus, although the user data' area and the
protected area have different cluster sizes, the boundaries of
clusters in both the user data area and the protected area can
be aligned with the boundaries of erasabié blocks.

In the ébove-embodiment, éven'if the volume area includes
two areas, the user déta area and the protected area, the
boundaries. .of such.areas. are a;igned with the boundaries of

erasable blocks, and so rewriting of clusters can be completed
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in a short time. In addition, the number of times that
erasable blocks need to be erased is reduced, so that the
lifespan of the nonvolatile memory is not needlessly

shortened.

Third Embodiment

The third embodiment relates to an improvement used when
data stored in erasable blocks is erased, the erasable blocks
being managed using a logical address and a .physical address.
A structure of an access-éontrol=unit-2 in the -third
embodiment is shown in FIG. 19. Thé access control unit 2 in
the drawing includes a command decoding unit 21, a
logical/physical address conversion unit 22,-a'read'controi
unit 23, an allocation changing unit 24, a write control unit
25, an erase control unit 26{ and a modify control unit 27.

The command decoding unit 21 receives a command issued by

- an access apparatus 200, and decodes the original content of

the command at the point_of issue. If a read command is
received, the command decoding unit 21 instructs the read
control unit 23 to read data from the nonvolatile memory 1 -
(Read). If a write command is received, the command decoding
unit 21 instructs the write control unit 25 to write data into
the npnvolatile memory 1 (Write). If a write command
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specifying-an unerased -block as an access target is;recei&ed,
the command decoding unit 21 instructs the modify control unit
to modify (rewrite) data .stored in the nonvolatile memory 1
{Modify). If an obtain status command is received, the
command de;oding unit 21 instruéts the allocation changing
unit 24 to read an erased block list (described later in this -
specification). If an erase command is received, thé command
decoding unit 21 instructs the allocation changing unit 24 to
erase the specified erasable block.

The logical/physical address exchanging unit 22 has an-
address correspondence table showing correspondences between
logical and physical addresses for erasable blocks. When a .
logical:address_that.is to be accessed is specified by the -
access apparatus 200, the logical/physical address exchanging
unit 22 refers to the correspondence for the logical .address -
shown in. the addréss correspondence table, exchanges the
logical address for a corresponding physical address,-and .
outputs the physical address to the read control unit 23, the.
allocation changing unit 24, and the modify control unit 27.

When.a read command is issued by the access apparatus 200,
the write control unit 23 performs control so as to have the
access apparatus 200 read data stored in the read location-

specified by the read command.

45




10

15

20

WO 01/29670 e PCT/JPOO/0T26T

The allocation changing unit 24 holds an erased block list
in which physical addresses for erasable blocks that have been
erased are arranged in a first in, first out (FIFO) format.

When a read command is issued by the access apparatus 200, the

~allocation changing unit 24 judges whether a physical address

corresponding to the logical address specified as a read
destination is present in the erased block list. If such a
physical address is judged to be present, the allocation
changing unit 14 outputs the physical address to the write
control unit 25, and deletes the physical address from the
erased block list. 1If the corresponding. physical address " -
indicates ‘an erasable block that has not yet been erased, the
allocation changing unit 24 allocates a physical address at .
the start of the erasediblock'list to the logical address as
the  read destination, and outputs the allocated physical .
address to the read control unit 25, while adding the. physical
address that was previously allocated to the logical address '
as the read destination to the end of the erased block list.
Furthermore, when a obtain status commiand is issued by the
access -apparatus 200, the allocation changing unit 24 changes
physical addresses shown in the erased block list to logical
addresses, ‘and outputs an erased block list, indicating erased

erasable blocks by using a table of logical addresses, to the
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access-abparatus:zbo. If:-an erase command indicating a
logical addréss has already been issued by the access. . -
apparatus 200, the allocation changing unit 24 controls
operations so that a physical address -corresponding to - this -
logical address is added to'the erased block list.

The writé control unit 25 writes data -into thevnonvolatile -
memory-1 in accordance with the physical address output from -
the allocation changing unit 24, when a write commagd to write
a block is received.

.The erase control unit 26 performs polling at fixed
intervals to determine whether a physical address for an- ..
unerased block has been added to the erased block list. If -
such a physical address has been added, the erase control unit
24 erases the erasable block indicated by the physical
address.

The modify control unit 27 reads data from the nonvolatile
memory 1 to the work memory 3, and modifies the data while: it
is being held in theé work memory 3, before writing the
modified data from the work memory 3 to the nonvolatile memory
1, when a write command to hodify an erasable block in which
data is already written is received,. The modify processing:
performed by-the modify control unit 27 is realized by

cooperative.processing with the allocation -:changing unit 24.
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The flow of the data modify processing performed by the modify
control unit 27 is shown in time sequence .in FIG. 20.

In the initial state shown in FIG. 20A, data is currently
stored in shaded blocks (blocks with physical addresses 001,
002, 004, 005 to 015), and the remaining blocks 063, 005, and
006 have been erased. Physical addresses 003, 005, and 006
representing erased blocks are arranged in the erased block
list. In an address correspondence table showing -

correspondences between logical and physical addresses, the -

logical addresses 001, 002, 003, 004, and 005 correspond

respectively to physical addresses 001, 002, 003, 004, -and

005.

Here, if a write command indicating that a different :value -

is to be written into an erasable block with the logical
address 001 is issued by the access apparatus 200, the write
control unit 25 transfers the data written in the block with
the logical address 001 from the nonvolatile memory 1 to the
work memory 3 (see arrow @ Read in FIG, 20R). Then, the write
control unit 25 modifies the data written in the block with - -
the logical address 001 while this block is held in the work
memory 3 (see arrow @ Modify in FIG. 20A).
Next, in FIG. 20B, the modify control unit 27 reads a

physical address 003 at the front of the erased block list, as
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shown by an arrow :BN1l, -and :‘writes data into the block
indicated by the physical address 003, as shown by arrow @ -
Write. - Then, .in Fig. 20C, the modify control unit .27 arranges
the physical address 001, whose corresponding block should be
;rased,:ip the erased block list, as ;hown by arrow @.
Lastly, the modify control unit 27 interchanges logical:

address/physical address correspondences, as shown in FIG.

-20D. Here, the physical address 003 is allocated to logical

address 001, and the physical address 001 is allocated to -

logical address 003. Data can thus be overwritten into the

- logical address 001 by writing data into the physical address

003, and then switching the correspondences between logical

. and physical addresses.

‘The following is an explanation of the internal structure .
of the access apparatus 200. FIG. 21 shows an internal

structure of a file system operation unit 9 in the access

- apparatus 200 of the third embodiment. - The file system

operation unit 9 shown in the drawing includes a file deleting
unit 28, and a precedeﬁt.erase control unit 29.. -
The file deleting unit 28 deletes files by updating a FAT. .
read from the primary memory 7, and writing the updated FAT
into the semiconductor memory card 100. If the application

program 8 issues an instruction to delete a file, the file
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deleting unit 28 executes file deletion by setting FAT entries

_ corresponding to clusters storing sections of this file at '0’,

indicating th#t these clusters are unused. ﬁowever, the
clusters (erasable blocks) storing file sections have not been
returnéd to a blank state, so the clusters ﬁuSt first be
erased before another file can be recorded in the same
clugters. Therefore, the amount of time required- for erasure
processing increasing pfoportionally-witﬁ increases in the
number of times that an old file is deleted and a new file
recorded.

The precedent erase control unit 29 issues an obtain
status command to the semiconductor memory card 100, -
instructing it to read the erased memory free list, while -
Qaiting-for an instruction'frém the application program 8.
Once -the command has been issued, and the erased memory. free
list output, the precedent control unit 29 receives the output
erased free list, and compares it with the FAT to specify
erasable blocks corresponding to clusters that are set as -
unused in the FAT. (When one erasable block includes a
plurality of clusters, only erasable blocks formed entirely
from unused clusters can be specified). Then, of these
eras;ble blocks, blocks that are not present 'in the erased

block list are also specified. The blocks are erasable blocks
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that are both-unused and unerased, and the precedent erase .
control unit 29 issues an erase command to .the semiconductor . -

memory card 100 instructing that such blocks be erased. The

instruction to add a physicai address corresponding to this
logical address to the erased block list. If a physical
address is_added_to the erased block list by issuing such an. .
erase.command, the block indicated by the erase command is
erased in the same_way-aS-other unused apd unerased erasable

blocks, when polling is performed by the erase control unit. -

.26. The same procedure is performed for all unused and

unerased blocks. The detailed procedure performed by the . -

. precedent erase control unit 29 'is explained below, with .

reference to the flowchart of FIG. 22.

In this embodiment, if the precedent erase control unit 29

" is activated, it moves to.the loop processing of steps S21 to

$22, At step. S21,. the precedent erase. control unit.29 . judges

-whether an access instruction has been received from the:

applicafion program B; and at step S22, judges whether a
predetermined polling time has passed. If an instruction has -

been received from the application program 8, -the precedent

- erase control unit 29 moves to step S23, and performs a file

system -operation and access of the semiconductor memory card
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100 in accordance with the instruction. If the predetermined
polling time has passed, the precedent erase control unit 29
moves from step S22 to step S24, and issues an obtain status
command for reading the erased free list to the semiconductor
memory card 100. ‘Following this, at step S25, the pre;edent
erase control unit 29 is in a wait state, waiting for the
erased block list to be read. Once the erased block list has
been read, at step S26 the precedent -erase control unit 29
specifies logical addresses for all ergsable.blocks that are
formed from clusters set as unused in the FAT and that are not
present in the erased block list.

: 'At-step'SZ?, the precedent erase control unit 29 judges
whether unused erasable blocks that have not yet been erased:

exist, and if no such block exists, returns immediately to the

- loop processing of steps S21 to S22. If such blocks exist,

the precedent erase control unit 29 performs the loop

processing of steps S28 to S30. 1In other words, the precedent
erase control unit 29 issues erase commands to the
semiconductor memory card 100 stipulating erasure of data at
each of the physical éddresses_for the'uﬁused and as yet

unerased erasable blocks specified at step S26. Once these

‘commands have been issued, the physical addresses for each of

these blocks are added to the erased block list, and are
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subject to erasure. . -

The following is a more detailed explanation of.the above-
operation of the brecedent erase control unit 29, described
with reference to fIGs. 23A'and 23B. . In an initial state
shown in FIG. 23A, an addréss 0001 for an erasable block is
set in the_FAT.as,being in use, and physical addresses 0003, .
0005, and 0006 are arranged in the erased block list as
addresses of erased blocks. Data is stored in blocks in the
file system that are shaded in the drawing (addresses 0000,
0001, 0002, 0004). In this state, if there is no instruction
from the application program 8, and the predetermined polling

time has passed (step S21, No, step S22, Yes), the file'system

" operation unit 9 in-fhe,access.apparatus 200-feads the erased

block list by issuing an .obtain status. command to the .
semiconductor memory card 100 (step S24), and compares the.
read erased block list with the FAT (step.SZS)..iAs.a result .
of this comparison, blocks that are set as unused in the FAT .
and whose logical addresses do not exist in the erased block.
list (erasable blocks with addresses 0000, 0002, 0004) are
specified (step S26). Since thesé blocks are not in use, the .
file system operation unit 9 issues erase commands to the
semiconductor memory card 100 to have these erasable blocks.

erased (steps S28 to S30). Consequently, the addresses 0000,
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0002, and 0004 are added to the erased block list, 'as shown in
FIG. 23B, and the erasable blocks indicated by these addresses"
are erased. ‘

In the above embodiment, the access apparatus.200'reads'the
erased bldék list: from the semiconductor“memoryicard 100, and
compares the FAT with the'reéd erased block list in order to
specify unused erasable blocks that have not yet been erased,
and instructs the semiconductor memory card 100 to erase these
blocks. - As a result, the file system operation unit 9 ‘'can
erase unused erasable blocks that are still unerased while
waiting for an instruction from the application program 9, and"

so erasure of the unused blocks can be performed more-

" efficiently.

In addition, erasure of unused blocks can'be.pefformed
whenever the access apparatus 200 is free, so that the
opportunities for performing block erasure can be greatly = -
increased. As a result, there is no danger of there being
insufficient physical addresses in the erased block list, and
the efficiency of processing performed when blocks are
modified and overwritten is greatly improvedt

In the access apparatus 200 of this embodiment, the erased
block 1list is read from the semiconductor memory card 100, and

unused and as yet unerased blocks are specified. ‘However, the
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erase control unit 26 -inside the access control unit 2 of the. .
semiéonducto::memory card 100 may specify blocks that are both
unused and unerased.by referring to the FAT, and then delete
such blocks. Here, the access control unit 2 exchanges
physical addresses inéluded in the erased block list for
logical addresses, and passes the exchanged addresses to the.
access apparatus 200. However, the erased block list and the
address cbrrespondence table may be passed to the access
apparatus 200, -and exchange of physical addresses for logical
addresses performed in the access apparatus 200. Data erasure
may be performed when a file is deleted, .or as parallel
processing when another command is being executed.
Furthermore, - other information such-as an unerased block list ..
that manageSathe-physical_addresses*of.unerased erasable.
blocks may be used instead .of the erased block list that.
manages the physical addresses of erdsed erasable blocks.. -
This embodiment is described using a FAT, but information may

be stored as. a list or other similar format.

Fourth Embodiment
The fourth embodiment describes an improvement realized.
when the processing of the third embodiment is performed using

an erased block table instead of an erased block list. FIG.."
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24 shows an internal structure for an access apparafus 200-2
in the fourth embodiment. If this drawing is compared with
FIG. 19, it can been seen that the erased block list has been

replaced by an erased block table. The erased block table in

" the fourth embodiment is formed from entries corresponding to

each erasable block. If a block is erased, the corresponding
entry is set at ‘1’ and if a block is unerased, the
corresponding entry is set ‘at ‘0’. The erased block table
expresses the erase state of each erasable block by setting
either 'l' or ‘0’ in the eraged block table.

- As a result of the erased block list having been replaced -
by the erased block table, the processing performed by the
write control unit 25 and the erase control unit 26 in the-
fourth embodiment differs from that performed in the third
embodiment in the following respect.

When a write command is generated by the access apparatus

‘200, the write control unit 25 in the fourth embodiment refers- 

to the erased block table and judges whether the write
destination specified by the command is erased, and whether it
is an unused block. Then, if the write destination block is

an unerased block, the write control unit 25 has the erase.

control-block 26 erase data from the block, beforé writing neﬁ

data into the block. In other words, the write control unit
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25 of the fourth embodiment erases data before performing a
data write. |
Next, the processing of the precedent erase control unit 29
in the fourth embodiment is explained. The precedent erase
control unit 29 performs erasﬁre of erasable blocks while
waifing for instructions from the application_programaa;, The
erasing procedure is the same as that described in the third

embodiment, and is shown in the flowchart of FIG. 25. .This

. flowchart .is identical to. that shown in FIG. 22, apart from

the fact that '‘erased block list’ has been changed-toierased-

block table’, and since there is no great variation in content,

‘a detailed description is omitted here.  Next, the processing

performed by the precedent erase control unit 29 in. the. fourth

. embodiment is described with reference to FIGs. 26A and 26B.

In an initial state shown in FIG. 26A, a block with an .

address 0001 is managed as a block in use, and blocks with .

-addresses 0003, 0005, and 0006 are managed in the erased block:

table as blocks from which data has been erased.  Data is
stored in.biocks in the nonvolatile memory that have been
shaded in the drawing (addresses 0000, 0001, 0002, 0004). 1In
this initial state, if blocks which are not in use but contain
data exist, and write commands to write data ihto_these,unused-

blocks. are generated, data erasure processing is required. 1In
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- this embodiment, if the precedent erase control unit 29 is

waiting for an instruction from the application program 8, and
the predetermined polling time has passed (step S21, No, step
S22, Yes), the precedent erase control unit 29 reads the
er;sed block table by issuing an obtain'status command  to the
semiconductor memory card 100 (step S24), and compares the
read erased.block table: with the FAT (step 825).' As a result
of this comparison, blocks that are set as unused in the FAT
and whose logical addresses are not managed by the erased
block table (erasable blocks with addresses 0000, 0002, 0004)
are found (step S26). 1In FIG. 26, '0 is set in both ‘the FAT
and the erased block table for blocks with addresses 0000,
0002, ‘and 0004, so these blocks are unused and as yet unerased~"
blocks. - Since these blocks are not in use, and thus contain
data that may be safely erased; the precedent erase control
unit 29 issues erase commands, to set a value ‘1’ for each of
the corresponding addresses in the erased block table,
indicating'that-these-blécks are to be erased (steps 828 to
$30).. As a result, all the data in unused blocks is erased,
and these blocks are then managed by the erased block table as-
erased blocks. Therefore, procedure for perfbrming data
writing by allocating unused blocks described later‘in this
specification can be performed without requiring any erasure
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.processing, and high-speed data writes can be achieved.

Fifth Embodiment

The fifth embodiment proposes a solution to the problem of
file fragmentation. File'fragmentation conventionally refers
to the process in which a file is divided into a plurality of .

file sections and these sections are then stored non- .

-consecﬁtivély-in-the memory. If a plurality of file sections

-.are stored non-consecutively on. a recording medium such as an

optical disc or a magnetic disc, a large number of disc seeks

.are required to read the non-consecutively stored file

sections, and the read processing time is lengthened. - In... -

"order to resolve the problems created by such fragmentation,
- the file system operation unit 9 reads the non-consecutively
- -stored file sections, and stores them again consecutively in. ..

the memory (defragmentation). If the above processing is .

performed, the file sections forming a file can be read . .-
smoothly without requiring any disc seeks to be.performed,
enabling data to. be read at high speed. This completes the

summary of the solution provided to reéolve the problem.of -

fragmentation in discs. Next, fragmentation occurring in the

semiconductor memory card 100 is considered. Disc seeking is

not required when reading data from the semiconductor memory
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card 100, -so if the file sections are stored non-
consecutively, there is no likelihood that processing-will.be
lengthened for this reason.

' However,  although disk seeks are not a problem,
fragmentation causes both 1. overhead generated’when commands
are issued, and 2. cache miss;s generated when the FAT is read

(both described- in more detail below) to increase

considerably, thereby lengthening the time required to read a

“file. -

1. Overhead Generated When Commands are Issued
The impact that fragmentation has on the overheads

generated when commands are issued can be more easily

-understood - if described with reference to FIGs. 27A and 27B.

FIG. 27A illustrates a situation in which a 48 KB file is

‘divided into three 16 KB file sections and stored at random in-

three areas. FIG. 27B illustrates a situation in which a 48
KB file is stored in consecutive memory areas. In FIGs. 27A
and 27B, the file system operation unit 9 issues a read
command ‘in the format ‘Read (add, size)’ to the nonvolatile
memory to have ‘a data read performed. Here, ‘add’ represents a
logical address of a read destination, and 'size’ the size of
the data that is to be read. The time taken by each read

60



10

15

20

"WO 01/29670 PCT/AIP00/07267

command is the sum of a data read time that is.proportional to.
the length of the read data, and a fixed overhead time
required to issue the read command. In the data arrangement

shown in FIG. 277, a file 1. must be read by issuing three read

. commands: ‘Read (0000, 16KByte)’, ‘Read (0002, 16KByte)’, and

‘Read (0004,16KByte)’. This means that the time required to read

this file is 36 ms (=(8+4)x3). On the other hand, if data is

- arranged as in FIG. 27B, the entire 48 KB of data for the file

can be read simply by issuing one command 'Read (0000, 48KByte)’'.

Consequently, the time taken to read the file in this case is

.28 ms (=(8x3+4)). Thus, it can be seen that the overhead

generated when commands are issued increases in proportion to

- degree of randomness with which file sections are stored.

2. FAT Cache

A FAT cache is an anticipatory read of the FAT arranged in
the system area of the semiconductor memory card 100 to the
internal memory of the access apparatus 200, which allows the
FAT to be reférred to at high speed by accessing the internal
memory. -The FAT is cached frequently if the access apparatus
200 is a portable device with a small-scale-internal memory.
The FAT is. cached by sequentially reading sections of the FAT

that have been stored consecutively in the memory. However,
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if FAT fragmentation has been generated, caching the FAT will
involve reading both sections containing the FAT and sections
contained other data in order to the internal memory. If data
other  than FAT sections is read to the internal memory, a
larée quantity of data which is not the Abject of the cache
will be read, thereby generating a cache miss. If a large
number of such cache misses are generated, the number of reads
to the internal memory will increase correspondingly, and so
the time required to read the FAT will be lengthened.

' ‘Despite the present of these two problems, applying the
same means to resolve fragmentation in the semiconductor
memOry:card 100 as were used to solve the problem in a disc is -
not a wise.course of action. The reason for this is that
modifying data stored in blocks in the semiconductor memory
card 100 requires erasure of the stored datq, and '‘such erasure’
requires a longer processing time than is required when
equivalent processing is performed on a disc. In this
embodimenit, changing the correspondences between-thsical
addresses ‘and logical addresses is:propOSed as a
counternieasure tq'combat the increases in command overheads
and cache misses generated when fragmentation occurs. 1In
other w;rds;:the correspondénceS'between’physical addresses
and logical addresses are changed so fhat the blocks in which
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FAT sections are stored can be shown consecutively using
logical addresses, without needing to dhange their physical
arrangement in the memory.

.When a 48 KB file. is divided into three 16 KB.sectiohs and
stored in three sepa;ate memoLy areas, as in FIG. 27a, the_
access apparatus 200 can read the file sections stored in
these three areas (blocks) providéd that the logical addresses
for the blocks are indicated consecutively. Reading is
performed by issuing one read commaﬁd‘indicating the first of
the plurality of logical addresses, and the data length of the

file (here 48 KB). Furthermore, if the FAT is divided into

" . 'three sections, and stored in three memory areas (blocks), the
..access apparatus 200 can read non-consecutively stored FAT

- sections to the internal memory in.order, provided that the

logical addreéses for. the blocks are indicated consecutively.

- Here, reading is performed by issuing read commands indicating

each of the consecutive logical addresses as read destinations .
in turn. If such processing is performed, cache misses are no

longer generated. Thus,.even if a plurality of file_and FAT

- sections are stored at random in a plurality of areas, these

- areas can be allocated consecutive logical addresses,

resolving the problem of overheads generated when read

commands are issued, and enabling the .generation of cache
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misses to be avoided.
The processing performed by the precedent erase control

unit 29 to resolve the issue of fragmentation ‘using logical

-addresses is explained with reference to the procedure shown

in the flowchart of FIG. 28. FIG. 29, which shows actual .
objects to which variables t, u, v, and y in the flowchart
correspond, is also referred to during this explanation. At

step S50, the precedent erase control unit 29 sets initial.

values for the variables x and y (x-1, y~1l). This means that-

processing is to be performed on a first section .of a first
file. Next, at step S51, the precedent control unit 29

compares positions of a logical address s, corresponding to a’

.block storing a yth section of an xth file, and a logical

address t, corresponding to a block storing a y+lth section of
the xth-file, to determine whether these blocks are adjacent.
When, as shown in FIG. 29A, the yth section and the y+lth

section are stored in non-adjacent erasable blocks, in the

order of y — y+l, step S52 is Yes, and the precedent erase

control unit 29 moves to step S54.
When the sections are stored in the order y+l — y, as’

shown in FIG. 29B, the precedent erase control unit 29 moves

to step 853, and allocates a physical address u to the logical

address t, and a physical address v to the logical address:s.
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As a result, .the allocation of physical éddresses to logical
addresses changes as.shown by the arrows rvl and rv2 in FIG.
29B. Next, at step S54, the precedent erase control unit 29
judges whether.;hg logical address of the:erasable block.
storing the yth sectiQn, and the logical address of the
erasable block storing the y+lth séction are consecutive.  If
the erasable block storing the y+l section immediately follows
the erasable block storing the yth section, as shown in FIG.
29C, . a relationship s+l=t is established, so that step S54 is
Yes, -and processing moves to step S$56. If the erasable blocks
storing the yth section and the y+1th section are non- - |
adjacent, the relationship s+l=t is not established, so step

854 is No, .and processing moves to step S55. Here, if a.. .

. - physical address corfesponding to the logical address s+l is

w, at step S55, the physical address v for the erasable block

- storing the y+lth section is allocated to the logical address

s+l, and the physical address w .is allocated to the logicél:
address t. If the processing of step S55 is executed when the-
yth and the y+1lth sections are stored as shown in FIG. 29D,
address correspondenées are changed as shown by the arrows rv3
and rv4.

Once the. above processing has been completed, at step S56,

the precedent erase control unit 29 judges whether the
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variable y is a last section number. If y is not the last
number, the precedent erase control unit 29 increments y at
step S57, and processing moves to step S51. The processing of
steps S51 to S57 is repeated for each of the sections in an
xth file by performing the'chéckléf'step 856, -and the"
incrementing of § at step S57.

If, on the other hand, step S56 is Yes, the precedent
control erase unit 29 judges whether x is the lasf file
number, at step S58, and if the answer is .No, moves to step
559, increments the variable x  (x+-x+1), and sets an initial
value for the variable y at step S60. ' Thus, the processing of"
steps S51 to 557 is repeated for all files by performing the:
check of step S58, and the incrementing of the variable y at'
step S59.

The resolution to the problems posed by fragmentation
proposed'in this embodiment is explained with reference to an

actual example. shown in FIG. 30. In the initial state shown

-in FIG. 30A, sections file 1-1/3, file 1-2/3, and file 1-3/3"

forming a file 1 are stored in erasable blocks corresponding
to logical addresses 0000, 0001, and 0004. In addition,
sections file 2-1/4, file 2-2/4, file 2-3/4, and file 2-4/4
formiﬁg a file 2 are stored inlerasabie blocks corresponding

to logical addresses 0002, 0003, 0005, and 0006.
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-Section file 2-1/4 ‘is stored in.an erasable block -
corresponding to an address (logical address 0002) following
the logical address 0001 in which file section file 1-2/3 is.
stored, and section file 1-3/3 is stored in an erasable block
corresponding t&,a logical address 0004.

If the-processing.in the flowchart of FIG. 28 is applied to

the example in this drawing, sections file 1-1/3 and file 1- -

.2/3 correspond respectively to the logical addresses 0000, and

0001, so that these se&tions are arranged in the same order as .
the corresponding-logical_ad&resses, and their correspondences.
are not interchanged. -However, if the relationship between. -
sections file 1-2/3, and file 1-3/3 is considered, it can be
seen that while the e?aqable block storing the section file 1-.
213_corresponds to the légical éddress 0001, the erésable-

block corresponding to the next logical address 0002 is. file-

.2-1/4. -. Consequently, step 854 is No, and processing moves to

step S55. Then, at step S55, the correspondence between the. .

logical and physical addresses of the erasable block storing

the section.file.1-3/3, and the correspondence between the.
logiéal and physical addresses of the erasable block storing.
the section file 2-1/4 are interchanged. As a result, -the.
sections file 1-2/3, and file 1-3/3 can .be.shown by.

consecutive logical addresses, so that the physical address
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0002 of the erasab;é block storing-the-filg_section file 2-1/4
is allocated the-lgéiCal address 0004, anéééSnversely-the
physical address 0004 of the erasable block storing the
section file 1-3/3 is allocated the logical address 0002. - The
corréspondences.between physical and.logiEal addresses’
following this change are shown in FIG. 30B. Once processing-
for section file 1-3/3 has been completed, the processing for
section file 2-2/4 is performed. In FIG. 30B, the
relationship between sections file 2-1/4, and file 2-2/4 is
such that section file 2-1/4-is-st9red in an erasable block
corresponding to the logical address 0004, and the next
section file 2-2/4 is stored in an erasable block
corresponding tb-the logical address 0003. Thus, the logical -

addresses attached to these sections should be in the reverse

order. As a result, step S52 is No, and processing moves to: -

step S53, where the order of addresses corresponding to the
sections file 2-1/4, and file 2-2/4 is interchanged. Here,
thejphysical'addréss 0002 corresponding to an erasable block
storing the section file 2-1/4 is allocated to the logical-
address 0003, and-the physiCal‘aqdress 0003 corresponding to
the erasable block storing the section'file 2-2/4 is allocated
to the logical address 0004. ‘As a result of this'processing,
the file secéions-fqrming files 1 and 2 are all indicated by
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consecutive logical addresses. -

In this embodiment, even if file sections are stored in
non-consecutive memory -areas, these memory.areas-can;be
allocated consecutive logical addresses, thereby reducing the
ovefheads genérated when reéd commands are issued,‘and cache

misses occurring when the FAT and files are cached.

Sixth Embodiment

The sixth embodiment describes an improvement applied when
a variety of contents are recorded in the nonvolatile memory
via a distribution service, -and the recorded: contents

reproduced on a portable player. In this case, files having a

‘variety of attributes, such as music, images, games, - and text,

are likely to be stored .on the semiconductor memory card 100.
Should there be differences in whether files are readable or .
editable depending on'filé-typg,:the file system ‘operation’

unit 9 in the access apparatus 200 needs to check the contents.

.of the file before performing reading or editing. If such a

check is required each . time a file is read or edited, the
processing performed by the file system operation unit 9 will
become complicated. Consequently, universal disc format (UDF)
used in-digital versatile -discs (DVbs)-sets an -extended

attribute for each.file, enabling the type of data stored in a-
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file to be recognizable at a glance, without there being any
need -to check the'ééhtents of the file.

FIG. 31 shows an example of an extended attribute. The

-attribute shown in the draﬁing-is a new type of extended

attribute formed based on an impleﬁentation use extended:
attribute in the UDF. The extended attribute includes an
attribute type 2000, an attribute subtype 2010, a reserved
area 2020, an attriﬁute'length 2030, an implementation use
length 2040, an impleméntation identifier 2050 (these are

identical to fields in the implementation use extended

-attribute in the UDF, so a more detailed explanation is:

omitted here), and an implementation use 2060. The
implementation use 2060 includes a header checksum 2061
storing a checksum for the header section of the extended -
attribute, a name 2063 storing a file name, and a flag 2062 -
storing a file attribute. Each bit in the flag 2062 is set at'
‘0" or at ‘1’ to illustrate a file attribute. The first bit of
the flag 2062 shows whether the corresponding file is‘'a text
file, the second bit shows whether the correspénding-file is
an image file, and an area from the third bit onward is a -
reserved area.

If this extended attribute is stored in the semiconductor
memory card 100, one difficulty is immediately evident. This
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is that the volume management information of -the semiconductor-
memory card 100 is compliant with the data structure set out
in the ISO/IEC 9293 standard, as previously explained, and so
there is no provision for giving each file an extended
attribute.

In this embodiment, the extended attribute is stored in at
least one of the protected area and a backup area. The
protected area has already been explained in:the second
embodiment, so further explanation is omitted here. The
backup area is managed separately from the normal partition in

the user area. When a. defective sector appears in- the user

‘area of the nonvolatile memory, the allocation changing unit .

24, chooses 'a sector from the backup area to replace the-

defective sector. FIG. 32 shows an internal structure cf a .

-semiconductor memory card 100 that is'provided with the

defective sector. New extended attributes that cannot be

.defined in a FAT file system can be set for each file by' C

storing such attributes in the protected area or the backup-
area. Furthermore, since the user area and user data. area
used by a general user utilize a conventional file system that :
is totally independent of the newly set extended attributes,
the system is compatible with other systems. In addition,

since the access apparatus 200 need only implement.the
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operations necessary for each file type, fewer operations are .-
implemented by the access apparatus 200, thereby enabling the
memory size of the access apparatus 200 to be reduced.
Furthermore,'since the file type for each file can be judged
just by referring to the extenéed-attribute information rather
than'referring-to the contents of the file, high-speed

operations can be realized.

Seventh Embodiment
This embodiment proposes that files in a FAT file system be -

set as write prohibited and read prohibited, to further

improve file protection. 1In a conventional FAT file system, -

attributes for individual files, such as'write-prohibited and :

.read prohibited, can be set in file entries. The file system '

operation unit 9 in the access apparatus 200, when connected
to the semiconductor memory card 100, reads and holds volume
management informatién, and refers to the file attribute for a -
particular file to judge whether the file can be read or
written. “Provided that the application program 8 in the
access apparatus 200 accesses the semiconductor memory card
100 via the file system operation-unit 9, the att;ibutes in
the file entries are wvalid. .However, if the application

program 8 accesses the semiconductor memory card 100,
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bypassing the file system operation~unit:9-and.performing.a
write or read by issuing a direct write or read command to the
semiconductor memory card 100, any write prohibited or read
prohibited attributes set in the file :entries will be -
meaningless. Hére, this embodiment proposes that_thé
semiconductor memory card 100 be structured as shown in FIG.
33, so that write prohibited and read prohibited attributes

will be valid even if the application program 8 accesses the

.semiconductor memory card 100 directly. FIG. 33 shows an .

internal structure of a semiconductor memory card 100 in the
seventh embodiment. - The characteristics of this drawing are
that the nonvolatile memory 1 has a backup area, which.
contains a block attribute table..

The block attribute table is made up:of entries
corresponding to. erasable blocks included in the volume area. -

If an enfry is set at. 'l’, the corresponding block is write .

prohibited. Furthermore, if an entry is set at ‘2’, the -

. corresponding block is read prohibited. The file system

operation unit 9 and the access control unit 2 .disclosed in
the fifth embodiment perform operations on the block.attribute
table, as well as on. file entries. If the application program
8 instructs the file system operation unit 9 to open a file

for which an attribute has been set, the file system operation:

73



10

15

20

WO 01/29670 o o PCT/IP00/07267

unit 9 sets the*attribute3in”the:file entry corresponding to
this file. For example, if the application program 8 has been
instructed to set a file as write prohibited, the attribute
for the corresponding file 'entry is set as write prohibited.
If the application prograﬁ 8 has been instructed to set'a'file‘
as read prohibited, the attribute for the corresponding file
entry is set as read prohibited. If the application program 8
has been instructed to set a hidden attribute, the file system
operation unit 9 sets a read prohibited attribute in the
corresponding file entry.

If file attributes are set in file entries in this fashion,
the file system operation unit 9 divides a file into cluster-
sized sections, and records these sections in a plurality of
clusters in the user area; Following recording of the file
sections in the clusters; the file system operation unit 9
sets the file attribute in entries in the block attribute.
table that correspond to each of the érasable blocks in which
the file is stored. 1If writing of the file is prohibited,  the
file system operation unit 9 sets a write prohibited attribute
in entries corresponding to each of the cluster#:Storing the
file sections, and if the file attribute is reéd prohibited,
sets a'rgad prohibited attribute in entries corresponding to

each of the clusters storing the file sections. ' If the file
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attribute is a hidden attribute, the file system operation
unit "9 sets a read prohibited attribute in entries.
corresponding to each of the clusters storing the file
sections.

1f thé file is recorded in the user area iﬁlthis way, data

is read from or written to blocks according to attributes

shown in the block attribute table. 1In other words, if a read .

command is issued by the access apparatus.zoo, the read

-control unit 23 refers to an entry in the block attribute

table corresponding to the read destination address. If the
entry shows that reading is permitted, the read control unit
23 reads data from the block shown by the read destination

address, or if the entry shows that reading is prohibited,

-does not read data from the block shown by the read

" destination address.

If a write command is issued by the access apparatus 200,

the write control unit 25, or the modify control unit 27, .

refers to the entry in the block attribute table corresponding’

to the write destination address. If the entry shows that
writing is permitted, the write control unit .25, or the modify
control unit 27, writes data into the block shown by the write
destination address, and if the entry shows that writing is

prohibited, does not write data into the block shown by the
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write destination address.
This kind of write and read control can be performed both

when the application program 8 issues a write or read command

wvia the file system operation unit 9, and when the application

program 8 issues a write or read coﬁmand directly, bypassing
the file system operation unit 9. Thus writing and reading of
blocks can be restricted whether the access apparatus 200
issues comﬁands via the file system operation unit 9 or not.
The file system operation 9 in the present embodiment is
explained with reference to an actual example in FIG. 34. ' In

FIG. 34A, data contained in a file 'l is stored in erasable

- blocks with addresses 0000, 0002, and 0003, data contained in

a file 2 is stored in erasable blocks with addresses 0001 and
0004,'data_cohtained in a:-file 3 is stored in an erasable
block with an address 0005, and data contained in a file 4 is
stored in an erasable block with an address 0006. FIG. 34B
shows a. situation, when a file 1, for which a write prohibited-
attribute has been set, is stored. In a block attribute

table, entries corresponding to blocks storing sections of

file 1 (addresses 0000, 0002, and 0003) are set at ‘1’
indicating a write prohibited attribute. If the block -
attribute table is set in this way, the write control unit 25

will reject commands to perform write processing on the blocks -
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with addresses 0000, 0002, and 0003.. ..

- FIG. 34C shows.a situation when a file 2, for which a read

prohibited attribute has been set, is stored in the

‘nonvolatile memory 1. 1In this case, a flag-indicating .a read

prohibited_attribute is set.in entries in_ihe blgck attribute
table that correspond to the file 2. Then, the file 2 is
divided into a plurality of sections, and_tpese sections are:
stored in a plurality of blocks in the user area.

When the file sections of file 2 are stored in blocks with
logical addresses 0001 and 0004, entries in the block
attribute table_that-correspond-to these blocks are set at '2',.

indicating a read prohibited attribute. If the block:

~attribute table is set in.this way, the read control unit 23

rejects commands to read data from blocks having the addresses.
0001 and 0004. .

In the above embodiment, read prohibited and write

. prohibited attributes corresponding to each block can be set.

in the semiconductor memory card 100, so that even if the
application program 8 accesses the semicondﬁctor memory card - -
100 directly, byp;ssing the file system operation unit 9,

access of files which is prohibited can be prevented by the.
semiconductor memory card 100. Therefore, by setting read.

prohibited and write prohibited attributes for blocks storing
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a file in this way, protection of the file can be assured,
and, should.the file be copyrighted;lcopyright-protection can
also be achieved.

. In this embodiment, the flag showing the write prohibited
attribute is shown by ‘1’, aﬁd the flag showing the read
prohibited attribute by ‘2’, but these are merely examples, and
the invention need not be limited to such flags. Furthermore,
in this embodiment, a block attribute table is used to attach
reaa and write prohibited attributes to each block in the
nonvolatile memory 1, but provided that an attribute can be"
set for each individual block, a list or similar structure may.
be used. In this embodiment, a method for setting read and

write prohibited attributes in the nonvolatile memoty 1l as

block attributes is described, but information other than that :

described in the embodiments may be useé-as block attributes.
Examples include managing blocks so that only users with a
root privilege can obtain access, or giving each block a user
ID, and allowing only users in possession of that ID to obtain
access, or setting access privileges to blocks for each
individual user. 1In the above explanation of the file system,
a FAT file system is used, but similar effects may be obtained
by using another conventional file systems such as UDF or the

New Technology File System (NTFS) used in WindowsNT™, or a
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customized file system. Furthermore, in these embodiments,
the number of sectors contained in one erasable block is 32,
but this is just one example, and the number of sectors in one

erasable block may be more or less than this.

The semiconductor memory card 100 in the invention
explained above increases the lifespan of the nonvolatile . . -
memory 1. Therefore, even when such a semiconductor memory
card 100 records music contents obtained. via digital music
distribution, and repeat recording in which these music
contents are erased, and then other music contents recorded is
"frequently performed, the lifespan. of the nquolatile meméry.l
~is. not shortened. Consequéntly. a’'single semiconductor memory-
card 100 can be used repeatedly to record music contents .

. obtained via digital music distribution. -
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CLAIMS

1. An access apparatus:for~performing file access on a
semiconductor memory card that has a memory area comprisiné'of'
a plurality of sectors,‘by managing data in each group of 2j'
sectors (j being 0 or a positive integer) as a cluster, and
managing one or more clusters as a file, each group of 2i
consecutive sectors in the memory area forming a block (i
being 0 or a positive integer), a block being a smallest unit
on which data erasure can be performed, the access apparatus
comprising:

a calculation unit operable to calculate a size of volume.
management information based on a number of clusters in the
memory area that are to be managed, the volume management

information including a file allocation table that indicates,-

- for each file, links between clusters corresponding to the’

file;

a reserving unit operable to reserve (1) a first area for
recording the volume management information, and (2) a second
area for recording user data, the first areé having a data
size larger than the calculated volume management information,
and being formed from mxzj sectors (m being a'pogitive-

integer), and the second area being formed from sectors

g
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fdllowing the first area; and

a recording unit-operable to record volume management
information in the first area, and user data in the second
area, and to manage the volume management information and the

user data as clusters.

2. The access apparatus of Claim 1, wherein:
the volume management information includes, in addition to:
the file allocation table, a master boot record, a partition
tabie, partition boot sector information, and a root direétory-
entry; and
.~ the recording unit is operable to record the master boot
record and the partition table in a first sector of the first

area, skip a predetermined number of sectors and then record

‘the partition boot sector information, the file.allocation -

table, and the root directory entry in subsequent sectors, in
order to align an end of the first area with an end of the -

root directory entry.

3. The access apparatus of Claim 2,. wherein:
the calculation unit is operable to calculate a sum SUM by
totaling a number of sectors used to record the partition boot

sector information, the file allocation table, and the root
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directory entry;

the reserving unit is operable to reserve the first area by
calculating the value of m based on {equation 1}

{equation 1} NOM+SUM = ijm,

NOM being a nﬁmber'of sectors; and

the recording unit is operable to calculate the
predetermined number of sectors by subtracting 1 from the

number of sectors NOM.

4. The.access apparatus of Claim 3, wherein:
the recording unit is operable to set the predetermined
number of sectors in the partition table recording the: volume

management information.

5. . The access apparatus of Claim 3, wherein:

the'fi}e allocation table has a plurality of entries, a
number of entries corresponding to a number of clusters,: and
each entry showing a link to another cluster in a same file;

the access apparatus comprises:

a reception unit operable to receive a setting fdr_a total
number -of sectors in the memory area; |

the calculation unit includes:

a first calculation unit operable to calculate a total:
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number of clusters by dividing the total sector number by the

j, and to calculate a size of the file.

number of sectors 2
allocation table by multiplying the total number of clusters
by an'entry bit length, and

khe reserving unit includes:

a second calculation unit operable to calculate a éum SuUM
by adding the size of the file allocation table to the numbers
of sectors respectively forming the partition table and the - -

root directory entry, and to calculate the value of m by

substituting the sum SUM into {equation 1}.

- 6. The access apparatus of Claim 5, wherein:
the memory aiea includes a protected area that can only be
accessed by a device connécted to the semiconductor card oénce
an authenticity of the connected device has been verified, and
- a user déta area that can be accessed by the connected
device regardless of whether or not the authenticity of the
connected device has been verified; -
the reception unit is operéble to receive, from a source
outside of the access apparatus, settings for numbers of
sectors to be allocated to each of the protected area and the
user data area;

the first calculation unit is operable to calculate a size.
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of a file allocation table for each of the protected -area and
the user data area, based on the received settings; and

the second calculation unit is operable to calculate two
sums SUM for each of the protected. area and the user data area:
respectively b; adding each of the protected area si;e'and the
user data area size to the number of sectors forming the
partition boot sector information and the number of sectors
forming the root directory entry, and to calculate the value
of m fpr each of the protected area and the user data area by

substituting each of the two sums SUM into {equation 1}.

7. The access apparatus of Claim 2, wherein the recording
unit is operable to perform:

(a) first processing for recording user data divided into ‘a
plurality of sections intc the second area as a plurality of-
clusters, each section being stored in one of the plurality of
clusters in the second area;

- (b) second processing for setting a plurality of entries in
the file allocation table, each entry showing a link between
clusters; and

(c) third processing for recording a file name and'locétion
information showing a iocation of a first cluster in the file
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. 8. The access apparatus of Claim.-1, -wherein:

-the reserving unit.is operable to reserve a backup. area in
the memory area, in addition to the first ana second areas;
and-

the reccrding'unit is operable to record_attribufe'
information showing e#tended attributes in the backup area,
when user data recorded in the second area is managed as a

file having an extended attribute.

9. The access apparatus of Claim 1, wherein:
the semiconductor memory card further records an attribute
table including a plurality of attribute entries, eéch~of
which corresponds to one of a pluraiity of bleocks;
. user data recorded in the second area is manaéed as at. .
least one filé having a write prohibit- attribute; and
the recording unit is operable to set a write prohibit
attribute for entries in the attribute table that'cofrespond:_

to. blocks formed entirely of sectors corresponding to clusters

in a write prohibited file.

-10. The access apparatus of Claim 1, wherein:
.the volume information includes a file allocation table;

entries in the file allocation table corresponding to.
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unused clusteis are set at a first value, -and entries ‘in the
file allocation table corresponding to clusters in use are set
at a value other than the first value;
the semiconductor memory card further holds -an erased block
list incléding physical addresses specifying e;ased:blocks |
from the plurality of blocks included in the memory area; and
the access apparatus comprises:

" a specifying unit operable to specify blocks that are both
(a) formed entirely of sectors in clusters set as unused in
the file allocation table, and (b) not set as erased in the
erased block list; and

an erasing unit operable to erase specified blocks.

11. The access apparatus of Claim 1, wherein:
the volume information includes a file allocation table;:

entries in the file allocation table corresponding to’

unused clusters are set at a first value, and entries in the

file allocation table corresﬁonding to clusters in use are set
at a value other than the first value;

the-semicgnductor memory card further holds an erased block
table including physical addresses specifying erased blocks
from the'plurality of blocks included in the memory area; and

the access apparatus comprises:
86 —_—
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-a specifying unit operable to specifysblqcks that are -both
(a) formed entirely of sectors in clusters set as unused in
the file allocation table, and (b) not set as erased in the

erased block table; and.

5 an erasing unit operable to erase specified blocks.

12. The access apparatus of Claim 1, wherein:
the user data is divided into a plurality of sections, each
of which is stored in one of the blocks,
10 the semiconductor memory card holds .a correspondence table
showing correspondences. between physical addresses and. logical
. addresses attached to each block storing a .section; and.
when the correspondence table shows that a plurality of
physical addresses for a plurality of blocks storing sections .
15 of user data correspond to a plurality of non-consecutive . .
logical addresses,
the access apparatus comprises:
an allocation unit operable to allocate the plurality of
physical addfesses to a-ﬁlurality_of consecutive. logical
20 -addresses; and
a command issuing unit operable to read the sections of
user data from the plurality of blocks by issuing a read

command to the semiconductor hemory card, the read command
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specifying the first of the plurality of consecutive 1ogicai

addresses.

‘13. A recording medium storing a pr&gram-in a computer-
readable formét for initializing a computér to have file
access performed on. a semiconductor memory card that has a
memory area comprising of a plurality of sectors, by managing

data in each group of 2j sectors (j being 0 .or a positive .

.integer) as a cluster, and managing one or more clusters as a

i
file, each group of 2 consecutive sectors in the memory area

forming a block (i being 0 or a positive integer), a block

“being a smallest unit on which data erasure can be performed,

the. recording medium having the computer perform the following

steps:
a calculation step of calculating a size of volume

management information based on a number of clusters in the

" memory area that are to be managed, the volume management

information including a file allocation table that indicates,
for each file, links between clusters corresponding to the.
file:;

a reserving step of reserving (1) a first area for

recording the volume management information, and (2) a second
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area for recording user data, the first area having a data
size larger than thg.calculated volume management information,
and being formed from mxzj sectors (m being a positive
integer), and the second area being formed from sectors
following the first area;'and'

a recording step of recording volume management information

"in the first area, and user data in the second area, and

managing the volume management information and the user data

"as clusters.

14. The recording medium of Claim 13, wherein: .
the volume management information includes, in addition to
the :file allocation table, a master boot. record, a partition

table, partition boot sector information, and a root directory

- entry; and

the recording step records the master boot record. and the
partition table in a first sector of the first area, skips a

predetermined number of sectors and then records-the partition

boot sector information, the file allocation table, and the
.root directory entry in subsequent sectors, in order to align

-an end of the first area with an end of the root directory

entry.
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15. The reco:&;ng medium of c1aim'i4,1wherein:

the calculation étep calculates a sum SUM by totaling a
number of sectors used to record the partition boot sector
information, the file allocation table, and thé root directory:
entry; |

" the reserving. step reserves the first area by calculating

the value of m based on {equation 1}

{equation 1} NOM+SUM = zjxm;-'

NOM being a number of sectors; and

the recording step calculates the predetermined' number of

sectors by subtracting 1 from the number of sectors NOM. -

16. The recording medium of Claim 15, wherein:

the recording step sets the predetermined number of sectors

- in the partition table when recording the volume management

information.

17.  The recording medium of Claim 15, wherein:
the file allocation table has a plurality of entries, a
number of entries corresponding to a number of clusters, and
each entry showing a link to another cluster in a same file;
the progrém comprising the following steps:
a reception step of receiving a setting for a total number
90
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of sectors in -the memory area;

the calculation sfep including:

a first calculation step of calculating a total .number of
clusters by dividing the total sector number by the number of
sectors 2j, and calcuiating a size of the file allocation éable
by multiplying the total number of clusters by an entry bit
length, and

the reserving step including:

a second calculation step of calculating a sum SUM by
adding the size of the file allocation table to the numbers of
sectors respectively forming the partition table and the root
directory entry, and calculating the value of m by

substituting the sum SUM into {equation 1}.

18, The recording medium of Claim 17, wherein::

the memory area includes a protected area that can only be
accessed by a device connected to the semiconductor card once
an authenticity of the connected device has- been verified, and

a user data area that can be accessed by fhe'connected--
device regardless of whether or not the authenticity of the
connected device has been verified;

the reception step receives, from a source outside of the

access apparatus, settings for numbers of sectors to be
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allocated to each éfithe protected area ang_Fhe user data
area; | .

the fifst calculation step calculates a size of a file
allocation table for each of the protected area and the user '
datalgrea, based on the received-settings; and

the: second calculation step (1) calculates two sums SUM for
each of the protected érea and the user data area
respectively by adding cach of the protected area size and the
user data area size to the number of sectors forming the
partition boot sector information and the number of sectors
forming the root directory'eﬁtry, énd-(Z)'calcﬁlates'the value
of m for each of the protected area and the user data area by

substituting each of the two sums SUM into {equation 1}.

-19. An initialization method for initializing a computer
to perform file access on a semiconductor memory card that has
a memory area comprising of a plurality of sectors, by
managing data in each group of 2j sectors (j being 0 or a .
positive integer) as a cluster, and managing one or more
clusters as a file, each group of 2i consecutive sectors in the-
memory area forming a block (i being 0 or a positive integer),
a block being a smallest unit on which data erasure can be

performed, the initialization method comprising the following
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steps:

‘a calculation step.of calculating a size of volume
management information based on a numberiof clusters in the
memory area that are to be managed, the voluﬁe management -
information including a file ailocation table that indicates,
for each.file, links between clusters corresponding to the
file;

a reserving step of reserving (1)=a first area for
recording the volume management information, and (2) ‘a second
area for recording user data, the first area having a data
size.larger than the calculated volume managemént information,
and being formed from mx2j sectors (m being a positive
integer), and the second area being formed from sectors
following .the first area; and

a recording step of recording voluméimanagement information
in the first area, and user data in the second-areﬁ,-and :
managing -the volume management information and the user data

as clusters.

. 20. A semiconductor memory card that has a memory area
comprising of a plurality of and manages data in each group of
27 ‘sectors (j being 0 or a positive integer) as a cluster, and

i
one or more clusters as a file, each group of 2- consecutive
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sectors in the mem@;y area forming a bldck_gi-being 0 or a
positive integer),.a.block being a smallest unit on which data
erasure cﬁn'be performed, the semiconductor memory card
comprising:

-‘ a first area, being forﬁed from.mx2j sectors (m being a
positive integer), for recording volume management
information; and

a second area, being formed from sectors following the -
first area, for recording user data;

the volume management information including a file
allocation table that indicates, for each file, links between -

clusters corresponding to the file.

21. The semiconductor memory card of Claim 20, wherein:

the volume management information includes, in addition to
the file allocation table, a master boot record, a partition
taple; partition boot sector information, and a root directory .
entry; and

the master boot record and the partition table are recordgd
in a first sector of the first area, a predetérmined number of
sectors are skipped, aﬁd then the partition boot sector
ihformation,-the file allocation table, aﬁd the root directory
entry are recorded in subsequent sectors, in order to align an
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end of the first area with an end of the root directory entry.

22. The semiconductor memory card of Claim 20 further
records an attribute table including a plurality of attribute
entries, each of which csrresponds to one of a plurality of
blocks:;

user data recorded in the second area is managed as at
least one file having a write prohibit attribute; and

the recording unit is operable to set a write. prohibit

attribute for entries in the attribute table that correspond

- to blocks formed entirely of sectors corresponding to clusters

in a write prohibited file.

23. A semiconductor ﬁemory card having a memory area that
includes (1) a protected area that can.only be accessed by a
device connected to the semiconductor carq once';n
authenticity of the connecfed device has been verified, and
(2) a user data area that can be accessed by the connected
device regardless of whether or not the authenticity of the
connected device has been verified, the protected area.énd.the--
user data area including a plurality of sectors, and managing .
data in each group of Zj sectors (j being 0 or a positive

integer) as a cluster, and one or more clusters as a file,
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each group of zi.qeggecutive sectors forming a block (i being 0
or a positive intéég;), a block being a sﬁélies£ unit on which
data erasure can be performed, and at least one of the
protected area and the user data area including:

a first area, being formed from mx2j sectors (m being a
positive integer), for recording v&lume management
;nformation; and -

a second area, being formed from sectors following the

‘first area, for recording user data;

the-#olume management information including a file
allocation table that indicates, for each file,slinks-betweep

clusters corresponding to the file.

24. The semiconductor memory card of Claim 23, wherein:

the volume management information includes, in addition to
the file allocation table, a master boot record, a partition
table, partition boot sector information, and a root directory
entry; and

the master boot record and the partition Eable-are recorded
in a first séctor of the first area, a predetermined number of
sectors are skipped, and then the partition boot sector
information, the file allocation table, and the root directory

entry are recorded in subsequent sectors, in order to align an
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end of the first area with an end of the root directory entry.

25. The semiconductor memory ca;d of Claim 23 further
records an attribute table including a plurality of attribute-
entries, each of which'corresponds to one of a plurality of‘
blocks:; -

user data recorded in the second area is managed as at
le;st one file having a write prohibit at£ribute; and -

the recording unit is operable to set a write prohibit

attribute for entries in the attribute table -that correspond

" to blocks formed entirely of sectors corresponding to clusters

in a write prohibited file.
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