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Ths invention relates to exchangeshle mandry caxds having several intag-
rated circuits for personal camputess.

These maory cards serve as 2 Jange capacity mass memory for replacing
1Ioppy dicks apd other exchangesble magoetic supports. In particulasr,
they have a plug-in connector (12) at ithe end of fthe caxd end can be
inserted in the reader in acourdance with POMCIA standards of a micro-
carputer. Acconding to the iwvention, a £lush contuct chip cand meacry
is formed by suchaplug~mcam (10} Mf'orﬂnismrposeu:e lattar has
a supplementary connector with f£lush contacts on its principal base (14).
The thus formed reader is iransportuble, with its apolication software
stored in the card (10} exd cen be installed in any randan microcamputer
cquipped with a POACIA Teader. A credit caxd or secarity card (18) csn
then be inserted in said transpartable rexder.
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WITH FLUSH CONTACTS

FIELD OF THE INVENTION

The invention relates to exchangeable memory cards to be temporarily inserted in a card reader forming part
of a microcomputer or personal computer (PC). These cards are mainly mass memory cards for portable
computers. In the future, they could replace floppy disks and other magnetic mass storage means. They can
be used as a mass memory having as large a capacity as magnetic floppy disks (approximately 1 million
bytes). Their size is no greater than the floppy disk (credit card size, thickness 3 to 5 mm) and they offer

much faster access (several thousand times faster).

PRIOCR ART

Mass memory cards, sometimes known as PC-cards have several memory chips and a connector (68 pin
female connector according to the PCMCIA standard of the Personal Computer Memory Card International
Association, 1030B East Duane Avenue, Sunnyvale, California). The card can be plugged into a
corresponding male connector of the computer. The connections are such that the memory can be addressed
by a parallel input-output port of the PC, either as if the memory was a magnetic mass memory, or as if it

was an extension of the RAM of the computer.

OBJECTS AND ADVANTAGES

According to the invention, it is considered that it would be of particular interest to use this type of card as a
main member forming a card reader with a flat chip and flush contacts (cards such as those mainly used for
access security to rooms, for banking transactions, for the provision of services such as telephone

communications, etc.).

The invention therefore proposes a plug-in or pluggable memory card for a microcomputer having several
integrated circuit chips and a conné‘g:tor with several dozen plug-in contacts at the end of the card,
characterized in that it also comprises a supplementary connector with several flush contacts on a

principal surface of the card, said supplementary connector being able to come into contact with a chip card
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of the credit card type, i.e. a flat card, whose acces$ {8 ush
on a. principal face. For sinplification purposes he[eﬁﬂﬂ\%‘?g}ﬂ MﬁéﬁEﬁf

"menory card"” will be used for the card having plug-in ¢ontacts at the end
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functions of these cards do not correspond to nenorie$ or to credit g
systens. The arrangenent is such th&t the nass nenmo y card and the
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these cards do not correspond o memories or to credit systems.

The arrangement is such that the mass memory card and the credit card caﬁ be inserted face to face and at
the same time into a mass memory card reader. Insertion brings about the application of the mass memory
card supplementary connector to the access contacts of the credit card. Or alternatively the mass memory
card is already plugged in place in a slot of a card reader of 2 microcomputer and it is possible to insert the

credit card into the space left within the gap.

In this way, the mass memory card serves as a credit card reader whilst having a compact size and whilst
in particular being portable or transportable, because the mass memory card is by definition an
exchangeable card. This leads to a PC credit card reader, which can be carried from one PC to another and
it is very advantageous because it can simply be plugged into the PCMCIA reader of a microcomputer. The
credit card reader application software can be incorporated into the memory card, which can have a very

large non-volatile storage capacity.

The integrated circuit chips of the memory card will in particular be used for establishing a communication

with the credit card and which may or may not be controlled by the microcomputer.

The simultaneous presence of two cards in the same reader assumes that the total thickness of the two cards
is compatible with the height of the insertion slot of the reader. As this slot is approximately 5 mm and the
security card has a thickness less than 1 ;om, the memory card will be given a thickness less than the width

of the slot, in the area where the cards are face to face.
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According to another aspect of the invention, the latter can be used for rendering secure mass memory cards

containing data which are to be protected during reading and/or writing.

In other words, the credit card will then be a security card used for controlling access to the mass
memory, but instead of said security card communicating directly with the microcomputer, it will
communicate with the mass memory card, whose security it is to ensure. In the absence of the security card,
access to the mass memory (or at least certain parts of the latter, either during reading, or during writing)
would be prevented and the user would not have access thereto from the microcomputer. In addition, the
inhibiting action would be exercised by the electronic circuits of the mass memory card and not by the

microcomputer, which offers a much greater security.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is described in greater detail hereinafter relative to non-limitative embodiments and with

reference to the attached drawings, wherein show:

Fig. 1 A general perspective view of the plug-in card according to the invention forming a flush contact

credit card reader.

Fig.2 A similar view to Fig. 1, but with the credit card in place on the plug-in memory card.

Fig. 3 A cross-section through the two cards located in a PC memory card reader.
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Fig. 1 shows 2 mass memory card according to the invention. This memory card is generally understood to
mean a card having several integrated circuit chips, as well as a connector having multiple pins at the end of
the card. Typically, the PCMCIA standard defines such cards with 68 output contacts for card sizes of
approximately 5 cm x 8 cm and a thickness of approximately 3 to 5 mm. Thus, it is essentially a flat card

having two parallel, principal faces.
The card is designated by the reference 10. The connector is at the end on a small side of the card and is
designated by 12. In principle, it is a female connector. It can be plugged into a corresponding male

connector of a card reader forming part of a microcomputer or connected to a microcomputer.

According to the invention, on one of the two principal faces of the card, e.g. the face 14 at the top in

Fig. 1, is provided a supplementary connector 16, which has flush contacts. Thus, it is not a

plug-in connector like the connector 12. In fact, it is a connector constituted by several contacts all
extending parallel to the plane of the upper surface 14 of the card and preferably projecting slightly with
respect to said plane. More specifically, the connector is designed and positioned in such a way that it can
come into contact with the different contacts of a chip card of the flush contact credit card type when such a
card is placed against the principal face 14. Contact takes place by pressure when the cards are applied to

one anqther.

Typically, according to existing standards, chip cards of the credit card type have a connector with eight
flush planar contacts on a principal face of the card. For example, ISO standard 7816 defines the shapes
and positions of these contacts. The credit card has dimensions very similar (approximately 5 x 8 cm side

length) to those of the memory card and a limited thickness (approximately 1 mm).

Fig. 2 is an identical view to Fig. 1, but in which a credit card 18 has in this way been put into place.
Preferably the card 10 has the same width as the credit card 18, é.g. 5.4 cm. This width corresponds to the
width of the insertion slot into which will be introduced the card 10 in the computer reader. The two cards

could be inserted into said slot if they were correctly superimposed and in this position the access contacts of
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the card. The credit card 18 can abut against an edge 20 separating the thicker part from the thinner part and

which is parallel to a small edge of the cards. In addition, the summated thickness of the card 10 and the
card 18 is substantially equal to the thickness of the thicker part of the card 10. In all cases, this

cumulative thickness does not exceed the height of the slot in which the two cards will be inserted.

This gives a card 10 which, when inserted in a card reader, can constitute a flush contact credit card reader,

with the special feature that it can be very easily transported for installation in any random microcomputer.

Fig. 3 shows in section the two cards inserted in 2 mass memory card reader 22, which has a connector 24,
into which can be plugged the connector 12. When the card 10 is in place in the reader, it serves as a card

reader for a flush contact credit card-type card 18.

The drawings do not show possible constructional features, such as a mechanical, electrical or optical card
detector on the card 10. Such a detector may be useful in the case where the operating programs of the
memory card 10 permanently perform a waiting loop for the insertion of the card 18. Thus, the main
operation of the card and even the microcompuier may not be authorized (with the exception of a few

programs), for as long as a card 18 is not inserted.

This credit card reader structure is particularly interesting due to the considerable processing capacities of
existing memory cards of the PCMCIA type. Thus, no matter whether as a result of the memory
capacities (several hundred or thousand megabytes) or the actual processing capacities
(microprocessors), the cards can have all the application software enabling them to then have all the
functionalities of a credit card reader as soon as they are supplied with power. The microcomputer
receiving them will ensure the interface with the user, by its keyboard and screen and can also control the
system, whose operation is under the control of the credit card. The credit card can be a clearance or

authotization card (security card) authorizing the use of the microcomputer,
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-4-  SUMVARY OF THE I NVENTION Fig. 1 éhows a mass nmejroyy card according to
the invention. This nenory card is genérally understopd To

In the first aspect of the invention, the main function of the memory card 10 is to form a flush contact card
reader, which is by its very nature exchangeable, in the same way as a magnetic floppy disk. In this case,
the memories and other integrated circuit chips of the card are dedicated to this use, i.e. the card has e.g. a
microprocessor, which controls the communication protocols with the connector 16 and memories containing

operating programs of said microprocessor and interfacing programs with the computer by the connector 12.

In another aspect of the invention, with the given high processing and memory capacities of the PCMCIA
cards, the circuitry used for transforming the card 10 into a flush contact card reader is only an auxiliary
aspect of the operation of the memory card. The card has main functions which are to be accomplished

under the control of the computer and the function of the credit card reader is one among many.

To complete this description, it will be demonstrated how the invention can in particular be used in the latter

case for ensuring the protection of the content of the actual mass memory card.

According to an aspect of the invention, it is considered desirable to bring about maximum security of mass
memory cards for personal computers. Thus, as a result of their considerable capacity they can contain either
significant data bases which should be proiected both in reading and writing, or expensive programs which
should not be used or duplicated without authorization. Finally, they can used for carrying out
confidential transactions in accordance with programs more sophisticated than those which exist at present,
or implying larger data quantities than those which can be stored by secure transaction chip cards, which

only have a single chip.

Thus, with the structure according to the invention, the mass memory card has security control programs,
which prevent the use of the memory card if on the one hand a flush contact security card is not present in
the card reader at the same time as the memory card, and if on the other hand the communication between

the memory card, the security card and the microcomputer user reveals that the user is not the authorized
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verifying the code introduced with the keyboard by the user is an example of a security card.

As a result of the invention, the following operating protocol can be conceived. A memory card is inserted in
the microcomputer reader. This operation initiates a communication protocol enabling the microcomputer to
partly communicate with the card. The insertion of a security card is requested on the screen. If a security
card is not introduced, it will not be possible to carry out the normal use of the memory card. If a security
card is introduced, a communication is established between the latter and the memory card, the latter
controlling the situation. A password is requested on the screen and is introduced by the user with the
keyboard. This password is received by the ﬁxemory card, which transmits it directly, or better siill in
encoded form, to the security card. The latter carries out the necessary verification operations on the
password. If the password is not correct, the signal returned by the security card is read by the memory card
as a normal operation inhibition. It therefore blocks those parts of the circuits or memories which must
remain protecied. The normal operation authorization for the card is not given by the PC card. The card
protects itself against an unauthorized use. If the password is correct, authorization is given. Authorization
can be in a general form once the password has been given, or can be in a partial form as a function of the

degree of authorization or clearance ailowed by the password.

It is clear that a sophisticated protection can be obtained on the content of the card. On the one hand it is
possible to protect all or part of the card, both in reading and in writing. On the other hand, the card
manufacturer can provid'c for correspondence between the memory card and an associated specific security
card. In the laticr case, the operation of the card may only be authorized if not only the user has a password,
but also the security card is indeed the expected card. It is also possible to have a clearance if only one of

these conditions is fulfilled.
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(approximately 1 mm). Fig. 2 1s an identical viewto Fig. 1,
which a chfidmp6ed WhidSs fiRmwabddud hi s way been put into place. Preferably t he
card 10 has the sane width as the credit card 18, e.g. 5.4 cm This width
corresponds to the width of the insertion slot into which will be
i ntroduced the card 10 in the conputer reader. The two cards

Thus, a particularly important example of the use of the invention has been given. Up to now it has not been

possible to protect mass memory cards and only the microcomputers could be given an overall proiection,
without their various mass memory readers being individually protectable and in particular without the
contents of said mass memories being protected as soon as they were inserted in an unprotected

microcomputer.

The integrated circuit inserted in such a security card is preferably a single chip having a non-volatile
memory with confidential information, which cannot be transmitied on the external terminals of the
integrated circuit and a programmed security circuitry. This circuitry can use confidential information and
other information supplied by the user, in order to provide validation instructions after checking a
predetermined relationship between these two information types. The confidential data does not pass to the

outside of the integrated circuit.

The security chip may itself have a microprocessor and memories and among the laiter elecirically
programmable and optionally electrically erasable, non-volatile memories. The operating program of this
microprocessor is in principle recorded in a read-only memory of the chip. However, it could also be partly
recorded in a non-volatile memory. The content of at least some of the non-volatile memories is not
accessible in reading on external tehninals of the chip. This content is used exclusively by the
microprocessor for its own needs and in particular for performing security programs involving secret codes
placed in inaccessible memories. For example, integrated circuit $T16612 sold by SGS-THOMSQN, in

which is incorporated the GEMPLUS MCOS non-volatile memory program may prove suitable,
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two cards will be inserted.

In another example the credit card has a smaller size, e.g. has the so-called plug-in format defined for use in

Buropean cellular telephony (G.S.M. standard). In this case, the memory card or at least its support 10, only
has a single cavity of appropriate size, preferably located where there is no memory chip. This cavity only
has an upper opening and does not issue to the rear of the memory card. This cavity is provided in its bottom
with a connector for contacting the metal coatings of the plug-in card placed there. Another advantage of
this solution is that its integration makes it more sturdy, particularly because the card does not project. Thus,
it is not possible to tear away the plug-in chip card without tearing away the actual memory card. This
avoids any violation, application stopping immediately that it is removed. In addition, spying on the contacts

of the chip card becomes virtually impossible.
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1. A plug-in card for a microcomputer having several integrated circuit chips and a connector with several

dozen plug-in contacts at the end of the card, said card also comprising a supplementary connector with a
few flush contacts on a principal surface of the card, said supplementary connector being able to come into

contact with a flat chip card, whose access contacts are flush on 2 principal face.

2. A plug-in memory card for a microcomputer according to claim 1 wherein the supplementary

connector has contacts projecting slightly with respect to the principal surface of the plug-in card.

3. A plug-in memory card according to claim 1 comprising electronic means for communicating with a
fiush contact security card placed in contact with the supplementary connector, and means for protecting
access to the plug-in card from a computer, into which it is plugged, as a function of the results of the

communication.

4. A memory card according to claim 1 plugged into a receptacle comprising lateral sides for guiding at the

same time the memory card and the chip card.

5. A memory card according to claim 1 comprising a cavity for receiving a smaller chip card.
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ABSTRACT

PLUG-IN CARD FOR MICROCOMPUTER, FORMING A CARD READER

WITH FLUSH CONTACTS

The invention relates to exchangeable memory cards baving several integrated circuits for persomal
computers. These memory cards serve as a large capacity mass memory for replacing floppy disks and
other exchangeable magnetic supports. In particular, they have a plug-in connector (12) at the end of the
card and can be inserted in the reader in accordance with PCMCIA standards of a microcomputer.
According to the invention, a flush contact chip card memory is formed by such a plug-in card (10) and
for this purpose the latter has a supplementary connector with flush contacts on its principal base (14). The
thus formed reader is transportable, with its application software stored in the card (10) and can be installed
in any random microcomputer equipped with a PCMCIA reader. A credit card or security card (18) can then

be inserted in said transportable reader.

Fig. 2



*In the first aspect of the invention, the main function of the
annDry card 10 is to forma flush contact card r eader }

“very nature exchangeabl e, in the sane way as a magneti @?ﬁg@@¢ﬁlb§Hééﬁ
this case, the nenories and other integrated circuit chjps of the caldjare
dedicated'to this use, i.e. the card has e.g. a mcropr céﬁb&ﬁV‘E&&c S
controls the comruni cation protocols with the connectofy [L6 and nenori ¢s
contai ning operating prograns of said nicay rocessor jand interfacing
programs with the conputer by the connector’ 12. In ct _of jthe
invention, with the given high processing and nenory capa0|t|es of the
PCMCI A cards the circuitry used for transﬂpr gt T
contact card reader is only an auxiliary
menory card. The car E n fungtions
under the control of cgiputer and
reader i s one anong nany.
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isn particular be used inthe latter case for ensuring the p;—o%tlon of
-t hé fontent of the actual mass menmory card, Accordl’/gf)/t/b%(m pect of

the invention, it is consider g%ﬁ:@bﬂ& BEBNDY i ng about “HEXT UM security
of mass nenory cards for per naI rEpMuEers. fhus, as a result of their
consi derabl e capacity they ca I'ther si gnl ficant data bases which

shoul d be protected both in readl ng and vvr|t| ng, or expen5|ve progr ams
whi ch shoul d not be udEHSOIN S ¢ - R

they can used for carrying out conf Iyﬁ-ﬁfltﬂﬁé—; Wt i ons i n accordance
with programs nore sophisticated thafl those whiCh exist at present, or
i npl yi ng Iargemw t hose whi ch can be stored by secure
transacti on chitpe carestioniedateso b \exhiangesbie mgybry chifs to beThemom—Hy t he
st r;JCt :Jre.s aC C Ol Qi Bk Gy Qwvﬁ%&éﬁ&mﬁﬁs P28 Sof B TREY ok Abdk 18 $REULL! Y oo
contro programs‘: (PC). These cards are mainly mass memory camds for portable cau-
paters. In the future, they culd replace floppy disks and other magnetic
mnas storage meens. They can be used as @ mass marory having ax larye a
capacity as magnetic floppy disks (approximately 1 million bytes). Their
10 size is no greater than the flopmy disk (credit card size, thickness 3 to
5 mm) and they offar mych faster sccess (ses?er:al ’élmsmd times fé\smr) .
PRIOR ART
Mass memory cards, scmehmc-s kaown as PC~canis have seve::al manozy chips
and a connector (68 pin female cannectar according to the POMCIA standard
15 of the Personal Computer Mm\or! Cand Intenma_ticxml- Assoclation, 1030B Rast
Duane Avenue, Sumiyvale, Califurnin). The caxd can be plugged into & corr-
esponding male connector of the cawmariber. Tha camections are such ihat
the memory can be addressed by a parallel imput-output port of the FC,
either as if the manry was a wegrnetic mass manary, or as if it was an
20 extension of. the R of the camxter.

OBJECTS AND ADVANTAGES

According to the invention. it is considered that it would be of particular

interest to use this type of card s o nain menbexr fonuing a cead reader

with a flat chip and flush contacts (cards such as those mainly used for
25 access scourity to roams, for baking twensactions, for the provision of

services such as telephone commmicalions, ete.). |

The inventim therefore proposes a plug-in or pluggable memory card. for a
microcamxiber having savaral. intograted cixenit chips and a connector with

30 seversl dozen plug-in coutacts at the end of the card, characharized in
that it alsc coprises a supplenentary counector with several flush con-~
tacts on & principal swface of the card, said suppleuentary connector
being able to come into contact with a chip card of the credit caxd type,
i.e. a flat card, whise access contacts are flush on a principal face.

35 ' '

or simplification ;x:zposes hereinafiter, the {erm "memory card™ will be

used for the card having plug-in contacts at: the end and “credit capd” for

the cand with flush contacts, even though the general funclions of these

! This Sheet Has Been Replaced
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security card is nof present in the card reader at the sane tine as the

menory card, and if on the other hand the comunication between the nenory
card, the security card and the n grecenputer user reveals that the user is
not the authorized THIS SHEET HAS BEEN
-7- hol der of the security card rorr&ﬁm@mg tolthat expected by the
menory card. The expression "security card?2 +s here understood to nean a
card able to verify an authorization or encode data in such a way as to

caxds do not correspond to memaies or to aredit systans.

The arrengement is such it the mass menory card and the credit cand can
be inserted face to face and at the saue time into a mass memory cavd
reader, Tnsertion brings about the spplication of ilm imass memory card
supplanentery connector to the access contacts of the credit card. Oc
altematively the mass wamory caxd is alvesly plugged in place in a slot
of a card readar of a microcamputer and it is possible to insert the credi
cargd, into the space left within the gap.

4]

10

In this way, the mass memxy caxd serves as a credit card rcader whilst
having a compact size and whilst in particular being portable or tremsport
able, because the mass mevory card is by definition an exchangeasble caxd.
This leads to a PC crodit card resder, which can be carried fram one PC Lo

15 mother and it is very adventogecus because it czm simply be plugged into
the POMCTIA resder of a wicrnoxagiiter. The credit card .rezﬂer spplication
software can be incorporated into the memory card, which can have a very
Jarge non—volatile storage capacity.

20 The integrated circuit chips of the memory card will in pacticulsc bo used
for esteblishing a conmmnication with the credit cand ard which may or may
not be controlled by the microcanputec.

The simultanecus prusmce of two cards in the same reader assumes that the
25 total thickness of the twp cards is campatible with Wi height of the

insertion slot of the realer. As this slot is appraximately 5 wm and the

security cand has a thi.ck(xess less than ] om, the mewory card will be give

a thickness less than the width of the slot, in the area wheme the cards
are fFace Lo face.

The supplenemtary connector of the card will preferably bave a slight exts
thickness campared with the face of the card on which it is located, so
that it eesily comes into contact with the coutacts of the credit caxd,
when the latter is applied 1o it in the reader. The ocover will then
natuxally have a bolding ;act'_i.ou.

’
[0
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confi denti al

keyboard by t
the: i nvention
card i s iInser
conmuni cati on

with the card.

If a security

code and neans for venifying the code introduced with the
he user is an exanple aof a security card. As a result of

, the follow ng operati: Q‘I-ﬁ’§ ﬁﬂ:}\b' concei ved. A nenory

t he mcrocorrput‘ eration initiates a

prot ocol enabling the mer ccsrr‘puter partly communi cate
The insertion of a securl’t’y3 Card is requested on the screen.
card is not introduced, it will not be possible to carry out

t he normal use of .the nenor

comuni catlong?'%“gé"? %@#’ﬁ%ﬁéj\%xn F’t%{aéﬁg‘? ng@ﬁ'& mem)ry%%a % {%e

| atter contrahd\deu’gnwmecmetu@ﬁsi oeorA gards \ortripdng Whik BF (Rebe @roen
and is |ntrodtt18ggadb mm heitkgy boar d. Th| s password is received

by the nenory card, V\/mch transmts it directly, or better still

encoded form

I n
to the security card. The latter carries out the necessary

verificagion apeasta:termmdsn the axedits sant §il) fthembe paseaity iC3Td Msed ofqrecon-

t he signal r et

; o5 ‘ ' f Sarc@S
nor mal oper at i onﬁlﬁg‘ﬁ %I | on @H@rﬁé&gy Dk G edit W%E@%ktﬁ% Earch

circuits or

10

8

pggat,mccpgmy with & Orm%%aé.hgswrts Oficate with
the mass memory card, wbose.security it is to ensure. In the ghseace of
the security card, access td the mass memory (or at least certain parts of
the latter, either during reading, or during writing) would be prevented
and the user would pot have access thereto fian the microcoputer. In
addition, the inhibiting acticn would be exervised by the electronic cir-
cuits of the mass manory cuxd and not by the microcomputer, which offers
a much greeter seanity.
BRIEF DESCRIPTION OF THE DRAWINGS
The inventicn is described in greatex detail hereinafter ralative to non-
limitative endxxiiments and with reference to the attsched drawings, wherein

[Hie

Fig- 1 A general perspective view of the plug-in cavd according Lo the
iuventidn Fomning & flush contact credit card reader.

¥ig. 2 A similar view to fig. 1, btut with the credit caxd in place on
tha plug-in memory card.

1ig. 3 A crosa-section through the two cards located in a PC memory cexd
reader.

SUMMARY OF THE INVENTION

Fig. 1 shows & mess memory cord accarding to the invention. This memory

card is genexelly md@:sboéd to mean a cxxd having several integrated cir-

cuit chips, as well as a caanector having nultiple pins at the end of the

card. Typically, the POMCIA standard defiiness such cards with 68 ocutpat

contacts for cand sizes of approximately 5 cm X 8 an and a thickness of

approciinately 3 to 5 mm., Thus, it is esgentially a flat card having two
parallel, principal faces.
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given ‘by the PC card. The card protects itself against an unauthorized
use. .1f the password is correct, authorization is glven Aut hori zation can
be in a general formonce the passwor UT¥ER ] or can be in a
partial formas a function of the d “-orrzatlon or clearance

al | oned by the password. It is cle 2 : +s+4 cat ed protection can
be obtai ned on the content of the card. Ch_uhe one hand it is possible to
protect all or part of the card, both in reading and in witing. On the

ot her hand, the card nanufacturer can provide for correspondence between

t he nenory cardmahdaahiasksmmaﬂedlapéheﬁnﬁama&nﬂﬁlymmsabduxb&rbgeaéqﬁger

case, Lhe oper s ahadln! SReoar dnTnfilol BEaMAIL R 1o H0TLSRLL(0e uSer

has a password, but also the securl Yeur &t st

is al so possi bl @ FHRIRGERELPear 3hGani ke BHigyed date R W@MMM

fulfilled. of a card reafer forming part of a microcanputer or coanected to a micro-
5 camputer. ' '

2According Lo the invention, on one of the iwo principel faces of the caxd,
e.g. the face 14 at the top in fig. 1, is provided a supplenentary com-
ector 16, which hss £lush coatacts. Thus, it is not a Plug-in connector

10 like the comector 12. I fiack, it is a coanector constituted by several
cantacts all extending parallal. to the plane of the upper surface 14 of
the card and preferably projecting slightly with xespect to said. plane.
More specifically, the connector is designed and pogitioned in such a way
that it can came into contact with the different contacts of a chip card

15 of the flush contact credit card type whem such a card is placed against
the principal face 14. Contact tukes place by pressure when the cards src
appl.ied to one another.

Typically, according to existing standamds, chip cards of the credit cad

20 type have a coanector with cight flush planar contacis on a principal. fuce
of the card. lor exanplo, TSO standard 7816 defines the shapes and posi-
tions of tlese contacts. The credit card bas dimensions vexy similar
(zpprovimately b x & an side length) to those of the panery card and a
limited thickness (approximately 1 nm).

Fig. 2 is an identical view to f£ig. 1, but in which a crodit card 18 has
in this way been put into place. Prefarsbly the curd 10 has the sane widtr
as the credit card 18, e.g. 5.4 au. This width corvespoxis to the width
of 1he insertion slot into which will be introduced the card 10 in the

30  computer reader. The two carts could be inserted into said slot if they
were carrectly superimposed and in this position the sccess contacts of
the credit cad 18 are electrically comected to the comector of the caxd
10.

35 Prefexchly, the end of the memory card 10 on the side of the coanector 12
is thicker than the rewsinder of the card. The credit card 18 can abut

<
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comuni cation passing via'the mcroconputer, which is advantageous.

Thus, a particularly inportant exanpl sldperusaseErNhe i nvention has been
given. Up to now it has not been posdible kgpprebect nhss menory cards and
only the m croconputers could be give m—overat T protection, wthout

their various nass nenory readers being individually protectable and in
particular without the contents of said mags-nenories being protected as
soon.as they were inserted in an unprotected m croconputer.

w

10

15

2S5

30

against an edge 20 separating the thicker part frau the thinner part a-j
which is parallel to a smdll adge of the cands. In addition, the sumated
thickness of tha caxd 10 aod the card 18 is substantially equal to the
thickoess of {the thicker part of the card 10. Tn all cases, this comul-
ative thickness does not exceed the height of the slot in which the two
cards will be inserted.

This gives a card 10 which, when inserted in a cani reader, can constitute
a flush contact credit cand reader, with the special feature that it can
be very easily transported for installation in any random microcamuter.

Fig. 3 shows in section the iwo cards inserted in a mass manorvy card xeade:

22, which has a connector 24, into which can be phlggﬁd the cannector 12.
When the caxd 10 is in place in the remer, it serves as a caxd veader for
@ flush contact credit card-type card 18.

The dramings do not show possible constructional features, such as a mech-
anical, electrical ox optical card detector on the card 10. Such a detec-
tor may be useful in the cage where the operating progrzms of the memory
card 10 pexmenently perfiomn a waiting loop for the insertion of ths caxd
1§, Twos, the main operation of the caid and even the micnmocomputer may
nol be autborized (with the exception of a few programs), for as long as
& card 18 is not inserted.

. i
This credit card reader structure is particularly interesting due to the
consideraeble processing capacities of existing memory canmds of the FXCMCla
type. Thus, no matter whether as a result of tha mewory capacities
(several hundred or thousand megebytes) ar the actual processing Capac-
ities (microprocessors), the cards can have all the application software
enabling then to then have all the functionalities of a credit carmd rezic
as soon @s thay are supplied with power. The microconpuber receiving the
will ensure the intariuse with the user, by its keyboend snd ecresn and
cen also control the sysleu, whose operation is under the centrol of ths
credit card. The credil card can be a clearance or authorization card
(security card) authorizi?ag the use of Ix microconpmuter.
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singte chip having a non-volatile - I dential information,
whi'ch cannot be transmtted on thg ng[ Ly“ Vﬁé?;?m nals of the integrat ed
circuit and a programmed security mrm'ur —FhRts—€ircuitry can use

confidential information and other i nformatlon supplied by the user, in
order to provide validation instructions af fer checking a predeterm' ned
rel ati onshi p between these two information types. The confidential data
does not pass to the outside of the |nte rated circuit. The security

chip may itsel f Imdbe B @OpFoOEST6 MO dRis 1 Epngtinn, of Hde mepeEy cara
electrically plogsassaahe aaﬁﬁ;gnpémeml by resler) cmlitly isrhgsalnﬁa;ay nature

orinei pi e rocor ARAebie PR Lol 39 £ ity elood ALGE O5F AL e "

al so be partly u@m.wm ’éﬁa‘ﬁ y“-bll’ﬁé’fcéh?éﬁfdd#f@aﬂeﬂie’at&ﬂ
sone of the nonwcuakld.@ m@ruﬁsmame.acam@wm A ENLL AR

termnals of the ¢ mttlxlngca %ggo?s ﬂﬁ &eecongé&ogsisvanélm containing

operating prograss of gaid microprocessor and interfiacing programs with
the computer by the connector 12.

10 In another aspect of the invention, with the given high processing and
menory capacities of the POMCIA cards, the circuitry used for transfonming
the cacd 10 into a flush contact caxrd reader is only am auxiliary aspect
of the gperation of 1w luzwry card. The card has main functions which

_ are to be accamplished under the caaitrol of the compuber and the functican

15 of the credit card rexier is one anong many- )

To capplete this descrdption, it will be dancnatratod how the inventicn
can in particular ixs usal.in the latter case for ansuring the protection
of the content of the actual mass menory card.

According to &an especl of:the invention, it is considered desirable to
bring about maximm security of mass mawry cands for personal conputers.
Thus, as a result of their conmiderable cepacity they can oontain either
signifiicant data bases which should be protected both in reading and

25 writing, or expeneive prograus which should not be used or duplicated
withcol muthorization. Finally, they can usedi for carrying ocut coafiden-
tigl txansactions in accouiance with programs more sophisticated then
those which exist at present, or implying lmypen: data quantities than
those which can ba atord by secure tramsaction chip csuds, which only

30 have a single chip.

Thus, with the stucture accarding to the invention, the mass memory card
has securily control programs, which prevent the use of the memory card i
cn ihe one hand a £lush contact security caxd is not present in the card
35 reader #i: the same time 8s the manory cand, and if on the othwar hand the
opmunication between the memory card, e seaurity camd and the micro~
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programs invol ving secret’ codes placed I n |nacceSS|bIe menories. For

exanple, integrated circuit ST1661g o 1 SBE QN, in whichis
i ncor porated the GEMPLUS MCOS non-F Fd;t%]‘EgL{@mry ptogram nmay prove
sui t abl e.

-9- I n anot her exanple the credit card hag a smaller size, e.g. has the
so-called plug-in format defined for use in

cavnputer user reveals that the user is not the authorized holder of the
security caxrd oorresponding o that expected by the memory card. ‘tne
expression “security card™ is here understood 10 mean a caxd able to verif:
a autharization or encode data in such a way as to make fraud ittpossibleﬂ

5 ar virtually impossible. ‘A cavd containing a confidentisl. code and meang
for verifying the code mtroducedwithihakeybowﬂhyﬂneuserism
example of a security card.

As a result of the invention, the following cperating protocol can be

3o  oonceived. A memory card is inserted in the microcowputer reader. This
oparation initiates a camwnication protocol enabling the microcomputer to
partly commmicate with the card. The insertion of 2 security caxd is
requested cq the screen. (If a secwity cad is not intyeduced, it will
not be possible to carry cut {1 numal use of the mowry card. If a secu

15 rity card is sntroduced, a commmication is establisbed between the latter
and tho memory card, the latter controlling the situaticn. A pass word is
requested on the screen axl is intixduced by the user with thae keyboand.

- This pass word is received by the memory card, which trengmits it directly
or better still in encoded form, to the security cand. The latter carries

20 out the necessary verification coperations on the pass word. If the pass
word is not corxect, the signal retumed by the sécurity caxd is read by
the manory card as a nomnal operation inhibition. It therefore blocks
those partn of the circuits or memories which must remain protected. The
nomnal operatica autharization for the card is not given by the FC caxd.

25 Tha capd protects itself against an unauthorized use. If the pass word is
correct, authoxrization is given. Authorization can be in & general. form
cace the pass word has been given, or can be in a partial form as a func-
ticn of the degree of gutharization or clearunce allowed by the pass: word.

30 Tt is clear that a sophisticated protection can be obtained on the conten
of the card. Ono the one hand it is possible to protect all or part of th
card, both in xesding and in writing. QOn the other hand, tho cerd manu-
facturer can provide for ¢orrespardence between the memory card sud an
associnted specific searity caxd. In thwe latler case, the operution of

15 the card way only be autboxized if not anly the user has a pass word, but
I
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card -or at least its support 10, only has a single cavity of appropriate
size, preferably |ocated where there—-s—ne—ferpry—ehip. This cavity only
has an upper opening and does not i S8 SHEER HeS BEEY 1of the nenory card.
This cavity is provided in its bottom WHRASE onnedt or for cont act ng the
metal coatings of the plug-in card placed_tghgre. Another advantage of this
solution is that its integration makes it nore sturdy, particularly because
the card does not project. Thus, it is not possible to tear away the

pl ug-i nl cth! P caisb }Mﬁ%ﬁ@?&&ﬁgﬁ@ﬁg&sﬁlw.xmﬁﬁ-a&i Isamt ds
any violation, _.application stopping. ine it LS eg. In

addi tion, spyi ﬁﬁﬁ%f‘fet?@ 8%’??{‘5%?% Q%Ty %eeoéﬁ%%‘%%%nﬁ é‘% Iy

I mpossi bl e.

It is clear that the memory camd is protected without the seawity checking
coqmumication pagsing via te microcovpuiar, which is edvantageous.

ot

Thus, a particularly importent eiample of the use of the invention has bHeen

given. Up to now it has not been possible to protect mass mewory cards

and only the micyrocanputers could be giveq an overasll protection, without
10 their varicus mass mewry resders being individually protectable and in

particular without the contents of said mass memories being protected as

soon as they were inserted in an unprotected microcayuter.

The iutegrated circuit imserted in such & security card is preferably a

15 single chip having & non-volatile masory with confidential infooustions,
vhich canmot be trensmitted on the external temuinals of the integrated
circuit and a programed socurity circuitry. This cirwuitry can use con-
tidentisl informetions i other informations supplled by the user, in
oxder to provide validxtion ingtxuctions after checking a predetermines

20 relaticnshipy betwean thewe two infomalion types. The canfidential data
does not pass to the culuide of the integrated cincuit.

The security chip may itself have a micruprocessor and meweries @nd among
the latter electrically programmsble a&d opticnally electrically erasable,

2 non—volatile memories. The operating program of this microprocessar s in
principle recorded in a reéd-cmly menory of the chip. However, it could
also be partly recorded in a noo-volatile memory. The coatent of at least
gome of the non-volatile memories is not accessible in resiing on external
terminals of the chip. This coatent is used exclusively by the micro-

30 processor for its own needs and in particular for perfarming secuxity pro-
grans involving secret codes placed in inaccessible memories. Par example
sntegrated civcuit ST16612 sold by SGS-IHOMEON, in which is incorporated
the GIMPIUS MXOS non-volatile memory progrzm may prove suitable,

'3‘3 Tn another examples the credit cad has a smaller size, e.g. has the
so-called plug-in fommat dafined for vse in Turepean ecalinlar telephony
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integrated circuit c¢hips®and a connector with several dozen plug-in
contacts:at the end of the card, s I fuBNHEER B8 m&prl sing a suppl ementary
connector with a few flush contact|s 0N RERIACED pal purface of the card,
sai d suppl enmentary connector bei ng 'aptetoTome Tt contact with a flat
chip card, whose access contacts ar€ flush PN a principal face. 2. A
plug-in nmenory card for a microconputer according to claim1 wherein the
suppl ementary connector has contacts projecting slightly with respect to

the principal sy 53 eflnabl® P! #0thik G854l the memuy card or at least its support

10, only has a single csvity of appropriate size, preferably locaved where
there is no mepory chinp. 7This cavity cnly has am upper ogening'm does
not issue to the xear of the memory card. This cavily is provided in itg

5 . tottom with & connector for contacting the metal. coatings of the plug-in
curd placed there. Another advantage of this solution is that its integ-
ration makes it more sturdy, particulacly because the card does not pro-
ject. Thus, it is not possible to tear eway the plug-in chip camd without
tearing away the actual mamory cand. This avoids any violation, epplica-

10 tion stopping imuediately that it is renoved:. In addition, spying ca the
contacts of ibe chip card becomes virtually inpossible.

H
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for _communicating with a’ flush contact security card placed in contact
with-the suppl enentary connector, and neans for protecting access to the

plug-in card froma conputer, into
the results of the conmunication.
pl ugged into a receptacle conpri si ng
time the menory card and the chip card.
claiml conprising a cavity for receiving a sggl er

"

25

) pl ugged, as a function of
WS SﬂFﬁﬁmgy»Eg d according to claim1l
3 ’%i’LAGELdes fr' guiding at the sane

3 ard according to
" T

CLAIMS

1. A plug—in card for a microcamputex having several. integrated cir(u:,{_
chips and a comector with severdl dozen plug-in contacts at the end of
the caxd, said cand also anpr:smgasupplamntaxycomectormﬂxa Few
flush contacts an a principal surface of the caxd, said supplementary ocn
nector being eble to came into contact with a flat chip card, whose ac:c:«w
contacts are flush on a principal face.

2. A plug-in memory caxd for o microcamputer accordiing to claim 1, where
the supplementary connectar has contacts projecting slightly with respect
w the principal an:i:acr. of the plug-in card.

's
3- A plug-in memcry card acconding €0 clafm 1 comprising electronic meap
for comunicating with a flush contact seurity cand placed in contact
vwith the su,gplaneutaxy connector, and means for protecting access to tha

plug-in card from a cayguter, into which it is plugged, as a function of
the results of the conmmication.

4. A memory cand according to claim 1 plusgad into a receptacle oanpris!

lataexal sides for guiding at the sama tima the marory card &nd the chip
card.

S« A wmamory card accarding to claim 1 comprising a cavity for receiving
swaller chip card.
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