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Mobile device receives SMS containing OTP S400

|

‘App’ displays OTP in SMS message S402

|

‘App’ generates local OTP every n seconds S404

|

‘App’ displays both received OTP and local OTP on
mobile device S406

'

User concatenates received and local OTPs and
sends to authentication module S408

|

Authentication module validates concatenated OTP
S410

Fig. 3a




4/5

Mobile device receives SMS containing OTP S300

|

‘App’ extracts OTP from SMS message S302

|

‘App’ generates local OTP S304

‘App’ cryptographically combines extracted OTP and
local OTP to generate combined OTP S306

User sends combined OTP to authentication module
S308

|

Authentication module validates combined OTP S310

Fig. 3b
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