[ 0001] SELF- CONFI GURABLE W RELESS LOCAL AREA NETWORK
NODE [ 0002] FI ELD OF I NVENTI ON [ 0003] The present

i nvention generally relates to wireless |ocal area
networ ks (WLANs), and nore particularly, to a nethod
and apparatus for determ ning and anal yzi ng network
t opol ogy, configuring network nodes, and resolving
functional conflicts that arise_in network
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Stk %"l\rl\qesseh"’é’“i’m{eﬁes [0008] In the

cat’i ons
|{0ﬁ(wast ru d‘lypmellydeLAN:ilnx:hded mphxalﬁTABABs,avhereln each AP is

e e e

configured STAs, as well as multiple appropnately configured APs or ARs, when

configured in the “infrastructure mode”. Some STAs may alternatively be
configured to conduct wireless communications directly to one another, i.e.,
without being relayed through a network via an AP. This is commonly known as
“peer-to-peer mode” or “ad hoc mode”. Where a STA is configured to communicate
directly with other STAs, it may also be configured to function as an AP. STAs
can be configured for use in multiple networks, with both network and peer-to-
peer communications capabilities.

[0008] In the infrastructure mode architecture, STAs are conventionally
connected in a star-type topology to a central AP in order to communicate to each

other or to connect to other external networks. Although this architecture has
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other or to connect to other external networks.

Al t hough this architecture has -1 proven successful

in the past, many factors, such as the increasing
nunber of <closely |ocated APs, the increasing nunber
of applications for a WLAN, and the fact that APs are
restricted to public bands, have resulted in
conventional infrastructure node architectures
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[0011] Figure 1is a diagram of a network 100 with an infrastructure mode

architecture including a plurality of STAs 102a-102n communicating with a fat
AP 104. This architecture is often referred to as a fat AP architecture because all
of the medium access control (MAC) layer functionalities are located in the AP
104. The STAs 102 communicate with the AP 104, and with one another via the
AP 104. The AP 104 incorporates a physical (PHY) layer 106, a real time (RT)
MAC layer 108, and a non-real time (NRT) MAC layer 110.
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of the medi um access control (MAC) | ayer
functionalities are located in the AP 104. The STAs
102 communicate with the AP 104, and with one anot her
via the AP 104. The AP 104 incorporates a physical
(PHY) layer 106, a real time (RT) MAC |ayer 108, and
a non-real tinme (NRT) MAC | ayer 110. -2 [0012] Fi gure
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the NRT functionalities between the AC (NRT MAC 314) and AP3 306 (NRT
MAC 312). This conflict is further aggravated in other network topologies such

as, for example, mesh networks, wherein AP functionalities are distributed over

Qﬂ

the entire mesh network and wherein direct communication between ACs and
APs is not always possible.

[0015] Accordingly, it is desirable to provide a method and apparatus to
resolve functional conflicts that arise in WLAN architectures.



MAC 312). This conflict is further aggravated in other
networ k topol ogi es such as, for exanple, nesh

net wor ks, wherein AP functionalities are distributed
over the entire nmesh network and wherein direct
communi cati on between ACs and APs is not al ways
possi bl e. [00151 Accordingly, it is desirable to
provi de a method and apparatus to resolve functiona
ﬁﬁﬂﬁ]icts that arise in WONNMMABN t ectures. -3 [0016]
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ABsoffedf or configuring nodes in a WAN includes a

transn1tter/
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transmitter/receiver, an inquiry device, a capability mapping device, and a

capability evaluating device. The inquiry device is in communication with the
transmitter/receiver and is configured to send functionality inquiry messages to
an AP in the WLAN. The capability mapping device is in communication with the
transmitter/receiver and is configured to receive functionality inquiry reply
messages from the AP and to map the functionality capabilities of the AP. The
capability evaluating device is in communication with the capability mapping
device and is configured to determine if any functionality capability conflicts exist
between the AP and the AC.



capability evaluating device. The inquiry device is in
communi cation with the transmtter/receiver and is
configured to send functionality inquiry nessages to
an AP in the WLAN. The capability mapping device is in
conmuni cation with the transmtter/receiver and is
configured to receive functionality inquiry reply
messages fromthe AP and to map the functionality
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EMBODI MENTS [0028] In a preferred embodi nent, a WAN
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ceomhindLe MAG)ﬁMcﬁonahtles (e.g., NRT MAC functions) from the AP(s) and
provide these functionalities to the network. An example of this configuration is

shown in Figure 3. Alternatively, the AC may provide all MAC layer
functionalities to the network. As noted above, the AC may split and provide any
functionality that is typically provided by the APs, including MAC layer
functions, PHY layer functions, security methods, management interfaces, etc.
[0029] The present invention is not limited to the network deployment
illustrated in Figure 3. Rather, the present invention is applicable to any
network deployment in which functional conflicts between network components
occur. As previously described in connection with Figure 3, there is a redundancy
conflict with the NRT functionalities between the AC 308 and AP3 306, in that
both the AC 308 and AP3 308 attempt to provide L2 NRT-MAC functionalities,

creating a problem in the network 300.
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shown in Figure 3. Alternatively, the AC may provide
all MAC layer functionalities to the network. As

not ed above, the AC nay split and provi de any
functionality that is typically provided by the APs,
i ncluding MAC | ayer functions, PHY |layer functions,
security nethods, managenent interfaces, etc. [0029]
The present invention is not limted to the network
depl oyment illustrated in Figure 3. Rather, the
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priority than nodes that are lower in the hierarchy (i.e., APs). Disabling a module

in the AP preferably occurs after a predetermined period of time (e.g., sync-up,
future event, etc.), at which point the AC takes control of those functions for the
AP and thus resolves the conflict.

[0034] It should be noted that the messaging means described above may
also be used to enable functionalities, such as with a functionality enabling
message. Additionally, the disabling, reconfiguring, and enabling of
functionalities may occur during a system start-up phase or dynamically while
the system is operating. Dynamic adjustments may be utilized, for example, to

better distribute and re-balance processing power in a system based on functional
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transmts a nessage to the AP ordering that the
conflicting nodule in the AP be disabled or
reconfigured to resolve the redundancy. Conflicts
anong network nodules are preferably resol ved based
on the individual priority of the nodul es. Nbdules
that reside higher in the network hierarchy (i. AC)

are given higher priority than nodes that are Iovver
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195§ PR a single network node, but are distributed
across various nodes. [0035] It is noted that an AC
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i ons: APs to provide sone or
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functionalities (step 406).
[0038] The AC 402 sends an inquiry to the AP 404 (step 410). The inquiry

can be sent upon initial setup or upon the entry of a new node to the network,

such that the system can correctly configure itself as quickly as possible. The
inquiry can also be sent on a periodic basis (e.g., once a day as the system should
not need to change too frequently) or by being triggered by a particular event
(e.g., when a congestion condition arises, the capabilities are gathered as a
pretext for load balancing). After the inquiry is sent, the AC 402 sets a timer for
receiving a reply from the AP 404 (step 412). The AP 404 receives the inquiry
(step 414) and replies to the AC 402 providing its functional capabilities (step
416).
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[0036] AR-AP Capability Signal [0037] Figures 4A, 4B,
and 5 are flow diagrans of a nethod 400 for resolving
functionality conflicts between an AC 402 and an AP
404. Although the network is typically provided with
a plurality of APs, only one AP 404 and its

interacti on wwth the AC 402 is shown for purposes of
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fempiredéstepk20h riﬁﬁhn diimerAfas oot meredﬁ&}e imepheds400ayaits forarendy
{ receiving a reply fromthe AP
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400%1] and Aftbletiserthas ekpiralEstepA2p), this indieptes that no reply was
rg&%}ed%% i tJi’dJ[ 'I’ht% %t%hzio"z /Q%Fa%%%ﬁéAP 464%999381@ T 5bSKible

OSSI send an 1 nquiry
tcapalhhtwd:’(stétﬂ 422)5 tSdmee4ide) AB 04 isepmmedl th diave & p0851b1e
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r s helires
1servudree td\ﬂiesAP q%fsyemtﬁ;é) |Aﬁdam3éaleé t¢ tlwtseanmﬂhm in Figure 3,
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(33, vy SRR P s i
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SIS Phe A Bl R 5 150
Whiet AP 1404 c&n aéphypt to discover the AC 402 through various means. For
example, the AC 402 could broadcast packets announcing its presence or a
dedicated pre-agreed address on how to join the AC 402 could be known to ali
APs. After the AP 404 has discovered the AC 402, the AP 404 sends its
capabilities to the AC 402 (step 454).

[0043] Ifthe AC 402 has received a reply from the AP 404 (step 418), if the
AC 402 has set the AP 404 to having default capabilities (steps 422, 424), or if
the AP 404 has sent its capabilities to the AC 402 (step 454), the AC 402 stores
and maps the capabilities of all APs in the network (step 502; Figure 5). Next,
the AC 402 determines whether the capabilities of any AP conflict or are
redundant with the capabilities of the AC 402 or with the capabilities of another

-8-



fromthe AP 404 (step 418). [0041] If the tiner has
expired (step 420), this indicates that no reply was
received fromthe AP 404. The AC 402 defaults the AP
404 to having all possible capabilities (step 422).
Since the AP 404 is presuned to have all possible
capabilities (e.g., that the AP 404 is a fat AP), the
AC 402 al so halts support of services to the AP 404
AR @pemﬁ%> The cansbilitiey of otheyeARecangghpeked fonpityatiops gthese
i g
pwb&mﬁEd to have this capability. [0042] Figure 4B is

h f
Tl e B Bl Ry B 0 AT e PP TR of

lfpn@mabmbémea; at ledstions of whirhtis Shexsarpe as af leagionemd fhe

R0 AP S B B o
\ca-lemteglcereértbe cﬁmmoneﬁmn’pbre byt bath Abe 480 403uanl the AP 404
(geasgggt%% tﬂz?tcl!ﬁfsl éo-é?%%gxg%cﬂe%séﬁéﬂh%ﬁﬁe%gﬁﬁn fhePAP 404 from

pre-agree ress on to joih the AC 402
qmmhdmgdshis fonvtionalityl tb othePaodesfwithin thenet@onlo Fhie AL 402 may

A e

AGtH GBehAR fiectibnalities. Hpravef,r anmy tdiberApuitgie (techpique for

if the has 18 the AP 404 to having
é&%ﬁ‘r‘i‘mégpc {nagi’ B’§3422 424), or if the AP
400u5has s dfﬂtherd are@ny edpalbllity esnflicks pheedaadaggos (gerpdd), then

gﬁ? h&p‘gﬁﬁﬁ 'ﬁ%% V\eg{)quse(cor?fggan% 6%?%&“%5%3@%?&4 hetl.ht%SAlg fo4

t(step mmnﬁndahessmmS anAPtrhay haviegrivsippiverianother 4P oao@ner

P f t ndant h t h b
5" Retho 2ebpork (e o R B erpess JrraRBRhla Shbihhe
(fahctonbli)in iskne aﬁdlhbﬁi@r pribtigsARS with Heee twé:!’smetn@arhlhjedﬂsdded

f ti h
ERTE T TR e
hat W]Jécat[e@ eéd highsr lond ie Wﬁprbmhﬂmtﬁf&itletahéawmom

bt Bk T TR e

that functionality. In either case, the AC provides disabling or reconfiguring

messages to APs at a lower network hierarchy level.

[0046] Additional factors considered by the AC include functional
capabilities derived from cross-vendor components in which conflicts or
redundancies arise due to differences in the components or due to one of the APs
having superior operational capabilities compared with other APs in the network.
This situation may arise where functional capabilities are shared in common
with two APs, wherein one of which is a legacy AP, and the AC decides in favor of
the more up to date module while disabling or reconfiguring the functional
capability of the legacy AP.



capabilities of the AC 402. In order to avoid any
conflict wwthin the network, the co-existence of the
common function by both the AC 402 and the AP 404
necessitates that this co-existence be resolved by
preventing the AP 404 from providing this
functionality to other nodes within the network. The
AC 402 na%mﬁutlllze an associ ative nmenory techniq

fleR47¢ onparfhe Rt 404 rA@wqa ﬁb@ digzhie p% yegenfishre wpﬁh'éltlﬂemessage
f(éf@ﬁ tﬂo@ﬁ ahil (di&Dles I FGIAigREY aRf REPabIllid2ta® ORI 0fl dfe

determnin be enpl oyed. [0045] |f
trh@u@aat withythe c\g‘/mpabﬂlyea:@m % 18)- Afer adivgting Hiecepabilities
%‘g%;og&f“égg Yhe Lﬁé‘éa e, the A AQendend §c1§10%'1 %np(fACK) to the

ure ca [1t1es message o (ste

2E5402 (steri D) dHeeACHI8receives Ahe AGK MEptiﬁt%ﬂ}et O?PWE ies

t t he AP havin
%?%?ﬁ%;ﬁ?g‘ﬁff%%?ﬁbﬂ&é%g@%%%’r%‘ﬁ#%%b Lot onal ry o

(8948 and Thewdlocatidnosfi capalilitios betwesw andtanong the APs is not

%&9&& op MAégi faﬁ%ggﬁa}] £q PERP nﬁJ o8 Yiionk rana' ﬁlﬁ?tzha{i&e

ere none o ave a rrorit | evel
lseduriy endtbods, erhnagermenti xgbeefacese \aeﬂ then edon @t:mple, in mesh

fvmri{ctth% JA.'n%ﬁ a‘%@ dQ@it Jﬁﬁmaﬁp ggﬁlﬁ'tﬂgox'}e!?%h@h&@%fk

|erarchy eve instructed to contli nue
sm prter to pfovidethattef haianceowm:hmtb}w netwarkiahd to sBevdatephtential

%%erxoa}%?é df %é@orﬂ% b, ar%ﬂ‘;h%i%,e?&qu;gj%?ﬂ%gn s @g

fudidized sasc d;hes i aberriding yfactoe HC allocitinge ahd nassigminag flmctlonal
ﬁf%%ixtlést' stge?lerl gnq?%%&l@ 0ss- vendor conponents in

Ancies arise due to
d0G4o%r enc dbthiere drb@o cmﬂacimgnasabﬂmdma tedundencies (dtepb0or

havi Lor o | I |
STt P R R p R r B e A6 RERB ol b o BITRAL Blhg bl
whaheakﬂem ot renafigwrad a:bpdlbmhes (saepe5k4‘)aaeﬂ>termmdmmm made
wo _APs er.el e

st B dratietiy eRalish e ey Gl APPuqSRR0Y, BF cn it
\(\ﬁe]b 6160 Thly Scaghriy mae aisé, forieiangple,in o load balanaing situation
capab the.le 7]. The AP
sleer bhechd/ 40 mratip SRR pEibsmephy D Ehp IR s pE D4 that
ad pe@aouslpdisabled 8) rezoufigtirahibl es or reconfi gur es any
?80%%? it IIF t%e}eha%g aﬁ;cr) Qéplalbci.ltie(s) rthz?trn%ed to be enabled or reconfigured
(step 516), then the AC 402 sends an enable/reconfigure message to the AP 404
(step 518). The AP 404 receives the enable/reconfigure message (step 520) and

enables or reconfigures the capabilities listed in the message (step 522). After
enabling or reconfiguring the capabilities according to the message, the AP 404
sends an ACK to the AC 402 (step 524). The AC 402 receives the ACK and
updates the capabilities map with the current capabilities of the AP 404 (step
526) and the method terminates (step 528).

[0051] If there are no capabilities that need to be enabled or reconfigured
(step 516), then the method terminates (step 528).
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redundant with the AC s capabilities (step 510). After
adjusting the capabilities according to the nessage,
the AP 404 sends an acknow edgenment (ACK) to the AC
402 (step 512). The AC 402 receives the ACK and

updates the capabilities map with the current
capabilities of the AP 404 (step 514). [0048] The

al l ocation of capabilities between and anong the APs
isnot limted to MAC | ayer functions and PHY | ayer
fiogedi ons @igh daghde security nethods,

rmnagemsnt Interfaces, and the like. For exanp

eess] net Viigwas,6 1sh?eblp¢ diagrazn pHe a!%eramoéml}l@mg 2 AC 602
TAHACId RBH04 G &t gérf&%ffhé 1REtH38 400! Khe | AF:} qugélua& a

provi de better bal anc thin the network a
draremitter/raseiven61laan apteank §18 corpested e thm#ranma@yrecewer

’%lbe%ﬂ]ﬁgvhﬁ'? jcedlddh cgﬁﬂﬂu%h Wﬁ;ﬂttﬁeﬁﬁﬂs er/idcbivh 1, a

| ng factor 1n a ocatl ng ana assi gni ng
ftimext ¢16rial comuapattationtmﬁsthsasnme:em dewviep agapahilitxpyapping

[&%%21915 fn ‘c&ﬁiﬁ%ﬂaﬁgﬁ i?ﬁaofﬂel gﬁ&eﬁg&%geg gga £ Be timer

edundancr es er t
rﬁdﬁeamhdcalphbhb@wa&mtmgjhaice 620 mecomapuiiation with the gapability
based r pabilities (step

m%gﬁll%er m r?gﬁﬁg%rang&%é&/&gﬁ%tﬁﬁ any previously
C[O@@ﬂ)l ed JhealP| incluees of tramemiiPeri®@deinee 630;0aleandential 632

ste This [ |
Shttich ke thahn BRERRLHR: BRY o3hn ity Bt AR iBvicd dhatn
e:nmhhmmtmnmﬂnﬁhegmmnﬁttadmcemsr 630; & bmtiar n@l&gemmt entity
), i.ousl dIS bl ed,,or. recopnfi qur ..

S oh i AP o Rl BE AYipd 34, the
rSMB rﬁ%gncl&dmg( & lisip o5tkfe) caphbidities lof tHCAPOG4s end s capability
able/recon re nessage to,the, AP 4Qfl . (st 8)..
e A5 SR S TR A B b PE naRp kratRlyER s the

(SMBB3620) and enables or reconfigures t he

|I|t|esI|te in the sage (s
3&@ ing JPOPER @ B‘?ﬁ’?s G- ?ﬁﬁ?@%’é’ﬁ %f %’O?lg B “ace oqrui]i1£y gvice
1614 sbedsRSAqQEey mbk&gé\ﬁ) he &ammﬂﬂ&/mmlm 10 ﬁ)rtti‘mlsﬁﬁsrbﬁ%
t 4 T AC 402 receives

(the 5 615 Wheti e SamiSCrbnagn b b i s vio RS 65 e
tthBer¥1640He AB6OP redeRE} tlRVitqiine mvedage _(ihet ity trhnahitier/fedeiver
258 mf 005t Ll Liere are 10CaRARLIE b5RrbhEle B850 64,
which accesses the capabilities list in the SME 636 to determine the capabilities
of the AP 604. The capability determining device 634 then sends a reply message

to the transmitter/receiver 630 for transmission to the AC 602.

[0056] The reply message is received at the AC 602 and is passed to the
capability mapping device 618, which maps the capabilities of all APs in
communication with the AC 602. If the AC 602 does not receive a reply from the
AP 604 and the timer 616 expires, and the capability mapping device 618
defaults the AP 604 to having all possible capabilities (i.e., the AP 604 will be
considered to be a fat AP).
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(step 516), then the nethod term nates (step 528). -10
[ 0052] Exenplary System [0053] Figure 6 is a block

di agram of a system 600 i ncluding an AC 602 and an AP
604 configured to performthe nethod 400. The AC 602
includes a transmtter/receiver 610, an antenna 612
connected to the transmtter/receiver 610, an inquiry

device 614 in comunication with the . i
tPQATE i t t diyer eapebility eyaluating deviner 60 xpmines the capability

{)B;%&F%L ﬁﬂ\talnogp Md1 détgﬁnin'ég Wilich APY hate &hdbilidies that condlict

evice 618 1 n comunication wt

tvhﬂn ttha QQze rIf erei amer anyl Gonflighing capahilities, gthe, capabilisy

CORRRLLL ﬁy@'ezat bdfisdGY EapR2 Gy | féc&&‘f%&ié‘i £2tda80 W tthe
the capab |ty mappl ng devi ce 618 and

ttrammxttex/mwwezc@m/ﬁm teaGmisdeniy thendP 404 Hppw aecsing of the
tdg QBRI B dertg%fe%\égsfa'géﬁg t%ggymcagé%?ﬁ%deag@ BRClp Aty

e transmt /rece etern ni ng
@djuisting d8vice 638 whichdisables poreconfiguresithe capabilities specified by

PRIy SEARIAE i S0 3o FhicR A i Yt

cetordimislyi. Gpceléhei capabBities taine disghied @8 Ge¢ombiguntidn theacapibility
Yyl RBRADGA LB aRciOR, A8 0840 20 @ capability
aqj ustfng device in

conmuni cation with the
HOQHSE mi t t dn hlsamhnmam@%ﬁf thed\ @ 602 inSivEcts 8t AP 6065 nhble or

h 600 f i 0 .] O
ARG NI Sl R e i Q08P o e o
Irec&nﬁgmtes dahé ca@ahﬂmes speeifidddyy the HG60ksy s:lgnalmg thh SMVEP636

n the inauir ssa
S B BE AR P RSRRRY. R e il B Kpablen
oh mc_blﬂﬁgu_red{, the saepagélty adgusﬂmg devineh3B tsemis/aneo_déﬁ_{ VYethe AAZD2.
TR B BB i b6 G onton ae
dagpaibed id fthespréfbﬂ'éd émbﬁMeﬁﬁﬁn Qamdudmdaemnm'tmns tehéh feature
cag%bl [ ti eg of Pe AR,.604.

Th bi
b B atird plbs Rt e 3ot3ice Al clements of ghe
b%éfgﬁ'é(ﬁmmo Odlﬁﬁh‘l_?ﬁ)e q‘zevatmus oafbihationsveitls od mh(glt o:he:' fdatures
Al e r S cei ved a
3 et kb Groset pntertion, Antorel e SarRts Snpbdiat
Qﬁusswlabbvmmdédaﬁbahm Fdférece &f céﬂ;dmAEﬁerlsﬁlt should be

understood that any of the embodiments can be implemented in any layer or any

combination of layers. Further, the features and elements of the present
invention may be implemented on a single integrated circuit, such as an
application specific integrated circuit (ASIC), multiple ICs, discrete components,
or a combination of discrete components and ICs. Moreover, the present invention

may be implemented in any type of wireless communication system.
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conmuni cation with the AC 602. If the AC 602 does not
receive a reply fromthe AP 604 and the tiner 616
expires, and the capability mappi ng device 618
defaults the AP 604 to having all possible
capabilities (i.e., the AP 604 will be <considered to
be a fat AP). -11 [0057] The capability eval uating
devi ce 620 exam nes the c;ggbility mappi ng for al
APs and det erm nes which Mave capabilities that
conflict wth the AC 602. If there are any
conflicting capabilities, the capability evaluating
devi de 620 seetdwdainipdabbrtast ineannhcapss ecardseligr (AE) for
the transmtter/receiver 610 for transm ssion to the

coMTiE@4ng WdBs if aek ek 1684 ardh SRWerR! contpMBiiggur e
nmessage by the AP 604, it is forwarded to the

capabi lity..  .adj usting device 638 which disables or
recoﬁﬁvﬁa¥é@nﬁk%‘ggﬁ aﬁ¥ TR Yacified by the
message by signaling the SVME 636 which updates the
capabgdeivings a| regponge clor dhegiupctionality Haquigyabthe rpsponse
are disabled or reconfigured, the capability
irdhdisig fagnettondechatbitieiad sofaanAkiceks pdiat ABPPIvherein the
[00581 In a simlar manner, if the AC 602 instructs
. ' I . e .
i Sl b R By el e R RS BltibhA R
reconfigures. the capabjlities specified by th 02
by sPHPhRAShe ﬁ@nﬁe@i@%eap%mﬁ@ﬁswg&gfeegf’t ot the AP i al
capabilities |ist accordingly. Once the capabilities
passeblenfilm@ibnadr capedohitieg wmed, cohditiapabat i yesphnest tmghe
devi ce 638 sends an ACK to the AC 602. [00591
ful dt 114 ind fiRy fi8 AbY k81 %W a Rl 8 BBMY e Rirnt iR dRIBSENt
invention are described in the preferred enbodi nents
in particul ar copbj,nations ch feagpure _or e enent
can' BelepEilnfls GRECURS, 0 apBAfD, PRRUES grBls RV the
elements of the preferred enbodinents or in various
funotismadtcepabilifies obthei ARoand dheefunciiomal capakiaties of the
el enents of the present invention. Although the
ACarwherig o edhflivtitan thdods sedualdave pabiléties beewleen the
with reference to certain |ayers, it should be
qpqgﬁ{§ﬁggg}gﬂ@§ any of the enbodi nents can be
I npl' enented Tn any |ayer or any conbination of

Iayers.lFurt er, tgﬁ.feat res and el enents of the
pr eskgsplving the capability conilict.

2. The method according to claim 1, further comprising:

storing the functional capabilities of the AP.

3. The method according to claim 1, further comprising:

transmitting a capabilities disable message.
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i nvention may be inplenmented on a single integrated
circuit, such as an application specific integrated
circuit (ASIC), nultiple ICs, discrete conponents, or
a conbi nati on of discrete conponents and | Cs.

Moreover, the present invention may be inplenented in
any type of w reless communication system -12 C ains

1. A neth i mpl,enent ed,.i n ,an,acces ntroller.(AC
for Gonfi gﬂ?i ngﬂwgeoaézgoﬁ‘}ng %c}%llnégs%?r%g% c%rpgglsugg.
network, conprising: _transmtting a functiagnality
i nquiecglvingc ahv aaknewlasigeatent, t wherginf ghet adknawleggement
inquiry, the response including functional

incageRk | ithaes thé 2P adees ssyrebssfullpP)dissbledei thet henflicting
functional capabilities include nedia access contro

..functionalities; mapping the functional

CA&?&Z%PF%{H es of the AP as if the AP had all possible
functional capabilities on a condition that a response
to the functional inquiry is not received after a
predeterm ned tine; determ ning whether a capability
confhi ct 'Ehe shathbdtaveerdingdo claine fli finghexegaprising:es
of the AP and the functional capabilities of the AC
wherﬁlaﬁsﬁn&mébl Glpabitibdrd dGicueAtiBH e ssagpabi i ties
bet ween t he P and the AC, and resolving the
capability conflict. 2. The method according to claim
1, further conprising: storing the functiona
capabilities of the AP. 3. The nethod according to
cl ain 1, The methodseserdingdo claipy fsnthemepmprising:
capabilities disable nessage. 13 4. The net hod
accofgdeiv@ng 0afil atknéwlddgendeait, cohiprdiai the aclansvledggment
an acknow edgenent, wherein the acknow edgenent

m'((:lg(géft‘élggﬁfaﬁ% hAE Wi R NARCSUTERS S tilontigdirs@Ptid ddifflicting

capabilities.

7. The method according to claim 1, further comprising:

setting a timer in response to the functionality inquiry being
transmitted;

determining that the timer has expired; and

mapping the functional capabilities of the AP as if the AP had all
possible capabilities, the mapping being performed after the timer

expires.

8. The method according to claim 1, further comprising:

14 °



capabilities. 5. The nethod according to claiml1,

further conprising: transmtting a capabilities

reconfiguration nessage. 6. The method according to

claim5, further conprising: receiving an

acknow edgenent, wherein the acknow edgenent

i ndi cates that the AP has successfully reconfigured

the gopflictin capabi lities. 7. e >cordi_ng

to° chalting SeiPrs o Bt F b AR ot RBAARIGe ] Glatono

response to the functionality inquiry bging ) i
funciiongl in@airy sesponseris ﬁgcqlﬁég aftes thepredetesmingd tiae.

and mappi ng the functional capabilities of the AP as

if the AP had all possible capabilities, the mapping

being perforned after the timer expires. 8. The

met hgd acgar.di ] . h3sdth ;

nal (g Saaeps ELATLAC) th ol RRIPRLALTE aMircless

that no functional.inquiry response is received after
locgbarpacpeivetls RRMPEISRE: 9. " An access control ler (AC)

for configuring nodes in a wireless |ocal area

net wartkansceimer si ng: a transceiver; an inquiry device

configured to transmt functional capability inquiry

Messafg eﬁl({}lﬁry?‘ NAAAE6E Sonfiguibd (WP )rafshite faRtHOid, capability

wherein the functional capabilities include nedia
..access control layer functi ongditi es; i L :
Y TnSRasrE do B Fegtitotors Pk b by HERRAR, phiobein the

capabi lity inquiry response nmessages from tge AP and .
funstiong] capabifigiestinghide magimaccess senipl layer Apnctjonalities;

capability eval uati ng device configured to determ ne

whet hetapability mapping device configured to receive functional

capability inquiry response messages from the AP and to map the
functional capabilities of the AP;
a capability evaluating device configured to determine whether a
functional capability conflict exists between the AP and the AC; and
a timer configured to:
start in response to the inquiry device transmitting the
functional capability inquiry message; and
alert the capability mapping device in response to the timer

expiring.
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functional capability conflict exists between the AP
and the AC, and a tiner configured to: start in
response to the inquiry device transmtting the
functional capability inquiry nessage; and alert the
capability mapping device in response to the tiner
expiring. 15 10. The AC according to claim9, wherein

t he pabihi ty, ~eval uati ng, deyi [ rther e
conf i(‘igur nghleo ‘Af(l:aﬁ‘g?ﬁr "#é]n%ot iéé%% (?Zpgvglleﬁlg’?ly the capability
di sabling or reconfiguring nessages. 11. The AC .
exelvatinggevige ds fnnther apdeered th %r%%%‘aﬁ funcjiongy), capapulity
device is configured to determ ne whether the response
diraddiageor feesnfigaringanessagdsand on a condition that no
response nessage has been received, the capability
mappi ng device is further configured to map the
functional capabilities of the AP as if the AP had all

possiﬁ! © ﬁ%a%iéi glicceosi'dir%g? to claim 9, wherein the capability
mapping device is configured to determine whether the response message
has been received and on a condition that no response message has been
received, the capability mapping device is further configured to map the

functional capabilities of the AP as if the AP had all possible capabilities.



