WO 03/ 077143 PCT/ US03/ 06872 PROVI DI NG MULTI PLE | SP ACCESS TO DEVI CES

BEHI ND NAT Field of the Invention 5 The present invention rel ates

gener al | ywoosmonpait er networ ki ng and, nore particul arly, PCa/B0s/esst ng

mul tiple Internet service providers over a singlew de area network
connection. 10 Background of the Invention The expl osive growth of the
internet during the past several years has created a situation where nany
househol d are now purchasing their first conputer and establishing an

i nternet connection, eithPROVDINGMALATPLE ISP AHOGBS$eans of 15 broadband
connection such as cable, di gTODEVICESBEBNDINAT (XDSL) or satellite. And,
al t hough personal conputer (PC) purchases by first tinme owners have
exploded, it is estimted that the nunber of househol ds owning nore than a
single PCis one of the fastestygnQMEdmsedignts of the market, estinated
at over 20 mllion. As the nunber o ouseholds with PCs and nultiple PCs
has gro and as prices in networking 20 equi pnent have fallen, new

net wor ki ng technol ogi es have been devel oped to make installation of |ocal
area networks (LANs) in a hope environnment sinple, fast an i nexpensi ve.
Furthernore, it H“ggprgg@(gwgelmygg?elgtp%gqngg@&q goélﬁléeéf“?v@ﬁ?n% P 8% single
Internet connection with all the PCs in the household., This is

acconpl i shedapifuleByrie aecesripee iRO SN APEVAS PIRYIIISPVST A giRgiswide area

network connection.
10 Background of the Invention

The explosive growth of the internet during the past several years has created a
situation where many household are now purchasing their first computer and
establishing an internet connection, either through dial-up or some meané of

15  broadband connection such as cable, digital subscriber line (xDSL) or satellite. And,
although personal computer (PC) purchases by first .time owners have exploded, it is
estimated that the number of households owning more than a single PC is one of the
fastest growing segments of the market, estimated at over 20 million. As the number
of households with PCs and multiple PCs has grown and as prices in networking

20  equipment have fallen, new networking technologies have been developed to make
installation of local area networks (LANs) in a home environment simple, fast and
inexpensive.

Furthermore, it has become possible to cost-effectively share a single Internet

connection with all the PCs in the household. This is accomplished by connecting the



LAN to the Internet using a single gateway device. Typically, the gateway
is either a router or a personal conputer executing gateway software. The
gat eway iwoloagen43 net wor k address transl ati on (NAT) sof t weCa&/USasrdasn2
generally is required to enable all the PCs in the network to share a
single Internet connection. The ability to network 5 multiple PCs together
such that a single Internet connection may be shared is highly desirable.
Unfortunately, however, existing networking technology allows only a

single Inte rvice pr.ovi - DeTancess LRatersi Nal e

| nt er net cirm@tstﬁeo%.%e% Qgﬁ%?'ngg%?/ggﬁgg%?'o(%gﬁgrra%?agﬁéﬁgé? gﬁ% pareir of the
network, all the PC s re able to.access the |nteyfnet : only a

singl e Int eF‘ﬂ’é‘?r%épﬁs?f@?ﬁwteﬂ&‘“ﬁl%a%vﬁa@f Sﬁ‘ﬁ‘g?%f gﬁ%gat%&gdggﬁ&tshe LAN

wi shing to access, for exanple, Earthlink is unable to do, . so.if the chosen
I nternet proetweds addsesniransiation Qi hEoftyaTee Fhigh §§neé£i¥il? rapisstospRsder  for

| SP service. Brief Description of the Drawings 15 FIG_ 1 shows a prior art
communi cat i drsPGrah Wemetvwdrk tosthergtai single Infrmshepmppgion; Frecbdn fretykty; FIG 2

shows a communi cations network illustrating LAN and WAN interconnectivity
i n accor ganemliilé PCt togetherasenthatianvregit Inet 2GnB¢tien aydieeheredisdeghbuni cat i on
network illustrating LAN and WAN interconnectivity in accordance with an

al ternat e egheebREUnf@funitl, RI@SENExistingnenidriing teahubldgy@ilowd opijd 5 are a
flow diagramillustrating operation of the comrunications 2
single Internet service provider (ISP) to be accessed over that single Internet
connection. As such, even though multiple PCs are part of the network, all the PC’s
_are able to access the Internet through only a single Internet service provider (ISP).

10  Therefore, a PC on the LAN wishing to access, for example, Earthlink is unable to do

so if the chosen Internet provider is ATT Broadband, which uses a different provider

for ISP service.

Brief Description of the Drawings

15
FIG. 1 shows a prior art cqmmunications network illustrating LAN and WAN
interconnectivity;
FIG. 2 shows a communications network illustrating LAN and WAN
interconnectivity in accordance with the present invention;
20 FIG. 3 shows a communication network illustrating LAN and WAN"

interconnectivity in accordance with an alternate embodiment of the present
invention; and

FIGs. 4 and 5 are a flow diagram illustrating operation of the communications



WO 03/ 077143 PCT/ US03/ 06872 systens of FIGs. 2 and 3. Detail ed Description
of the Invention 5 In accordance with one aspect of the invention, a
conmuni cawpDea®7Aystem i s provided that includes multipl ePcwaiSosreds7pr em ses
equi pnent (CPE) devices configured in a |local area network and connected,
via a gateway having enhanced functionality, to a wde area network such
as the internet, using one or nore internet service providers. A
particul ar advantage of such a systemis the ability of each of the 10 CPE
devices to use it sel.ected ISP, rather than a presel ected | SP chosen
by defaultfy$%W“§Q§ﬁg@ dgy a cable internet provider. The gateway, in
order to enable access to nultiple | SPs, can be configured wth or wthout
network address translation (NAT) functionality. In a first configuration
of the gateway in which the gateway does not include NAT, the gateway 15
bridges all traffic to andDefasled Descringionof tepda¥eRtMi nat i on syst em (CMIS)
and the CPE devices. Accordingly, the gateway supports |IP forwarding to
enabl e the CPE devices on other gateway ports and other subnets to
communicate. In an alternate configuration in which the Gateway incl udes
NAT, thesgat eway i dcomnghitt @5thane aspbarofatedsveatibn, laRotnamfcagortsaysem if r om t he
CMIS and the CPE devices. NAT handles 20 nultiple | P addresses

cor respondi :ﬂgavﬁ&dttﬂ'é@lﬂMdEé ﬁhﬁipie%ﬁ&oﬁ@ﬁgerﬂiée@ QRigaidns (CPR) deviespl ary net wor k

100 consisting of a typical home or small office/honme office (SOHO LAN

connect ed t Ooxgtl‘}glred% & rl&?i{ ar!efne%xﬂ%ﬁ”égﬁ%@ctm vfarhe%a%%%fy }8¢ng LRhncAand/ or an y

ot her CPE dé S presen are connec o] the gat eway 106

functionality, to a wide area network such as the internet, using one or more internet
service providers. A pérticular advantage of such a system is the ability of each of the

10  CPE devices to use its own selected ISP, rather than a preselected ISP chosen by
default, for example, by a cable internet provider.

The gateway, in order to evnable access to multiple ISPs, can be configured
with or without network address translation (NAT) functionality. In a first
configuration of the gateway in which the gateway does not include NAT, the gateway

15  bridges all traffic to and from the cable modem termination system (CMTS) and the
CPE devices. Accordingly, the gateway supports IP forwarding to enable the CPE
devices on other gateway ports and other subnets to communicate. In an alternate
configuration in which the Gateway includes NAT, the gateway translates and
forwards all IP traffic to and from the CMTS and the CPE devices. NAT handles

20 multiple IP addresses corresponding to the multiple ISPs used by the CPEs.

An exemplary network 100 consisting of a typical home or small office/home
office (SOHO) LAN connected to the Internet is shown. Each of the PCs 102, 104

and/or any other CPE devices present on the LAN are connected to the gateway 106



WO 03/077143 PCT/ US03/ 06872 through their respective network connections
103, 105. The connections maybe wreless or through sone type of hone

Wi ring, awodemchnibed above. For purposes of the present dipsTOses/e872 and by
way of exanple only, the networked CPE devices hereafter will' be referred
to as PCs. However, it is to be noted that any device having 5 networking
capabilities may be connected to the network. The gateway 106 naybe either
a standal one PC runni ng gateway software or a router of some sort, as

typically Uﬁl?&,éh f?he%i}lé‘ & \Je'?lgtv%rltﬁgln&&loh@ﬁ)? REMRIcowRAonSARHENG @

br oadband connéection uc as ca or xDSL. The gateway 106 i ncl udes NAT
functionalit ri,vat e n 0 | server
that is 10 Wﬁ?@?s Al B htsﬁg’e%&g}éc%a%fngt% &B@)eigl%&te %ﬁl%oﬁnect ed to the
gateway 106 are assigned a privat ddress b server. The PCs
102, 104 us@etPFFée‘Brdisﬁuasts’é’n ang by @y & ?@éﬂ o EF‘F\EI)‘?%?%E%‘} ?gggeYlﬁiser nal ly with
each other and with the gat eV\a%)CélOG That is, the 8’él vate | P, addr esses

assi gned t oheseafter will l?ﬂrféfepéétolf@ n@ofﬁﬂefwl%tﬂée nofed that apymsiariee BaY%&r are not
used to communicate with the Internet in the public 15 space. Inherent to
t he funcii omawbtkingahpabilsieDREP bs eonnested forthgaatworkp addr esses may change as
PCs are added or renmoved fromthe LAN. The gateway 106 in addition to

provi di ng net worRhefgatedtaiy 00Gmiaghe elthertahseanBBend PQ rurging gh@Avagmofthae bAN al so
conmuni cates, via an ISP with a wide area network (WAN) such as the

I nt er net thfoﬁteebf@mml&@&al 19@sed ih RénrkOGhCODANGS 6@ ihternat Wikan ce capabl e 20
of source routing, such as a S 108. The CMIS 108 maybe | ocated, for

exanpl e, a&haﬁagé‘ta}oﬁ?]ﬁemmﬂﬁén&rsu&{ Dehbid RDQLeTﬁé‘gétéﬁeg' WBsHa% (MSO),

which is providing t actual physical connections 10 111 between the
LAN gat emyNQ\%u%ﬂn&lnﬁ aAde pr}v]a?e dynamic host control protocol (DHCP) server that is

10 internal to the LAN. Each of the PCs 102, 104 connected to the gateway 106 are
assigned a private IP address by the DHCP server. The PCs 102, 104 use the private
IP addresses to only communicate internally with each other and with the gateway
106. That is, the private IP addresses assigned to each of the PCs 102 and 104 by the
private DHCP server are not used to communicate with the Internet in the public

15  space. Inherent to the functionality of the DHCP server, private IP addresses may
change as PCs are added or removed from the LAN.

The gateway 106 in addition to providing network functionality to the PCs 102
and 104 on the LAN also communicates, via an ISP with a wide area network (WAN)
such as the Internet through a communications link 109 connected to a device capable

20  of source routing, such as a CMTS 108. The CMTS 108 maybe located, for example,
at a cable provider or other multiple service operator (MSO), which is providing the
actual physical connections 109, 111 between the LAN gateway 106 and the ISP 112.

The CMTS 108 is interfaced to a public DHCP server 110 that provides dynamic IP



The CMIS 108 is interfaced to a public DHCP server 110 that provides
dynamc IP 4 WO 03/077143 PCT/ US03/ 06872 addresses to the gateway 106
when t he wetoamem43l 06 attenpts to access the public netwoPKI/GS0db8as t he
Internet 114 through an ISP 112 over connection 111. The DHCP server 110
provi des dynam c provisioning of |IP addresses. Because currently there are
only a finite nunber of |IP addresses available, IP 5 addresses ny be

al l ocated dynanmically so that as one conputer or network using a

particul ar 'ﬁg%@&@?&&afgatéﬁg}fﬁ)l% F}*’ﬂ;ﬁﬁ}*ﬁe{ﬁg tgrl§§§tterﬁ s lohictREmePYRld abl e to the

DHCP server pr ovi anot her gateway or conputer

requiring access,to the, inter By . I oy o s to only those
net wor ks or rl—e’(égor}(es(ﬁ'ﬁl? P tﬁah{g%?tg?%gg?yghﬁﬁgﬁr‘ gp;%’sell E%n%g%geﬁsl?P addr esses t hat
are no longer used hy PCs, |IP addresses are 1Q recycled,. .thereby providing
i nternet access t&® %?%ftréFT@P’iS’&dﬁbg)Flé?ua“thﬂ)/\?F‘?mf‘éﬁtﬁa\déressé’ﬁ'dr esses. Once

the gateway 106 is assigned an EP address fromthe DHCP server 110 it is
abl e to est albicpuss carrensiyilesse prg enlyGAiniig numen of P addpessespyailghie, fRincti on of the
gateway 106 then binds the private address of the PC that nmade the request
for dat a 5f r onidteses iy benatlecatastt dynamicaliycde, thatlae ortatomphiter ef Nasotkrugingtahe | nt er net
114 through the ISP 112 into the gateway 106 is correctly routed to the
particul ar Réartiduki I addedsaiedehsdshivat T addesss, if Bmade afaiiabiato te DHREP earvérng t o
Fig. 2, alocal area network 116 in a first aspect of the invention is

i I'1ustrat ed.y Fheidelthatap ddrd¥ td dfdtticn gAtblBSor@BRAPOET RQifinP8&teds]S thel 20
connected to a 20 gateway 123 through connections 103, 105. The

connecti ons ;nAVRE WY 58188 1P addresses to only those networks or PCs requiring their use,
and releasing those IP addresses that are no longer used by PCs, IP addresses are
10  recycled, thereby providing internet access to many systems using relatively fewer IP
addresses.
Once the gateway 106 is assigned an IP address from the DHCP server 110 it
is able to establish a connection 107 to the ISP 112. The NAT function of the gateway
. 106 then binds the private address of the PC that made the request for data from the
15 Internet. As such, the data received from the Internet 114 through the ISP 112 into the
gateway 106 is correctly routed to the pa;rticular PC that initiated the request for
information.
Referring to Fig. 2, a local area network 116 in a first aspect of the invention is
illustrated. The private LAN 116 includes one or more PCs 118, 120 connected to a
20  gateway 123 through connections 103, 105. The connections maybe wireléss or
through some type of home wiring networking system, such as a power line network

phone line network, radio-frequency LANS, cable wiring and Ethernet.



t hrough sone type of home wiring networking system such as a power |ine
network phone |ine network, radio-frequency LANs, cable wiring and

Et her net .wb 09W0& 077143 PCT/ US03/ 06872 The gateway 123 RCTASOIHE6822 SOour ce
routing device such as a CMIS 130 through connection 109. As nentioned
above, the CMIS 130 nmaybe | ocated, for exanple, at a cable provider or
other nultiple service operator (M5O, that provides the connections 128,
126 between the LAN gateway 123 and the | SPs 138, 140. The 5 I SPs 138 and

140 then provide i agstikens 142, 144,
The CMIS 130 accggggég‘gg%tcgeg%gf&%g&l%%c ggg%ir%lsgds dynal?n'@c | P

addresses to, th at ewa 3, The.gat ewa h Vi elP

addr ess frorW’ioﬂgh ‘%L\E?Pt@érl\e}%rAi@ﬁ?tw%gélgtfﬂvé’st %ﬁgﬁ%{{ﬁ%@? :]%:%{élg’nf{){]he gat eway
123 to translate the private | P addresses of. 10 the 18, 120 to
operat e usi F§APHE & 8SrRYHBIPVISHCE %ﬂ“@“ﬂ?weéﬂﬁer %Eat?rdwge'@eéét IErﬂ‘é‘g'snt ernet .
In particular, the NAT function in the gateway 123 binds the private
address of thdeonptionat28rhfebatvieenthplbl2areyry @@dftP?)ﬁPtsHéS’llﬁBeFH%t. NAT is
usual ly transparent to users on the network and operates as a translation
device t 6 erSPd BSratidd kheh pafvideconregte todht Intepwet & leover cenngetionsilf,r esponse
to requests made by conputers on the LAN, to 15 be routed to the

appropri at e 184 Ths CMTSCIBOtdaeesia atDHCE siivep d8X ethidf proetiesodynamicdPf i ¢ i S

i ntended. Translation is required because nultiple conputers are accessing

the I nternelqlbieQidhe pitbwayi2si ngl e connection. As such, NAT nust keep
track of the identities of the PCs making the request for information and

route the infor n%{a%ﬁewﬁ}e%i, WS hEThd E T ARS8 BomDBE ECP dehRr 28R Opri at e

PCs. Accordingly, e ddta receilved
enables the NAT function in the gateway 123 to translate the private IP addresses of

10  the PCs 118, 120 to operate using the assigned DHCP public IP address to access the
internet. In particular, the NAT function in the gateway 123 binds the private address
of the PC that made the request for data from the Internet. NAT is usually transparent
to users on the network and operates as a translation device to enable network traffic
received from the Internet, in response to requests made by computers on the LAN, to

15 berouted to the appropriate PC for which the particular packet of network traffic is
intended. Translation is required because multiple computers are accessing the
Internet through only a single connection. As such, NAT must keep track of the
identities of the PCs making the request for information and route the information
received from the Internet back to the appropriate PCs. Accordingly, the data received

20 from the Internet through the gateway 123 is then routed to the PC that initiated the
information request.

A particularly unique feature of this aspect of the invention is the ability of |

NAT to allow each PC 118, 120 to use its own ISP of choice to access the Internet



20 fromthe Internet through the gateway 123 is then routed to the PC that
initiated the information request. A particularly unique feature of this
aspect ofwOhlg/ornyention is the ability of NAT to all ow e&Ch/udEs/aeB® 120 to
use its own ISP of choice to access the Internet 6 WO 03/077143

PCT/ US03/ 06872 wusing only the single connection 109 between the gateway
123 and CMIS 130. In particular, the gateway 123 receives the |IP address
fromthe first PC 118 and NAT translates the private |IP address to the

public IP aﬁgﬁg&ﬂyWe%iﬂg%nﬁ’ééti&hﬂ)ﬂé@?eeﬁ‘ﬁieVngewa}l@ZB addAIMITS 130sth abl e to
translate the private I'P address of the second PC 120 and 5 associ ate that

private | P addr i ?%;g I i r e DHCP
server 132. p?InClg%ZFh\éélﬁlg%%\ﬁ,gy e %@E&%yﬁ%%&g{%;?%&é@i?rg?ﬁgqé% g&lllf%o over

connection 109. The CMI§ 1 then | o t e romthe
gat evay 123“%\’?Fgatesrtgﬁ?révﬁteﬁﬁéggrﬁfsg? #ﬁtﬁugﬁcs?}gﬂ%%tprﬁﬁg{@ tggl ec% esg SPs 138,
140. Thus, each PC 118, 120 is ahle to cess i | SP ice at the
same tims. 190 MeTgatear panial ey lLaeaeh BRACOBEPGIAE avrs 130
provi sions any |SPs, NAT has only one public |P address which can only be
used to Accesseciathdhat piivai B agdiepgvidior seepnd public IP addraspeshstase thaREEhe

provi sioning server may be a standal one server or integrated into the CMIS
130. For puseposds2.0in dphiasionlitergatsiayi 23 agedssesthe SNBUNLI0pveneonhedighe, t he
provi sioning server is built into the gateway 123. The end 15 user

oper ati ng on@.ofhetdMTHTSO kB Jook26k thhr@inras addressesfedm lirequateevay 183iedd as
Mcrosoft's Internet Explorer or Netscape's Navigator, to access the CMIS

130 t hr ough; 48 thediatopn@ionkéquekio EeQ¥lestt OISR 38,380, Misgedch®C HBY120ype of
renote access nethod, such as
is able to access its ISP of choice at the same time.
10 The gateway 123 is configured such that before the CMTS 130 provisions any
ISPs, NAT has only one public IP address which can only be used to access the-
provisioning server. It is to be noted that the provisioning server may be a standalone
server or integrated into the CMTS 130. For purposes of this discussion, and as
shown in the figure, the provisioning server is built into the gateway 123. The end
15 user Aoperating one of the PCs 118, 120 then uses a web browser, such as Microsoft’s
Intérnet Explorer or Netscape’s Navigator, to access the CMTS 130 through the
gateway 123 to provision an ISP.. Note that any type of remote access method, such as
telnet, may be used as well.
Once an ISP is provisioned, the gateway 123 must obtdin a new IP address. It .
20  does so by having the provisioning server, such as the CMTS 130, send a simple .
network management protocol (SNMP) command to the gateway 123. The SNMP

command forces the gateway 123 to release its current address and perform a renew

function. When the DHCP server 132 renews the address, it provides the gateway 123



telnet, may be used as well. Once an ISP is provisioned, the gateway 123
must obtain a new I P address. It . 20 does so by having the provisioning
server, swoh3ag/ithe CMIS 130, send a sinple, network nan&gensns/oqsrot ocol
(SNWP) conmand to the gateway 123. The SNMP comrand forces the gateway 123
to release its current address and performa renew function. Wen the DHCP
server 132 renews the address, it provides the gateway 123 7 WO 03/077143
PCT/ US03/ 06872 with a new | P address corresponding to the newy

provi si oned 4Py J ﬁe%dgge%ﬁggreggd&rdﬁﬁﬁo bR RRIAIBa6oRAABHS Thé PRPAY OVi si oni ng

process cont'] guredt er 132 wth the nedia access control (MAC)
address from NAT. .a LAN (or ot her . sl Lss1dos the CPE
devi ce' s unfGirEs ﬁz&’g]@\‘/{}gfi e‘f?ﬂ%ﬁ)té? Proﬁlﬁ)&n@%@;&{f%@%ﬁg?ﬂe&%en the PCis
connected to the Internet, a rr dence l e rel s th | P address
to the PC swmtbeatf&raeaggesaﬁowﬁa‘%ﬁ?g%ﬁ%*ﬁ?fe tﬁ&ﬁwg%remhe%r ovi si oni ng

all the PCs 118, 120 access the Internet through the s% I,ﬁli’H f an

addi ti onal ueworh theMAK adgreshis thedelgh devie Sl%l,ueﬁé%‘a@%l Tcot red with
an alternate ISP, the PC operator opens a managenent w ndow to the gateway
10 123 anhd ¢xampksherntha 8@ it @RnedtalTottheintamiat dsofrpwpopdanga iablegggice € of the PC
120 that nade the request for a public address., At this point, because the

PC 120 i s rpoudestd odhe PC'OWMAC addreg onfthelndNh&ipoh Sfppletien Thd 20 can access
only the provisioning server, such as the CMIS 130. It is to be noted that

NAT can use,gvisioRigh &1l MRP@AABEEM B0l SR dfiterned throagh desamuliSH.pl e |1 P addresses
or NAT can allocate another MAC. The choice of 15 either a single or
addi tional MAC afigll £6idnsi ASRENAENEs BB sd-BRI POEIEIHeRI to'be bhiffighaP
with an alternate ISP, the PC operator opens a management window to the gateway
10 123 and requests a ne\‘)v ISP. NAT then binds the private address of the PC 120 that
made the request for a public address.: At this point, because the PC 120 is requesting
provisioning of another ISP, the PC 120 can access only the provisioning server, such
as the CMTS 130. It is to be noted that NAT can use a single MAC address and share
it across multiple TP addresses or NAT can allocate another MAC. The choice of
15  either a single or additional MAC address is dependent on the operation of the DHCP
server 132 and whéther it is able to handle one or both of the options. Preferably, in
order to minimize the use of MAC addresses that NAT needs, it is desirable to share a
single MAC address across multiple IP addresses.
After the new ISP is provisioned, the gateway 123 is reset. At that point the
20 PC 118 is provisioned to the ISP originally selected and the PC 120 that provisioned
the new ISP is connected to the new ISP. Any additional PCs that are in the LAN and

connected to the gateway 123 can be configured in the same manner such that each

additional PC has the capability to provision its own ISP of choice. It is to be noted



server 132 and whether it is able to handl e one or both of the options.
Preferably, in order to mnimze the use of MAC addresses that NAT needs,
it is deswpableritd share a single MAC address across mul PCPIUS03/65872
addresses. After the new ISP is provisioned, the gateway 123 is reset. At
that point the 20 PC 118 is provisioned to the ISP originally selected and
the PC 120 that provisioned the new ISP is connected to the new I SP. Any
additional PCs that are in the LAN and connected to the gateway 123 can be

configured i LiRRnSBMBes TR Ske WHED tHetRlzingPsibisiaflids PCoNalitsBEmandedidie
capability to provision its own ISP of choice. It is to be noted 8 WO

03/077143 P, é@é@%%%ﬂ%&@ xﬁkﬁ&&%&%&%n%ﬁfe&%%&&‘@éﬁ fatfie Original

provi si oni ng Its ecl to provision an alternate ISP. In

such cases there | ef fect er.p t he Internet
hrough t ne e e mRrry RIS Rensr Y pldlorPE b pEHET R

regardl ess of Wneth e fir provi.sions.a sub nt ISP t he
other 5 pcdbghrasard %%Pﬂ)ﬁ?q{h“ ﬁf‘flf&tsp]c;clﬁ]éég?‘ﬂﬁo?soa WBSBGPWEi%QSLE oSnt i nue to
access the ISP that was initially provisioned. Turning nowto Fig. 3, a
net wor k 146PCh omihstisirorkdilest chopsipg 40rﬁ91a€ﬁw186r?op%nue§%%%88 the I¥<b#r i bed
above, the network includes one or nore PCs 118, 120 in a LAN connected to
a gateway 1#%8s hitiablyghovieenedsr Kk connections 103, 105. The 10 gateway 148 is
connected to the CMIS 156 over connection 154. In this particular aspect,

the PC 118, requesiinggoprto¥igs Bomangorkfl4ain dnSReampeaof dednvaytiohis gat eway - 148
to request a new I SP, is passed through to the CMIS 156. Accordingly, the

gateway 14ghH@eAsHbcribee gbote, thhfetvbrkadei@s dné bomblelFCsH8P1 an wer  160.
| nstead, the CMIS
LAN connected to a gateway 148 through network connections 103, 105. The
10  gateway 148 is connected to the CMTS 156 over connection 154. In this particular
aspect, the PC 118, requesting provisioning of an ISP and accessing th¢ gateway 148
to request a new ISP, is passed through to the CMTS 156. Accordingly, the gateway
148 does not receive the IP address from the DHCP server 160. Instead, the CMTS
165 receives the newly allocated IP address from the DHCP server 160. The CMTS
15 156 then accesses the gateway 148 and provides it with the new IP address obtained. .
from the DHCP server 160. The gateway 148 upon receiving the new IP address is
forced to release the current address and to perform a renew action, wherein the
gateway 148 receives a new IP address. This is caused by the provisioning server,
such as the CMTS 156, sending an SNMP command to the gateway 148 requesting
20 the renewal. When the DHCP server 160 renews the address over connection 158 to
_ the CMTS 156, the CMTS 156 provides an IP-address for the newly provisioned ISP

to the gateway 148. The first PC 118 is then able to access the Internet 114 by

connecting to the selected ISP 164 over connection 150. At this point, once the first



165 receives the newy allocated I P address fromthe DHCP server 160. The
CMIS 15 156 then accesses the gateway 148 and provides it with the new | P
addr ess owDaBned43 from t he DHCP server 160. The gateway 1#8Ta[so5od8erei vi ng
the new IP address is forced to release the current address and to perform
a renew action, wherein the gateway 148 receives a new | P address. This is
caused by the provisioning server, such as the CMIS 156, sendi ng an SNWP
command to the gateway 148 requesting 20 the renewal. Wen the DHCP server
160 renews piche sldvienas 0¥ esletaSedts,all tHEBC an the hewOMTEBcdsS Ble IntemeCMTS 156
provides an | F address for the newy provisioned ISP to the gateway 148.
The first R o%ég&k§m&9§ﬁ%able to access the Internet 114 by connecting to
the sel ected | 164 over connection 150. At this point, once the first 9

WO 03/ 077143 PCT R0 QP8LFed B sckbfia PEY0. S Afiforhbidlesiol 6 UGk 164, al

the PCs on the network access the Internet through the same | SP. As

before, if desir egthg% P%ig&?%&g)rceﬂ%ez&tha?i ieﬁ d &%ﬂ%aégw ﬁgpI‘BVisitoH@d. net wor K,

i ncl udi ng tipgudipg eques at a second or alternate ISP be

provi sioned. 5 Accordingly, the device.reqguesti row si.oni f a second
| SP, such abcoortingli dbmépvise TaEsting PEELRNG Ha S5 HQ?A%@ ot %gg da

managenent w ndow, is passed through to the CMIS %56.and t ﬁge rovi si ons
t he second RGP0, Scisssesthergateyay { Hethipuel AmpnagBItBSVRREn RNt YR ovrs 156
over connection 154 to provision the neWwy requested | SP. The DHCP server
160 then priovicETSHSE6GM BefeGBoGsions thoseaend [SBn Subsequmthirfhe Be¥Yr ess for the
newy requested | SP. After the new ISP is provisioned, the ateway 148 is
reset such dehdia édaendi@ 13 22 CVMTBHBEbvel evireetioncl§dds pioigianihe mévay y
requested ISP. The DHCP server 160 then provides the CMTS 156 over connection
10 158 an IP address for the newly fequested ISP. After the new ISP is provisioned, the
gateway 148 is reset such that the PC 120 or other device requesting the newly
provisioned ISP accesses the Internet 114 through the newly selected ISP 162. Asa -
result, the devices initially accessing the Internet through the originally provisioned
ISP 164 continue to be connected to the originally provisioned ISP 164 and the second
15 PC 120is connected to the newly provisioned ISP. Any additional PCs that are in the
LAN and connected to the gateway 148 are able to operate in the same manner.
In another aspect, the gateway 123 is provided without including NAT
functionality. As such, the gateway 123 is configured to support IP forwarding to
enable CPE devices on other gateway ports and other subnets to communicate.
20 Referring now to Fig. 4 the ISP provisioning process 166 is shown in
operation. When the LAN is initially booted, the gateway provides only private IP

addresses to the PCs connected in the LAN. In particular, as part of the

communication procedure within the LAN, each PC transmits a DHCP request for a

10



provi si oned | SP accesses the Internet 114 through the newy selected ISP
162. As a result, the devices initially accessing the Internet through the
ori gi nal I'womsoviigs oned |SP 164 continue to be connected tPoTiUSe3/@8TYi nal |y
provi sioned | SP 164 and the second 15 PC 120 is connected to the newy
provi sioned | SP. Any additional PCs that are in the LAN and connected to
the gateway 148 are able to operate in the sanme manner. I n another aspect,
the gateway 123 is provided without including NAT functionality. As such,
t he gat ewayprhag Padaes g thegattwaysDHOBrstrveAnfsepia8 dEad ROis tamabl e CPE

devi ces on other gateway ports and ot her subnets to conmunicate. 20

Referring Wﬁh@d ﬁ]ﬂqucﬁ:ﬂvﬁé_ﬂ’ FRrERs Shak Ghiqidly Feptifts @5sPA Euesting fiedp i n
operati on. en the LANis initially booted, the gateway provides only

private 1P . addr ep5ap JhielBCarbHin 6QAMHTHEPCI i@éh%?l—% olh@r fandyl cul ar, as
p h N

part of the comunication procedure wthin the LAN, each PC transnmts a
DHCP request for .a, 10. 0 (?7 q3 g@ ﬁgﬁé%g% Y daVR.6. | P address from
the gat eway " BHEPIEE Vi I\F/ghﬁrgés seoéjt 58." an'E:é e with & %r ovrded a uni que
private | P address that uniguel irﬁje %ifi es the PC regu g%i ng the IP
address.? The I P rr%qé‘:?étg’géﬁeepri%@ ﬁg gssipm h‘@ gﬁ‘é%'a%gﬁ%g fi?‘%‘ile e4ch ot her
as they comryni cate wth other PCs on_the private netvxﬁ)rk d with the
gat enay. 5 Re6MAEgadrstsiinpound & the prvated dxgymee ¥ 0oy kg ngt eway, the CPE
device's or PC s MAC address is bound to the private IP address in step
170. Wen atle@ptsad cempttgo the Intomatiastepd 72:Hbe Phissoraectediodhesgste’?¥ the PC i s
connected to the gateway website for provisioning an | SP. As nentioned
above, | SP peisite fir provixgonimgyand8P. As oenpéied hboveuENPgodsinsinagaybat cont r ol
wi ndow or sone other type of renote
accomplished using a management control window or some other type of remote
10  acecess method. Once an ISP is selected in step 174, the CMT'S provisions the ISP in
step 176. If no ISP is selected, the PC requesting Internet access waits at the gateway
website until an ISP is chosen or until the PC moves on to a different task.
After the ISP is provisioned in step 176, the NAT function is forced by the
CMTS in step 178 to get a new IP address. NAT then translates IP traffic from the
15  requesting PC and all PCs located in the network to the selected ISP address in step
180. After the initial ISP is provisioned, a second PC in step 182 may then request
that another ISP be provisioned. If no such request is made, then in step 185 all the
PCs on the network continue to operate with the previously selected ISP.
If, however, the second PC requests another ISP, the second PC that is
20  requesting to provision another ISP is connected in step 186 to the gateway website
that provisions ISPs. Once the PC selects another ISP in step 188, the requested ISP

is provisioned in step 190. Accordingly, NAT is once again forced by the CMTS to

get a new IP address for the PC requesting the new ISP. NAT, however, retains the

11



10 access nethod. Once an ISP is selected in step 174, the CMIS provisions
the ISP in step 176. If no ISP is selected, the PC requesting Internet
access wawbDsar7ishe gateway website until an ISP is chos@aTarsosimdsit t he PC
noves on to a different task. After the ISP is provisioned in step 176, the
NAT function is forced by the CMIS in step 178 to get a new | P address.
NAT then translates IP traffic fromthe 15 requesting PC and all PCs

| ocated in the network to the selected ISP address in step 180. After the

initial | SR i5,RTPUIGEQMEHatRns fIRRA il heipfioSISPPprd8loniay sitpe Thugdbest  t-hat
anot her 1 SP be provi sioned. If no such request is nmade, then in step 185

all the PCs on th L RHeRbA 1pPehRkEn P b thd Sl@teMEPUBI Y

sel ect ed I@Fewla?',m ﬁ%ﬁ%‘\é@wﬁgﬁi%%ﬁggPé re%uest%p anot her ISP, the second

PC that is 20 reqyesting.to. provisi. _ | | BsfiPNeabHESkhN St.ep 186
to the gat LS ioft?rgFf\‘é?fa%b&' l\fipg?%[ggagﬁq%&?m G\ggseélt%?le 'PC sel ects anot her

ISP in step 188, the requested ISP 1S proyvi.si i _

Accor di ngl ythatgach ﬁ’%l”dh%%Agldé?ﬁe foﬁ?ac%&s 8‘8“ Fhce X t %&Wg&elgtg%dwrﬁgtvt\l/el P address
for the PC requesting the new | SP. NAT, however, retains the 11 WO

03/ 077143 HEX/th4s08/meBBTR hasymiy4 vuele Fpnseiipnd thedRiEmmel a1 j ons sel ected in the
prior |SP provisioning steps. Thus, the gateway in step 194 translates IP
traffic from t han ledoestingigperiGettiont the inventéqn hag beegmlesqpibed with gdferencgne ot her
PCs retain their prior IP assignnent. As a result, it can be seen that each
PCin the Lté\lé?lécﬂ’ioaéﬁht%dirﬁbntka\fﬁav\iet/&, omrofohdhap skifl in Spsrt appregipehdiebndi ng t he
5 fact that the network has only a single connection to the Internet. In
the foregoi ngiosPasdifitadhi 818 chhiles tavenhidenwithest depeming ooy the sxpept h
reference to specific enbodinments. However, one of ordinary skill in the

art appreci tﬂé Sl%sénla Bl ention as set forth in the claims below. Accordingly, the specification

10  and figures are to be regarded in an illustrative rather than a restrictive sense, and all

such modifications are intended to be included within the scope of the present

invention.

12



various nodifications and changes can be nmade w thout departing fromthe
scope of the present invention as set forth in the clains bel ow

Accor di ngwe,030hma4zpeci fication 10 and figures are to be r@egarusesiodsm an
illustrative rather than a restrictive sense, and all such nodifications
are intended to be included within the scope of the present invention. 12
WO 03/077143 PCT/ US03/ 06872 What is clained is: 1. A systemfor accessing
mul tiple Internet service providers using a single connection to the

I nternet, GOPLISiRGq @& Source routing device (130); at |east two custoner
prem se equi prent devices (118, 120) connected in a network configuration;
a gateway (123) for controlling communication between the source routing
devi ce (136)A Wmﬁ@%ewwugw&mn@cﬁWﬁWWéWi%@ﬂ@sk 120); and an
address server (132) for providing the gateway (123) with at |east two

dynani cal | yorassidn@dnt MeFRetcolRisfeol addresses corresponding to different
I nternet service providers (138, 14 to enabl e each of the custoner

prem se equi pnent devices , 0) to establish sinmultaneous connections
With the differSw e e(%e%i;cgrq/l ‘e providers (138, 140). 2. The system of

claim1, wherein th at e 123). cont.rol s, communi.catiqon be en the
custoner pron st BT RRERTOME, Pratist SRS fregs (e 20 Spanrstd &% m 1
wherein the source routjng device (130) is a cable nodem

network configuration;

a gateway (123) for controlling communication between the source routing
device (130) and the customer premise equipment devices (118, 120); and
an address server (132) for providing the gateway (123) with at least two
dynamically assigned Internet protocol addresses corresponding to different
Internet service providers (138, 140) to enable each of the customer premise
equipment devices (118, 120) to establish simultaneous connections with the

different Internet service providers (138, 140).

2. The system of claim 1, wherein the gateway (123) controls communication

between the customer premise equipment devices (118, 120).

3. The system of claim 1 wherein the source routing device (130) is a cable modem

termination system.

4. The system of claim 1 wherein the address server is a dynamic host configuration

protocol server (132).

13



term nation system 4. The systemof claim1l wherein the address server is
a dynam c host configuration protocol server (132). 13 WD 03/077143

PCT/ US03/W6338771%3 The system of claim4 wherein the dynamCg/usoy06872
configuration protocol server (132) provides the gateway (123) with
dynam cal ly assigned Internet protocol addresses. 6. The system of claim
1, wherein the gateway (123) uses network address translation for

control ling conmunicati on between the source routing device (130) and the
cust oner piSefthsgyseguiopoivint 4deheircie shd dkBymid ROt configdiadions yadtervl eérved ai m 1,
wherein the gateway (123) enables the customer prem se equi pnent devices

(118, 120) (132) pRJURS thPLLWKEY ANBNEItR yAdnichliLEein.8 ehhGR phstedd der . 8. The
systemof claim7 wherein the gateway (123) all ows the custoner prem se

equi prent dgyi.c&s (118, 120) to access only the provisioning server (123)
when the custoner prem se equipnment (118, 120) is requesting access to an
Internet service provider. 9. The systemof claim 11, wherein the source
routing device (130) includes a provisioning server for provisioning

I nternet seryice providers. 10. The systemof claim7, wherein the custoner
preni se qu’i ﬁﬁ%ﬂ’ts e&%\‘?* ©émt 11‘§$ere’ﬁ’st§§ oTEN A ERTS Rt E Y5 Stccess the

gateway (123) to request ﬁrovisionin - of an Internet service provider. 11.

I'n a comuiiPesfiionLr feriieilive Comprindsanign etrerhs sQurasioute desike 130 i ng

and the customer premise equipment devices (118, 120).

7. The system of claim 1, wherein the gateway (123) enables the customer premise

equipment devices (118, 120) to request provisioning of an Internet service provider.

8. The system of claim 7 wherein the gateway (123) allows the customer premise
equipment devices (118, 120) to access only the provisioning server (123) when the
customer premise equipment (118, 120) is requesting access to an Internet service

provider.

9. The system of claim 1, wherein the source routing device (130) includes a

provisioning server for provisioning Internet service providers.

10. The system of claim 7, wherein the customer premise equipment device (118)
uses a management window to access the gateway (123) to request provisioning of

an Internet service provider.

11. In a communications network comprising a gateway (148) for controlling

communications between at least two private devices (118, 120) in a local area

14



communi cations between at |east two private devices (118, 120) in a | ocal
area 14 WO 03/077143 PCT/ US03/06872 network |ocated in a private space
and at | ewetosowa4publ i c devices (162, 164) in a w de areaCmatsomnds7: ocat ed
in a public space using a single connection between the gateway and the
wi de area network, a method for accessing multiple internet service
providers (162, 164) conprising: receiving at |east tw Internet protocol
addresses from an address server (160) located in the public space,

wher ei n t hetworkdocaetd jor opocat spadreasise deast bra peipenitvices (168, &4)liwast two
public devices (162, 164) connected in the wide area network; and

est abl i shiwige staaietanddostabinne ptiblangpabetiviega siitgld eastectiowbgwearathe devi ces
(118, 120) connected to the local area network with the at | east two public
devi ces (gh6Rvaykid)the erideaice thetvoork hemettohd far emessh gvmuktiplovieeraenseriiee at

| east two public devices are Internet service providers (162, 164). 12.
The met hodbrefidakaien, 1b4) damigrrédig:i ncl udi ng the steps of: accessing a
provi si oning server (160) to request a connection to an Internet service

provider; provi,gtanhPg: lh& FRIHESAGDrbtolsitadhiseEd ¥ehm SR Mur&s REQYS der (164)
repeating the accessing and provisioning steps as required to enable

addi ti onal (%@(%il By A GRB1L CoLRMHALEARE pifchik 38IbAd Qflestdlt er net ser vi ce
providers (162). 13. The nethod of claim 12, wherein the accessing step
i ncl udes O(B?I%E%C@to the at least two public devices (162, 164) connected in the wide area
network; and
establishing simultaneous connections between at least two private devices
(118, 120) connected to the local area network with the at least two public devices

(162, 164) connected to the wide area network, wherein the at least two public

devices are Internet service providers (162, 164).

12. The method of claim 11, further including the steps of:

accessing a provisioning server (160) to request a connection to an Internet
service provider;

provisioning the requested first Internet service provider (164);

repeating the accessing and provisioning steps as required to enable
additional private devices to communicate with additional Internet service

providers (162).

13. The method of claim 12, wherein the accessing step includes opening a

management window on the private device to request provisioning.
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managenent w ndow on the private device to request provisioning. 15 WO

03/ 077143 PCT/ US03/ 06872 14. The nethod of claim 12, wherein the

provi si orwo@3®enyer is a source routing device (156). 15PCAuUsavessay (123)
for controlling communications between a | ocal area network |located in a
private space and a wide area network |located in a public space using a
singl e connection between the gateway (123) and the w de area network, the
gateway (123) conprising: a network address translator configured to

recei ve atl4 élﬁtmetqg%i piflaifh &2, Whsreip Gk Profiin dRS eI Verip e pobii&L space and
to enabl e sinultaneous connections between at |east two private devices
(118, 120)9¢8Rdt%ed to the local area network and at |east two public
devi ces connected to the wide area network. 16. The gateway of claim 15,
wherein the at |east two public devices conprise at |east two Internet
service providers (138, 140). 17. The gateway of claim 15, wherein the

net wor k adiB.gsgatéwanaba for chritiditng dvenmpnicyidire iatelsess Bbsalofred hetwdelvi ces

| ocated within the private space to the public addresses of the devices

| ocat ed i nlotdted publprivats paaes arkta wilesyrea network logaticd $8 Ryibic spdcedtsing ®ne of a
plurality of Internet service providers (138, 140) using a single

connect i onsipgle cprneachep pateen thpgalgeeirelrst ihsivige asadstives: FEuPtsvdevi ce
(130); a custoner prem se equi pnent device (118); a provisioning server for
provi si oni Hg3kePtSE%et service provider sel ected by

a network address translator configured to receive at least two Internet
protocol addresses from the public space and to enable simultaneous connections
between at least two private devices (118, 120) connected to the local area network

and at least two public devices connected to the wide area network.

16. The gateway of claim 15, wherein the at least two public devices comprise at

least two Internet service providers (138, 140).

17. The gateway of claim 15, wherein the network address translator binds the
private addresses of the devices located within the private space to the public

addresses of the devices located in the public space.

18. A system for accessing a selected one of a plurality of Internet service providers
(138, 140) using a single connection to the Internet, the system comprising:

a source routing device (130});

a customer premise equipment device (118);

a provisioning server for provisioning an Internet service provider selected by

the customer premise equipment device; and
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the custoner prem se equi pnent device; and 16 WD 03/ 077143 PCT/ US03/ 06872
an internet protocol address server (132) having a plurality of addresses
correspormiDrg/ot4s he plurality of internet service provi decs/ses/oalii ow ng
the custoner prem se equipnment (118, 120) to select one of the internet
service providers (138, 140) with the internet protocol address server
(132) providing the gateway (123) with one of the plurality of addresses
corresponding to the selected internet service provider to enable the
cust oner pren s& iaguhanentocdedidessstserven(t®anhaodan ea wivrhlity lvé addmssesnet servi ce
provider. 19. The system of claim 18, wherein multiple custoner prem se
equi pnent @ebsesingtbk8e ph2fiityefahermet eseicé hevidetefonetlowingticcolst@delr ess
server (132) to select one of the plurality of internet service providers
(138, 140)prf31ﬁfse%aﬁi@!tﬂe'ﬁg(ﬁ@c |ﬁ2®)fto'fséléct%h%to@|ﬁm1nt¢}h@(f@e$ﬁceeﬂtl@bbﬂa€1&r(13$iew ces
(118, 120) communicate with its internet service provider of choice. 20.

The syst em4ej wﬁthmr&g&me%ﬁ'ﬁcﬁﬂopa&cﬁ@ss@e%ﬁiwbﬂgncﬁﬁ% MRS et Sl (UR8)8MBY Ser ver
(123) having a network address translator for enabling sinultaneous

connect i ON%e Q)?Eﬂgenﬁﬂra[locaﬁ SRELssEVorfdl V\%Bg&fﬁé tcpﬁﬁ:rgeﬁegédq{qf&mgﬁwdéev' ces ( 118,

120) connected i area network and at |east two internet service

providers. pr%\Zlder to enable the customer premise equipment device to communicate with the

internet service provider.

19. The system of claim 18, wherein multiple customer premise equipment devices
(118, 120) each access the internet protocol address server (132) to select one of the
plurality of internet service providers (138, 140) for enabling each of the customer
premise equipment devices (118, 120) communicate with its internet service

provider of choice.

20. The system of claim 18, wherein the provisioning server is a gateway server (123)
having a network address translator for enabling simultaneous connections between
at least two customer premises equipment devices (118, 120) connected in a local

area network and at least two internet service providers.
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