PROVI DI NG ACCESS TO CONFI GURABLE PRI VATE COMPUTER NETWORKS BACKGROUND

[ 0001] Many conpani es and ot her organi zati ons operate conputer networks
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data centers that are operated bywgpgdiskiehal f of a single organization,
and public data centers that ‘are operated by entities as businesses to
provi de conputing resources to custoners. Sone public data center operators
provi de network access, power, BACKEBMMINDnstallation facilities for
har dwar e owned by vari ous custoners, while other public data center
oper at oi@oﬁiovi de ,"full servi.ce"af€ci lities that,also _include hardware
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adm ni stering, and managi ng the physical conputing resources has becone
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for co a océ:iaﬁ Xetbn?orrg)wgt[ i%stead located in multiple distinct geographical locations (e.g.,
connected via one or more private or public intermediate networks). For example,
data centers housing significant numbers of interconnected computing systems
have become commonplace, such as private data centers that are operated by
and on behalf of a single organization, and public data centers that are operated
by entities as businesses to provide computing resources to customers. Some
public data center operators provide network access, power, and secure
installation facilities for hardware owned by various customers, while other public
data center operators provide “full service” facilities that also include hardware
resources made available for use by their customers. However, as the scale and
scope of typical data centers has increased, the task of provisioning,
administering, and managing the physical computing resources has become
increasingly complicated.
[0002] The advent of virtualization technologies for commodity hardware
has provided some benefits with respect to managing large-scale computing
resources for many customers with diverse needs, allowing various computing
resources to be efficiently and securely shared by multiple customers. For
example, virtualiza’iion technologies, such as those provided by VMWare, XEN, or
User-Mode Linux, may allow a single physical computing machine to be shared
among multiple users by providing each user with one or more virtual machines
hosted by the single physical computing machine, with each such virtual machine
being a software simulation acting as a distinct logical computing system that

provides users with the illusion that they are the sole operators and administrators

of a given hardware computing resource, while also providing application isolation



has provi ded sonme benefits with respect to nmanagi ng | arge-scal e conputi ng
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[0003] Figures 1A and 1B are network diagrams illustrating example
embodiments of interactions that involve remote clients creating and configuring
private computer networks.

[0004] Figure 2 is a network diagram iflustrating an example embodiment of
interconnected computing systems for use in providing computer networks to
clients.

[0005] Figure 3 is a block diagram illustrating example computing systems
suitable for executing an embodiment of a system for providing computer
networks for use by remote clients.

[0006] Figures 4A and 4B illustrate a flow diagram of an example
embodiment of a Configurable Network Service Manager routine.

[0007] Figure 5 illustrates a flow diagram of an example embodiment of a
Node Communication Manager routine.

[0008] Figure 6 illustrates a flow diagram of an example embodiment of an
External Communication Manager routine.

[0009] Figure 7 illustrates a flow diagram of an example embodiment of a
Remote Resource Service Access routine.

[0010] Figure 8 illustrates a flow diagram of an example embodiment of a

VPN Creation Fulfillment routine.
DETAILED DESCRIPTION

[0011] Techniques are described for providing users with access to
computer networks, such as under the control of a configurable network service

available to remote users. In at least some embodiments, a remote user may



[ 0003] Figures 1A and 1B are network diagrans illustrating exanple

enbodi nents of interactions that involve renote clients creating and

conf i gur iwQ 2pro/os8¢18 comput er networ ks. [0004] Fi gure 2 i #Ca/useaonoskoei agr am
illustrating an exanpl e enbodi nent of interconnected conputing systens for
use in providing conputer networks to clients. [0005]Figure 3 is a block
diagramillustrating exanpl e conputing systens suitable for executing an
enbodi ment of a system for providing conputer networks for use by renote

client >‘interact with a configurable network service over public networks in order to
create and configure a computer network for use by the user, with the configured
computer network being provided by the configurable network service and
including multiple computing nodes that are maintained by or otherwise under the
control of the configurable network service. After configuring such a computer
network, the user may interact from one or more remote locations with the
computer network being provided to the user by the configurable network service,
such as to execute programs on the computing nodes of the provided computer
network. The configurable network service may in at least some embodiments be
a fee-based service, such that users of the configurable network service are
customers thaf pay fees to the configurable network service for at least some of
the functionality provided by the configurable network service. In addition, in at
least some embodiments, some or all of the described techniques are
automatically performed by embodiments of a Configurable Network Service
Manager module, optionally in conjunction with other communication manager
modules, as described in greater detail below.
[0012] = In at least some embodiments, at least some of the computer
networks provided by the configurable network service are private computer
networks that are accessible only by the users of the configurable network service
on whose behalf the provided computer networks are created and configured (or
by others for whom access is explicitly configured). For example, the configurable
network service may provide a user who is a client of the configurable network
service with secure private access to a computer network provided for the client,
such as by enabling a VPN (“virtual private network™) connection or other secure
connection between one or more remote computing systems of the client and the
provided computer network, or may use other security and/or authentication
techniques to enable the client to remotely interact with the provided computer
network in a private and secure manner. In addition, in at least some
embodiments, at least some of the computer networks provided by the

configurable network service are each created and configured by a client to be an



[ 0006] Figures 4A and 4B illustrate a flow di agram of an exanpl e enbodi nent
of a Configurable Network Service Manager routine. [0007] Figure 5

i 11 ustratwe 2a10fdeea¥r8di agr am of an exanpl e enbodi ment of &CRateoo@oTIORI cati on
Manager routine. [0008]Figure 6 illustrates a flow di agram of an exanpl e
enbodi nent of an External Conmmunication Manager routine.

extension to an existing computer network of the client, such as a private
computer network extension to an existing remote private computer network of
the client (e.g., a remote corporate network of a client that is a corporate entity).
In such embodiments, secure private access between the existing computer
network and the new computer network extension that is being provided may
similarly be enabled using one or more VPN connections or other private
connections. Additional details related to establishing access of a client to a
computer network provided by an embodiment of the configurable network
service are included below.

[0013] Clients of the configurable network service may create and
configure computer networks provided by the configurable network service in
various manners in various embodiments. In at least some embodiments, the
configurable network service provides one or more APls (‘application
programming interfaces”) that enable computing systems of clients to
programmatically interact with the configurable network service to perform some
or all actions in creating, configuring, and initialing use of computer networks
provided by the configurable network service, while in at least some embodiments
users who are clients of the configurable network service may interactively
interact with the configurable network service to perform some or all such actions
(e.g., via a GUI, or graphical user interface, or other console provided by the
configurable network service), whether instead of or in addition to performing
such actions via use of such APIs. In some embodiments, a GUIl available to
users may be based on an underlying API that is alternatively available to users,
while in other embodiments a GUI may be implemented in other manners. In
addition, interactions between computing devices of clients and the configurable
network service may be based at least in part on electronic messages (e.g., email
messages) sent between the client computing devices and the configurable
network service, such as in accordance with a message-based APl of the

configurable network service.



[0009] Figure 7 illustrates a fl ow di agram of an exanpl e enbodi nent of a
Renot e Resource Service Access routine. [0010]Figure 8 illustrates a flow
di agr am ovoanioess1pl e enbodi ment of a VPN Creation Ful f PCTftsea09n610é ne.
DETAI LED DESCRI PTI ON [ 0011] Techni ques are described for providing users

wi th access to

[0001]
[0014] For example, in at least some embodiments, a client may interact
with an embodiment of the configurable network service to specify configuration
information for a computer network to be provided for the client, with the
configuration information optionally including a variety of types of information such
as one or more of the following non-exclusive list: multiple specified network
addresses to be assigned to multiple computing nodes of the provided computer
network; specified network topology information for the provided computer
network; and specified network access constraints for the provided computer
network. The multiple specified network addresses may include, for example,
one or more ranges of network addresses, and if the computer network being
provided is an extension to a remote private computer network of a client, may
correspond to a subset of virtual and/or private network addresses used for the
remote private computer network. The specified network topology information
may indicate, for example, subsets of the computing nodes of the provided
computer network to be grouped together or that are to otherwise share common
intercommunication characteristics, such as by specifying one or more networking
devices to be part of the provided computer network (e.g., routers, switches, etc.)
and that manage or are otherwise associated with computing nodes having
particular specified network addresses, or by otherwise indicating subnets of the
provided computer network or other groupings of the computing nodes of the
provided computer network. The specified network access constraint information
may indicate, for example, for each of one or more of the provided computer
network’s computing nodes, which other computing nodes may intercommunicate
with the computing node and/or the types of communications allowed to and/or
from the computing node, including whether the computing nodes of the provided
computer network are allowed to communicate with any computing nodes
external to the provided computer network (or in cases in which the provided
computer network is an extension to an existing other computer network, whether
the computing nodes of the provided computer network are allowed to

communicate with any computing nodes external to that other computer network



conmput er networks, such as under the control of a configurable network
service available to renote users. In at |east sone enbodi nents, a renote
user may wWonbevmediswi t h a confi gurabl e network servi ce @cgmSpublosTonet wor ks
in order to create and configure a conputer network for use by the user,

wi th the configured conputer network being provided by the configurable
network service and including nultiple conmputing nodes that are maintained
by or otherw se under the control of the configurable network service.
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each creaimfitrRNfi<iatidiate Riskal Aefldree bs tosilitsstidfe network. Furthermore, in
at least some embodiments, at least some of the computing nodes may be used
by a program execution service (or “PES") that executes multiple programs on
behalf of multiple customers or other users of the program execution service.
Additional details related to computing nodes and underlying computer networks
are included below, and additional details related to example embodiments of
providing virtual networks to clients and providing a program execution service are
included in U.S. Application No. 11/394,595 (Attorney Docket Number
120137.524), filed March 31, 2006 and entitled “Managing Communications
Between Computing Nodes;” in U.S. Application No. 11/395,463 (Attorney Docket
Number 120137.525), filed March 31, 2006 and entitled “Managing Execution of
Programs by Multiple Computing Systems;” in U.S. Application No. 11/692,038
(Attorney Docket Number 120137.554), filed March 27, 2007 and entitled
“Configuring Intercommunications Between Computing Nodes;” in U.S.
Application No. 12/060,074 (Attorney Docket Number 120137.576), filed March



extension to an existing conputer network of the client, such as a private
conputer network extension to an existing renote private conputer network
of the clwermiowesgs, a renote corporate network of a cliPemuUSkéva6T186 a
corporate entity). In such enbodi nents, secure private access between the
exi sting conputer network and the new conputer network extension that is
being provided may simlarly be enabl ed using one or nore VPN connections
or other private connections. Additional details related to establishing
access of a client to a conputer network provided b enbodi t of the
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[ 0001] [0014] For exanple, in at |east sone enbodinents, a client nmay

i nt er aciservice, such as via a computer network being provided to that other client by thé
configurable network service, etc.), and at least some such remote services in
some embodiments may instead be independent of the configurable network
service. Such other remote services may have various forms in various
embodiments, including services that provide network access to one or more
types of computing-related resources (e.g., storage services that provide access
to stored data resources, messaging services that provide access {0 message
queue resources or other stored message resources, database services that
provide access to stored database resources, program execution services that
provide access to program execution resources, etc.) for use by remote
computing systems, or that otherwise provide access to information or
functionality or other resources of use (e.g., a service that provides stock quote
information resources or search query results resources; a service that provides
photo sharing functionality resources or social networking capability resources;
etc.). In some situations, an embodiment of the configurable network service may
provide a plurality of computing nodes at a data center or other geographical

location, and may use subsets of those computing nodes to provide different



wi th an enbodi nent of the configurable network service to specify
configuration information for a conputer network to be provided for the
client, wohlotmes@enfi guration information optionally i RCTOS$2009/06710@r i ety
of types of information such as one or nore of the follow ng non-excl usive
list: multiple specified network addresses to be assigned to nmultiple
conputi ng nodes of the provided conputer network; specified network
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31, 2008 and entitled "Configuring Comuni cati ons Between Conputing Nodes;"
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[0016] I n sone enbodi nents, a client may further configure a conputer
networ k provi ded by the configurable network service to provide access to
one or nowe 20ties618et wor k- accessi bl e servi ces that are PemaiSeooPneTING he
provi ded conputer network, such as other renote network-accessible services
that are accessible over the Internet or other public networks, or that are
ot herwi se external to and not part of the provided conputer network. At
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[ 0018] Furt hernore, various techniques may be used in at |east sone

enbodi nents to provide enhanced security for such communi cations from
provi ded worzpumsssiget wor ks to renpte resource services PCa/usenpioguned
access mechani snms of the provided conputer networks. For exanple, in at

| east some enbodi ments, a particular renpte resource service nmay have a
publicly accessible interface that is available to users via the Internet
or ot herjogapl i c networks (e.g., via one or nore public network addresses
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si t uat i 6@t MY riBRyHe 9%@&%@%@@)}“@5'%1‘% BGRETS NG P AHCUAT Ferfidte

functio i f : St S S ol dwégl'}\ﬁ;
comuni g%ﬂ%%% %eryl\%e{nh%?héeres% s?r%%lg?é%%?kég t fec%%l %?l gu agiagmneat wor k

ser vi ceparizulspnanssspaeeafibil icnotetresokse tsentit® suehthet ¢campafirannoded he
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communi Vi €e¥over one of nore
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simlar manner, such as by encrypting the communications In a nmanner that
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bel ow. rdARAPbr other message to the remote resource service that indicates the name
or other identifier of a resource of interest within the context of the namespace,
but without an actual indication of the namespace. If so, the configured access
mechanism may automatically modify or translate the message so that the
indicated name or other identifier is associated with the namespace
corresponding to the configured access mechanism, with the modifying or
translating optionally being transparent fo the computing node that sent the
message.
[0020] The configuring of the provided computer network and the access
mechanism representing a remote resource service may be performed in various
manners. For example, in some situations a client may specify an existing

namespace of the client within the remote resource service, such as a
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[ 0019] Furthernore, in at |east sone such enbodi nents, a provided conputer
network for a client nay be configured to receive access to a particular
subset ofwoOhelooesqati ng-rel ated resources provi ded by aPogtuserRAOemoessi bl e
renote resource service, such as a subset that corresponds to that client.
As one exanple, a renote resource service may use distinct nanespaces that
partition its provided resources into different groups that have different
access rights and that are separately referenced, such that different

resources in different nane es may,. have the sa | ocal na r ot her
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with a conputer network provided to the client by the configurabl e network
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used by,the confi.qgurahl etwork service to reference, a new nanespace or
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conputer network identifiers are distinct fromany client-specific
identifiers. Additional details related to using nanespaces are included

bel ow.
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[0021]in addition, in at |east sone such enbodi nents, the access nechani sm
that a provided conputer network for a client uses to access resources from
a particuwenroroassdl® resource service may be configured POTAS3ISN6TINE renDt e
resource service in authenticating or validating conmunications that are
received fromthe provided conputer network, such as to validate that the
communi cations are sent froma particular location (e.g., so as to prevent
even that sane client from accessing particular resources from anot her

| ocat i on%. For grxa | e, .at | east, sonme renote. resource servi c&i rraé. ﬁl | ow or
requi r e "¢IPACeL TN aRAICYR ERIACK IeSREIGESRIVIce, I8y Re eogUied 12 as8ish have
one or RESS| sl : FHTES er
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€s
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rovi ded t . . ' Lt s I
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and usenfiy R¥bRUSAGEES thatTabo@ee &ism GANdr eimdte dosgiuting. systerhbef thee or

nor e addi t'i onal

client by supplying the same single customer identifier. Such a resource may, for
example, be created in response to a request from the client or otherwise
accessed and associated (e.g., temporarily) with that client.

[0022] However, in at least some embodiments, a configured access
mechanism that a provided computer network for a client uses fo access
resources from a particular remote resource service may be configured to modify
communications being sent to the remote resource service fo include one or more
other additional access control indicators. Such other additional access control
indicators may include, for example, an identifier corresponding to the provided
computer network that is automatically generated by the configurable network
service, and in at least some embodiments the client and/or the computing nodes
of the provided computer network may be unaware of the particular additional
access control indicators that are used or even unaware of the existence and use

of any such additional access control indicators. If the one or more additional
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access control indicators are not known to the client, then the client may
not access those resources other than fromthe provi ded conputer network

vi a that wonbioges@ad access nmechani sm since the client WwCIUS2@W/06tIher wi se

supply all the indicators associated with such a resource in a request for
access to that resource. Thus, as previously noted, such additional access
control indicators may be used by a renote resource service as an indicator
of the source or location of a request for access to a resource, such that

requests fromother | ocations are not given access,to the resource.
Al t er naicessy CoOpHRL icaterso AR MNPk ANo¥Eatq g’r“% Cri‘ﬁ? ’ﬂgeﬁitbgndlﬁ“?fr@?\éﬂc’t access
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or o3 Biffer loels 10 Hhi HLGTCRGR R EFUFALERLLS Qicieabit HEIMAEfroRf v °©
or a provided conput ér networ €.g., by genéerating and using a unique

i dent i f bAbtHRAbcatiora s dwe afient-spddifid hdemifieviig eslipplispubgr amginsomkthousuch
that new resources that are accessed fromthat renote resource service via
that coREPRMiNgdany ekdhe asetsmremral Bdigatarsspif. e Inbadditiopo fHeh addiiondl ded

conput er,_network, In L i ed . in g fer tal | sone
enbodi ngﬁ?%ss\g?:o Hgl %Cﬁ%fqa{fr iﬂ?yeq‘%ggmggi&%e?%%é %Lg%qﬂ E’lgegﬁa@f%ﬁg‘?ﬁ%MI es to
nanage gefsidied Adus aRfameeierkONBidatddan Asfisatdn 6f a1 aviuaegec@rapHical
networ k, such as to facilitate transm ssion of the comuni cati ons over a

subst r atasatien @ssagiataddwitii agpowded eompmiter Refweryriel es may be configured to
i npl ene parti ¢cul ar_access. nechani by..aytomaticgl |y nodifyin
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i ndi cat eéﬁ@ywtg%f thY afce,ég@pfadmnmm BRIVIRRPcrRBLie? MabkdrkabiRe one

nmodi ficati 0o a particular renote resource service over one or nore
publ i ¢ oetwareksuchAddditionalabcobessacdriral ehditatbrs onayrpeeparirimey acuvakous
mechani sns, including to assist renote resourﬁe services.in validating
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| ncl udedqbahou inbRAHS'B 14 2b80htedWRn HTBRAIIETbSmpRE FARbHOMARL

net wor k" Servi ce
by a configured access mechanism to a remote resource service. Alternatively, in

other embodiments, the configurable network service may automatically initiate
the use of one or more new additional indicators for a configured access
mechanism to a remote resource service for a provided computer network (e.g.,
by generating and using a unique identifier that is associated with the provided
computer network), such that new resources that are accessed from that remote
resource service via that configured access mechanism are accessible only from

that provided computer network. In addition, as discussed in greater detail below,
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further provides an APl that enables clients to programmatically interact
with the configurable network service to cause the configurabl e network
servi ce twotaloaesasi ons that facilitate establishing reroraSamonssoof the
clients to the conmputer networks provided to them by the configurable
network service. Such a renpote access establishnment APl may perform various
actions in various enbodi nents, and in at | east sone enbodi nents assists a
client in establishing a VPN connection froma renote |ocation of the

lient to th t k.b ded f th | t
cont | guPSBICSHEPABIANS 6 Y1 eonRLTaPE TSNS SsrutcBumay st oEous fiedfEhs o
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configurab Servi ce, net wor is created and
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renmote private network or otherw se connected to that renote private
net wor k Networé: Aed i@ Qaei ATBorexskeeh Erdules mayede Ranfigurad te ivp emteam

conput i d rOV|ded
by The BRRRURT BRed, JredRER" bl o pOtoructny ol By R D T
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of the gf ?!Bh%#ﬁ:ﬂ@'a%c@@é Yﬁé’dﬁaﬁ%rn"(é Qﬁclueﬁg% atsa%t FEbicOiesalice fatives iy service

to initiate provision to the client of one or nore appropriate net wor ki ng
conponeralidatingdbtation-speificorenuricatives fempravided computeraradworksoarait i ng
systen(s rzglpOf the client to establish a VPN connection or other secure
connect | qed b @Wcorrputer net wor k provi ded by the configurabl e network

servi cerggagh netppra%';eastcem%nsmb%d nis"the!KonfibBFais Aateric 38RIEL. TOr @

har dwar evi ces g., a router or ot net wor ki'ng devi ce) war e

conponefiirther girovides GnOAPRS thedt emarbﬂe@uliatts dxm programméficzily ifR02E] Wt texanpl e,
in sonme enbodi nents, invocation of the renote access establishment APl by a
client @g@fmablnen@wrrk Fendee do rauRer theseonfigtisakle netwerkasenviga ke ke r chant

to pur ch 0 t p r.0 er
nar tvar BTG ER AGT LS ReBtdithinG, R AARS e iells 3T St
the cli aafworRE hrOAHSE 3o ARGHOPY e ebifigaablednstadric ebiieds. e SAchad hemote
configuration informati on for the acquired networking device(s) to be

del i ver atcass esﬁebhﬂhreemt ABListawvt performm yadews a@kl@)s ihearignemyadsaentt h t he
ft b th f f d d

bor et caBt e ataeehgoRR feo A Hasih A Rient  nr BrbiOREa: SRR ht he

conput egshedMBhKfrmOoN | rdathté %céthﬁ\ of HROLlidit fohhet 8BS} gt&raf%@mﬂ%wd<

service. In this manner, after the networking device(s), software and/or
conf i gupeavided fanftbe ruh&nbhy the coeﬁ@lmbt& hgtwohie sehiient AstptfreVIoLIskymotad,y, for
exanpl e, attach the rec?ll ved net wor Ki n F?‘ctiew ce%(f)%t 0 the ri vate

net wor kiNo$OrBe (ftkabenb ASTIEBhBIRY MRy ess SEBRtS prival utenaeig \ﬁé‘it nahd/ or

f
e conldtebdrBURAIE refllor e ABL, A fd SiimbERE kSR CraRel AL (o)
conput eFrdmé@DWthH ovnfitRdablerndtiveric sewite may mambktaisldm’@ ¥ENremoteect i on

to enab rivate secure access of the client to the provided co ut er
net wor kpnvaiematwprkspf atharwise, camecteshiQ gmtéem%@\mwat%@ew@rkcév Othefay first

aut OITB.tI n u u abI e
net wor k°" \?%ée%i Eﬁ ta@la?’ é g’ﬁ i %r %?ad(]"gt %’fg%glrg%@tﬁ :Eé)ﬁﬁpawﬁgng@%@rgngtl on
speci fi gcdest BRJ CiatAEEEWith IR WeRlpuRsovietl@stkl providerl oyi ert coafigurbbren
subsequently automatically establish the VPN connection to that provided
conput enetwatrkservice. In either situation, the client may in at least some embodiments
use a VPN connection or other secure connection from the remote private
network or other remote computing system(s) to the computer network provided

by the configurable network service. In such embodiments, the remote access
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[0026] I n such enbodi nents, the nmerchant used to supply the networKking
device(s) to a client may have various fornms, such as an online nerchant or
ot her retwpl2ero/a6b@8 i s operated by the sanme operator wheCofsec@vas7ivhe
configurable network service or that is otherwise affiliated with the
configurable network service, or instead a third-party nerchant that is
unaffiliated with the configurable network service. The hardware device(s)
to be used may simlarly be selected in various manners in various

enbodi nent s,.. | ncl udj based on conpatibili wiih the conputer network
b ovi de@StAPhBet rhPD FBES nBY WP K CQHaHTaRE A REMT vs 2 con D abe B e
conput i : P | A , R I I
de{rgcte %ﬁgﬁgﬁgﬁ%ﬂ! iip}leg E?yt%’ﬁ% iéef(ralﬂtﬂ.b ﬁ?@%ﬁ‘ﬂ%re, ?ﬁ( g%#ﬁr;e%g%g |m>;nts,
mul ti pl ¢halcbafipatbie actvwryrk Berdvaitd afitiatef prowisidr tththeheietiticf ninemay meed ect
such as may be specified by the client when initially invoking the renote

access EPPHATIaGRSMVOIKNG coMPPRERBSBRIoW the Eemalscprivaie Meptwednek plger

b | _ . . e -
T er arangte PEinHRliie 358 f ufk cidhy HHRHIRA s YPAF Robfecifotiet P 2
si ngl e fg¥BEredEorIRICHBA tb NBe EoMipiteOhetdidie bra\adstay ehdevhBgurable hetwesied. I n

addition, the configured software and/or other configuration information
my be sepfitd.eduah nawarkingneompomgntarmaydngude cts @@ngple, pypetdremoigre

mer chant__that suppl.ies fhe networking device(s), directly. th

conf | gu&‘ﬁﬁé]‘%arﬁet‘#l)\%vﬂcfgsse Hced JPU® g’ﬁotom r éﬁ%ﬁ"’f)a?"?g aﬁa%ﬁﬁ% ﬁgﬁg\@ﬁ%l ied in
var i ous :BRHIRERts, @nd/or dPYuss 6?&6&[@1&@&6%&6%?@@“ ng the software and/or
configuration information to the client; by storing the software and/or

conf i gu[@@25]n i nf Gonmaexamplen ia pbye eatbativieots, rigadedtion rédthemreswid as a
DVD or USB nenory .key, an hysi cally delivering that nmediumto .the client;
by ss or PREEITBSGblishEa ARLBYS Histiichsss (5 CoRTaiRls BRI SR SRR hor ki ng
dovi _ : : _ ) .

(e’ o Phel 96, 3UcRaR, LS8 dobbRvEL Efkureit otk rseeT oL
t hat i sdprioei sledtier haveware atworkind elevidel{s)cthattareodeveadd its ha tréotéPN

connection, such as when used wth one qr nore conputing systens or other
har dwar tc@dion cels the, glienhcard jcanees | arEpraRY sonfigdede ppftuale, ©4t ¢thar

ot her .« FPPIpAPS mrhffe 5 K thel tutee el RiHTL RelBHLsi % HeloRet & B TG O

I novari gus cRIROSudTR tHa thé delicats) iwheh EhfRfifed MatHipe sftvirei draded @cquire
it in another manner (e.g., obtain it for |ease, rent, tenporary

eval uat then corfigurptionriaformptiom angnecrifsied ferane phéenargerameiecernpylingbl e
ot a1 nl AU BUpvE e Pt oL TR Pentor Betyn e Ror LRt EREALEL e

bei ng N diBaD by 8RE  EOHRYRELIEN AR 88nidte PRHYMBR! midhrdie dffdratdesr). or
i nstead having the client provide paynent directly to the retailer (e.g.,

by the networkingatidrdce(s),veoftwazer atidfer pobfigutiatign tinkormatian laze receivegayment

i nf tion, f the client, by th fi bl e, t k i i di
o o el Len DY LG oo sl neLver ke e Y O
| nt er aC{H%"?erﬂ’bfe*‘pPiOé’te?héﬁ{b‘r t &Hé?'r&nb*bg Fﬁaﬁﬁﬁﬁ% é}}%fé?ﬁ{]ég,t gﬁ&ué@/ Havi ng

the retail er use previous ykotalned in n~from-t rent to obtain
the paysgsfiwarechndior dconfiytidationomfortration to configurentiedireseived tnetworkirig at ed
acquisition of a_hardware device froma_ retailer for a client causes the

del i ver §evicetshe e gpafigurgdietworkiogndenice{s: may dheniawempalically gontagbt e

I ti i . . _ . K
ser vi cotseoBBer isPhs Bl Tor B AR TRl BEL A R Ee P R oy 1
t ake debhisiepriviatd Bectidr dumise sfakefieAntb tHeepralfdddesmpliter metherke! irent
(e.qg., after configuring the hardware device with appropriate software

and/ or otheri gjtuationsn thaf eenfiguiresh, networkiag edevies(s) onawr Bish pute@atisalar e
device to the client in the same formthat it s recejved). Additional

Gt o 1 sl a° ey THured, conmtiar sulemL b e ronfiBb R Mg p4iiel G

net vor Kogflr th 681dif atidltiohkl c@hf@h’k&r&n' iBfotREIOAEFREIfE th MO eatipRterof the renote
access establishment APl are descri bed bel ow.
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[0028] For illustrative purposes, sone enbodi nents are described below in
whi ch specific types of conmputing nodes, networks, comunications, and

conf i gur avpan1ogweslat i ons are perfornmed. These exanpl es &ca/yse@wiodads f or
illustrative purposes and are sinplified for the sake of brevity, and the

I nventive techniques may be used in a wde variety of other situations,
sone of which are discussed bel ow. For exanple, in sone enbodi nents, the
computer networks that are created and configured for access by clients are

rivate ter network extensio stin rjvate et wor k
2f'Yhos@ee&%"%rnrgwdm.f%mené@m%ncEﬁ@w%eggévﬁéB tobatGag ARttt i o
conput ex;H\eEUR ,omgtﬁgtﬁbqﬂgal&[ﬂﬁ%ﬁgmgwrknetmrks that are not

wor'ks “and/ or

ext ensi ons % net may be public conputer

net wor k00263t areImet:crpmcmmnmm@m@bhabwséwt@buppﬂy the ne@wsrkifmgehal f
they are created and configured. In addition, in sone enbodi nents the

conput efevisedtr g giesy rrwdwaxe YHIOUSTAIMGLTUAN 25 ABRHPR Richation etber

et vor k/2al Bt Grondafil BT St PREAIE b8, GitaR, 1E EEROLEMET g
nodes t Ratwatkes&ivRe oprthat qy'@lﬁ@nﬁ@@éﬁiﬁété@iem”ﬂ%r@hﬂ@@ramé\trﬁéthlbﬂd or
mai nt ai ned by others (e.g by third-parties, %/the clrents, etc.) but

made avaéelvits, @rfinsteag @ tiwrdlfpartyemeocrhar@mh@tbsef mmwﬁbrtbe@@nﬁgnpmm]
Figure 1A is a netwo ramillus t|n an, exa nt , of a
Cout | quPaMakEsVies . Toe Rt are, devibaia it b tustnt B3 Piofed/ BS Seffiiee Pang
conf i guygi G R fierd & Waribss fe?ﬁbébgﬁle% sh@a ainbeﬁéssed bR ddthSatiiRyRith the
corrput er networks t at are create COI’] | gured are pri vat e network

ext ensi thes competershetagrip provdded dynihet mnfrgmirahde keetevbric septes andfod veith

Confi gurabl e Network Service 105 pr.ovi des, su |ona to clients
(not shi¥h)rearRle 6ARPEEING PYSBTKS) d”né’?%p)(s%ﬁ)dﬁ’(e@ g SUC v@g Y Itiﬁ ernet).

1051 0. ASERENY oiSReR, Aitif il Py LRILIANC, MtRorE H SErte cre

conput egmbRdwRets, nitibleasitePativiisngay! e divaitailgtfrarg wiichrthgudiendveay t he
publ i c networks 100 [0030]In _particular, in the exanple of Figure 1A a

nunber 8¢lest, |Séﬁhsa€’( sy b,%ﬂﬁylflaﬁ dyi theedlignt wheroinitially inyafing: threfewwete 100

et vor koo e e aREHerte/dP . b 8o B 16 2blet ey Mo e EPbYAREORSC it
at | eaSheﬁwn% s@frv;éélfee@or@wh@ry ﬂﬁt%@lsifi%éttﬁé&hgmﬁlela@em@hm froRt Whighed to
enabl e secure private access fromone or nore corresponding client private

net wor kmelewrtbmy salecﬁutjhuqthereembodlrrl@m( a sigle \t«ypae yPRewmikisgtdeyigs
establ Irszrh % er ﬁar(ilvpatrgrgeovrl]gee%éyorfasé %ggg gt a&ggb% the conhgured software
and/or other configuration information may be supplied to the client from various
sources (e.g., by the same merchant that supplies the networking device(s),
directly by the configurable network service, or by another entity), and may be
supplied in various manners (e.g., by electronically transmitting the software
and/or configuration information to the client; by storing the software andfor
configuration information on a physical device-readable medium, such as a DVD
or USB memory key, and physically delivering that medium to the client; by
storing the software and/or configuration information on the networking device(s)
before they are delivered to the client, such as to pre-configure the device(s);
etc.). In addition, in some embodiments, configured software that is provided to

the client may be sufficient to establish the VPN connection, such as when used
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exanpl e enbodi ment, the Manager nodul e 110 assists in providing
functionality of the CNS 105 to the renote clients, such as in conjunction
wi t h variwo=oordeesisnodul es (not shown) of the CNS 105 amdTasee00067100NnpuUt i ng
nodes and networ ki ng devi ces (not shown) that are used by the CNS 105 to
provi de the private conputer network extensions 120. In at |east sone
enbodi ments, the CNS Manager nodul e 110 nay execute on one or nore
conputing systenms (not shown) of the CNS 105, and may provi de one or nore

APl s that _enable renote conputing syste t rogrammtically interact with
the moddfi 8RO AN SOTRLEING %fsg%mﬁ ‘?"ug%?f qiwgge 6@\/*9%%@3)5/“1903“%\# behal f

of cli e%ﬁf@?éﬁ??g@gﬁﬁ%%fﬁaﬁeﬁogﬁﬁ}{-i gure, and/or initiate use of private

net wor k “ex ion, in at | east sone enbodi nents, clients

may i nsyeegi7jranualfuythiefherache \Wchbisition 608 Waedwde devige from a retalizelor
i nterface provided by the nodule 110) to perform sone or all such actions.

[ 0031] Tietheruibird eanytamityfor@oclieay may, be perfestagghinevaripusuppNBerp IBVEE8HS bl e

twork of, |ink t wor k i bl t di stinc: i h
The 1 nt &TiadifeRts, REIcAPE 3o BRERATY Yo BRLREVE: Rbteeb Bkl I pffinelc one:
Or NI € eyl (@ﬁ%gg!byah Gt &t 1Ak {eﬁPQ@rpﬁgreﬁyC@fM’c@ne é?é.),oéﬁ@rml@{/ iiyat e

network (e.g., uni versity, etc.) t is part!al’ly or whol
i naccessbbiecembodimentsi includgeitieuvsanfiguraild netaork seivicgeproyihng paymesy st ens

and/ or ot her networked device f client. In the . jllustrated l e, the
ot delb i vsler ancchen seos s Nl paime R ohe cHER G S TR IRt not
shown) , [: Vi I ] e

contr i PAymeRE Honk M cRentHif nidie, Ray e dnal o thd aRidieg e BRGNS ) may
be conf itgthebtaitery,aor insigadehayinay tHeheienlt ipentide paymenbdirédtbytoathe rptadler ded.

Each of the network extensions 120 in the il] ustrated enbodi ment ma¥ be a
pri vat e (@8nphY dhe reanfisukalla sretverk seades girevigngy thy retadet wikh Payment cr eat es

it, alt . ogi ; r.ks..:arovi ded
byt he. SRETaih & 0 oReBY I b an R o AR OB Gl MR E R B

st andal o pEsTRMEtRN fREtuNRY its chMtatting @rsthefvis€ nistepingowith [tBe alisnttd ng
conputer networks. Simlarly, while the provided conputer networks 120 in

the exampiain dhe paymeendi ipfarmatione iyt Bavng dhe retaiisttuse PEMiRisks obtaine t hat

R E R T i S A T A

net wor Kambodiments the initiated acquisition of a hardware device from a retailer for a
client causes the delivery of the hardware device from the retailer directly to a
remote location of the client, in other embodiments the configurable network
service may perform the acquisition in other manners, such as to initially take
delivery of the hardware device and then deliver it to the client (e.g., after
configuring the hardware device with appropriate software and/or configuration
information, or instead by forwarding the hardware device to the client in the
same form that it was received). Additional details regarding actions in various
embodiments by the configurable network service to fulfill a client’s programmatic
invocation of the remote access establishment AP] are described below.
[0028] For illustrative purposes, some embodiments are described below in
which specific types of computing nodes, networks, communications, and
configuration operations are performed. These examples are provided for
illustrative purposes and are simplified for the sake of brevity, and the inventive

techniques may be used in a wide variety of other situations, some of which are
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[ 0032] Private access between a renote client private conputer network 130
and correspondi ng private conputer network extension 120 provided for a
client mawyolelodwsdiBed i n vari ous ways, such as by est abPCThiSeg9ac BN
connection or other secure connection between themthat allows
i nt erconmruni-cati on over the public network 100 in a secure private manner.
For exanple, the CNS 105 may autonatically perform appropriate
configuration on its conputing nodes and ot her conputing systens to enable
VPN access to a particularﬁgrivate net wor k extension 120 of a cIieE%, such
t

as by a@issvasee dielgwe ol §XRMALS: dhSoBe REIOAPRNIPe AR GOSN RHBENPT he

CNS 105 . a r hani : /
aut omat iﬂéz%I ?g/e pcﬁ‘%%liregg'ég%p?% u&?@ @ﬁﬁécﬁ%ge\égg? ﬁ'gﬁ{rﬁ %ﬁ&?ﬁ%%’?ﬁ@é& i ent
(e. 0., @etlehidaéisions aeesisiied plivateaiefimute phdivorkaobiRkerchinispwhilednw a VPN

mechani sm hosted on the renote client private network 130 to establish the
VPN accether ambadinenisatie syeated Badncapligupd i eerapytes nagiveiks ibayrbe

configured VPN connect i on e, establis r i ent
o1 vat o STIENE AT’ ph ey (B3ce” St cRFBRONSLEh b8 (aRel by ne
client wahierkkPaRg/dr" hithyebeetpdpliet eeflputac wehlarks ®atobher néP prvBfdipt e
communi cati on technol ogi'es. For exanple, in sonme enbodi nents, a VP

connect iacoessiblet ine the elienicon onhesst behalfidheyp are srasledsardl coofiguredet Ween

1 ks that MPLS ("Multi Prot | Label Switchi ") f t
o o 3gHBAN, ShCeoRe SEIOAME RIS g pEREPRIRTe MRS o HREHSE BT A8 i onal

detai | S chAARIALIInBRAGK SghvRied ugs! althpit hodBS Hheit GREMEIEVIdRAS by Saifdh as 11
response to client 1 nvocation of a corresponding renote access

est abl i sbniolledA\By theogdmfeplirblylet hetw@iS sEdfice awbileliis catbee@mbodimeatseat det ai |
el sewhere. [0033]In addition, in the illust r?t ed enbqdi ment, various

net wor kleast 669'a Bueh campiiling aodas dbalsaieysassor Asowred SPRAUR REMETi 2ot €

conput i t r..the. i 0 el udi: i.NQ

cyst oms Y PR STofed or ginfalBel By AR (o.0) by -0 BF IO BRISTT
140 may efty. piitdaadaavalsblé fachseonnh ithey cotfigurablearstivericeamigel ng systens, such
as for at |least sone of the resource services 140 to provi de renote

conput i @P28]st ensFiguwe 1dcisea setworkaliagras tlliplating ap exgnnle gnikadiment
resources. Furt.hernmore, .at |east s f rivate:.n r ensjons 120
that ar B?Fﬁ thgldrag?p trﬁéw%s%%cq,rgggto%ngéﬁgi %u“?%t [gléerﬁ%\cﬂ)@i g'ée%zéi%ic[ e or

ot her ?EGﬁﬁ%lrb%%%pﬂﬁéletﬁémideﬁor'L%é%y theriehfs. tiRghisR@hIE e WoRfp REF Vi Ces
140, with that provided access optionally appearing to conputing nodes of

t he pri netveorketihet larexcreatadrandl 20nfiguredi ate Ipsivatd yeproki astgnsionsvta t ual

tio 115 t hat t he pr.ivat t K ' 120
21 ougRBHRG REVEHE CorapiEh NEBITTSn TS A PR Boreds NATROBLS ST AR 140
: bi, i : Haaid j iol00b and
Tobc) - SRR BHRR SRACECORINYIO IRAE, LRyenai olel Ghe S TEG POBIC 0o or

ot her snetwarks z)D &= ggsoveraheemidraet)esdhusetheeremotes cherds dnag ussethd n

greater detail el sewhere, [0034‘!:As Jpreviously noted, the provided, network
ext ensi &refiapabie Mebyerk Service ("CNS P105 to dynamically modify the size and/or

capabilities of their private computer networks, such as by using cloud computing
techniques over the public networks 100.

[0030] In particular, in the example of Figure 1A, a number of clients (not
shown) are interacting over a public network 100 with a Manager module 110 to
create and configure various private computer network extensions 120 to remote
existing client private networks 130, with at least some of the computer network
extensions 120 being configured to enable secure private access from one or
more corresponding client private networks 130 over the public network 100 (e.g.,

via VPN connections established over interconnections 100a and 100b). In this
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be configured by clients in various manners. For exanple, in at |east sone
enbodi nents, the CNS 105 provides nultiple conputing nodes that are

avai | abl ewbap1ousses1si t h net wor k ext ensi ons provi ded to clcenissgoIsanhe t hat
each provi ded network extension 120 may include a client-configured
quantity of nultiple such conputing nodes that are dedi cated for use as
part of the provided network extension. In particular, a client may
interact with the nodule 110 to configure a quantity of conputing nodes to

initially be included in a conputer network praovided for the client (e.qg.,
via one €¥aMplg emhasiinahidbe ManagarJpeddas! 14 assists RmTORHRG Wegtigaiitne

105). | AN @Nyn S i ! S may
| at er bg)fgg%éfnl}l %a qdy{baﬁ’;(?e,ae%ﬁ%{eo@%;ﬁgsmév@@ ?%QQH%B%@?%%WH%U e@ﬂggt wor k
of a clinghduléL. Got SHAWrHNSF OtheMDNS P11 OB I ARdBYartousN cehfpsitingnNBiodes hasd AP
provided by the CNS 105), such as after the provided conputer network has
al r eady nisbierking devicey (nhlesbpwehthatearg. useg bynthiec &N J 06ota pravida éher

. . f o o . des).
Fur t hor REVEE EREPERE B OHb SR BiAre 1201 (TR ear PartnemEsHIEehe Sfout: g
nodes | NG MAtRRfer TROEUIE OMER @ cuUéh oﬂééorfrﬁbregé@lﬂﬁbﬁag 6 pstBsi (ABt Nodes

with various performance characteristics ( rocessor speed, nenory

avai | ablsbows) of #ue CNRii10abhad reay provide ooe @t mere &diatthati enaile remotn, in at
| east some such enbodi nents, a cljent | specjfy the ., typ f conputing
nodes  t GOBWUIGISYAEIS 1o Pragmadatica b pirast Wandbpimprie b fp abres

[ 0035] | At 1L-aNs e S oSt TBRINGSF > i act with
t he nDdSP@%l% %%ofuglgﬂ?'?églwgﬁﬁﬁeq?mgﬁ? Zggrggses ﬁo?iagﬁ%rgcﬁp tdeT’EY%g?ém%rék

pr ovi degdohfigurehandfor @ifiateausg. of privaite netwrk raxtengioregt 20)rehi additidreiraat i ons

with an APl provided by the CNS 105), and network addresses may | ater be
dynani c!gasy saaeambodiiaeris, slientodnay ésteasd manyadyintectmiuthe Mesiork of a

Comput e AP or 12 R0 Bt FRRERTEY dfe sietils T307 0 BErf BRRATEF |

parti cukagh Befiygded conputer network that is being configured is an
extension to an existing renote client conputer network, the client may
speci fy[@Hd]or noﬂ'beemt!lﬁlés'lﬁtwaﬂ‘gé@() (reayybe, for@xasapless pubiiely-ayseasiRieRout i ng

" Cl DR' dd . hl k h . f .k _.addr. h
Cubsor. et SR st b BESSBL 0B ot B R IMcio RS, Sk B R o o o
net wor kintéﬁ\o%g. il rdnhSteSARAE g‘ggﬂemétwws agg rn‘i‘éyﬁ S§c|@ﬂrﬁ:ll§t§@@né%r b

conmput i ng es of the provi conmput er networ’k. Such configured network

addr essesistimy privatometwortksatsuohsaha eorpanate or ghhén prieateeneiwdtk dédy.esses
that are not directly addressable. fromc uting systens on the pub]ic
net wor kNewE: (lg‘."()e.r?‘tY,fetFSetr@ii@tﬁaﬁﬁal[ye%t‘é‘ lyi iR C%%r‘l‘ﬂ@tt\?r ”ﬂ%ﬂ%“‘%%d t he
corresp N TV t t i l.at i on
Fechn e s A R e o
net wor kciard. 1 1rs the dugleded aixsonie etiepsovided nvdtivbek iexterisiers 420 usddhons at
| east sonme of the configured network addresses may be public network

adglr ess#ludeamuyliipled co@eiing aaefass {aoh shewam abripast sgMsey oFf avRicBnatene
. 0 _ ) . .
Phter neb Ty o plhedisscuPdet b, BohBY 6 Raie 198,208 Bl dLte |,

ot her ephnside MesworkhexteNSioh8512@ymayt srionfighled §ehesibuselag byathd esses
to be used for at |east sone conputing nodes of at |east son&grow ded

conput eelignds fior Whert theyi angsproyigeld. aEaphsddhe metwolipekteagipnesksin thet are
il able f by. th 105, .b d | ecti t K d t hat
are ror Ubstited SEpedinil szbebd adivdls SPamie Mefre i et R AR B ks

cOr 1 €5 PBNCHBO chidh! Pt PERAIEAC T CAMBULAT i HNE EbRfifients) afdehst 88md N at
| east so enbodi ments in which the™CNS 105 provides virtual networks to

cl i ent scompaterasetworksi prpvickesr Ibyy met GNSKk s10on far sliests anay nee wetkiclyeach

client may be allowed to, specify any network addresses to be used for their
bt ovi deRGRasHle anAlETRY 8 SteURAlons CoIRYS! Bearkn PRt gse o XS or
over | appj e : heid; et I gty

et vor k) Dl R AR RRE b R e ! AR SO ecces
di sti nchétwdrks 12@ahthe demhplesare extdraiors tol reatote Icliemt comyuteanetveorks r st
conmput i ng node associated with a particular specified network address for
the first client's provided conmputer network, while a distinct second
client may have a di stinct second conputing node associated with the sanme
particul ar specified network address f® the second client's provided
conmput er network. Once network addresses are configured or otherw se
determ ned for a provided conmputer network, the CNS 105 may assign the

net wor k addresses to various of the conputing nodes selected for the

P —



[ 0003]

[0036] In addition, in at |east sone enbodi nents, a client may

interact with the nodule 110 to configure network topol ogy information for

a conpu

t eworretovwsdasprovi ded for the client (e.g., via ORETAIS2000/067106

programmatic interactions with an APl provided by the CNS 105), and

net wor k
provi de
the pro
exanpl e
routers
firewal
the pro

such

topol ogy information may | ater be dynamcally nodified for a

d conputer network in at |east sonme such enbodi nents, such as after
vi ded conputer network has al ready been in use by the client. For
,,.a client my specify particular types of networking devices (e.qg.,
J130wihatnare, pavete) nghworse. #t e emiadimgats &es Pé?"*ﬁ%&e%or@%‘.ﬁﬁ?,

I X} : i i . art of
SRS BTl R RSP RLiBRR 5 SHEHL S SapuRt PREliie T8 shel RIPBSRT L1 i g

nodes ofyril/AR Mst@erigled conputer network to be grouped together or that are

to othe
particu
interco
particu
i nf or na

enbodi nents in

rwi se share common i ntercomuni cation characteristics (e.g.,

a
[8032Jubset Psivats mpoes hetvriss at remotar digphmrivate soRpbERIt Networkhi ch

T S8 o femna ding rivpte (il Refiork itefidh ARESSIRIEA Hrid
el 5192 lb% B v SRSTRUVEYs, REICHRIS Oy B¥tablisithg LOPPN @@Bction

ude routing information or other intefconnectivity

a
i on

i nf or mabr othdrestesasn comteaioki bedweden ithers thatddiowsgntarpemofunicatiootovey thievi ces.

Furt her
avail ab
mul tipl
i nf or ma

B b e O by 2 S Qo En T
SRR A, P e s aceanty cver

t1on spec I ent provi net wor
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(e.g., infaimatinroto thexdlisnhienet eadentialse aegessr paiaisdandion othisr nesametersy node
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nodes;
havi ng
avail ab
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rel ati vantoratdndigueed, ea MEN coompetiiony nsyys benestablisiedabetwean Henpemotonput er

net wor k
di scuss

of the client and/ e resource service; gtte%.gy ﬂ{eo

ghentipyai nePverad the Bt netvp Sriensiag, Sudhas it

client using IPsec (‘Internet Protocol Security”) or other appropriate
communication technologies. For example, in some embodimenis, a VPN
connection or other secure connection may be established to or between
networks that use MPLS (“Multi Protocol Label Switching”) for data transmission,
such as instead of an |IPsec-based VPN connection. Additional details regarding
enabling and establishing secure connections, such as in response to client
invocation of a corresponding remote access establishment API provided by the
CNS 105, are discussed in greater detail elsewhere.

[0033] In addition, in the illustrated embodiment, various network-
accessible remote resource services 140 are available to remote computing
systems over the public network 100, including to computing systems on the

remote client private networks 130. The resource services 140 may provide
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enbodi nents, the interconnections and intercomuni cati ons between conputing
nodes of a provided conputer network are managed usi ng an underl yi ng

subst r at evpebwarske18f t he CNS 105, and if so, sone or al lpCofustévs/oené i gur ed
networ k topology information may be sinmulated in at | east sone such

enbodi ments using the underlying substrate network and correspondi ng
nodul es of the CNS 105. For exanple, each of the conputing nodes provided
by the CNS 105 may be associated with a node comruni cati on manager nodul e
of the CNS 105 that nana%es communi cations to and fromits associ ated
conput i Ygriaue d¢nctionalily, tofthe agaate geUTRERY FFteres. Sueh 8% K alyeasiSANe he

associ at e | | ow or
ot hor v 08 e RO SRR PAERED R eFaate o R Ssiidne WA dbets 181
manner ¢ansis hts o éd?n@ﬁ‘l‘ﬁ}glfeféi‘éﬂefe%aﬁ‘ﬂébét Flrfhereone, | atdexstcssine Bfeie node
comruni cati on manager nodul'es may simlarly sinul ate routers and subnets by
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manager no 105 My nmanage conmuni cati ons between

conput i egmpadieg rouesi afdte privateenEMBrR @Xtensibrex 120 aalbemgrma:aily\grcsw&eéns,
such as to simlarly si wl?te firewall o?e\“ ces d enf ecif (Sd
net\/\orkVE’cE'@é@' eeRagstionst §15 daatvare P dhwy@ BERYS" BLﬁ heipie 42
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net wor K gpleHefed for the client (e.g., via one or nore progranmmatic
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const r a{0034]Inf or mAsi pavieaglyIraied, the pdwdﬁtﬁ @@M@rkrm@emsué@s 120 rr@aypeaﬁh ded
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some embodiments, such as, for example, computing nodes with various
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[0039] Figure 1B illustrates additional details regardi ng an exanple
conputer network 120a that may be provided by the CNS 105 (or other

enbodi nerwoab102068@Rf i gur abl e network service) for a cli eofrjusesmioctine

provi ded conputer network 120a in this exanple being a private network
extension to a renote private conputer network of the client, such as one
of the renote private conputer networks 130 of Figure 1A. In this exanple,
vari ous connections and comruni cati on paths for the provided conputer
network 120a are shown in a conceptual manner to illustrate types of

conf | gumbﬁoéfnﬁ@f:@\/cﬁh@r%&*@@%t@%(ﬁigﬁ r%rpﬁ@%soarﬁpef%*t VBRRONG SYRERRIE. §HHa8% gure 2
T ustrag eﬁ%&dd'ﬁgg[‘ ?’o‘?t ﬁ;gﬂgér %%gbﬁh.&& a”lfeéé”% a?fle%{’g%éﬁ{éngu?#bs”ate

net wor k€8 € uSed to Crea rovid

net wor k gngitsdiments, faecn@h@myesﬁasrcﬁywﬁ@g/p@@rm%mpmmgwdeslta% m[:maéa]um n
particular, in Figure 1B, the provided conputer network 120a includes

vari ous acmwadedr@mmdesn@mmkcﬂ@'dhbphehb CNS 105 that are located at a first

Sooor ap b | ocain ation () atiefstsdhe Poinddbefft AR Hay bisrast withs  gur e
into 'O%éﬁ#ocﬂﬂ YRH té%n;éﬁé ﬁé&%&@@dufbésas%@é%mméﬁnsmm@r&ﬂﬂé@spond

to different su nets and/ or associ ated configured networking devi ces, not
shown) . fom théi dicak o). e visa csiengr enomncmpgmﬂmatlcc tinteractounse w1th62n| APthown at

geogr aphi cal | ocat i on to control co ations betvwee ose copputing
nodes aREO\igeRD Vc&%ﬁN%g“%ﬁﬁs@é‘ﬁ's“ ngts]&“i e%?r%marvaiaéela?lﬁfavf@m'% Yes of

communi gMBBn%ave ﬁaﬁlﬁoﬁﬁ‘éﬂrfor Q'ptr&ﬂlf-!%" Eﬁ)ui’éﬂﬁ’étﬂr ﬂ(&PérEh{érﬁrm Befart k 120a

may actu € Oor no con net V\DI’ devi ces at

geogr apl@bﬁ'@ sh@haémbﬁdlhaerﬂsld stible amrafﬁmethenptomﬁdd b@ﬁmuimy netwarkphasrent ed
by the configurable network service at the geographical location 1 in

vari ous alfgady beendasisedy theclient.t For expmpls, dhp PARIGHARIRXIEEICAIBRYIEF s or

associ aelvarsalrdS B ontfiobad ds . EREReIoN, 18 A} SRRLAY TR one

substr ab@rrfp@ﬁé\oﬁémvcﬁk Cthel BlidMirBap sp@Rlfe orfeher Widrk Udldressiranigddle.gpea ates in
accordance with the configured i nfornation for the ;)row ded conputer

net wor k Cl2sxess rolenddangaio o Routjog e(iCHaR Yo aRdtassobingh) i o1t ofiait QEQ‘UPSC@flfI gur ed
i vat h d d th
ont + gureel aiseSsen dbaf Binat SbRet ShBPracral st Vo6T o 3% "'
communi %ﬂrsiuﬂgo irﬁ?% %@nfseéumﬁmeﬁegwdfk addicRS gest thé hipbdified Pi@wored
conmput er  net Wwor 0a to corresponding destination conputing nodes on the

pr ovi dedddmgses ereneiedoiok e @ammrnidgt rodesubfethet prewvidednenmpueiat inehsorko ot her
net wor k _addresses outsjde of the provided conpuyter ne

appr opr S4CE. conligHrRdt RBMOTK GsliietRcsSatney e Somg SKHaNQTs é%gﬁrmq%fcggor@%te
o U Lo S corel o etonaluerpR BB SprRe 8 o
managed thyy gbbﬁc vietworal 1000 (8. g7, iflfid ek@ﬂﬂglémotélcber&mmﬂmter niebyvodngnd er
network 120a is provided for an
the correspondmg provided network extension use network address translation
techniques and/or virtual networking techniques for the client computer network
and its provided network extension), while in other situations at least some of the
configured network addresses may be public network addresses that are directly
addressable from computing systems on the public network 100 (e.g., a public
network address that is a static Internet-routable IP address or other non-
changing network address). In other embodiments, the CNS 105 may
automatically select network addresses to be used for at least some computing
nodes of at least some provided computer network extensions, such as based on

network addresses that are available for use by the CNS 105, based on selecting
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exanple Cient 1, and is a network extension to a renote conputer network
of Cient 1. Cient |I's renote conputer network includes nmultiple conputing
systens (Wotoskwes13 at a first renote |ocation Site A 190T/tsp@9bBOVi rt ual
router 162 is configured to conmunicate with those nultiple conputing
systens via a virtual communication link 170 at the geographical |ocation
1. For exanple, as discussed in greater detail el sewhere, the provided
conput er network 120a may include one or nore configured VPN connections to
the nultiple conputing systens at Site A 190, and the conmunj cation |ink

170 rmy NeBKeksstiasses Him aF einted NRWONPRACSERRT USBALY [9MAWIPXIFHM t he
Systens AP BPSIRIRE Cofirapdtdll o pERIeL Eolbuteh AR R P on

Site B h3ditioAnth iak ri\éé’sttétﬁnéfiérﬁb@dinffewtg & wiiich iRy NS t105 ﬁhﬂ/idwf;ir@at ed to

[
communi cate with those other conputing systens at the other locations, such
as vi a aetepksdaalients; tsugh asohnusingiovenay netwarks anpasiubstete agtwerkg. | vi a

oir o SRR eRrnel Ao Al e et SRk BufifesheY 16 BeTissl B mallor
conput i geo\ﬁdéa %B%n@fétea &R, CRUBNL BT miMINET KlierRECEp&OMN Bsd | dm&8yr

correspond to a subset of the renbte conputing systens (e.g., by being
associ abedriapgihg acsudrketddoéssasefon dteiprdspadtive peavidest computes metworksmput er

network that correspond to th renote c tin ens), ,.S0 t 0 cause
Communi Exeyemembedseems eNS Tom Maaoen e M soee distnsidp’ ©2°
embodi Mgk c;iaHf tughanyPy iSRG B3 HRiveCs WLt SHRPGEhS RBAE HssBBRtdmY be
used to rénot € ¢onputing systens a ne or nore locations, but nay each

suppor t witararpatieatdr epeciiedarsiwork adidrese fort ihecfirspulienty mysitledwonsputer as i f
the nul tiple connections are redundant alternati v_e_sl_&ge. g., .used for |oad
bal anci Agworkumhiler auhgling sesend diepbanawhaye @ distinghtsegopd gamBredidhut er

net wor k incluy i.ple j Y t i it S, t only
i gl OB e (Wi ReosRERP BRI Shelied etibiK RuBrere For e Y
syst ens sgBohdPeclispes prvidedt RemRIBE etRBIUL eOntet wetworketgraseapoass bl e for
routing the comunications to thedﬁgpropriate site and conputing system

[ 0042] | nonfiglired cor, othkewipe oldtelained rfion tee pravided crmppiter Refvalle WenENFured to
al |l ow al ome or. no,co ni cati,ons between.t he ¢o tin e f the
pr ov;lvdeab'éo'is?ﬁ’éft assigh: s E]% a'ﬂ@’%?ﬁ%rtOeX?'é?%&c‘g*%;ﬁ'?F%&ﬂﬁgs‘?% S t hat
are gengr@blay fif %Z{;#?hﬁie@incér‘i\su{é??ﬁétﬁ&k,%hoéslqﬁg@mg%mmhirﬁaﬁﬁéwcw@- | f

at | east sonme suc ternal comunications are a , the virtual router
162 nayusingt DEICH «“DRymdriguHedt tCordigumatitnc &retoabt’h or hetber declnigugs dor ti pl e
conputing systenms via an optjional virtual comunication link 178 of the
provi de@YRYHSULERIIRBIER r §f E‘Qb’!ﬁ?r s@egresses.nelon; {'}h@afjg‘ﬁnw%"ﬁ”aﬁ Bbli%nal

vi rtual rder. r - QY. e e
virtual " @‘f gradE:I g%%%% a]lrggjsfrergjotgﬁ)p 3'/@'31%'2 yﬁﬁfrggﬁtgﬁr&e%?éﬁ@%h\%f?%&@mnner S,

such asmip bhe dehorkdbf tsisegpabi: netwark eadaltéssds farriessainl otthev incarners, bor der
rout er devices that manage communi cati ons between external conputing

syst ensSEeid ashdovHse oaspedigdi@l i publifodeiwpikoAdgdERpDHyiOt AEt @RSAMOECERSS

Lot oeBapisfE B Batighi SomoRe RurdE KRR o7 BheHRROD ¢ BUEF B8
conput i BEcRPERS K tHalh @ofNRUHiIEMongO¥enttbNBattPartibdiar bubignstiagk madesstet wor k

and associ ated nodul es that control comunications over the underlying
subst r abe costpading rases. of thet pediceiar clireputeonetvertswil fiec farwarded totiebei ng

sent by conputing nodes of the provided c uter network 120a onto the

Subst r AP@TRRRANSITY FETESE BsahiireTdice aHE RH QAR PG FYEE! oy

further o5 QRS #REHR O other network to which that particular public network address is
assigned. Figure 1B provides additional details regarding an example of using
configured network addresses to route communications within a provided

computer network.
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assi st in managi ng ot her conmuni cations to other conputing systens external
to the provided conmputer network 120a, such as to the renpte client
conput er wetzawides@B8 Sites A and B, to one or nore rendt @CTASMVOE718€Tr Vi CeS,
etc. [0043] In addition, the provided conputer network 120a nay be
configured to provide private or other specialized access to one or nore
renote resource services, such as by assigning one or nore network

addr essesooef the provided computer network 120a to represent those one or

nore renote resource services, and ql%%/‘%o tiopally confi guri ng@part‘iwg%l ar
act i ons [0Q38)e t ak&hadditiogolrratleash SUHR & INgntsh G2t S1aYBIF At Wt k
addr ess i . t I : l ed to
provi do TTeogiue 130 8 B8R re WLl fosBloddidat 078 cORERAC e
comuni epdvided Fomtheldierdf(etdieviar one dedne@prigamnedtisoinkerdgtiens Withsan f or
exanple, if one of the conputing nodes of the provided conputer network

120a seAd piovidedyi thetCB 10P)aapd suchnaivoretonslagyatarewdiopimay datsr ovi ded

v rEual DPGOIET A FioelRR o PRI PR e 57 bt et Pl fen, "
servi Ceeﬁ%oﬂ%éﬁfs?%hglft %stéfﬁarﬁh@\l:ﬁr?ﬁi@eﬁ%ﬂ?hﬁiﬁér Retwskknas2feddy: Been i @ the

Internet or other public networks). In other enbodiments, the renote

r esour cesséytheeliany Fanexamplena stientrmanspecificpatindlar typesaftnedworking CNS 105
or otherwi se at the geographical,k location,l, and if so the co i cations
sent t odPHESDAP G CaMETS NS Sl Gl OpPER SeBY o dRF SRS (L wor k
120a t hatad rrgﬂ.g t LCAL{ie8s | bRktetd 4 oY thNpé et ey tipr war ded
to that T?‘!;er‘dtlaﬁelrsf ceQ%F’ ?héet\ngié%'ggewggs%\r“ggs’sgr vtl c€ Foryhandl ing. [0044]1n
addi t i oprovided eomputdr retworkyiaral/oomalyi specify 4ubmgtsbef thendangputed hodes | east
sonme enbodi nents to manage conmuni cati ons sent via tmeatl ink in various

manner s Of igproyidedocompiiey nehya' tedimarauprsditagstnen op . e 18 &GRS fer s
bef ore Lhe Bbfrid b AnkaRoh SHRHSCEASALY £8 o5 4 Yifedidf suBbef Bt

ot her wi Se“access gffot e resource service 1 speclal't zed manner.

For exagphputihg noles ithatusier gdredf ardudaietriortwhithéntersdniaunicationsiaeanobn | i nk
174 may be configured to correspond to a particular nanespace within the
renot e fikeiedr epdisr thag careo assegiateda vWailih Se pagiculate nebYRSINDn geviseat eln

s paaadital iecshedtied BRafdiTRch IRBHAR R4 Bitida PRIk ok "o
confi QURRE, iR BECIRASE FRAMAET EMDOMIMEAR ThGuART idGinbalinfOATBEGACE: &tHeh as by

modi fying“or translating communications to use a name or other identifier
associ atrdgercannéctivitg frfotrnatidrar betweesp aedyvoryng i sdgvices wNYoc @rapps nokr f ace

of the renote resource service that rts indicating, a,parijgu

oS patMPUEd TN Caa: EvererTarey fib & 1A Homb AHHALEE n NS A <
configu r - § LU | §€i

cor o BB R B e S A L OET e
servi cemilfible t hpographickly cdispibiuéed nefaver kei2ds), mayndo pthieonedrfigubatidrur t her
configured to_include one or nore other vyirtual connunica%ion Iiaﬁs t hat

al so cofYesnaiinn spesified byna slienbier fepMdes semputer Rebvasiimay SUBRE i gur ed
to access; S [ " i.n e r | e,
the- pr ol S DS EnoRSBHBaRRRERY EEkrS, uRlCEomBARTL fodke o iR

vi rt ual presdeiceaipusr hefork 74ret ttbel Bocattf i(gyr.eth provide daslt ttblerareseot e
resource service 194 in a distinct manner than that of virtual

conmuni 8aongnthiel aempating Nesiesael aopoyidess pempuias retwiosk ibychayag gham

namespage, .t p .not rrespond to_an rticul a Q. u

dent 1 1 leptast 13 cndfike 9eg8fannicdlclaseobsk oaPlic SHRY Aifenls BB VRE

di sti NClnfbmeatoh MR PrBlerd MR dri reBlirevRAtd O hEWIBIBbSRUtI nblleK ofl i et C.

In this exanple, the virtual conmunication |inks 174 and 176 are confi gured
to use gidvidedenompdtaitidtiverls ate tg.inteddpdratectiat iarsegaer thel&NS$ fi0sr k) , whi ch
are represented in this exanple aﬁﬂéﬁ?é’a{i}d Ig 2 for. the links 174 and 176,
r espect PYIEFY ONehEL MYFReSY FRP R OCBHORS 4€:§r o UTYEHM S TTEIMHEY wor k
120a ma el : f i LbYe-f te
resour chepR tiEnbf of BERARICH o bl RB0 A AR, BTUAT
conput ebr meikimout rid@arknproximitys betwesnl gompultfrigyuodss; unRowe s noadmoim nor e

ot her renote resource services (not shown) using other virtual

conmmuni cation links to those other renpte resource services.
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[0045] I n addition to or instead of configuring the virtual conmmunication
link 174 to access a particul ar nanmespace of the renpbte resource service
194, the worowales@dnmuni cation |ink may be configured i RCAUSC@®67180O e
enbodi ments to provide additional information to the renote resource
service 194 to allow the renpte resource service 194 to validate the

| ocati on or other source of the comrunications as being the provided
conput er network 120a. For exanple, in the illustrated enbodi nent, the
virtual communication_|ink 174 may he configured to correspond to one or
nor e pai9EPEARKYIC PERAMItY befwesyt Compuing AOges; baving drcal agress oy Bartigdlerar e

associ a ] - OV o} € b Lourabl e

net wor k@%‘@ﬂ?%g ogﬁﬁﬂgﬁ%ﬂf%t'gp@s%{ﬁﬁ %é@@gﬂ%@%ﬁe&@%p ’iﬁgggb%u set of
new andh@iirgxésddifet fvaabhs Relatied 3 thdreSaere Tohipiting ey skams heudresot e
resource service 194 that are accessed via the virtual communication |ink
174 ar e tassiseneieetbrptier netwerkcefsthecdient andiaidp antenets) respyrceuserviog; t he
renote resource service 194 in restricting access to those resources.

Accor di ﬁgﬂ/ the virtual comunication link 174 may be configured to use
the Spefoésgd. addipsl QfigdussBEi GRt Gfclatdr aRsE 88Nkt N if Nat Negyi degheonmput er
network“120a in various nanners, such as to nodify comuni cations to

i ncl ude enfdimidnts;, dmalintercdnoattor(ssand irtexenunthieations bebvedn comdpotngr (s)

along with the comunj cations w thout nodification, of the co ; nhcations,

to use Rodes ¢ Pk A é?ro'_f"ﬁ*? rP_ﬁ’&"@_UEﬁ'" PREVOTE N8I m@%%‘&‘@@gv%e“ Yiipport s
i ncl udi QQP&F&Q ﬂg@o%oé’f?‘{hé &3¢y gﬁﬁd €56 s'oPnéa%‘f“éll %‘F"théfcérﬁf?u\‘édt ual
communi catron |1 n 47 s confTgured to cortespond to one Or nore

addi t i onatwdrkditepdlogy. irffoenaticovimad benuinhealatedt wort l28st nmynepsucnal |y be
further configured to include one or nore other virtual communication |inks
that al embosimentisosring dhe Haderdyirg sehgiralenaiwarcand spyepsronding Rirdues

exarpi o0 e CNRO e FOEErhTPR: SaLREME SoBRUthg Ront? QiR BU T LI "t e
di stincyQBimayak sRE0kEE JithAnbdd koifRuhi@asit BRMaGRE I ef frRs oINS e
service 194 wthout using any additional indicators (e.g., to provide the

sane acd8§dhabmanages wommueisaiionsetaand ifen itszassogiated compating Nwdes.

publicly available),.to use one or re other, additional access control

Poit ot b TraRal dbviged TaE 64 Sutiietasy B0G wR grsbrrid ORERTIRtEa | o
link 17 S nd tihfi ; oREr € of € BHPwiseS service
194 t haﬁ’la}r\tg@grstﬁ}o%ggé %mba C?Ensq?%qugr (hi%ggean??f id[eéﬁa"%‘ks}egn or Vi {S?ugﬁng%

conmuni camnumitatidnsliodandioc frofrutheheompriting wodeanreomarnen conaistahthvatte, t he
provi ded c network 120a Si 'Iarlﬂﬁ?confi ured to access one or

b
more ot ﬁee_ogﬂj E{ﬁeséesi%%aiaﬁicf&egfé}lﬁ%@%ee%n udhAgHS SRMAMIgANER Teneast
communt ARIGRIL AV Sifary! Q3R R ShuldtgPAR) ISBAMIE BySEO ARy RIF TR Ot her
at are conti g e

vi rtual comuni cation Ti’hks ured to-use t ane one or nore
addi t i owhbtHerdint@rconsn@asicatiorisuale qssedi batwean compuling, noded, hatd ane

ot herwi se confi gured. ) .
responding to reqguests from computing nodes for information (e.g., ARP, or
address resolution protocol, requests) with appropriate response information.
One or more external communication manager modules of the CNS 105 may
manage communications between the computing nodes provided by the CNS 105
and external computing systems, such as to similarly simulate firewall devices
and enforce specified network access constraints, as well as to manage
configured access mechanisms for remote resource services and secure
connections to remote client private computer networks. Other types of network

topology information may be similarly simulated, and additional details regarding
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[0046] I n the illustrated enbodinent, in addition to the conputing nodes of
the CNS 105 at geographical location 1, the provided conputer network 120
may furt wo 20rale8ed@ conputi ng nodes 184 provi ded by t hePCR¥IS:@S/061aé are

| ocated at a second geographical |ocation 2 180 (e.g., at a distinct second
data center at the geographical |ocation 2). Accordingly, the virtual

router 162 may be configured to include an optional virtual comunication
link 168 to the portion of the provided conputer network 120a at the
geographical location 2. In this exanple, the portion of the provided
conput etheEe&f Kanoes madulereofiisye Bishi @2 s ¢BROIMSNS a5 iscugsed

illustr i l vl ter 182 to nanage conmuni cati ons
to and ﬁr%gog]v WHF&t?g%ﬁ%cﬁ?c?ﬁgfdx%&%ﬁ(&%%@vp%g ‘'uding to comrunicate with the

por ti onf@d3gihe pr avhdaiton omnatti@astiRin® elnbbdimahtst Becligapaiaapnietatt wigeat i on 1
via a virtual communication |ink 188. Such conmuni cations between conputing
nodes otha modoks 11050a0ondighife vamneusyselyyallsiHcsass icopatraioh nfeapatiaon frirkil ed in

various _nanners in variou rg)oqhner]l.ts such .as_by sendi n%the .
communi CAMPHTRT BYROTK RIOYRed, 0B the ChSTh &7 IpuiRT 2o SF iBPIE Bredigmmatie pory o
a secur fbi4eniShs with Bnaapl B?évi&@cﬁzyeﬂ‘fér CRg QUSﬁU&ﬁ’@@u%ﬁ mtwone aehEsd 05) . by

sendi ng the communications in a private secure manner (e.g., via a

dedi cat ednstemisinférnmtioat wag tateh be ghmgnagdl lycrabdifieddor arprpyideticomputaddi t i on,
while not il|uystrated here, the portion of the ovj ded comput er network
1508 at NEMOTEUagH Bsvt sam S STIRCSIMAS U B RSt e RIauBB o g | of
the sa f %g@gr e Pcat i L i 1S LT t he
porti orqﬁgtvy‘ggﬁgagaapl IC Ib(%e(;{:%ﬁ?é oensgfﬁ%g]i 'asljat?oé xgﬂﬁ%% g}@lliti '@%?QB%%& e

net wor Kirferngatiorv eboonevhetharoard e comee ot iatinef the tcongdutingonodery of RN
connections to the geographical | ocation 1), to renote resource services,

to the PrRviasco r pebverk arevpliiowask ta fonamugicate Wity othes eorapwing

DL poscHoBETRY e, Bl EK - A0ReE dHLPH Sndr. Gk SEAR R RUFARAAY Y
cl i ent sgy@¥mBOtsUohClagd®agbli 6h bhe by MARGreofof CONY if@NIWGiFlgC onanEbtionsi ens | i nks

and network topol ogy information, and/or may include other types of
conf i guee@Mitvealionsalineeming vessusn @uigQiIngy, ktypepodbopmmepicaiensretthat i s

o7 ovi aclBsist e ridbsnrt Fegethareliled R/GIBR' TBGH ol Sninbiifach™
[ esour CoptbebI 8 Udbd| AR 8 B alldly HITP Rl RSP 8 HIRABRIMAGE hiid Bnoeach

such ot resource nmay optionally be assigned a network address of the
provi dedliave iR srquestapldcatidng ph ethesreomputingesysteps (alg. dehethes pamidof

comruni cation links illustrated in Figure 1B ma e i npl enented using a
ooty Ryl seomRUEY | Dt TN perc ! Beliete chghEBrie! dIRMVaIL os.

In addi &6&&;)3;942:;54%6 19% el b PIBhAREE nefkbRN rarf ™Y #ebhia l%séﬁfdeety of

ot her types eractions wWith rénote resoufce services, whether from
provi deskroizapts exhiokt prvats or oteit epdciatirel acer®s ehaomdn rgtablisheds, such
as to subscribe/register to use resource, receive/create various

cr edent @HEEE do dhe niewded pomyHes ek andcany cefregpendisg samada clawl or

namespa f ' - etk N . part of a
R LR AT T Y R L T
conput edispgdseRlr i dreater datail @lseRiere Xineaslieast §emelsmbodivings @opReTcRde
network), etc. [0048]Figure 2 is a network diagramillustrating an exanple
enbodi neemputer network may be configured to provide private or other specialized
access to one or more remote resource services, such as via a configured access
mechanism that is part of or otherwise local to the provided computer network. In
a manner similar to that for network topology information and other routing
information, the CNS 105 may enforce network access constraint information for

provided computer networks in various manners. Additional details related to
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conputing systens for use in providing conputer networks, such as by an
enbodi nent of a configurable network service. In particular, in this
exanpl e, worames618f physi cal conputing systens are co- POTAISe@9ion71a6 dat a
center 200 and are interconnected via various networking devices and one or
nore physical networks. The physical conmputing systens and ot her devices
are used in this exanple by a configurable network service to provide
mul ti pl e conputer networks for clients, by establishing and mai ntai ni ng
each of the provided conputer networks as a virtual network, and by using

t he phy$nanading capmmynisatipgnsos prvided eompties netwerkan samerrmbpdimeits

net wor k r i e W t he exanple of Figure
1B, thezﬁpgcgéﬁéiség%ﬁ%ﬁ%%‘@g%g dré gtgngdzggé\élg%fe(zal location 1, and the
i 'l ustr go@sbIphysi ‘F?uréor’lwtiIILﬁ\sﬁréi¥§t-ﬁﬂ§iti6ﬁ¥I bfethite drdgardingVv afle exbhfple
conputing nodes 164, 165 and 166 of provided conputer network 120a. The use
of the cempuwsr metwoikkd28ad thatderdyyibey psovided abye thet Wtk WY (oe ethgnspar ent

h i d . th i ded ks,.i I
enbod mERTEATE0SY #hoontigty bl reBoinpEaR ¢OF anpletl: Witk s RxoVifeh de by
the conbhgi Al RefRINOIOSHI i€ BxamPld BB|r@’;§rBrﬁﬂt@%eM6r§@ébhleﬁéﬁ%'tBYa

net wor ks that send conmunications via an erlying physical substrate
net wor k reffibte private dednpitet natwark aflthg ofieniywsukl asegnebef thepteanetet mivaten

S ehear et TR TR A, AR Bl ngs SERR A
addr ess ch BN phfs. forine! HRlvidRE BBRould FOMRNEIOBL! ARSShERA i ed for
a networki ng protoc of 1he physical substrate network). AS one

i |l ustr abheeptaaiamahaer & Wiustratd typet vafrdonfigurdide inephenkeantoeds wingfraihds bi t
| Pv4 ("Internet Protocol version 4") network addresses, and thgse 32-bit
vi rt ual andt ieeria dapelegis andyFisure b dlistiatess additionak detadspiegarding an

Subst r abemels B BRYehg sBsfate. REWRGY AR CaTRERP IS Ry Al BP0t e

data trapste j?rb@iﬁl%d( @e&ﬁutash@mﬂﬁt@msaslmél EMimpleapsdadéd® bongputst | T) , or
ot herwi se nodi fying such data transm ssions to translate themfroma first
net wor knetywgkdiZdeol for which they are configured to a distinct second

net wor ki rotocpl . not.her, il |l rative examl e oth the vjrtual

net wor khﬂ%ﬁsubst P’htpé‘%%’? r'R %‘ﬂk}reogﬁ n@?eﬂ@r‘ﬂmgm&%rhaem @%r k
addr essj f el AR ¢ L98 t via
t he prolldl%g'leo? S\%#t@@glé&;ﬂv@ﬂnadyﬂﬁde%%?dk usi?%%??ﬁ?aﬁoﬁémqggﬂregsazg may be

nmodi f i efirst geogeaphicdidoestiorphyBQ &. gnedtva fikstadita ecendar aiotheegpagrdphigat o t he

substrate network_while the transm ssigns, are sent over the sybstrate
net wor klocaHen i)+ With ke W@i%mmm%apgﬁ%bﬁks@w wéo E’E'??g O§P¥%d in

oh dhii o . .
tranerm 1&ofes Bhd {0 ARl ekaRpie e ) RPEU S et SiBhel ndiBl B,
subst r agssauiatetrdonfigoredt hetwarkingdievigiss noaithdwakt I1sthie egbmpls ¥iaglaay

net wor ks may be inplenented using encapsul ati on of conmuni cati ons,
conceptual virtual router 162 is shown at geographical location 1 to control
communications between those computing nodes and other computing systems,
so as to illustrate different types of communications that may occur, although the
provided computer network 120a may actually have multiple or no configured
networking devices at geographical location 1, and the computer network 120a
may be implemented by the configurable network service at the geographical
location 1 in various manners, such as via multiple physical interconnected
routers or other networking devices, by using an underlying substrate network and
associated modules that control communications over the underlying substrate

network, etc. In this example, the virtual router 162 operates in accordance with
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[ 0004] [0050] The illustrated exanple of Figure 2 includes a data center 200
with multiple physical conputing systens operated by an enbodi nent of the
conf i gur alwbDeorats®@Bk service. The data center 200 i s comaogaise@9ve7ione or
nore public networks 235 external to the data center 200, which provide
access to one or nore renote conmputing systens 245a via private network
240, to one or nore other globally accessible data centers 260 that each
have mul tiple conputing systens at other geographical |ocations, and to one
or nore other renote conputing systens 245b. The public network 235 may be,

for exafip® €onfiopigs infpymaficreden e previded compPyer Mishrark Ada; moudingr at ed
by variqus.di st.i ngt ' . . n ri . et wor k
230" oy SHRNGBH (3o 10 ooy B or, SRns BRI Blva@ by RpetRlifedS 1

| naccesgichbs fthOrRRBEPYbEMECEY SERMBESEXArR] Ndthef Configuidd \RiRone tateeks 240.
Computi ng systens 245b may each be, for exanpl e, a hone conputing system
t hat cowapsiraintinfermation, sutheas! it wulrcomunications that erepanhte netwerk cabl e

d i gi tal Sub i b Li " DSL" t.C. 1] Ln thi le, th
Cont 1 queAREESSESt VT [ ) PGV SR G ao Bt P st vaPRe 18 PRSPIARIRY by o
”anagerdggﬁ#ﬂ%tw&@ ghtihgend‘da&f bA UhabhRvRRIMESINpERST hEtRorRNMBOR dridPke ot her
nodul es of the con']zn gurabl e network service are used to iInplenent

f unct i onautetothef comenymicatictsdtocotinen networkt addriessess oatsides of therprdvidedige of

t he physical substrate network by podifyi conmuni cations, th ent er
and/ o FREPISTHRE WGBS (170 @PRETIEIAS n THEHITEGr Gr COMMUYFAlopR Ahg! are

mul tipl gono nﬁﬂgame'gce&h r ”ﬁ?&;{}%lﬁodjé{)i OEoﬁ@g@rg&nHe%ﬂbk diggyvor K

service eac manage conmmuri ca ions to an fom assocl ate conputin nodes,

such asijrfbenatidrysdrr ethef coatiguednmemioctiatdcesssreoageainto chdyebe 208eked260d and
250 as discussed in greater detail below |In addition, in this exanple, an

ext er nabthesvisgrinanagemh birdhryiEiuahiriliee18%0 of the configurabl e network
wth n EARETS GO STuhER, B8 EFRBhENEN S R L e eq 1
gr eat er ogaaid Chehow: aMhiik & astwork SitEmBien & L fetbteC eoMPDiet aidtworkranager
modul e 270 is illustrated in this exanple, it will be appreciated that the
funct i ofdient y1.of Clieet 1's remote computer network includes multiple computing

systems (not shown) at a first remote location Site A 190, and the virtual router

162 is configured to communicate with those multiple computing systems via a

virtual communication link 170 at the geographical location 1. For example, as

discussed in greater detail elsewhere, the provided computer network 120a may

include one or more configured VPN connections to the multipie computing

systems at Site A 190, and the communication link 170 may correspond to one or

more such VPN connections. In addition, the remote computer network of Client

1 may optionally include computing systems at one or more other locations, such

as the illustrated optional Site B 192, and if so the virtual router 162 may further

be configured to communicate with those other computing systems at the other

locations, such as via an optional virtual communication link 172 to Site B 192

(e.g., via one or more other configured VPN connections directly to Site B).

When multiple VPN connections or other secure connections are used to remote

computing systems of a remote computer network, each connection may

correspond to a subset of the remote computing systems (e.g., by being

associated with a subset of the network addresses of the remote computer
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nodul e 270 may be inplenented using nmultiple devices, such as for
redundancy and | oad bal anci ng. [0052] The data center 200 includes a nunber
of physi calD 200mp8d18Ng syst ens 205a- 205d and 255a- 255n, &€TWESRo09as7186 CNS
node communi cation manager nodul e 250 that executes on one or nore ot her
conputing systenms (not shown) to manage communi cations for the associated
conputi ng systens 255a-255n, and a nmanager nodul e 210 of the configurable
network service that executes on one or nore conputing systenms (not shown).
In this exanpl e enbodi mnent, each physical conputing system 205a-205d hosts
nul ti pl @elwvetkythat mmsn@nddﬁphmﬁﬁgamescqﬁluwg§y$tﬁmﬁ)d§§ ap {q ceuse

Vit uar HEPPNERR R O S [eEorST BR° hnTRRef cfortiasBl Ro, 8hefy  suen

as_the @N‘?béﬂ‘iﬂn’éﬂ%e rﬁgmﬁwmlmn@ewrorrmﬁu} 2202 caffedtionsUita %/n@@hl nes
207a on conputing system 205a, and such as CNS VM node conmuni cati on

manager usedutce reodte anmmmngusystmshahesezmmwﬂ looatons, nlgutsgmyeﬁad%d

Each of th t ual f bl
et vor k SUBPOFSOTHBURCTGRT R BN B ForolRo dRTBRAES SYREIRS e hBeamol Rt ov ded
for a cly Lﬂﬂ;&le Emcﬁahs %‘?@QEHU yélgé?ﬁﬁtl\?eiﬁgé 655§‘se@°fd?%a§)1:%%ﬂcﬁn®”y

vi rt ual Ines 1n this exanp each act as a distinct

conput i frarihecaotd)ain ssmaaemboﬂmem:tenpublwnﬂsetamoﬂe pomputiaardnétworla rnday ent by
t he conf_i(gurabl e network service. In other enbodinents, all or of the

physi calin@d iniliiigles pempuing systemaaat nediivler sifrs, PidsPnlyi At sing! nes.
[ 0053] T%ﬁngét?orﬂj&eoﬁ%}f% card génrié’i‘.'illbﬂqéflgg% %?%fgwph'h g SyRI%T Fr?alyzli%a 225¢,

net wor ki ng devi ces SUC as SwW a an e‘routers

and cor @se@utvitts tR80rRemaiec cofiutem nebberki Belrey treSporsitilby forc adutimgt e k t hat
I ncl udes phy5|cal conputing systens 205a-205c, and is connected to edge

router RRBMIUNGRtQS 218 appropiiate site andicommaingsweteBal net wor k t hat

e S SoBAe, o3 4 LB e PR e P TSI, e

%gfé’:}t@n@gmﬁlﬂ?orﬁ@d&ﬂ fo Zbhmanidationg BRAREE R Ehd CoRRINGONGERSs SRt The
provided computer network 120a and other external computing systems that are
generally accessible on the Internet 196 or other public networks. If at least some
such external communications are allowed, the virtual router 162 may further be
configured to communicate with those external multiple computing systems via an
optional virtual communication link 178 of the provided computer network 120a,
such as in-conjunction with an optional virtual border router 155 for the provided
computer network 120a. The virtual border router 155 may be physically
implemented in various manners, such as by the CNS 105 using one or more
actual firewall devices or border router devices that manage communications
between external computing systems and the various computing nodes provided
by the CNS 105 at geographical location 1 (e.g., actual devices that support
numerous computer networks provided by the CNS 105 to clients that use those
computing nodes of the CNS 105), by using an underlying substrate network and
associated modules that control communications over the underlying substrate
network (e.g., to prevent disallowed communications from being sent by

computing nodes of the provided computer network 120a onto the substrate

network), etc. Furthermore, the virtual border router 155 may further conceptually
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established by switches 215a-215b, in turn, are connected to each other and
ot her networks (e.g., the public network 235) via an internedi ate

i nt er conneotzomes@swor k 220, whi ch i ncl udes the edge rorCes2@28671825¢c and
the core routers 230a-230c. The edge routers 225a-225c provi de gat eways
between two or nore networks. For exanple, edge router 225a provides a

gat eway between the physical network established by switch 215a and the

i nt erconnection network 220. Edge router 225c provides a gateway between

t he i nterconnection network 220 and_ public network 235. The core routers
230a- 23@&sishitaganegmaueihen comwUniFatians torpthen campyting systsmsxtamak t220,

based ol iRPUEBArApREF (ol 1303 PH & e AP rIerR iRy SRbaer! =t ©

i nf or mhieBlorknR|SidisM aB8 B, &6 oRedrahokashidtarbeoures Bekvicdse et wor k
addr esses, Er otocol identifiers, etc.) and/or the characteristics of the

interco i on nén addition2the prowlded(eorgputer batwerkbidiedman hshganfigarethet wor k
t | tc,). [0064] T illustrated d i cati dul
mnage- S RRGNIE AT ot et sPARTACRGRSCla BPR POl B b SRy | °°
exanpl € geRAGE GORAY Bgtdzs%w@@asrom% PeBPSk ARNRIESS aﬁ?r?é?lr'a?é\ﬁ@ed“ rtual

machi ne conputi ng node a, node communi cati on nmanager nodul e 209d
manages caspoitdratetdork 128mto repcbserd thosepane g Mmudaen@iy desoanck sevicesf t he
ot her node communi CE“ on. manager . nodul ef ma¥ i;e i arl1y mana

RNBLR 4

cormuni eaei Bhertigpal Eﬁ'&ﬂ%‘”&g %@CWW@S tcé’ﬂ"rggﬂiﬁﬁﬁ?% nodes.
The 111 4shi & R8-0208iAAITIINGAK JAUIeUBARIRT HIDLKARBICTRYE UR08PRuter 162
comuni Gat1 ons Dt Ween Computi ng nodes so as to overlay a particul ar

vi rt ual hastheenkconfigurddie proviglientedaladczepb s rembtes rdzsurad semizevidkviaea 9., the
i nterconnection network 220 and the physical networks associated with

swi 1 ¢hoyirtebgomyRLMaalion linknt Ay tenplovias compaigi netwel t30ss  Eads.doher

Cormunt EaBE JER0S o HERritsbE ddls SLS, SRR CahbERT peMaHCHIR ot o1
and | eaygndgda datmusRatien t@@barie@ar Astvidtk fdddrésy of thiel RoRided tddenguter | ay

networks over the substrate network within the data center 200 with regard
t o suchnearkntdOa ratiiairoappehdo tmacammenication downliid.ctiei wrivaarder nodul e

270 K i i_mpl fi | | ici nd k
access, EusErarie Rt ckBrTRGUGH o S Fodein Rt g arBl adRA BB e
for proydedoGagR uEshplRr "Rétsork Mool (bQyY Rid VAECIMEmRE e oﬁﬂﬁ‘cgﬁbiﬁczed

access to renote resource services external to the data center 200, and
opt i onahétwarks). easit cther erfbbdioremdst ithen srenuotex resmaite r ggrwice dPdemayonput er

Sof v BYRRBIET 1B STARE B AP Snche oDl i RHETEE S Pice' s
por t! ongghardifizal TEARANSC RN s& ARa°ddRHRmiGRioRECsdrt! 165t datfeda ! e
network address of the provided computer network 120a that is mapped to the
communication link 174 may instead be forwarded to that interface of the remote
resource service for handling.
[0044] In addition, the virtual communication link 174 may be configured in
at least some embodiments to manage communications sent via the link in
various manners, such as to modify those communications in one or more
manners before they are forwarded to the remote resource service 194, or to
otherwise access the remote resource service 194 in a specialized manner. For
example, in the illustrated embodiment, the virtual communication link 174 may
be configured to correspond to a particular namespace within the remote

resource service 194, with a subset of the computing-related resources provided
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conputi ng nodes 207a on conputing system 205a nmay be part of a particular
provi ded virtual conputer network (e.g., provided conputer network 120a of
Fi gure 1Byoforo/@ms@Bi ent, along with one of the virtual mathiSa@9weTipati ng
nodes 207d on conputing system 205d and with the conputing system 255a (and
optionally other conputing nodes in this data center or in one or nore

ot her data centers 260 that are also used by the configurabl e network
service), and with | Pv4 being used to represent the virtual network
addresses for the virtual network. O her of the virtual machine conputlng
nodes 20Watheviernalel resauicerservisapl4 hgingaeart ob thad nasmespasep ufceryd W&M,ens

255b- 25 as .ot of e ill ust ! ed utin

current ﬁ()] &@%&PEH“F%'CG %#'“%JI?%LH‘EY b pygecﬁgqnﬁac%ﬁgr\?§§ﬂ§;e#o\ﬂ'§¥ﬂ
clients.y é@éd&%s&%é@@é;&@/@%&ﬁ% micRli |n®r&"tké’ff§l|atﬁ@@éiﬁﬁfurﬂ%tm%‘toand
avai | abI e for use by the configurabl e netwdrk service, and/or may al so be
part of uskea same pacthec idemtifipr assabéated iwithutiie pmhpﬂaenamwsmek.byww'ﬂggr am

executing for the client the virtual machine uting node 207a that is
part of & Rartjsaar; '@Eﬁr&ﬁ@epPgai%éﬁnW‘?r {RRAUTERd MR (%hgttp dt'ecf?ﬁlr'i‘ 99 rect an

out goi n%ﬁ%@éﬂp@fb?@t&:sggcé NSt S PWRYItLA thl‘f"\e VifthHREo RN (%%oﬁof(m@t‘l'?ﬂgs node

207d of r provided virtua uter networ

speci f yigoafigurdd fousdrraapona itls aostattiesiar hamefsbat:e pr tn/oﬂlmdwmerdauaéspondﬁut er
network that is assigned to that destination virtual machine corrputl ng node

207d. TresHbaet ebiheresauices previdger bydhal emagaraseige, e6Misk 186t 4B ng

conmmuni cat| and i e t:

it nor 380vifee BfhdiEr BB WagRgBRx FRRBRIT R Julifir b fiERe4 6 i0ket 0

previ ougng 60RO WHesr mﬁarwhhmmmmt nrn(%ethaﬁa:ibng:rmgﬁonal tontehdaree
conputi ng node 207a and/or about the destination virtual machine conputing

node 207e|mmmemurbg seyvieeri 104l byt anet e@@ftgurﬁ@ toiaosesh dhe yemeite meseUje? nodul e
atlon rm nat,i or all

210 h b
2oon iyt 18 ohdmatal8e e amAiS dBe BsARtke carnStAdRes 99Bac! o
209a de%ﬁ%ﬁﬁénétmhclhﬁs aoarsaﬁa:ﬂﬂrteénr@aaﬁm@ﬁwaganumw@m& Eedofifyuré@es not

performs an aut horization determ nation), the nodul e 209a determ nes
t he act dalacpéysthealensaibgesairee rservics Hgﬂmatdlsﬂnatmarﬂ'mdhm ihpttad virheal

destination virtual netwirk address for the commupication., In this exanple,
Lhe i nt €oEBRHEERTRM iRk ar RU §tpmrqsaowﬁ.5 o RRHN RSO A ERRARS K

addr e5598 nbPboftBHRiHd APaRP RERiCEMMIRR, aweatcs 1S LAlGERARILRE usiBfleror k.

and the are- ers e out gol n conmuni cation so

di r ect edf tife RelotecRIBBUNIcCSdvize TONEGeIs diBtinttefr@A Sdcustomegr iderdifienated Pv6
substrate network address. The node conmuni cati on manager npdul e 209a may
det er i fier @cwanuwcmipm ke T ip.nd iR XEMRIP KB CAeMyBalER linke

t I 7d by,
For - exarfichiily A&rare SoRgSrebid R Hie e Bentiels B o Rt h LA RGec T 0 o
may haV@dél{tm‘érQUWhYcrﬂéfeefe'ﬂré@éhtéﬂdn am@r@@rﬁmétas; Nf orared ID2 o8 the links
response to a prior request fromthe sending virtual machi ne conputing node

207a f orl7érdngt ﬂﬁfﬁ,l wspabiively.t Raus dibst camaputing nedesal thegpiayidedaerinedier such
as a reques Addr es solutio r ot coI ARP t hi npl e,
the act FW?%@@%EI%%? ag ﬁ%?%‘?ﬁ? ‘EHP yrt’%sa @Cﬁgéal%ﬁ{%ﬂ 8E’Wi‘gvi rtual
dest | natbQ4),rBet Y8 K Fﬂﬂﬁ{e‘?ﬁr%lrémﬂ/hﬁéqﬂét' iﬂﬁﬁlfatbﬂf}%rgmthé’rbroﬁﬁeéscdrﬁ gepd the
comuni cat1 on over the overlay network w thout encapsul ation. [0057] When
t he nodaeteonkut?@amayn bessimiarly wodfigeredO@dacesssi amss or meore other remote

resource services (not shown) using other virtual communication links to those

other remote resource services.

[0045] In addition to or instead of configuring the virtual communication link

174 to access a particular namespace of the remote resource service 194, the

virtual communication fink may be configured in at least some embodiments to

provide additional information to the remote resource service 194 to allow the
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comuni cation via the interconnection network 220, it extracts the virtual
destination network address and additional information fromthe actual |Pv6
dest i nat iwo 208068618 addr ess, and determ nes to which of pCmaseémeEb6 machi ne
conput i ng nodes 207d that the conmunication is directed. The node

communi cati on manager nodul e 209d next optionally determ nes whet her the
communi cation is authorized for the destination virtual machine conputing
node 207d, such as by extracting the virtual source network address and
additional information fromthe actual |Pv6 source network address, and
conf i r nrengotehaesoureecenmisei N84 nisdwalidate theatooation uen ofwir seurset Abtike addr ess
is actual

t he cor‘rﬁﬂhﬁi‘é’f'f’% er?qﬂ tb%rfh@ gﬁ?ﬁ?f‘:’o ed com ! Cat' PN ﬁ?%rggﬁg)ﬁmngﬁ §éé,ﬂﬁt?dur?rmrded
2002) . s fifisfrieRf 6BBLInAAROMNArt0k wmw&%mk Fddnay TRScdhfigiied Ci ous

senders. e comuni cation i s determ ned be authorized (or the node
conmuni mitmavresmndgm onEderenm@dpalmteslanordep’eﬁefrsrm sifiedr @ccess eontpht i on

det t th dul e, 209d th t
o That MdicatassHial arassociated duty e Profan Computraprodk A208o by HiE moce "
207d usi, gﬂﬁczlﬂ E\%Rfvdrﬂt w;@%r’“?{l‘fﬁ’é I?eﬁﬂ)‘?é ¢8Soures éé?\‘?lcé‘ ' C%Pas',o Rl K,

such as e sen VITr I ne conputing s virtual

net wor ksasgléte@s mvtdihﬁidlsr)lﬁ)@ﬁm@etcwdutmgdem a‘edomeasprtgnddtb hyeste nat i on
virtual machi ne conmputing node's virtual network address as the destination
net wor k refpgtecstasourge service- Hihthatiang acressastyaith VHBJﬁ*rGﬁFEB‘tm’Sﬁ 1on WK npdul e

209d th f orwar ds t ual
mchi ne 1646 Prean. T the B8y eBeR iBubRsh8r BRI B BB 10 ¢ e
I ncom Ng=gRIFFR!IBepAtd AD4LA rRRicHAGtAdbREE QD thbsd lﬂ@éod"f@@éﬂl m&:coi'd!iﬁglyp@hé e 209d
may al so perform additional steps related to security. For exanple, the

modul e 20Ra@l cesnnuenication liak 17Aenaybei sapfiguradita usa e ﬁbe@lﬂﬁ@mdﬂ@nﬁbde is

aut hori zed to conmun t he de t| nation - a

based ofARABHSI @6598'3?5??@ "%'\Ag'hgh%lprtoﬁ ed, SPMRME, HSM)?#( hzﬁ%t pg”é@cess
constr ahﬁélrfe?é O ERLAORD $RaRY Ebﬁ'ﬁnur%aﬁch%ttoﬂﬁ@llﬁtlgwe ‘édﬂﬁléﬁ‘al |ﬁ@¥dé‘&5rk<sg bei ng
associ ated wit'h the sane custoner or other entity, being associated with
di fferetd sard tthes adbitiveak dnghicaton(s) nalbag avith ahehommmmmailons without

i nterconmupj cate, etc.) and/qr that the incom ni ca |on |s f an

al | onedMadiication sl the BemBHINTALIONSo fMSER "’t‘fug‘i 5t 8
modul e 64 fasied Gt QBLRE! ndfidid @ubﬂea&afﬁergév kA el em210

[ 0058] I e sending vir utin ad (or in
addi ti opjdilibherttie aﬁnlmjto@mmgnucamwnhicaqu @nﬁgumdowbortesptmd toromer e

' endegr more additional indicators, the provided computer network 120a may optionally
be further configured to include one or more other virtual communication links that
also correspond to the same remote resource service 194 but are configured to
access the remote resource service 194 in other manners. For example, the
provided computer network 120a may optionally configure the distinct virtual
communication link 176 to access the remote resource service 194 without using
any additional indicators (e.g., to provide the same access to the remote resource
service 194as would otherwise be publicly available), to use one or more other
additional access control indicators that are distinct from those used with virtual
communication link 174, to use an identifier of a customer of the remote resource
service 194 that is distinct from a customer identifier used for virtual
communication link 174, etc. Furthermore, while not illustrated here, the provided

computer network 120a may be similarly configured to access one or more other
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destination conputing systens external to the data center 200, the node
communi cati on manager nodul e 209a recei ves and handl es the out goi ng

conmuni cawopaeni/aes@assi m | ar manner. An intended external PAEAIS200Q06T106
conputing systemmy be, for exanple, another conputing node that is part
of the same particular provided virtual computer network (e.g., on a renote
virtual client conputer network for which the particul ar provided conputer
network is an extension, or at another data center 260 that is al so used by
the configurable network service to provide a portion of the particul ar

Vi rtual remwirIfesouie WeNkges (ol GowM ging, ethemvetua QOéTﬂmH@'GﬁB%&HPE% fQervice,

' hat | hl gl ' : .
oast SO Al TS rendn b dekfiodh SUERRE Mo GomibheRlen e or m he
whet her g 2! Efighfed H6 uBBNHENGINGE dhBCoromos bRditiRETIiGAbIscas virdli f SO

determ nes the actual physical substrate network |ocation corresponding to
t he destcomahuninaticn liwe %74 dutrtbatarteovthevese canfigiredti on. In this exanple, the

cormunt 45048 man Tudie MalneobodmantcE sdtiot SR PamD5uq ebdBs BE ot ca
with al 'g]he%('dl\ié'ngaﬁ%e&h{ 'é@'!oéﬁfow,kth%ggéﬁééé%oh{ﬁﬁelaﬁm 19bhRAYM se

assi gne 0 node coO at1 on rmanager ul es. When the nodul e 270
recei vesurther inclode moegiLiting nodest 163 privetezbimn et COIS hed weartlare Xosated at

simlarly extracts the destinatjaon_network g_dd_r ess ang agdi tional

i nf or ma@ EoNddRogrephiealdecatipncd A80He dat ¥ disHRst RS rFijl %§eﬂ}%éﬁ"5§?e and how
to f _ : : ) di _ ! | e th
communt DEPoAPNIET MRANGR ) dliosr i reOufilal Pifer Y2 TR faifpupbstder the

communi Gdliide ahSoptRinel Wirfued cbmnienieatidiolink ads (torthé hrikor of ¢the peodded not
perform such an authorization determ nation), the_ nodule 270 then

r e- headsomputer newrkni2Qminthe cagogsarkisat inpatipn 2s by thiste@nprler the

[ racs! . . ; _
etvor & padroat Mo HofRBA B EHEr ook P20% AthEESAHBAEan delioRi S
t he nodisfRgC GEMINistBid@NWRKE a t BEnduPAliAIC ViRlialorsu®s5.18200B9]Mansge as

noted above, "the external communication manager nodul e 270 handl es out goi ng
comuni catinusicalions forand freth thengamputingenodesk $84 rincluging o] eospmanisate

nmbodi 1w, | udi t goi i ti t
Servi cody e e he PEOUoRR TRITPURS TORorhoRd ALrBreoradBRRke
servi C%ca'tihgtmaagatm%%omwmaﬂa AR 168 beluRE &PRhuhRafloheBRkGes@soUr Ce

service via a confrgured access nechanismfor the particular provided

conput econpiuting knodde ofribel @NS700anaY diffetdre geoghapbicabiquationg madeie
associ at ed node communi cati on manager nodul e may take further actions in at
| east sbaBAERLBIVARGHS MATNeES D MaTbws. emspd j 8uch 135 Y S8NdiNG e ovi ded

virtual eommulieL Rt Wck IRy RN & A AUKIBnEGRTRS BRENARI SR (ra a

particu resource service (e.g., renote res ce service

provi dede¥iid QP! stiEH @sothdt hgsesoenbiybtion Ssipipened28pither CMSa 106k Iy nore
conputing systens at another data center 260) that is mapped to a

par t i cusendingriepeamimiaations riandisivates saewe RENIEEL é6-ganvathEedikqiithg

i | hi, i de 207 ication.via th
bont | guisAPenlie <SSR ik HECHAPBR Tk B, 28 S SeRRRh i, At " enot o
resour cq 3faMLC hetd! thd diabhi SUkRE MovidededomPiiait Atk WORba raty tie, for

exanple, a virtual network address of the particular provided conputer
net wor k gebgtaphicahdecaiiond? troay simisarninclute sewef ogall ad the casgge tgeegfanf sm  and

if so that assjgned virtual, ne rk. address be associ,ated with the
modul e 9HIETt M‘r@ghs‘@m'ﬁ'@”%'aﬁi {1{39% rﬁt%‘itff){)n o POEIY] raécggcagrlagh{crqg modul e
270. Be r i S : i i j

7 ooour oitelioh X SREA 0% FomBe Bl Pt LRI 3810 Olla [dhe! iemRTVEN.

var i ous canhéctiomstdistiret freet ahpé/Rebhgectainsdo thergepeagiical decatoohBntem used,

such as to nodify the out goio\r;gﬁ communi cation to reference or otherw se use
the par remgieaiesatifsssaiviees dodhe dptermd, 8cess nechani sm corresponds. I'n such

situati t he t ' W@@ébe

confi gurﬁ‘mn [ nﬁ%ﬁ%%ﬂp?ﬁé{a{ﬂ%g tﬁéf;’éﬁge%@ aﬁngrjlI smin \c/:g{h ggésrh\?,\é;at\ymg,rk such as
by st or pgatdhFigieafiEDknadiLead fof eemslagpirposéd \andcibat atter cgmputersyst em
manager nodul e 210 to obtain the configuration information, etc. In
addition, the nodule 270 may determ ne how and when to nodify

communi cations to use the particul ar nanmespace in various nmanners, such as
by the renpote resource service having p¥eviously provided correspondi ng
configuration information to the configurable network service (e.g.,



an indication of one or nore particular message paraneters that indicate a
nanmespace; an indication of one or nore particul ar nessage paraneters used
t o name oworefodsesi8e resources, which may optional |y i neCuds2@906emespace

identifier; an indication of types of nessages that allow a nanespace to be
i ndi cated or that otherw se use nanespace information; etc.). [0060] As one

particular illustrative exanple, the renote resource service nay provide
data storage services, and the outgoi ng conmuni cation may be a request to
access a particular storage-related resource (e toretrieve a stored

obj ect @et\mrrkerprgwdad byt thet GN&d 1 @afer) clients swy 'ﬂ%”ﬁ'&iﬁi?l@uq)fathestm?%@@

b I
{mplee”ﬁiw Z%ora&%g%”ﬂ@%%ﬁw@s% d;se?%aééaﬁg bteEBiayE: By doal,
X n I b
corrputegnﬁg%%&gweﬁeg&%lggﬁ%@gy%w gurt?ﬂgmlznhkg gg?:ess rrg(cﬁg%?iggrffor t he

par ti culirforrpation tred is owpiltusiratest herk For examplmtin somee smb@;dwaeets and

t des of th ded t t
i Ot | nGMURGEY 3 GYENREBSCamPYRS AT MAL LSS | GLVRLIAE JeARARAR 1 (e

renot e B'Eﬁéfarfego@@g?% SHARBR RO irttead Bf Ebﬂn’?ﬂﬂr&? f%]gae§°érRPff abCehS ¥REK, the

client may us erent nanespaces to sto erent types of data, such

as to shther ebaide qupwnallqsmlrassgmdta netwark iaddtessaoketheapegvided st or e
restricted software devel opnent software and of her data in a 3 c nd

namespa&emPpaiiel newatkor Euré*wmoréoﬂﬁomt‘@paﬁ seyicgs and coEMBHAICAYO a‘fﬁ abl e
thr Othﬂ@%tr%Légd B HFea]iBEﬁae)y g imp eEﬁérﬂeH 2%Grie f%ftt ef)fnoﬁfﬁ put er

net wor k COI’] gura serV| ce " s use a pa t ul ar

subset @hysibgl devidky, @bhAsctiohistand Middafes! Gﬁ@dﬁﬁbrﬁpmémilmstm{m lRreess
mechani smto the renote resource service for the partjcular provided

conput eclienis woak pedprme &@netygxf rafbiet typeseoftinteractions wWilhrsapateraseurehe

sensitive hunman resources data, Furthernor

conput e Ro r‘%h?féﬁr JE oﬂiﬂvf({?dh 595‘%“%%8%%0 ggcgraidsﬁéeﬁ] %Pé%?%@%?éj i gur ed
to the EEARUANG A§SientE s%%h"éscf% ét.ﬂ)s%rlbe#ég@&r%d.isfefréfséu%eaﬁédeﬁuw&eété tual

net wor k address of the provid onput er network), such as to use the third
nanmespaveribus crédergife(ald ,yuaearladﬂ)abpeswqd@r at@)damte §§S©W§$St$f€d/@bnput| ng
nodes of the gartlcul ar,_ provid d conput er teract Wlf

di f f er eREMESPAFSS o Siher e GUEPUTE SYaterhdophy thahy Pis Proof ded

T STl SHOAT S e HaD sealy oressani
computer network (e.g., a network extension to the private corporate network),
etc.
[0048] Figure 2 is a network diagram illustrating an example embodiment of
computing systems for use in providing computer networks, such as by an
embodiment of a configurable network service. In particular, in this example, a
number of physical computing systems are co-located in a data center 200 and
are interconnected via various networking devices and one or more physical
networks. The physical computing systems and other devices are used in this
example by a configurable network service to provide multiple computer networks
for clients, by establishing and maintaining each of the provided computer
networks as a virtual network, and by using the physical network(s} as a substrate
network on which the virtual networks are overlaid. For example, with respect to
the example of Figure 1B, the data center 200 may be located at geographical

location 1, and the illustrated physical computing systems may be used to provide
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renmote resource service for the particular provided conputer network may

i nstead be configured to allow only conputing nodes of the particul ar

provi ded worzpurmseigaet work t o have access to storage resecrassomiatioar e
created and used by those conputing nodes. If so, the configurabl e network
service may determ ne a new nanespace to use with the particul ar provided
conputer network, such as by automatically generating a new nanespace
(e.g., without providing that |nfornat|on to the conputing nodes of the
particul ar provided conputer networ or by using a new nanes ac&ﬁthat IS

i ndi cat dae bomphiing Inodes Widi A66andc p@nmdaﬁmmp@mﬁm

f h h bl
ot wor k gl ThE SEERZy BEfuRs Bt L EnGinbr A R v 0r TeboRasltt o ©
net wor K 1Bie f Ak BEfing $Rdes Coft HeL p?dUl@é@'COﬁ?ﬁdt@a“ nefvékEaheat RashaBm@nespace

w thin t e renote resource service, depending on the renpte resource
ser vi ce enbudimehts. new nanespace is avail able, the corrputl ng nodes of the

t I d t wor k t
Bocess MBMSH sm TBURnTBr b SEIIPE A SeBTRICORERSs DR B Har e new
stored LERANIGER hiRkorR! SorRb! adl ihEm2ANed AEPTIRGEP oBlilay AelliERSHBKCh

stored resources, r?he externa conmmuni cati on manager” nodule 270 w ||

simlar lsﬁnd@dhfmumbatlw daiargurdentyiny plasical substralemetworiat Ehe praseéed he new
namespace. [0062]in addition to or instead of being conﬂg}ur ed tq inpl enent

a confiy avey s NedWAESS SARY NG cSpieRIeRtEc d“aVﬁ%\Qlﬁ CUPYY RadBEpdRe
th t th
hanager CHIRABEHD ShET 1 oHARMAG cafGinth Btng' CSorfifnfictionS "L REE (00

nore ad @tﬁﬂd@ﬂﬁbntsf‘(‘[é' ?ab?@m@ldﬁg&ﬁmm RGORSIE adardssdhfolmatisnfer @ viralal
communi cati ons sen hat renote resource service via that access

mechani sefwerkdnt¢amseninatigns iconiiguredeaionian setysingi prgtorsd ©f 10¢ Phvairakend

h t t hat nf. d
For war dFHESERlENT qu}blvbgﬁﬁganegﬂﬂﬁt'ﬁ et SRS A VLA ETRlEPRE B vi ce
via the i BH&QY[ gur gsﬁ%ﬁ  IPVA IRRAREEP AASCATRE rdiak &) ABIWIR adieirdsas, t O

refl ect t e con tion for the access nechani smused, such as to nodify
t he out godrthos®Bihit vintuiabnetveork rexldueisseshmay e emheddedaﬁiidpar‘t@ﬁaﬂ%rbiﬂl cators

whi ch_th h dg, h b h head
and olcb%@@?dﬁfqﬁﬁétsEg&%ﬁg{'&%%ﬁr R eark adichls: mied I te ilwoRE
resour C@ut?&?é‘tbgfet\ﬁ/&@ such last B\ rd-RERA&rirl; Ifé&(ﬁﬁﬁﬁllcsﬁbﬁoﬁckété 88tk g

speC|f|ca 1 on one nDre access Cco I ndi cat to incl uge t he one

or nor etradgmidsiord (g. leusa‘tg)S!?atel%a PP Brapmstatioed dnySHHe orexh!nErWIseesour ce
service, whether instead of or in addition to an |nd|c ors ecified by

the senmashfyingr suah detaniraasmissians Fﬁm@éez framp a gt é’l QE iths, the

dul
oL, BARPIB SUTENA8, S BPbERTRLo PG SBELR il BFAESS,
cont act A@gaﬁétﬁeﬁﬁﬁa&ﬁﬁh@%&gﬁfplm@bthethalﬂrmi ablwdrk drite subdtaateaigt@ork etc. In
addition, the nodule 270 may det ermi ne how and when to nodi fy

comuni owy berdmplenertedhisingithe samer nelweirk iaddegssingipeaieen! ((§)d-i PP ous

th t ded
Cor  esplRngnd et yanseiteTs paTae o rrovaad Vil POEnEL PR SR cor vFce
(e.g. @fﬂtu'andie@\%»koadefes%ag Py & EmBARILHClY Ake NBFEAIR BRI tRItwoRKhat

i ndi cate such access control 1nhdicators; an indication of one or nore
parti cubddressss a:gmrqspoadmgetos thes edbsteatacnetsmrk aduier thes tramﬁmmlm are
optional |y include one or nmore s a c SS cont

h .
i ndi cat P8Rt eyer Nsesubsiraie Nelwerk, dyhwi Bﬂ'@a[) FWSP @ggty réj\%gg%e%ont r ol
i ndi cat BEﬁxgté)t{)p% ﬁpﬁgolé@?ﬁleﬂrdéﬁaﬁaﬁgﬁgé Wb§%r‘b?ﬁer%§$‘ HAEKES SoRBE Frid

i ndi cat ors a manner simlar to the exanples previously
di scussdgdtamviighsmissions may be restored to their original form when they exit the
substrate network. In other embodiments, at least some of the overlay networks

may be implemented using encapsulation of communications.
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respect to the use of namespace information with the configured access
mechani sm the renote resource service nmay provide data storage services,
and t he owODgoiogs@®mruni cati on may be a request to accePSTAISP@GTING ar
storage-rel ated resource (e.g., to retrieve a stored object or other group
of stored data). if so, the particular storage resource nmay have been
previously created by one of the conputing nodes of the provided conputer
net wor Kghén Whi ch t he sending virtual nachi ne conputing node 207a bel ongs,
or may Le éeing newy created or accessed as part of the current

communi §085Qn. | nThertussiatederemple of higwe ingludss @ data GentRr LEPWIE nay

further n to, take initial action to ify.the o Ly e addi tional
i ndi cat B?Lgt?ﬂ%_r PD¥%¢°§% tW'}PL{%WQ e S r%é%%fécge t@}er ’?cgﬁ]P eqbrﬁjgﬁtt QCR dgﬁ ne

t hem, stﬁbﬂﬁ RStwioRe BRI, € ThESRith TRnSET HE R chndtited t6 988 drmereat er

detail elsewhere, the sending virtual nachine conputing node 207a and the

associ apablic hebvarksr2$5 externalitar theafata teentar2 X, whieh adulide epegss i9densat or (s),
but the external communicati on nman r nodul e 27 vvilll(leigggnet hel ess nodify
the out GoMASE CEAm PEAPLERS SYStepPon Vg Bale Tebvoi4d dg dngrgmare
| ndi cat gie) gl O ARELLSNET dRE cerftEr 1266 dnaP BN KdVe AXIIRSIBALOrRBHFRINI Cat i on

manager no es outgol ng comunications in the i rated
enbodi nepdtetrizatat asthef rgeogpaphical elbcations)t end niet woek oexnersialingr remptaTot e
conputer networks to which the extensions correspond, such as outgoin

conmuni 68FPYHBY sUStENP a24Dke onf ey uruiicvPRIWASK iMBRY ke % FX3BREar 1 grmt e

t . t ' f ot k
cervi coPHPELY Hebest Pl het iR of (BRNREP PLRSENPoneipfed B! LoDl 10TK
pr ogr anpBitieeaklivh bBithé diterridicans tedbprivdtaadtwork 34C may bENoceramplé,an from a

| ocation renpte to the data center 200 to the conputer network provided for
the cl i eatposatetmrswark thag émwhollpoo pagially iaacaessblir e pemepiinas¥sieiwar e

oot o PURIAIGR e Tiate pHirk 20T < fBMARRG TRlera 248 ey Sakt st el one
For exagph@pled Beh@the B GiRE WsREn HicRfhedd dIrddly t6 tHd RiGoRd(d.9., 8l onl i ne

retailer that sells or otherw se provides such hardware devices and/or
sof t war a,teleptoné lise, ¢cdide owdengya Bgital Sebecniberddne (‘ESLhyetese a separate AP

id th tai.l t I .order f h d devi d/
Cof twar DO dol | (olys torarels B0 BRraUay b Witel PR OB IE ol on
o de . 6t P BEHer Pt ati ¢
mvoki ngopts iS RlRatad 1Y, o FelagefTIGRRE 410701 e QEMIBLERTE e on

i nf or masémiten medi mulible sther esbdules bétteoodnfipirableanetebriosérvioer atecesddor t he
client, based on information previously stored by the retﬁi | e fO{ t he

cli ent, teigplpment dendlignality oPbNIecBrMY BAMEHIES: MAWOES: HUEN @h Qm.r@n i's

gg%‘glt '6§H§§to§§§p§!dq?lﬁ‘g%ir}ggﬁtt&g%é@ohé‘w thEaRifg 20RFHSNEAIANE tHdt BHtded
and/or leave the substrate network. In particular, in this example, muitiple node
communication manager modules of the configurable network service each
manage communications to and from associated computing nodes, such as the
illustrated node communication manager modules 209a, 209d and 250 as
discussed in greater detail below. In addition, in this example, an external
communication manager module 270 of the configurable network service
manages communications between the physical computing systems within the
data center 200 and external computing systems, as discussed in greater detail
below. While only a single external communication manager module 270 is

ilustrated in this example, it will be appreciated that the functionality of the
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may further take actions to support the secure connection, such as by using
the secure connection to send an outgoi ng conmuni cation that is intended
for one owOrI6BEASt i nati on computing systens at the remorash@oasiion to

whi ch the secure connection corresponds. [0065] Thus, as described above
wWith respect to Figure 2, in at |east sone enbodi nents, the configurable
network service provides virtual conputer networks to clients by

i npl ementing them as overlay networks using an underlying substrate
networ k, such as using various node comuni cati on manager nodul es of the
conf i guinadrlude 280vbak bedmplersenied using snultipledeviaas, sEEh ésiauMABECABAY manager
nodul es of, .t he, confi qurable network service. In at |east some enbodi nents,
one or ﬁﬁpé°§§EPgWF nager nodul es may further facilitate configuring

comuni g@dézg_”s betryee Bafe BRHEdNI00 OHBRIde8 US Tn@®bBy dfr Fﬁ;kéiéw andpatingranagi ng
whi ch conputi ng nodes bel ong to which provided virtual networks, and by
provi di sygstenfso206ai2fibdabadt 2553-2abnplagsivelll as Eb SINIt ROde topoIRUBIGEH@S Ses

that correspond to vir |, network addresses used for a.particula i rtual
ot wor k MAAgET RS BaD et PrROUERPBREP SrmieHERCEARTPRYNG PG (Fbn, &
system %F}Bﬁﬂg'io PﬁHMgt% Wn{uﬁﬁt‘%‘ti}ﬁﬁs 36r tHh&RciABd Yo L]‘fi‘ngtéab%'terﬁ@%'f)ﬁe
conputi ng notde on a“target physical conputing system an f a provided
vi rtual 286hwaind o mdnager trheduler Laal ofrdiedi configerdbde bectasslo entied, thahd t hen
initiate configuration of a virtual machi ne node comuni ca%i_on man?ger

a

modul eI BYBCYIRE ORQE Op ST SOMHBHRG: PYRjeRps (Rah SWWY- t dn i EXBTWP'] he
- ._ o o o ocT 8
hodul'e. RPGDERkEett Pl ctbe Bl SistenP oRAROB Rof THEREA VI TRnager

nmachi ne r{ddhiite iddinip@ingS netes effl \LBSo anEIQHB3IN GAdtia) NnachP@6 M) atodeeast

sone enbodi nents, detection and/or prevention of unauthorized '
comuni carinuurication hwanggesdnaduleetssy., ias partofoa drtyaporsaineonypaieisehe or

i nt di b K whi ch ' I '
Tver | ol BTG e FELdTYSRer eyt Satsih G iy a8 Ui ORS PR Ads o i
addr esscHﬁﬁ%ﬂi@éti&P%n@g%P%ﬂdié@_o@ﬁ%d QIrtaP FBLENIR DOTE oRVESMbliting

substrate network 1 ncludes an 1 ndication of the conputing node's virtual

net wor k spstdne285a, and such as CNS VM node communication manager module 209d
and virtual machines 207d on computing system 205d. Each of the virtual
machine computing nodes may be used by the configurable network service as a
distinct computing node of a computer network provided for a client. Physical
computing systems 255a-255n do not execute any virtual machines in this
example, and thus may each act as a distinct computing node that is part of a
computer network provided for a client by the configurable network service. In
other embodiments, all or none of the physical computing systems at the data
center may host virtual machines.
[0053] This example data center further includes multiple physical
networking devices, such as switches 215a and 215b, edge routers 225a-225c,
and core routers 230a-230c. Switch 215a is part of a physical network that
includes physical computing systems 205a-205c¢, and is connected to edge router
225a. Switch 215b is part of a distinct physical network that includes physical
computing systems 205d, 255a-255n, and the computing system(s) providing the
CNS node communication manager module 250 and the CNS system manager

module 210, and is connected to edge router 225b. The physical networks
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and includes a partial network address for the substrate network that
corresponds to a |location of the conputing node's associ ated node

comuni cawpanwmsager nodul e (e.g., a sub-network or ot Rer/yseswioonoef the
substrate network for which the node comruni cati on manager nodul e manages
comuni cations). Thus, in order for a malicious user to correctly construct
a valid physical network address for a conputing node that is part of a
virtual network, the nmalicious user would need to gain access to

i nformati on about the virtual network to which the conputing node bel ongs,

t 0 gai n estahdisbed By ﬁWﬁﬁmﬁ i20@asbldily inntem.ops egynedtedHe eanp@tieigandde’ s

hysi cal substrate rk | ocat i d I} I

Pet wor « airag e G (e 1S pyBiEeliomsc i kB T b RBPE ana
to det erEhperkhey !t \%hiéﬁelnbﬂﬁes' ﬂﬁfeoétﬂ@é 'rQer‘teI'sP ZQQQ%ZSd:Cén@ HRe RItY&irgaterget wor k
address. The validity of constructed physical network addresses may be

checked 2i30av280couEBhavayige reutens 285842 2bdqrovitigigateways hpirdangtwoodemose whi ch a
vi rtual addr edded in a constru cal

co(rjr esp&f ori§nd PErRAMRlS. Selge ?qt%gz%gng%sd%? pa%v‘}\forkpggv%%ﬁ;ml ng
node COmfGs; engagsggér}%d;S%s@mgh B8 ¢ ahedRs .In]eréd?mee%ﬁ hetvark 2dpe

substrate’ne partial network address (e.qg.

one of (Higecuper 226k pﬂﬂ&@emmeﬁrabxbeiweeddhe@nmmt;om nm:ualgkem@mdul e
to which the partial network address corresponds). In addition, the

val i dit yf-msfp%biﬁsmew@rb83§hy¥h@aq0rﬁé9m% 2alaredcomanage formepicatons

vari ous a 296K ecei ves
an i ncor‘P{ t:’i’g? @?ﬁrﬁjéfkggﬁ Fgﬁorﬁ? wgua%déeésﬁ}nmon &ﬁ%gﬁtﬁg&ﬂ%ghe

to veriigutd h@dndrigsRadr a8 @wmm@te nphyed komdehastdristival 6td)suchy o@tamnager
nodul e that receives a nessage purportedly froma node comruni cation

nmanager trapdmissions Helml fheddesn infaanatinne dnélddinge godtaspandier Miasiingdony. | a

e PR Sl S B e b o Rl o
addi ti opgknd@taidonneelicH ﬁét\ﬁ&kaz«?d R @ gt heuisY RedNEN pagsicaDsstherie 10,

node comruni cati on manager nodul es, and ext ernal communi cati on manager
nodul e fiplogwspeti vely, in at | east some embodi nents. Furtherm)re

ddi ti | il d I i I h
i R AR e S

121 060, Q24 ik SFIRY < BRCKP B ES 02l S ﬁﬁcéé@N(r) Fordhartes anc

entitle guring nmuni cat1i ons Bet ween chis
i ncor ponatietohenenicatiyn mefragenceodule QDQaenama@s/ass[dﬂ;ﬁﬂ&]I Mirtual enghiiee a bl ock

di agr amcgir:pﬂflagagc;d%% %?gp l'tgdg Ocrcr)prrlIthnlurrI]%aggr? tn%anelger module 209d manages
associated virtual machine computing nodes 207d, and each of the other node
communication manager modules may similarly manage communications for a
group of one or more other associated computing nodes. The illustrated node
communication manager modules may manage communications between
computing nodes so as to overlay a particular virtual network over the
intermediate physical substrate network (e.g., the interconnection network 220
and the physical networks associated with switches 215a and 215b), and may
implement firewall policies and other network access constraints to control such
communications. The external communication manager module 270 manages
external communications that enter and leave the data center 200, such as to
further implement the overlay networks over the substrate network within the data

center 200 with regard to such external communications. The external
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suitabl e for executing an enbodi nent of a system for providing conputer
networks for use by renote clients. in particular, Figure 3 illustrates a
server cowpupiogsagst em 300 suitable for executing an embodiSaemiende a
configurable network service system nanager nodul e that assists in

provi ding a configurable network service, as well as various client
conputing systens 350, host conputing systens 360, and ot her conputi ng

systens 380. While not illustrated here, in some enbodi nents at | east sone
of the illustrated conputi ngog%gsterrs may be co-located or otherw se
associ acethnignigation eanrzgarem iq)la?iongaaa@/ﬁl@nagbon%ﬁa implemgst fisewall of t he

h h
cervi copbligat mnaither Betiitrk R3hes ponditiseindlind 3Rl xR e
respect sbfadd HHPENKRARSH Srovldédaé@lhbu&m néMyohi® ﬂ@t dllbhﬂﬁﬁ\va’%éetﬁ HPER,

various other nodul es of the configurable network service may be present
and usedpecialized aasgsssionemneoteorisoeressevicel eadeval tothe detieceniem280cat i on

[0065] | AMBAPtETAA e BRBLSRRBOU NATNCHRNS 61 BEPTCA RTRIRG ISy AOEIRAED has
and monhorora ob ey efel boglty MCELAURAGDTRRRT hanie SAdpq e 20

net wor kscmwa&s(nairshﬂﬁw) that implehaints deslgbhiguredleaneiworie s&ibBce ar;xd:rmmer 1/ O
devices 315 (e.g., a keyboard, a nouse, speakers, etc.). In addition, the

i |1 ust r &f sdcheVPdheomaaliansng systems 350 have conponents similar to those

f t 0 dj <CPLJ 35 352
ot or agelopsE B TRuSY ShSBhR Yustifive ERende T one’ S pis SRR, o
al so eaghmip Gﬁh?dﬁm@s@(ﬁ% oeuoemaanﬁg sSz@teﬁO'Z@S@rmaWbé) afthef aqraringai s

illustrated with respect to server conputing system 300, but such
conponeptayvidad: virtali compuiest ReIWORK t(Bi%, PXRViBed GumpYRE netwerkor1208e0f t v .

100051 [:00 ]@ f%r a cllgﬁn%loorgcg wit 6}%‘9' %!f'rtﬁé) lv?rtuNeftn\A\g(r:tﬁng ecro\fr'uc)c etm% nodseg
207d on computing system 205d and with the computing system 255a (and
optionally other computing nodes in this data center or in one or more other data
centers 260 that are also used by the configurable network service), and with |Pv4
being used to represent the virtual network addresses for the virtual network.
Other of the virtual machine computing nodes 207a, virtual machine computing
nodes 207d, and computing systems 255b~255n (as well as other of the illustrated
computing nodes) may be currently dedicated to other computer networks being
provided to other clients, may be currently unassigned to a provided computer
network and available for use by the configurable network service, andfor may
also be part of the same particular provided virtual computer network. A program
executing for the client on the virtual machine computing node 207a that is part of
the particular provided virtual computer network may then direct an outgoing
communication (not shown) to the virtual machine computing node 207d of the
particular provided virtual computer network, such as by specifying a virtual
network address for that provided virtual computer network that is assigned to that
destination virtual machine computing node 207d. The node communication
manager module 209a receives the outgoing communication, and in at least

some embodiments determines whether to authorize the sending of the outgoing
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Manager nodule 340 is executing in nmenory 330, and it interacts with
conputing systens 350, 360 and 380 over one or nore networks 390 (e.g., via
t he I nterwet2osmds8@B the Wrld Wde Wb, via a private ceCiraisasovnetoork, via
a private substrate network in use by the configurable network service,
etc.). In this exanple enbodi nent, the nodul e 340 includes functionality
related to providing and managi ng conputer networks for use by various
clients (not shown) as part of a configurable network service, with the
clients using conputing systenms 350 to configure and access the provided
conput eCONERWIICREON, ThCTh 88t basedpan i pTgvieystyepanfsueddyfognation ahiost the
provi di ng_the caonfi gurable network seryice ch as viding. copputing
odes. 1 GEntRg i PaFARe ElmRGmS R 207 S on T 2B b Mestifatind i

servi ce.maihé abhputih ide! B, 2paNe B @aHARANS intéactifg HithaRB®ySferh he

ot her conputing system 380 nay al so assi'st in providing the configurable
net wor k nsanagezaenoduieh248 (byg. f teiobtaintamguihmrizatiommetemaination, oeohtsim

provi ded conputer networks. and, external renote conputing systenms (e.g., by
i npl erreﬁpm?gg ﬁF’ W&W%W&S‘C- t her access mechani sms), by providing

remot e 16684 °° SWfHeCﬁédég %shrﬁmcgﬁ&vh%%g%mg&ﬂé NRINQEEP R $apf i gur ed

to acce y facilitating 1 ntercomuni cations between conputi ng nodes of

provi dethe opfitgbityg RiNUKisatien gis, duthdrizeldefentdoes prtt perisrmof sacks udrst r at e
network or other infrastructure of the confi%rable net wor k service that
facilitagwrizatios diatarnipatioahse modulg @§98) delervings theo astval RPYVSIEH ens
350, 36 8 b ecut | {;QUS: S a3 _na i ctions
w th thSuRBiRe MeBer S BRE  ShBEsHFIARg s thé e fBiohT U 2L MEERES

syst ens 34k g¥BioreenchBnfirRcationNd |8 Ahisvexsmple, TRaTnterédnhdctioh Ntetvask Wi th
nodul e 340 (e.g., as part of a Web browser or specialized client-side

appl i causen iFvegiamepreageh the astuahanstwork asisiresgesa fe icemputipepledeyy system

cl i ont - SPNERGeOHH 1t HBRenRER ST Rebat: 5 R RN e 5oRa e RS 4% ot (e
client 69{@2}1#@ REMShieaRors 20 RBHHOE AEdeEd 46 HUHE BSmPIRTiGiTRN3RANERYr each be

executing software in nenory 357 to interact on behalf of a client with a
conput emotkiev208dbaising paroactieal RvE lseibetrate guetebike addraast k Ske vinede f or t he

client, ch a ia a VPN conneclion that connec | t.i.pl f .the client
Comput | RTEYTRAOrmanAger BIockisep SR arLts RgTE s iR sBstrelof t of a
renote H@%R‘%Ja‘?‘é?@t&'ubsgbr b Uil %gu&% é&tﬁe@é’gatf tﬁé’%@%ihé‘t%r?%ﬁu%ﬁs 360

t hat provi de conpuiing nodes as part of a provided conputer networ

ext ensi gomdpating ode ROT 'Ly, femekaempéd, vaynamitallyaihieraicting withe ther system user s

of the client conputi nq systens 350 may interact with nodul e 34(? }10 perform
var i ous Maager t Peduleni218ctero Ay daye pEMQUR!Y t9elermivedyand; sieed dhat ed to

of pr oG RISHER: 3, Y tbesBe 18 pAYY ARBSMFRHELE ST TP iRy 1o

el sewheggmphtihg NE6I®T 2075 G0E informBBomoaboO Lt Hagirkitidhe vptuabhetwdrior t he
ot her conputing systens 380 may execute software nodul es (not shown) to

assi st ndAdssy Bdthh@staheequmst iugingaptdress tResalutinn Frefecols ge AREY. nlidtkis

Comhe ERump AR e TRAEL A5ty Hidiat, alfEe el b FRET dMSEls MY oo™
ot her of;{,Be deiitionnsetibht aHBre3@0aRNdd&8BnaBNfRTdtRhNE8dielo deftHeons,

such as to execute rennte resource services avallab!e to vari ous users.
Var i ous comihmunieationnoves|lthe edetay nélvdrkmithoohancapsubdtiomdul e 340 and t he

ot or (0T a2z, el hode e uicR AR TBReBEY HOSke S0SS ResRiRS DN

[0072) APPEIFHERCR, £ Bl HREBERS R 200 ieabablsl i b
destination network address and additional information from the actual [Pv6
destination network address, and determines to which of the virtual machine
computing nodes 207d that the communication is directed. The node

communication manager module 209d next optionally determines whether the
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indications) to create and configure a conputer network for a client, the
nodul e 340 may perform various actions as discussed in greater detail

el sewher ewvoSomnes@si ons may i ncl udi ng sel ecti ng one or moTASc@pPEtinelg nodes
fromthe host computing systens 360 that will be part of the conputer
networ k, configuring those host conputing systens and/or other conputing
systens to provide that conputer network, and initiating access of the
provi ded conputer network to renote conputing systens 350 or renote other
conputing systens 380 of a client. In addition, the nodule 340 may further
i nt er actcommunicatipuis agtheyized fer 880 destimationgertoahmacbineneamputing bedeg
provi de such as in response to requests fromclients or instead as

bt onat 2040 wUgBtas Byr@TAGiRG! g HERhSQuve BEMNGK SRESTS aDH ANy

decr eas ' Mg s i i

comput e?nﬁrcl)e ﬁﬂ?@%ﬁmﬁéﬁ:% conflggghur?gd ne%%id}tég%%%gﬁfgrﬁ“@é %§3ﬁ§ed

conput ercofrgiuipgknodeowithdhiiy viptan! scuicarnetastk addnessiiv@chisdly enanaded bpr ovi de
conmput i ng nodes of the ﬁrovi ded conput er network by m_grating

pr ogr amiN@ NeEatGmHMyRIcatien dnanager mesyie: thal fcrm@é@éde)ihgéabﬂamm%@i'%%ut er

roni tor 18 SiAEPier S, bRPARERIan Bidragel A0L: 200a) i AR, BrseRy ™
systens s§6_@f§r§@bbfa§5uﬂ}‘ée Adlopp e adtirdizesl byhemplicslgdedepasiut er ifnataor ks.

[0073] 1t will” be appreciated that conputing systens 300, 350, 360 and 380
are ner ebynrliniogtioratis védetendingde thde iatteorizad {or [then nodehcoswpgaication he

Pen | maniaannpaukesoa? Hoa: A SUSHENRER 4t eulifiiRgtoR ileRERaty. : he. oo
conput i 'ﬂ%gﬁé&ﬁ@séﬁgﬁl%eﬁ?)’e-ﬁé §&RNeE ﬁ’r‘i’cdrﬁingt BenilaNEARS EBathaArie igot

a
illustrate rncluding through one or nore networks such as the Internet,
vi a t he dikébtedotto vihe piestimatiomeinuwal ksaching. comphiting ocodeuld tct usimg nan wor ks,

etc.). More generally, a conputing node or other conputing, system nmay
o o e B oo SAsaon 1S el athofe i 4 Y SRR
ber ! of MybRaindaAi4 AR chRBS oMbt A LE Yt ndtibt-digs¥idsPelsdyrgd t at | on
deskt op or "ot’her conputers, database servers, network storage devices and
ot her nekwidk sttirese andRBAasingethepdestiaatiomivirilz ssag¢hioaesmmdingrsode’s

el ectroni c organi zer I nternet appliances, television-based systens (e.g.,

usi ng séiftttaé@ebﬁ&*@saidféﬁ%rasp@esé‘ﬁ%ﬂwipﬁi nefwork adgrasse offier &-headarngr i ous

capai | 115 dgeom e St Ruhvedion,"fis dfioBRE! 2BSUTHEF SRS e Phoditiod o¢ ca
modul e 28mmiEYichfibrs GMehe eethakel virkfal thaéhind Wodebutihgadeté.i omakt reedul es, or

the nodul e 340 may incorporate functionality described el sewhere as being
provi dedomg rambogimentsdbetase oforwaeding nthey ireasniagn somsrinisation de (ke g., one

RO A N B TR e M

Si mi | ar kMatddtos @8&urity.  For example, the module 209d may verify that the sending
virtual machine computing node is authorized to communicate with the destination -
virtual machine (e.g., based on belonging to the same virtual network and/or on
network acéess constraint information specified for that provided virtual network,
being associated with the same customer or other entity, being associated with
different entities whose computing nodes are authorized to intercommunicate,
etc.) and/or that the incoming communication is of an allowed type, such as
based on information previously obtained by the module 209d or based on
interacting with the system manager module 210.
[0058] If the sending virtual machine computing node 207a instead (or in

addition) directs an outgoing communication (not shown) {o one or more intended
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enbodi nents, sone of the functionality of the nodule 340 may not be

provi ded and/or other additional functionality may be avail able. [0074]It
will al sowbeosyps@si ated that, while various itens are iPCirstocanedoas bei ng
stored in nenory or on storage while being used, these itens or portions of
them may be transferred between nenory and ot her storage devices for

pur poses of nmenory managenent and data integrity. Alternatively, in other
enbodi ments, sonme or all of the software nodul es and/or systens may execute
in menory on anot her device and communicate with the illustrated conmputing
syst ens destinatidre recoopgiinge rsystemsinéxdetniabrto koe t datanoesteri A08ortke enddeli nent s,

sone or all of. the systens and/ or ul es may be | | epented or,pr.ovided in
ot her msamERanicelisn Henagr dReHusP00h recaves | Siharandien, G PudRIE o

i ncl udi : | o & ' [ ; | Bl grated
v cur t SomRithicn i @ gifilal franfief 9ln FCRPBLEAT dRRHRARH Lompl i
execut i _gsepp gy bet fori asimplel iamotheracumputingudodg thatcisopan taf dhéesaneand/ or

enbedded controllers), field-programmble gate arrays (FPGAs), caonplex
pr ogr amPERIG! 3T grevigrd, i irdieal (esmpiier BeworlsdRed. oOmA T 0?@1&"%‘%&@?

systens and CEUres.: I : t e r:

hat r uccrBivute ReBhor fe Fhictt Y8 SRETaR b ded Codinpy®F AGWRIR"E 2 o, 4
hard di gterdidherat ¥t afofhel Witk cePtera20 thatbisealgd disedaby ithé econfigheablead by
an appropriate drive or via an appropriate connection. The systens, nodul es

and dat acbverkcsaiviee temyovide@ pertionanfsheasticwar yeuak earapui@angtweha s

9., t _of i t h | di.gi t al d
T onal ) Somhtbar redemop! cbrelibte rrtatee sert Pangnraopblitedeidt AR Cai ng
wirel es@UBﬁaﬁg%&%@siMé%ﬁx/ aRd || frehase @B dint B leadtdsomE bkedAndmsi gy of

forms (e.g., part of a single or nultiplexed anal og signal, or as
mul ti pl eitdatianrsetiee digduleR0packay firsh determins Wwhethertocuithornize ther sgnding

Pt esent of A ANIGOING Gy BRED BB 4 AETHSESdBRAG el Physearsubsidd” 1 "°
cont i guh@%%siocla%gz5k5*r%%‘é}@fdéﬁﬁa@rghﬁ2déét| 'gﬁahéhﬁ’orf(' QUa a0y an

exanple € I ment of "a t wor ervi ce Manager routine 400.
The r outcbnenumiyation. pr Py ttde dexmmpleprthe xdetpireinedx phydicalnsutbstidie sstaoem

manager location corresponds to the external communication manager module 270, such
as if the module 270 is associated with all virtual and/or actual network addresses
that are not otherwise assigned to node communication manager modules.
When the module 270 receives the communication via the interconnection
network 220, it similarly extracts the destination network address and additional
information from the received communication, and determines whether and how
to forward the communication, including optionally determining whether the
communication is authorized for the intended destination. If the communication is
determined to be authorized (or the module 270 does not perform such an
authorization determination), the module 270 then re-headers the incoming
communication so that it is directed to the destination using an appropriate IPv4
public network address (or other network address appropriate for the public
network 235), and then forwards the modified communication over the public
network 235.

[0059] Thus, as noted above, the external communication manager module

270 handles outgoing communications from provided computer networks in the
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nodul e 110 of Figure 1A, the system manager nodul e 210 of Figure 2, and/or
t he system nanager nodul e 340 of Figure 3, such as to assist in managing
oper at i onsoah1es@nf i gur abl e network service that provi ®#€3/USQINPO6HEDG
networks to renote clients. In the illustrated enbodi nent, at |east sone of
the conputer networks that are created and provided by the routine 400 may
be extensions to existing renote networks of clients, while in other

enbodi ments the networks that are created and provided by the routine 400
may i nstead be standal one networks for use by clients that are not
ext ensi dihstatedt drabodistenty kinclufliQy7 ajutheing| castrmuniesfiansbesdinbeint rematde
routine begins at block 405, where an indication_is rec

froma CEPRUECSENGERRNVIE APRfIGHE] GFcesmimechanisies frthope ramq?%ééﬁotgs%
O e Sanied; I 32" AGHERB! EoPRlIRLAGHTs! bEfd! B8t 1% faibld Fediifos upport s
pI‘OVI des ‘oné " or noré wrermte C nts to progranmatlca

i nt er actgenitd vidhg coPfiguser a@é&snaémﬂﬁsmerdv lthe paaticllar pmmd%drmampuml'l of
the indications received in block 405 nmay be nade via invocations or ot her
pr ogr ammgtwerk; ﬁh%m@dw%ﬂgooﬁﬂd/@ﬁﬂl%séﬂd'éﬁt@qutmgt nede's Assecialid Nede n ot her

enmbodi nent s _and |tuat|ons I.C S.rege | ock
405 may CORUPHAGERR |'-H?W%? ﬁ%‘ijﬁ? Yetai(g é‘wfe g& er"i l‘?tnl \ét%g éd}nn%nners

[ 0077] Aldrshodiimepts HHa dithatibRe!t | %rceﬂam@;@sm@ partelladt 1frovidedeitual ne

whet her the indication received in block 405 is to initiate the creation of

a new caopwyiuter netwarkkmay havepreovpoligiired msfm@fshamseqwsau paftievigent |

such as an ?xtens on to .an n m)te network o li.ent. |f so,
The 1 oot SHeR GRsaueanyon G 2 BRI B uRH SariedPraified if tire b ot e 1 he

new co ?pﬁte I RpfUGR | f of
t he cl % or exangﬁmgegzétggjssg%%‘se??|Vhé]g\plg;?};@6‘£ltbgl I el gfmyﬁ%rrﬁ@la?he

r ecei veanothendate genien 260) tratas mappedrieva paunhxpulaenan‘asmce orfrﬂ;ahrarﬁott&ie
various configuration |nforrrat|on rel ated to the conputer %@?rk to be

cr eat ed FEEMRE SericauABErther SHRA (IRl BgERINereeMAHENg 610618 2 B#Y t he
d k
ot eat ed LRAMMHL HontRlMBhtion I fh'&?'cSﬁﬁeﬁgLR@chccgtgg?ﬁ%hatn@n”% O8RIGuRed net vor

IS an extensi on reno WOr K e actions n bl ock

415 may acbess teechadisnetanphe remelte cesgcepadriicel far themarticuigr pooldded hat are
avai l abl e fromthe configurable network service for use in the new
computer network may be, for example, a virtual network address of the particular

age

provided computer network that is assigned to represent that configured access
mechanism, and if so that assigned virtual network address may be associated
with the module 270 to cause the outgoing communication to be directed to the
module 270. Before forwarding such an outgoing communication to the remote
resource service via the public network 235, the module 270 may take various
actions to reflect the configuration for the access mechanism used, such as fo
modify the outgoing communication to reference or otherwise use the particular
namespace to which the access mechanism corresponds. In such situations, the
module 270 may determine the namespace and other configuration information
for the access mechanism in various ways, such as by storing the configuration
information locally, contacting the system manager module 210 to obtain the
configuration information, etc. In addition, the module 270 may determine how
and when to modify communications to use the particular namespace in various
manners, such as by the remote resource service having previously provided

corresponding configuration information to the configurable network service (e.g.,
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conputer network that is being created; generating and associating a unique
identifier with the new conputer network that is being created; storing any
recei ved wornthiogesa@asi on i nformation for |ater use; etc. AReTAS3@WiobA i n
greater detail el sewhere, such conmputing nodes nay be selected froma group
of avail abl e conputing nodes in various manners in various enbodi nents,
such as based on capabilities of the selected conputing nodes, based on
network | ocations of the selected conputing nodes (e.g., on an underlying
substrate network of the configurable network service, on a relative

net wor k dnofratti¢ationt of arize or crawpe tpaniculad esesshgehpaeongiate thatetndicate 2t c. ),
based on geographic | gcations of the select ed conput i n nodes E-Iﬁggt in one

of mult E\@n@sg:@@gr aphndisalicn af ere o MEE mgel eemeéﬁege 8 rameters,
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t he routddiifisRy aR' ipdic€ioh Ooft Rpeel bﬁfﬂﬁestslagegnﬂhﬁueallbdﬁet némes;aé@e to hiee new
computer network or other reference for the new conputer network, so as to

al | ow t lindicatedrar that othewyise asemamsaspere infermatomates. net wor k when

perform urt her, confi of the ne e [ After
bl ock 41 @@6(& i f As pre ﬂ%&%’i ?té?tm S@W‘R%bqﬁ%isﬁ‘fge ﬁ%gqu’%é%?\] i cation
receive t ARG MEhisH mayt be 4 outi ne
conti nuggéﬁ‘gﬁt\fl?%ééE@ﬁ%gt?gﬁ%&ég?%@%g&&ﬁéﬁer chﬁe i ngﬁggt |eon recae% ved in

bl ock 4@&quest tadesessboparticilan stasbge-celates ssouses (ogs to agiteye ¢ sioredr
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request creat'e a e net wor tension and various specified

conf i guichémtosuthfasy bptising ?aocforhmttnmeyetemmxtemalrtettherpfomﬂedrmmputer| f so,
the indicated computer network for which access jnformati gn i S _surp&i ed may
be the MEWREHE PN FHAERAIR RIVEE SPIRUIATAICWAK pltbe ekt BY cAPfiguiipect to

bl ock 4 n [ [ i nst ead
supply ﬁ%]a P%%t nﬁecﬁﬁhﬁ“i%f@%smcgﬁ?%gé\gﬁ& t?'n%ﬁ’é’ﬂé tc?gfgeF@IéE and
processegdm h@m’é@pﬁé@ttheocdihpaﬂmé%dwWhh@%)r@ﬂde@lobhmuteBQMk teayer eate a
new conputer network, and | ater one or nore other

2010/ oaaectmmweaeegrsmeg Bi@edapagurces oétheslent: &Ssqu&lustyawﬁ»éﬁmpleypes of

SO S ol Bt comiestier Al & B8 aiPof fod SR S Ml R B ock
405, t h%iuéﬂ%b?%seoaﬁﬁbw%érﬁe@&eé th2RolLd RISt Types Whekhersucheagtd ent  has

i nvoked a renote access establishment APl or otherw se requested t hat
renot e atoressersiiveshaimianstesdufcesndatar bnet first oaataspacef ta store| restiictad t he

i ndi cated_co ter network, which in the illustrated enbodi nen
per f or néaﬁwypqpaﬁve!apm’?@t SREware Andopther data s acernnd: F%We?Ba?%ea'?iEﬁ cat ed

comput %@Stdﬁﬁéﬂ(c6@%?%t§”§a&8rtpﬁgfs‘fgéﬁéﬁilf a%na&s{éltna) hffmse ebr Sad?st.&% ient at

the renpote |l ocatro uti ne conti nues t b ock 425 to execute a

VPN Cr egld anthirdl hamkspade.r déitthe eorbeidedkeomptieo metworke sf die iconfighrableenot e
client access, with one exanple of such a routine being described in
great er ngbverk|seryics is esgebby omy q:pgmcglag subset of the corporation (e.g., human

resource personnel), the access mechanism to the remote resource service for
the particular provided computer network may be configured to use the first
namespace for the sensitive human resources data. Furthermore, the particular
provided computer network may optionally have a second access mechanism
configured to the remote resource service (e.g., using a different assigned virtual
network address of the provided computer network), such as to use the third
namespace for the generally available corporate data, so that the computing

nodes of the particular provided computer network may interact with different local
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[0079] After block 425, or if it is instead determ ned in block 422 that the
access information does not indicate to initiate the creation of an VPN
connect i omoabices@sot e client |ocation, the routine concmussomoctibeock 430
to use other specified access constraint information for the indicated
conputer network to configure allowable access for the indicated conputer
network. As described in greater el sewhere, such configuration information
may include constraints as to whether any of the conputing nodes of the
conputer network are allowed to have access to the Internet or otherw se
out si de virheal cwtyotke eddreisaes lof the pasticulars prayidgst cemauisy rgiwerls jo obtain

conmuni cati on icief bet ween conputing nodes of the conputer

aggcess pol
net wor k CCREP %g%r?@r%?'ép%a t$OUfCShe conmputer network if the indicated
conput er, rk i 61 i t o] r idn - to the
Accor di ng.hwlon blpgscid?] ,'etmﬁl'gﬂrag\h?i%(grﬁgeéghgngg%%ﬁmnﬁiﬁggtﬁns t hat may
i ncl ude refrote eespmpte sexief fogthre particalar ipnovided oomputeymeatwotkemay dustegd node
conmmuni cati on nmana nodul es and/or external cony rili cati on: manager nodul es
15 e iy

that supgofenfigyeed eru?‘éfro%pmﬂve.@dﬁs A oY edCaPYIREse
Goscri ik ARCAG R Sotddkllebtfirae ial B ABaldd At B8 by hese. Kon

in bl ockoputing msdeth! ifsdb, ahd/Rinfigmaels hetwdrk eendce emmy defsrnine al eaat i on to
t he provided conputer network, the actions taken in block 430 nmay, further

i ncl ude nearesp@cacto vae with $oemarticularc revidgshceBinyiat NewVasl. BHe @SobY ded

conput er_network or_ otherw se by t | gur abl e ice behal f
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conput efinReh4RbK td T es/putifY Hodes \GPithe Yarealiaoproditiédt Corripeten PRhOpIk) at e
information to decrypt communications that are encrypted for the VPN
connect iooy YHOPa] AW aantsspake 438, is indicated tbyi thetcligat wish dhercapliguration ock 420
that the jndication jn block 405 doges not include acceis i nf og}rgat#eqp, t he
rout i ne IMEADRIRRs 38 BMB¥ Kk CARBUS e7HfiSre WRET TS RE i H3F c8t5 o' n bl ock

405 T NCIARSHAREO e dBhAgsrab HefRbiOSehite 3F 4 Wbl PREBULPThact work,

such as one or nore network address ranges and/or networK addresses

speci f i edrficulanptdvided computdr setwarkenaytuitmer oeed itadeke tinitibl eclio4s t o

store the specified network address informati on for .use,with.the (i@gputi ng
t

nodes ofcTeaie thadievanamespasr MENIMBEISIIOE AROWES SENYichedeRRNSFLLEN

i oat SR ITRAFEE splick "R XAl TR s URAORP YT, Bopeg o T

sel ect eGyogesObhethel partiillar Provide®, carnpbiens nedvidik r amye similariyolusek $hd 15
and/ or 462. The associ ating of specified network addresses vvith,cogguti ng

nodes ofconfiguieduaceessemashrnisay te unteiast Wik thaeresagiei GEPLHE BEINGH

i nf i b db d i i
ot o nalc ARy StreE TeRtwaRe Indoay at Br e cR Aefes PR bRa 1BtREs |
as desCrshéﬁ%térédgégéﬁr%éls}jéﬁcﬂﬂe skt ebtmahicatio hizdlagéf module RFOIilli s

instead determned in block 440 that the indication received in block 405
di d not simitdriyd enodifywtrek cstighieg scanmonicatipns ast Rpprafliaie o cust ithed¥eWo bl ock
455 to determ ne whether the indication received in block 405 includes

net wor k "@OFEAPESY- i nformation for an indicated conputer network. |If so, the

out! ne 6683 N1eS 1 Caddifibr 0 br! KA Sl BRiriteceRfifuiea e Oftiplbfieat ML | on

[
for the’ cat ed conputer networ and to optionally proceed to configure
t hat i ndonfij@edcarnpss anectenismkedrrespondingatoca partidulareamespasekwitbinok ogy
information. The configuring of network t0|?ol ﬁ’ﬂ% cl ude

conf i guiPBRiEUaTRENRiei TREBWIFRISEEWCE othEeeXiSE®! 50 #@Q%ﬁﬂ%%gﬁpﬁkﬂﬁager

modul es ARdLar LA BhisURLCHE BRRGERAYS include one or more additional
indicators related to access control for some or all communications sent to that
remote resource service via that access mechanism, and the sending virtual
machine computing node 207a may send such a communication via that

configured access mechanism. Before forwarding such an outgoing

45



WO 2010/ 068618PCT/ US2009/ 067106 nodul es that support the conputer network,
such as to sinulate actions of virtual networking devices that are part of
t he speciwpediwwpaBogy i nformati on, as described in greaCemsd@vasiioe

el sewhere. [0081] After block 457, or if it instead determ ned in bl ock 455
that the indication in block 405 does not include network topol ogy

i nformation, the routine continues to block 460 to determ ne whether the

i ndication in block 405 includes an indication to add conputing nodes to an
i ndi cat ed conmputer network, such as if the indicated conputer network has
been combiyuueidation itndhademote gesptiicedseluigat Yiathef puldieptetvegk dodedhdut | ess

Fur t ner noe e 274 fiay YR8 offrbuRcactioRS 3P, Bfiect g “cedfionbillon Btk fesestmut o1
net wor k heliighioh Qe dubY 4@ FRIA IHE AUGoiRG LadhiruARRHDS 2o TificiMas iteels

manners even after use of the conputer network has been ongoing, including
t o nodi fopet tremypuarddditionad irchicadots tog whicketheofictdss mecshanism netrespdndsnd/ or to

di fy that t k. topol i nf ti f th t t K,
di scus s &Ch Agh AQTTiNG: e Neadsevansy s body pt thesCorinuinigalion ina BIGLR” 460
that the. ing . ot . . les, :
coﬁti nuggb?fgbgﬁgﬁi%&gtet%Sggll%eect ol%é (g?i.ﬁ%re C(lg“n%g??ng n% gy?%éggwggged to

t he i ndicflenteshaxiratibarof melever mofe actessgranil afdicatard, ablirclederthe omg onodes of
t he configurable network service. As described in greater detail el sewhere,
such compenei it dndiegloreinsa Manned sURPQERY by herdametresoNres 8RNIC8s4, t he

sel ected c uti nades. -t he . : h as in
2 mannon e et i A SR SRR B Cedind vt

appr opr ingd¢hifet owhputaddnedss i hra)matihosust tditubhiens el esddide CTPUhang

nodes, by setting access rights for those sel ected conputing nodes in

accor dadeteminég thenaddienal insticater(slofar the psicegy MechaNiRiD i 1D ryasaes $Yayst her

[0052] ALER asitapRonBa e FpenalSt Gonfe BRFiBadPTova FrERRk Mhab® hal e
210 to obtain the information, etc. In addition, the module 270 may determine
how and when to modify communications to use the particular additional
indicator(s) in various manners, such as by the remote resource service having
previously provided corresponding configuration information to the configurable
network service (e.g., an indication of one or more particular message parameters
that indicate such access control indicators; an indication of one or more
particular message parameters used to access resources, which may optionally
include one or more such access control indicators; an indication of types of
messages that allow one or more such access control indicators to be specified or
that otherwise use such access control indicators; etc.).

[0063] In a manner similar to the examples previously discussed with
respect to the use of namespace information with the configured access
mechanism, the remote resource service may provide data storage services, and
the outgoing communication may be a request to access a particular storage-
related resource (e.g., to retrieve a stored object or other group of stored data). I
so, the particular storage resource may have been previously created by one of
the computing nodes of the provided computer network to which the sending

virtual machine computing node 207a belongs, or may be being newly created or
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I ndication in block 405 is not to add conputing nodes, the routine
continues to block 470 to determ ne whether the indication in block 405 is
to add cowbizgureesciaccess for an indicated conputer netwech/useooneiingi cat ed
renote resource service. If so, the routine continues to block 475 to
configure an access nechanismfor the indicated conputer network to access
the indicated renote resource service, such as by nmapping one or nore

net wor k addresses for the indicated conputer network to that renote
resource service, by configuring routing information to be used by node
comuni ertessedmsagent ofothd esrrant/comneumieaticn. cloraomiecambedimemniggdie nodul es

h h ) k fi j ] i O be. k b
Ext er nalCoBHEWAMR BEVENK SEAGR M1 RIS B8R Barka iEa IS PRREILEE ne
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resour ces define theen); Adpendgessi theerdmate tdseuroedsendaed dangistassaktimor k
and/ or has one or nore additional access control indi catora for the
i ndi cat eieatengetal elsewhers thesendingiwiftial MachEoeRmRYNG NERC 0739 be

I ndicated i n_bl.ock 40 r her w | Y. '

confi guﬁ%%laés%%?\ﬁgr(ﬁ'eggﬁmygé? ug%afg %%ﬁséé §€tb% i%ﬁﬁ]ﬂ%@g%{%}’ %ﬁgck 480
to assoghatstdial cBAMmSHastor Maiagri PMadard2po willenawstesless anbdief thendi cat or
information wth the configured access nmechanismfor the renpte resource

ser vi ce.outgmsg Lofmneunitatioris atsappropriafe totusestherassegigterbindicatoré®)- i n bl ock 478
that a pace d/or additional, access control indic . to be
used or TS&E%I ock i:nﬁﬁ{h?HEPreoﬁé ri'%ﬁﬂ%ﬁ@n%%?%ﬁm GEBEW@E%%‘?” ﬁ-([)a%ﬁ:&gbi de
access t0odfle 79 ﬁéﬁcﬁ% bﬁggbﬁr?g ESHRMIHiSatRsVihAfe ilitrate BhibRd#ABhT thaes Lo

bl ock 490 to optionally performone or nore other indicated operations as
appr opr iané dronfr@rowidadebmputét metwocknekenisitgst toerecwte iqgmpittebnewiorks to
particul ar conmputer network for a he ro er. take one

) f cljent, utine . furtk&r
or nor e Whighthe einsiNs,FeReIRONk SLeE 3% o "&Q)ﬁﬁm"@lr"_“ggﬁl% R ¥ T enot e
Sour ces ’coﬁﬁgﬂ}eﬁs\/iﬁ’ NOBfhelchidR ttt? & ggﬂﬁﬁg%rr 8ot E:gm:ﬁ)‘ﬂlté’%&ﬂoﬁ(. cieat pehshew
conput er " netWork extension belongs. Such providing of access may I ncl ude,

for examph® efibddirdeng, thd eonfigurablet netivoek cbhndcd pravidesahlremdie acceent to
access the conputer network (e. a publicly accessibl e net V{Dl?&% ddr ess

for a Vestabishmentofblit éhaheﬁlmgij?‘ &HaRt gier | egraBmadRRIt ein! % to

oy Fur ERAPTSRF DY i ot 2o ERLEBREEEH fELa Fishpoh sHRE, e e (L e

current ceardiZdgoo@dsthe computer network provided for the client at the data center 200,
such as to cause appropriate hardware devices, software and/or configuration
information to be delivered to the remote location for use by the client in
establishing the VPN connection. For example, one of the computing systems
245b may correspond to an online retailer that sells or otherwise provides such
hardware devices and/or software, and if so the configurable network service may
use a separate API provided by the retailer to place an order for such hardware
devices and/or software for delivery to the remote location or other designated
location corresponding to the client (e.g., as specified by the client as part of
invoking the provided API of the configurable network service, based on
information previously stored by the configurable network service for the client,
based on information previously stored by the retailer for the client, etc.). Once
such a VPN connection or other secure connection is established to allow the

client to have remote access to the provided computer network, the module 270
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WO 2010/ 068618PCT/ US2009/ 067106 exceed a specified threshold or otherw se
trigger a specified condition, etc.), such as to ping or otherw se check

t he st at woabhiwes@asor all conputing nodes for sone or alPCTAS2WAETI06

net wor ks, nonitor the use of sone or all conmputer networks by renote
clients, nmonitor the use of internal configurable network service resources
by sonme or all provided conmputer networks, establish and nmaintain accounts
of clients with the configurable network service, respond to requests from
clients for status information about their accounts or about their provided
conput emanefusthek dake bttdms fmguppert the seeurecsannactionusectpfs tiyeuddatheyur abl e
network service, r

duce a quantity. of conputi des .for el ed
conput eFCREEERNIEC Bi?ﬁeﬁa@%%'tgg@&?ﬁ“’%ﬁﬁ?ﬁﬁﬂgﬁﬂt&aé@%{"ﬂ%@ fbd&gﬁ%gyr‘t of an
i ndi cat aoh 600N YoMutingSsy&tem8Yat TRY | rBEhdE o tioRIoBWRACHE SeEURS Ogr ams
froma conpuiing node at a first geographical location to a new conputing

node at cansectivndcgesspoadbi cal | ocation), etc. After block 490, the routine

continues to block 495 to determ ne mhehher tQ c?ptinu ,..Sych as until an
expl i ci 1006/ cat i dhusoas dpaehatapave wiHaireapect tp HQUfesﬁdBtagﬁ%?%é&’“?%

contin the routi r | 4 and AL £ ' bl ock
Cont L S ERHA I [ EiadE  WeRRA!NBryiBB0pidiges GRILE ruplie b ook

a Node GefruamEeatiidnts Magiimentiig thenb88 ovéhay netwdrke usimg dreupderlyinged by,
for exanple, execution of the CNS node communi catjon manager nodul es 209a,
209d, astbsgisatedietwogurseich assURIRd ¥aripes HOAE COMMBYRKAHPR M HAIST MPHHEE f r om

. . ; f . \ _
orbodi ook oS o Bhie TiEReR sBHRY T8, SRERY: FloR et corbniofifisl 0T |
by each nﬁgqaggemumb%ué&f drofe Wn&miwmic@d%em okath&ome

configurab network service that are each associated with one or nore of
t he compuibouimentiesones owi dextebgysthe coaragair asidelesetory Kugber ifedlital;id each

AR ATl R R N L MM
Poow 2B R A LSRRI h el Vet meacantel, g
syst em heaorkentndltsy paviding daformation abaut achuahphysical substeateomgiworing nodes
of prOViagggesnggp t?}tatercorr\c/e\gpgg& Ot@éi?t%%?ﬁgr{léﬁzgggge%ggé 0uGsed for a particular
virtual network (e.g., by a particular customer or other entity). In addition, a
system manager module may receive an indication of a virtual machine
computing node on a target physical computing system and of a provided virtual
network to which the virtual machine is to be associated, and then initiate
configuration of a virtual machine node communication manager module for the
target physical computing system so as to associate the virtual machine with the
virtual network, or the node communication manager module may instead initiate
that configuration (e.g., when the virtual machine first initiates or receives a
communication).
[0066] In at least some embodiments, detection and/or prevention of
unauthorized communications may be based at least in part on a topology of the
one or more intermediate substrate networks on which a virtual network is
overlaid, as previously noted. In such embodiments, the physical network
address used for such a computing node for communications over the substrate

network includes an indication of the computing node’s virtual network address,
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networks, etc.).In particular, in the illustrated enbodi nent, the node
communi cati on manager nodules facilitate the providing of conputer networks
for clienwe 2bw/e8418g virtual networks that are overl ai d POm/USRE@IO6710®r €
under | yi ng physi cal substrate networks used by the configurabl e network
service to interconnect the various conputing nodes of the configurable
network service, although in other enbodi nents the provi ded conputer

net works may have fornms other than virtual networks and/or overl ay
networks. Furthernore, as described in greater detail el sewhere, the node
communi eatliincudes ageartiaotktivesk addiese for thessubstrate petvadtk draticqsresppods
functionality i.n accordance with ecified network topol.o I nf ormation for
provi dede Golpsatien Qﬁét‘mm@ﬂc‘?\o‘gs @93?%&@&%\@? ﬁa“}'ﬁ‘é“'?%‘xm RSy of

si mul at %’?d’mé g}éadn 9" sUBPALIK %‘?.td‘%ﬁ’érkwﬁioﬂecw HRSs WstRhd Hethak RRMGHIERT
conmmuni cati ons i a manner consistent wth such networking devices being

present th&lnbdeusmmuniiation rahagkrrmotialet henagesvaokrmuomoatians)i nflarsyan i on f or
a provided conputer network may instead be provided in other manners (e.g.,

by usi n@rdeniala mwjisicpalusaetaspreslly aenstect & yalid RRySICA FERUCTKAdHESet wor k

| ..[0085].The i Ll ust.r. i Y ' bl ock
505, wndveacinmnganods 4! Bablr SE8 BHUE heflork el AHlSPEs 1R8 Vo 1 o°
message neghetd Ydin NGeceRB! td1usRIrhatieh Ostioui Lthe! Qirtled] endtivoek ttbewhigpe tiod

i ndi cat ed nmessage and to proceed accordi _n%I y. In particular, if the
i ndi cat edmyesisggedeshelengs,norgaln tascees tminfecestiongabiddhe dapaleny & ithe

commni CATTSPALRORRT ARISERC =W AP QIR [25arPRdl UPF R BRRTTRAAS our' ne
cont | NUGSif n@k@?:‘k et O EL68aldin R chhniigation BAagedPBHLRAL | ON

conput i ng node for the i1 ncom ng node communi cation. For exanple, the
i ncom ngndonietecairieohowety bse thatanforohation donmmstiaichthen pbysicalnnetmicslger

dul der| yi bst r at t ks, d the head
Ot her _p@AiTess. oFhe NEIBIRHAMEHTFISH YA SMOTE AgRceS B B FORRRTRy
ot her paFiSIess. off i : f RFK
comput 1 VAORRC WAPS SR 28 By Ly P B YRR R o,y

ot her wi ggdreydi mbedise inlestdrsituctatd physical mgwoddaddrssdicsmspeads bandw wi t h
respect to block 525, the handling of the incom ng comunication via the
subst r averifyinavhat avpeationtaidhal islentitied ﬁBmWﬂﬁg“Q‘%ec‘éréwdéaﬁoi M Ch a

dest | nad o roRRnE egerolanBaRiE S T RtbE ekl b tBl RpbAEs o
conmuni gad ig2ftid OndtRR i idddveds (EhVire aldnesarsplting hbdeslensnayed by and

source conputing nodes. . _
node communication manager module to which the partial network address

corresponds). In addition, the validity of constructed physical network addresses
may be checked at various times, such as by a node communication manager
module that receives an incoming communication intended for a destination
computing node (e.g., to verify that the source physical network address is valid},
by a manager module that receives a message purportedly from a node
communication manager module on behalf of an indicated managed computing
node (e.g., a message to request a physical network address for an intended
destination computing node of interest), etc.

[0067] Figures 4, 5 and 6 provide additiona! details related to actions of the
system manager module 210, node communication manager modules, and
external communication manager module 270, respectively, in at least some

embodiments. Furthermore, additional details related to implementing overiay
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[ 0086] After block 515, the routine continues to block 520 to verify that
the incom ng communication is allowable for the intended destination
conput i ngvoada(ws3618As di scussed in greater detail el sewrerais2admesine€oni ng
comuni cations may be determined to be allowable or unall owable in various
manners, such as to provide firewall capabilities or other access control
so that only comrunications from specified other conputing nodes are

al lowed (e.g., other conputing nodes that are part of the sanme provided
conput er network) and/or so that only specified types of communications are
al | owed nedwgrks that mmy beasedsionat leashanineagmbadinmenimareraeludetputy &g

hat -vereRdesion Mot r0BEH R (ARG DeBe R L G R SRR nodes
of a prai %ds%@Péﬁtﬁredn@dmi@hfi?%/c\ﬁ)r%%i&%hy HaAEEn ddiep@tRieeNBHEgti on of

whet her the communi cation Is~alldowabl e may be nade based at I'east in part

on conf glictalsi incorpofatedddeirein bytreferense pr kv eptrety specified for the node

comuni cati gn man%ger nodul e to which the routine c?rre?ﬁ)on_ds, such as in a
'gie

manner $0@R8) i ¢ t Hiss? ikiRak YATEBRPSIAGNE Se(le LRAIIINGHYSETBY i ded
Com 5 AR, AeHIRD GRS S SRRV P SoPNRS el (< 0.

based on e specifl ogy | mati on for the prov

conput enef@bwerfisr BeWby ¢Bmidke ctieatsi nat iparticttarp Rigure Bdiiestmted el sageand/ or
ot her access constraint information specified for that provided conputer
net wor k pompuiting civistein, 3Gt seit@lai fee execuindvancemiadient afyaganfighrabiet wor k

computs RECRIeriod sy fein FRABALAT mPguRThgt SSsEE HyRVRyEE bbb | 1y
be basegehiorRaerviesd, éé‘fm@ﬂ%ft\}a@i@uuégﬂéﬁt SSHRp R bPsteMEL3BY, hoahdbmputiput t he

substrate network that is included in the incomng conmunication by the
conf i gusystemnd60pakrd shei cematitieg syatems @8RunV\iile oot illysisated hsre: e
initial sending co ting node, such,as.to verify that the comuni,cation
wns. act 3aME CEDAETEES A AR SomE e RS EHAP e ISRERIFIES t ha
the incegl famygh' i$P8sdoti RP| e deifer CHRPUIHY SABMMBIRAMGRL T S
provi decg{milﬁ tﬁgck Zw%éjtgﬁée&céﬁghg%rg destinati%tir}ﬁ;node(s) for the
communi ¢eatsit sdmes b thehobly cérmpukinglispsterniee 360 thathawapar rof dhe rconfiguableror e
connections or comruni cation |inks between the n,%dabicom*runi cat| cin .{@nager
elgl W

modul e BEIVATKeSQIYSE). eGS0 AS i Hatd R e 8) deSGHPERHIB I TREH"s h the
! . aEStH e 1 t o
| noon noeR S FRRILEN AERd 20, il WARERCNOG, SIS, FarlttieiEr ¢ 18

I's consistent with

t he proyidgirfes 6fhg esnfigrirawie hetwoksasiceymap beqardeentngnd beed i atrieagt
comuni cation in a manner consistent with the provided conputer network
(e.g., somgsembpdiments Ruchoak vairHscReds cemmwisii mgnaget medylesanfbd

t t k f t desti.nati ti d o
Saar L1 oRne TS el S BaR R RGO B sy cat | on s not
det er mi fesbg]0 be @ (VRO Patbl dPhiBsdim2Ad, the Rerveronfisutiysyiséda 30T haw!s ot her

actions, suCh as to drop the outgoing node conmmunication w thout any
i ndi cat compoaentsethaitindilude acGBUt 30k vasibas Y@tapmpenends B3P, fiesagy)820o t he

T aDehd Tty 535 TRY' flBlated B bbhpbREnR iYL AEPY A4, o Lo Pe
network connection 312, a computer-readable media drive 313, and other /O
devices 315 (e.g., a keyboard, a mouse, speakers, etc.). In addition, the
illustrated client computing systems 350 have components similar to those of
server computing system 300, including a CPU 351, /O components 352, storage
354, and memory 357. The other computing systems 360 and 380 may also
each include similar components to some or all of the components illustrated with
respect to server computing system 300, but such components are not illustrated

in this example for the sake of brevity.
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[0088]If it is instead determ ned in block 510 that the indicated nessage
in block 505 is an outgoi ng node comuni cati on from an associ at ed

conput i ngvoadw®/w861a provi ded conmputer network that is neoagsdoooywetine node
conmuni cati on manager nodul e to which the routine corresponds, the routine
continues instead to block 530 to first verify whether the outgoing
comuni cation is allowable, such as in a manner simlar to that previously
descri be[goo\gf'th respect to block 520. As discussed in greater detail

el sewhere, the determ nation of whether the outgoing conmunication is

al | owabl[@07T8]y be wedeemhodianénduof mann@orfigurabler iNelwostberviesmt §CN&I¢I udi ng
based on the specified network . topolo i nf.armation for, th rovi ded
conput eMaNA9RE ModHe OJR e[Xﬁgug%E] W&Mv ARd ﬁto'BEerﬁ‘étlsd’H@E E%WBFﬁ?g ot her
access | ' ' i ) ded; et wor k.
T the ST EELE 2 e B Bt e D Bt iy b HEmeR™, Ve

over | ay apgtomihé $Vord §VideeNebmiiana paivatensellnénmdnodo vzuh ipnigateostdssteate
actually sent via one or nore underlying substrate networks, Accordingly,

af ter bingBKOTE3D USRebY dihei gentgable,8etwerkppevces #iCyo dRt Bisicxe or
more aeaniaimeft e Hhddile nEABInEBEE, RREAIAIG refed ABPARIAG BRI ONE OO

the out gerigiky EBRPUESH hétoties fbr.udeObPRariols Bhertts [(ABDERoWGes pannafia cat i on
manager nodul es that nmanage conmuni cations for those destination conputing
nodes, tontigurakiee natwork csandice c adthothenalienis rusitt GPERUNAD FistRpEs350 to

Goatr T peantige, a%d st e BRRGE cof i RatdiRs ! TBE RastCPamRutfE 1 ock
540 to Es?%t\gf@s%@%a%&%i £45i19H Hre G ineadrFiubablé Menvokesstore, such

desti na y using the determ ned substrate destination network
addr ess@eshy drovidinganomputingi nartest fort thet cdmpatdrbeetwarks prewgedtby dhél ock

525, the fg di f the node,, j caf | ia th der | yi trat
et wor K CHEJOUABIS, BRWRSISEIG. (HEIATY g AbiceahaOReCamPBH G n gl T, s © ©

or k RBYOTABIBE" ol , AT ENdl S0 s
Communi SaEDS! o SR Eom Bl SR 200 el e PR ME O g 97,

use t he coefigurableetkiawoiis semice, dash iasdlyi favilitatingdniereatdmesmiadions dhebreern
i nclude information about the virtual network addresses for t?e desti nation

and soufe‘,@"‘&ﬁr&@mmﬁehaéﬁm ks ﬁ‘qaéwpﬂe@mﬂeg?%%?”gjéﬁm% Q&nhBY e.
0089]If it is.i j ' t ;
i[ ndi c!at %bmeiéégsbﬁg réejogéq%\r?génlgnO'Jb{b(t)%(ro%gééﬁohﬁ'egﬂauﬁ}ﬂ%ﬁgé%t%"%S”eogﬁ 9 nst ead

to bl ockerR8f fcdoRfdd SENICRREhAE tHE pRoviddit tompdiet aletworkgedret canfiguasd to _
appropriate. For exanple, other types of messages may include configuration

i nf or naacoesse bydanilitatiag intereamanincatinns behusen comptieg cedes §f pEavidetet wor k

Crt o waCPwats nARBIKTG ¢ B okt Redhdriot o § SuBSTHE etk A0S | e
500 for jARRtRILUFR' SofPr e deghn HIET nBRIR! kserbiReWnthah thdiftatarst amse of

the routi ne 500 corresponds), Trom other node comruni cati on manager
rout i nesofengnicatiomspretpagat e confi guration i nformation for provided

comput eEO()”?e‘It]Wor ks)l'heecgtﬁér cszgrgpluﬁlrwglg )/sysgerrlrftss 8g8 géé %%%i 2y rr%ar}ebé %&teicﬂt?ngmy in
various software as part of interactions with the module 340. For example, some
or all of the client computing systems 350 may each be exebuting software in
memory 357 to interact with module 340 (e.g., as part of a Web browser or
specialized client-side application pragram), such as to enable a user of a client
computing system to create and configure a computer network for use by the user
or other client of the configurable network service. Furthermore, some or all of
the client computing systems 350 and/or other computing systems 380 may each

be executing software in memory 357 to interact on behalf of a client with a
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bl ock 590 take actions to send configuration information for provided
conputer networks to other node communi cati on nmanager nodul es, such as to
di st ri butwoootnesdaiBor mati on in a peer-to-peer manner af Per/use@eiogiing t he

i nformati on from anot her node comuni cati on nanager nodule or fromthe
configurabl e network service manager nodul e. O her actions may include
various types of adm nistrative or housekeeping actions in at |east sone
enbodi nents and situations, such as to check the status of some or al
conmputing nodes for some or all conputer networks, nonitor the use of sone
or all computer nabvadsrkainpyprowidedeby | thencenfigusable onetimesk ssevied fondhke nal

configurable network servi resour ges sone or, all provided c ter
net wor k§,ﬁe'étt SUGKY @3Sy VIR GEREPY 80N !onOEMggggng%gsr BuHtRle %ﬂﬁlﬁ’ nﬁ@iﬁjt 0

bl ock 5 det gf.m | ty | dfCa t

I ndi cat i%gﬁ{pglgﬂ esﬁﬁf@ﬂrﬁ?é%{@‘ééﬁ%@g}o\%ﬁ%ﬁrpﬁyﬁnq %V“gtg{%? ﬁ??é’&étt g&cgﬁﬁicﬁﬁéé, t he

rout i ne rembty netwark oo ek clidifl, toanditivfe pbthe dwst computing HystmS 3G 0athat ends.

[ 0090] Thus, the routine 500 manages a varjety of t¥pes of comuni cations to
and f 1 oRF@4Ap@OMRIINGHRAda s PArEODarRroyKed P WieY MEMIBIEXBRYONdRL by t ho

o LS TR TR, T ey I S L g

) 'ﬂi .
exanpl e é routine, e appreciated that the routine

500 may chpufing dyetdras Baponfydintarbeionith frabdale 340%6 peefoemoaTiousi otk ons t o
all ow one or nore responses to previously sent communications, such as to

i ni tiat &ypessefsastionsole.@t RIMirisiratie BinctioRsiplptast foascoumts §f clientsaiithhpl e, a

particular copputing node of a provided co t figured
Po not 4 6pRTay phGhaers Serfed b dnoRtor- R Bloytied ol mBSvEHs: ene
(e.g0., exderawnhiseosdut iMmgreatst aeRlL elBEWhERY FuHBBAEREWONEALF @R Hosem t hose
ot her conputing systens if they are responses to communi cations initially
sent fr comphing peysteérnns 360 aodjentthegpthedeompatiog diyatgings SBRemagtexasiuitat i on in
bl ock 520_ma fur(i{hngés(be based

comuni EQHWAIE {0 BBhé“’EOWB) QQ %{ﬁtoﬁng p\éﬁhﬁ afﬁategfr?ﬂﬁiﬁﬁ?%@??ﬁmﬁét was
by st GRS nSa B B gk BB o et g, o
rout i necb@Bnunibationzutsent toayankde fipnoveataputing ratese xadnptavidesk eammpuder of t he
exter nalne’?vecgpglsj.nilr? %tdid%rc])nfrg’[]hae%eorf trrfé’%‘é'm%u%ﬂg s?/fstems 360 and 380 may perform
other functions, such as to execute remote resource services available to various
users. Various information related to the functionality of module 340 and the
configurable network service may also be stored in storage 320, such as
information 322, and may include information related to configuration and/or
provision of computer networks on behalf of multiple clients.
[0072] | After the module 340 receives one or more requests {or other
indications) to create and configure a computer network for a client, the module
340 may perform various actions as discussed in greater detail elsewhere. Such
actions may including selecting one or more computing nodes from the host
computing systems 360 that will be part of the computer network, configuring
those host computing systems and/or other computing systems to provide that
computer network, and initiating access of the provided computer network to
remote computing systems 350 or remote other computing systems 380 of a
client. In addition, the module 340 may further interact with computing systems

360 to manage computer networks being provided, such as in response to
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Figure 2, such as to manage communi cations that pass into or out of a data

center or other group of conputing nodes controlled by the configurable

net wor k swoenmde§@sg., between that group of controll edpPcorgsatmng’inedes and

ot her conputing systens that are at | ocations external to those controlled

conputing nodes, such as renote |ocations of clients, renote resource

servi ces, and other places generally accessible on the Internet or other

public networks). As described in greater detail el sewhere, the one or nore

external communication nmanager nodules in the illustrated enbodi nent

provi de réquests droah idlignisnorinsteath as eautpmiatisalbyc déiesnirest ascludiogsinragnme

i nformation for provided conPuter net wor ks and in_accordaﬁﬁg Wi th s?ecified
appad ©

conf i guSEHEENS tx IBETAREE N desreaselbs Juaptinaeh SQIPUING RAdRS
. 1 i Py art T oot wi th
it ovar s e eotiodRh helibrPRTHALARY AiTiglled MEMIGR (ERGBLY BT'a ]

thei r prpavided copnmuteemetediortssmadihy grartipaar fiost doyndutimgcsystemsr thiak
network service for its provided conputer networks. |In addition, in the

i |1 ust r frevide mesaputing: nodere of dhe wreyidad GasRRer NstwWerkKe(8:9-0\RYIBE™BYNY he

configurabl e network. service _r r n : ne or
nor e uncﬁ’é?gr)?m?ge W@nga?n sctﬁ?sﬁ ﬁéﬂené%\bpﬁ?s@t et Si%é\%rgglﬁégﬁ&{'ﬁé&ggnputi ng
nodes praKekdodthéheorBaiing Hoadd)eeftet Madditia, thé enodilié Ba0ghay mariitoer

enbodi ments the provided conputer networks may be inplenmented in other

manner s of ©fherwise intayact wish pgevarmmorg ofrtbeiask sompitiog sysiemsayod & teeks) .
[0092] The il lustrated gg%odi ment, of tt'{e roa‘%)i e begins in block 605, where
an i ndi YaRiBK RErRUCRPL e RIPVIded SORPHIELPEEYPES or from a conputing node of

a provi (E@@;?ﬂorrput ruéin e‘t’%&e@i‘étéﬁ ﬁé@%ﬁ%tiﬁg%&ms 860 e35001380karR0380 t he

routine-i | ock 61 m nes the type of "indi cated nessage that is

r ecei vedyre andrely dustdtvacarat dregiot. intendedr ta dimlitathe istop@eofi thei presedit nessage
is inconmng to the conputing nodes controlled by the configurabl e network
servi ce IRMEMPE. | AbR FABPYIRG Briers %‘Bﬁ@r &Qmﬂwaéiﬁ%ﬁﬁyt'i A8 on a

pr ovi deﬂché’d’%)%ﬁ{ngeﬁq%l&irﬁ-c%mpbl}éf-ﬁgl gy%(gmsceﬁa%wcbe,n ahaomeacérﬁggg % ded

| ocati o he CTient on ose e conputer network Is

from an sgxfeaignaddear0nmay iy cyskeetadvita dther |ddviserethatetace )nott tiesirated| ne
continues to block 612. In block 615, the routine first determ nes whether
the i ncémluding dhieugh e @hmpse nebikerkgisch a8 thenntamebi BitE@l. 8F Viaind i f

cormuni Ea G g e 87 dpadl BBt FrRsh ety M feiEM R e v e
has not cahfRAifly msHdbpdiaeCBomplase Bysten®imap et bepsontseatiedofi a t he

VPN connecti on?. I n ot her enbodi nents, bl ocks 612 and 620 may not be
per f or mbdrdwareh onssaffwase hidat soay wateraeihandr padeathe geseried tresgaf abl e

net wor k _servi ce man S _sugh uni cat;i ons_recej,ved via.a VPN.c ection
before ﬂcll‘f%%f'_"&?@yr @E“i’?qe)@@ W'ﬁ’%qgﬁm'_%ﬁ'. gﬁ%’fq@ B B_E-\?r@?plg?rsl'fé\‘l’ft?éﬁ% i nst ead
det er m Seferd) MRtk Slorab@fovidel diltf Biflel hetBRRILGBES, OPDIS, Beiptiches] ved Vi a
a VPN connection, the routine continues to bl ock 625. o

wireless phones, pagers, electronic organizers, Internet appliances, television-

based systems (e.g., using set-top boxes and/or personal/digital video recorders),

and various other consumer products that include appropriate communication

capabilities. In addition, the functionality provided by the illustrated module 340

may in some embodiments be distributed in additional modules, or the module

340 may incorporate functionality described elsewhere as being provided by

multiple modules of the configurable network service (e.g., one or more system

manager modules, one or more node communication manager modules, and one

or more external communication manager modules). Similarly, in some
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[ 0093] Bl ocks 625-629 are perforned in a manner simlar to those of bl ocks
530-540 of Figure 5. In particular, in block 625, the routine first

veri fi es wbeaebtvassdiRe i ncom ng conmuni cation is all owabl ecTaiseévms7ibased at
| east in part on specified network typol ogy information for the provided
conputer network to which the destination conmputing node(s) bel ong and/ or
based on ot her access constraint information for that provided conputer
network. If the communication is verified to be allowable, the routine
continues to block 627 to determ ne one or nore destination substrate

net wor k entlsidiseats, tsome of the syostidnabtyt dfethdanbdnlet 340 ntynpott begpronddeds) . 1 n
bl ock 629, the routine then forwards the cgonnunication to the determn ned

dest i na@ngferrihepagditieng dyretiongity may $eAIaPlEe- net work, such as to
t ual h ! all i : |
o ov oadp8TAE oI it BRSdeBid ARESYARITEMGEAE AP ARARptdRAL oo as

previ oupleihgstopst in inehitey © BALAIbE! Wiild Beingtused| tHeisedteh®s beparttibogedl i n
bl ock 625, various other actions nmay instead be taken, such as to drop the
conmuni ¢hemomay rbeadeansieied t briweenwaramery @ndt Isheso SIAIAYR ade\deeDOf he

X el g ) MRSl
Sanner o PUBPGRSS BhJTETORY TR seqens ApELPas rigdyy i et livel, i Coter ™" ©
great er b RiimeftsS QA Br alfWrithe lstRihvare Widd e ahdidr Isysteh® AthyheXesuté n at

| east sone enbodi nents, the routine may perform other functionality
consi st @ntmevnbly canancthentdeyite and memmyunicate ghitbutheofllussatedocomguitngmput i ng

nodes (e.qg., froma public network.to a iyate network), such as

functi oR¥FEME Y18 'B‘ieé'\ﬁoﬂ’é”ﬁ%"t %F’R"Uémﬂ?’@gs %Q'ﬁ}%m‘?’dﬁ %ﬁ?m}%oﬁ’ﬁa?@i& port
addr ess [ " y r Ml e i b ot her
ecur ¢ OTTnet Bl ding <yplems che/d RO IREFILR, I RMeRcy O pROMd B ol i
it is intieadadeéer sudkds at lkehet padikly imditmiviaes iandiar dteedwarss sagading, not an

i ncom ng conmuni cation to a conputing node of__a,rgrovi ded,co_rg%g[ getwork,
but is PHstehdimiteshipnene £imaATe RRPIICalgN.3RaGHIG Irdeghated SIrcwt Cubstrat e

net wor k LRg of | d o] t r i
out goi néi%ngyéﬁquga%%g e@@gﬁ%’al ¢ etgcmé#at ?gﬁc ’cg%ufe?( ﬁgﬁﬁs tgﬁéfb%g"age. , via a
VPN conifgiicEbné Oand gl RgCoimbt@itraliersvan/qf embet dedtcontrotiéiser fisldnot e
conputing systemof a client, over the Internet to a publicly accessible
syst em peegrammable get | arsavsoriFPEAY, t eoBPeXk Pemanenakirs &R0, d@dees and 645

oar t§ cul GPIBEN Beosbraser af ek g madiict Sy ek, 820 SRe by kB iy ik

dest i nahEoBiraletd. NGsS ¥6HRAFe distAtEioRs GPEEUELRIBY eidtfr ¥l ansomputdrhe
out goi ng comuni cati on, such as based on information in the conmuni cation

r ecei vedeadable heeduins such as mehandrdisk, lanmenuak, 838twertkeor ayrariabla mediaveri fi es
whet her the[\ conmmuni cation i s al iagv%bl e, such as in a {ganner %i mlgr to that
pr evi oudtFl®1de OF; 1588 Q¥eag aPPROPIAIR ATiEr9TnYa A5k aPRCRH At AIREPBp ol Wy

i nf or mat| I L.of I i nput er
ot wor kTSR OyI8e A3 Rt BRACAIN mad MMATBL tofehitfod F dBhelgieadaf Pul L
rout i nesigmald (sug.s at pan afckcdfier vavd etr etinérrenaidee bheigitahgropagatedraignal)

comuni cation is being sent via a VPN connection to one or, nore renote
client ©BnpuYanRly s9fscamputeruerdaklepippsigission SediemsoiRelidpIntrRiSeR- of t he

L hem pebed Bpg e U AT LATR LAEF 42 el @bl s VP! o

ot her wi e conmunica connecti on ot her

sof t war @apnst/zpsingRr AL lﬁpﬁafxeﬂ hhatesigasr, ablbe metipler disGrete/ digitaldeacketot

handl e such managenent of communi cations sent via the VPN connection), and
t hen foonélames)hSushneampeter Peegram prosugts may aleel takesetheaforers iBpet i ng

systens vi.a the VPN ,.conngctiop. |n other enbodi , r S re
ol or - RHAIPEnE A CRar T Dia REbsGaR BuaED: gy b irSeeranlh Bttty such
oper at i @ggmputdr gg,gtérﬁ cRfig@atodet ermned in block 640 that the outgoing
communi catron i s not being
[0075] Figures 4A and 4B illustrate a flow diagram of an example
embodiment of a Configurable Network Service Manager routine 400. The

routine may be provided by, for example, execution of the system manager
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sent via a VPN connection, the routine continues instead to block 645 to
forward the conmunication to the determ ned destination conputing systens
over the woterwmese18r ot her public networks. As previouslPgTassaviobads t he
routine may further nodify such outgoing comunications that are received
via the substrate network before they are forwarded externally, such as to
re- header the outgoing comrunication in a nanner consistent with the
conmput er networ ks over which the communication will travel. Furthernore,

while not illustrated here, in at |east sone enbodi nents, the routine may
per f or mnoodide H@raftiigwsl 1A \thesysies aranager mwlmaﬂm@éﬁlgmg Zangarigefrom a

f | | ed d
ubi | Re panster, Madbnae Do gea i a8 Recdii B PRdand °
transl atdip%Fatfo fa c%ﬂﬁézﬁ’rrabié)hétv@émrs%%ﬁcé HREtSHrabides donfifite) neMeré Qyi de

general firewall or proxXy or other security functionality for the
conf i guratmoées mﬂaemsr k I dheiithestrated .erpoodibient, at léast tsemue dzéttbem‘.omaum bl ock

o omput ancliotks Rat e cremiad and arovided Byanpleutes JB0TReY 52 waeRSBER S| gur e
access 'é?zfstﬁap éﬁo@%@eb@&ks%%}’éﬁt@d%ﬁmbﬁ{e ’é‘?ﬁmlﬁlegwﬁler Qtiones #pt i nues
0 bFoc 0

i nst ead xecute the Renote esource ervi ce Access routine,

Wi th onerexpsmee apatmoiidedibyothetioating 400imay thstead be dtamiajoreanetwarks ai |
with respect to Flrgure 7. O herwi se, the routine continues to 690 to
per f or mf@néseoky glig Séfﬂﬁeafelﬂ%iemw%ﬁroémfd?ﬁwéﬂ‘sappr opriate, such as in

respons ot her C C |v f i t her
i ndi cat iﬁéﬂyeratl Tﬁ? %ﬁﬁgﬁe%@% ouglﬁ gr?n@ Z%‘gl?% Be scggsbé%w%og)r‘ eater
detai | VHehe 7S RRifdation Bl reekive8bfdd nidssage %m@bllma@’pbmermﬁfbﬁﬁatlwes of
messages may include configuration information or other adm nistrative

rressage$hatrlame¢¢med:ohf atleasbsemecambedimanisitbe aonfigg@ble BaMYaTl SEOOCH T

Fi gure 4 le routln informatio r ot er con

i mgor rratth%ﬁhgéb 839 % PIYIHS SRS 80MOSP %ﬁ%t%? %F@”@%g%ﬁ% téc)orrput er
net wor k q Mﬁa PB4 Wi PR ASE nERVSKRIVIES. dhd ifls@ Jnepagat e
configuratton in tion for providéd conputer networks), etc. Simlarly,
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extension to an existing remote network of the client. If so, the routine continues
to block 415 to perform various actions to create the new computer network
extension or other new computer network on behalif of the client. For example, as
described in greater detail elsewhere, the received communication to create the
new computer network may include various configuration information related to
the computer network to be created, such as a number of computing nodes that
are to be part of the created computer network, an indication of whether the new
computer network is an extension to another remote network, etc. The actions
taken in block 415 may include, for example, selecting particular computing nodes

that are available from the configurable network service for use in the new
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[ 0096] After bl ocks 629, 642, 645, 650, or 690, the routine continues to

bl ock 695 to determ ne whether to continue, such as until an explicit

i ndi cat i omot2o10me868Nate is received. If it is determ negdCrwseansnoe, the
routine returns to bl ock 605, and otherw se continues to block 699 and
ends. [0097] Thus, the routine 600 nmanages a variety of types of

comuni cations to and from conputi ng nodes that are part of conputer
networks provided by the configurable network service. Wiile not separately
illustrated in this exanple enbodi nent of the routine, it will be

appr eci &ostputannetmerk: et iinda0o wagteldurgemratm gpdnassosiatiar at WHAYe or at

| east sope om"runl c tlons to aI ow._Q n | ly sent
commun; CETBRE, Wah e B8 PRI peRRarR LT 8 pERBRER el sTp' 8HY
CONMMUNi Gagdipe® coﬂ' atibR infBrrAaRdEioratBR U Catb aAsRIdtiBed ik gratiiéedetapt wor k
may be configured to prevent any external conputing systens frominitiating

communi. egavdreset eucbrqmmputmgmdées ahay Het selen‘ladt &m*net gmup obavaiebleal | ow

such an ext ernal utin stemta respond t ti t
R AR S S I R e R e W

exter nalcggagigﬂéé R 5 SeRitted e \Agﬁ{pgl'tlﬁ@ dekNBald&d %W‘i‘né’tﬁfo'ﬂﬂbdaﬂohé Fkh&25 may

further sed in part on her“the Thcom ng comunication is a

r esponse&elezted mwnpmturg oetigei (egg.coomuan aatdeolyinghatibsieatehaatWall of tthe r espect
to blocks 630-645. Simlarly, for comunications that are initiated to

access CORBEWaPEs pEMksarviceesn adelative nsbwerk locgtien te othrl SPMPYiRG,
respect 1ge0! g¢ lfhe%:%mpd{\gr %%%\969(6%9&%%%@2&9%%87&&@0 locations of the

selected computing nodes (e.g., in one of multiple geographically distributed data
centers, on a relative geographic location to other computing nodes of the
computer network, etc.), in a random manner, etc. Furthermore, while not
illustrated here, the routine may provide to the client the unigue identifier for the
new computer network or other reference for the new computer network, so as to
allow the client to later reference the new computer network when performing
further configuration of the new computer network.

[0078] After block 415, or if it is instead determined in block 410 that the
indication received in block 405 is not to create a new computer network, the
routine continues to block 420 to determine whether the indication received in
block 405 includes information related to access constraints or other access
information for an indicated computer network. For example, in some situations,
a client may supply one or more requests or other messages that are received
and processed together with respect to block 405, such as a request to create a
new computer network extension and various specified configuration information
for that new computer network extension — if so, the indicated computer network
for which access information is supplied may be the new computer network
extension that was just created with respect to block 415. In other situations and
embodiments, a remote client may instead supply different communications at
different times that are received and processed with respect to block 405, such as

an initial request to create a new computer network, and later one or more other
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responses fromthe renote resource services nmay be configured to be

al l oned, such as with respect to bl ocks 615-629, or instead in another
manner. [WO28iokicgase 7 is a flow di agram of an exanpl e echaszemnt7ios a
Renot e Resource Service Access routine 700. The routine nmay be provi ded by,
for exanple, execution of the external conmunication manager nodul e 270 of
Figure 2, such as nay be initiated by execution of block 650 of Figure 6.
The routine manages comruni cati ons made by conputi ng nodes of provided
conputer networks to renote resource services, and in particular to renote
r esour caseparate qeguesisviioi spedifyevaniaus tipes cafnponfiguratinonvinfeenatione forr that ous| y

o acks Preously coratb garpuict Reark. Jok Bue i rpeaua o 42f THCRET S 0
at | eastoRARENGTHodidERNc, i R/ 14050 (hOTRIUIRE BERNIRIES TEMbIOG Ul kgured to

provi de specralized access to a particular renote resource service (e.g.,

by assi griterenineevitsthemthe clieihtvbisk indskezsa eemote BhatspestablistmennpBt er
network to represent the renote resource servi ce(i] and a subﬁcrﬁte ghysi cal
fo ghen ©

net wor k OfegMWiRe teswiEstas B@t rempie aggasss peipbshat iorARemPE an

t | | cation | . - | j.cations,
b & R o e R AT S et e
those f o wairidffeBOBPLIRItGEhG AR SaBBRT GBI ¥PN dofABSom tb el Indicsitedit ed

enbodi ment, the routine begins at bl ock 705, where an indication is
r ecei vedoofpuierc netwark feam enef pomaie Femnie icogmbing systempravihaediesbaput er

network .to a r te.resqurce,servi.ce for. which opf i qur C

Techani 4 rEmBRORCRERTT OF S TR e tRlEha podChes HEREE L YR,

net wor k c?réggﬁﬁ FuttRtbrk Poutiite 1 RIRELAIRS! tBNestdbIRH Pt ieRfoté keiBnEaBddsaues to

bl ock 710, ere It retrieves configuration information that was previously
speci f i evth ome ehematz ebsuctes rauniinerbabgdddsericet dn goeaten detaili with respest ock
715, the routine then determ nes the destination renote resource service
for whi & FigEeSommuni cation is i ntended, such as based on the retrieved

confi gurgstein i nf NRHERYI Ak 425, or if it is instead determined in block 422 that the
access information does not indicate to initiate the creation of an VPN connection
at a remote client location, the routine continues to block 430 to use other
specified access constraint information for. the indicated computer network to
configure allowable access for the indicated computer network. As described in
greater elsewhere, such configuration information may include constraints as to
whether any of the computing nodes of the computer network are allowed to have
access to the Internet or otherwise outside the computer network, as well as to
optionally specify communication access policies between computing nodes of
the computer network (including remote parts of the computer network if the
indicated computer network is an extension to a remote computer network).
Accordingly, in block 430, the routine takes one or more actions that may include,
for example, configuring routing information to be used by node communication
manager modules and/or external communication manager modules that support
the computer network (e.g., by sending a message to those communication
manager modules with the information to be configured), as described in greater
detail elsewhere. Furthermore, if actions were taken in block 425 to establish a

VPN connection from a remote client location to the provided computer network,
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WO 2010/ 068618PCT/ US2009/ 067106 [ 01001After bl ock 715, the routine
continues to block 725 to determ ne whether the comrunication is allowable,
such as iwoaomaws@s simlar to that discussed with respect/useomloenke 520
and 530 of Figure 5 and bl ocks 625 and 635 of Figure 6. Furthernore, the
determ nation may further be made in at | east sone situations and

enbodi nents based on the retrieved configuration information for the access
mechani sm used, such as to only allow certain types of conmunications for
certain configured access nmechanisns. If the conmunication is determned to
be al | oh®lastions takesuini leck #30 raan furthessnelude ltaiRg ABHoR® 1@ BHPRATASLGN nodi f v

the comuni,cation in a nper based,on the, previ ous confj gurati r the
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el Semefc%nﬁﬁgra%?é:ﬁéﬁvd?ﬁ%ﬁ}?ééma HRYalof 40 b RFcdp IRA inBYwSRMEUEH 88t i ons
to correspo to a particular namespace used by a renote resource service,
to i ncl wyecanfiguringtthepratidet congpyiepnethertk dorguoept suet adyRNafonniestiemnput i ng
node that send the communj cati on ord%her i nf ormati.on agbqut the | gcati on of
the comiidi tRdisfoarPreaRateNtRImatios: e C&n*&%%@uas?abﬂ%s g STEOATRL ¢

servi Cefo%%'vﬁlq]q%ﬁhgpﬁorf outine then continues to block 735 to optionally
perform additional autheritication-related activities for the comuni cation

in a nafoesolspeci Afertislotih el 3detorrifiin edteanaeterised e dlsek MR0ethaF dhe
exanpl e, as discussed in greater detail elsewhere, at |east sone renote
r esour céndieqtiarciasblagly 408 Cgleﬁi nat Aneadaacressniafraatiopy e TWIREIGRAIRUSSr vi ce
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over public networks. If so, the routine may perform authentication-rel ated
act i vi t inesworhaaddrees rangasbad/osmebiverk addresses speeified it @noghesifeemt Jf

noan 1 84udds dpulise GRMHEUES Ttipet 245 h St e dharRER e e TR e =
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t he renand masg duntleer proceed to associate those specified network addresses with the
computing nodes of the indicated computer network if those computing nodes
have already been selected or otherwise put into use, such as with respect to
blocks 415 and/or 462. The associating of specified network addresses with
computing nodes of a computer network may further include configuring routing
information to be used by node communication manager modules and/or external
communication manager modules that support the computer network, as
described in greater detail elsewhere. After block 445, or if it is instead
determined in block 440 that the indication received in block 405 did not include
network address information, the routine continues to block 455 to determine
whether the indication received in block 405 includes network topology
information for an indicated computer network. If so, the routine continues fo
block 457 to store the network topology information for the indicated computer
network, and to optionally proceed to configure that indicated computer network in
accordance with the network topology information. The configuring of network
topology information may include configuring routing information to be used by

node communication manager modules and/or external communication manager
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service, such as by including a digital signature based on the identifier
as part of the nodified communication). [0102] After block 735, the routine
t hen contwouen/usesiBl ock 745 to optionally encrypt the cecmus2@s5T06 Or

ot herwi se access a secure connection to the determ ned renote resource
service (e_g., a VPN connection with a particular affiliated renote
resource service, a dedicated private | ease |line or other conmunication
link to the renote resource service, etc.), and forwards the conmunication
to the determ ned renote resource service. The comuni cation being

f or war desbdwys tHatrsupparmhe colrputemtetaod, siich dsnivesimeiateractions of vitiak ot her

public networks, or I nstead in so enbo ts be se via a private
communi AMVKING rﬂ@V&eSotﬂFf-‘Er AR RAE Qfo%cgqqgﬁlerg%}?%cplogy o'@%r oM h2S rout i ne
continu C :E@% 0103]Figure 8 is a flow di agr am of an
exanpl eggﬁ%%ﬁm#eg%? ‘\ﬁ%r ||[eon Ful fillment routine 800. The routine
may be pgesi]ded bAﬁefQﬂoﬁ«awI or ibxeinstdaandefertireed onbiapkr 4565 ehattiveor k
servi ce manager nodul e, such as may be initiated based on executi on of

bl ock 4Bliegtion @thgcm%mes.mlmdwﬁ actvorkiepelagy dfermaation. the reniie access

oot 20 | 3Bt oo e e BB U ey gl mutgba <

805, an indication to add computing nodes to an indicated computer network, such as
if the indicated computer network has been configured to include a specified
quantity of computing nodes but less than that specified quantity have been
selected and put into use. Furthermore, in some embodiments, a client may
modify an existing computer network being provided by the configurable network
service in various manners even after use of the computer network has been
ongoing, including to modify the quantity of computing nodes of the computer
network and/or to modify that network topology information for the computer
network, as discussed in greater detail elsewhere. If it is determined in block 460
that the indication is to add one or more computing nodes, the routine continues
to block 462 to select one or more computing nodes to be added to the indicated
computer network from a group of available computing nodes of the configurable
network service. As described in greater detail elsewhere, such computing nodes
may be selected in various manners. In block 464, the selected computing nodes
are then added to the computer network, such as in a manner similar to that
previously discussed (e.g., by associating appropriate network address
information with those selected computing nodes, by setting access rights for
those selected computing nodes in accordance with any specified network
topology information and/or other access constraint information for the computer
network extension, etc.).
[0082] ~ After block 4684, or if it is instead determined in block 460 that the
indication in block 405 is not to add computing nodes, the routine continues to
block 470 to determine whether the indication in block 405 is to add configured

access for an indicated computer network to an indicated remote resource
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where an indication is received of a client request to establish a VPN
connection froma renote |ocation of the client (e.g., a renote private
conput er wetzaavdésaB the client) to a provided conputer memmseéo9ferios he
client (e.g., a network extension that is provided by the configurable
network service for the renpte private conputer network of the client). In
at | east sone enbodi nents, the request by the client to establish the VPN
connection is part of a request to fulfill an order for one or nore
appropri ate networking devices and correspondi ng software and/ or

conf i gursatvics i Iff somihé oroutine beontinpeisdiad hileck HF 5r éerotanfigcatarb cEess he

or o coERANPTy Gt Gt TAICRRE FaSTEET SRR FoRaesan it NP BTG

”et‘“"rkr&&}’risg%%n‘}nigé, 5 Gk Wm%btjrﬁé]?n%oé‘nf e A oRe B Fdsses ok Gke | N at

| east soffe” suCh enpodr ment’s, Il ment of the order may be perforned
by the eefitatedr abmeuteat networketovitiest vérnbteutresoyrcé uservise, aoy icomdigbsing he
client after the invocation of the renote access establishnent APl, or other
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addi t i onahfigivirey BBfdriantd B@%Ré?ﬁbﬁ leix@ithal edrhaiunicigiopayisraden modulestfoon from
the client, etc.). [0105]1n block 815, the routine then obtains various
i nf or natcoonmaicationshbat Lise the foresssmerhamiam efd.i hbe rodinethgaontisyes as may
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and/or one or nore external sources. The obtained information nmay have
var i ous charputer seteloriasnd ok drasedricoor oot additigpebacgssiscntiob utiadarsoort he

client to which networking device(s) and.pther itens may be physically
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configuring the VPN connection between the renmote cl i,eFt I _catiﬁg and the
pr ovi dedameapacerinfesmager arsior e arsesk corirRinndicatprg %}ﬁ%oadﬁ €t hat is

publicly agcessible fromt i L on: (or ot her correspondi ng
connect i°GH ’9%%@?&??%{?36@8“?%5'5 fﬁbg r%@g%()@g%née%ﬁc%h, a unique identifier
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to which the VPN connection is to be established, etc. [0106] After block
815, t heamaspace areioi addiional atessk ®wdral dndieatersriare nehdo be used or in

block 470 that the indication in block 405 is not to provide access to an indicated
remote resource service, the routine continues to block 490 to optionally perform
one or more other indicated operations as appropriate. For example, after
completing the configuration of a particular computer network for a client, the
routine may further take one or more final steps to provide access to the
computer network from remote sources, such as from a remote computer network
to which a created new computer network extension belongs. Such providing of
access may include, for example, providing information to the client to enable the
client to access the computer network {(e.g., a publicly accessible network address
for a VPN to the computer network), configuring the computer network to accept
communications from the remote client, etc. In addition, the routine may further

perform other operations at times (e.g., periodically, when current conditions
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or nore appropriate networking devices for use with the client's one or
nore renote conputing systens to establish the VPN connection to the

provi ded worzpimsseiset wor k. As di scussed in greater detaPCcTalsSs@sieries t he
appropriate networking devices nmay be determ ned in various nmanners, such
as based on information specific to the provided conmputer network for the
client, to the renote conputing systens of the client, and/or to the
configurable network service (e.g., based on networking devices used as
part of the substrate network of the configurable network service or other
i nf rast exceed a specified thoesholdipabtherwisedpogese speeifipd crogitingr ftsre SUehe

det i ti ft I t Ki devii . |
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instruct a third-party entity to generate the configuration inforpation
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of the configured networking devices (e.g., by obtaining additional
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net wor ki ng ices to initiate contact wwth the client's provided conputer
net wor k whetiedr tascantines suddh ahunhtilearvVeplivdrindicaiiomia ermirate isokgogide diput er

networ k. The generated configuration infornatio i n,sone enbodi ments be
speci fi & is deteraingehda coptinug, ghﬁirﬁ‘éﬁﬂ“%@qb{mskﬂongogégﬁge%q %a{ﬁlc(?%%e? he

provi de k to which the determ ned networking device(s) wll
establ i S%Bﬁggq@gl\?@g%ﬁ@%ti on, and the generating of the configuration

i nf or rafp@gu]MRY | Figuwdes iehr flevidiggrane of aus byampplepambddiroart guadiods

i nformation and/or dynamically creati ngr new configuration i_q?éfr mattj on
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provi ded conputer networks). The generated configuration informtion may

si mi | ar lagstciatedy apinputing orades sfiprodded mompiee aebpsrkeaneat least s€R ut ed on
a hardware device, textual i ructions, for use by a,.hunman [ at the
renote F "Bﬁf“sgatthe [‘ﬂi}tﬁ'@] ﬂfﬁ Bl i QE?,BS{ ﬁ%m?&r%{ti)q]cgn}eﬁg% b%ﬁ%f&éi'?ée% an
order wytheachebfl hehukfber of node communication manager modules of the

configurable network service that are each associated with one or more of the

computing nodes provided by the configurable network service, and each of the
node communication manager modules may be provided in various manners
(e.g., as part of a virtual machine monitor hypervisor for a physical host
computing system on which other virtual machine computing nodes execute, as a
standalone proxy computing system or other computing system that controls

communications to and from one or more computing nodes of provided computer
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supply the determ ned networking device(s) to the renote client |ocation
for use with one or nore renote conputing systens of the client, and in the
il lustratwd emesiisent to further initiate supplying thecgyarserawenos
configuration information to the client for use with the networking
devices. In such enbodi nents, the generated configuration informtion may
be provided to the retailer in various manners, such as by sending the
configuration information as part of the order, by previously instructing
the retailer in block 835 to generate the configuration information, etc.
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one or nore third parties are not retailers, etc. After block 845,
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conmput i RELBYSHEIR GheFrobhiRb | BHRRLE to block 515 to determine the one or more
intended destination computing node(s) for the incoming node communication.
For example, the incoming communication may be directed to a node
communication manager module over one or more underlying substrate networks,
and the header or other portion of the communication sent via the substrate
network may include information about a virtual network address of a destination
computing node that is part of a virtual provided computer network, or may

otherwise indicate the destination computing node. As discussed below with
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network service to provide access to private conputer networks, the nethod
conpri si ng: providing a programmatic interface for the

conf i gur avbeoralssa1Bk service to enable renpte users to eceatseomandrieenfi gure
network extensions to renote private conputer networks of the renote users,
the configurable network service including a plurality of conputing systens
that are for use in providing the created network extensions to the renote
users; and under control of the conputing system of the
configurable network service, and for each of nultiple renote users,
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conputi nNg systens recel v iguration information further 1 ncluding
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conputer network of the user and that is to be accessjble fromthe nultiple
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topol 0g¥nbafiel MdedNiof communications are allowed (e.g., for at least some
communications from other computing systems, only if the communications are
responses to other communications that were sent to those computing systems
from one of the computing nodes of a provided computer network). As previously
noted, the determination of whether the communication is allowable may be made
based at least in part on configuration information that was previously specified
for the node communication manager module to which the routine corresponds,
such as in a manner specific to the destination computing node(s) and/or the
provided computer network to which those destination computing node(s) belong
(e.g., based on the specified network topology information for the provided
computer network to which the destination computing node(s) belong and/or other
access constraint information specified for that provided computer network). In
addition, in embodiments in which an overlay virtual network is used for the
provided computer network to which the destination computing node(s} belong,
the verifying of the incoming communication may be based in part on information
about the overlay network and/or about the substrate network that is included in

the incoming communication by the configurable network service after the
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automatically generating a unique identifier for the private network
extension to represent a new nanespace wthin the indicated renote resource
servi ce, wbeorogseil® resource service providi ng conputi ng@cTalSatemeTiIeEour ces
to multiple users, the represented nanespace to include one or nore
conputing-rel ated resources provided by the renote resource service that
are accessible only fromthe private network extension;

automatically configuring the private netwrk extension of the user to
enabl e access fromthe nultiple conputing systens of the private network
ext ensi @omrounibetiamés senihrby éhe dnitiat sending| canejplutites oade.esugit asitdederify t he

r enot e resogrce service mﬁthinlgge regée ented n ace, the configuring
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[ 0111] Cleathmsuricdiith TRamafbromogiur s@dl thdh eicgtifatidrPlcopiifutitly hb@e(s). In
embodiments in which the incoming communication was sent via an underlying
substrate network, the incoming communication may first be modified so that it is
consistent with the provided computer network, such as by re-headering the
incoming communication in a manner consistent with the provided computer
network (e.g., to use virtual network addresses corresponding to the provided
computer network for the destination and source computing nodes). In addition,
while not illustrated here, if the communication is not determined to be allowable
in block 520, the routine may take various other actions, such as to drop the
outgoing node communication without any indication to the sending computing
node, return an error message to the sending computing node, attempt to modify
the outgoing communication to be allowable, etc.
[0088] If it is instead determined in block 510 that the indicated message in
block 505 is an outgoing node communication from an associated computing
node of a provided computer network that is managed by the node
communication manager module to which the routine corresponds, the routine
continues instead to block 530 fo first verify whether the outgoing communication
is allowable, such as in a manner similar to that previously described with respect
to block 520. As discussed in greater detail elsewhere, the determination of
whether the outgoing communication is allowable may be made in various
manners in various embodiments, including based on the specified network
topology information for the provided computer network to which the sending
computing node belongs and/or other access constraint information specified for

that provided computer network. In the illustrated embodiment, the provided
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mul tiple users, the network topology information in the received
configuration information further specifies one or nore networking devices
t o separ ave 20tveesaiBt i pl e conmputing systens of the privareTnsteonk7iext ensi on
for the one user into different groups having different inter-comunication
characteristics, the received configuration information further includes an
I ndication that the nmultiple conputing systens of the private network
extension for the one user are not allowed to access conputing systens
havi ng network addresses that are not part of the nmultiple network
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forward the outgoing node communication to the intended destination(s) by using
the determined substrate destination network address(es). In a manner similar to
that described with respect to block 525, the forwarding of the node
communication via the underlying substrate network may include modifying the
outgoing communication so that it is consistent with the substrate network, such
as by re-headering the outgoing communication in a manner consistent with the
substrate network (e.g., to use the determined subsirate destination network
addresses and/or to include information about the virtual network addresses for
the destination and source compufing nodes), as described in greater detail
elsewhere.
[0089] If it is instead determined in block 510 that another type of indicated
message was received in block 505, the routine continues instead to block 590 to
perform one or more other indicated operations as appropriate. For example,
other types of messages may include configuration information or other
administrative messages from the configurable network service manager routine
400 of Figure 4 (e.g., to specify routing information or other configuration
information to be used by the routine 500 for one or more provided computer
networks to which this instance of the routine 500 corresponds), from other node
communication manager routines (e.g., to propagate configuration information for

provided computer networks), etc. Similarly, in some situations the routine may in
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under control of a conputing systemfor a configurable network service that
provides a programmatic interface for use by multiple clients to configure
privat e cwopotoarsdiet wor ks for use by the rmultiple clienP€r/US2009/067106
receiving first information that is programmatically provided by a first
client via the programmatic interface to configure a first private conputer
network for use by the first client, the first private conputer network
including a group of multiple of a plurality of conputing nodes provided by
t he configurable network service, the multiple conmputing nodes each being
confi gurdatk 590daks smtivas dd ssindhcenfigusatian oviernsdtiorufari priogidedt e@miuteddr esses

specified in the first information for use with the first ' t
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associated with the nanespace within the renote resource service;
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network addresses that represents the renpte resource service, so that
comuni eataliopemputer netwerks, manitos the siser elesepevircall oempias netwooe by
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nor e r et eoutimepedritinges s ook 585 tchdeteimite whéetlet fo continue, such as until
an explicit indication to terminate is received. [f it is determined to continue, the
routine returns to block 505, and if not continues to block 599 and ends.
[0090] Thus, the routine 500 manages a variety of types of
communications to and from computing nodes that are part of computer networks
provided by the configurable network service. While not separately illustrated in
this example embodiment of the routine, it wilt be appreciated that the routine 500
may further perform configurations for at least some communications to allow one
or more responses to previously sent communicatiohs, such as to initiate a
session or other series of communications. Thus, for example, a particular
computing node of a provided computer network may be configured to not accept
communications from at least some other computing systems (e.g., external
computing systems), but may allow communications from those other computing
systems if they are responses to communications initially sent from that particular
computing node. Accordingly, the determination in block 520 may further be
based in part on whether the incoming communication is a response to a previous
outgoing communication that was handled with respect to blocks 530-540.
[0091] Figure 6 illustrates a flow diagram of an example embodiment of an
External Communication Manager routine 600. The routine may be provided by,

for example, execution of the external communication manager module 270 of
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[0114] A ause 5. The nethod of clause 4 wherein the first private conputer
network is configured to be an extension of a renote private conputer

net wor k ofotznm/de8¢18t cl i ent that includes nultiple conpeCrs2&po6HNG,
wherein the specified nmultiple network addresses are a subset of a
plurality of private network addresses used with the renote private
conputer network, and wherein the automatic configuring of the first
private conputer network is further to enable private access between the
mul ti pl e conputing systens of the renote private conputer network of the
first clRigure 2ndutthasniad tigriageccompotunicativodebabipashanto pstouprdivaatdatz onput er

network. [0115]C] ause 6. T t hod of cl 5 [ he jnitiati f
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est abl i shing a Secure connection between the renote private conputer

net wor k cantputing dyisterhs phatvatee at (ovatibas extémal to soses contrglleaveataputig enabl ed
private access. [0116] Cl ause 7. The nmethod of clause 5 wherein the first
pri vat e NOdRpLSYSh ABtraBIOke lacalions i &diepts, ramote FRSONIPR BN IGRS: MhAKOIBEF vi ce as
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manager modules in the illustrated embodiment provide functionality in
accordance with specified access constraint information for provided computer
networks and in accordance with specified configuration information for accessing
particular remote resource services, such as by handling communications in a
manner consistent with firewalls and other accessibility information specified by
clients for their provided computer networks and/or specified by the configurable
network service for its provided computer networks. In addition, in the illustrated
embodiment, the computer networks that are provided by the configurable
network service are virtual overlay networks that use one or more underlying
physical substrate networks that interconnect the computing nodes provided by
the configurable network service, although in other embodiments the provided
computer networks may be implemented in other manners (e.g., without using
virtual networks and/or overlay networks).

[0092] The illustrated embodiment of the routine begins in block 605,
where an indication is received of a communication to or from a computing node
of a provided computer network or of another message. After block 605, the
routine in block 610 determines the type of indicated message that is received,
and proceeds accordingly. In particular, if the indicated message is incoming to
the computing nodes controlled by the configurable network service and is
intended for one or more destination computing nodes on a provided computer
network {e.g., via a VPN connection from a remote location of the client on whose
behalf the computer network is provided, from an external computing system via

the Internet, etc.), the routine continues to block 612. In block 615, the routine
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[0117] A ause 8. The nethod of clause 4 wherein the first information further
I ncl udes additional information specified by the first client for use in
conf i guriwg 20tv68é18st private conputer network to contr@eCTasommsTas i ons
between the nmultiple conputing nodes of the first private conputer network,
and wherein the nethod further conprises automatically configuring the
first private conputer network to allow and to bl ock communi cati ons between
the nultiple conputing nodes in accordance with the specified additional
information. [0118]C ause 9. The nethod of clause 8 wherein the specified
addi t i orfiast deteonimas ivdrethecihedosométgeemmuniesitiogywas seninvia iaosienhatvENdi cat es

at | t f .net [ ' th t t he fi t
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wherein the automatic configurihg of the first private conputer network
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subgr ougervie® MatagdsNguei eoaimupications veasivef vicha VPN conredtion beforer k
service to sinulate presence of the one or nore_ subgroups. [[011_9] Cl ause 10.
The net MRy 8re &@I@J in blosk &0%. t Alter blagk 623 grrrhitiisanstead determined in

block 615 that the incoming communication is not received via a VPN connection,
the routine continues to biock 625.

[0093] Blocks 625-629 are performed in a manner similar to those of blocks
530-540 of Figure 5. In particular, in block 625, the routine first verifies whether
the incoming communication is allowable, such as based at least in part on
specified network typology information for the provided computer network to
which the destination computing node(s) belong and/or based on other access
constraint information for that provided computer network. If the communication
is verified to be allowable, the routine continues to block 627 to determine one or
more destination substrate network addresses that correspond to the destination
computing node(s). In block 629, the routine then forwards the communication to
the determined destination network addresses on the substrate network, such as
to eventually be handled by one or more node communication manager modules
as previously described with respect to blocks 515-525 of Figure 5. As previously
noted, if the communication is not verified to be allowed in block 625, various
other actions may instead be taken, such as to drop the communication. In
addition, the forwarding of the communication on the substrate network may
include modifying the communication in one or more manners to be consistent
with the substrate network, as discussed in greater detail elsewhere.
Furthermore, while not illustrated here, in at least some embodiments, the routine
may perform other functionality consistent with communications incoming to a

group of controlled computing nodes (e.g., from a public network to a private
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further includes additional information specified by the first client for
use in configuring the first private conputer network, the additional

i nf or mat iwo 20adescdBNg one or nore of a quantity of the malrttspéoe/oemnput i ng
nodes for the first private conputer network, of one or nore geographical

| ocations at which at | east some of the nmultiple conputing nodes are

| ocat ed, and of one or nore network access constraints to control
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servi ce gabkithe hdtaonFenPacmgitiigenddieobs prodted computer seteonki and is
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comuni catgaing ta ene drrareaxtesial gestination seMpBUTNG YIS MG addEY to the
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wher el n e S Bt 19 (5ckd 15.525 of Figure 5. In particular, in block 630, the
routine determines one or more intended destination computing systems at one or
more remote locations for the outgoing communication, such as based on
information in the communication received via the substrate network. In block
635, the routine then verifies whether the communication is allowable, such as in
a manner similar to that previously described (e.g., by considering specified
network topology information and/or access constraint information for the
provided computer network to which the sending computing node belongs). After
block 635, the routine continues to block 640 to determine whether the outgoing
communication is being sent via a VPN connection to one or more remote client
computing systems, such as part of a remote computer network of the client. If
so, the routine continues to block 642 to optionally encrypt or otherwise encode
the communication for the VPN connection (e.g., if other software and/or
hardware of the configurable network service does not handle such management
of communications sent via the VPN connection), and then forwards the
communication to the determined destination computing systems via the VPN
connection. In other embodiments, separate software and/or hardware that
maintains the VPN connection will instead perform such operations. [f it is

instead determined in block 640 that the outgoing communication is not being

69



identifier included in the second information includes the configurable
network service automatically interacting with the renote resource service
t o creat ewohelwmms@space for use with the first private eocmust@9/osEDINOr K,
the creating of the nanespace including determning the identifier for the
nanespace, and wherein the nethod further conprises obtaining one or nore
comuni cations sent fromone or nore of the nmultiple conputing nodes to the
i ndi cated network address to create one or nore new conputing-rel ated
resources fromthe renote resource service, and forwardi ng the obtained one
or nor e seobwizna &N cosnediarhdhe coutine eetnuesansitad rto ek 84@@0 forwasit ai ned

one or re communi catioons tq jnclude the indicatiopn of the identifler.
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second subset of conputing-related resources that are associated with a
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communications outgoing from a group of controlled computing nodes (e.g., from
a private network to a public network), such as functionality to provide network
address translation (“NAT”) and/or port address translation (‘PAT"), to provide
general firewall or proxy or other security functionality for the configurable network
service, etc.

[0095] If it instead determined in block 610 that the indicated message is
from a computing node on a provided computer network to access a remote
resource service that has a configured access mechanism for that provided
computer network, the routine continues instead to block 650 to execute the
Remote Resource Service Access routine, with one example embodiment of that
routine described in greater detail with respect to Figure 7. Otherwise, the routine
continues to 690 to perform one or more other indicated operations as
appropriate, such as in response to other received messages or received
information. Such other indicated operations may have various forms, such as
discussed in greater detail with respect o block 590 of Figure 5. For example,
other types of messages may include configuration information or other
administrative messages from the configurable network service manager routine
400 of Figure 4 (e.g., to specify routing information or other configuration
information to be used by the routine 600 for one or more provided computer
networks), from node communication manager routines (e.g., to propagate
configuration information for provided computer networks), etc. Similarly, in some

situations the routine may in block 690 take actions to send configuration
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information including a distinct second identifier associated wth the
second nanespace within the renote resource service, and automatically

conf i guriwgQ 20tve68é18st private conputer network to enabl ecaaseas/o6Tioen t he
mul ti pl e conputi ng nodes to the second subset of conputing-rel ated
resources by associating the second identifier with a second one of the

mul tiple network addresses, so that communi cations sent to the renote
resource service via the second network address to access the second subset
of conputing-related resources are nodified to include an indication of the
second iinfermafiorerfof @rovided bsoropidter aradverksekpmogle se@nmucation manageyi ng t he

second na ace. ,[0124 15., T .hod of cl 4 |
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passi ng fen \theesonfayuabieeneiwork heerviee hodinaget meodwenpOtkers actiori:maynt r ol
of the renpte resource servi ei ving comupni cations sent

f r om t h@iFArY m@%wau&ws@'/r?ﬁeﬁéé asimipistratiye sf{"e%?l;'%%@gp@&n%fﬂ%}s Kefhor k via
the | ndicaled e EMYACASAR EUARIESSulh 25a8netR e Mfatl8ruiRehy of

conputi ng-re resources, e received comuni cations 1 ncluding the

i ndi cat igfircophpitlg hetesy forisefrie andil computer networky, onordtardhawsessf gome he at
| east some conputing-related resources fromthe nanespace associated wth
t he i ndiotagkdcompentars networke19%] ke digntsthBQREChotNeoUsel fhs &M@ M@her ei n

the nmultiple . .
co hgurable network service resources by some or all provided computer

networks, etc.

[0096] After blocks 629, 642, 645, 650, or 690, the routine continues to
block 695 to determine whether to continue, such as until an explicit indication to
terminate is received. If it is determined to continue, the routine returns to block
605, and otherwise continues to block 699 and ends.

[0097] Thus, the routine 600 manages a variety of types of
communications to and from computing nodes that are part of computer networks
provided by the configurable network service. While not separately illustrated in
this example embodiment of the routine, it will be appreciated that the routine 600
may further perform configurations for at least some communications to allow one
or more responses to previously sent communications, such as to initiate a
session or other series of communications. Thus, for example, a particular
provided computer network may be configured to prevent any external computing
systems from initiating communications to computing nodes of that computer
network, but may allow such an external computing system to respond to a
communication that is initially sent from a computing node of that computer
network to that external computing system. Accordingly, the determination in
block 625 may further be based in part on whether the incoming communication is
a response to a previous outgoing communication that was handled with respect
to blocks 630-645. Similarly, for communications that are initiated to access

remote resource services, as discussed in greater detail with respect to block 650,
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conputing nodes are each a virtual machine hosted on one of multiple

physi cal conputing systens of the configurable network service, and wherein
t he confiwornrgesdist he first private conputer network i RCrase@9menibé guri ng
one or nore virtual machi ne comruni cati on manager nodul es that execute on
one or nore of the physical conputing systens to nmanage conmuni cations for
the hosted virtual machines. [0126] C ause 17. The nethod of clause 4
wherein the private conputer networks configured by the nultiple clients

i ncl ude one or nore configured private conputer networks other than the
first prespansesdnputibe nestoiemrsewcesRIviees Mk bel asvigyrast iopetaliswadne fir st

| | hat hav. . i £ ]
or o ot 176N &b Wi Pt oS i1 4850, BUNSERRN 4 R Befle it pie
net wor k [6@@%(;68868 FiURe 7 isesl ﬂfbw diaggalmviotf Bt &earhbleEmBodining of eNRufte

networ k,” and wherein the configurable network service further manages those
same netResokirce GerdsesAceess thding 700. elbé rottindovsy enprovded ik, dedr esses,

cor t eSpGHAMAP (R3ecHEo 6l (s SIBH R mYaE e BRoARROTORHS P20 BEFSHIT ng node
cor  e5bondlpg A0y IFHALH fdkEsioh 06t bIBEK deeb Pigye'ee, TRETLARe

net wor K. e ‘net of clause 4 wherein the configuring of
t he manages communications made by computing nodes of provided computer

networks to remote resource services, and in particular to remote resource
services to which the provided computer networks have previously been
configured to provide specialized access, such as in conjunction with blocks 475-
480 of Figure 4. As discussed in greater detail elsewhere, in at [east some
embodiments, a provided computer network may be configured to provide
specialized access to a particular remote resource service (e.g., by assigning one
or more network addresses on that provided computer network to represent the
remote resource service), and a substrate physical network may be configured to
forward corresponding communications to an external communication manager
module that manages external communications, with the external communication
manager module being configured to manage those forwarded communications
as appropriate.

[0099] In the illustrated embodiment, the routine begins at block 705,
where an indication is received of a communication from a computing node on a
provided computer network to a remote resource service for which a configured
access mechanism is provided for that computer network, such as based on the
network address used for the communication. The routine then continues to
block 710, where it retrieves configuration information that was previously
specified for the access mechanism used for the communication. In block 715,
the routine then determines the destination remote resource service for which the
communication is intended, such as based on the retrieved configuration

information.
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first private conputer network by the first client includes permtting the
first client to select any network address for the multiple network

addr esseswepenvdst@d in the first information for use w PhTiUse0biOsEDG pri vat e
conput er network. [0128] C ause 19. The nethod of clause 4 wherein the first
information that is programmatically provided by the first client via the
programmatic interface is received based on one or nore interactions of the
first client with a graphical user interface displayed to the first client
on a computing device of the first client. [0129] O ause 20. A

conput er - r eadabl e nediun1mhose contents enable a conputing system of a

confi gur net rV| rovi.de access to V 0 t er.

net wor kig‘%@ perf %Phghg jpe GAginues o kiz%mﬁ? [@"b’ TPenot e
C“Stoneﬁz\ﬁwe‘?ﬁeraﬂﬁé”&%hﬂﬂﬁﬁ%ﬁod‘% ‘%Hb%aﬂ@' VéLR.‘ﬁ ag in @ manner sIARR| 16 fHatone or
nore requests that are programmatically nade by the renote custoner to

i niti at eisouesdd evithf respédidodilcdkenEt0 and 53ﬁeﬁ\&gufeeﬁ<aedmbi&mksf6®5 and edbt e

private network of the custonmer and tgQ spec of t ti
For 't ho CEPLTE®. neelisaR: BRSISATBNTRE TEDLBRET borTRIG kT Sarcren

| nfor mat hﬂ%ﬁ{dr{&né}@ AR b5ORSP! ﬂgtY]e'r%{r%v'éﬁtéd?'ﬁlgh%tiotnhﬁf&ﬁ%ﬂfoﬁdfo?a wor k

extensi 0 Jst oner ,
the access mechanism used, such as to only allow certain types of

communications for certain configured access mechanisms. if the
communication is determined to be allowable, the routine then continues to block
730 to optionally modify the communication in a manner based on the previous
configuration for the access mechanism used. For example, as discussed in
greater detail elsewhere, an access mechanism may be configured to modify
communications to correspond to a particular namespace used by a remote
resource service, to include information about the provided computer network of
the computing node that send the communication or other information about the
location of the computing node for authentication purposes by the remote
resource service, efc.

[0101] The routine then continues to block 735 to optionally perform
additional authentication-related activities for the communication in a manner
specific to the determined remote resource service. For example, as discussed in
greater detail elsewhere, at least some remote resource services may be affiliated
with the configurable network service or otherwise allow the configurable network
service to access the remote resource service in a privileged manner that is not
provided to unauthenticated requesters communicating with the remote resource
service over public networks. If so, the routine may perform authentication-
related activities that, for example, enable the remote resource service to
determine that the communication is being sent from a trusied or otherwise
known requester, such as by modifying the communication to include an identifier
that corresponds to the configurable network service (e.g., based on prior

interactions between the configurable network service and the remote resource
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automatically selecting nmultiple conmputing nodes for use as part of the
created network extension of the custoner, the nultiple conputing nodes
bei ng a swbgeto/wseia plurality of computing nodes provi dedThg2a00067106
configurable network service and being sel ected based at |east in part on
the configuration information specified by the custoner;

automatically configuring the created netwrk extension of the custoner to
use the nmultiple conmputing nodes so as to provide private access of the
custoner to the created network extension of the custoner, the private
access eealitd, myichrdseby amoiuding at digital signateen babed wol theptentifemast pargy ohodes

and one or nore conputing,systens of the renpte private network of the
cust onethe megifieg TBBWRIARIEAL i ons being routed via the created network
ext ensi {4} accor, i t | i i ed by
t he cus orrde ; andA%PBE)CW%%’W?mlﬁﬁaéﬁﬁéa @ﬁghg‘?%?ﬂ gfo%%é? ttehrbﬁ%ﬁ%"ate

access ehciype thstemmiunicatione of rstherdise cdoest axdeuuse ocorfectibn wushemer .
[0130] d ause 21. The conputer-readabl e medj um of clause 20 wherein the
confi gudsigraingd Femrte éesowee Fasvicade- &, i YiMNusraneetigmmdthr ackartighlaise by

! oquost affiates TERTdRe CHRGARE Serirg D) daciflbEs bivatk Betel iheCoP dnel, I°f he
progr ameBiinsuriChi FRR. tcAhide WRRERE Nresbafcee aeivied, Bhe), 0a6d Oforwarde Hesot e

custoners, the network topol ogy information specified by the custoner
i ncl udesosmunicktont footheofietenminad emefeweskuedsarvices Tlg cagenypicatiome

ted t K ' f h ' ' f d
R R A A L SR e
| ncl udeﬁggyﬂém&ﬂke,g o?arﬁﬁgé%slreaﬁ OSB! B&b@:@lﬁﬁénf# b& i Wh 4 Mivardi cat ed

net wor k esses, and t access nechanismfor the resource service

i ncl udesowmeuridattdme linkldri plher rsstowes lcoaddcas esAfter bidok é48atred roatingr k

extension that is assi&ned to represent the resource service. [0131]
O ause oontinyes todioklt 699 AR ®AFBe medi um of cl ause 21 wherein a first

net wor kpgf&gess i ﬁ@p%fét E}g g4 Oncg nfPlof 3n Eﬁéﬁglezgﬂﬁ]o%ﬁméﬁ?og‘(# ‘r{aN\/\gr K

cust one nd wherei e au c configurrn e creat

ext ensi Onsatihh FOEillgdent eastines 808, CTisd eoting mag| bl peovidawh oy nfprida@niplest
network address distinctly for the created network extensions of the at
| east sexecWiont Pntbescaniighrablemebserk sAvicRJvaNagMeduUlee siEh I8seXe¥ S ons has

et R AR B o U e Pl PSS W o RibRE! 0" o
invocation of a remote access establishment API provided by an embodiment of
the configurable network service.

[0104] In the illustrated embodiment, the routine begins at block 805,
where an indication is received of a client request to establish a VPN connection
from a remote location of the client (e.g., a remote private computer network of
the client) to a provided computer network for the client (e.g., a network extension
that is provided by the configurable network service for the remote private
computer network of the client). In at least some embodiments, the request by
the client to establish the VPN connection is part of a request to fulfill an order for
one or more appropriate networking devices and corresponding software and/or
configuration information to be provided to the remote location of the client, so as
to enable the VPN connection to be established from one or more computing
systems at the remote client location to the computer network provided for the

client by the configurable network service. In at least some such embodiments,
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WO 2010/ 068618PCT/ US2009/ 067106 [0132] A ause 23. The conputer-readabl e

medi um of cl ause 20 wherein, for each of at |east one of the nmultiple
renot e cuwoanavessciBhe one or nore programmati cal |y made PCEQiSe@OOCHNE

recei ved based on one or nore interactions of the custoner with a graphical
user interface displayed to the customer, and for each of at |east one
other of the nmultiple renote custoners, the one or nore programmtically
made requests are received fromsoftware executing on a conputing device of
the custoner that programmatically invokes a programmatic interface of the
conf i gutlsbfdfilmemoofthsesrder may| 104 palfatraed dyzhe condgutsblrinetwarksgace nedi um
of clause 20, wherein the netho féirt %hef_:%rg:)ri ses each qf one or nore

of the WHOILAEY fUiReAGofs el cien nvaggon ff 16 P eS¢ o
conf i gUiGs gﬁﬁﬁeai hgr'a&trgghéf ﬁﬁ?eﬁ%n”@ﬁ%rﬂéggéhﬁﬁéﬂnoﬂﬂef&iéni,hﬁhiﬁ-:“ﬁi gier to one

fi
or nore conmputing-r resources provi y a resource service external
to the eneridiientt somk additmsaldntexactidrisewjih ithataienttvay ke gierfdmneduas oner ,
the information incl udi nig an identification of a narmfr?egce wi thin.the

r esour c®aghtheduliiimenier the erierdRd. oPTesEPENG SRENDS IRy FIRNEGOPBUNY ces are

associ ata(agftioﬁgpinformation from the client, obtaining payment information from the
client, etc.).
[0105] In block 815, the routine then obtains various information about the
client for use in fulfilling the request, such as may be supplied in the request
received in block 805, previously received from the client and retrieved from an
account of the client with the configurable network service, and/or dynamically
obtained from the client and/or one or more external sources. The obtained
information may have various forms, such as information about a geographical
location of the client to which networking device(s) and other items may be
physically delivered, an electronic communication address to which electronic
information may be electronically delivered, payment information via which the
client will pay a fee associated with the request received in block 805, etc. In
addition, various information may be obtained to assist in configuring the VPN
connection between the remote client location and the provided computer network
for the client, such as a network address that is publicly accessible fro.m the
remote client location (or other corresponding connection information) to initiate
the VPN connection, a unique identifier or other information for use in identifying
the provided computer network to which the VPN connection is to be established,
etc.
[0106] After block 815, the routine continues to block 825 o determine one
or more appropriate networking devices for use with the client's one or more
remote computing systems to establish the VPN connection to the provided
computer network. As discussed in greater detail elsewhere, the appropriate
networking devices may be determined in various manners, such as based on

information specific to the provided computer network for the client, to the remote
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automatically configuring the created network extension for the custoner to
enabl e access fromthe nultiple conputing nodes of the created network

ext ensi orwbaotoes@se or nore conputing-rel ated resour cepCprusedodedriby t he
resource service, the configuring including associating the nanespace
identification with an access nmechanismfor the resource service in such a
manner that communi cations sent via the access nechanismto the resource
service fromthe created network extension to access the one or nore
conputing-rel ated resources are automatically nodified to include an

i[ ndi cat icompefting reystesne op due cliednandioc & ithon coofigursblebyetivosk serite eg.ser vi ce.
0134] d ause 25. The conputer-readgbl e nmedi of clause 20 wherein the
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by the configurable network service and/or based at least in part on information
from the client (e.g., based on a selection by the client as part of the request
received in block 805 or as otherwise specified by the client, such as to choose
between multiple alternatives presented to the client).

[0107] After block 825, the routine continues to block 835 to generate
configuration information for the determined networking device(s) for use in
preparing the networking device(s) to connect to the provided computer network
for the client, although in other embodiments the routine may instruct a third-party
entity to generate the configuration information (e.g., the same retailer that will be
contacted in block 845). In at least some embodiments, the configuration
information for the determined networking devices will cause the configured
networking devices to initiate contact with the configurable network service to
complete the configuration of the configured networking devices (e.g., by
obtaining additional information from the configurable network service to configure
the networking device(s) in a manner specific to a particular provided computer
network). In addition, in at least some embodiments, the configuration
information for the determined networking devices will céuse the configured
networking devices to initiate contact with the client’s provided computer network,
such as to establish the VPN connection to the provided computer network. The
generated configuration information may in some embodiments be specific to the
types of determined networking device(s) and/or to the provided computer
network to which the determined networking device(s) will establish the VPN
connection, and the generating of the configuration information may include
retrieving previously prepared configuration information and/or dynamically

creating new configuration information (e.g., by modifying previously prepared
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private conmputer networks, conprising: one or nore nenories; and

a configurable network service nmanager nodule that is configured to

aut omat i cabl2giopeesaBde conput er networ ks creat ed for usePhy/usemier1oé i ent s
by, for each of nultiple renote clients: receiving
configuration information that is programmatically provided by the client
to configure a conputer network that is created for use by the client, the
configuration information including an indication of multiple network
addresses to associate with nmultiple conputing nodes to be provided as part
of the coefigwdticonpidrevatinet inork mMarmerhepeadifiero; the determined natwartkingiri ng

multiple co ting nodes that. are | ded t of t ted t
et vor k GPBeTRcARIE R TR BRI R PR e PR ostph e dote Braish
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nul ti pl evithoamu biovidetbdempbtErmetwetalt ethef gemeratel goafigurgtioh irfonpatiomg nodes
avai l abl e for use with conputer networks of clients; obt ai ni ng
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an i deniddatigh, @gsoci ated by the resource service with the one or nore

resour ces;
[0108] In block 845, the routine then initiates an order with a retailer to

supply the determined networking device(s) to the remote client location for use
with one or more remote computing systems of the clieni, and in the illustrated
embodiment to further initiate supplying the generated configuration information
to the client for use with the networking devices. In such embodiments, the
generated configuration information may be provided to the retailer in various
manners, such as by sending the configuration information as part of the order, by
previously instructing the retailer in block 835 to generate the configuration
information, etc. As discussed in greater detail elsewhere, the generated
configuration information may be supplied to the client in various manners,
including one or more of the following: by storing the generated configuration
information on a physical device-readable storage medium (e.g., a CD, DVD,
USB memory key, etc.) that is physically delivered to the client; by configuring the
networking device(s) with the generated configuration information before they are
delivered to the client (e.g., by loading the generated configuration information
onto the networking device(s) at a fulfilment center used by the retailer); by
transmitting the generated configuration information to the client electronically;
etc. In other embodiments, the networking device(s) and/or the configuration
information may be provided to the client in other manners, such as by having
one or both of the networking devices and generated configuration supplied
directly by the configurable network service rather than a retailer, by using a first
retailer to supply the networking devices and a distinct second retailer to supply

the generated configuration information, by using one or more third parties that

77



automatically configuring the created conputer network for the client to
enabl e access fromthe nultiple conputing nodes to the one or nore

resour ceswprow/@edsby t he resource service in a nmanner wPhatuse@IAsHo€i at ed
with the identifier, so that conmunications sent to the resource service
fromthe created private network to access the one or nore resources

I ncl ude an indication of the identifier for use by the resource service;

and providing to the client access to the nultiple conputing
nodes of the created conputer network. WD 2010/ 068618PCT/ US2009/ 067106

[ 0136] Claaegwtrelailere elsrmpiftendlesks84sn e uineccaminggsrte Plock S99 and
configuraple network service manager nodule is part of a configurable
net wor k "€'WFce and provi des a programmatic interface for use by the

mul tipl goy@apPt € Clii 6piIS digb cpaf iaﬁpf@:iétaa GRAP Uhesohfd effbadihésedhé or use
by the clients, wherein the plurality of conputing nodes available for use

wi t h t hdumcteatbty eooridedrbyndheordudinas edipcgsdade dbbyet maycbaf prpyideasl én net wor k
service, and wherein, for each of at | east sone qf the nulti.npl lients,
the conIGIIANE MY HHaes Heinch 5Pl amapgJParmiritiags| & EoeRAilaEh e he
client | ' Vi@ E hges

et vor k (owEf fUkHIEE, ethitang, B paheRRbodnieME AR folides gy Brovidd

confi gumestef or lose fapctidrelity itkat ,ist desaibadytseichnas wwhén t dther iibustrated ed and

configured for use by the client is a private conputer network extension to
a renot Eoinesainsteampacie rorniciiidtec seeht actionality r&ﬁae‘i:@’e%r?%é‘fﬁ‘%ﬁ?? gur ed

o SRR 4 o 58 LA 55 AREBEL LSRR s ML
privat e ppefphshabperniilseatearay Beiphl pafEmeenipus eartitelaomnknasd(d.§¢ imul tipl e
conputing nodes of the private conputer network extension,

serial or in parallel) and/or in a particular order, those skilled in the art will

appreciate that in other embodiments the operations may be performed in other

orders and in other manners. Those skilled in the art will also appreciate that the

data structures discussed above may be structured in different manners, such as

by having a single data structure split into multiple data structures or by having

multiple data structures consoclidated into a single data structure. Similarly, in

some embodiments illustrated data structures may store more or less information

than is described, such as when other illustrated data structures instead lack or

include such information respectivefy, or when the amount or types of information

that is stored is altered.

[0110] Clause 1. A method for a computing system of a configurable

network service to provide access to private computer networks, the method

comprising:
providing a programmatic interface for the configurable network

service to enable remote users to create and configure network extensions to
remote private computer networks of the remote users, the configurable network
service including a plurality of computing systems that are for use in providing the
created network extensions to the remote users; and

under control of the computing system of the configurable network

service, and for each of multiple remote users,

78



[0137] O ause 28. The conputing system of clause 26 wherein, for each of at

| east sonme of the nultiple clients, the network-accessible resource service
t hat prowoesiodigsi®ne or nore resources to whi ch accessPCs/usesvioguned f or
the created conmputer network for the client is a renote resource service
that is not part of that created conputer network, the identifier included
In the obtained additional information is a unique identifier associated

wi th a nanespace.for the cli.ent. wthi.n the renpte resource service, the one
or more T esourCaY g gontigalig jatermatn it IS mogtaminelEll REVEECPY netvor k
for the g r@RbtcliSorsfi® ted pMhvidddprodearAf Edie it Al c8 3B ARAS enli@onfifareca | ent ,
and the configuring of the created conputer network for the client to

i ncl ude lodad privaiecaetivenk ektansion iPemrempter piivata compuienneimiosiaof Srsuseit to

the rempte r.esource rvice.incl. L ani i et wor k
addr ess r%e ngatteh%&w’@g%%%g@@pﬁ @&%ﬁgﬁ@%{j %yttggrcg%ﬁg@fear?ﬁgﬁﬁ@grré% ecéesource
ser Vi ce gaadinfmed af is0Bséthef irdgiplel bethavgliralitye oRsahgigidgneystamls, alldr ess in
such a manner that_ communications sent to the renote resource service via
t he assirgerRivechetaniiguratitdy datormationpciuding t Usqrripegiiied: metwerknterolagy f or use

e R S

net wor k naitiMeC aetvisTRogddiaeges eofi tred rieates abingarter inesworkcthiainaref do lexecuti on

by the conputing system . i , i .
assigned %o he multiple computing systems, the received configuration
information further including an indication of a remote resource service that is
external to the private computer network of the user and that is to be accessible
from the multiple computing systems of the private network extension;

automatically configuring the private network extension of the user
to provide private access between the private computer network of the user and
the multiple computing systems of the private network extension of the user, the
configuring including establishing a virtual private network connection between
the private network extension and the private computer network of the user and
configuring communications within the private network extension to be routed in
accordance with the specified network topology information;
automatically generating a unique identifier for the private network extension to
represent a new namespace within the indicated remote resource service, the
remote resource service providing computing-related resources to multiple users,
the represented namespace to include one or more computing-related resources
provided by the remote resource service that are accessible only from the private
network extension;
automatically configuring the private network extension of the user

to enable access from the muitiple computing systems of the private network
extension to the one or more computing-related resources provided by the remote
resource service within the represented namespace, the configuring including
assigning one of the user-specified subset of network addresses to represent the

remote resource service and associating the unique identifier with the assigned
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[0139] A ause 30. The conputing system of clause 26 wherein the configurable
networ k servi ce manager nodul e consists of a neans for automatically

provi di ngvoanputsesisnet wor ks created for use by renote clpcenissolps7iher each
of the multiple renote clients: recei ving configuration
information that is programmatically provided by the client to configure a
conputer network that is created for use by the client, the configuration

i nformation including an indication of nmultiple network addresses to
associate with nmultiple conputing nodes to be provided as part of the

creat ed {AFBH Sddrass V&Y thdt Qormirheniehtichy sent to the remote résdirdObéivite vl tiple
conputi ng nodes that are provided as part of the created conPuter net wor k

for the to¢iasaigned nedworkoeddressiare m %@lm@dedbﬁmmldeah iemobrBat i on,
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nodes being sel ectpgvifiingMtRe Prvatel aeceés C@@W@ehnghéodﬁﬁtlpﬂéabbﬁiphﬁn?or use

wi th conputer networks of clients; taining additiaona

i nf or matsysien ot ther priate ngbrerksextersion Baddhe privatecenrputer NeBYaRsof ther ¢ he
client tQ ﬁne or nore resources provided by a network-accessible resource
servi ce, Phie additional information includi ng an identifier associated by

the resqofef] serviGlgusd 2h t MpeOomgethbd Mof &Cla@OUr Giserein, for one of the
automatlcall configuring the created conputer network for the client to
enabl e mi@a HER tthe nﬁ%ws)rﬁoﬂ@p@@%uﬂf%r@aﬂméa the tareivask copfigyation

Fesour C%’oﬁ{é%ﬁ@?%ﬂﬁngr %B?ﬁ:ﬁ&?oéﬂé:%r.sr%t’é %%t\hgrkﬁ]dr?'éoﬁ: s {dake O;Be?ra?essiﬁé' at ed

with the'l Ier conmmuni catl ons sen € resource service
f r om t hengtigiat @inputinges\starat withe bovaiecesta/otib exteneionrforthieeone siser nés

include an indication of the identifier for yse by the resqurce seryice;

and different groups having different 1nter—commun|cat|on chgractenstics tHe recelvecy
configuration information further includes an indication that the multiple computing
systems of the private network extension for the one user are not allowed to
access computing systems having network addresses that are not part of the
multiple network addresses of the private computer network of the user, and the
automatic configuring of the private network extension of the one user to provide
the private access from the private computer network of the one user to the
private network extension of the one user includes creating virtual devices to
simulate the specified one or more networking devices and includes configuring
one or more actual networking devices to prevent communications between the
private computer network of the one user and any computing systems external to
the private computer network of the one user.
[0112] Clause 3. The method of clause 2 wherein the configurable
network service is a fee-based service that is accessible to the remote users via
public networks and that provides the network extensions using cloud computing
techniques, and wherein the multiple remote users are customers of the
configurable network service who provide payment to the configurable network
service for the created network extensions provided to the users by the

configurable network service.
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providing to the client access to the nultiple conputing nodes of the

created conputer network. [(0140] Fromthe foregoing it will be appreciated
that, al twougtv/mpasi fic enbodi ments have been descri bedPogruseewsferiopur poses
of illustration, various nodifications may be nmade w t hout deviating from

the spirit and scope of the invention. Accordingly, the invention is not
limted except as by the appended clains and the elenents recited therein.
In addition, while certain aspects of the invention are presented below in
certain claimforms, the inventors contenplate the various aspects of the
I nvention in any available claimform For exanple, while only sone aspects
of the invention may currently be recited as being enbodied in a
conput efe1€3jdabl e Gragdai) othesmpetzedinplergntedkeeihed fbe psaviding ediceds
CLALNG to private computer networks, the method comprising:
under control of a computing system for a configurable network
service that provides a programmatic interface for use by multiple clients to
configure private computer networks for use by the multiple clients,
receiving first information that is programmatically provided by a first
client via the programmatic interface to configure a first private computer network
for use by the first client, the first private computer network including a group of
multiple of a plurality of computing nodes provided by the configurable network
service, the multiple computing nodes each being configured to be associated
with at least one of multiple network addresses specified in the first information
for use with the first private computer network;
obtaining second information to configure access from the first
private computer network to a subset of computing-related resources that are
associated with a namespace within a network-accessible remote resource
service, the second information including an identifier associated with the
namespace within the remote resource service,
automatically configuring the first private computer network to
enable access from the multiple computing nodes to the subset of computing-
related resources provided by the remote resource service, the configuring
including associating the identifier with an indicated one of the multiple network
addresses that represents the remote resource service, so that communications
sent to the remote resource service via the indicated network address to access
the subset of computing-related resources are modified to include an indication of
the identifier for use by the remote resource service in identifying the namespace;
and
initiating availability of access to the first private computer network

from one or more remote computing systems of the first client.
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VWhat is claimed is: 1.A conputer-inplenmented method for providing access to
private conputer networks, the nethod conpri sing: under

control oboaomawpusi ng system for a configurabl e net wor kCTarsziomsctihat

provi des a programmuatic interface for use by nultiple clients to configure
private conmputer networks for use by the nmultiple clients,

receiving first information that is progranmatically provided by a first
client via the programmatic interface to configure a first private conputer
network for use by the first client, the first private conputer network
including a group of multiple of a plurality of conmputing nodes provided by
the configurable network service, the nultiple conputing nodes each being

confi guefidjo be wIagsd Bt ed Thet Ingthol eabtclau® of whdrbirpltee niishasrivateldr esses
specified in the first information for use with the first private conputer
net wor k:computer network i gerfigirad te deoad extensiareel afemote BRYRigUFANRIEEESs from

the 117 SLABEAVGE o AEPUISH ASH IRifdOrIRHE S8 i ORI ETHAEIH 96

resources t ar € associate space 'w net wor kK- accessi bl e
renot e eeoifiedengitple tetwotihaddreesasl arebaubset ofa iphebligiof prigate tetwork | er

assocl ata%grevgsteg Lgeed r‘ﬁg}e Stf?g Cr%mvgtéh;i’)rri]vattg ean?gﬁt%? ;{e?vsvglrjlg, Caen evﬂﬁgrg% the
automatic configuring of the first private computer network is further to enable
private access between the multiple computing systems of the remote private
computer network of the first client and the muitiple computing nodes of the first

private computer network.

[0115] Clause 6. The method of clause 5 wherein the initiating of the
availability of the access to the first private computer network from the one or
more remote computing systems of the first client includes establishing a secure
connection between the remote private computer network and the first private

computer network so as to provide the enabled private access.

[0116] Clause 7. The method of clause 5 wherein the first private
computer network is provided by the configurable nétwork service as a virtual
network overlaid on one or more physical substrate networks of the configurable
network service that interconnect the plurality of computing nodes provided by the
configurable network service, and wherein the specified multiple network

addresses are virtual network addresses.

[0117] Clause 8. The method of clause 4 wherein the first information
further includes additional information specified by the first client for use in
configuring the first private computer nefwork to control communications between
the multiple computing nodes of the first private computer network, and wherein
the method further comprises automatically configuring the first private computer
network to allow and to block communications between the multiple computing

nodes in accordance with the specified additional information.
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automatically configuring the first private conputer network to enable
access fromthe nmultiple conputing nodes to the subset of conputing-rel ated
resour ceswprow@essby the renote resource service, the eamfisgemwionToé

i ncluding associating the identifier with an indicated one of the nultiple
networ k addresses that represents the renote resource service, so that
communi cations sent to the renpte resource service via the indicated

net work address to access the subset of conputing-related resources are
nodified to include an indication of the identifier for use by the renote
resource service in identifying the namespace; and initiating

avai | abi | i:tég/ of access to the first private conputer network from_one or
more r ed®18lconputGlagsefst ebeormetheds jafstclayseend . whepsin the specified

or 1 vat o LT LPTARTals AP s Rt AP0BE fbnfiat Tl RERSS o Bt "

privat e gpeNeUbRs onetorermet@brkine devices tisati rstpdrhaf tHenfilst pesateutdrnplier
conputing systenms, wherein the specified nultiple network ad(ﬂ{qeis es are a

p

subset @&EhaORK andiongyorgNofsy BYIreURSARGRR MadHplE CREPYKLNGFes, ot e
private . [ By ' - Q0L he
first prc?ﬁva éﬁ @ﬁ%ﬁbﬁmhﬁfg? ﬁ%’?ﬁ“?gjﬁﬁ“ g"rawﬁ%%% gut%ﬁ%tgﬁg Hzg@ggg cﬁtc)et ween
the nul thelfiestcommptei canpytet ebvork inbides mift thepnétwarie topolpgy enforraation k  of
the first client and the rrultit‘BIe,co uting n?,des of the first géivate
conput efNgigal@s ke one or more networking devices, configuring one or more m ules

of the configurable network service to simulate presence of the one or more

networking devices, and wherein the automatic configuring of the first private

computer network includes, if the network topology information indicates the one

or more subgroups, configuring one or more modules of the configurable network

service to simulate presence of the one or more subgroups.

[0119] Clause 10. The method of clause 4 wherein the first information
further includes additional information specified by the first client for use in
configuring the first private computer network, the additional information including
one or more of a quantity of the multiple computing nodes for the first private
computer network, of one or more geographical locations at which at least some
of the multiple computing nodes are located, and of one or more network access
constraints to control communications between the multiple computing nodes of
the first private computer network and other computing systems external to the
first private computer network, and wherein the method further comprises
automatically selecting the multiple computing nodes for the first private computer
network based on the specified first information, and automatically configuring the
first private computer network in accordance with the specified additional

information.

[0120] Clause 11. The method of clause 4 wherein the second
information is obtained based at least in part on the first client programmatically
providing the second information via the programmatic interface, wherein the
provided second information includes the associated identifier for the namespace,

wherein at least some of the subset of computing-related resources exist at the
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3. The method of claim1l wherein the first information further includes
additional information specified by the first client for use in conf
t he firstwprowatsesigonput er network to control conmmuni carcons2deeaesn t he

mul tiple conmputing nodes of the first private conputer

I guring

net wor k, and wherein

the nethod further conprises automatically configuring the first private

conput er

conputing nodes in accordance with the specified additional infornmat
4. The nmethod of claiml wherein the second information is obtained

at

| east

network to allow and to bl ock comuni cati ons between the nultiple

i on.
based

in part on the first client programmtically providing the second

g n; or matTPute resaunes perviteawiinitbe inamaspace befprer thrrprending ¢hihaegcsaeond
ot | eacdheonEig. ARE iRt BEF WGy IRRL Ebinist JRERABARTE P maOr 1 !

renot e rRBAHlGICaiGiY BER FbirbNhe tdrembasTes ee endltipler corhpeatiny owdds g té t he

second information, and wherein the nethod further conprises obtaining one
or nor e iRYARIEH Relvicdh addighs Tor BRRASEONR OhdRereop! th?eewgﬁ% G ie%%rﬁﬂﬁ‘? ng
nodes t Malell S 0 e
exi sti n%o%t@ﬁ%%ﬁe%@ﬁ%ﬁ% ﬁ'ﬁcgﬁﬁé?art%ﬁd& ?2’%%5?@3&@?%% g Edg\flr‘rlgtdgﬁ esource
ser vi ce thandtdiosdandiongnoteecarhtminitationsdo the ravnetecrasourdecaftéranedifiong he
renote resource after nodifying the obtained on r re co nications to
i ncl udet?%eobtﬁmegapﬂﬁnobfmf’??e q%HéfHFP'PF‘ QPns tﬁd’@gf%’ dgges'i‘ﬁlﬁé%s%é 067106
identifier.
[0121] Clause 12. The method of clause 4 wherein the obtaining of the

identifier included in the second information includes the configurable network
service autométicalty interacting with the remote resource service to create the
namespace for use with the first private computer network, the creating of the
namespace including determining the identifier for the namespace, and wherein
the method further compriseé obtaining one or more communications sent from
one or more of the multiple computing nodes fo the indicated network address to
create one or more new computing-related resources from the remote resource
service, and forwarding the obtained one or more communications to the remote
resource after modifying the obtained one or more communications to include the

indication of the identifier.

[0122] Clause 13. The method of clause 4 wherein the remote resource
service is accessible over one or more public networks, and wherein the
configuring of the first private computer network to enable access from the
multiple computing nodes to the subset of computing-related resources includes
configuring one or more modules of the configurable network service to forward
communications sent to the indicated network address to the remote resource

service over the one or more public networks.

[0123] Clause 14. The method of clause 4 further comprising obtaining
third information to configure access from the first private computer network to a
distinct second subset of computing-related resources that are associated with a

distinct second namespace within the remote resource service, the third
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5. The method of claim1l wherein the obtaining of the identifier included
in the second information includes the configurable netwrk service

aut omat i cabl2giomes@sacti ng with the renote resource serviPCE/USRONEADE t he
nanespace for use with the first private conmputer network, the creating of
t he nanespace including determining the identifier for the nanmespace, and
wherein the nethod further conprises obtaining one or nore comruni cations
sent fromone or nore of the nmultiple conputing nodes to the indicated
network address to create one or nore new conputing-related resources from
the renpte resource service, .and forwardi ng.the obtained.pne or nor

comuni é‘?ﬂfpfrﬁﬁgoﬁ d”?'HQ'”rggﬁijLﬁ'PEE(?@PEB a ?Bﬁf'%§§$%‘%§gt H’étﬁp .edisﬁgangne or
mor e COMMMNSHALL AMhin the RenpRerdsBRrdd 8vRlE) 8Rd Autsihatiealinidrriglling the The
met hod of claim1l erein the renote resource service is accessible over
one or fistepgnatei computenr hetwodndo wereslde nacdess clvomi the innigtiple compliingt
private cq ter network to engble access framthe multiple copputing nodes
Lo 1 he. S0B88HIOdNectRioneh syl ot b b reieled asp s BbAeratRing e or
mor e modelEsq HertiiRr GAN hoERMICONETONIhE HEHipieC Refuiork LaRESsROTERINaE at | ons
sent to the Indicated network address to the renote resource service over

t he one communmicatinrts isenhée wbe keemotg, resograee shodee via the raecondr Refmork

conpri si obtaining third information, ta confi S t first
pri vat eaggFﬁﬁ?t 3‘? ﬁ%‘tg%?r II{‘? oS SUPEEt o c885@@%@'&?@8&%@%9&@%gr?eeI at ed
resour cesodifisd t@ifclads ¢ MdRsativhtdF MedsSddrrcidengiontornaebpase rafioe n t he
renote resource service, the third information including a distinct second

i dent i f iresouies 8envagecint ideniifyingdhe seenad namespace. within the renote resource
service, and automatically configuring the first private conputer network
to enabf@124jcess Olause h2 niTheiméthodofmkusegd mieesinttbe chendiogialadedset of
conputing-rel ated resouyce associ ating.t.he, second identifier with a
second Week ﬁésﬁﬁ?f)ef‘{)%t?’ng{%?Weé@éF@s tin g feTHete: AT S 2PN0R sent
to the [ rESRRUEE &of B4tV icalt \Urie RIS CABFhJRE SWRfikeAGRHESE prégrRpFess the

execution services and of asynchronous message passing services, and wherein

the method further comprises, under control of the remote resource service:

receiving communications sent from the multiple computing nodes

of the first private computer network via the indicated network address to access

at least some of the subset of computing-related resources, the received

communications including the indication of the identifier; and

providing access to the at least some computing-related resources

from the namespace associated with the indicated identifier.

[0125] Clause 16. The method of clause 4 wherein the multiple

computing nodes are each a virtual machine hosted on one of multiple physical

computing systems of the configurable network service, and wherein the

configuring of the first private computer network includes configuring one or more

virtual machine communication manager modules that execute on one or more of

the physical computing systems to manage communications for the hosted virtual

machines.

[0126] Clause 17. The method of clause 4 wherein the private computer

networks configured by the multiple clients include one or more configured private

computer networks other than the first private computer network for one or more

clients other than the first client that have one or more network addresses
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second subset of conputing-related resources are nodified to include an

I ndi cation of the second identifier for use by the renote resource service
i n identiwgiop/dsk@ssecond nanmespace. 8. The nethod of ecaiusedoombAEDPELI N t he
conputing-rel ated resources associated with the namespace within the renote
resource service include resources for at |east one of data storage

servi ces and of program execution services and of asynchronous nessage
passi ng services, and wherein the nmethod further conprises, under control

of the renpote resource service: recei ving comruni cati ons sent

from t heperifiebyethe Wb Mdré 0aRS clientshtRaf Afesthepdanvabe at (egstiope dofghwor k vi a
the indicated network address to access at |east sone of the subset of

corput | mgultipleanetivorssaddresses tsrecilisdeivedseonitintheafTsinerivaie| eRMAdter he
i ndi cati the | ifier: P
| galstc as@%@”@%ﬁpéu}\%ﬁ %%Eéelh atbgacorﬁ’@%rable network Sﬁr\%é’\fﬁlr‘iil’bé}gn%%%gﬁ.ﬁuBs he at

resour cés from the namespace associ ated with

t he i ndisgaieedetvit@Rtaddresses SuchTthat el eedhodf thbsé sainevhetvedrk ddutessdd, i pl e
conmputi ng nodes are each a virtual machine hosted on one of multiple

pﬂysi cafa@b 3 e AthespEvalesCAMPHIRE NEBKITKS (eg 1R eORBHIRE ROGR FOITEBPORHAI wher ei n
S oMb INE el hidrelss Rkt B 4KANG FORTA B AIRhYN ] BEUES AR o 0UT N

one nor e e conmmuni catl on man es t Xecute on
one or tine aebtfork meldpdyssioe te fistprivatecomysutemsetworkanage conmuni cati ons for

t he hosted virtual machines, . N

[0127] Clause 18. The method of clause 4 wherein the configuring of the
first private computer network by the first client includes permitting the first client
to select any network address for the multiple network addresses specified in the
first information for use with the first private computer network.
[0128] Clause 19. The method of clause 4 wherein the first information
that is programmatically provided by the first client via the programmatic interface
is received based on one or more interactions of the first client with a graphical
user interface displayed to the first client on a computing device of the first client.
[0129] Clause 20. A computer-readable medium whose contents enable
a computing system of a configurable network service to provide access to private
computer networks, by performing a method comprising:

for each of multiple remote customers of a configurable network
service,

receiving one or more requests that are programmatically made by
the remote customer to initiate creation for the customer of a network extension
for a remote private network of the customer and to specify configuration
information for the created network extension of the customer, the configuration
information including network topology information for the created network
extension of the customer;

automatically selecting multiple computing nodes for use as part of
the created network extension of the customer, the multiple computing nodes
being a subset of a plurality of computing nodes provided by the configurable
network service and being selected based at least in part on the configuration

information specified by the customer;
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10. The nmethod of claim 1l wherein the private conputer networks configured
by the nultiple clients include one or nore configured private conputer

net wor ks wohero/isB@as t he first private conputer network fPoT/use@9os71i0®©r €
clients other than the first client that have one or nore network addresses
specified by the one or nore other clients that are the sane as at | east
one of the nultiple network addresses specified for use with the first
private conmputer network, and wherein the configurable network service
further nmanages those sanme network addresses such that, for each of those
same net wor k addrmﬂmaaticﬂlghcohﬁgdr'e*ng)tthercmwtmmmmﬂenﬁenmf Keehas a

conputin ode correspondi to the network address di st t f
o CopUT ARBTG5 TS GOTp e Hdeacia s fPEadds B RAGRRS O pr i vat o

conput ernHed Wsker téltheTQF‘ed@camw%fk Wx@dr8idn V&Teﬂf'e' Bu%f&‘?n@rortﬁé%ﬁ\}di@ of the

first private conmputer net by the Tirst client includes permtting the
first claceass enablgiginteraommaetioatidnsaizivess themuyltiplenedropyting nedasakd

addresses specified in the first information for use t he f rst private

compu; ePRCPABIAE CPOIP UM HiSITR S d)SEREtE AVl BEHSk 5 SbF Guslaiitit o

privat e g9 NRtErESMARINGtIohs BEMRM rSiitBE: via the created network extension in
accordance with the network topology information specified by the customer; and

initiating the providing of the private access of the customer to the

created network extension of the customer.
[0130] Clause 21. The computer-readable medium of clause 20 wherein
the configurable network service provides a programmatic interface for use by the
multiple remote customers to supply requests, wherein the one or more requests
received from each of the multiple customers are provided via the programmatic
interface, and wherein, for each of the one or more remote customers, the
network topology information specified by the customer includes an indication of
multiple network addresses for use with the created network extension for the
customer, the configuring of the created network extension for the customer to
use the multiple computing nodes includes associating each of the computing
nodes with one of the indicated network addresses, and the access mechanism
for the resource service includes one of the muitiple network addresses for the
created network extension that is assigned o represent the resource service.
[0131] Clause 22. The computer-readable medium of clause 21 wherein
a first network address is specified by each of at least some of the multiple
customers, and wherein the automatic configuring of the created network
extensions of the at least some customers includes managing the first network
address distinctly for the created network extensions of the at least some
customers such that each of those created network extensions has a distinct
computing node that is part of that created network extension to which the first

network address is assigned.
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one or nore nenories; and a configurable network service
manager nodul e that is configured to automatically provide conputer

net wor ks woeatoadsdi®r use by renote clients by, for eachpafi/usadmioptiies r enot e
clients: receiving configuration information that is
programmatically provided by the client to configure a conputer network
that is created for use by the client, the configuration information

i ncluding an indication of nultiple network addresses to associate with
mul ti pl e conputi ng nodes to be provided as part of the created conputer
network for the client; configuring nultiple conputing nodes
that are irovided as part of the created conputer, network for the client in

accor darf@ 33 t h t @39%33\/ea-r@o?ﬁm@%tﬁﬁﬂ'?@ﬁ?m%mﬁqfﬂmi Sfrclavsr 28 W8y i ng
| ncl udi rf(?rh%%zrﬁrﬁlcéff‘% Waddiofh i%?th%” uﬂfpl% ﬂgrﬁr@rﬂu{eﬁﬁt&n@?g Vﬁ%koﬁ@'ddreﬁﬁ)‘?%e""' th

each of e conpu g nodes, e conputing nodes I ng
sel ect egrbgrammatidailyahatly refuestsnant regeivextibased anl aig er nore irderastivhs
conmput er _networks o | i ai nj addi%ional i nformation

o bont 10§ dra CUsteRss iy areNieanes dniegiage P AU, B Ibe Gis eTEn ANt (o one

ST oSS SRRt bt Bkl ARBRSLOLBIASOME BuB R Lhe

ser vi ce progranirhetically oradeoreguestoareersceived from software executing on a
computing device of the customer that programmatically invokes a programmatic
interface of the configurable network service.
[0133] Clause 24. The computer-readable medium of clause 20 wherein
the method further comprises, for each of one or more of the muitiple remote
customers:

obtaining information to configure access from the created network
extension for the customer to one or more computing-related resources provided
by a resource service external to the created network exiension and the private
network of the customer, the information including an identification of a
namespace within the resource service with which the one or more computing-
related resources are associated; and
automatically configuring the created network extension for the

customer to enable access from the multiple computing nodes of the created
network extension to the one or more computing-related resources provided by
the resource service, the configuring including associating the namespace
identification with an access mechanism for the resource service in such a
manner that communications sent via the access mechanism to the resource
service from the created network extension to access the one or more computing-
related resources are automatically modified to include an indication of the
namespace identification for use by the resource service.
[0134] Clause 25. The computer-readable medium of clause 20 wherein
the computer-readable medium is at least one of a memory of a computing
system that stores the contents and a data transmission medium that includes a

generated stored data signal containing the contents, and wherein the contents
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automatically configuring the created conputer network for the client to
enabl e access fromthe nultiple conputing nodes to the one or nore

resour ceswprow/@edsby t he resource service in a nmanner wPhatuse@IAsHo€i at ed
with the identifier, so that conmunications sent to the resource service
fromthe created private network to access the one or nore resources

I ncl ude an indication of the identifier for use by the resource service;
and providing to the client access to the nultiple conputing
nodes of the created conputer network. 13. The conmputing system of claim
12 wher aira indtaictions itigatr whér exetutetkcaseviheecorapaiyey systém & psrfoan tthef a
configurabl e network service and provides a programmtic interface for use
by the et Pﬂie renote clients to configure the conputer networks created
for use by the clients, wherein the plurality of conputing nodes avail abl e
for uselM3H t he Elauaedd.cofpeoapuiagveysiemasenfigussd dedprsyidenacess iqur abl e

net wor k _ser Vi LN . -each of at |east sonme of the nultiple
client S,pﬂt\?r%tg %)on?l?tgﬂfﬂ%?%ﬁg’i ?,Cf'{}ﬁlrsdﬁ ‘on that is programmatically provided by
the client is provhées nbréd mbmapieegaadmati c interface and further provides

networ k topology information for the created conputer network bei ngQ
configured for us@ dyfigHealie nelworkisgavies rnager rrdule that iseonfiguied ed and

configu ' ' ' t tepsion to
O et SSfor et DrcViab dEnfilE hetibe Bicaldt foriREMMY RimdE RIS B BP0 0

i N accoedahof miltigle réadoty olierded net wor k t opol ogy i nformation, and the
automatic configuring of the created conputer network is further to enable

private access bé?@\%‘&'lﬁ'gtq’@fﬂé'ﬁ%ﬁoé‘ ifornatoncioRbig erogfewtisaﬂmr@ﬂéew tiple
conput | Bf B8 EREtY0 Catfight] ¥R ARTPHERlork Ak YorPHERTTRL B byle ol
mul ti pl thectordigsatidrhinforetatimnkineludegsamireicatimawfaeulipkvneecthatdesses des t he

one or re resources to which access . is, configured for the created
Comput el0 AT Wil HIEPIE o TG Bodeshist B muQWRd @sgeat PREG FEAtPd not

part_OfCéﬁ@hkﬁﬁﬁﬁh@ﬁj%?ﬂﬂy&mﬁﬁﬂetMDFk, the identifier included in the
obt ai ned addi ti onal
configuring multiple computing nodes that are provided as part of
the created computer network for the client in accordance with the received
configuration information, the configuring including associating at least one of the
multiple network addresses with each of the multiple computing nodes, the
multiple computing nodes being selected from a plurality of computing nodes
available for use with computer networks of clients;
obtaining additional information to configure access from the
created computer network for the client to one or more resources provided by a
network-accessible resource service, the additional information including an
identifier associated by the resource service with the one or more resources;
automatically configuring the created computer network for the client
to enable access from the multiple computing nodes to the one or more resources
provided by the resource service in a manner that is associated with the identifier,
so that communications sent to the resource service from the created private
network to access the one or more resources include an indication of the identifier
for use by the resource service; and
providing to the client access to the multiple computing nodes of the

created computer network.
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configured in accordance with the provided network topology information, and the
automatic configuring of the created computer network is further to enable private
access between the remote private computer network and the muitiple computing

nodes of the private computer network extension.

[0137] Clause 28. The computing system of clause 26 wherein, for each
of at least some of the multiple clients, the network-accessible resource service
that provides the one or more resources to which access is configured for the
created computer network for the client is a remote resource service that is not
part of that created computer network, the identifier included in the obtained
additional information is a unique identifier associated with a namespace for the
client within the remote resource service, the one or more resources that are to
be accessed from the created computer network for the client are stored within
the associated namespace for the client, and the configuring of the created
computer network for the client to include the indication of the identifier with the
communications sent to the remote resource service includes assigning one of
the multiple network addresses for the created computer network to represent the
remote resource service and associating the identifier with the assigned network

address in such a manner that communications sent to the remote resource
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use by the remote resource service in identifying the associated namespace.

[0138] Clause 29. The computing system of clause 26 wherein the
configurable network service manager module includes software instructions for

execution by the computing system.

[0139] Clause 30. The computing system of clause 26 wherein the
configurable network service manager module consists of a means for
automatically providing computer networks created for use by remote clients by,
for each of the multiple remote clients:

receiving configuration information that is programmatically provided
by the client to configure a computer network that is created for use by the client,
the configuration information including an indication of multiple network addresses
to associate with multiple computing nodes to be provided as part of the created
computer network for the client;

configuring multiple computing nodes that are provided as part of
the created computer network for the client in accordance with the received
configuration information, the configuring including associating at least one of the
multiple network addresses with each of the multiple computing nodes, the
multiple computing nodes being selected from a plurality of computing nodes
available for use with computer networks of clients;

obtaining additional information to configure access from the
created computer network for the client to one or more resources provided by a
network-accessible resource service, the additional information including an
identifier associated by the resource service with the one or more resources;

automatically configuring the created computer network for the client
to enable access from the multiple computing nodes to the one or more resources
provided by the resource service in a manner that is associated with the identifier,
so that communications sent to the resource service from the created private
network to access the one or more resources include an indication of the identifier

for use by the resource service; and
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providing to the client access to the multiple computing nodes of the

created computer network.

[0140] From the foregoing it will be appreciated that, although specific
embodiments have been described herein for purposes of illustration, various
modifications may be made without deviating from the spirit and scope of the
invention. Accordingly, the invention is not limited except as by the appended
claims and the elements recited therein. In addition, while certain aspects of the
invention are presented below in certain claim forms, the inventors contemplate
the various aspects of the invention in any available claim form. For example,
while only some aspects of the invention may currently be recited as being
embodied in a computer-readable medium, other aspects may likewise be so

embodied.
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CLAIMS
What is claimed is:

1. A computer-implemented method for providing access to private
computer networks, the method comprising:

under control of a computing system for a configurable network
service that provides a programmatic interface for use by multiple clients to
configure private computer networks for use by the multiple clients,

receiving first information that is programmatically provided by a first
client via the programmatic interface to configure a first private computer network
for use by the first client, the first private computer network including a group of
multiple of a plurality of computing nodes provided by the configurable network
service, the multiple computing nodes each being configured to be associated
with at least one of multiple network addresses specified in the first information
for use with the first private computer network;

obtaining second information to configure access from the first
private computer network to a subset of computing-related resources that are
associated with a namespace within a network-accessible remote resource
service, the second information including an identifier associated with the
namespace within the remote resource service;

automatically configuring the first private computer network to
enable access from the multiple computing nodes to the subset of computing-
related resources provided by the remote resource service, the configuring
including associating the identifier with an indicated one of the multiple network
addresses that represents the remote resource service, so that communications
sent o the remote resource service via the indicated network address to access
the subset of computing-related resources are modified to include an indication of
the identifier for use by the remote resource service in identifying the namespace;
and

initiating availability of access to the first private computer network

from one or more remote computing systems of the first client.
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2. The method of claim 1 wherein the first private computer network is
configured to be an extension of a remote private computer network of the first
client that includes multiple computing systems, wherein the specified multiple
network addresses are a subset of a plurality of private network addresses used
with the remote private computer network, and wherein the automatic configuring
of the first private computer network is further o enable private access between
the multiple computing systems of the remote private computer network of the

first client and the multiple computing nodes of the first private computer network.

3. The method of claim 1 wherein the first information further includes
additional information specified by the first client for use in configuring the first
private computer network to control communications between the multiple
computing nodes of the first private computer network, and wherein the method
further comprises automatically configuring the first private computer network to
allow and to block communications between the multiple computing nodes in

accordance with the specified additional information.

4, The method of claim 1 wherein the second information is obtained
based at least in part on the first client programmatically providing the second
information via the programmatic interface, wherein the provided second
information includes the associated identifier for the namespace, wherein at least
some of the subset of computing-related resources exist at the remote resource
service within the namespace before the providing of the second information, and
wherein the method further comprises obtaining one or more communications
sent from one or more of the multiple computing nodes to the indicated network
address to access one or more of the existing at least some computing-related
resources from the remote resource service, and forwarding the obtained one or
more communications to the remote resource after modifying the obtained one or

more communications to include the indication of the identifier.
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5. The method of claim 1 wherein the obtaining of the identifier
included in the second information includes the configurable network service
automatically interacting with the remote resource service to create the
namespace for use with the first private computer network, the creating of the
namespace including determining the identifier for the namespace, and wherein
the method further comprises obtaining one or more communications sent from
one or more of the multiple computing nodes to the indicated network address to
create one or more new computing-related resources from the remote resource
service, and forwarding the obtained one or more communications to the remote
resource after modifying the obtained one or more communications to include the

indication of the identifier.

6. The method of claim 1 wherein the remote resource service is
accessible over one or more public networks, and wherein the configuring of the
first private computer network to enable access from the multiple computing
nodes to the subset of computing-related resources includes configuring one or
more modules of the configurable network service to forward communications
sent to the indicated network address to the remote resource service over the one

or more public networks.

7. The method of claim 1 further comprising obtaining third information
to configure access from the first private computer network to a distinct second
subset of computing-related resources that are associated with a distinct second
namespace within the remote resource service, the third information including a
distinct second identifier associated with the second namespace within the
remote resource service, and automatically configuring the first private computer
network {0 enable access from the multiple computing nodes to the second
subset of computing-related resources by associating the second identifier with a
second one of the multipie network addresses, so that communications sent fo

the remote resource service via the second network address to access the
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second subset of computing-related resources are modified to include an
indication of the second identifier for use by the remote resource service in

identifying the second namespace.

8. The method of claim 1 wherein the computing-related resources
associated with the namespace within the remote resource service include
resources for at least one of data storage services and of program execution
services and of asynchronous message passing services, and wherein the
method further comprises, under control of the remote resource service:

receiving communications sent from the multiple computing nodes
of the first private computer network via the indicated network address to access
at least some of the subset of computing-related resources, the received
communications including the indication of the identifier; and

providing access to the at least some computing-related resources

from the namespace associated with the indicated identifier.

9. The method of claim 1 wherein the multiple computing nodes are
each a virtual machine hosted on one of multiple physical computing systems of
the configurable network service, and wherein the configuring of the first private
computer network includes configuring one or more virtual machine
communication manager modules that execute on one or more of the physical
computing systems to manage communications for the hosted virtual machines.

10. The method of claim 1 wherein the private computer networks
configured by the multiple clients include one or more configured private
computer networks other than the first private computer network for one or more
clients other than the first client that have one or more network addresses
specified by the one or more other clients that are the same as at least one of the
muitiple network addresses specified for use with the first private computer
network, and wherein the configurable network service further manages those
same network addresses such that, for each of those same network addresses,
each of the other private computer networks has a computing node corresponding
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to the network address that is distinct from a computing node corresponding to

the network address for the first private computer network.

11. The method of claim 1 wherein the configuring of the first private
computer network by the first client includes permitting the first client to select any
network address for the multiple network addresses specified in the first
information for use with the first private computer network.

12. A computing system configured to provide access to private computer
networks, comprising:
one or more memories; and
a configurable network service manager module that is configured to
automatically provide computer networks created for use by remote clients by, for
each of multiple remote clients:
receiving configuration information that is programmatically provided

by the client to configure a computer network that is created for use by the client,

the configuration information including an indication of multiple network addresses
to associate with multiple computing nodes to be provided as part of the created
computer network for the client;

configuring multiple computing nodes that are provided as part of
the created computer network for the client in accordance with the received
configuration information, the configuring including associating at least one of the
multiple network addresses with each of the muitiple computing nodes, the
multiple computing nodes being selected from a plurality of computing nodes
available for use with computer networks of clients;

obtaining additional information to configure access from the
created computer network for the client to one or more resources provided by a
network-accessible resource service, the additional information including an

identifier associated by the resource service with the one or more resources;
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automatically configuring the created computer network for the client
to enable access from the muitiple computing nodes to the one or more resources
provided by the resource service in a manner that is associated with the identifier,
so that communications sent to the resource service from the created private
network to access the one or more resources include an indication of the identifier
for use by the resource service; and

providing to the client access to the multiple computing nodes of the

created computer network.

13. The computing system of claim 12 wherein the configurable network
service manager module is part of a configurable network service and provides a
programmatic interface for use by the multiple remote clients to configure the
computer networks created for use by the clients, wherein the plurality of
computing nodes available for use with the created computer networks are
provided by the configurable network service, and wherein, for each of at least
some of the multiple clienis, the configuration information that is programmatically
.provided by the client is provided via the programmatic interface and further
provides network topology information for the created computer network being
configured for use by the client, the computer network that is created and
configured for use by the client is a private computer network extension to a
remote private computer network of the client and is further configured in
accordance with the provided network topology information, and the automatic
configuring of the created computer network is further to enable private access
between the remote private computer network and the muitiple computing nodes

of the private computer network extension.

14, The computing system of claim 12 wherein, for each of at least
some of the multiple clients, the network-accessible resource service that
provides the one or more resources to which access is configured for the created
computer network for the client is a remote resource service that is not part of that
created computer network, the identifier included in the obtained additional
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information is a unique identifier associated with a namespace for the client within
the remote resource service, the one or more resources that are to be accessed
from the created computer network for the client are stored within the associated
namespace for the client, and the configuring of the created computer network for
the client to include the indication of the identifier with the communications sent to
the remote resource service includes assigning one of the multiple network
addresses for the created computer network to represent the remote resource
service and associating the identifier with the assigned network address in such a
manner that communications sent to the remote resource service via the
assigned network address are modified to include the identifier for use by the

remote resource service in identifying the associated namespace.

15. The computing system of claim 12 wherein the configurable network
service manager module consists of a means for automatically providing
computer networks created for use by remote clients by, for each of the multiple
remote clients:

receiving configuration information that is programmatically provided
by the client to configure a computer network that is created for use by the client,
the configuration information including an indication of multiple network addresses
to associate with multiple computing nodes to be provided as part of the created
computer network for the client;

configuring multiple computing nodes that are provided as part of
the created computer network for the client in accordance with the received
configuration information, the configuring including associating at least one of the
multiple network addresses with each of the muiltiple computing nodes, the
multiple computing nodes being selected from a plurality of computing nodes
available for use with computer networks of clients;

obtaining additiona!l information to configure access from the

created computer network for the client to one or more resources provided by a
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network-accessible resource service, the additional information including an
identifier associated by the resource service with the one or more resources;

automatically configuring the created computer network for the client
to enable access from the multiple computing nodes to the one or more resources
provided by the resource service in a manner that is associated with the identifier,
so that communications sent to the resource service from the created private
network to access the one or more resources include an indication of the identifier
for use by the resource service; and

providing to the client access to the multiple computing nodes of the

created computer network.
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