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SYSTEMS AND METHODS FOR CUSTOMIZABLE AUTHENTICATION AND/OR AUTHORISATION 

OF ACCESS TO RESOURCES 

 

ABSTRACT 5 

 

Before users access to a resource, it is important to assess and authorise an appropriate level of 

access right based on different conditions of different users. It is also important to track and report the 

detailed information regarding the access. By providing customizable policies in the present invention, 

the administrator is able to configure different conditions as desired to adjust the levels of access 10 

right, even to the same user in different circumstances. Policies including one or more factors for 

processing the authentication and authorisation are provided. The policies can be dynamic and allow 

changes to the number and type of attributes used in authenticating and authorising a user in 

accordance to the policy being used to authenticate and authorise the user. The systems and 

methods enable a secure customizable authentication and authorisation of access to resources and at 15 

. 
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