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A METHOD AND APPARATUS FOR GENERATI NG A Cl PHER STREAM Thi s
invention relates a nmethod and apparatus for generating a cipheg,,gt+eam
Enbodi ments of the invention may find use in enciphering or encrypting of
di gital nessages, such as in tel ecomunications and conputer_copnuni cations
Syst eMGyp 94/n6s09 | N di gital communication systems, such asPEHAXAHIAE
I ntegrated systens digital networks (B-1SDN) it is often advantageous for
digital nessages transmitted thereon to

A METHOD AND APPARATUS FOR GENERATING A CIPHER STREAM

]

This invention relates a method and apparatus for generating a Cipber stream.
Embodiments of the invention may find use in enciphering or encrypting of digital
messages, such as in telecommunications and computer communications systems.

10 In digital communication systems, such as broadband integrated systems digital

petworks (B-ISDN) it is often advantageous for digital messages transmitted thercon to
be encrypted or enciphered such that a person intercepting the message is upable to
ascertain its meaning. Therefore, at the sending site on the network a plain text message
is, under control of an enciphering key, transformed into cipher text which is preferably
15 unintelligible to anyone not having the secret deciphering key. At the legitimate
receiving site on the network, the cipher text, is under control of the secret deciphering
key, rctransformed into the original plain text message. Cryptographic systems which
operate in this way arc commonly classified into block ciphers and stream ciphers.

20 . Stream cipbers act by dividing the plain text into characters, each of which is
enciphered utilising a time varying function whose time dependency is govanéd by the
internal state of the stream cipher. The time varying function is produced by a key
strecam generator, which generates a digital cipher stream in accordance with key data
which is kept secret. The key stream generator is constructed such that the cipher stream

25 produced is a pseudo random bit stream which is cyclic, but has a period which is much
greater than the length of key data provided. In a stream cipher, after each character that
is enciphbered, the device chahges state according to a rule, such that two occurrences of
the same character in the plain text message will usually not result in the same cipher text
character. S '

30 This Sheet Has Been Replace
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be encrypted or enciphered such that a person intercepting the nessage is

unabl e to ascertain its nmeaning. Therefore, at the sending site on the
network a plain text message is, under control of an enciphering key,

t r ansf kdabO Ci PHEL 5 ich is preferably unintelli gd1/&UIN0EERH ONe
not hawqggttlﬁsgbsecret ;Ebﬁeg?ﬁﬁfﬂ ‘Rased At the legitimate receiving site on
the network, the ciphq J er control of the secret deciphering
key, retransforned int pl ai'nd text nessage. Cryptographic
systens which operate in this way are commonly classified into bl ock

ci phers and stream ci phers. Stream ci phers act by dividing the

plain text into characters, each pf which is enciphered il.ising a tjnme
varyi ng function WheSesign Rés'ﬁ'éﬁbﬁ@gﬁﬁya? thforiieria ’b‘?‘l‘ﬁge Y%H&Fﬂ’ﬂ‘éﬂ’gnof
t he stream ci pher ... Ih | i } @karh oduced by a key stream
gener at.or, wﬁi‘gﬁi Sg'nv ﬁ‘@aﬁﬁi%ﬁ“@?gﬁ%r st@ggﬁm I n accordance with key
data which is kept secret. The key stream generator is constructed such
that the cipher stream produced is _a pseudo ran

] mpit stre r’&pmhich,is,
cyclic, b&t has aHoddaket anghiFe Pipes, GRpfer GyEams - ¢ OHSTPR (O SOMIEGNARS, o
provided. In a st | rh’ﬂ character that is enciphered, the
devi ce changes stﬁ&%’%% @Bé' ?gﬁ; such that two occurrences of the
sanme character in the plain text nmessage will usually not result in the

sane ci pher text character.
P R.A. Rueppel, Analysis and design of stream ciphers, Springer—Verlag, Berlin,

1986;

10
W. Mcier and O. Staffelbach, Nonlinearity criteria for cryptographic functions,
Advances in Cryptology - Eurocrypt '89, Proceedings, Springer—-Verlag, 549~562.

In summary, the sccurity of a strcam cipher depends on the "randomness” of the

15 output cipber key stteam. Assuming an interceptor (cryptoanalyst) has knowledge of the
plaintext message, the cryptoanalyst may therefore have full access to the running key
strcam. For the system to be sccure, the cipher stream must be unpredictable: regardless

of the number of cipher styeam digits observed, the subsequent cipher stream digits must

be no better predictable than by just randomly guessing them. This implies that it is

20 unfeasible for the cryptanalyst to determine the true key as he would be able to reliably
predict the cipher stream. A necessary requirement for unpredictability is 2 long period

of the cipher stream. The period defines a linear recursion, thus knowing the value of

the period and the first period of the cipher stream determines completely the remainder

of the cipher stream. Finding the shortest non-lincar feedback shift register able to

25 produce a given sequence is in general a difficult task, however algorithms or methods
do exist for doing so. Consequently, for the cipher stream to be unpredictable, it is
necessary that its linear complexity (which is the length of the shortest linear feedback

shift register able to produce the cipher stream) also be large. Unpredictability also
requires that, independent of the preceding digit, the next key cipher digit appears to be

30 drawn from a upiform distribution. Therefore the cipher stream necessarily must have
uniform statistics, i.c. an equal distribution of singlc digits, of pairs, triples of digits, etc.
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- 2- The design of streamciphers, and the criteria for their
effectlve I npl ementation is well docunented, and nay be found for exanple
H. Beker and F. Piper, G pher systens - The Protection of

Oom*run /3 This fjeptit R . London, 1982; PCT/RU93/0068Dpel |,
Anal ysi s an esign o;H S, Springer-Verlag, Berlin,

1986; W Mei el bach, Nonlinearity criteria for
cryptographi ¢ functions, -3-

Finally, it is generally preferable that cven with a large linear complexity the
cipher stream not be even close to any predictable linear forms, i.c. the cipher stream
should pot be corrclated to any lincar form. Additionally, a factor which is not often
considered in relation to stream ciphers is that of integrity of the cipher text. A message

5 authentication code (MAC), determined from the content of the plain text message, is
often transmitted with the cipher text to enable the receiver to determine whether the
received deciphered plain text corresponds with the plain text originally transmitted, i.c.
whether the cipher text has been altered during transmission. However, in cenain
cryptographic systems it may be possible for a cryptoanalyst to alter both the cipher text

10 message and the enciphered MAC in such a way that the change is not apparent to the
receiver, even though the cryptoanalyst is unable to determine the meaning of the cipher
text which has been altered. Therefore, it is also advantageous for cryptographic systems
to provide integrity checking which prevents such alterations during transmission from
taking place without detection.

15

In accordance with the present invention there is provided a digital data stream
generator for generating a cipher stream, comprising a feedback shift register structure
for producing at least one pseudo-random data stream, and a processing structure for
producing a cipher stream from said at least one data stream, comprising 2 means which

20 stores a sequence of combination values derived from 2 number of preceding values of
the at least one data stream, and processing means for producing said cipber stream by
multiplying pairs of said combination values and summing said muitiplied pairs, wherein
the difference in sequence position between the combination values for each pair is
different.

The invention also provides a digital data stream generator for generating a cipher
stream comprising at lcast one linear feedback shift register (LFSR), a summing means
for producing a sequence of sums of the outputs of said at least one LFSR, a non-linear
feedback processing means for producing a sequence of non-linear values in accordance

30 with the outputs of said at lcast one LFSR and at least one previous value of said non-
linear output value sequence, and ap output processing means for generating a data stream
in accordance with a Bent function utilising a plurality of pairs of said sequence of sums
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Advances in Cryptol ogy - Eurocrypt '89, Proceedings, Springer-Verl ag,
549-562. In summary, the security of a stream cipher depends on
the "randomess" of the output cipher key stream Assuning an interceptor
(crypt V2926509 has Kibshedids Badn Rehigep! ai Nt ext nessage, t he PETYAUBIN0687y st
may therefore have ful e running key stream For the systemto
be secure, the cipher %ﬂuw unpredi,ct abl e: regardl ess of the
nunber of cipher streamdigits ved, tT‘Ig “subsequent ci pher stream
digits nmust be no hetter predi,ctable than by just randqm essing them
This inplies ARGALil¢ast one,of issﬂge%r&tm%ml;ﬁt ‘éﬁ%%syé‘f%ef%ﬂggﬁ ditbersnce; incthe
true key as h : | Fm& i r
necessary requl %%W&@hﬁ%%f%%ﬁfﬁeiﬁgg ong dﬁe‘?!‘%ﬁ"%? ther

stream The period defines a linear recursion, thus know ng the val ue of
the period and the first period of the ci stream deternines conpletely

her
the remai nder of tAdecIONERIONSASR RIPVILLS @i %‘%J%I‘FBFVBQFG S rdacrypling a digital

R e %&Mﬁﬁﬁiﬁgﬁgﬁw 3 ol Bjotn e

Consequent | y, séquenéd)@ sompilinearsfeedirack tsubbsysteny fordpododing .a tiphérsstRaMCHER daid
that its linear conplexity (which is the |length of the _shortest |inear
f eedback shi f%i%&m nﬁ,@aaeeanﬁmgmnmrégmsmmm

the next oy & mamseasihy by § i sald CRBEMAAls, B a0 BEECREOAK S

Theref ore t hecompidising atooaalineae foedback processing rieane forngdneraring ladfebdtiack Sequenée

an equal dbstéibutipn of single digits, of pairs, triples of digits, etc.
1 y applying a non-linear funcfion to at least one value from said pseudo-random data

sequence and at least one previous value of the feedback sequence, and a cipher stream

generating meaps for gencrating said cipher stream by summing products of pairs of

values of said pseudo random daa sequence together with a value from said feedback

sequence, the pairs of values being chosen such that the difference in sequence position
15 as between cach member of a pair is different as between each pair.

The invention also provides a method for generating a cipher stream comprising -
generating a pscudo random data stream sequence, and generating a cipher stream by
summing products of pairs of values of said data stream sequence with a value derived

20 from a non-linear feedback function of values from the data stream sequence, the pairs
of values being chosen such that the difference in sequence position as between each
member of a pair is different as between each pair.

The igvention further provides a method of encrypting or decrypting a digital

25 message comprising gencrating a pscudo random data stream sequence, performing a

non-linear feed back transformation on said data stream sequence, generating a cipher

stream in which correlations to linear forms are minimised by summing products of pairs

of values of said data stream scquence with a value of said non—linear. feedback

transformation, the pairs of values being chosen such that the difference in sequence

30 position as between each member of a pair is different as between .each pair, and
encrypting or decrypting the message on the basis of said cipber stream.
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- 3- Finally, it is generally preferable that even with a | arge
| i near conplexity the cipher streamnot be even close to any predictable
linear fornms, i.e. the cipher stream should not be correl at i near
form ANGIWMEAM |y, a factor which is not often considered ﬁ’@’gw%dﬁ to
stream ci phers is that of integrity of the cipher text. A nessage
aut hentication code (MAC), determ ned froméhe content of the plain text
nessage, is often transmtted with the cipher text to enable the receiver

to determ ne wheth th eceived degjphgere al n.. L cor ]
the pl airn text ori ﬁqwsvrﬂ&g#qugbglﬁba% e‘Igﬁ'@mc%hgﬁsggwgé] by
been al tered Q!é%{dw?akibﬂfb?féu tORomMPPRIAlty of Ninesr feadback sHiT REisMIS] C Syst ens
it may be possible for a cryptoanalyst to alter both the cipher text

nmessage and the enciphered MAC in such a way that the change is not

dororm ne. the. mean FIRICEPI: RUSES GfTeld Bmro5s (ARG ESTImiiot &% combiaed with

It is al sogadyankgRaomshey, abl R HAREAR ubctior® hilied to the combination to produce an
integrity check value (ICV). Preferably the integrity check value is appended to the
digital message and encrypted therewith.

A mcthod of generating a cipher stream comprising generating a pseudo random
10 number stream sequence m,, generating a number stream sequence s; in accordance with

a non-linear feedback scheme, and gencrating an output cipher stream sequence z

according to:
kec
g = ; m,, My Sq
where ¢, d are predetermined integers with ¢ < d < j This Sheet Has Been Replaced
I a— I

15
such that (a, -~ b) ¢ (a; - b for all e, £ ¢ [c,d].

A stream cipber comprising a linear driving system which in use generates at least
one pseudo random data stream, a non-linear combining system including a feed-back
20 data stream, which generates a cipher stream by performing a non-linear operation on
said at least one pseudo random data stream, an ihtcgrity system which in use combines
a digital message with said feed-back data stream and applies an integrity function
thereto so as to generate an integrity check value, and an output system wherein the
integrity check value js appended to said digital message and the message and appended

25 check value is enciphered by use of said cipher stream.

A preferred embodiment of the invention is described in detail hereinafter, by way
of example only, with reference to the accompanying drawings wherein:
Figure 1 is a block diagram of a cipber stream generator;
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to provide integrity checking which prevents such alterations during
transm ssion fromtaking place w thout detection. I n accordance
with t es invention there is provided a digital data ﬂh?“.’
gener atk@pl)#‘()’r‘g@ener ating a cipher stream conprising a feedba c S
regi ster structure for producing at |east one pseudo-random data stream
and a processing structure for producing & gepher streamfromsaid at | east
one data stream conprising a means which stores a sequence of conbination
val ues derived fmﬁ;ga 2FOSbIRK diagiass ofdn \eabipRénidy ﬁi@ﬁﬂ n! inl R85daBEEWIR B
stream and processing neans for producing sard cip stream by
mul tiplyi ng pehbodimentsef the doventiont amh val ues and sunmming said nultiplied
pairs, wherein the_differenc n,sequencge i.on between the cqQubi natjon
val ues for each paﬁE“T‘sgdfﬁféP%f"agq“m of a g%‘“ﬂ mﬁh%ﬁ“‘ﬁr‘ n
digital data gLigasn generator for generating a cipher stream conprising at

| east one |inedr feedback shift register (LFSR), a summi ng means for
produci ng & sequence of sums of the out puts of said at |east one LFSR, a

Vel ues i n accor dan SUBLFHEERE 2&5&9%“ s e i s o BBy asRem B
out put pr ocesaapiiel Bl BaLE ding LibATe aqé#ﬁé?&*?‘n”“%séﬁ'?ﬁﬁﬁmﬁf el
Bent functi orb.utThe Hieay dmpngnsabsylsy:m)ﬂ pempriscsfa phirality aof ue linearofeedback shift
registers 8, prestored with key data x,.. Outputs from the LFSR's 8 are received by a
10 non-linear processor 10 of the non-lincar combining subsystem 6. The non-linear

processor 10 includes a feedback system 12 having memory bits 5. An output 14 from
the non-lincar combining subsystem 6 produces a data scquence z which comprises the
cipher stream. The basis of opcration of the cipher stream gencrator 2 is that secret key
data x,, is provided to the stream cipher 2, which combines the linear pseudo random
15 data sequences produced by LFSR's 8, performs a non-linear transformation thereon, and
a cipber stream is output at 14, for combination with a message to be cocipbered. The
terminal receiving the enciphered message is also provided with a cipher stream generator
2, such that a transformation involving the cipher stream % and the enciphered message
can be utilised to decipher the message. Equations (1) and (2), below, give a general
20 definition of the functions performed by the non-linear combining subsystem 6.

2y = gXjpaRyptirty)  in GF) &

This Sheet Has Been Replaced

s,i., = fi(xu,...,xd,sjl,...,s,') in GF(2). @

The bit stream 2, j=0,1,2..., is formed by combining the outputs (x,; , ... , X,), of

25 LFSR's 8 of lengths L, ..., L,, respectively. The corresponding connection polynomials

of the LFSR's 8 arc choscn to be primitive and of relatively prime degrees. The m

memory bits s';,...,s"; are used to link the jth phase of respective LFSR's 8 with the j+1th
phase.
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and at | east one of said sequence of non-linear val ues, wherein the
difference in the sequence position of the nenbers of each pair is

di fferent as between each pair. The invention al so provides a
syst emWoOrs4a6s09ypt i ng or decrypting a digital message conprP&T/AY93068hear
driving sub-systemfor generating a pseudo random data sequence, a

non-1|i near feedback sub-system for prodUC|?q_a ci pher streamfromsaid
pseudo random data sequence, and an encryption processor for encryptlng or

decrypting a nessage by conbining. it with sa er,stre
non-iinear feedbadky fosussjng emp sebglass gfﬁgﬂ%bﬂ@ﬁ@ﬂh@@&gm ﬂa?%ewsaélﬁﬂg

means for generatin d n

to at | east @&ﬁﬂg&gﬁ%ﬁ?&ﬁﬁg‘ §§’§%a- ran @'L%{%ﬁg‘egc&g%e an %?J#ggst‘%nq

one previ ous dufhatf b9 equiordsc@) b&ak@;,e&lew.cenjoﬁradnmberpbepmptmarma make an
excellent framework for defining cryptographically sound stream ciphers.

z=s-2 €)

S = Ry "u"i)‘ @

Specifically, for suitably chosen functions f this scheme can produce aa output
stream z with the following properties:

10 1/ ultimately periodic with period a divisor of, but likely to be, P where

P =" - pe2™ - n..@b -, )

and where L, is length of LFSR i with output x,.. This Sheet H
Is Sneet Has Been Repl

e coplsy il o b e o7 R !lll

15
If we also assume that (X, X3, X, «), 1 <=1 ,= 1, are independent and uniformly
distributed sequences of random variables and that s; is uniformly distributed then z can
be shown to have the following properties:

20 3/ statistical balance in that

probiz, = 0) = problz, = 1) = 1,

4/ maximal comelation immunity in that z is uncorrelated with any linear form of

xi"'u-&;
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gener ati ng nmeans for generating said cipher stream by sunm ng products of

pairs of values of said pseudo random data sequence together with a val ue
fromsaid feedback sequence, the pairs of values being chosen such that the
di f f er sn@®4i1g809equence position as between each nenber of PGIIAVIIHE8T
different as between each pair. The invention also provides a

nmet hod for generating a cipher stream conprising generating a pseudo random
data stream sequence, and generating a ci'p316r stream by sunm ng products of
pairs of values of said data stream sequence with a value derived froma

non-1inear feedbadNoté that thecstatistical sdssussptions of independence and uniformijtic of &0, tXpe
pai rs of val ues pejng chosen such . that the di.fference.in gquenc Lt on
De! bet vieen eBatr-hehBer<9h a5 nob ety Samppiie it 1565 AFsine ps B RUBHF pF EFSRS
The inventio ' d?“{rg ] : i j Hie)
digital rressggiey{co %?ﬁs)ui%k&g?\"e at | ?\%‘ﬁyg@%ugo lﬁ?r?o‘lom gatli?g‘%ég;aﬁn segﬁéuﬁ%e,
perform ng a(2tok1) Disediowerer the assumptions’ do appieanto bereasondblsfon thet behawiour of

sequence, generating a cipher streamin which correlations to linegr forns
are i ni ndsedFBR'Ss With rvgm;wdeit%vtmts (RReEs less thap e pen mndapaweﬁéé&q
g

ST et iy B ARG o SO ™ 1

bet ween each nmenber of a pair is different as between each pair, and
enerypting or decqypl obic is caltlat: Boudds on the laear complénty of the Gutput sequance
from (4). This can be done by calculating the likely input memory m from (4) and then
10 converting the feedback system of (3) and (4) into a feed forward structure of input

memory m. In principal then an upper bound on the linear complexity may be calculated
as a function of the lengths L, to L, of LFSR's 8. '

The following result provides an upper bound on the number of terms in the initial
15 part of the output sequence before periodic behaviour is exhibited.

Theorem 1. Let equation(4) have the more specific form,

8. = EXpXy) *+ 8h(Xypx ) in GF(2). @)

Then the output sequence z defined by (1) and (4") with the first M terms
20 neglected is periodic with period a divisor of P (see (5)) where,
M =1i{L,...L).

This Sheet Has Been Replaced

T

Note that in general the system defined by (3) and (4) has a period which is
25 difficult to predict with certainty. If however the functions g and h arc chosen to avoid

degeneracies (such as omitting a variable x,) then the period is very likely to be exactly
P.

Proof: sec appendix.
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- 5- B? ef &rabl y sal d pseudo random ci'ata streamor bit stream

sequence i s produced by a conbination of outputs froma plurality of |inear
f eedback shift registers. Preferably, values of said non-Ilinear

f eedback transformations are conbined with the digital nessage, and an
integrity function applied to the conmbination to produce an inte%rit check
val ue (IVOD)94/1B808f er ably the integrity check val ue is appendeBFT/4 PH@&U

di gital nessage and encrypted therewth. A nmet hod of generating a
ci pher stream conprising generating a pseudQ random nunber stream sequence
merr], generating a nunber stream sequence”s]err] in accordance wth

A specific example of a stream cipher is given by the so called summation
combiner, with f defined to be the lcast significant carry bit of the sum of its arguments
in (3) and (4). This may be expressed as,

| ]
z, = “ + § x,! (6)
n |
o = LI 3 .
Sl Xy o5 3 % O
5 Calculated lincar complexities resulting from the system defined by (6) and (7)

are provided in Table 1, below. Each line of the table gives a combination of two or
three LFSR's of lengths L. The corresponding numbers under P refer t0 the period of
the output stream z. MinComp gives the smallest lincar complexity found among all
combinations of primitive polynomials 6f the given lengths. Finally the data under %
10 represents the difference between P and Min Comp as a percentage of P. Note that cach
register is initialised to be all 1's, and the initial carry s, is set to 0. It can be seen that
the specific system defined by (6) and (7) always has the maximum possible period of

P.
This Sheet Has Been Replaced
s A
N L L La P MinComp %
2 ) ; a1 19 9.5
’ : S o3 _— 1.1
s g 381 374 18
3 4 © 105 100 4.8
3 s 217 208 4.1
s 5 889 875 1.6
25 4 5 465 455 22
. ; 1905 1838 3.5
s 6 1953 1886 33
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a non-linear feedback schene, and generating an output cipher stream

sequence z[err] according to: [err] where c, d are predeterm ned

integers with ¢ <d [err] | and a[err], b[err], are integers [err] | such

that (ahg®lohnssodlerr]l) [err] (a[err] - b[err]) for all e, f HCIAUIY/G068H .

A stream ci pher conprising a |inear driving systemwhich in use generates

at | east one pseudo random data stream a non-linear conbining system

i ncluding a feed-back data stream which gdflerates a ci pher stream by

perform ng a non-linear operation on said at | east one pseudo random dat a

stream an integrity systemwhich in use c%g‘g'znes a di %Ié5€| message_ W th
on

sai d feed-back data st®eam anti applies an i

grity fu t her et 82s0 as

to generate an integri f[6y cheoy val ue, and Wi)ut put sysieqn wherein ghe
g

integrity check value i's appended to said

Ital message and the nessage

and appended check value is enciphered by use of said cipher stream

10

15

20

3 2 3 S 651 644 1.1

7 2667 2652 0.6

7 11811 11353 3.9

S 3255 3246 03

7 13335 12789 4.1

7 27559 26819 27
Table 1

W W W N
W LK & W W

Unfortunately, the carry s, in such a system suffers from bias. In particular the
carry is balanced for N cven, and biased for N odd. Thus for example on average for
N = 3 LFSR's the least significant bit of the carry is 1 with (asymptotic) probability 2/3,
while for N = 5 the probability is 5/9. Furthermore the carry is biased in runs of equal
output digits. Although these bias effects become less significant as N becomes large,
they do represent an undesirable feature of the summation combiner. Note however that
this bias appears to represent a serious threat to the cryptographic strength of the cipher
only in the case of N = 2 LFSR's.

Two conditions should be met in the choice of a function £, (refer equation (4)).
Firstly it should be highly non-linear so as to provide a cipher stream with a near
maximal lincar complexity. Sccondly it should be balanced when probabilities are
coaditioned on known output digits.

Specifically function f, is balanced when probabilities are conditioned on the
known output digits z, provided,

Pr(s,, =1z =1) = 12,
Pris,, = 1]z =0) = 12,

This Sheet Has Been Pr(s, =0l2 =1 = 172,

T R
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A preferred enbodi ment of the invention is described in detai erei nafter,

by way of exanple only, wth reference to the acconpanying draw ngs
wher ei n: Figure 1 is a block diagramof a cipher stream generator;
- B- Fi gure Zhis Shea: ik 86 rdjhiagf am of an enci phering apparatus in
accor damas 9aésos an e e invention; and mwm a
bl ock di agram of a ﬂmm ymm

the apparatus illustrated in Figure 2.
Wth reference first 10 her e |s shovvn a ci pher stream generator

2 which -

For example consider three memory functions given by,

f=ab +ag «bg +as « bs +cgy ®)
g =ab +ag, + be « ab(lec)les) + (1+a)lobles, (9
k= l)b)- - bjcj . cjsj} (loaj)(locj)(l ¢s) . (lob‘.)(ltc,)(losl). (10)

Note that f (equation (8)) corresponds to the summation combiner of (3) in the
5 case N=3. Table 2, below, shows that f is biased, and that g and k are balanced (both

overall and conditionally).

3 b; 5 S % £ g k
0 0 0 0 0 0 0 0
0 0 0 1 1 0 0 0
10 0 0 1 0 1 0 0 0
0 1 0 0 1 0 0 1
1 0 0 0 1 0 0 1
0 0 1 1 0 1 1 1
0 1 0 1 0 1 0 o
15 0 1 1 0 0 1 1 1
1 0 0 1 0 1 0 0
1 0 1 0 0 1 1 0
1 1 0 0 0 1 0 1
0 1 1 1 1 1 1 0
- 20 1 0 1 1 1 1 1 1
1 1 0 1 1 1 1 1
1 1 1 0 1 1 1 0
1 1 1 1 ¢ o 1 1

a5 Table 2

To sce that g specifics a balanced function one may check that % has a given
value of 0 or 1 for cight of the sixteen rows of the table. Furthermore corresponding to
cach sct of these eight rows the value of the column under gis 0 and 1 four times each.
The same is true for the function k.
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conprises generally a linear driving subsystem4 and a non-1linear conbi ning
subsystem 6. The |inear driving subsystem 4 conprises a plurality of n
| i near feedback shift registers 8, prestored with key data x[err]. Qutputs
fromthe LFSR s 8 are received by a non-linear processor 10 of the
non-1inear conbini n% subsystem 6. The non-1linear processor 10 includes a
f eedback system 12 ha&{ epladed S[err]. An output 14 fromthe

[Shest as een
non- | i i ni ng oduces a data sequence f Ye8Th
conpri Q@Wﬁ@?. pher H,@iﬂ’ﬂ}m ,msi s of operation of thez"é‘:?‘p[%‘]e,r3 stream
generator 2 is that secret key data x[err] is provided to the stream
ci pherr 2, which conbines the linear pseudqgsrandom data sequences produced
by LFSR s 8, perfornms a non-linear transformation thereon, and a ci pher

streamis output at_14, for. conbination with a.mssa t e enci pher.ed.
The ter ni nal Pece&?ﬂﬁ“t%&‘%ﬂ%ﬁ%’r%ﬂ@%@@ai %%ﬁ&?‘b@%%ﬁn& (ct
ci pher streaggenpl Aqfe bleSdhiotvs that thisd fadtiions NHave QloseM6Othe! Maxinfim Chep{dr

stream z[err] and ‘t he enci phered nessage can be utilised to decgi pher the

message. Equpessirie (¥ax) fon g s of el primifive.conng et pRlyermials: (Fhds mekicatesdhat
functions pepfQ{i% fudifioht Sar'6¢ duinll Bk proVille ReBInBHBAY BhEH Bmplexity, as well as

S balance when probabilities are conditioned on known output digits.

L L, L, Max Alz)-g %-g Az-k %=k
2 3 5 651 645 09 636 23
2 3 7 2667 2071 22 2629 1.4

10 2 5 7 11811 11107 59 11705 09
3 4 5 3255 3236 0.6 3241 0.4
3 4 7 13335 12563 5.8 13281 04
3 5 7 275>9 25833 6.3 27261 1.1

Table 3
15

However, an area of weakness that cipher systems of the form defined by (1) and
(2) all sharc is correlation of the output to linear forms in the x,. Thus although the
cipber may be correlation immune ip that it has no correlation to certain linear forms, it
must have correlations to other linear forrus. Such correlations may be exploited to
20 determine the state of the linear form and so weaken the cipher. This is especially so if
the LFSR equivalent to the linear form is short or has a connection polynomial with only

a few terms.

Specifically it can be shown that if xy, Xy, Xy, .. etc are considered to be
25 independent and uniformly distributed sequences of random variables, then for a
memoryless combiner the sum of the squares of the correlation coefficients to certain
lincar functions of the inputs is always 1. Furthermore, a similar result holds for
combiners with one bit of memory. In particular for any cipher defined by (3) and (4),

z; is correlated with random variables of the form
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[err] The bit streamz[err], j=0,1,2..., is fornmed by conbi ning
the outputs (x[err], ..., x[err]), of LFSRs 8 of lengths L[err], ... ,
L[err], respectively. The correspondi ng connection polynom als of the
LFSR's 8 are chosen to be prim tivgs @BdpofpbfhAlidel y prine degrees. The m

menory bits s[err], ....s[err] are | he jth pha f ctive
o, e JNHERAE .. KIS
7 ussing on a subcla 1) and (2) it of

menory and in which g is chosen to be the binary sumof its argunents it
can be shown that a system

-13 -
i a
Y Y WaXa an
kej-1 m~=l

except for the cases in which (4) has the special form
8, = f(xu,...,x.‘) + 8 (12)

3 In the latter, however z; = z+z,_, is generated by 2 memoryless combiner and so
has correlatiops to linear forms (11) and in tum to LFSR-sequences. This is an
undesirable feature for a cipher stream as knowledge z+z; , allows an attacker to predict
z; from z_,. The following cxample illustrates a corrclation of the summation combiner
with a lincar function of the inputs.

10
Examplc. Consider the three cipher systems defined by (8), (9) and (10). Then from
Table 2 it is easy to verify that if a, b and ¢ are assumed to be independent and uniformly
distributed sequence of random variables then each systems satisfies,
Prob(z. = a. +b, +¢c. »a )=§._
f] ) i 4] s 8
Thus 2 is correlated with the LFSR that generates a, + b, + ¢ + a,,.
15

It has also been shown that correiations exist between linear forms in the input
apnd output sequence for systems with an arbitrary number of memory bits. Thus the use
of memory in the combining function cap got immunise the cipher from correlations
between linear forms in the output sequence and input LFSR's. In view of this result the

20 Dbest that can be hoped for is to design a cipher that systematically and efficiently
minimiscs all correlations to lincar forms as well as maintaining propenties 1 through 4
discussed hereinbefore.

The preferred embodiment of the invention is based on the system defined by
25 cquations (3) and (4), including means to make correlations between linear forms in the
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defi ne%? l2 1<<aaauat1|402r‘las (3) (&? Be’]‘ m, enj oy a nunber of properties that

make an excel | ent frarrevvork for defini ng crypt ographically sound stream

ci phers. [err] Specifically, for suitably chosen functions f
this scheme can produce an output streamz with the foll ow ng properties:

1/ ulti lodic with period a divisor of, but likely ere
T Sanes PeTIXU9fBost?

P = (2] 2[err] - 1)...(2[err] - 1), (5)
- 14-

output cipher stream z; and the input terms x;; to x,; uniformly small. In order to achieve
this, the preferred embodiment provides a non-linear combining sub-system 6 which may
be defined by tbe following:

his Sheet Has Been Replaced

5 T

Zy Sy e My, ¢ Oy “"’m)--z‘-ntd)mj-%n.s)*sj-.}n.s) (13)
m, = ?:xu, (14)
m] )
80y = () peesXyys8). (15)

10
With (X0 X;5s X --)y 1 <= 1 <= n, provided from linear driving subsysiem 4 as
the outputs of n LFSR's 8 with primitive connection polynomials and of relatively prime
lengths L, then for an appropriatc non-lincar function f, as discussed above the output
z is likely to have the following properties:
15
1/ vitimately periodic with period P where

P=02"-1nE"-1n.2>-1,

2/ linear complexity close to P.

20 If linz is given by a linear form in the phases of z, say,
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conplexity likely to be close to P. If we al so assune that
(x[err], x[err], x[err] ..., 1 <=r , =n, are independent and uniformy
di stributed sequences of random variables and that s[err] is uniformy
di stri bujyers 4%@ z[err] can be shown to have the follow ng ppopaUIsReEsY 3/

al an

statistical ce in that prob(z[ferr] = 0) =
prob(z[err] = 1) = [err] 4/ mexi mal correlation immunity in that z[err]
i s uncorrel ated vvith any linear formof X-i$§} .., Xerr].

This Sheet Has Been Replaced

T

and it is assumed that (Xo, X, X ), 1 €= r <= n, are independent and uniformly
distributed sequences of random variables and that s, is uniformly distributed, then linz,

has the following properties:

r~1

linz, = z, « §wlzi-l * 4

3/ statistical balance in that

prob(linz; = 0) = probitinz; = 1) = -

10 4/ maximal cormrelation immunity in that linz is uncorrelated with any linear form of

p J 3%

5§/ uniformly small corrclations between linear forms in the input and output terms.
Specifically if linx; is any linear form (11) then,

15
pmb(lm' x. = lkinz) < .!_ + ._L
P f) 2 2&01'

A formal mathematical proof of properties 3-5 is given below.

Expand the coefficients of the first terms that appear in each product term of z
20 (see (13)) to obtain:

Propertics 3 and 4 now follow from the form of the above in which m; appears
‘alone’ on the right hand side of the above equation and ncither m; nor any of xy,....x,,
appear in the rest of the equation.
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-g- WR-I9RLIE Yhat the statistical assunptions of independence and

uniformty of (x[err], x[err], x[err]..), 1 <=r<=n, are not strictly
conpatible with themarising as the output of LFSR s. For exanple an LFSR
of length L is very slightly biased towards 1 producing 2[err] 1's and

(2] er r Iw)94l6s09 However, the assunptions do appear to be r cBSHANBNE0G8Ar t he
behavi our of LFSR s with nunbers of outputs nuch | ess than the periods, and
provi ded the correspondi ng connection polynomals are primtive and of
relatively prinme degrees. It is “pé@ﬁ ble to cal cul ate bounds on
the linear conplexity of the output sequence from (4). This can be done by
calculating the likely input nmenory mfrom (4) and then converting the

f eedback systemof (3) &atl (4) into a feed forward structure of input
menory m 1In prhﬂ#;i"'pé;l *t ?h’aﬂ’ﬁpper bound on the linear conplexity may be

cal cul ated as a!Lunction"’of the lengths L[err] to L[err] of LFSR s 8.

"m:-x(ﬂ]-z + W)
“my_y(my gewimy ;¢ W ¢ W)
ﬂn’_o(mj_, sWm ¢ W g+ W + wym, , + W

My o(M i * WMy ¢ W3 & Wl g = Wity p * We, o « Wt g + W

) + ond + w
+ml-%nou(’”i-%n-3) * Wi diena * T D %m:-u)
+ remainder.

Property 5: Consider the equation linzz=linx; is an arbitrary linear form (11) in
xy. Firstly let x; be considered fixed (but arbitrary) for i > 1. Also for simpler notation
write simply x; rather than x,;. Ir:roduce new variables u;, u,, ..., Uy and vy, Vy, .., Vg 23S

T

Vi =M, ¢ Wy
v:‘ml.s + wlml-z * WF‘_‘ L J ws,
vs = m]" * wlm}_‘ + Wﬂ’-. +» W‘m,_, + Wsml_., + W0

;r. = j--;-l(b!) LR w—%laol) (as above).
5
Furthermore let x, be considered fixed for i not equal to one of j~1, j-3, j=6, . .
., j=1/2k(k+1) or j-2, j=5, j=9, j~1/2k(k+3). Then from the above we have,
10

for certain boolean constants a,, a,, ... , 3, and b;, b, ..., b,. Then cach x; term that has
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—@2-1996  14:3@ DAVIES COLLISON CAU: MELB _
The f2gl ?%v%ng%g result provides an upper bound on the nunber of terns in the

initial part of the output sequence before periodic behaviour is exhibited.
Thearem 1. Let equation(4) have the nore specific form Slerr] =
g(x[err]...Xerr]) + s[err]h(x[err]...x[err]) in GF(2).

(4) WO 94/165¢%en t he out put sequence z[err] defined by (1%@%W’Wth
the first Mterns neglected is periodic with period a divisor of P (see
(5)) where, 17 - M =h(L[err]...,L[err]).
Proof: see appendi x.

This Sheet Has Been Replaced

“l = xl_l * al' vl = xl-z * l.
(ILITTE e AR ApS

Uy = X ¢ * Gy v =X g ¢ Wk ¢ b,,

2o Lgay * % Ve gt B

not been fixed can be expressed as a lincar form in u; and v;.- For example,

Ha=% * b

Yy =V ey o by) e by =y e Wy o (wb, « B),

Hyav, oW cwv ¢ b) s b) o by mvy Wy, s wwy, o (Wowb, « wb, + by,
et

Now from the cxpansion of linz; ote that the terms m,_,, @, ... ,
M,y 3ppear only as shown. Furthermore the s terms in the remainder all have
indices less that j--1/Zk(k+1). Thus the cquation linz; = linx; becomes, after substituting
5 for the m and x terms,

Uy, > Yy bt WYy S0V ) = LRl Vs VsV,

where lin() is some linear form and where f is some function of v,, v,,...,v,. By the
standard results on Bent functions (see W. Meier and O. Staffelbach, Correlation
properties of Combiners with memory in stream ciphers, Journal of Cryptology, Vol. 4,
No. 5 (1992), pp. 67-86.) the probability that this equation holds is at most 1/2 + 172!,

10 Since this result holds for every combination of the fixed variables then it must also hold
overall.

The speed of cipber stream production of the stream cipher generator 2 may also

be improved over the conventional output at a rate of one bit per cycle. If the output is

15 produced at the rate of one word (say 32 bits) per cycle then the speed at which the
cipher could be implemented is increased by a factor of 32. In order to achieve this the
stream cipher gencrator 2 may be modified so that each cell variable is a word rather than

a bit, such that the operations of addition and multiplication over GF(2) in equatious (13),

(14) and (15) apply bit~wise between words. The effect is identical to the running of 32

20 ciphers in paralle]l and intericaving the outputs together. Thus the nth bit of each output
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Note that in general the systemdefined by (3) and (4) has a period which
is difficult to predict with certainty. If however the functions g and h
are chosen to avoi d ((egenelABLERfIRHEN as onitting a variable x[err]) then

the pen@9aiésoyery |i ctly P. o PCT/AU93/00687
--9- A speci f I\?J stream ci pher is given by the so called
sunmat i on conbi ner, to be the least significant carry bit of

the sumof its argunents in (3) and (4).-TBi=s may be expressed as,

word corresponds to the output of a similar cipher operating a Bit at a time. Each of
these bit ciphers are identical in structure and differ oply in the initial vectors of the
LFSR's. By carefully choosing the initial vectors of each LFSR the output ¢an be made
to correspond to the output of one full period of a given bit per cycle cipher, the only
$ difference being that the output bits arc re—ordered in a straightforward way. The
advantage is that the word per cycle cipher can produce the output in 1/32 of the pumber

of cycles.

In contrast to block ciphers, with stream ciphers there is no established mode of

10 operating that provides integrity. The stream cipher in accordance with the embodiments

of the invention, however, can be utilised in the implementation of a message
authentication code (MAC) that provides an integrity check value (JCV).

Figure 2 illustrates a block diagram of a preferred embodiment of the invention

15 which includes a first example of an integrity checking mechanism. In particular, there

is shown a message enciphering system 20 which incorporates a cipber stream generator

2 of the type described hercinbefore, and illustrated in Figure 1. The enciphering system

20 also includes an integrity check value generator 18, an encryption processor 26 and

a plain text message source 22. Plain text message data is received from the message

20 source 22 by the integrity check value generator 18 where the message data stream is

combined with 2 memory data stream s; 16 from the non-linear processor 10. An

integrity function is then applicd to the combined streams so as to result in an integrity

check value (ICV). The ICV is forwarded to the encryption processor 26, whereupon it

is appended as a message authentication code onto the end of the plain text message also

25 forwarded to the enciphering processing means 26 from the message source 22. The

message and MAC are then enciphered by combination with the cipher stream from
output 14, and the enciphered message is output on line 30.

A first example of the integrity and enciphering systems 18 and 26 of Figure 2
30 as described hercinbelow.

With the stream cipher 2 implemented as described above, a 32 bit word is
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[err] Cal cul ated linear conplexities resulting fromthe system
defined by (6) and (7) are provided in Table 1, below. Each line of the

tabl'e gives a conbi. atgﬂon of two or three LFSR s of lengths L[err]. The

corres ' urbe s Hoendeplacedt o the period of the oWWgVAUSSIg0ERM
z[err] Wﬁﬂ%‘n@% gi ve u ﬁg @i AusH

| i near conplexity found anong all
conbi nations of pri al s of the given lengths. Finally the

data under % represents the difference betjgeen P and M n Conp as a
percentage of P. Note that each register is initialised to be all 1's, and

System def | nERALed R oip. T2t o Heilage M GBI B ORErS M Mo MEEES M- O,
Llerr] integrity €unction is such|thatrthe memfery bits prodistednnthe cipber (8;,%.s 5z ~--) are
woven into the integrity function. The steps involved in encrypting and applying integrity

to the message M arc outlined below, where the symbol ™" refers to bit~wise exclusive

S or, and "c<<r" refers to the word ¢ cyclically left rotated by r bits. Assume also that the

stream cipher has gone through j cycles and so is in state j.

Step 1: If necessary pad the message stream with "zero” words so that jt contains
10 at least 16 words. Thus the message stream becomes My, My, M, ..., M, where g > =
16.

Step 2: Run the cipher q+1 cycles and store the outputs z., Z,2, s Zjoq.: a0d

memory Words §,;, S.; o Spq:

15
Step 3: Add the message stream to the memory stream so that
M,=M, " s, forn=1,.4.
20 Step 4: Pad the new message stream with 32 extra words by repeating the first
16 words twice over. Thus
Muion = M = M, forn = 1,..,16.
25 Step S: Define two shift arrays shiftl and shift2 as follows:
shiftl]i] = i+l for i = 0,...,30,
shift1(31] = 1.
30 shift2[i) = (i+1)*11 (mod 32) for i = 0,...,30,
shift2[31] = 11.
Note that any number between 1 and 30 which is relatively prime to 32 may be
chosep rather than 11 in defining shift2.
35
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2 3 21 19 9.5
5 93 92 1.1
7 381 374 1.8

Wé 94/16509 %(1)? %gg ﬁmwym'r
7 889 875 1.6
5 465 - #P5 2.2
7 1905 1838 3.5
6 , integri i
] Sn;p_ﬁ.S Apply x%xtchty functidf §P two mt.guéig?s follows 3638
6 7 8001 7623
a =0
b=0
; = 0;. Th_is Sheet Has Been Replaced
4= FE T
S
Round 1:
i=1;
while (i <= q+32) {
10 a=d " (M\'(b&c)) << shftl[i&3i]);
x[i] = a;
i=i+1;
b=a" (M (c&d) << shftl[i&31]);
x[i] = b;
15 i=i+l;
¢=b" (M (d&ka)) << shft1[i&31));
x[i} = ¢
i=ie¢];
d=c" ((M;(a&b)) << shft1[i&31));
20 x[i] = d;
i=si+1;
icv = icv “d;
}
Round 2:
25 i=1;
while (i <= q+32) {
a=d* (x[i]' My (b&e)) << shft2{i&31]);
i=iel;
b =a " ((x[i)" M (c&d)) << shft2[i&31]);
30 i=zi+1;
¢ =b " ((x[i]"M'"(d&a)) << shft2[i&31]);
i=iel;
d = ¢ ” ((x[i]" M (a&b)) << shft2{i&31]);
i=i+l;
35 icv = icv °d;
}
Sep 7: Add the icv to the original message M by setting M,,, = icv.
Stcp 8: Encrypt the message by adding the cipher stream such that:
40 Encrypt (M) = M,"25, My MyuyZpuqut
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3 2 644 1.1

2 3 7 2667 2652 0.6

2 5 7 11811 11353 3.9

3 4 5 3255 3246 0.3

3 WO 9416509 7 13335 12789 PCT/AUPIL0068

3 5 7 27559 26819 2.7

Table 1 Unfortunately, the carry sferr] in such a systemsuffers
frombias. In particular the carry is baT?ﬁdéd for N even, and biased for N

odd. Thus for exanple on average for N = 3 LFSR s the ] east significant bit

of the carry is 1Avmodifieds cxampiei of) the, itrgmity jand encipheging| sysems 18-aml 26eis

probabi | ity descobed irralgotidmio form heretnbeloy, and dilustxated; as a bliock diagramdh Figureut

di gits. Alth3udinthihexample the safiecassienjtions meadeefos thei pumpdses ofithegreWolie exasple

lNggge,h t hey %Aywtigsﬁﬂd ohtrJeedvatie s wggggfs,..; h.9_i:8iumﬁ¢@rbi&m,'t%§{,-
e howeyer a : :

crypt ogr a[s)hi g"t"ét“F)e gt I§|q o?'atﬁ%gg??gﬁngrﬁ tgﬁf ﬁét hev?aééw g?qgtc@yﬁfgggag:

e e S o e

i ph t
. CLPNET STTCaRI16e, ¢ an integers0.
10

Step 2: Run the cipher n+1 cycles and store the outputs z,,, Z.y, ..., Z,,,; and
memory word stream m=m;, M., IL,; ..y M,

Step 3: Add the message stream to the memory Stream so that
15
M,=M, "m, forr=1,.0
Step 4: Apply the intcgrity function in three rounds as follows:
icv=0;
for (=0 to t-1) {
20 a=0;
b=0; This Sheet Has Been Repla

c1o T

Round 1:
25 i=1;
while (i <= 16) {
2 = &M &) (bad)<<T)
i=ji+l;
b = a' (Mg, (c&d) ("c&a))<<12);
30 i=i+ 1;
¢ = b((M'4.: (d&a)"("d&b))<<17);
izi+l;
d = (M5, (a&b) ("a&))<<22);
i=i+l;
3s }
Round 2:
i=1,
while (i <= 16) {
a = d((M'y.; (0&<)"(-b&d))<<S5);
40 i=i+ ];
P = “(({w,q,,“(c&d)‘(‘c&a))«%;
1141,
¢ = b'(M'j5,;"(d&a)"(~d&b))<<14);
i=i+1;
45 d = ¢"((M',.. (a&b)"(-a&c))<<20);
i=i+ 1
}
Round 3:
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maxi mal |inear conplexity. Secondly it should be bal anced when
probabilities are conditioned on known output digits. Specifically
function f[err] is balanced when probabilities are conditioned on the known

2uaprt ?e&(téwz[ er r:] 1I/0r2?Vi ded, Pr(sﬂ"r‘]iﬁflwfsf[ err]

zZ[err] 0) :1/2 Pr(s[err] =0 z[err] =1
) - 12, Pr¢sherr] =0 | z[err] 0)—1/2
i=1;
while (xa<_= d]:?()h} “(b &C)‘('b&d)) <<4); This Sheet Has Been Replaced
- 16jei '
I
5 b = a’((M'yq.; (c&d)("c&a))<<11);
i=ziel;
c= P‘((lhfmu'(d&a)'('d&b))<<16);
1=14+ 1
d = ¢'(M'15., (a&b)(a&c))<<23);
10 i=i+];
}
icv = icv'd;
}
15 Step 5: Add the icv to the original message M by setting M, , =icv

Step 6: Encrypt the message as
Encrypt(M) = M,"z,,, Mz‘%oz;---v M, Zen

If integrity without cnci'yption is required then exactly the same procedure may

20 be used except that in step 6 only M,,, is encrypted. Furthermore, the sequence of

numbers (7, 12, 17, 22, 5, ..., 23) which arc utilised in the three rounds of step 4 may be

chosen at will, however the sequence given has been shown experimentally to produce
excellent integrity checking results.

25 The above described integrity mechanisms are ideal in the sense that for any two
messages M and M’ the probability that icv (M) = jcv (M") for random j (the stream
cipher position) is close to 1/2" where w is the word size. The so called "Birthday
Antack” (where onc message is substituted with another message having the same icv)
canpot be used against this integrity function as the function changes with the state of the

30 stream cipher. Note that this is not so with a conventiopal message authentication code.

To highlight the weaknesses of a conventional message authentication code assume that
a fixed key Kk is used with the message authentication code function Mac. An attacker
taps in to the communication line between sender S and receiver R. Further assume that
35 the arntacker knows the contents of a particular message M. Then if the attacker can
obtain the Mac it may be possible to use M and Mac, (M) to calculate the Mac key k.

LoD
[e®]

Received Time 20, Feb, 11:20 Print Time 20. Feb, |



@-B2-1996 14:32 DAVIES COLLISON cAv: MELB 61 3 9654 2088 P.25

For exanpl e consider three nenory functions given by, f =
aferr]b[err] + a[err]c[err] + b[err]c[err] + af[err]s[err] + b[err]s[err] +
clerr]sf[err], (8) g = aferr]b[err] +

b + b |+ 1+ 1
) WL ) {griter oy i)
+ clerr]s[err] + (l+a[err])(1+c)(1l+s[err]) + (1+b[err])(1l+c[err])(1+ -

s[ferr]). (10 Note that f (equaggi.on (8)) corresponds to the
summat i on conbiner of (3) in the case N=3. Table 2, below, shows that f is

ppased. and Uagina deH e b il BSSe MC4d INGE] (M) aﬁage&oofmé t R'& {PR came
from th legmete sender 9 Even if the mcssagc s&eam is encrypted with a strcéin
cipher th@ attackeocan mountga.n attack as fq_llows After galculanng M and Mac, (M)
the attackfr waits fgul be behed& he knows, ti conteats BP a subsequent message M"ll
M is theia upnadoa with M’ wladding M"+Lg to the c streamandMac,M‘)Q%

the Mac in the magsage stream) 1 0 0
1

RrRROOOOO
[ o «©
RO WwWoo o

However in the present intcgrity system there are major reasons why the above
type of attack cannot work. The length of the key k is at least $12 bits in length while
10 the icv is only 32 bits long. Thus the ability of an attacker to calculate the correct k
from M and Mac, (M) is only about one chance in 2° (>10'%) even if the Mac fupction
is casily reversible. So only a negligible amount of information about k is obtainable
from M and Mac, (M). It may be argued that from M an attacker could calculate z and
so find my, however the small level of comrelation between 2 and m; makes such an attack
15 impractical.

Sccondly since the Mac key k is constantly changing with the state of the stream
cipher an attacker cannot insert 2 message M and a valid icv at any later stage. Thus
even if the attacker obtains M and Mac, (M) and is able to calculate M' and Mac, (M")

20 for another message M' then he must do this quickly enough to replace M with M’ and
Mac, (M) with Mac, (M") in the actual transmission Stream.

The foregoing detailed description bas been put forward merely by way of

cxplanation only, and is not intended to be limiting to the invention defined in the claims
25 appended hereto.
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. ThlS Sheet Has Be laceg
To sec that g specifies a balanced function one may check “ﬂ‘

dig 1 for eight of the sixteen rows of th

Proof of Theorem. In order to simplify the presentation of the proof the following

5 notation is used:

10

|

sum’ = Ex,,
jel

gl = “xu"‘lxv)’

! = h(xx).
By successively substituting from (4°) into (3),

z, sum! + s,

= sam! « g« W,

= sum! + gt o W(g2 4 h_HSH)'

= sum’ + el-l - ;,1—1(31-2 . ],1-2(314 + B3 5. o),

Now since the sequence I has a linear complexity of M=h(L,,...,.L,), then at most M
consecutive values of the sequence I can be 1. It follows that,

z, ssum’ « gt oW i@l e Lo WM (g,
provided that j is at least M+1. Thus,
2, = Flxyd = 12,0k = jj-1,..j-M-1),

for some function F, and for j at least M+1. By the nature of an LFSR any tenmn x, may
be expressed as a function of x, m=k+1,k+2,... k+Li,. Thus,

= F’(xu"i = 1.2,k = jj-lyj = LD.

for some function F, provided that j is at least M+1. Now for j at least M+1 the vector
of binary variables in F have the same values with period P. It follows that z has period
a divisor of P for j at least M+1.//
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- In Tablc 3, below, |inear conplexity data is shown for the
functions g and k (cf Table 1). The table shows that these functions have
cl ose to the maxi mmnﬁ“mumﬂﬁl’ le (Max) for a range of small prinmtive
connectéwﬂg&hyno ates that nenory functi Gie/L668; ound

. that IM' ear raxfmt 1% néar “conplexity, as well as bal ance en

probabilities are conditioned on known output digits. L[ err] L[ err]
Llerr] Max A(z)-g %925 ~ PsBheekHas B¥enkReplaced 2
3 5 651 645 0.9 LIIJI mmul ’Hmz 3
2 3 . 2667 2071 22

1.4 2 éLAIMS.i 11811 11107 .

11705 0.9 3 4 5 _ 3255 3236 0.6

3241 0.4 3 L4 7 13335, 12563 5.8,
13281 0.41. 3 A digisal datastream generator forogepstating a Siphes stream, comprising a

an arca of ylFARMMEs Shif seises Sruetur for produciog a least onk Fepllol mndom daca sRUBYS
al | sharesi safps [prbéséing structube foruprbdicing al ¢ipber sticamnfromnsdidh et i¢ast ohe dibais
al though t hestrcam, comprising a mcans which stores a sequence of combination values derived from
a pumber of preceding values of the at least one data stream, and processing means for
producing said cipher stream by multiplying pairs of said combination values and
summing said multiplied pairs, wherein the difference in sequence position between the

10 combination values for each pair is different.

2. A digital data stream gencrator as claimed in claim 1, wherein the processing
structure includes a non-linear feedback system for producing a sequence of memory
values from valuss of said at lcast onc data stream and at least one previous memory

1S wvalue, at least one of the memory values being summed with said multiplied pairs to
produce said cipher stream.

3. A digital data stream generator as claimed in claim 1, wherein the feedback shift
register structure comprises a plurality of n linear feedback shift registers which each pass
20 a pseudo-random data stream to the non-linear combining structure.

4. A digital data stream generator as claimed in claim 2 wherein the non-linear
feedback system generates a memory value by applying a non~linear function to values
of the at least one data stream and at least onc previous memory value.

5. A digital data stream generator as claimed in claim 4 wherein each of said
combination values is derived by summing values from the at least one data stream.

6. A digital data stream generator as claimed in claim 5 wherein the feedback shift

30 rcgister structure comprises n linear feedback shift registers which produce bit streams
Xy-Xy, and wherein said feedback system produces a sequence of memory bits s
according 10 §;,; = f(x,;-..X,, ) Where £ is a non-linear function.

Received Time - 20, Feb 11:20 Print Time 20, Feb, 11:28



20~-@2-1996 14:34 DAVIES COLLISON cA: MELB 61 3 9654 2888 P.28
ci pher may be correlation inmmune in that it has no correlation to certain
linear forms, it must have correlations to other linear forms. Such
correl ati ons may ' to determine the state of the |inear form and
SO WeREHa/L€¥09 Ci pgmﬁgﬂlﬁmﬁﬁntiﬂﬂm ally so if the LFSR eBCOT/ALI3/806870 t he
1inear formis shor w & coflection polynomal with only a few terns.
Specifically it can be shown that if x[err], x[err], x[err], ... etc are
considered to be independent and uniform4P di stributed sequences of random

variables, then for a menoryless conbiner the sumof the squares of the
correl ati on7coef A digital data stream igaherator ag laimed da claivs 6owherkin saigh gombination

al ways 1. Furthernore, simlar.result holds for conbiners wth one bit of
menory. |n Nalues B8R P pced APCARAINEI® def i ned by (3) and (4), z[err] is
correlated with random variables of the form This Sheet Has Been Replaced

S

8. A digital data stream generator as claimed in claim 7 wherein the cipher stream

$ 1z is generated according to

f
eme ; ["'/-éxton "'1—%&147] * SI--;-l(bm

where & is an integer greater than one.

9. A digital data stream generator for generating a cipher stream comprising at least
one linear feedback shift register (LFSR), 2 summing means for producing a sequence of

10 sums of the outputs of said at lcast one LFSR, a non-lincar feedback processing means
for producing a sequence of non-linear values in accordance with the outputs of said at
least one LFSR and at least one previous value of said gon-linear output value sequence,
and an output processing means for generating a data stream in accordance with a Bent
function utilising a plurality of pairs of said sequence of sums and at least one of said

15 sequence of non-linear values, wherein the difference in the sequence position of the
members of cach pair is different as between each pair.

10. A system for encrypting or decrypting a digital message comprising a linear
driving sub~system for generating a pseudo random data sequence, a non-linear feedback
20 sub-system for producing a cipher stream from said pseudo random data scquence, and
an encryption processor for encrypting or decrypting 2 message by combining it with said
cipher stream, the non-linear feedback subsystem comprising a non-linear feedback
processing means for generating a feedback sequence by applying a non-linear function
to at least one value from said pseudo—-random data sequence and at least one previous
25 value of the feedback sequence, and a cipher stream generating means for generating said
cipher strcam by summing products of pairs of values of said pseudo random data
sequence together with a value from said feedback scquence, the pairs of values being
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[err] except for the cases in which (4) has the special form [err]

In the latter, however z[err] = z[err]+z err |s generated by a nenoryl ess
conbi ner and so has correl ations toTh as “f ) and in turn to
LFSR- sequences. This is an undesi ra r a ciph

knowl eo’ag WIEH) +z[ err] allows an at ict z[ er?ﬁ’&’ﬁ’?’Wrr]

The foll owi nhg exanp Ie|IIustratesacorreIat|on of t he summati on conbi ner

W|th ﬁmuﬂﬁ Htl H of the inputs. _ofxanple, Consider the three cipher
syste (9) and (10). Then from

choscn such that the difference in sequence position as between cach member of a pair

is different as between each pair.

11.  Asystem as claimed in claim 10 wherein the linear driving sub—system comprises

S  a plurality of linear feedback shift registers which are prestored with secret key data and
which generate separate data sequences which are combined to provide said pseudo
random data sequence.

12. A system as claimed in claim 11 wherein said non-linear feedback processing
10 means in usc generates said feedback sequence by applying said non-linear function to
values from said scparate data scquences together with a previous value of the feedback

sequence.

13. A system as claimed in claim 12 wherein said encryption processor encrypts a
15 plain text message stream by performing a bit~wise exclusive-or operation on the
message stream witk said cipher stream.

14. A system as claimed in claim 12 wherein said encryption processor decrypts an
cacrypted message stream by performing a bit-wise exclusive—or operation on the
20 encrypted message stream with said cipher stream.

15. A system as claimed in any one of claims 10 to 14 further comprising an integrity

checking subsystem for generating an integrity check value from a plain text message by

combining values from said feedback sequence with the message stream and applying an
25 integrity function thereto.

16. A method for generating a cipher stream comprising generating 2 pseudo random
data streamn sequence, and generating a cipher stream by suruming products of pairs of
values of said data stream sequence with a value derived from a nop-linear feedback

30 function of values from the data strcam sequence, the pairs of values being chosen such
that the difference in sequence position as between each member of a pair is different as
between each pair.
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Table 2 1t is easy to verify that if a, b and ¢ are assuned to be

i ndependent and unifornly distributed sequence of random vari abl es then

each. systens satisfies, Prob(z[err] = a[err] +
b[err] + cl[err] + a[err]) = [err] Thus z is correlated w t hat
generat‘@@’é{‘ + b[err] + c[err] + a[err],. | t h@’éﬁ?&%ﬂ

]

sho tions exist between linear forns in the i nput and out put
seq%‘ﬁﬁh'ﬂm@ggh%ﬂiwth an arbitrary.ngnber of nenory bits. Thus the use
of L s i ning function can not inmunise the cipher from
correlatio be ' : Eﬁﬁi W gﬁﬁéﬂp S.
In view of El?‘hi sk\r,%g@f){’%%ég t apg)gﬁmglé%ﬁg%)%ugﬁ or I sd?g esl gr?ugg%?pher
that syst effBpénfeidted bynsusiininge sepatdty datan'sa;nbﬁasomﬁhtscbomek lérality oD liesrear
forms as well as nmintaining properties 1 through 4 discussed hereinbefore.
The pr ef er fesdbadkoshiflt fegistessi t he i nvention i s based on the system defined by
equations (3) and (4), including neans to nmake correl ati ons between |inear
forns in the

S 18. A mcthod according to claim 17 wherein said non-linear feedback function

operates on values from said separate data scquence outputs.

19. A method according to claim 18 wherein the output values of said scparate data
scquences are words, such that the summing and multiplication operations are applied
10 Dbitwise between words.

20. A method according to claim 18 wherein said pseudo random data sequence m,
is produced from n said separate dat~ sequence outputs x; according to

L
m, = Z
j E v eet Has Been Replaced

O 111

k
LEme Il: @ Ligen ™-Liaen * 5-Ligen
15 where k is an integer greater than onc, and s; is a value of said non-linear feedback

function f wherein

sl'l .f(xu’n-’st)

21. A method according to any one of claims 16 to 20, including the step of applying
the cipher stream to a plain text message stream to generate an encrypted message
20  stream.

22. A method according to any ope of claims 16 to 20 including the step of applying
the cipher stream to an encrypted méssage stream to obtain a decrypted plain text
message stream,

25
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- 14 out put cipher stream z[err] and the |nput terms x[err] to x[err],

uniformy small. In order to achi ﬁzve trl'n%gB I &f erred enmbodi ment
provi des a non-linear conbining su may be defined by the
fol | oW Q&b e4s16509 mlﬂ l PCT/AU93/00687

TN O O _29-

Z3. A method according to claim 21 including the step of combining values derived
from said non-linear feedback function with the plain text message stream and applying
an integrity function thereto so as to obtain an integrity check value.

5§ 24. A method according to claim 23 including the step of appending the integrity
check value to the plain text message stream before applying the cipher stream thereto.

25. A method according to claim 22 including the step of combining values derived
from said non-linear feedback function with the decrypted plain text message stream and
10 applying an integrity function thereto so as to obtain an integrity check value.

26. A method according to claim 25 incliding the step of comparing the integrity
check value obtained from the plain text message stream with a value appended thereto
50 as to determine the integrity of the decrypted plain text message.
15
27. A method of encrypting a digital message comprising generating a pseudo random
data stream sequence, performing a non-linear feedback transformation on said data
stream Sequence, generating a cipher stream in which correlations to linear forms are
minimised by summing products of pairs of values of said data stream sequence with a
20 value of said non-linear feedback transformation, the pairs of values being chosen such
that the difference in sequence position as between each member of a pair is different as
between each pair, and eacrypting the digital niasage on the basis of said cipher stream.

28. A method of decrypting an encrypted digital message comprising generating a

25 pseudo random data stream sequence, performing a non-linear feedback transformation
on said data stream sequence, gencrating a cipher stream in which correlations to linear
forms are minimised by summing products of pairs of values of said data stream
scquence with a function based on a value of said non-linear feedback transformation,
the pairs of values being chosen such that the difference in sequence position as between

30 cach member of a pair is differcnt as between each pair, and decrypting the digital
message on the basis of said cipher stream.
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[err] Wth (x[err], x[err], x[err] ...), 1 <=r <=n, provided
fromlinear driving subsystem4 as the outputs of n LFSRs 8 with primtive
connection polynonmi als and of relatively prime lengths L, then for an

appr owoasaesoon- | gr’ﬂﬂl“ﬂmﬂ I””MHL as di scussed above t he PSTVARIA3/08687S
likely to have th o O HOM8r ti es: 1/ ultimately periodic with

period P where -3 -

29. A method according to claim 27 or 28 wherein said pseudo random data stream
sequence is produced by a combination of outputs from a plurality of linear feedback

shift registers.

S 30. A wmethod according 1o claim 27 wherein values derived from said non-linear
feedback transformation are combined with the digital message, and an integrity function
applied to the combination to produce an integrity check value which is appended to the
digital message before egeryption thereof.

10 31. A method according to claim 27 wherein values of said pseudo random data
stream sequence arc combined with the digital message, and an integrity function applied
to the combination to produce an integrity check value which is appended to the digital
message before encryption thereof.

15 32. A method of generating a cipher stream utilising digital processing apparatus,
comprising generating a pseudo random number stream sequence m;, generating a number
strcam sequence §; in accordance with a non-lincar feedback scheme, and generating an
output cipher stream sequence z; according to:

ke
zj = ; m‘. m.‘ ¢ s‘

where ¢, d are predetermined integers withc < d < j
20 and a,, b,, are integers < j
such that (a, - b,) # (a, - by for all ef & [c,d].

This Sheet Has Been Replaced

AR

Received Time 20. Feb, 11:20 Print Time 20, Feb, 11:37



28-82-1996 14:36 DRVIES COLLISON CAVE: MELB 61 3 S654 2088 P.33

P=(2[err] - 1)(2[err] - 1)...(2[err] - 1), 2/ linear conplexity
g;ose to P. If linz[err] is given by a linear formigSthe phases of z,
Ve - -
wosnesos |1 NI R LAV FCTIAU93/00687
-31 -

33. A stream cipher comprising a lincar driving system which in use generates at least
onc pseudo-random data stream, a non-lincar combining system including a feed~back
data stream, which generates a cipher stream by performing a non-linear operation on

S said at least one pseudo-random data stream, an integrity systemn which in use combines
a digital message with said feed-back data stream and applies an integrity function
thereto 50 as to gencrate an integrity check value, apd an output system wherein the
integrity check value is appended to said digital message and the message and appended
check value is enciphered by use of said cipher stream.

This Sheet i
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[err] and it is assuned that (x[err] x[err], x[err] ...), 1 <=r1 <=n,
are i ndependent and uniformy distributed sequences of random vari abl es and
that s[err] is uniformy distributed, then linz[err] has the foll ow ng

properties: 3/ statistical balance in that
-prob(linz[err] = 0) = prob(linz[ferr] = 1) =[err] 4/ mexi mal
correlation imunity in that linz[err] is uncorrelated with any linear form
of -3

ABSTRACT

A system for encrypting or decrypting a digital message comprising a linear driving sub-
system (4) for generating a pseudo random data sequence, a non-linear feedback sub-
S system (6) for producing a cipher stream from said pseudo random data sequence, and
an encryption processor (26) for encrypting or decrypting a message by combining it with
said cipher strcam, the non-linear fcedback subsystem comprising a non—-lincar feedback
processing means (10) for generating a feedback sequence (12) by applying a non-linear
function to at least one value from said pseudo-random data sequence and at least onc
10 previous vaiue of the feedback sequence, and a cipher stream generating means (10) for
generating said cipher stream by summing products of pairs of values of said pseudo
random data scquence together with a value from said feedback sequence, the pairs of
values being chosen such that .he difference in sequence position as between each
member of a pair is differcnt as between each pair.
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5/ %n?%'&??’ﬁ ylsmal | correlations between linear forns in the input and
output ternms. Specifically if linx[err] is any linear form (11) then,

prob(linx[err] = linz[err]) [err] + [J[err] A formal mathemati cal
proof of properties 3-5 is given bel ow. Expand poe/au99i00883i ent s of
the Woo#/1688ns t hat appear in each product termof z[err] (see (13)) to

"~ obtai n: Properties 3 and 4 now follow fromthe formof the above -

in which nferr] appears alone on the right hand side of the above
equation and neither nferr] nor any of x[err] x[err], appear in the rest
of the equation
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arbitrary) for i > 1. Also for S|npler notation wite sinpl at her
than x[err],. Introduce neM/varl M&g&m] uferr], .?C?Bﬂﬁgég?gand

viewd sang®9r], ... v[err], \m T“m‘ [err]

3/3

20

Y
~a22-

,“

-
-
—17
-~ 29
4
—24—~

i
oo
h %/,i
E"‘)—\
. )
. o -
' T v
|3
e " =
. » '3,
0(’)' } T I I B
211 8 32
Zl| & F
N . . . o " :
A : : :
e .
Teceived Time 26, Feb ‘=-1'20T—< Print Time 20, Feb. 11:306 P.37
A.EC&i' 1% I P B



s

_ Furteew®®we | et x[err] be considered fixed for i not equal to ondf [-1,
j-3, -6, j-1/2k(k+1) or j-2, j-5, j-9, j-1/2k(k+3). t he
above we have, for certain bool can constant s-af-ert alerr],

and b[err], b[err], ... , b[err]. Then each x[et&}’iteri
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A METHOD AND APPARATUS FOR GENERATING A CIPHER STREAM

This invention relates a method and apparatus for generating a cipher stream.
Embodiments of the invention may find use in enciphering or encrypting of digital

messages, such as in telecommunications and computer communications systems.

In digital communication systems, such as broadband integrated systems digital
networks (B-ISDN) it is often advantageous for digital messages transmitted thereon to
be encrypted or enciphered such that a person intercepting the message is unable to
ascertain its meaning. Therefore, at the sending site on the network a plain text message
is, under control of an enciphering key, transformed into cipher text which is preferably
unintelligible to anyone not having the secret deciphering key. At the legitimate
receiving site on the network, the cipher text, is under control of the secret deciphering
key, rctransformed into the original plain text message. Cryptographic systems which

operate in this way arec commonly classified into block ciphers and stream ciphers.

Stream ciphers act by dividing the plain text into characters, each of which is
enciphered utilising a time varying function whose time dependency is governed by the
internal state of the stream cipher. The time varying function is produced by a key
stream generator, which generates a digital cipher stream in accordance with key data
which is kept secret. The key stream generator is constructed such that the cipher stream
produced is a pscudo random bit stream which is cyclic, but has a period which is much
greater than the length of key data provided. In a stream cipher, after each character that
is enciphered, the device changes state according to a rule, such that two occurrences of
the same character in the plain text message will usually not result in the same cipher text

character.
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uferr]

and v[err]. For exanple,

i'nearflorimin

Vol

“=" [err] not been fixed can be expressgd

L

bttt st b
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The design of stream ciphers, and the critena for their effective implementation

is well documented, and may be found for example in :

H. Beker and F. Piper, Cipher systems ~ The Protection of Communications,
Northwood Book, London, 1982;

R.A. Rueppel, Analysis and design of stream ciphers, Springer-Verlag, Berlin,
1986;

W. Meier and O. Staffelbach, Nonlinearity criteria for cryptographic functions,
Advances in Cryptology - Eurocrypt ‘89, Proceedings, Springer—Verlag, 549-562.

In summary, the security of a stream cipher depends on the "randomness” of the
output cipher key stream. Assuming an interceptor (cryptoanalyst) has knowledge of the
plaintext message, the cryptoanalyst may therefore have full access to the running key
strcam. For the system to be secure, the cipher stream must be unpredictable: regardless
of the number of cipher stream digits observed, the subsequent cipher stream digits must
be no better predictable than by just randomly guessing them. This implies that it is
unfeasible for the cryptanalyst to determine the true key as he would be able to reliably
predict the cipher stream. A necessary requirement for unpredictability is a long period
of the cipher stream. The period defines a linear recursion, thus knowing the value of
the period and the first period of the cipher stream determines completely the remainder
of the cipher stream. Finding the shortest non-linear feedback shift register able to
produce a given sequence is in general a difficult task, however algorithms or methods
do exist for doing so. Consequently, for the cipher stream to be unpredictable, it is
necessary that its linear complexity (which is the length of the shortest linear feedback
shift register able to produce the cipher stream) also be large. Unpredictability also
requires that, independent of the preceding digit, the next key cipher digit appears to be
drawn from a uniform distribution. Therefore the cipher stream necessarily must have

uniform statistics, i.c. an equal distribution of single digits, of pairs, triples of digits, etc.



[err]. - Now fromthe expansion of linz[err] r‘poﬁe'{;ﬁa‘w& hie ot ef s
merr],nferr] nferr] [err] appear only as -shown. Fuithernore.the s terms in
the remai nder all have indices |ess that j'--1/2k(lf+£7“‘. ThUS T he equ_i_ation
linz[err] = linx[err] becones, after s_ug)slt itutingifor the m.and.x.terms,
[err] where |inOis some |linear formand where f is some function of
vierr], vlerr]....v[err]. By.the standard results an Bent. functions (see W
Nei er” and 0. KM% A BEDGENY GTIETBIF BiabSEFE MULE B1\atgsmBReHS oML ieor y
| SU Cartipl Gt o YhBlen®io UPAAY) picatt tinfar Monsi4 19 Dotk el 85
t he probg%ﬂc?tygf%ﬁat this cgqu%t i on&ﬁopdsl S atmrmst 1/s2l + 1?2 F(,arr] .r I nce

t hi s r eswhoukiohatsbd corredated Yo aopliimeat fam. ofAdditeonially cal factor sthlichsist derofien nust
al so hold overal,|l.. roduction of the

. The speed .of ciph t
St ream ci FHEHCHERAaatPn 1 SEPmLARECTDAS 1hhPhRETBY of 4 SPRYTIFEn A SHAFESLL put
at a rat e, HPR&id LoRSMAYS, Betelrhintd o 4 bortEnt of the plain text message, is

often transmitted with the cipher text to enable the receiver to determine whether the

received deciphered plain text corresponds with the plain text originally transmitted, i.c.
whether the cipher text has been altered during transmission. However, in certain
cryptographic systems it may be possible for a cryptoanalyst to alter both the cipher text
message and the enciphered MAC in such a way that the change is not apparent to the
receiver, cven though the cryptoanalyst is unable to determine the meaning of the cipher
text which has been altered. Therefore, it is also advantageous for cryptographic systems
to provide integrity checking which prevents such alterations during transmission from

taking place without detection.

In accordance with the present invention there is provided a digital data stream
generator for generating a cipher stream, comprising a feedback shift register structure
for producing at least one pseudo-random data stream, and a processing structure for
producing a cipher stream from said at least one data stream, comprising a means which
stores a sequence of combination values derived from a number of preceding values of
the at least one data stream, and processing means for producing said cipher stream by
multiplying pairs of said combination values and summing said multiplied pairs, wherein
the difference in sequence position between the combination values for each pair is

different.

The invention also provides a digital data stream generator for generating a cipher
stream comprising at least one linear feedback shift register (LFSR), a summing means
for producing a sequence of sums of the outputs of said at lcast one LFSR, a non-lincar
feedback processing means for producing a sequence of non-linear values in accordance
with the outputs of said at least one LFSR and at lcast onc previous value of said non-
lincar output value sequence, and an output processing means for generating a data stream

in accordance with a Bent function utilising a plurality of pairs of said sequence of sums
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produced at the rate of one word (say 32 bits) pern cycle then thel speed at
whi ch the cipher could be inplemented is increased hy a factor. ofi{32. In
order to achieve this the stream ci pher generator {2i{may be nodifi {edf so t hat
each cell variable is a word rather than a bit, such-that~the~operations of
‘addition and nultiplication over GF(2) -i‘h-equat i ons (13), (14) _\gpgm( 15)
apply bit-wi se between words. The effect is identical to the running of 32
ci phers i nargaatalehss| onenef said sequeavs 0f nohelinmar patues, wherciethe diffesentéién tid) bi t
of each out put .. ' P -18 - word
cor r espond¥apepeenositiop mfitbo members,pf gachcpaihis diffprent 23 Refeenepchapaly ¢ e,
Each of these bit ciphers arc identical in structure and differ only in the
initial vectors of the LFSR s. By carefully choosing the initial vectors
of each LFSR t hthoubyration aiscbprovadbs & systenr ésrponaypting loe deodypting of digial f ul |
period of a given bit per cycle cipher, the only difference being that the
out put bi t BCEARC FRMPFsiaE ddlifear AriyingsuliTsYSeMLPF EfRSrating,a pscudo random data

sequence, a non-linear feedback sub-system for producing a cipher stream from said
pscudo random data sequence, and an encryption processor for encrypting or decrypting
a message by combining it with said cipher strcam, the non-linear feedback subsystem
comprising a non-linear feedback processing means for generating a feedback scqucncé
by applying a non-linear function to at least one value from said psecudo-random data
sequence and at least one previous value of the feedback sequence, and a cipher stream
generating means for generating said cipher stream by summing products of pairs of
values of said pscudo random da‘a sequence together with a value from said feedback
sequence, the pairs of values being chosen such that the difference in sequence position

as between cach member of a pair is different as between each pair.

The invention also provides a method for generating a cipher stream comprising
generating a pseudo random data stream sequence, and generating a cipber stream by
summing products of pairs of values of said data stream sequence with a value derived
from a non-linear feedback function of values from the data stream sequence, the pairs
of values being chosen such that the difference in sequence position as between each

member of a pair is different as between cach pair.

The invention further provides a method of encrypting or decrypting a digital
message comprising generating a pscudo random data stream sequence, performing a
non-linear feed back transformation on said data stream sequence, generating a cipher
stream in which correlations to linear forms are minimised by summing products of pairs
of values of said data strcam sequence with a value of said pon-linear feedback
transformation, the pairs of values being chosen such that the difference in sequence
position as between cach member of a pair is different as between each pair, and

encrypting or decrypting the message on the basis of said cipber stream.



advantage is that the word per cycl e cipher can produce the output in 1/32
of the nunber of cycles. ~In.contrast to bl ock ciphers, with stream
~ciphers thére is no established node of operating that provides integrity.
The stream ci pher in accordance with th% enbodi nents of the invention,
“however, can be utilised in the inplenertati on of a nessage authentication
code (MAC) that provides an integrity check value (I1CV). e -Figure 2

i |l ustrates a Hireferably seiq preude rapdemedata sweare Opbitistrearm sequenpeis produedddyy

whi ch includes..a . fir X f pan:integrl ki,ng nmechanism 1In
parti cul af, C%Pﬁ)ésaé’qns&fs%um??‘)ﬁ%gQ éﬁ%“@n@f@’h‘é‘? ?f‘h@%g@‘s ft}é& g 55'5{7]%' ch

I ncorporates a cipher streamgenerator 2 of the type described

her ei nbefore, and illustrated in Figure 1. The enci phering system 20 al so
i ncl udes an i ntRecfierably, valuek of/sdidisondinsanfeodbary transfoemationstarocopbined sathr 26
and a plain é.ext nessa eaééour.ce 22. Plain text rre%;a e.data i s received

fromthe HR&digdal D5¥ag : wﬂ{%‘x FH%_&PPWP oL b0 thg FombIRAloa g RIPAUSS apher e
the messaggedadactikk S CX?.O%&?%I thé iﬁ;@fy?@géaecﬁ%ﬁ,c_sgr L Inel®

fromthe nonZl i near process 10. An Tntegri unction Is tthen applied to
t he conbi digitat mressapge and casryptedrthenshtithi n an integrity

A method of generating a cipher stream comprising generating a pseudo random
number stream sequence my, generating a number stream sequence §; in accordance with
a non-lincar feedback scheme, and generating an output cipher stream sequence z

according to:

k=c

%= ; m, My* Sq

where ¢, d are predetermined integers with c < d = j

i
£

| z.
. . ; e 5‘ i £ { %
and a,, b,, are integers < j B vt |
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such that (a, - b)) ¢ (a; - by for all ¢, f € [c,d].

A stream cipher comprising a linear driving system which in use generates at least
onc pseudo random data stream, a non-lincar combining system including a feed-back
data stream, which generates a cipher stream by performing a non-lincar operation on
said at least one pseudo random data stream, an ihtcgrity system which in use combines
a digital message with said feed-back data stream and applies an integrity function
thereto so as to generate an integrity check value, and an output system wherein the
integrity check value is appended to said digital message and the message and appended

check value is cnciphcfcd by use of said cipher stream.

A preferred embodiment of the invention is described in detail bereinafter, by way
of example only, with reference to the accompanying drawings wherein:

Figure 1 is a block diagram of a cipher stream generator;



check value (ICV). The ICV is forwarded to the encrf'p%l on processor.;.s 26

whereupon it is appended as a message authentication ¢odeSoi®:t he end of
the plain text message al so forwarded to the enciphering proce55| ng. maans
26 fromthe nessage source 22. The nmessage and MAC Eﬂe “Then~enctpher éd by

conbination with the cipher stream from®uatput 14, and_ the enci phereq!

nmessage is output on |ine 30. A first exanple of the inf&grity and
enci phering sysflcm; 28s ar’qno%d@gram @liap cacipherings appakmus heacordaatowith an _
Wth the str&x{n &h% ({1t ed as described above, a 32 bit wordis
- 19 - imetit 6f the ifventi

Figure 3 is a block diagram of a modified form of the apparatus illustrated in

Figure 2.

With reference first to Figure 1, there is shown a cipher stream generator 2 which
comprises generally a linear driving subsystem 4 and a non-linear combining subsystem
6. The linear driving subsystem 4 comprises a plurality of n linear fccdbacék shift
registers 8, prestored with key data x,,. Outputs from the LFSR's 8 are reccived by a
non-linear processor 10 of the non-linear combining subsystem 6. The non-linear
processor 10 includes a feedback system 12 having memory bits s An output 14 from
the non-linear combining subsystem 6 produces a data sequence z which comprises the
cipher stream. The basis of operation of the cipher stream generator 2 is that secret key
data x,, is provided to the stream cipher 2, which combines the linear pseudo random
data sequences produced by LFSR's 8, performs a non-linear transformation thereon, and
a cipher stream is output at 14, for combination with a message to be enciphered. The
terminal receiving the enciphered message is also provided with a cipher stream generator
2, such that a transformation involving the cipher stream 2, and the enciphered message
can be utilised to decipher the message. Equations (1) and (2), below, give a general

definition of the functions performed by the non-linear combining subsystem 6.

2, = §(KyprXypSy 8y in GF(2) 0))
i 1 .
S = fi(xu,...,xu,s, ,...,sj") in GF(2). )
The bit stream z, j=0,1,2..., is formed by combining the outputs (x,; , ... , X,;), of

LFSR's 8 of lengths L, ..., L, respectively. The corresponding connection polynomials
of the LFSR's 8 arc chosen to be primitive and of relatively prime degrees. The m
memory bits s‘j,...,s"‘j are used to link the jth phase of respective LFSR's 8 with the j+1th
phase.



produced every cycle. Let a nessage M consist of k words Merr], Merr],
Merr], ..., Merr]. The integrity function is such that the nmenory bits
produced by the cipher (s[err], s[err] s[err] ...) are woven into the
integrity function. The steps involved in encrypting and applying integrity
to the nmessage Mare outlined bel ow, whgre the synbol "'" refers to
bit-w se exclusive or, and "c<<r" refers to the word c cyclically left
‘rotated by r big R0 25901483 sYlEm$ (43 @) MAR ot j
cycles and so'i sysfl'oﬁ stdate J. _ 2 Sgc} : (?? %@C%As}gﬁgp%gﬁbM%@n@ssage
stream w whitlz grio'thosends beaht batary sum @ftiai aguments déaedn Bbshuwrmithat ABysteinhe
nessage stream beconmes Merr], err], Merr] ,..., Merr] where q > = 16.
Step 2: RGﬁfgle%bWﬂHetfoqi@Séyé|& éﬂ%wspré § pumbet gl pEopertiqsciba) makeany |
, z[err] &intd L , , Step 3: Add
QQQCMFBE%cWBpﬂ&xS& fgrﬁiggfrﬁplsuo l% asl?ér{fgﬂam ciphers.

the message streamto € nenor
a
RURIES ©)
8, = f(xlj,...,xm.,s}). 4)

Specifically, for suitably chosen functions f this scheme can produce an output

stream z with the following properties:

1/ ultimately periodic with period a divisor of, but likely to be, P where

P=@2"-1ne"- .2~ -, (5)

and where L, is length of LFSR i with output x;.
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2/ linear complexity likely to be close to P. {
|
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If we also assume that (x4, x,;, X, ...), 1 <=1 ,= n, are independent and uniformly
distributed sequences of random variables and that s, is uniformly distributed then z can
be shown to have the following properties:

3/ statistical balance in that

pmb(zj =0) = PTOb(Z, =1) =

(S Y

4/ maximal correlation immunity in that z is uncorrclated with any linear form of

ST



Merr] = Merr] sferr] for n =1 ....q. Step 4: Pad the new
nmessage. streamvmth 32 extra words by repeatlng the first 16 words tw ce

over. Thus Merr]= Merr], Merr], for n =
1,...,16. Step 5: Define two shift arrays Shlft| and shift2 as
fol | ows: shiftl[i] —|+'13f'or i =0, , 30, .

shiftl[31] = 1. shift2[i] (|+1)*11(m)d 32) for i =

0, , 30, Note that the staiistical 8<jimptidus. of mdcpcndcmtaxdtdmflormny afumpex,,,

between 1 and 30 which is rel atlvel Hrre to 32 ngy be chosen rather than
11 in defi%w nd, {1f=r£2n, are not strictly compatibie with them arising as the output of R's.

For example an LFSR of length L is very slightly biased towards 1 producing 2 1's and
(2v'-1) 0's. However, the assumptions do appear to be reasonable for the behaviour of
LFSR's with numbers of outputs much less than the periods, and provided the

corresponding connection polynomials are primitive and of relatively prime degrees.

It is possible to calculate bounds on the linear complexity of the output sequence
from (4). This can be done by calculating the likely input memory m from (4) and then .
converting the feedback system of (3) and (4) into a feed forward structure of input
memory m. In principal then an upper bound on the linear complexity may be calculated
as a function of the lengths L, to L, of LFSR's 8.

The following result provides an upper bound on the number of terms in the initial

part of the output sequence before periodic behaviour is exhibited.
Theorem 1. Let equation(4) have the more specific form,

1 = 8(XypeeXy) + sh(X.x)  in GFQ). (4H

Then the output sequence z defined by (1) and (4') with the first M terms
neglected is periodic with period a divisor of P (see (5)) where,

M = h(L,,..L).

Proof: seec appendix.

Note that in general the system defined by (3) and (4) bas a period which is
difficult to predict with certainty. If however the functions g and h are chosen to avoid
degeneracies (such as omitting a variable x,) then the period is very likely to be exactly
P.



- 20 - Step 6: Apply the integrity function in two rounds as
f-ol | ows: : - a = 0;
iC 0

=N

I eNe)

c = 0;

<

c ‘Round 1: ' -9 -

A Spcciﬁc cxample of a strcam cipher is given by the so called summation
combiner, with f defined to be the least significant carry bit of the sum of its arguments
in (3) and (4). This may be cxpressed as,

Z =8 + 3 Xy ©
i1

LA
-

4
1 ;

§ e AR e o P I PRI 1N

fa= Y Ay e % O

i=

g TR "': A.*

. raouan e s e AT A

Calculated linear complexities resulting from the system defined by (6) and (7)
are provided in Table 1, below. Each line of the table gives a combination of two or
three LFSR's of lengths 1,. The corresponding numbers under P refer to the period of
the output stream z. MinComp gives the smallest lincar complexity found among all
combinations of primitive polynomials of the given lengths. Finally the data under %
represents the difference between P and Min Comp as a percentage of P. Note that each
register is initialised to be all 1's, and the initial carry s, is set to 0. It can be seen that

the specific system defined by (6) and (7) always has the maximum possible period of
P.

Ly L Iy P MinComp %
2 2 3 21 19 9.5
2 5 93 92 1.1
2 7 381 374 18
3 4 105 100 48
3 5 217 208 4.1
3 7 889 875 1.6
4 5 465 455 22
4 7 1905 1838 3.5
5 6

1953 1886 35



i= 17 V\:hi|
X[I]

=i +1;
J=i + 1,
d;,
<= gq+32) {
+

e (1 <=.9g+32) { a=d" ((Merr](b&c)) << shftl[i&31]);
b=a”™ ((Merr](c&d)) << shftl[i &31]); X[1] =
c =b " ((Merr](d&)) << shftl[i&31]); x[1] =
d=c”™ ((Merr](a&)) << shftl][i&31]); X[i]
=1 + 1; icv = icv ado - } Round 2: i=1; while
a=d ((x[i])Merr]”(b&c)) << shft2[i&31]); |
=an X[1] "M err]~(c&d << shft2|&31

'5(( [ ]7M 17 )) [ l;) 25

6 7 8001 7623 4.7

3 2 3 5 651 644 1.1

2 3 7 2667 2652 0.6

2 5 7 11811 11353 39

3 4 5 3255 3246 03

3 4 7 13335 12789 4.1

3 5 7 27559 26819 2.7

Table 1

Unfortunately, the carry s; in such a system suffers from bias. In particular the
carry is balanced for N even, and biased for N odd. Thus for example on average for
N = 3 LFSR's the least significant bit of the carry is 1 with (asymptotic) probability 2/3,
while for N = 5 the probability is 5/9. Furthermore the carry is biased in runs of equal
output digits. Although these bias effects become less significant as N becomes large,
they do represent an undesirable feature of the summation combiner. Note however that
this bias appears to represent a serious threat to the cryptographic strength of the cipher
only in the case of N = 2 LFSR's.

Two conditions should be met in the choice of a function f, (refer equation (4)).
Firstly it should be highly non-linear so as to provide a cipher stream with a near
maximal linear complexity. Secondly it should be balanced when probabilities are

conditioned on known output digits.

Specifically function f, is balanced when probabilities are conditioned on the

known output digits z provided,

Pr(s,, = 1]z, = 1) = 122,

Pri(s,,, =llzl=0)=l/2, ._
Prés,., = 0lz, = 1) = 1n, 4]
Pr(j‘1=0|z/=0)=1/2'§,,_ §

_||’:-||_o__c_r



EREE ¢ = b~ ((x[i]*Merr](dga)) << shftafigdafyfoii 2L o
1; d =c* ((x[i])"Merr]"(a&b)) << shft2[i&31]),;. ' i B+ 1
icv = icv "d,; Step7: Add the icv to the orijgiinal nessdge: M; gy
setting Merr] = icv. Step 8: Encrypt the nes;;,sdge, by addi ng;t_l*;l_e
ci pher stream such that: Encr)ip{l (M = Merrj],5MerrT""Metr]
Zlerr],, - . o pooo 2o i 5t A
modi fi ed exanple of the integrity and enci phering systéns 18 and 26 is
described in aIFQBFF%‘H&FcPOPQEgﬁWé%Wﬁﬁ’é’%g\‘r,‘rpcélﬁas' i ated as a bl ock
diagramin Figuge . .
J M ab, + ac; ~ be, +as; + bs, + ey ®
g = a,bj vag + bjcj + a’bj(l +c})(l+s’) + (1+a})(l+b})clsj, )
k = ajbj + bjcj +CS; + (l+ap(l+c)(l+sp + (l+bp(l+cj)(l+sp. (10)

Note that f (equation (8)) corresponds to the summation combiner of (3) in the
case N=3. Table 2, below, shows that f is biased, and that g and k are balanced (both
overall and conditionally).

3 b, g S, Z t g k
0 0 0 0 0 0 0 0
0 0 0 1 1 04 0 0
0 0 1 0 1 0 0 0
0 1 0 0 1 0 0 1
1 0 0 0 1 0 0 1
0 0 1 1 0 1 1 1
0 1 0 1 0 1 0 0
0 1 1 0 0 1 1 1
1 0 0 1 0 1 0 0
1 0 1 0 0 1 1 0
1 1 0 0 0 1 0 1
0 1 1 1 1 1 1 0
1 0 1 1 1 1 1 1
1 1 0 1 1 1 1 1
1 1 1 0 1 1 1 0
1 1 1 1 0 0 1 1
Table 2

To sce that g specifies a balanced function onc may check that z has a given
value of O or 1 for eight of the sixteen rows of the table. Furthermore corresponding to

cach set of these cight rows the value of the column under g is 0 and 1 four times cach.

The same is true for the function k.



- 3. In this exanple the sane assunptions made for the purposes of the
previ ous exanpl e apply, however instead of the feedback stream (s[err], -
s[err], s[err] ...) it is menory bits (nferr], nferr], nferr] ...) (see
equations (113) and (14)) which are woven into the integrity function.
Step 1: I'f necessary pad the ‘nessage sttheamwith zero words so that it
contains a nultiple of 16 words. Thus the nessage stream becones Merr],

Merr], Merrly,. ey = b : e>(af S Ste » Run
t he -ci pher n+1mc§acql%/é" élér}éw\é\pgéag ctBﬁ]i’is%xﬁttypdtﬁ slsz{}’tgrg'gﬁ {or T f’]c.upr.lszfé‘f’&?‘ éfnd
Menory Wor4biétlh.eathdnrtleshdws MhArthése furclofd have cld¥t @brthe maximum Pefbd 3:
Add the nessage streamto the nmenory streamso that o

Merr] = possible](Max)ifes 3 fange of smalkprimitive qennection polygiogpials: Thisinglicates that

:c 2'; e?jr I:Byx{l%rﬂggtl (x)l?ticlmré éagrbecefo{xgdj Hl%? p%svi coxléclagvﬁl?ﬁximal linear c0mplc.'.xitly,C as \frcl(l) Bs = 0:

¢ = 0,  balance when probabilitics e TofMitioned on known outftR \@iglts!

L L L Max  Az)g %-g A@z)-k %k
2 3 5 651 645 0.9 636 23
2 3 7 2667 2071 22 2629 14
2 5 7 11811 11107 59 11705 0.9
3 4 5 3255 3236 0.6 3241 0.4
3 4 7 13335 12563 5.8 13281 0.4
3 5 7 27529 25833 6.3 27261 1.1
Table 3

However, an area of weakness that cipher systems of the form defined by (1) and
(2) all share is correlation of the output to linear forms in the x;. Thus although the
cipher may be correlation immune in that it has no correlation to certain linear forms, it
must have correlations to other linear forms. Such correlations may be exploited to
determine the state of the linear form and so weaken the cipher. This is especially so if
the LFSR equivalent to the lincar form is short or has a connection polynomial with only

a few terms.

Specifically it can be shown that if x;, xj, Xy, ... ctc are considered to be
independent and uniformly distributed sequences of random variables, then for a
memoryless combiner the sum of the squares of the correlation coefficients to certain
linear functions of the inputs is always 1. Furthermore, a similar result holds for
combiners with one bit of memory. In particular for any cipher defined by (3) and (4),

z is correlated with random variables of the form




o= 4 while (i <= 16) {

—d’\(l\/[err](b&c)’\(-b&d))<<7);
a((Merr](c&d)™(-c&a))<< 12);
—b"((l\/[err](d&a) (-d&b)) <<17); - 13 -
=cM(MJerr]*(a&b)" ( a&c))<<22) '

c

d .
} Round 2:. I =1;
a =d" e b&c b

b -a"EEMe %Ec&dg 8 )Zzg)wmﬁmk
c =b((Merr] (d&)" d )%&M)
d =c((MJerr] (a&b)( a&c) ) <<20);

except for the cases in which (4) has the special form

S = fXppensXy) + 8;. (12)

In the latter, however 2} = z+z;_, is generated by a memoryless combiner and so
has correlations to linear forms (11) and in turn to LFSR-sequences. This is an
undesirable feature for a cipher stream as knowledge z+z, ; allows an attacker to predict
z from z_,. The following example illustrates a correlation of the summation combiner

with a linear function of the inputs.

Example, Consider the three cipher systems defined by (8), (9) and (10). Then from
Table 2 it is easy to verify that if a, b and c are assumed to be independent and uniformly
distributed sequence of random variables then each systems satisfies,

5
Prob(z; = a; + b, + ¢, + 3, ) s

Thus z is correlated with the LFSR that generates a + b, + ¢, + a ;.

It has also been shown that correlations exist between linear forms in the input
and output sequence for systems with an arbitrary number of memory bits. Thus the use
of memory in the combinihg function can not immunise the cipher from correlations
between linear forms in the output sequence and input LFSR's. In view of this result the
best that can be hoped for is to design a cipher that systematically and efficiently
minimises all correlations to linear forms as well as maintaining properties 1 through 4

discussed hereinbefore.

The preferred embodiment of the invention is based on the system defined by

cquations (3) and (4), including means to make correlations between linear forms in the



: - 22 .
1; while (i <= 16) { a =
(l\/[err](b&c) (-b&d))<<4); i =i + 1;
a ((Merr]”(c&d)"(-cé&a))<<11),; _ c =
A((M[err]~(d&)"(-d&b))<<16); - 14 - =1 + 1;
=cM((Merr]~(a&b)"(-a&c))<<23); , o

= i + 1 _

- output cipher stream 2z and the input terms Xx,; t0 X, uniformly small. In order to achieve

this, the preferred embodiment provides a non-linear combining sub~system 6 which may
be defined by the following:

z; =m +m m., +m,m., + mj__;m“nmj’%mm+sj__;_m‘3) (13) -

m = Y Xy (14) ;
i=l

S = f(xu,...,xﬂ,s}). (15)

With (X, X;3) X --), 1 <=1 <= n, provided from linear driving subsystem 4 as
the outputs of n LFSR's 8 with primitive connection polynomials and of relatively prime

lengths L, then for an appropriate non-linear function f, as discussed above the output
z is likely to have the following properties:

1/ ultimately periodic with period P where

P=0"-1ne=-n."-1,
2/ linear complexity close to P.

If linz; is given by a lincar form in the phases of z, say, i

e
H ;

\, ? :'V 1.;}*.-! i 1
.

T



-} ‘ icv = icv' d; . } Step 5: Add the icv to
the original nmessage M by seting Merr]=icv Step 6: Encrypt the
nessage as Encrypt(M = Merr]”z[err]+ Merr]”z[err],..., Merr]
zferr] _ If integrity w thout egcliré/ption is required then exactly the
same procedure may be used except that 1'n step 6 only Merr] is encrypted.
Furthernore, the sequence of nunbers (7, 12, 17, 22, 5, ...,.23) which are
utilised in the three rounds of step 4.my be chosen at wll, however the
sequence given has been shownpgxperd neffaglzy tozproduce excellent integrity
checking results. The ablove'de ri‘ggél integrity mechanisns are
ideal in the sense that for any two nessages M and M the probability that
icv (M =icv (M) for randomj (the stream cipher position) is close to
1/2[err] where wis the word size. The so called "Birthday Attack” (where
one nessaydl itsissassrned thaidxwi K Bpothel IressEys, Areyindgperddents ante unifermly
Ot e i3 R Rh0 ek Bt SaddbliePhrdotes’ AL 183l S h0 SRaTHSS vi L1

has the following properties:

3/ statistical balance in that

prob(linz; = 0) = probflinz, = 1) =

4/ maximal correlation immunity in that linz, is uncorrelated with any linear form of

le,...,xtj,

5/ uniformly small correlations between linear forms in the input and output terms.

Specifically if linx; is any linear form (11) then,

1
2k+1 :

prob(linxj=linzi)s-%-+

A formal mathematical proof of properties 3-5 is given below.

Expand the coefficients of the first terms that appear in each product term of z
(see (13)) to obtain:

Properties 3 and 4 now follow from the form of the above in which m, appears

‘alone’ on the nght hand side of the above cquation and neither m, nor any of x,,...x,,,

appear in the rest of the equation



stream ci pher. Note that this is not so wwth a conventional nessage
‘aut henti cation code. To highlight the weaknesses of a conventi onal
nmessage aut hentication code assune that a fixed key k is used with the
nmessage aut henti-cation code function Mg, An attacker  taps. X T
communi cation |ine between sender S and ‘Pecei ver R Furt her:d48sume’ h’at t he
attacker knows the contents of a partl cul ar nessage M_,Then i f the at’_tacker
can obtain the Mac it,.yray be possible to use M and l\/Bc[ert] AWy Yoo 1
-cal culate t hgMac ke b

23 He may theh fo’rm ldwn ’ﬁ‘essage M and Mac[err] (M)“ and send thIS to
Ras if it cage fromthe legitimate sender S." Even if; the nmessage streamis
encrypt ed WlthJ stream ci pher the attacker can nount an attack as foll ows.
After cal cul 4% ?F&‘; I\/ac[err] (M)

+my_(my_ s"wlmj 2t WDy
vy (I g ¢ WY, 4 WD o+ W o+ WL+ W)

oMy + Wil o + W g+ Wt o+ WL f WL o W, 4 W)

"- + ane
mj-%mox)(m)-—;uxa) ifdien P M Ly T T Ve )

+ remainder.

Property 5: Coansider the equation linz=linx; is an arbitrary linear form (11) in
x;. Firstly let x; be considered fixed (but arbitrary) for i > 1. Also for simpler notation

write simply x; rather than x,;. Iriroduce new variables u), u,, ..., u, and v,, v, ..., v, a5

follows,
uy = my_y,
Uy

m 1 s
LY
7 211( )

V= m, 4wy,
VoSt o + Wi, + Wyl + Wy,
V3 = Mg ¢ WM Wy g W, o+ WM, W,

v, = mj_%md) o w%‘(bl) (as above).

Furthermore let x, be considered fixed for i not equal to one of j-1, j-3, j~6, . .
-, J=172k(k+1) or j-2, j-5, j-9, j-1/2k(k+3). Then from the above we have,

for certain boolcan constants a,, a,, ..., &, and b, b,, ..., b,. Then cach x; term that has



. the. attacker waits until he believes he knows the contents:t F-j:gzggggs UL
nessage M. M is then replaced with M by adding M +M t_Eoi_"...?.the.,i‘_hﬁs“ ég‘ﬁﬁ}}f’li;

stream and Mac[err] (M) to the Mac in the nessage stream| Howelver
in the present integrity systemthere aisla nmaj or reasons i tgh@,.{g@dggoy;e;tﬁpe%
of attack cannot work. The length of the'key k is at Ieast%/512 bits in i !
| ength while the icv i's only 32 bits long.. Thus the abil t’ymﬂf'-wan---aﬁ"'a'ck‘er’i
to calculate the correct kK fro and [err] ( i s onfy_ about one chance
in 2[er] (>10[err]) eve%l"i f;/t‘hg]%c' f u%i oﬁ/‘ls edsily r&VErsibl'é. "So only
a negligible anount of ¥nfobmati®hn about”2k" Fss Sb¥almabl%: from M and
Maferr], (M. It may bexargygd+tdiat fromM an, at waxket kpul d cal cul ate
z[err] and so find nferr], however the small |evel of correlation between
z[err] and nferr] nmakes such an attack inpractical. Secondl y since
the Mac key k is constaptLy, changing wth t tate of ,jhe stream ci pher an
attacker cannot insert g" rrexssgtgel)l\ﬁ gﬁd ab’valh’g lsﬂléﬁ/e*a’t" 5%‘9 | ater stage. Thus
even if the attacker obtains M and Mac[err] (3 and is able to calculate M
and Mac[err] (M) for another nmessage M then he nust do this quickly
enough t o notprercExed ean be Kxprassad e @l dnoay fomy invtandvgc [For cxample) in t he
actual transm ssion stream

X = v + b,

Yg=vyt Wy +b) v b =v +wy + (Wb + by,

=yt Wy v wv + b))+ b) + by =vy s Wy s wwy, s (wwb 4 wb, + by,

etc.

L ]

Now from the expansion of linz, note that the terms m,_,, m, 5, ..
my_ im0 appear only as shown. Furthermore the s terms in the remainder all bave

indices less that j--1/2k(k+1). Thus the equation linz, = linx; becomes, after substituting
for the m and x terms, '

UV + Uy 4ot Yy + RV, V) = Bn(u i, 0,V),Y,,.,V,),

where lin() is some linear form and where f is some function of v,, v,,...,v,. By the
standard results on Bent functions (see W. Meier and O. Staffelbach, Correlation
properties of Combiners with memory in stream ciphers, Journal of Cryptology, Vol. 4,
No. 5 (1992), pp. 67-86.) the probability that this equation holds is at most 1/2 + 1/2**.

Since this result holds for every combination of the fixed variables then it must also hold

overall.

The speed of cipher stream production of the stream cipher generator 2 may also
be improved over the conventional output at a rate of one bit per cycle. If the output is
produced at the rate of one word (say 32 bits) per cycle then the speed at which the
cipher could be implemented is increased by a factor of 32. In order to achieve this the
stream cipher gencrator 2 may be modified so that each cell variable is a word rather than
a bit, such that the operations of addition and multiplication over GF(2) in equations (13),
(14) and (15) apply bit~wise between words. The effect is identical to the running of 32

ciphers in parallel and interleaving the outputs together. Thus the nth bit of each output



The foregoing detail ed description has been put. formard nerely by may of
expl anation only, and is not intended to be I|n1t|hg to. thex Invent\
defined in the clainms appended hereto.

- 24 - Appendi x Proof of Theorem In order to ,s|np4 iy the ‘.
presentation of the proof the followind® notation |,s used: !

word corresponds to the ou(put of a similar cxphcr opcraung a bit at a time. Each of
these bit ciphers are identical in structurc and differ only in the initial vectors of the
LFSR's. By carefully choosing the initial vectors of cach LFSR the output can be made
to correspond to the output of one full period of a given bit per cycle cipher, the only
difference being that the output bits are re-ordered in a straightforward way. The

advantage is that the word per cycle cipher can produce the output in 1/32 of the number
of cycles.

In contrast to block ciphers, with stream ciphers there is no established mode of
operating that provides integrity. The stream cipher in accordance with the embodiments
of the invention, however, can be utilised in the implementation of a message

authentication code (MAC) that provides an integrity check value (ICV).

Figure 2 illustrates a block diagram of a preferred embodiment of the invention
which includes a first example of an integrity checking mechanism. In particular, there
is shown a message enciphering system 20 which incorporates a cipher stream generator
2 of the type described hereinbefore, and illustrated in Figure 1. The enciphering system
20 also includes an integrity check value generator 18, an encryption processor 26 and
a plain text message source 22. Plain text message data is received from the message
source 22 by the integrity check value generator 18 where the message data stream is
combined with a memory data stream s; 16 from the non-linear processor 10. An
integrity function is then applied to the combined streams so as to result in an integrity
check value (ICV). The ICV is forwarded to the encryption processor 26, whereupon it
is appended as a message authentication code onto the end of the plain text message also
forwarded to the enciphering processing means 26 from the message source 22. The
message and MAC are then enciphered by combination with the cipher stream from

output 14, and the encipbered message is output on line 30.

A first example of the integrity and enciphering systems 18 and 26 of Figure 2

as described hereinbelow.

With the stream cipher 2 amplemented as described ahove, 2 32 bit word 1<



[err] By successively substituting from(4') into (3), [err]

Now si nce the sequence h[err] has a linear conplexity of Mch(L[err],...L),
then at nost M consecutive val ues of the sequence h[err] can be 1. It
foll ows that, : z[err] =sunferr] + g[err]

+h[er](g[err].+...+h[err](g[err])..), ~19 -

produced every cycle. Let-a message M consist of k words M;, M;, M, ..., M,. “The
integrity function is such that the memory bits produced by the cipber (s;, ;.15 Sj42 ---) are
woven into the integrity function. The steps involved in encrypting and applying integrity
to the message M are outlined below, where the symbol " refers to bit—wise exclusive

or, and "c<<r" refers to the word ¢ cyclically left rotated by r bits. Assume also that the

stream cipher has gone through j cycles and so is in state j.

Step 1: If necessary pad the message stream with "zero” words so that it contains
at least 16 words. Thus the message stream becomes M;, M,, M; ,..., M, where g > =
16.

Step 2: Run the cipher q+1 cycles and store the outputs z,,, Z,s, .- Zjsqey and

MemOory WOrds Sy, Siv2 +-- Sjsq:
Step 3: Add the message stream to the memory stream so that
M,=M, s, forn=1,.q.

Step 4: Pad the new message stream with 32 extra words by repeating the first

16 words twice over. Thus

M i6n = M, =M, forn = 1,.,16.

Step S: Define two shift arrays shiftl and shift2 as follows:

shift1[i] = i+1 for i = 0,...,30,
shift1[31] = 1.

shift2[i] = (i+1)*11 (mod 32) for i = 0,...,30,
shift2[31] = 11. e e e

Note that any number between 1 and 30 which is relatively prime to 32 may be

chosen rather than 11 in defining shift2.




“provided that j is at |east Mrl. Thus,

z[err] =
F(x[err]i =1,2,...n,k =jj-1,...]-M1), for sone function F, and for | at
| east M+l. By the nature of an LFSR any term x[err] may be expressed-as a
function of x[err], mek+1, k+2,..., k+Li,. Thus, o : z[err] =
F(x[err] ,i =1,2,... n[err]k[err] :j—jzol,'...j = L[err]), for sone '
function F, provided that

L is at | east Mrl. Now for gmat | east M+l t he
vector of bi narSicR&s i Applydhg MtEriynfencting 18 Ayvg roupdseas (leWSperiod P. It
follows that z has period a divisor of P for j at |east M1.7/ o

a =0
b =0
¢ =0
d=0
icv = 0;

Round 1:
1=1;
while (i <= q+32) {

a=d" (M,/(b&c)) << shft1[i&31]); pRE b H k
x[i] = a; ] AN B
i=i+l; IR 9 b
b=a" (M/(c&d)) << shftl[i&31]); b e
xi] = b; & ]
i=i+1; b
c=b" (M, (d&a)) << shft1[i&31]);
x[i] = ¢;
i=i+l;
d=c" (M, (a&b)) << shft1[i&31]);
x[i] = d;
i=i+1;
icv = icv “d;
}

Round 2:

i=1;

while (i <= q+32) {
a=d" ((x[i]'M}"(b&c)) << shft2[i&31]);
i=i+1;
b=a" (x[iI'M,(c&d)) << shft2]i&31]);
i=1+1;
c=b" ((x[i]'M,"(d&a)) << shft2[i&31}]);
1=1+1;
d = c” ((x[i]}'M}"(a&b)) << shft2[i&31]);
1=i+1; :
icv = icv “d;

}

Step 7: Add the icv to the onginal message M by setting M,,, = icv.
Siep 8: Encrypt the message by adding the cipher stream such that:
Encrypt (M) = M,"z,,, M)’z ,,.., M ;)2 .,



CLAI VB: 1. A digital data streamgenerator for generating a cipher
stream conprising a feedback shift register structure for producing at

| east one pseudo-random data stream and a processing structure for
produci ng a ci pher streamfrom sai d-al east one data stream conprising a
means whi ch stores a sequence of conbination values derived froma nunber

- of precedi ng A/ghdtfifiePlexhiiBlcabs et gt @nGibhedny sastémpr DR emdi Pg igreans

for proqig ,ﬁ,gd%@ og{ %rfo . rh@ | Mu¥tr 64 Bl stod didptan 4P @t i on
: gg;ﬂgﬁ c EH’:P %ar?\ #58 § nspx?ltaﬁg forvvﬂfgﬁig'aé St tﬂE Igﬁ' 15’&9&
di f f er eAPP! 'h% wever "E“'t‘]‘ °8 tgaog F%’Hrﬁs)g%ﬂeﬁét quﬁmé%&rz’b‘ |(ﬁ’1 c,q‘la*r m 1,

wher ei nMhe--bisse £quatiogs 13)lﬂﬂduﬁlé))| WBICHES WO VAB ADYO; tﬁééﬁ“"ﬂ’é@’d%‘&ék%yst em for
produci ng a sequence of nmenory values fromvalues of said at | east one data
stream and atStégehstlf peesqarepadtis messagey stvedny evithaterd easds sméhadfit ¢dmeainenor y
val ues RQeh(lipt6TTes wiirds) Fhaglth#lhtdspid Stfcapnibesorhes M, OMIC M SAL, AMG ivittees

stream p-1, t an ifite gérgbt al data stream generator as cl ai med in claim 1,
wherein the feedback shift

Step 2: Run the cipher n+1 cycles and store the outputs Zits Ziya s Zjsass and
memory word stream m=m;, m,), M, -y Dyey-

Step 3: Add the message stream to the memory stream so that

=M, " m, forr=1,.n
Step 4: Apply the integrity function in threc rounds as follows:

icv =0,

for (j=0 to t-1) {
a=0;
b=0;

=0

d=0,

Round 1:

i=1;

while (i <= 16) {
a = d((M'y5," (b&c) ("b&d))<<7);

i=i+1;

b = a'(M'y4. (c&d) (-c&a))<<12);

i=i+1;

¢ = b'((M'j4,; (d&a)"("d&b))<<17); B

i=1+1;

d = c"((M';4,; (a&b) (a&c))<<22); s

i=i+ 1 !

} !
Round 2: ’

i=1;
while (i <= 16) {
a = d"(M'\q., (b&c) (b&d))<<5),

i=1+1;

b = a"((M',,, (c&d) ("c&a))<<9);
i=i+1

¢ = b'((M').; (d&a) ("d&b))<<14);
i=i+1;

d = ¢’((M',,, (a&b) ("a&c))<<20);
=141

}
Round 3:



"register structure conprises a plurality of n linear feedback shift

regi sters which each pass a pseudo-random data streamto the non-Ilinear
conbi ni ng structure. 4. A digital data stream generator as clained in
claim2 wherein the non-linear -f eedback system generates ‘a nenory val ue by
applying a non-linear function to val ueg of 'the at | east one data stream

and at | east one preyi aus menory val ue. 5. A digital data stream
generator as clainmed Tri'claim4 wherein each of said conbination val ues is
derived by summi ng v‘é(h% i f7dM dhe at | east one data stream 6. A

digital data stream generarod (M| @& b&d)ted)m 5 wherein the feedback

shift register structure c@rrptrl‘lses n |inear feedback shift. regl sters ‘Whi ch
produce bit streans b= Ihessed)m-ed)sk 18 dback; sy st ‘nprerd‘uees a
sequence of nenory bits s; _.qq,cq)roﬁ ng tgqs[er)?] ?f(X[‘%‘fFE}' e xXer T SI err])

where f is a non-linear fémct; m&.m” (d&a) (-d&b))<<16); | 0% AUG 195 1‘
i=i+1; !
d = ¢(M'4. (a&b) (a&ke))<<23); |

}
icv = icv'd;

}

2 it e

Step 5: Add the icv to the original message M by setting M,,,=icv
Step 6: Encrypt the message as
Encrypt(M) = Mz, M)z, M, G

If integrity without encryption is required then exactly the same procedure may
be used except that in step 6 only M,,, is encrypted. Furthermore, the sequence of
numbers (7, 12, 17, 22, 5, ..., 23) which are utilised in the threc rounds of step 4 may be
chosen at will, however the sequence given has been shown experimentally to produce

excellent integrity checking results.

The above described integrity mechanisms are ideal in the sense that for any two
messages M and M' the probability that icv (M) = icv (M") for random j (the stream
cipher position) is close to 1/2¥ where w is the word size. The so called "Birthday
Attack” (where onc message is substituted with another message having the same icv)
caxinot be used against this integrity function as the function changes with the state of the

stream cipher. Note that this is not so with a conventional message authentication code.

To highlight the weaknesses of a conventional message authentication code assume that
a fixed key k is used with the message authentication code function Mac. An attacker
taps in to the communication line between sender S and receiver R. Further assume that
the attacker knows the contents of a particular message M. Then if the attacker can

obtain the Mac it may be possible to use M and Mac, (M) to calculate the Mac key k.



2t-.26 - 7. A digital data stream generator as clained in claim®6 wherein
sai d conbi nation values nferr] are produced according to [err] 8. A
digital data stream generator as clainmed in claim7 wherein the cipher -
streamz[err] is generated according to [err] where k is an integer

greater than one.

-23 -

He may then form his own message M' and Mac, (M") and send this to R as if it came
from the legitimate sender S. Even if the message stream is encrypted with a stream
cipher the attacker can mount an attack as follows. After calculating M' and Mac, (M)
the attacker waits until he believes he knows the contents of a subsequent message M".

M" is then replaced with M' by adding M"+M' to the message stream and Mac, (M") to

the Mac in the message stream.

However in the present integrity system there are major reasons why the above
type of attack cannot work. The length of the key k is at least S12 bits in length while
the icv is only 32 bits long. Thus the ability of an attacker to calculate the correct k
from M and Mac, (M) is only about one chance in 2*° (>10'*) even if the Mac function
is easily reversible. So only a neglgible amount of information about k is obtainable
from M and Mac, (M). It may be argued that from M an attacker could calculate z and

so find m,, however the small level of correlation between Z and oy makes such an attack
impractical.

Secondly since the Mac key k is constantly changing with the state of the stream
cipher an attacker cannot insert a message M and a valid icv at any later stage. Thus
even if the attacker obtains M and Mac, (M) and is able to calculate M' and Mac, (M)
for another message M' then he must do this quickly enough to replace M with M’ and
Mac, (M) with Mac, (M) in the actual transmission stream.

The foregoing detailed description has been put forward merely by way of

explanation only, and is not intended to be limiting to the invention defined in the claims

appended hereto.
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-9.- + A digital data stream generator for generating a cipher stream
conprising at |east one |linear feedback shift register (LFSR), a sunmm ng
means for producing a sequence of suns of the outputs of said at |east one
LFSR, a non-linear feedback processing nmeans for produci ng a sequence of
non-|inear values in-accordance with t'he outputs of said at |east one LFSR
and at | east one previous value of said2don-linear output val ue sequence,
and ‘an out put processing neans for generating a data streamin accordance
with a Bent function utilising a plurality of pairs of said sequence of
suns and at | east one of said sequence of non-linear val ues, wherein the
di f f er enceMPReER sequence position of the nenbers of each pair is
different as between each pair. 10. A system for encrypting or
decrypting a digital nessage conprising a linear driving sub-systemfor
gener at i NgProop D¢ KheorefiOIA dfden 6 GUplifiCthcapRedindtioest tHeeRdbAGK: BllbwiNgt em
for producing a cipher streamfrom said pseudo random data sequence, and an
encr ypt i orRQsgtipelsHsed:f or encrypting or decrypting a message by combining it
with said cipher stream the non-linear feedback subsystem conprising a
non-|inear feedback processing neans for agenerating a feedback sequence by
applying a non-linear function to fiim4 ea¥$t xpne val ue from said
pseudo-random dat a sequence and at | eastipne previous val ue of the feedback
sequence, and a cipher stream genegatipg, neany, for generating said cipher
stream by summ ng products of pai % of ; vEI'Ue¥ of sai d - pseudo;.r:andom: dat a
sequence together with a value fr §h Ay i-edaback sequence;--the paits “of
val ues bei ng ' j -
By successively substituting from (4') into (3),

ok ke 1

z, sum? + s,

= sum! + g"l + hj'lsj_l,

= sum! + gt + Wl + B s )
= Mf + gl-l + hj—l(gl-z + hj—Z(g)—S + hj-3 sj-j))'

Now since the sequence I has a linear complexity of M=h(L,,...,L.), then at most M

consecutive values of the sequence ¥ can be 1. It follows that,
Z =sum’! + g/l W Nl 2w 4 WM MYy ),
provided that j is at least M+1. Thus,
Z; = Flxgi = 12,..nk = jj-1,.,j-M-1),

for some function F, and for j at least M+1. By the nature of an LFSR any term x, may
be expressed as a function of x_, m=k+1,k+2,.... k+Li,. Thus,

z, = F’(xu‘,i = 12,0k = jj-1,.J = L),

for some function F, provided that j is at least M+1. Now for j at least M+1 the vector

of binary variables in F' have the same values with period P. It follows that z has period
a divisor of P for j at least M+1.//



- 27 - that the difference in sequenc;e'pp ":"'oﬁt}_{éi‘é"f-.fbet ween
each nenb ﬂilw ‘ilI I |fferent as between each’:pai-i-

~=1171 (A system
as cl ai me re| n the linear driviing sub- SYy.St ery cenprl ses a
plurality of I I near feedback shift regksters Whi ch are *pfr“e§tored W th
secret key data and whi ch generate separate data §equences whi-eh ‘are
conbi neg-t ovi de sai d pseudo random data sequence 12. A system as
claimed Tn claim 11 wherein said non-linear feedback,aprecessrrig nmeans in
- use generates said feedback sequence by applying said non-linear function

to

1. A digital data stream generator for generating a cipher stream, comprising a
feedback shift register structure for producing at least onc pseudo-random data stream,
and a processing structure for producing a cipher stream from said at Ieast one data
stream, comprising a means which stores a sequence of combination values derived from
a number of preceding values of the at least one data stream, and processing means for
producing said cipher stream by multiplying pairs of said combination values and
summing said multiplied pairs, wherein the difference in sequence position between the

combination values for each pair is different.

2. A digital data stream generator as claimed in claim 1, wherein the processing
structure includes a non-linear feedback system for producing a sequence of memory
values from valuss of said at least one data stream and at least one previous memory
value, at least one of the memory values being summed with said multiplied pairs to

produce said cipher stream.

3. A digital data stream generator as claimed in claim 1, wherein the feedback shift
register structure comprises a plurality of n linear feedback shift registers which each pass

a pseudo~random data stream to the non-linear combining structure.

4. A digital data stream generator as claimed in claim 2 wherein the non-linear
feedback system generates a memory value by applying a non-lincar function to values

of the at least one data stream and at least one previous memory value.

5. A digital data strecam generator as claimed in claim 4 wherein each of said

combination values is derived by summing values from the at least one data stream.

6. A digital data stream generator as claimed in claim 5 wherein the feedback shift
register structure comprises n linear feedback shift registers which produce bit streams
X)Xy, and wherein said feedback system produces a sequence of memory bits s,

according to s,,; = f(x,,...,x,, 5} where f is a non-lincar function.



values from said separate data sequences together with a previous val ue of
t he feedbﬁmﬁmﬂmnﬁﬂu UIE - A systemas clainmed in claim12 wherein said
encryptio pts a plain text message stream by performng a
bit-w se eXclUsi'velor Sopération on thegenessage streamwith said ci pher '
stream 14. A systemas clainmed in claim12 wherein said encryption
processoy decgyf éx&l%ﬁtaeﬁ%ﬁpgﬁﬁrﬂgﬁﬁﬁgﬁuﬁ&fmlﬁyﬁﬁﬁfcfrﬂh%ﬂﬁc&ntﬁhﬁndﬁ se
excl usi ve-or operation onthe encrypted nessage streamwi th said cipher
stream. vahies.m; arApsgchtcedmemrdxlngmred in any one of clains 10 to 14 further
conprising an i nt egrity checking subsystemfor generating an integrity
check value froma plain text nessage by conbining val ues from said

f eedback sequence with the nmessagepstt and applying an integrity
function thereto. 16. A net hod f’or?egr‘ferati ng a ci pher stream

conprising generating a pseudo random data stream sequence, and generating
a ci pher stream by summ ng products of pairs of

8. A digital data stream generator as claiped in claim 7 wherein the cipher stream

z; is gencrated according to

i l.-_'.-
=myr ; ['"/-éut-u "'/-%k(mr] ST

{

where k is an integer greater than one.

Femsummpigmmes 0T

9. A digital data stream generator for gencrating a cipher stream comprising at least
one linear feedback shift register (LFSR), a summing means for producing a sequence of
sums of the outputs of said at least one LFSR, a non-linear feedback processing means
for producing a sequence of non-linear values in accordance with the outputs of said at
least one LFSR and at least one previous value of said non-linear output value sequence,
and an output processing means for generating a data stream in accordance with a Bent
function utilising a plurality of pairs of said sequence of sums and at least one of said
sequence of non-linear values, wherein the difference in the sequence position of the

members of each pair is different as between each pair.

10. A system for encrypting or decrypting a digital message comprising a linear
driving sub-system for generating a pseudo random data sequence, a non-linear feedback
sub-system for producing a cipher stream from said pseudo random data sequence, and
an encryption processor for encrypting or decrypting a message by combining it with said
cipher strcam, the non-linear feedback subsystem comprising a non-linear feedback
processing means for generating a feedback sequence by applying a non-linear function
to at least one value from said pscudo-random data sequence and at least one previous
value of the feedback sequence, and a cipher stream generating means for generating said
cipher stream by summing products of pairs of values of said pscudo random data

sequence together with a value from said feedback sequence, the pairs of values being



val ues of said data stream sequence wth a val ue der| ved fr@m a, n@n Ilnear

f eedbac ues fromthe data stream sequeh(’:e ‘¥ hé* palil r$ of
val ues mm'g m&m,t& E that the difference in sequence- -posi tJ,_(.}nJas
bet ween eac pair is different as between each pair. P

- 28 - 17. A nethod accord| ng to ctd3/m 16 wherei‘n-t-he-pseudo random dat a
. stream sequence i s generated by sunm ng separate data sequence outputs from

a pl ur alchbyenaduch ithatahe Hifetbaaekinsdefidnct @osisive ks berwekf.cach Momtichofl agrgor di ng
to claim 17 wherein said non-linear feedback function operates on val ues
f r om saiitldiffasem asbetecn sashR@ifce out put s.

11.  Asystem as claimed in claim 10 wherein the linear driving sub-system comprises
a plurality of lincar feedback shift registers which are prestored with secret key data and
which gencrate scparate data sequences which are combined to provide said pscudo

random data sequence.

12. A system as claimed in claim 11 wherein said non-linear feedback processing
means in use generates said feedback sequence by applying said non-linear function to
values from said separate data sequences together with a previous value of the feedback

sequence.

, 13. A system as claimed in claim 12 wherein said encryption processor encrypts a
plain text message strecam by performing a bit-wise exclusive—or operation on the

message stream with said cipher stream.

14. A system as claimed in claim 12 wherein said encryption processor decrypts an
encrypted message stream by performing a bit-wise exclusive—or operation on the

encrypted message stream with said cipher stream.

15. A system as claimed in any one of claims 10 to 14 further comprising an integrity
checking subsystem for generating an integrity check value from a plain text message by
combining values from said feedback sequence with the message stream and applying an

integrity function thereto.

16. A method for generating a cipher stream comprising generating a pseudo random
data stream sequence, and generating a cipher stream by summing products of pairs of
values of said data stream sequence with a value derived from a non-linear feedback
function of values from the data stream sequence, the pairs of values being chosen such

that the difference in sequence position as between cach member of a pair is different as

between cach pair.



A met hod according to claim 18 wherein the output values of said
separa arc words, such that the summ ng and multiplication
operat | g vﬂyﬂ“& B@‘E Bbi twise between words. 20. A nmet hod according to
claiml erel «pseudo random data sequence nierr] is produced fromn

said separate dat sequence outputs Xx[grr] according to and wherein
the cipher streamz[err] is generated according to

k[err] where k.i g an int r.greater .t han on sl e is a value of
sai ' nond73 ned mf e aBhete e Fei 5 YnRsit I pello raRBm el slrbam Sefuence
is generated by summing scparate data sequence outputs from a plurality of linear

feedback shift registers.

18. A method according to claim 17 wherein said non-linear feedback function

operates on values from said separate data sequence outputs.
19. A method according to claim 18 wherein the output values of said separate data
sequences are words, such that the summing and multiplication operations are applied

bitwise between words.

20. A method according to claim 18 wherein said pseudo random data sequence m,

is produced from » said separate dat~ sequence outputs x; according to

and wherein the cipher stream z is generated according to

L=m 21: ("';-—;mon -t * Ly

where k is an integer greater than one, and s; is a value of said non-linear feedback

function f wherein

S, = f(xu,...,x,v,sj)

21. A method according to any one of claims 16 to 20, including the step of applying
the cipher stream to a plain text message stream to generate an encrypted message

stream.

22. A method according to any one of claims 16 to 20 including the step of applying
the cipher stream to an encrypted message stream to obtain a decrypted plain text

message stream.



Jerr] 21. A nmet hod according to any one of clains 16 to 20, including

the ste |l ving the cipher streamto a plain text nessage streamto

gener at E!ﬁ %i’g’ Hmj:ﬂﬁssage stream 22. A net hod according to any one

of clai i wncfltidi ng the step of applying the cipher streamto an

encrypted nessage streamto obtai n_agdecrypted plain text nessage stream
23. A method according to claim 21 including the step of combining values derived

from said non-~lincar feedback function with the plain text message stream and applying

an integrity function thereto so as to obtain an integrity check value.

24. A method according to claim 23 including the step of appending the integrity

check value to the plain text .mcssagc stream before applying the cipher stream thereto.

25. A method according to claim 22 including the step of combining values derived
from said non-linear feedback function with the decrypted plain text message stream and

applying an integrity function thereto so as to obtain an integrity check value.

26. A method according to claim 25 incl:ding the step of comparing the integrity
check value obtained from the plain text message stream with a value appended thereto

so as to determine the integrity of the decrypted plain text message.

27. A method of encrypting a digital message comprising generating a pseudo random
data stream sequence, performing a non-linear feedback transformation on said data
stream sequence, generating a cipher stream in which correlations to linear forms are
minimised by summing products of pairs of values of said data stream sequence with a
value of said non-linear feedback transformation, the pairs of values being chosen such
that the difference in sequence position as between each member of a pair is different as

between each pair, and encrypting the digital message on the basis of said cipher stream.

28. A method of decrypting an encrypted digital message comprising generating a
pseudo random data stream sequence, performing a non-linear fecdback transformation
on said data stream sequence, generating a cipher stream in which correlations to linear
forms are minimised by summing products of pairs of values of said data stream
sequence with a function based on a value of said non-linear feedback transformation,
the pairs of values being chosen such that the difference in sequence position as between
each member of a pair is different as between each pair, and decrypting the digital

message on the basis of said cipher stream.




- 29 - A method according, to claim2l including the step of

conbi ni ng rom said non-1linear feedback function with the

pI ain tex "mmﬂ;m ;migl!",and appl yi ng an integrity function thereto so as
to obtain a&n Fntegrity check val ue. 24. A met hod according to claim?23
including the step of appending the-i3gtegrity check value to the pl ain text

.nessage stream before appl yi ng the cipher stream t her et o. A net hod

accordi g 0 AL hidiHBuZRodrfiteUd] it bseo?@@micaecry paagd 3 huﬁ;sdadwrxa@# from

sai d non-1i near ction with the aln text nessage
stream amhcﬂ:p:plsypmguad byna egmbinationroftdugputd fremet plwaligsof tinedrt fatdbagk

I ntegri t% check val ue. 26. A met hod according to claim25 including the
step of s lﬁr’rﬁ?&’sfcﬁ‘{; the integrity check value obtained fromthe plain text
nmessage streamwith a val ue appended thereto so as to determne the
integrity of the decrypted plain text nmessage. 27. A met hod of

encrypt 309 a Alintthcdl addBAibRg o Shiifar 27 wherciir s Hétived REMUEHd mandianear
feedback transformation are combined with the digital message, and an integrity function
applied to the combination to produce an integrity check value which is appended to the
digital message before encryption thereof.

31. A method according to claim 27 wherein values of said pseudo random data
stream sequence are combined with the digital message, and an integrity function applied
to the combination to produce an integrity check value which is appended to the digital

message before encryption thereof.

32. A method of generating a cipher stream utilising digital processing apparatus,
comprising generating a pseudo random number stream sequence m;, generating a number
stream sequence s; in accordance with a non-linear feedback scheme, and generating an

output cipher stream sequence z according to:

k=
= ); Mg, My, + Sq

where ¢, d are predetermined integers withc <d < j
and a,, b,, are integers < j
such that (a, - b) # (3, - by for all ¢,f € [c,d].




" data stream sequence, perform ng a non-linear feedback transformation on

sai d dat sequence, generating a cipher streamin which correl ations
to Iineaﬂ"m“ E imm'l sed by summ ng products of pairs of val ues of
sai d dat ¢ e W th a value of said non-linear feedback

transformation, the pairs of values_-bying chosen such that the difference

i n sequence position as between each nenber of a pair is different as

bet ween each pair, and encrypting the digital nmessage on the basis of said
ci pher stream 28. A nmet hod of decrypting an encrypted digital nessage
conpri sBhg gArstreat ciphea cpmerisiag adimtandriteing spstere avhisieipues generprs bole§tng a
non-1i near feedback transformation ﬁg sai d data stream sequence, generating

a ci phePPGPINg RAIYA AR SE5AMe RGN HECH Fombiuiag sy Bemsingluding; snfesdshagkby

sunmm ng S paJ f [ S . nce.wth a
Funct | oaRhSRgahsactlbb e LhAFSaln S A hBe L BRTVAREEMRIT bR T
pai rs ofaigal least dneipseudobaaromsdmnd sirkal, ichiatagrity Systids Which HARY RBADIRQSI t i on
as between each nenber of _aafpai r is different as between each pair, and
decr ypt # figital anessage avithnsaid feed-back Wata stssam and sapplics iap Hotegaityr &unetion
thereto so as to generate an integrity check value, and an output system wherein the
integrity check value is appended to said digital message and the message and appended

check value is enciphered by use of said cipher stream.




--30 - 29 A nmet hod according to claim27 or 28 wherein said pseudo
random data stream sequence i s produced by a conbination of outputs froma
plurality of linear feedback shift registers. 30. A et hod according to
claim 27 wherein values derived fromsaid non-Ilinear feedback
transformation are conbined with the digital nmessage, and an integrity
function applied to the conbi nati on+432-produce an integrity check val ue
whi ch is appended to the digital nessage before encryption thereof. 31.
A met hod according to claim 27 wherein values of said pseudo random dat a
stream sequence are conbined with the digital nessage, and an integrity
function applied to the conbination to produce an integrity check val ue
whi ch is appended to the digital nessage before encryption thereof. 32.
A et hodA METROIR rAND rAPRARATIIS (FOR IGENBRATIINGs AnG IFHERt SITRBAMCESSI ng
appar at us,

ABSTRACT

A system for encrypting or decrypting a digital message comprising a linear driving sub-
system (4) for generating a pseudo random data sequence, a non~linear feedback sub-
system (6) for producing a cipher stream from said pseudo random data sequence, and
an encryption processor (26) for encrypting or decrypting a message by combining it with
said cipher stream, the non-linear feedback subsystem comprising a non-linear feedback
processing means (10) for generating a feedback sequence (12) by applying a non-linear
function to at least one value from said pseudo-random data sequence and at least one
previous vaiue of the feedback sequence, and a cipher stream generating means (10) for
generating said cipher stream by summing products of pairs of values of said pseudo
random data sequence together with a value from said feedback sequence, the pairs of
values being chosen such that .he difference in sequence position as between each

member of a pair is different as between each pair.
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~conprising generating a pseudo random nunber stream sequence nferr],
generating a nunmber stream sequence s[err] in accordance with a non-linear
f eedback schenme, and generating an output cipher stream sequence z[err]
according to: [err] where ¢, d are predeterm ned integers with ¢ < d
[err] j and a[err], b[err], are integers [err] j such that
b[err]) + (a[err] - b[err]) for all c,f [err] [cd)w -
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33. A stream ci pher conprising a linear driving systen1wh|ch in: use
‘generates at | east one pseudo-random data stream a noh: Ilnear conblning
systemincluding a feed-back data stream which generaqes a C|pher trean1
by performng a non-linear operation on said at |east one pséudo-ra om
data stream an integrity systemwhich in use conbines ;a .digital nessage
with said feed-back data stream amnzlfapplies an |ntegr|ty funiétion thereto
so as to generate an integrity check value, and an output system.wherein
the integrity check value is appended to said digital nessage and the

message and appended check val ue is enci phered by use of said cipher
stream

1
~
O ]
™
N i
K \ 4
)

*
_.26_.
o]
30
Figure 2

o < (=}
|| < 3
| | & 5
N . . . s .
(\" . .
o




3/3

oz

ot

8C -

¢ 2anb1y

-0 —

~ 8/ -

A

v‘llllll Of —Fﬂx s e » =
r‘-ll‘.lcll. ONK nNK « ° o o
<— Olx Ty o v e .



