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Sending login request to server which authenticates
access right of the client to access multimedia data and}~ S201
generates identification code uniquely associated with

the client according to the login request

'

Receiving the identification code from the server 4 5202

'

Generating on-screen watermark according to the

identification code uniquely associated with the client /‘ 5203

and adding the on-screen watermark onto the
multimedia data
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Receiving login request from client and authenticating
) : : . e S301

access right of the client to access multimedia data in
response to the login request

!

Generating identification code uniquely associated

with the client according to the login request if the - S302

client is authenticated to have the access right to
access the multimedia data

'

Sending the identification code to the client which
generates on-screen watermark according to the 3303
identification code uniquely associated with the client /
and adds the on-screen watermark onto the multimedia
data
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Sending login request to server which authenticates
access right of the client to access multimedia data,
generates 1dentification code uniquely associated with

the client according to the login request, adds on- |/~ S401
screen watermark onto the multimedia data according
to the identification code uniquely associated with the
client, and sends the multimedia data with the on-
screen watermark to the client

'

Receiving the multimedia data with the on-screen |/~ S402
watermark from the server

FIG 4

Receiving login request from client and authenticating
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access right of the client to access multimedia data in
response to the login request

'

Generating identification code uniquely associated
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with the client according to the login request if the
client is authenticated to have the access right to
access the multimedia data

'

Generating on-screen watermark according to the
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'
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The client logs in the server for
authentication.

- S601

Authenticate?

Yes

S602

The server generates an identification
code corresponding to the client.

'

The server sends the identification code
to the client.

'

The client receives the identification
code.

'

The client generates an on-screen
watermark according to the
1dentification code, and adds the on-
screen watermark onto the multimedia
data.
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The client logs in the server for
authentication.

- S701

Authenticate?

Yes

S702

The server generates an identification
code corresponding to the client.

'

The server generates an on-screen
watermark according to the
1dentification code, and adds the on-
screen watermark onto the multimedia
data.

'

The server sends the multimedia data
with the on-screen watermark to the
client.

'

The client receives the multimedia data
with the on-screen watermark.
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Retrieving watermark from multimedia - S801
data

'

Analyzing the watermark to obtain an
identification code, wherein the S802
watermark is generated according to 4
the identification code which
corresponds to one client

'

Looking the identification code up in SR03
1dentification database to find out 4
corresponding client information

FIG 8
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