10

15

20

25

30

35

1 TITLE OF THE INVENTION AUTHENTICATING AN APPLICATION
BACKGROUND OF THE INVENTION: 5 Field of the Invention: The
vpnesent inugntion relates to authentication. In particular, the presg8fa7moso7s
invention relates to novel and improved methods, computer programs and
mobile terminal for authenticating a client application. 10 Description of
the Related Art: The current development towards truly mobile
CompRiENgRNgRetwatking ag brought on the evolution of various access
technologies, which also provide the 15 users with access to the Internet
ST AR TN A HPEWR TSI A@Retwork. So far, the use of the
Internet has been dominated by person-to-machine communications, i.e.
information services. The evolution towards the so-called third generation
(SBAGHFREEED 05Tt S BNRYS BBhy mobile multimedia
c%@ gicggogaéij@evx\{@i%lgq change the way IP-based services are
utilized in public mobile networks. The |F Multimedia Subsystem (IMS), as
specified by tHE By HECSRPE endratioR P ne RS Projett (@EPBRTica-
integretes 256 roebilel voite:conirhanicatoesvitd interretaachrslogies, to
allgwinrg IF=hasedngrdirnadnsanviess tebpitiized in-aebianesnarkso-
The;Rew.mulimedia capable mabile termingls, (myltimedia pones); o,
provide an open development plat- 30 form™for application developers,
allowing independent application developers to design new services and
applsations-fosthe multimeglia gavionment. The users may, in turn,
download the pew applicaionsiaerssg heirmobila ermingls anguise.
computing and networking has brought on the evolution

of wvarious access technologies, which also provide the

¥

s

users with accessgs to the Internet when they are out-
gide their own home network. So far, the use of the
Internet hag been dominated by person~to-machine com-
munications, i.e. information services. The evolution
towards the so-called third generation (3¢) wilreless
networks brings along mobile multimedia communica-
tions, which will also change the wav IP-based ser-
vices are utilized in public mokile networks. The IP
Multimedia Subsystem (IMS), asg specified by the by the
3™ generation Partnership Project (3GPP), integrates
mobile wvolice communications with Internet technolo-
gies, allowing IP-based multimedla services o be
utilized in mobile networks.

The new multimedia capable moblile terminals
(multimedia phones) provide an open development plat-
form for application developers, zllowing independent
application developers to design new gervices and ap-
plications for the multimedia environment, The users
may, in turn, download the new applications/services
to thelir mebile terminals and use them therein.

For example, technical specification 3GPP TS
33.220 discloges the Generic Bootstrapping Architec—



35For example, technical specification 3GPP TS 33.220 discloses the
Generic Bootstrapping Architec- 2 ture (GBA) that is part of the Generic
vigitaentigaton Architecture (GAA). A general network modepofiibe feBhas 3
disclosed in Figure 1. The model disclosed in Figure 1 includes four
different entities: User Equipment 5 (YE) 14, a Bootstrapping Server
Function (BSF) 12, a Network Application Function (NAF) 16 and a Home

SybscriberSystam HSS) 10, Figuse 1 also digclases the interfages cion

between the entltl

g ure 2 is adlag‘;zm that ill strattca1 ;Lhe %0

bdotstra SF@ proc gure in the CBA fhen UE Wants tol mteract wﬂﬁ
a N&\Pdﬂaﬁel@ﬁﬁéwwé%ztﬁe%o%stra”ﬁbmgf%}féeéd%ﬁg%%%@dlﬁ shaf~
firstreerforim alhobistraoping dutifenticatiornWhendhe htotstr@pinguisnt

5 izni'iiehﬁ)? YE 2Q0 %:ﬁyﬂé@éa@waef%egeest ﬁ%&w?ads %@f 12022 BSE
retrie e CO 0 | | n e

P o e ector?AvaA%mé%ﬁSHWu%E CKun?%Bv%er tr%g
refsrEREE Pomt ZHFFon! B 5 S P04, $H€H%F120%lf%%§ﬂ§? BIEANDE
anthABT atoel EoRGW #ethe 401 eidssabes20 (23) (without the CK, IK and
XRES) This i tg;demand WE 200 & auihemticate itselll ‘Qfs 200meheckaie

10 PPN g.uetly etiheshalienge s ftom.an auifiafizedneor e
so calculates CK, IK and RES. T%IS will result in sess or1~&<1 OO ~
anH%l&ﬂFSEﬁw"ESI‘f}zﬁ% 75 atief UE 200. UE 268 s‘@nds%ﬁf} ano -

HTETR reRiast, Eoinairing the DigeseARA redforiseathlciited u@ﬁ‘i@f orm
RES )t BSE-2021BGFaa0hanthenticates .(26heE 20:bpverfyingtimeng

Diqestt A&M;E%%Fw‘sed@@d :Zg\e@?r%@%wlx Mﬂﬁ%@f key-iKs dequtest Bto—

concatenatl value s Q generate

5 205% sends %%)C%Z% é%me%sageacméudmg tﬁ%%FT “to UE™ ; ge 2=
indidat&Rfe StieEssS BEHE Aith&Rtrations m%n%%%ﬁ&%b%w@tm

messagerBSRER02 aiall=suR3inhd HfEting ﬁﬁﬁh%mé%xlﬁﬂ{he KAEK S fghe
geeereée@zﬂw E;%Q%S by cepeatenatingsCK and IXnBothedE 20Rartbr -

BSE /%%% g s6.1he Ks 1o derve the key KsgNAR, Ksy NAFyWQessage
8’? 10468PCT/EI2007/000073
20 (without the CK, IK and XRES). This is to demand

UE 200 to authenticate itgelf. UE 200 checks (24) AUTN

. to wverify that the challenge is from an authorized
network. UE 200 also calculates CK, IK and RES. This
will result in session keys IK and CK in both BSE 202

25 and UE 200. UE 200 sends (25) another HTTP reguest,
containing the Digest AKA response (calculated using
RES), tec BSF 202. BSF 202 authenticates (26} UE 200 by
verifyving the Digest AKA response and generates (27) a
master key Ks by concatemating CK and IK. A B-TID

30 walue shall be also generated. BSF 202 sends (28) a
200 O mesgsage, including the B-TID, to UE 200 to in-
dicate the success of the authemntication. In addition,

in the 200 0K message, BSF 202 chall supply the life-
time of the key Kg. The key Kg is generated in UE 200

35 by concatenating CK and IK. Both UE 200 and BSF 202
shall use the Kg to derive the key Ks_NAF. Ks NAF
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3 shall be used for securing the reference point Ua (s_ee _Figure 1).
Ks NAP is computed as Ks_NAF = KDF (Ks, key derivation parameters),

waheserKIaksds a suitable key 5 derivation funqtion, and the key-dgtivatianers
parameters comprise the user's private identity, the NAF_Id and RAND.

KDF for the GBA is defined in 3GPP &S 33.220, Annex B. The NAF_Id
consists of the full DNS name of the NAP and Pa protocol security
idestifien. KRF.shall 10-be duplemented:in t,%@f@_bé@c%q%%%@t-‘)’é’h?gé"é‘
apgl_[cé;ggp@ '@)the terminal wants to authenticate to a network application
server, it ob- tains a NAP specific shared secret Ks_NAF through an API

offered by a triSte¥ ApplitatfAFIR4RE ferffinaker8FRe TruBe apfticationy
us€§THIabsve desermetbost strapping prvedures withsthetable key

Bodtstiapping:Sefvar Euseatjon(BSk)seryenindbe network ta derive the

NAR pecifc shard.aeereLks, NAG  The NAR,gels the shargd secret for

this, glignt apgiication by commiunicating 20 with the BSE. 33.220,
Annex B. The NAF_Id consists of the full DNS name of
the NAF and Us protocol security identifier. KDF shall
be implemented in the mobile egquipmernt .

When an application in the terminal wants to
authenticate to a network application server, it ob-
tains a NAF specific shared secret Ks_NAF through an
API offered by a trusted application in the terminal .
The trusted application uses the above described boot-
strapping procedures with the Bootstrapping Sarver
Function (BSF) server in the network to derive the NaF
specific shared secrat Ks NAF. The NAF gets the shared
secret for this cliemt application by communicating
with the BSF.

A service provider may want to'prevent client
applications developed and owned by other service pro-
viders and installed in a mobile terminal to access
his service. To achieve thisgs goal he could, for in-
stance, authenticate an application in the mobile rer-
minal every time it tries to access the service. This
method, however, would require a long-term security
assocliation between the zervice provider and each de-
ployed copy of the application. Maintaining those
long-term security associations may add significantly
te the costs of the service provider.

Since the NAF gpecific key, i.e. Ks_NaF, is
indeed NAF (i.e. service) specific, the goal mey be
achieved by the mobile terminal by restricting access
to Ks_NAF to only those applications that are trusted
by the NAF service provider. This restriction is pos-
sible if the mobile terminal platform hardware and
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A service provider may want to prevent client applications developed and
owned by other service providers and installed in a mobile terminal to

w658 hissgervice. To achieve this goal he could, for in- 25 §la68407/600073

authenticate an application in the mobile terminal every time it tries to
access the service This method, howgver, would require a long-term
security association between the service provider and each deployed copy

oidhe application, Melniaining fhose, 30 langle sequrly assodelions,

may add significantly to the costs of service provider."Since the NAP

SPRCHRERER 0. TS Ni\%%mayéampﬁ?shseﬂﬁéarspéaﬁc, e go&i*®
mey beeschievedthby the pssisileteimidakby rStactrithacces8s3s . The
KeidWAR 40 erly-dhase applicatenrs-thatiare trustedhby therdARserdice it

prﬂ\é‘Q&& This esfrictian is,pass sible.jt the mopile telminal plafforms o
hardware and W02007/1104 8PCT/F12 07/0 0073 4 software has.the

folfBifing SEcuritf prGperties: D Proceedtscan éu%e’ntlc%)t)@ each o(fﬁerw
ang(2¥ bne process cannot access the data of another process. The
mobile terminalhbowewers has tolke eanfigutedoiithneedstto knonfudiche

ap&&e@é@fso%rg@)@ﬂ%éc%S@@M@ﬁ%ﬁ@g@éCt@ie%etntlaézsf@;@s of
pecific S e are ast two optians to configure
accé%ss p rmlss%(/)nsk {0 é}SAlE"redEéntlm@%l g a set 0 NAP specific
keys) in the mgbl"*}"é*t—erm?% mobile termlnal may get the con-

figuration data with permissions for all NAF applica-
tions from an external source., In this case it is re-
quired that the configuration data comes from a trus-
ted source and is integrity protected. The permigsions
to agcegs GBA credentials could be delivered to the ME
together with other configuration data using a device
management framework (e.g., OMA Device Management pro-
cedures), that implements those requirements. The se-
curity. of configuration datsa could be baged on 1} sym-
metric, or on 2) asymmetric cryptography. This option
can be used also without an extermal device management
framework. For example, the mobile terminal may be
configured before it ig delivered to the end user,
e.g. in the factory by the manufacturer, or in the
shop by the seller of the mobile terminal. After the
mobile terminal has reached its end user, permissions
could be modified manuallv: &.g., the mobile terminal
will ask its owner to configurse each new permission.
However, manual configuration of the mobile terminal
may impair the usability of service usages, 50 1t is
better to configure the permissions automatically as
muych as possible. Purthermore, & potential disadvan-
tage of this option is that the source of configura-
tion data must be trusted by all service providers be-

cause it defines the permissions for all NAF applica-
tions.



First, the mobile terminal may get the configuration data with permissions
for all NAF applications from an external source. In this case it is required
wiatotha megfiguration data comes from a trus- 15 ted sourcepgA®iSes7/600073
integrity protected. The peLmissions to access GRA credentials could be
delivered to the ME together with othgr configuration data using a device
management framework (e.g., OMA Device Management procedures),
that implements dpase requirements, Ihe sgn 20 cutly of configiation - -
data gould be %‘ge"c%” éllg%“e etc, or.on 2).asy ”lrﬂaei“cc?%p‘ﬁéapé‘%e
This option can be use% also wi .ouinan external device maﬁlage nt
frAMEAOrRTF GOBKERB R Bhe M BBil  erilifal iidy BEEerfigured before it
is delivered tcrthetémd-user; 1253e .go incthe Facteneby tiee anamfactuiel os
5 inghe shopdy the seller of the mobilederminal. After she geobilestesminal .
has[eached (s ancluser, pegpissions coulhemodiied manyally gy
the mobile terminal will ask its owner to configure each new permission.

36 However, maRus BiguTatidcitorthe hEbE &R hay 1ipafihe O
usEdilitg ordervicensage, senrisipmtet ew corfigatsite cbimidsidnscer -
auomiaticaly as musihasipossible. Rilithermoresapelentialadisadyastage
10 ofdhisopfign isthatthe squree of configuretion data myst be:tysted. by.all

service providers because it defines the, permlss%r%s for all NA

P ,
applications: W02007/110468P CTIF 126571000073 5P - &gt 3hd,-=
th8 aee¥ss rights¥eF ®ath dpplicatié® cait bele g urse i thectepmaken -
oneilby ®nelrasegohicamimmidtatimnavtteextermadisoarces Anothers in-
methakloicanfigure the ascesxdghts 2 indiuduallyiforgach.application;is

15 t%&?@ﬁthﬁ %%'%,Keck/r'”ﬁss%%%”e PK S‘F‘%él%‘&dt%p%gg AS-op014 -

Typically, the Sighature o a§|g‘nedo,app ication can bé verifi uesinaéjgn

application speticaiitt cerfifiCatd T M be fiat PRI SR¥smUsedt
to8Rer- 106y it werify applicatidéns idiudesarpod@ifilitprecefihe thare-
seféife; an sewicese1his application is allowed to access (i.e., to which

NAF specific credentials,the.gpplication hagaccess fonis 1). Ttis sym-
g mfr%r]ggtl%n na Sbe gn%oqsee%m tltiwet £|I até:on ql%[tlté-%: gatlg |tse<_L‘1_°I,1 roe
part offtlhe me da%ao t eappcflcatTon. yeblc%lly, is information-would
CcOfSiat bf WAL Td&rtifiePS #1t idbRtifF Back NAPSpelifie dredenigthods
uniguelyiclireensadurity: 0F cenfigumation witheGRA syin- 20Emetricskeysiisa ~
Ea\@@gx%ns_trbgﬂ@at that tﬁﬁ_hbﬁ? ,an@hvfaﬁ ”!LQD”_%&&l{mB@'_@P@é%H&f l&fy get
S : in) | ment this alternative are: a
e s e O

25 futthe inStnces GFthdPRIAFS Erdieritials, PZOve ORes to the mobile

terminal that it knows Ks_NAF, then it can be trusted

to get access to future instances of that NAF‘s cre-
dentials.

Wnen client applicatioms are installed on a

30 mobile terminal, there is a need to establish z trust

between this application and a GAA_ME server (i.e.,

the trueted application that performs the bootstrap-

ping procedure with the BSF} installed in the mobile

terminal 1f this application wants to gat NAF specific

35 keys to be acguired from the GaA ME server. Howaver,

there iz way to sign the application using a NAF spe-

cific diglital certificate and to use the signature to



25 and (2) if an application can prove once to the mobile terminal that it
knows Ks_NAF, then it can be trusted to get access to future instances of
that NAF's credentials. When client applications are installed on a 30
mobile terminal, there is a need to establish a trust between this
application and a GAA_ME server (i.g;, the trusted application that
performs the bootstrap- ping procedure with the BSF) installed in the
e FribileltePminal this dppficatiéi warits t6'get NAP spetific 35 KeyEto be " °F
caequired framsthe &A% ME servei. Howeverpthere isavay tasign thigwever,

cARplication.ysing a NAP spe- cific digital, certificate.and touse the 211 the
_signature to 0 establish trust the application in the terminal. For exgm‘ﬂe b
9IS 34 behg UZRY i Symibian términafs’ )I—IOV\}%}Q/%%G&R]I\X E $&fver would °°

pnotkniew whethel diit oball-the. installed.-applications (trusted), which only

are should be pravided with-NAR specifig keysn b hesaforementipneghcing
roblem can be solved by adding some entry to a certificate telling that _ ., .
Sthis aﬁﬂl?c@fior% %igﬁeac 83];[ %ﬁ%%ﬁ%ﬁgati%%is oufd ?Jte% Sftﬂovi%é_%iswiﬁgg,g%atlon
s ghiercbapability'(Re. NAR éredehtials 68 behediiredFOMIGAA ME TR GAA
cserver toapobile terminal application) cthis solutionsneeds some acquired

fm%%he%meet%?@@e@e@% ME, server egqm%Qhatfgg@l(wé@ﬂaﬁgr.m This

security) to coordinate the trust. When the client aaES%icatlons are in the

Sprokimity devReslike a faptsp (Split IBrmiRar i casej, Wfiich Warits t8 Use™"
tthe phone'scGAA ME server] this soluticrebecomes tricky toimplémerite  the

+Based onthe abgve there are Sg\ts%@i@gqlal_%%_ inprior art sohutions-thatm; < y
need to be solved, For example, which E%P{I)hcaftlons in a mobile termi
ia

. 2 . For w al nt s
“ie Gfowed GcCess 15 voRat NAS ‘cradan . wene

2Ahd RS (B ES

s and hiow to ¢configure this.
tBurtivermores andthersprobl&avis fowte Eithenticate an applcatioh toacomes
+GAA-ME serveninra mobile terminal.

Based on the above there are several problems in prior
art solutions that need to be solved. For example, which
applications in a mobile terminal are allowed access to
what NAF credentials and how to configure this.
Furthermore, another problem is how to authenticate an

application to a GRA _ME server in a mobille terminal.

SUMMARY OF THE INVENTION:

In a first aspect of the inventiocon, there is provided
a method of authenticating an application, the method
comprising: performing, with a server application,
bootstrapping procedures between the server application and
a bootstrapping server function; deriving a shared key
based on at least a key recelved from the bootstrapping
server function server during the bootstrapping procedures
and a network application function identifier; providing
the application with a bootstrapping transaction
identifier, the bocotstrapping transaction identifier being

received from the bootstrapping server function server



SUMMARY OF THE INVENTION: In a first aspect of the invention,

there is provided a method of authenticating an application, the method

comprising: performing, with a server application, bootstrapping

procedures between the server application and a bootstrapping server

function; deriving a shared key baseqégn at least a key received from the

bootstrapping server function server during the bootstrapping procedures
dEnd aohetWsrk AppheaticirRirictior ideriifieF rovidiRg Ihe applicatidrfatR™ e
fadootstrapping transaction HSacduring thetbaotstrappingpregedurestion by
IeCeiMing aresponse from the @E%%M@@%&h@egtqeatmg the

application by validating the response with the shared : Ina ]
second'adpett of the mvBRtion thefe'fs 6?6@%‘?98?%&5(%5? 8 provided
aauthenticatingtanzapplieation svithna severapplication, the methoda server
a%@npéégagéﬁeceigm, Vﬂ@kﬁ@dap%ﬁﬁ@é%)ﬂs frem a ﬁ&@&@ﬁ@@,atiqm&ﬁl ) the
east a bootstrapping transaction identifier; opening a communication lin

AWith B hetwork app%%%%on function sérver; %Fp v?&%%ﬁg%em%q?k 1a:E
bapplicatiohfunetion sérvarfithtatdgast thé Bovtstiagping tranSaction 9 a
ddentifier-waithe communicatien link; regeivingkin response ta providingction
stehfev%%tstga&%@%Efg@safﬁgn lentifier. atleast 3 espanse MG corver
network application function server; and authenticating the application by
vidreNidilg theserverapphicatiort wWithed Rastthe 7e&ponse recered fofmr V12
tthe netweork application funetion-server.ing,In anthird aspestofitheproviding
dnyention, there s provided a methad; of deriving,an aufhentication keyast o
the method comprising: opening a communication link with an apgl_icati_o_n; 4
eERRANG, fiontThe-aplitatiéin 2t I6&st a bost-SPappiig trak8action =%/ 2%
ddehtifierivia the confmanication linksending & reguest 16 abootstrapping ver
Serverfunction server todeceive a shared keypthestequest-comprising-al the
least t@§ bootit{%ggig ntr usrclat((::",tcicl)gﬂiderg)t}fxi]rer‘kreceiving, from the
nk%&gtrapﬁ% server function server, fie Shared key in response to the
request: deriving &re3pbasé by Usifigtat 16astthé Shardd Rey? ahel provided
sSending &i least the=responge tarthesapplicationatheciecehdny, fronethenethod
Anplication, compises, igepiving the bagistranping Snsactian denfifer, ..,

a challenge via the communication link; and the deriving of the

FRBpoASE EBMprisESaeriving the'redhoristby Usitd &f feastthe Sharedst &
rkeytard thechallengearGla ct ina falath: aspect of the inkentionytherecist 1on
Provided a.gomputer pragram of,authenticating an-application.the runction
computer program _comprisinéﬁ cod§ a}{da ted lﬁ) perform thte foIIowigg ing at
§8PS hbR ex&Eedona dataiprocessing &e\ﬁcer:%%%ﬁ)‘?minﬁomp s
Isoutstrappingprocetuesowith a bovt-stappiny sepverfuheton; defivingva nd,
shared-key based-on apleast a keyreceivethfrenmsthe boetsirappinigssenterred
function server during the bootstrapping procedures and a network b
kéeprlicJartlioanusr%%gﬁ?dggﬁfie%?lperov%g%%agn{éppﬁ%&ft%ﬁl\?\]ﬁh a oopomEe
“Wootstrapping treHsactivh idertifier, thé bootstapphig ttansaction itentifier t11°
 heipgreeeived fromh¢he boptstrapping servertunctiensemnierguring:the b the
éﬁ%ﬁq%%@@gﬂvocedggﬁﬁ5?%@@”0z%@%%%%@ﬁéﬂnn the bootstrapping
Transaction identifier and a challenge via The
communicaticn link; and the deriving of the response
comprises deriving the response by using at least the

shared key and the challenge.



validating the response with the shared key. In a fifth aspect of the
invention, there is provided a computer program of authenticating an
application with a server application, the computer program comprising
code adapted to perform the following steps when executed on a
data-processing device: receiving from a server application at least a
bootstrapping transaction identifier; opening a communication link with a
netwdik apphieaficn furttieh ‘serfer - Providing e RetwdrkEpplication ©v 4ed
afunetian: servepwith at feastithe: bootstrappingitransactionpdeéntifier via thethe

Semmunication link; receiving, in; respanseto providing the bogtstrapping +ne
transaction identifier, at least a response from the network app ication . __.
SRINCiBh SenidreBid BhtHenfiéating e apbliGation 5y Broviding the seivér “°
papplicatiomwithcatleastthe respapseTedeived fromtthe AetWwork- - strapping
s@eg@gaté@ﬁrwe@%% S@rcyerwindfn a s@ﬁala@@eqzt?@f the mlaan,a;he@@st a
. provided a computer program of deriving an authentication key, the _
At o1 Saraht Samrans G000 ACEERES B PaToret b by SorTer
dgfepsavhen executst? 6 'ardatalprdcesifft fslice opentiga &  network
agemmutication finkwith,an applicationz:6¢ receiving, from Hie appticatian,ion
2k |past a bootstrapping fransaction idenifier viathe communication link;
sending a request to a bootstrapping server function server to receive a
PERATEHIEP tRE requasteompiding Al 184t the bodtstragping transaction” o™
tidentiflerpreceivipg,ifriom theboetstragping seover functiop:serventheg  the
pehared.keyinresponse o the tequest.derving a respansehysusingatn  the
least the shared ke%; nd sen%n%%t Ie_atst the response to th?lgpglticag!lon, b
A herdin e Téceivihy comprises feceiving tie bootstrappilg transaction  ~*
videhtifier and Bhchallepgevig thel Eommiunicatioielinksand the deriving
compriges;deriving thesrespense by usingratdeastdhe shared:-keysang-the: ded
challenge. In a seventh.aspect of the invention, there is . [ .
“moDIE /i 7 2 n Applston, Connang: & e spplcaton " °
SEaTfRjUretitd Peror? Bootstieppifg Btbcedures béthiden tHesererng  code
aapplication ang a-eotstrappingrsarverfunctien;doderivea sharedikey on a
hased,on at least a key received from.the boetstrapping.serer fupction . ¢ o,

server during the bootstrapping procedures and a network application
funciciPidentifet to>provide a7 appiichtion with a bootetrappilg  ©P=ring @
cwransactiontidentifidr] the boodtstrappingransactionddentifiertbeing function
S?@Qﬁd from they ?ngts'[f@‘ﬂam ng.server fupgtion §f§ﬁ/§6 1?] u rﬂ-ll,g'l%@l on  se &:ve r
ootstrappjng procedures; to receive a response from the applicatiop; and .
ARRCAS THe applicatii by VATIRING the rRSS6Hae Wth TS Shafsd— 7+
they. comAeBoring 0 oné ekampte eaibodimentof tRé wetitioh Othefé Ta- 41 0g
wprevided & methed of gutherticatingran applicationi The methed  1east a
SOmprISes RetoIIng, Vg DLpted server anplication, QIOIATARRING - ang
pro%eaures etween the trusted server app‘ﬁcatlon and a bootstrapping
e fubetibh deriiig a Stiredkeyirased on aPleast ey agréd ot FVer
awith the: bootstrapping serversfunctionserves siuringdherboststrappidgomn  the
Jrogedures and a.network-applicationfunctign identifier; providing an
application with a bootstrapping 3tcransacti‘,on.idegtifier, th(_ahbootstr,asppinrgO i ded
transactiofl denti= fetibieing received from the bodtstrapping sefve?r -~ ~“°
function serverduringg:the bbotstrappingprocedivés Teteivinigia resporse Lhe
J@%@Jh@@p@k??]@@aﬁlan%%gmmi@inq:gh_ﬁeapgla‘f@f;iﬁ@cby validatingthe, the
esponse with the shared key. ccording to another exam o
f{?nf]gS iment of the in@ﬁéﬁﬁon%/?ﬁé:r%ﬁg%r&ﬂde% a%r{?lwcae%h_c?dt of §£ qérﬁ |caﬁFnElce'
CHrF applicatioP Wit Altfustéd setvet applicatier. THe metfidd €dmprises
receiving, with an application, from a trusted server application at least a
bootstrapping transaction identifier; opening a communication link with a
network application function server; providing the nhtwork application
function server with at least the bootstrapping transaction identifier via the
communication link; receiving, in response to providing the bootstrapping
transaction identifier, at least a response from the network application
function server; and authenticating the application by providing the trusted

server application with at least the response received from the network
annlicatinn fiinctinNn carvvar Accordina to annther evamnle embodiment



Each of the aforementioned example embodiments may be implemented

as a computer program that may be embodied on a computer-readable

medium. 8 According to another example embodimentof the invention,

there is provided a mobile terminal for authenticating an application. The

mobile terminal comprises a trusted server application configured to

perform bootstrapﬁing procedures between thte trusted server agglj ation .
T 5AE BBOGtstrappiny SERerfURtlioh: toderive a shared key Basedon at =~ "¢
Lt aKeyratetial Feceived frdm thé BootalFaPpirfServBr flihttidn S&ver 1o
aduringuthe bodtstrapping prodedures and ametwork dpplidation fupetisar to
riglentifier; to prevideian-applicatien withua: bootstrappingitransactioheast the
pidentifier, the bootstrapping transagtion identifier, being-raceived from dhe the
HRRQISapping, server fynction server during the,bootstrapping pracedytes; -

“to recelve a resp?\nse from th% _apgllcatlonrg} and authenticate the . = .
LahBication by validating the tedponse with the shared key. =~ Example”
Lermbodimiénts ot ERE présent ivéntion SEBR to*provide Solifishs Wwhgdby” ©
the viep Applications orlevenianythitd passy applicationscanseguéstdor ving
tGAActedentiads fromy the :GAADME iserver dnstalfedi rrmaobile equiprmentl enge
vunlessithey canmuthenticale tolsome NAR@nd.deriveiashared seereifkeses
JKP:NAF dnstall) tohe,uged farregistration o the.GAAME seiVebed key and
. urth: H@%eﬁ example embodiments of the invention may provide a

sﬁuﬁ"qn o derivé a shared secret between a GAA ME server and an ,

applicafiondn & prXifity tériminak THe solltish distiosdlintthe invehtion *°
oaybtedsed for adthenti€ating-the proximity applicatnttowardsthe 19 an
aGAAL ME senverc btowever nthis maysegaire that theretissomekihdofred to
pleustedrcomputing.-(patformysecyrity) inithe=proximity evice asmell. server
=Mprequer; example embodiments phthejinwention.may provide thexo  derive
aOpgﬁatgresdaqhaettraglay & e%ptlgﬁ toa@'“ﬂ(?%@tthee[r a}E’Q{)C"’PQP&QQSfa@Qﬁm the
who gl'rﬂeadvy, ave Usernamepass vord based authentication (of some it
béther anttidntication mechahism) aitéady, e solttion discloséd in the in- =
Lo Q&g AkeS iPEasRF o fibvatBwardthE GAABEREH Gred&ttial 1 ot o0
igkagel f 1e Furthermorey estample embodintentsof thetinventiopcantalsering
the ysed sodhat twaddevides:generate a graupsharedikeyrtbat isthensaction
sused-for agroup.communication andspight bendistniited futheritocothes rver
A1AR08 £, to-ne ysed t9,aeLup seaure Wnpelsetysendhem gadddres; o

exchange certificates to set up Virtual Private Networks (VPN) between .
It%%:*?nl?)’rrg just to %EFazplﬁlcrar?;%%gﬁ L%f/%r §8€3ﬁt§ LS) between them. - reate

Hhgereral tesohibridisclosbditisxaniple BibbafREnE of the thventiors 2 ¥ &4

kmdy be used for installation of operator specific applications and building
some Aust between-an existing:eomponent-ant theemewly installetnvention,
gomponents BRIER DESCRIPEIONQEHIE DRAWINGShenticating  an
application. The method comprises performing, with a
trusted server application, bootstrapping procedures
bhetween the trusted server application and a bootstrapping
server function; derivihg a shared key based on at least a
key agreed on with the boctstrapping server function server
during the bootstrapping procedures and a network
application function identifier; providing an application
with a bootstrapping transaction identifier, the
bootstrapping transaction identi-



The accompanying drawings, which are included to provide a further

understanding of the invention and constitute a part of this specification-,

illustrate embodiments of the invention and together with the description

help to explain the principles of the invention. In the drawings: Figure 1

is a block diagram illustrating a prior at architecture of the Generic

Bootstrapplng Architecture (GBA), Figure 2 is a signaling diagram

SiRstrating'd pﬁ%F%ﬂ%tﬁ%ﬁbl@ﬁroEQS&@tr aPRigiite 395 HlocknCEon
s diagram iflustrating Variouselementsiniaccordance withesrie ensbodiment 2

retthe ipventianand:ne Figwis4 is-a signaling dingran-ilustrating ong  the
a n;!‘Pod' nent for authﬁmﬂ'ng n applj ea#%ggwm%ﬁ server.application,

e EQUIp ent In accoradance Wlt resent invention. FI ure

5 is a’Ggndling diagratm |II@§%P&tfh%ranoﬁfé’Iﬁé?ﬁﬁodlrﬁ@ﬁ?%jrf%\?ﬁﬁentlggtmg
i anapplication- WoO:2007/FL0468PCIT/E1 20071000073 FO towardsaserver 21

= gpplicationdn mebite equipment dmaceordance with thespresent inventioathod
<DETAILED %%%B&WI!_QN QEtEH%EREEERF&%@l%MBOPJ%NJS trusted
g%% erence will now be’made in detail to the embodiments of the present
SfvéRtion*BRampes-6fwhith are’ifidstrated MtREAccORTIaIYing RRSECt ion
idrawingser: oFiguted disclosesablookidiagram that ilWstrates vaobigork

aglements that maytake paft in the rver; providing  the  network
application functieon server wilth at least the
bootstrapping transaction identifier wvia the communication
link; receiving, in response to providing the bootstrapping
transaction identifier, at least a response from the
network application function server; and authenticating the
application by previding the trusted server application
with at least the response received from the network
application function server.

According to another example embodiment of  the
invention, there 1s provided a method of deriving an
authentication key. The method comprises opening a
communication link with an application; receiving, from the
application, at least a bootstrapping transaction
identifier via the communication link; sending a resguest to
a bootstrapping server functicon server to receive a shared
key, the reguest comprising at least the Dbootstrapping
transacticon identifier; receiving, from the bootstrapping
server function server, the shared key in response to the
reguest; deriving a response by using at least the shared
key; and sending at least the response to the application.

Each of the aforementioned example embodiments may be
implemented as a computer program that may be embodied on a
computer-readable medium.



10 solution disclosed in the invention at hand. Figure 3 discloses five

different entities: Mobile Equipment (ME) 300, a Bootstrapping Server

Function (BSF) 302, a Network Application Function (NAP) 306, a Home

Subscriber System (HSS) 304 and a computer 308. The block 15 diagram

of Figure 3 takes into also account a gplit-terminal situation. In a

split-terminal situation a local application 320 resides e.g. in the computer
308, THe T Sholieaton e o beted 1 & A ML Sores of monte -1
1 gyGipméent 314ia £GAATModUIE 318580 arfdl a proximity moBiale 382,  for
aThecactuakconnectionrbetweenimobite equipmémte314 andh the compaiterinal
=3@8:s asgomplished.e g=via asproximity lin €:g.-Bluetooths ARR ;ME=310 o
oi5:2 (diend).apelication hat is,installed 1o mobile eguinment.300. ja othey,.. .,

words, the applica- 25 tion may be installed either in mobile equipment
AjtSelf oF in' 8"tofptiter 308 that hask 1bEaltohnection to mbbilé eqtiipfieht ™
a3002The GRA dreltitattare providessa way f6 gehné-wie alshared seeret fron
tbetwae@dﬁ@bﬂg@gufpgnerﬁéﬁﬁeaﬁnd 30:thetNAR 396efhi§xsecreiiiu§ed the
nihenever mabile equipmept 300 wants to.authenticate 19 the NAP 206+ ; on

;e applications in moble cquipment 300 need USIM (or ISM o SIN),
credentials fo carrypouci GAA boots%Pa%- ping fo generate NAP Specific
Lkéys =THe eapabitityeto-35 sefuire USAV credentidls #idm the USIIsRete! ©»
inetpreferably heimaderavailabteito alt the appkcafionstintmebite ng server
sgadipment 3QQ-becauge of asequwity thredt <« rapping procedures; to
‘receive a response from the application; and authenticate
the application by validating the response with The shared
key.

Example embodiments of the present invention seek to
provide solutions whereby no virus applications or even any
third party applications can reguest for GAA credentials
from the GAA ME server installed in mobile eguipment unless
they can authenticate to scome NAF and derive a shared
secret (i.e. KS NAF install) to be used for registration to
the GAA ME server.

Furthermore, example embodiments of the invention may
provide a sclution to derive a shared secret between a
GAA ME server and an application on a proximity terminal.
The solution disclesed in the invention may bhe used Ifor
authenticating the proximity applicatlon towards the GAA ME
server. However, this may regquire that there 1s scme kind
of trusted computing {platform security) in the proximity
device as well.

Moreover, example embodiments of the invention may
provide the operators an attractive opition to distribute
their applications. Operators who already have username-
password based authentication (or some cther authentication

mechanism) already, the solution disclosed in the in-



11 Hence, a trusted GAME server 314 may be installed in mobile

equipment 300 during production or later, which has the capability to

acquire USIM credentials from the USIM and hence the capability to do

the bootstrap- 5 ping to generate NAP credentials. Then, a client

application (APP_ME) would use the gervices of the GAA_ME server 314

to get the MAP specific credentials. Such GAA_ME client application is

B 8d dKd‘Backaded By the INAP prévidésr. SudrapiTicatish isEignef s

c10dsing a digitad signature which platform (symbian, xp, Linux, Java etc.)
understands: Afterdhe installation suehapplication-registers o the tion can

at%/*ﬁ%’éE %Q%%ae%f during its first fime run. Mohile equipment,300.and, 2 g

e network anplica- 15 tion function 306 may include a memory or

(0] .
“fenfoties (M6t diSEiBsetFircFigire 3) tHEt ey &G HALES & eSmpiidr ™ 97"
bprogiarh {orporidn fverdofy; which WHert exeeated o & dateCpréGessiy t©
s@nit perfo/ms=atleast same©f the steps«oithe invention.rithe data exchange

cRrocessing 20, unit may. also inglude;memory of a;memorypay,bers  (ven)
associated therewith which may inclyde the Gompy m (or portion .

v ter progra N

bteh%evfggﬁ Wﬁ%ﬁmwh%lﬁ execu edthl %n ﬁ%tda%) proé:ézlsrls? 8 %IEIi'[ égﬁgrms at
([ea3t someGithe 'SBéPs of the invention. 25Figure 4 is a signaling diagram

illustrating onenembbdiment.for registeringrand authentieating am  example
-applicationite aserver application;in-maebile equipment inraecordance withion

the present invention.. Eigure_4 'is.clgﬁ S lijggee q;gergm%t& ‘a L ©
O oot%éﬁ%%é 38£Sgecr\l/£r9 Iclgluna t%nl(%SF Oservear 400, a Network O,me isd
bABIFCAtion Eunctioh (NA) s6var 402 nd Mobile Etipfight (ME) 404> - 12
civiabile @guipment 404 includes a client application APP_ME 406 and a
server application GAA_ME 408 already disclosed in Figure 3. In another
s8Pbpdis AR weph-ibg JenkapplizaliphvdBP_ME may reside outside

mobile equipment 404, that is, e.g. in an external device connected to

mobil&legquipmentd0h yWQO 2007 A10468PCT/R12007/6006073 121 uded o
dndhe.embadiment of Eigure 4 the ARRUME 4065sendsa registiationn  and
JERUest (110) tone CAA_ME server 408. e efuest indigates 10Mgscrate

a ri
_ VIE server 408'that the APP_ME wants'to authenticate itself to
embodiments of the invention and together with The

w

description help to explain the principles of the
invention. In the drawings:

Figure 1 is a block diagram illustrating a priocr art
architecture of the. Generic Bootstrapping Architecture
(GBAY,

Figure 2 1s a signaling diagram 1illustrating a prior
art boctstrapping procedure,

' Figure 3 is a block diagram illustrating wvarious
elements in accordance  with one  embodiment cf  the
invention, and

Figure 4 is a signaling diagram d1llustrating one
embodiment for authenticatihg an applicaticn towards a
server application in mobile equipment in accordance with
the present invention.

Figure 5 is a signaling diagram illustrating anocther

embodiment for authenticating an application



5 the GAA_ME 408 server. The request may also contain a NAP identifier
and/or an application instance identifier. The application provider may

wavgehatg&oded the application or in it is some way configuggeta-Raveeeers
the NAF identifier and the application instance iden- 10 tifier in place.

The GAA_ME server 408 carries out(412) a 3GPP bootstrapping protocol
with the BSF 400. The bootstrapping protocol is disclosed in more detalil

e.q.l P technical specificati GPP TS 3 015V7.2.0 ;
O g e Bt T b AR MBS, SRt &
le &E B FRBAB Gt b Hin gPHERSaE i oGRS and the key lifetime

from the BSF 400 and passes (414) at least the BTID back to the
AR Er466 . iBince the i\ ol Eraer verd@&isnabl cromten 130urivs «
material Ks and knows the NAP identifier, it is able to derive the key

5 Ks_NAF whichFRIE3RERRI SEckét BEtWediPthBGEA IME SRkFera08cande
theNBBId021Tlse GEA M= seprersABowillitherdetive (428kxanghstall of
kﬂér%ﬁ:l’b'é%%%@ﬁ@h%%@gﬂ@_wﬁ&w aptnal aﬂ%@%@wh&?@n
instance identifier mentigneg. earlier using a ppropriate me P
After receivingg{ﬁg ID(Eli‘rof%Lﬁ;%(él AR I\%E %@S&o laﬂ% %Pgﬁt 46%

opeHs E%ﬁﬁuﬁ%ﬁﬁBHﬁinﬁ%\ﬁfﬁefhﬁsN@%zWe déhfuRicatiofinkc e
10 mayd3ers6<80 curad s mltigate possiblevpat-ivthesthiddledttaBksbye 3
usinge:g dhesSegtifr: Sacket Layar (SSh) orary: otherfcapprepriate i pmant

methed. Aftgy that the ARP. ME 406 authenticales (416) itselfdp the NAP
402 using an appropriate, authentica- 35 tion roiedgr% There exists -
ce IS PS5 S AR A SR T BRG AP ds RS prioFart thatGliFbe

WG P0B7RI 0A68PaT/Fi2007/000073 3 computer 308. The block

15 d&iagram of Figure 3 takes into alsc account a split-
terminal gituation., In a split-terminal situation a
local application 320 resides e.g. in the computer
308. The local application 1s cormected to a GAA_ME
server of mobile eguipment 314 wvia a GAA module 318

20 and a proximity module 312. The actual connection be-
tween moblle eguipment 314 and the computer 308 is ac-
complished e.g. via a proximity link, e.g. Bluetocoth.
APP_ME 210 is a {client) application that iz ingtalled
in mobile eguipment 300. In other words, the applica-

25 tiom may be installed elther in mobile eguipment it-
self or in a computer 308 that has a local conmectlion
to mobile egquipment 300,

The GAZ architecture provides a way to gesner-
ate a shared secret bebtween mobile eguipment 300 and

30 the NAF 306. This secret 1s used whenever mchile
equipment 300 wants to authenticate to the NAF 306.
The applications in mobile equipment 300 need USIM (or
ISIM or 8IM) credentials to carry out GAA bootstrap-
ping to generate NAF gpecific keys. The capability to

35  acqguire USIM credentials from the USIM ghould not
preferably be made available to all the applications
in mobile eguipment 300 because of a sescurity threat.



used. The authentication procedure may include one of the following:
One time password hard-coded to the appli- cation. In this case it is

viseiarahladhat 5 the application's code is obfuscated so th%dﬁ“ﬁﬂ&ﬂ/@ooms
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hard to retrieve password by simply examining the code. Username and
password acquired out of band (like pgst or visits a shop). 10- Registering
to the NAF on-line to get the credentials. Furthermore, the

tication in the ch | ma be NAF |f|
S%%%ieygﬂi%lgn%@ggla rz%)ié %sére n case or}n{are secrets, Eig %
HTPR D S HRmtticaHOn FHEHRRISDRR WG S foF atffeRticatibhch
OfgsthsPPcatR406Has been attivénticaf@diyy therAR402, 1the NAR
402nmillfetoh @18) the:NAP-specifickey KS v NAP tiom:the BSE 400 ap -
using,the BT1Rand 2Q deqiye. (420) KA NAF Instgll (similar %ﬁts&“%r

The Jt transfers 424 KS NAF |nstaII to the APP_ME 406. That tra

sh%ultfﬁrejf@rabl cowﬁaenﬁ’gn URfow, tHE A TMERT6 nfay ©
audentBate BB htstif4o the TAA LHE 18Fvertog Géingcredentials .
KSsuNAF dhstaii®?Sasiasharegisecret 1bthe huthentigationiis sugcessiul-

the, GAA E sgrverA08 M@@W@&Bﬁ applicationdnigits;gusted o g
apﬁ)llcatlonsl tde?egdlng #s local corh[gurftlog Therefor step 428

may 7also be an optional the appth i3 e 30 Fristad ™
apbﬁ@é‘ﬁbnsﬂ%‘t’am?éﬁéver iﬁ“—ft%rﬁﬁéfeoﬂle AP ¥iB 4os rﬁ&@é@%lr%%‘é’ét
forsNAR kapsltheaGAANL MEssEveed68 bootstiaps @nel piovided thedMAB:
keyswithout agy apldiiional mytherization from the NAP 402.

Mobile eguipment 300 and the network applica-
tion function 306 may include a memory or memories
{(not disclosed in Figure 3) that may also include a
computer program {or portlon thereof), which when exe-
cuted on & data processing unit performs at least some
of the steps cf the invention. The data processing
unit may also include memory or a memory may be asso-
ciliated therewith which may Iinclude the computer pro-
gram {(or portion thereof) which when executred on the
data processing unit performs at least some of the
steps of the invention.

Figure 4 is a signaling diagram illustrating
cne embodiment for registering and authenticating an
application to a server application in moblile ecquip-
ment in accordance with the present invention. Figure
4 discloses three different entities: a Bootstrapping
Server Function (BSF) server 400, a Network Applica-
tion Function (NAF) server 402 and Mobile FEouipment
(ME) 404. Mobile equipment 404 includes a client ap-
plication APP_ME 406 and a server application GAA ME
408 already disclosed in Figure 3. In another embodi-
ment, the client application APP_ME may reside ocutside
mobile eguipment 404, that is, e.g. in an external de-
vice connected to mobile eguipment 404.
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In the embodiment disclosed in Figure 4, the 35 two install key derive
boxes (420, 422) are placed in the same level. However, each one can be

waoxeshyugr down depending on the requirement. The derivistiomefathoos
the install key may be done using e.g. hashing using KS_(ext) NAF and
the application instance ident4fier orjust use KS_(ext)_NAF itself as
KS_NAF_install. The shared secret used to initially authenti- 5 cate the

APP ME 406 and N JUEV al .a. onetime password. The
password may?L %e%}ée?etéé‘g%%%ﬁe NAFF %Zbﬁijﬁ%glfﬁe fe'rm%gl eﬁségﬁﬁlgheés%

truRER cfentSSEARTTAE S8R er A58 Sitfe sHdrel sectst maySalsGie =
defigstidrastditon Shmennabies teLimibalshaacteristivs. TREUMBermonsT

the agthenéeationspraipeotiretwaen shexdP R M 406 aaiie NARR 192 o
itself may, Re.any of é%é’@l@@?%@“@%@ﬁk@@“rEe[?toéﬁ??o Ongethe,

authentication has been done, the methad, of securing the commuynication
eNiter AP ME 06 AHEFNR 402 MBS G T of tHE walFRog=n L
metheds. Teesared seafetqe. (rirehidneamy passwordridseded the
shared key TiSuprotocakis ane akternative. way dordhieyembddimeritofe

th%meﬁﬂ@nd\@é%'% the GAALME sgry e5 498 ir@a?ﬁqﬁ?e%?fé'{%nce iden-
au%hieﬂtlcat%%thel%% APP_ME 406, using a certain NAF id, the GAA_ME

server ma granfEE the APP_ME access only to the future instances of

key Ks_NAF th&oe8hf-#Sam8NAE id  8fd GREFNAE spetificikeys @
wodkPRot becactessitte.na amsthepembodihent oftire iMa&ntiol] @ fullthe
acepss:is25.gpanigd terdbe ARR_MB 406; se1 d=ean 0eh K dNAF keysefl
any NAP. Frthesspore Jpgne.embagiment ofhe inyersdian. duringithe, o

procedure, multiple Ks NAF keys may be used to grant access to multiple
ke)YS?‘iZE' othézo 5-12F7. During tThe bootstfapning the GAA_ME

server 408 receives at lsast a BTID (Bootstrapping
Trangaction Identifier) and the key lifetime from the
BSF 400 and passes (414) at least the BTID back to the
APP_ME £06. Since the GAA_ME server 408 ig able to de-
rive material Kg and knows the NAF identifier, it ds
able to derive the key XKz NAF which ig a shared secret
between the GAA ME server 408 and the NAF 402. The
GAR_ME server 408 will then derive (422) an instell
key KS _NAF install using EKS_NAF and optionally the ap-
plication instance identifier mentioned earlier using
any appropriats method.

After receiving the PRBTID from the GAA ME
server 408, the APP_ME 406 opens a communication link
with the WNAF 402, The communication 1link may be se-
cured to mitigate possible man-in-the-middle attacks
by using e.g. the Securse Socket Layver (SSL) or any
other appropriate method.

After that the APP_ME 406 authenticates (416)
itself to the NAF 402 using an appropriate authentica-
tion procedure. There exists sgeveral applicable au-
thentication methods in the prior art that can be
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30 NAF 402 fetches multiple Ks_NAF keys from the BSF 400 (provided
that it is authorized to do so), and the NAP 402 derives multiple

wis2NARakastall keys and sends them to the APP_ME 406. Bag b4t 26073
406 may then regis- ter them with the GAA_ME server 408. This way the
15 Figure 5 is a signaling diagram illustrating another embodiment
for registering and authorizing an application to a server application in

mobile eqkipmentin accordancswiththepresantinyenton fauremS o £
dl,scgoses é ree, different entities: a Bootstrapping Server Function (BSF)
server 500; 8 \étwork Application Function (NAF) server 502 and Mobile
Equipment (ME) 802. fobile R&EPIRET STANACKRR’ S Elfentapphedtion
APP_ME 506 andetserver application &x44& NME 16508 afreadyp discibsed

in Figure 3. In angther eMpodimentsiheclieniapplicationARE-MEemay o
reside outside mobile equipment 504 ”}%}% e.q, inan extel hal device .
connected to mobile equipment ?oﬂn thé embodiment oﬂélgtﬁe%s, the
APP_ME 506 15%&ntipregifraibiirettie SPGB 18746 the GAA_ME server
508. The requestiadicatestoathd GRA SME ServeB08 ¢iatahe APP I3Ed

Wants_ to author.izeligrs_@‘ tedbe GﬁAﬂ[@ﬁ% ;egz@:spThle reqL_Jest may also
contain a NAF. idenfifier.and/or an.applicatiop.ipsignee identifier. 20.The,
application provider raa%?a%; ard-coded the application or in it 1s some
way configured t&"h&7& tve RiAP identifier and the application instance
identifier in pl&deE FREGRZEME S8&ver BOS &S DUt {51 218 255G pd
boetstrapping pretoctlavthetherSF 5@0. & specific. Shared key

TLS may also be used in cagse of shared secrets. Also,
HTTP-DIGEST authentication methods are well used for
authentication. |

Once the APP ME 406 has been authenticated to
the NAF 402, the NAF 402 will fetch (418) the NAF spe-
cific key XE_WAYF from the BSF 400 using the BTID and
derive (420) ES_NAF _install (similar to step 422).
Then 1t transfers (424) KS_NaF_instalil to the AP _ME
406, That transfer ghould preferably be confidential.

Now, the APP ME 406 may authenticate {(426)
itself %o the GAA_ME_Server 408 uging XS_NAF_ingtall
as & ghared secret. If the authentication is success-
ful the GAA_ME server 408 may add (428) the applica-
tion into its trusted applications list depending on
its local configuration. Therefore, step 428 may also
be an optional step. If the application ig in the
trusted applications list, whensver in the future the
APP ME 406 makes a reguest for NAF keys, the GAA ME
server 408 bootstraps and provides the NAF keys with-
cut any additional authorization from the NAF 402.

In the embodiment discleosed in Figure 4, the
two install key derive boxes (420, 422) are placed in
the same level. However, each one can be moved up or
down depending on the reqguirement. The derivation of



bootstrapping protocol is disclosed in more detail e.g. in 3GPP technical
specification 3GPP TS 33.220 V7.2.0 (2005-12). During the bootstrapping

W \ME server 508 receives at least a BTID (Bootstrappiige3flooee073
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Transaction ldentifier) and the key lifetime from the BSF 500. Since the
GAA_ME server 508 is able to deriv Igfy Ks and knows the NAP
identifier, it is able to de- rive the key Ks_NAF (514) which is a shared

t be- tween the GAA ME server 508 and the NAP 502. The 35 .
A s e BocHas LE Yo it CRETRHIS P B

APES MEXE06Y2RfteRhis the GARD MEEat6- 88rveérs0epassesdsna) i e

leastthe:BY IDandthe(ehdllengsrto the APP ME BO6NAF_ inAktell .

receiving the BEID ang theschallenge from the-GAA:MEServer508,dhe:

APE.ME 508 QRENSA 106 and the WAFR 402 may also be a one-
time password. The password may be deleted at the NAF
402 once the terminal establishes trust with client’g
GAA _ME server 408. The ghared secret may alsc be de-
rived based on some mobile terminal characteristics,
Furthermeore, the authentlcation protocol between the
APP_ME 406 and the NAF 402 itself may be any of the
well-known authenticatlon protocols. Once the authen-
tication has been done, the method of securing the
communication between AP_ME 406 and NAF 402 may be one
cf the well know methods. If a shared secret (e.gq.
username and password) is used, shared key TLS proto-
col iz one alternative.

In one embediment of the invention, when the
GAA_ME server 408 has successfully authenticated the
APP_ME 406, using a certain NAF id, the GAA ME server
408 may grant the APP_ME access only to the future in-
stances of key Kg_NAF that belong te same NAF id, and
other NAF sgpecific keys would not be accessible. In
another embodiment of the invention, a full access is
granted to the APP _ME 406, i.e., 1t can get ES NAF ke-
vs of any NAF,

Furthermore, in one embodiment of the inven-
tion, during the procedure, multiple Ks NAF keys may
be used to grant access to multiple kevs, i.e., the
NAF 402 fetches multiple Kg NAF keys from the BSF 400
(provided that it is authofized to do =0), and the NAF
402 derives multiple XKg NAF install kays and sends
them te the APP_ME 406. The APP_ME 406 may then regis-
ter them with the GAA_ME gerver 408. This way the
APP_ME 406 would gain access to more than one NAF spe-
cific key.



5 communication link with the NAP 502, and passes (518) the B-TID, and
the challenge to the NAP 502. The con-munication link may be secured to

waitigade essible man-in-the-middle attacks. The NAP 502 feteRes 45760072
the NAP specific 10 key KS_NAF from the BEF 400 using the BTID and

derives (522) a response to the challgrge by using Ks_NA.F. The
response may be calculated e.g. by using a one-way hash function or
keyed-hash m uthgnticati )_where th input__ . .
parameters mcﬁa e at Ieast?t t e%s%?\l%glg g-l %g_%hﬁren et %ﬁﬁ%&q
may aﬂ% %lyaeérgtf I@WEE%‘P’%%@%&\MIﬁﬂé}&‘ﬁ’élﬁr%grean
haSies-6EabpiRaticas thaSRAEE0 2authbrzés tnhdve acress4o trprip-
NARespecific keysofksaiNAFs): Onetofshesedsashesimaybe; the hashof-«

thes2Q:ARE; p .has pheen.ipstalled 0
° eargler It sﬁiu%%%eer%%é)n%%@h%s% tr?eé %p@llca%?on E m%%lﬁsgr%g% ﬂg

possﬁYty ANy Other Biecs of information, fs, & stitatigrs Applica-
chara@teriZ 366t bPthe HFpfitatoRmay bé YdePRdeda st ke Shmsipries ¢
instafite, F e applicalion egsitiesdnandther devicedkat is cannesated to--
tﬂmaef&tﬁmmawvwoqai mFa&M Kes SugaﬁeWLéﬁb%EL&*@%%%h d%lﬁ“m
the-gharacterizatio icatio e the networ ress of the
ey e st Sa-

device. Also onegos& haracte ation of ai a aJIic ion in-ah

et devh (P TR (AP Br I e G S 8iie B H Gt eP Ve ie
podsiblelcharaeterzation Would besa céstenesigningpabliceyernal de-
Furthermaieieonedrabodisrentofdihe investions the. request (518) to the

esm ;
NAP 502 may 35 inglu %BBE%L&Q%@%EE'Z@& :%t%e p@@f&g ﬂ?& 506

Nokla eV|ce runnln% Serles 60 v3.1 hICh helps the

L2 send Eack the corect accaptable 1 acte ééﬂ&n ofthe %]bf)llc%NE
ThERTNER AP Bo2 Th24 ¥ faliskks iilicspbnse andihe possidiEtisrver
sigh€@ dat=io thbAPPIMERSGGThe signeshdatarétess eip4080Me the

extga.h data that the NAJ S02addsde the messageathat issigned Ué'nﬁm
by the.Ks: NAE. §§ vy the nGé@ ME server can verl the s&g:mtu

thls % xtra data and be sure that ct)mes faom a tru§e5 <otirce: Which =™
20 | nOWS theRs 1GAE TONBROTHE AP PRRIE 506 Mal tfh6rae b6 r- sar
to (GIGARL MIE SServer 508 by usimetheaesponstiand die signaddataHe

thexertharizaticiFis=aticenssfthd. exprespeRsa.and: sigratiye of dhe signed:-
datg-arg-Goreect, the GAA_ME server 508 continues with au- 15

thorization pro ure %FE rants access tg APP_ME 506 to the Ks_NAF.

Addltlonal , the GAAME Server 508 may iso Cafcut&te ti&*fashofthe 2
25 APPERAE 5o/ ShEraBtiae this rishag In the Siyndedi@atE&dFat bt orghe
of tihecmet:ksm isrsuccessiul the GAAsMEsetveris08 more detail

e.g. in 3GPP technical specification 3GPP TS 33.220
V7.2.0 (2005-12). During the bootstrapping the GAA_ME!
server 508 receives at least a BTID (Bootstrapping
30 Transaction Identifier) and the key lifetime from the
BSF 500. Since the GAZ _ME server 508 iz able to derive
key Ks and knows the NAF identifier, it is able to de-
rive the key Ks_NAP (514) which is a shared secret be-
tween the GAR ME server 508 and the NAF 502. The
35 GARA_ME server 508 will also cgenerate (514) a random
challenge for the APP_ME (506). After this the QAR ME



20 may add (528) the application into its trusted list depending on its local
configuration. If the application is in the trusted list, whenever in the future
Whied? Pk 506 makes a request for NAP keys, the GAA Wtz gervendis:

bootstraps and provides the NAP keys 25 without any additional
authorization from the NAP. Pegsible adding the application into its
trusted list gives the possibility have none-time grants" and nfull grants”. In

the,fistcasedhe ARRSME wald always haye,30 tan.(resppRseal  the
signed quest for Ks NA £ gg g@ltgthe extra authorize-data or both) for
ealliTe- The %econd case would get a permanent grant and
would not havéd-§ét tﬁ@%ﬁﬁﬁé&ﬁhoﬁ%ﬁuoﬁ?ﬁ%eﬁﬂﬁ:r&?&%ué@(%]f%?-nge

KsfNak. 35Einaila ifithe eexfication Made aboverravEbedrtsugpessfula
5 thecemfhMEServer 508,(530) indicates d&todhe ARRMELBaks (518)
procedute wag successill, and possibly includeg KSNAX L0 thigy o con-

message.
munlcatlon link may be gecured to nmitigate possible

man~in~the-middle attacks.
The NaF 502 fetches {320) the NAF gpecific
10 key KS_NAF from the BSF 400 using the BTID and derives
{522) a response to the challencgs by using Ke NWAF. The
response may be calculated e.g. by using a one~-way
hash function or keved-hash message authentication
code (HMAC) where the input parameters inciuds at
15 least the XKs_NAF and the challenge. The NAF 502 may
also sign data with the Ks_NAF. The data may include
one ox more hashes of applicationg that NaF 502 au-
thorizes to have access to The NAF gpecific keys
{(Rs_NAFs}. One of these hashes may be the hash of the
20 APP _ME application (506) that has been installed in
the ME (504) earlier. It should be noted that hash of
the application is merely one possibility. Any other
piece of information, that is, a sultable characteri-
zation of the application may be used instead of a
25 hash. For ingtance, 1f the application resides in an-
other device that is connected to the user’s terminal
over local mnetwork, such as WLAN or Blustooth, then
the characterization of the application may be the
network address of the device. 2lsc, one possible
30 characterization of an application in an external de-
vice may be the serial number of that device. More-
over, one possible characterization would be a content
signing public key. Furthermore, in one embodiment of
the invention, the reguest (518) to the NAF 502 may
35 include some characterization of the platform (e.g.
"Nokia device running Series 60 v3.1*}) which then
helpgz the NAF 502 to send back the correct acceptable



In one embodiment of the invention, when the GAA_ME server 508 has
successfully authenticated the 5 APP_ME 506, the GAA_ME server 408
waaagranieiccess only to the specific NAP specific key Ks_ N&Ftat wase?3
used during the procedure, and other NAP specific keys would not be
accessible. Especially, this may be thecase if signed data was not sent
from the NAP 502 to 10 the GAA_ME server 508 through APP_ME 506. In

insbes et ol it g5 gt by
A l.€ all possi eys. In.another e ime

of%%egi%\)/en%tﬁ%%keg% Képﬁ) (gextk)%l%\'l%ﬁlssﬁseg Ig(g a%krl'gup%%%,snéos%cur%ﬁg

gr nfdHicatish 5h& mightBE shdfed with other devices which might

not have any féime GBAgkeydgedeiatiomaf eeguesting capabilityrat alk:Fhis
5 empoeimerizcan fieusraio secure.agoMPBLNigationdink-for example in &

20 995@%&%%%@6%@%}@%@ M—ca@ﬁ%%&%vi%%% OLIO SELEUR A o

personal VPN Virtuﬁ private network). urthe_tore, inone

embodiment o heti SerfibFERAE 9D Ran b&58ntT Fom HREAPPTRIEDS
506 ¥ thetGAA ME SeRRS 508CEIther rsepBl Osasdescribdd: 25 aboves
or mtstepH2&8FurtheLmore, in one embodiment of the invention, during

O liple Keys, L the UAE S02 Thoe oultcte 30 Ko NAE Koy b the
role o b e s Ut e
caléﬁ%teé"ﬁuﬁ?p%@é%p%%@s td- thedHallBHGE SR Hede K NAFEKRESS
andalso eptionally sigrsithe datadismgeibonsybset 36tof the KseflAfata
keysr andsenssthemds theARR: ME/SAG: ThesARRLME 506 may-theg,, -

15 regisigrthem with the GAA. ME S&ﬂ‘é@gﬁ%%%"%@’ggsme 19 AR MEs o6
506 would gain access to more than one NAP speci ic key. _

te the Es_NAF. Additionally, the GAA_ME server 508 may
also caliculate the hash of the APP_ME 506, and check
if this hash lg in the signed data. If at least one of
the checks above i1z successful the GAA_ME server 508
20 may add (528 the application into its trusted list
depending on its leccal configuration. If the applica-
tiocn is in the trusted list, whenever in the future
the "APP_ME 506 makes a reguest for NAF keys, the
Gan_ME server 508 bootstraps and provides the NAF keys
2%  without any additional authorization from the NAF.
Possible adding the applicaticon into its
trusted 1list glves the possibility have ‘'one-time
grants" and Yfull grants®. In the first case the
APP_ME would always have to get the extrz authoriza-
30 tion (response or gigned data or both) for each re-
guest for Ks_NAF, or in the second case the APP_ME
would get a permanent grant and would not have to get
the extra authorization in the future reguests for
Ks_NAF.

35 Finally, if the verifications made above have

been successiul, the GAA MFE server 508 (530) indicates



Furthermore, this method can be applied in many other use cases, in
which the terminal equipment 5 is configured to trust a service provider

we.gwamesdipment manufacturer, or by a network operator) mowlzsméhecso7s
terminal equipment and the the service provider either have, or can agree
on, a shared key. We have describediig detail how, if a new application
can 10 prove to the terminal that it is trusted by a said service provider

th%lt can bedparked-tusted- andsinstalled ondhe user s ierminak That -
proo. based 2N knO\%IedlgzeFof the e}( shared between the teLminal and
the serche prowgler 15For mstance NStead o a%pllcatlon to be installed
in the terminal thef&:Bo GHIRSATIRHphEral #5¢ce BY BRBIE teWHRE i e
PraéimityEnedrorkete.¢h Bluetesth sorde AN networleutbabwahtsted the

5 cr?@mctn&g USess, te%ﬁ@abﬂﬂoevﬁromz@f ths egtab- 20-ishmentdss s
the S GPP BAlson of Vg s.to
derlve heaéhgtre %g%ﬁestagﬁh tr%)stcbetween ?h;e tgermﬁlggl aﬁ%Ei ff\ wes

se&fc%dp%ﬁaé}gom@r WAPS BIH DR cALIVRTSE W FSPRStdnce, $fre
publitikey infrasthgct@eces tRkbdn pRepcbothiparties Wouldrexchangé e
certifieates Of #iein publiE=keyswyerifycach ilier'sisignatuee ang proceedc

10 to deyiveg shaged key, Qr, ag) §“@P§6ﬁéﬂmﬂ'ﬁ alangstprm shared key .-
canb éj e- |ns§f§_:1lled |nF he termlnal py the netwark operator or, 30 the

teL PTAaFmaRUTactirer S *Migk-56%ous o pers CSfedin tHe 3pred
that Qith-ffe ativEndEmett of teéhifology:the §é§1c el ofthe iverEsRle

mayheaeimaplemented in various ways. The invention and its embodiments

are thus not 35 mitechtofhe eéme%leeecrieed abeve; instead they rpay
g var |n theﬁﬁ}gpe of the laims._ 20 CLAII\iI{S' 1, A method of

aut entlcgtlng an appli cgt’lsc?n tﬁe metﬂga C%mpr gto Secure d group
communication and might bDe shared w1th other dsvices
which might not have any form GBA key generation or
regquesting capability at all, This embodiment can he
used to secure a communlcation link, for example in a
20 home environment with many low-capability devicesg or

Lo serf-up a personal VPN (Virtual private network).
Furthermore, in one embodiment of the inven-
tion, NAF_ID can be sent to from the APP _ME 506 to the
GAA ME sgerver G508 either in step 510 as described

25 above or 1n step 526.

FPurthermore, in one embodiment of the inven-
tion, during the procedure, multiple Ks_NAF
kevs mev be used to grant access to multiple
kevs, i.e., the NAF 502 fetches multiple
30 Kg_NAF keys frem the BSF 500 (provided that
it dg authorized te do so), and the NAF 502
calculates multiple responses to the chal-
lengs using these Ke_NAF keys, and also op-
tionally signs the data using all or subset
25 of the XKs_NAF kevs, and sands them to the
ADPP_ME 50%4. The APP_ME 506 may then register
Them with the GaA MZ server 508. This way the



performing, with a server application, bootstrap-5 ping procedurt_es
between the server application and a bootstrapping server function;

wepvingiaushared key based on at least a key received fromghe/rrzos7s06073

5

1D

20

25

30

35

bootstrapping server function server during the bootstrapping procedures
and a network ap- 10 plication functigrpidentifier;  providing the _
application with a bootstrapping transaction identifier, the bootstrapping

transaction idegﬁﬁgﬁgemgr%g{yf@ fég%{g%ggggéraggi%§%rv§££qrg§irgg
server during oQtstrapping, proce- ures; recelving a respo

from the appli(@%%n;s%ﬁal;%ujtﬁeﬁ?g@iting the application by validatir]g theﬁ
response with T SHEFEWKSy. this metire megivd becordingitectiaim
1, wherein Z0ghe wthentioating Of théhapplicatien c@mpiiﬁesz_ eguipment
authenticstingdheapplicatien-by:comparingtheshared keywith the,

respon g I _r[hod accorqjin to clai 15: urther com ;gln L
ZSgengr'Sarﬁﬁrgta ?héhe%ggcé?%rg\ﬁdin%rthe pSlic% |§1‘r’1\rc\)/w t?r%e&%mégh e;d%m

and® WiereMAE Kuth SHECRTRT StepHdNpIR e S BRItRETTIEHERgREEV I Ger

appficdtion byargidatiy rrrespmsse with the chaliorge dneltheshatedve

keyis30d: Tdwimethodiaecorting.tayclaime3, BIthercompPIsn@rion can
prove to the terminal that it is trusted by a said
service provider then it can be marked "trusted" and
installed on the user's terminal. That proof is based
on knowledge of the key shared between the terminal
and the service provider.

For instance, instead of application to be
installed in the terminal, there could be a peripheral
device or another terminal in a proximity network
(e.g. Bluetooth, or WLAN network) that wants to con-
nect to user's terminal. The procedure of trust egtab-
lishment ig the same also in those cases.

J3GPP GBA i1s one of the wavs to derive the
shared key and establish trust between the terminal
and the service provider. Other ways can be conceived
as well. For instance, with public key infrastructure
(PKI) in place, both parties would exchange certifi-
cates of their public keys, verify each other's signa-
ture and proceed to derive a sghared key. Or, as an-
other example, =2 long-term shared key can be pre-
installed in the terminal by the network operator or
the terminal manufacturer.

It is obvious to a person skilled in the art

- that with the advancement of technology, the basic
idea of the invention may be implemented in various
ways. The invention and its embodiments are thus not
limited to the examples described above, instead they
may vary within the scope of the claims.
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receiving signed data with the response; and  wherein the authenticating
step further comprises verifying the signed data with the shared key. 35n.

widneometloag according to claim 1, further comprising: 21 pe6@iieg Aoons
register request from the application, the request comprising at least one
of the network application function idgptifier and an application in-
stance identifier before providing the application 5 with the bootstrapping
tragsactien identifier. 6. The method according to claim 1, further
comprising: receiving a register request from the applicatio  before

providing the applicatienmith the baotstsap-10ningyransastion identifisy,
7. The %@H}Q?da%‘?ﬂ{ﬂ%t& aim 6, wherein the register request
compri_ses af%agglication instance identifier -~ 8. The_met‘_r‘\odw
accordifig to Shaim s or 7118 whe i e d &Ry 6P Shar8@ Ke§t=ab -
coRpHe &~ O GRINAIRG thessered kelrbasedustheskey feceived fromithe:
bobtstiappiagserverfancian serwer durng the bootstrapping procedures,
the netwerkiapplicationna.fuacton idgotiier and the application ipstance
'd%%§¥ggtfrom the bootstrapping server function server
during the bootstrapping procedures and a network ap-
plication function identifier;
providing the application with a hootstrapping
transaction identifier, the bootstrapping transaction
identifier being received from the bootstrapping
server function server during the bootstrapping proce-
dures;
receiving & response from the application; and
authenticating the application by validating' the
regponse with the shared key.
2. The method according to claim 1, wherein
the authenticating of the application comprises:
authenticating the application by comparing the
shared key with the response.
3. The method according to claim 1, further
comprising:
generating a challengs;
providing the application with the chellenge; and
wherain the authenticating step comprises authen-
ticating the application by walidating the response
with the challenge and the shared key.
4. The method according to claim 3, further
comprising:
recelving signed data with the response; and
wherein the authenticating step further comprises
verifying the signed data with the shared key,
5. The method according +to claim 1, further
comprising:



9. The method according to claim 1, further comprising:  marking the
application as trusted if the authentication is successful. 2510. The

woethedaggrording to claim 9, further comprising: providing t%ﬁpﬁhﬁ?ﬁ w3
er

with the shared key. 11. The method according to claim 9, fur
comprising: 30receiving from the appﬂc,;ation a request for a network
application function key; and  sending to the application the network
applicati i ln response to ther quest
mpeﬁhodri(c)gfka%%}%nﬂtfgcz%z FUR 5pEeilcalfﬁo%lf’ﬁsjv%lth 5Os%r\‘fé}eaﬁﬁﬁ%tﬁ8ﬁtﬂ@1
methd Tomsin OW%%HMEM@S@@‘F/F@GOW@O@@%I%WOm ap-
redeivag Chem th@agphcatlon,dmumiseweaamallaallcm;@tjeaaitamn in-

bostsitapping Fansaetien-idestifiere  :QRENING communication link

s with:a netwark applivcation. tuncrion. servers identifier.

10
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&. The method according to claim 1, further

comprising:

receiving a register regquest from the application,
bafore providing the application with the bootstrap~-
ping tramnsaction identifier.

7. The method according to claim 6, whersin
the register reguest comprises an application instance
Ldentifier.

' 8. The method according to claim 5 or 7,
wherein the deriving of the shared key comprises:

deriving the shared key based on the key received
from the bootstrapping server function server during
the bootstrapping procedures, the natrwork application
function identifier and the application instance iden-
tifier.

9. The method according to claim 1, further
comprising:

marking the application as trusted if “he authen-
tication is successful.

10. The method according to claim 9, further
comprising:

providing the application with the shared key,

il. The method according to claim 9, further

comprising:

recelving from the application a reguest for a
netwerk application function kev; and

sending to the application the network epplication
function key in response to the reguest.

12. A method of authenticating an application
with a server application, the method comprising:



~ providing the network application function server with at least the
bootstrapping transaction identifier via the communication link; receiving,

Whraspensssto providing the bootstrap- 10 ping transaction ideqtifishBheess
least a response from the network application function server; and

authenticating the application by proy'giing the server application with at
- least the response received from the network application function server.

1513. The method according to claim.12, wherein: the receiving from _
the serd&Fappitcation’co p?ia's%le% & .#/}rgzgg\%hjéoﬁldotgf?g\bnpi%g %%%%Jct%
idenitifies dimhadhalleAges; dhdPoorRe PrevRimEotha R RoHC RppiEion™

-furrction: server comprises providing the network application function

server with the bogtsirapping kapsastion identifierand thechalienggyia -
the communication link. 2514. The method according to claim 13, where-
> re&eaf\?ih%nfré}ﬁnﬁ“élr?gtw%?ﬁ%%rp[ication function comprises receiving the
respond- ahd &igse d-dta SR 8T NStk Sppicition foivdtion a% grver
30the-authenticating ohtheapplatmprcomprisesTprovidimg thedsayveE L ex
applicationwith-therespenss ang:the signed data received from the

network application fug%tiolneé%rggge to pr o:\lg'ld@l% m&g@o%gggg@gg,_

to claim’ Z Turtfier 35 com rsing. . Lecengngﬁoa shared key from the.
10 se R ApPHERTAT BHEF sUctesiut sithentication™ == & T=SPonse =

the network application function server; and
authenticating the application by providing the
server application with at least the response recelved
from the network appiication function server.
15 12, The method aceording to claim 12,
wherein:
the receiving from the server application com-
priges receiving the bootstrapping transaction identi-
fier and a challengs=; and
20 ‘ the providing to the network application function
sarver comprises providing the network application
function server with the bootstrapping transaction
identifier and the challenge via the communication
iink.
25 14. The method according to claim 13, wherse-
in:
rhe receiving from the anetwork application func-
tion comprises receiving the response and signed data
from the network application functiom; and
20 the authenticating of the application comprises
providing the server application with the response and
the signed data received from the network application
function servar.
15. The method according to claim 12, further
35  comprising:
receiving a shared key Ifrom the server gpplication

aefrer succegsful authentication.



23 16. The method according to claim 12, further comprising:

after authentication, sending to the server application a request for a
network application function 5key; and  receiving the network application
function key from the server application jrzresponse to the request.

17. A method of deriving an authentication 10 key, the method comprising:

opening a commupication link with at application, - recejving, from the . 1o,

application, at least a bootstrapping transaction |dent|f|er via the

commiaRization fik: 15sending a request to a bootstrapping server func-

tion serverto-receivetd shared=Kels; the reguest:comprisihg askeasetheappli-

bootstrapping transactionsidentifer; receiving Jfram the-baetstrapping::rct icn

server | funCtIOI‘(liZO server, the shared key in response to the request;
erlvmgya response by using at least the shared key; and sending at least

the resporse-to'the &pplitation, the'tegdving  frontthelapplicatiortion  key

compiises re-r2b ceiving the oplistrapping: transactienidentfierrand @he re-
quest.
17. 2 methoed of deriving an authentication
10 key, the method comprising:
opening a communication link with an application;
receiving, from the application, at least a booi-
strapping transaction identifier via the communication
link;
i5 sending a request to a bootstrapping server func-
tion server to receive & shared key, the request com-
prising at least the bootstrapping transaction identi-
fier;
receiving, from the boctstrapping server function
20 server, the shared key 1in response to the reguest;
deriving a response by using at least the shared
key; and
sending at least the response to the application,
the recelving, from the application, comprises re-
25 celving the bootstrapping transaction identifier and a
challenge via the communication link; and
the deriving of the response comprises deriving
the response by using at least the shared key and ths

challengs.



challenge via the communication link; and  the deriving of the response
comprises deriving the response by using at least the shared key and the
challenge. 23a 18. The method accordingtoclaim17, wherein:  the
sending at least one response comprisesigending the response and

signed data signed with the shared key to the application. 24 19. A
computer programzof aythentigating.an applicafion; the computer pragram ; 7,
com%ijiscjr%%E%Qe adapted to perform the following steps when executed on
a data-processing device: 5performing bootstrapping procedures with a
boot- strappifig $&f/erTtinctiont & tderiviiy & ShafetFkey-based 6A At feast -
a key received fremrthe hootsteapping server functiogrsesver: + hdurag the
bootstrapping Qg%ceggr%gngﬁpqgtxvg{li ap- 10 plication function

identifier;



providing an application with a bootstrapping transaction identifier, the
bootstrapping transaction identifier being received from the bootstrapping
server function server during the bootstrapping proce- 15dures; receiving
a response from the application; and authenticating the application by
validating the response with the shared key. 20. The computer

program according;to ﬁlaierb%%&@@wh%gwpgnauwfntgc%fag9&y&fat ing an
application gomi[;rises: . authenticating the application b comparing thé

sharéd key With the respolise. © ™% =S 21 Prd EdMputer Prdgram™®  ©o9e
accofding t6 €lainy 25297 fuithek Adapted tooperfermetherfellowing steps cuted

whersexecuted orsaid glata-processing.device: generating a challenge;
groviding gr%'&ggg%n ith the challenge; and wherein the i ~
authentica?ing of the a pl\lﬁc{:ation coﬁ%-pso risgs{(::j 38’[?1e%ﬁ§§tin8ltﬁe & boot

applicatiGiv By Valid&tng the r€ponsévith the challenge and the shared
key. d221 Thecompiterproglany aceordimgdo ckaim 24z further key re-

adapted to-performythe o |0W&m@:§t§9§wﬁq§exg%ﬁt§g§n Stifhcion server
dataprocessing device; Sereceiving sianed data with the fesponse; and, -
25
10 plication function identifier;
providing an application with a bootstrapping
transacticn identifier, the bootstrapping transaction
identifier Dbeing received from the Dbootstrapping
server function server during the bootstrapping proce-
15  dures;
receiving a response from the application; and
authenticating the application by wvalidating the
response with the shared key.
20. The computer program according to claim
20 19, wherein the authenticating of the application com-
prises:
authenticating the application by comparing the
shared key with the response.
21. The computer program according to claim
25 19, further adapted to perform the following steps
when executed on said data-processing device:
generating a challenge;
providing the application with the challenge; and
wherein the authenticating of the application com-
30 prises authenticating the application by validating
the response with the challenge and the shared key.
22. The computer program according to claim
21, further adapted to perform the following steps
when executed on sald data-processing device:

35 recelving signed data with the response; and



wherein the authenticating of the application further comprises verifying
the signed data with the - shared key. 23. The computer program .
according to claim 19, further adapted to perform the following steps when
executed on said data-processing devicgs  receiving a register request
from the application, the request comprising at least one of the network

applicatipryfunction identifier and-am applicagon in- 4Q.stance identifier, ;-
befor?hprowdln% the %gllcatlon \ﬁllth the b%)tstrasppm%gan action

identi & computet program according afm19, Hrther t1°
adap?@@%@ﬁeﬁ@ﬁfﬂ the following step when executed on said
data-processing devicenibreceivingsa-registes requestromthes; to claim

applicgtioncbefare proyiding the aeellcg%%\@ﬂl&th%k)eoot%%%wgn% steps

transaction identifier. he computer program accordin
claint 23" WREFSIH the régister T@quj@sif Tohprises an applica26 Eflon
instance identifiering a 26.Jiheegmpeter programraccondingte thaimt Lon,

23 ok 25, wherein the-deriving of the.shared key comprisesideriving;the, -
shared keg based on th% ke){ recglved %Slfrom the bootstr%%)/ﬁgcgetrver

function Server-during the bootstrapping procec?ures he i ton in

1 Qpplithies functiohridéntifier anttherdpplieation fistancefdentifieelication
27. Theccomputespragran apcording-torclaint 30:19; further adapted to

perform the following step when,execited o0 said data-pIOSesng ovice', .

markijng the application as trusted if the authentication is_successful.
28. The' computar prograft actordingth claifh 35'97 Hifther afdptadds vher
perferrtthetfellowingsstep whersexecuted onrsaididatasprocessing device:

1 providing the-application witbthesharedkee st from the application,
before providing the application with the bootstrap-
ping transaction identifier.

25. The computer program accordlpg‘ to claim
24, wherein the register request comprises an applica-

20 tion instance identifier.

26. The computer program according to claim

23 or 25, wherein the deriving of the shared key com-
prises:

deriving the shared key based con the key received

25  from the bootstrapping server function server during
the bootstrapping procedures, the network application
function identifier and the applicaticn instance iden-
tifier.

27. The computer program according to claim

30 19, further adapted to perform the following step when
executed on said data-processing device:

marking the épplication as trusted if the authen-
tication is successful.
28. The computer program according to claim

35 27, further adapted to perform the following step whean
executed on said data-processing device:

providing the application with the shared key.



26 29. The computer program according to claim 27, further
adapted to perform the following steps when executed on said
data-processing device: receiving from the application a request for 5
network application function key; and  ?$ending to the application the
network application function key in response to the request. 30.

The computer progranyigecardingdeany 9f-claims,19:-29, whereingthe 144

computer program is empod10 jed on a computer-readable medium. .
31. E%bm%[ﬁ%%?’o’“graﬁﬁ%? é&tﬁentf%ati%%rﬁloéfr%lic%%%n fth a°derber steps

applitafion Sthacohssuter programieompiising e6deé adapteditosperform

the followingcsteps whencexecutenon acdata-precessing deviGie st for a
3sregelving fom.a senver appliqation.auieast.a foatstiapping transaction
identifier;  opening a communication link with a network application ’
function s@ﬁ}ﬁ)}ng providifg fHEEHetioTk aPplicafion firittibh serverizg =ion
with atledst the beotstrappipgdransaction ideatifierviathe communication

link; ~ receiving in response tq.providing the.hootsirapping wansaction, ;¢
dentifr, gtleas! a response from the petwork application function servef,
and 5autrp1ent|catingt € application by prowdﬂ}?g e séjr%lggﬁﬂlic‘aﬁoﬁ ©

L vith BE fe st the FESPOREE Feceived frof theHetWwerk application function

server. 323 Thercomputeriprogramaccordingrto glaims3lk wherey an
application with & server application, the computer
program comprising code adapted to perform the follow-
ing steps when executed on a data-processing device:

15 receiving from a server application at least a
bootstrapping transaction identifier;

opening a communication link with a network appli-
caticn function server;
providing the network application function server

20 with at least the bootstrapping transaction identifier

via the communication link;

recelving, in response to providing the bootstrap-
ping transaction identifier, at least a response from
the network application function server; and

25 authenticating the application by providing the
server application with at least the response received
from the network application function server.

32. The computer program according to claim
31, wherein:

30 the receiving from the server application com-
prises receiving the bootstrapping transaction identi-
fier and a challenge; and

the providing to the network application server
comprises providing the network application function

35 server with the bootstrapping transaction identifier

and the challenge via the communication link.



30the receiving from the server application com- prises receiving the
bootstrapping transaction identifier and a challenge; and  the providing

to the network application server comprises providing the network

application function 35 server with the bpotstrapping transaction identifier

and the challenge via the communication link. 27 33. The

computer progransaceording teyglaim 32 wherelny: - cthe-receivingfrom i
netw%)ﬁk a Qlécaéipn function comprises receiving the response and signed
data tfidm 5 Network application function; and  the authenticating of the
applicatioft eBmprses providing 1 sehver gpplicafierh withithé yespdhget Lon
and theusignea: dlataseseivedfrom thernetworsapplication tinetion server ron
3034, é@/@&q{nggﬁﬁ pg%gggghagggg%@;clag%m, further adapted to

perform the followlrl steﬁ),when executed on said data-processing .
device:: L%cei@fﬁ&ﬁ@ aret REV ot the- Sérvet dpplicatior after o r ises
successful duthentication: 1835, The tomputerpragram aceordigptonse and

claim 34, furtheeadapted to-pedorm therfallgwing steps-when eé%ﬁ-ﬂ@@@f‘ion
said gg}%%riocessing device: after authentication, sending to the

O Sgcrvel. . . .
server app ication & requést for a network application function 20key; and
10 34. The computer program according to claim

31, further adapted to perform the following step when
executed on saild data-processing device::

recelving a shared key from the server application
after successful authentication.

15 35, The computer program according to claim
31, further adapted to perform the following steps
when executed on said data-processing device:

after authenticaticn, sending to the server appli-
cation a request for a network application function

20 key; and

receiving the network application function key
from the server application 1in response to the re-
quest.

36. The computer program according to any of

25 claims 31 - 35, wherein the computer program is embod-~
ied on a computer-readable medium.

37. A computer program of deriving an authen-
tication key, the computer program comprising code
adapted to perform the fcllowing steps when executed

30 on a data-processing device:

opening a communication link with an application;

receiving, from the application, at least a boot-
strapping transaction identifier via the communication
link;

9%
£

sending a reguest to a bootstrapping server func-

ticn server to receive a shared key, the request com-



receiving the network application function key from the server application

- in response to the request, 36. The computer program according
to any of 25 claims 31 - 35, wherein the computer program is embodied
on a computer-readable medium. 287. A computer program of

deriving an authentication key, the computer program comprising code

adapted tg,peeformy the follovdng steps.when executed 30 0 @ +ronsaction
data-f)[gog_1 ssﬂ%]gevice: opening a communication link with an application;
receivmeg‘,eﬁj(‘)m he application, at least a bootstrapping transaction .
identifier vi& ftfel ompunicativnllink; 35serfdinpapéguest k¢gver function

bootstrapping server func-dibnissrventoreceivesesharedikeyr the raguest
gom- 28 . prsing At lsa%tetgﬁ&%oéﬁ@?p@gﬁ?é‘s%cé'oﬂ%%%rl“f'% shared

receiving, from the bootstrapping server functionserver, the sharedﬁ(ey i
resp&%’e (e request;  deriving a response by using at least the

shared keyzand sending ‘atdedst the response e the appkcation] wheteinn,
the receiving.camprisesyeceiving:the: ng  comprises receiving the
boctstrapping transaction identifier and a challenge

10 wvia the communication link; and

the deriving comprises deriving the response by
using at least the shared key and the challenge.
38. The computer program according to claim
37, wherein:

15 the sending of at least the response comprises
sending the response and signed data signed with the
shared key to the application.

39. The computer program according to any of
claims 37 - 38, wherein the computer program is embod-

20 ied on a computer-readable medium.

40. A mobile terminal for authenticating an
application, comprising:
a server application configured to perform boot-
strapping procedures between the server application

25 and a bootstrapping server function; to derive a
shared key based on at least a key received from the
bootstrapping server function server during the boot-
strapping procedures and a network application func-
tion identifier; to provide an application with a

30  bootstrapping transaction identifier, the bootstrap



bootstrapping transaction identifier and a challenge 10 via the
communication link; and  the deriving comprises deriving the response
by using at least the shared key and the challenge. 38. The
computer program according to claim 37gwherein: 15the sending of at
least the response comprises sending the response and signed data
signed withJhe shared-key,ip the-applieplion,»; ng -38-Thecompuyter .
program Qgggrdlng, t% any 1(:)]:7 clglr?s 37{1'38’ Wherelnwthg computer ~
program is embod20ed oh a computer-readabie meditm. ' ¢ =40, A~
mobife-tetitinal FoP AGtHeRtiEating an application, eomprisingse aservehe
applisation eanfigureddn pesformdootstsapping pregedures: betweenthes 11 -
ervey.; icatior 00} S ing. server f jon; to derive a
zhar%%@{%aggg é?\eg'lt%gs%a &%ﬁ%%gi%e %?gr%legﬁg%%%fstrapping server
function server during the bootstrapping procedures and a network
application func- tion identifier; to provide an application with a 30
bootstrapping transaction identifier, the bootstrap 28a ping transaction
identifier being received from the bootstrapping server function server
during the bootstrapping procedures; to receive a response from the
application; and authenticate the application by vali-



5 dating the response with the shared key. 29 41. The mobile

terminal according to claim 40, wherein the server application is

configured to authenticate the application by comparing the shared key

with the response. 542. The mobile termirtal according to claim 40,

wherein the server application is configured to generate a challenge; to
provide the appligationrwith theichallenge;-and.to,validate the response . 1
with ch_aﬂeri%e and Ebhe shared key. 10Ai3 The mobile terminal

according to claim 42, Whereif the ger\?éjrpapjp(ﬁggﬁ'oorpis ¢nfigtired &4 Lo
receive Sighied-datetwith the Fegpobhsatand tolauthenticateisiep fulthershared

compriseswerifyingdhe sighedsdata with the shared key. 1544. The mobile
terminal according,o dain 40 wheteindhesenver applicalion & o ciaim
[ n. the request

configured to receive a register request from the application, . t
comprising A 1E&4 on&5F thé Hetwbrk AppliddtiohfaRction idenfifierared to
an application4nstances20 identifiertbeforecprovidingithe applicationiwith with

the beetstrapping-transaction;identifier.: : 4+ A5 The mabileterminal ;, ¢y,
accogjqqigg ) Iglaémaérl% %Qereglqthge%eryi%r application is configured to
receive a Feglﬁer request from f%.e app i‘égfion, before providing the

1 Bpplication with thé hobistrapising transaetisn fdehtifiercordings, The claim
mobite terminat aceording tosclaios 45 Awhereirsthesegister regestiured to
comprises:an application instanceidentifier. 3047, The mobile terminal
according to claim 44 - 46, wherein the server apgg)lication is configured to

derive’the ‘sharéd Ry Jased i the KBy fécefiad femt fying  the signed
data with the shared key.

15 44. The mobile terminal according to claim
40, wherein the server application is configured to
receive a register request from the application, the
request comprising at least one of the network appli-
cation function identifier and an application instance

20 identifier bpefore providing the application with the
bootstrapping transaction identifier.

45. The mobile terminal according to claim
40, wherein the server application is configured to

receive a register request from the application, be-

25 fore providing the application with the bootstrapping
transaction identifier.
4¢. The mobile terminal according to claim’
45, wherein the register request comprises an applica-
tion instance identifier.
30 47. The mobile terminal according te claim 44

=~ 46, wherein the server application is configured to
derive the shared key based on the key received from
the bootstrapping server function server during the
bootstrapping procedures, the network application

35 function identifier and the application instance iden-

tifier.



the bootstrapping server function server during the bootstrapping
procedures, the network application 35 function identifier and the
application instance identifier. 30 48. The mobile terminal
according to claim 40, wherein the serveyapplication is configured to mark
the application as trusted if the authentication is successful. 549. The

mobile terminal apsordifg tociaIfL48, WhetElh the Sepies ARDIIGRAUONTS <11

confi
mobi

red to provide the appllcatlon with the shared ke The
?est’erm%%”accordpﬁg to"clainy 48, %}aﬁ%ﬁé%ervgﬁap%ﬁgaﬁo%wed £o

configairet t6I10 reesivedrorathe application atedudest for asmetivork L cation
applicatien funetionkey; and to send to the application the network

gpprMonfuncﬂggkeyﬂgreaggg%%UJgé §§W§§t accordﬂng to claim

10

1>

48, wherein the server application is configured to
provide the application with the shared key.

20. The mobile terminal according to claim
48, wherein the server application is configured to
receive from the application a request for a network
application function key; and to send to the applica-
tion the network application function key in response

to the reguest.



