REVERSE AUTHORI ZED SYN COOKI E TECHNI CAL FIELD [1] The techni ques provided
lherei'n relate to providing services on a network such as the intenet.
BACKGROUND [2] Conputer servers can provide conputer clients with
"services over a network such as the internet. However, such servers can be
L vulnerable to denial of - REVERSE AUTHORIZEONSYN COOQKIE entities. Such
attacks can swanp servers with data, rendering themunable to provide
services to legitimate clients. SUMVARY

TECHNICAL FIELD

[001] The techniques provided herein relate to providing services on a

network such as the internet. : o
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BACKGROUND
[002] Computer servers can provide computer clients with services over a
network such as the internet. However, such servers can be vulnerable to denial-
of-service attacks from malicious entities. Such attacks can swamp servers with
data, rendering them unable to provide services to legitimate clients.
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SUMMARY L *G00002*

[003] - According to some implementations, a technique for providing a
- service on a network is provided. The technique includes receiving a TCP SYN
packet from a client directed to an IP address and port number derived from at
least a one-time datum associated with the client, confirming that the TCP SYN
packet is addressed to an authorized IP address and port number, sending a TCP
SYN-ACK packet to the client, receiving a TCP ACK from the client, receiving a
data packet from the client, the data packet comprising a client ID and the one-
time datum, generating a calculated one-time datum based at least on the client
ID, verifying that the one-time datum corresponds to the calcdlated one-time
datum, and establishing a TCP/IP connection with the client in response to the

verifying.



[.3] According to some inplenentations, a technique for providing a service
dn a network is provided. The techni que includes receiving a TCP SYN packet
froma ctient directed to an | P address and port nunber derived from at

| east a one-tinme datum associated with the client, confirmng that the TCP
SYN packet is addressed to an authorized IP address and port nunber,
'sendlng a TCP SYN- ACK packet to the client, receiving a TCP ACK fromthe

client, peserRIPTIOR ORIDRAMINGS from t he cli ent, the data packet conprising
a cli ent_l‘D—dTrT"'—t_d_t'e onetine datum generating a cal cul ated one-tine datum
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constitute a part of this specification, illustrate inplenmentations of the
descri bdgcheelpgwl bythe figirede fi gures: [5] Fig. 1 is a schematic diagram of
a system according to sone enbodi nents of the present invention; and [6]
Fig. 2 i[008]f| owchiigt ofis aa nsahembtic diagiang of ca seystemnbodonding o osomae
present invention. DETAILED DESCRIPTION [7] Sone inplenmentations of the

pr esent élﬂbga'hhé}ﬂs@ﬁt‘hd’lpﬂﬁ@eﬁﬁi’n\aghumw ers fromunaut hori zed entities.
Such i npl ementati ons can acconplish this goal by providing services at

randomf@ f\r' ng 1§ aéqg%Sﬁcﬁﬁcr?é’rﬂoparrhemea%c%rdme't@@oﬁ#@e%oatmeﬁtvswdl c

i nterva ut hor| z registered clients can |locate the IP addresses and
port nu ersr 'gﬁ%’ﬁ@ services fromthe server. Sone inplenentations
verify t gtpg i g‘rrputer attenpting to establish a TCP/I P connecti on
with the server has not only previously registered to do so, but al so has
possession of data from which the random appearing | P addresses and port

nunbers can be deri ved. 8] Further, sone inplenentations can thwart
so-cal | WMZE&I service attacks. Such inplementations can
acconplish this by not establishing a TCP state relative to a potenti al
client ujo7] afterSbhe implentardations efitthe present invention can hide server
computers from unauthorized entities. Such implementations can accomplish this
goal by providing services at random-appearing IP addresses and port numbers’,
which change at periodic intervals. Authorized, registered clients can locate the IP
addresses and port numbers and obtain services from the server. Some
implementations verify thét a client computer attempting to establish a TCP/IP
connection with the server has not only previously registered to do so, but also has
possession of data from which the random-appearing IP addresses and port
numbers can be derived.
[008] Further, some implementations can thwart so-called SYN flood

denial of service attacks. Such implementations can accomplish this by not

establishing a TCP state relative to a potential client until after the potential client



has provi ded appropriate data, e.g., data used to derive the

random appearing | P addresses and port nunbers. Because no state is
established until after the server verifies the client, the server keeps no
‘record of hal f-open connections. This feature defeats malicious attenpts to
“over r un hdseprosidesr approprisieydatat k.g. edatadgsddto deitive thedesdoim-appearingibifect i on
“attenpts. [009] Reference will now be nmade in detail to exanple '

i mpl emendciré S5t anlli Sért AHunbérsUs Bezhade i b iSiiteaisC estapishatd udtipafteg the Wer e
possi bl e the same reference nunbers will be used throughout the drawi ngs to

refer tqdhe §%ﬂéﬁ‘ets°fhé eligntPahd %erJ}%gQ%%pﬂ Go redord Bf KHIEBLA Ccoﬂh?%lri&{@.m a

system accordi o0 some ehbodi men t he present invention.

parti culgr. ig. 1,Jlustrates vaglou r f r
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di scl osed systens and net hods. In enbodi nents as shown, system 106 may

i ncl ude regerdsifonprudtitydes ekbegus samneddiop atterRiSr andom access menory
operating under control of or in conjunction with an operating system The
processdP991110 i n Refeceiaeemils nawybe anade lindietril to exampie implementations,
clusters, or other conputers or hardware resources, or may be inpl enented
usi ng clwhidh Erecitlustestedrinethe dtcorepsying Hdiwings. c¥imerei pedsiblei the semsi st ent
menory 114 to access or store programinstructions and other data for

i mpl eﬁe%iré‘fan&@%u%ecrkWﬁfbémé&@Eroggﬂon?fﬂweﬁawﬁ?@qssé@rﬁoJtilae d8e dr"

general , execute contr ogl c an ntrol operattfons to inplenent the
t echni qq@ &k&cl osed herein. [0010] System 106 further includes registration
server 11Z."Registration server 112 is coupled to processors 110 and to

one or r etworks 104, such as the.internet. Such couplin | I ows

regi st rgﬁpgﬂlfserv ri91 10 1$ A Sehematicadiadipm, o |gews?qr§2?c€qrdw% an‘f’f?fpﬁer
device or service. The comuni cation can be a request for registration for
a servi cempedimenisl afytheepraseat Jayentiom odn maéculani Eig: at iibstaies p@rieepi f i ed,
e.g., by sending an email to a user-specified email address, where the

emai | i ntdrddase,asdftwdret and oteér msgarddsathabmhyy heussed indmpermientations ofer vi ce
using client 102 could obtain. Registration server can further provide

data, sugitéh FOF HRekbRINg %o Wis@véed Qgstentd ahGahefiddant Il @nsRiimeateLes a

service provided by service server 108.
shown, system 106 may include one or more processors 110 coupled to random
access memory operating under control of or in conjunction with an operating
system. ‘The processors 110 in embodiments may be included in one or more
servers, clusters, or other computers or hardware resources, or may be
implemented using cloud-based resources. Proceésors 110 may communicate
with persistent memory 114 to access or store program instructions and other data
for implementing the disclosed systems and methods. Processors 110 may, in
general, execute control logic and control operations to implement the techniques

disclosed herein.

[0010] System 106 further includes registration server 112. Registration



100111System 106 further includes service server 108. Service server 108 is
coupl'ed to processors 110 and to one or nore networks 104, such as the
internet. Service server 108 can provide a service to registered users,
‘e.g., users of client 102. Such services can include, by way of

non- | i miserver tKaiptespledite grooessorddrki angd telbaetoromore netvesrks Md4, sluebt r oni ¢
“wor kroons, job resources, electronic nedical records or resources, etc.

Ser vi ce gxothéahtekRét. | SuSRBHUBKHESIdWs FRSESGTSas8r Al 2 th RoadflaRaRSWRRd port
nunbers as di scussed herein. Service server 108 is further configured to

verify fén'gﬁpﬁq%% Wwith Qh8Ter GRvide df ?f\ﬁé.eel'hléeéogﬂhiuﬂicraﬁf)ﬁrc%ﬂ%é‘?eg%%ét 2.

[0012] O 2 can execute contro ogic, e. conput er - execut

softvvare%, to.%ccess service servgﬁﬁdlg& I n ¥articullt r, $| i_ent 182 can
execut e [RHMRIIFFAYPLfAL g FeVREPOV BRR0cE SPEeRi 1OR- sThgiredistiaior caog i n
accordance Wi th the techni ques disclosed herein, [0013] O her confi gturat I ons
of conpleeyerdfigst, €9-1b8 seadingcaneatpilietawprr-sresifird emalladdipes. yviere the

har dwar e, software, and service resources are possible. [0014]Fig. 2 is a

f | owcharamaif ircludashadinkdoa wietgpage thatordyraodsergeguesting the periaenusing

I nvention. The nethod depicted by Fig. 2 can be inplenented, e.g., by

syst em Idlienpf 0Bi @uld obfliRer Regitratien tseiverncarf fi@ttidrsgropieiesdétag suthrdshar ,

while the description herein of the method of Fig. 1 is described in

e o o oRe B8 SEAAETO2 sheh BRAIERETOZ AR ackass ancPieTrblitel by T ®he

accommds%tn%ir ,R:y&enbodi ments of the invention.
[0011] System 106 further includes sérvice server 108. Service server 108
is coupled to processors 110 and to one or more networks 104, such as the
internet. Service server 108 can provide a service to registered users, e.g., users
of client 102. Such services can include, by way of non-limiting examples,
electronic banking, electronic investing, electronic workrooms, job resources,
electronic medical records or resources, etc. Service server 108 is configured to
change accessible IP addresses and port numbers as discussed herein. Service
server 108 is further configured to verify client 102 information as discussed below
in referenc.e.to Fig. 2.
[0012] Client 102 can execute control logic, e.g., computer-executable
software, to access service server 108. In particular, client 102 can execute
control logic to locate and communicate with service server 108 in accordance

with the techniques disclosed herein.

[0013] ~Other configurations of computer system 106, associated network



[0015]At bl ock 202, system 106 registers client 102. The registration
process can be conducted el ectronically, telephonically, by mail, or using
any ot her suitable technology. The end result of the registration process
of block 202 is that both client 102 and registration server 112 possess a
uni que, coaoestions smdmtber hardyeare; saftwarenand sarvice easources ieepgaaidleor d, and
‘possibly the client I D, can be a sequence of nunbers, letters, synbols or

any contjoos4) on t herigdt is d iewphas \whadmetrod msduhgyotsbmecémoﬁlmawtsmn be
inpl enented as a sequence of bits, e.g., unformatted for any particul ar

visual rgg Srﬁé@éﬁt%i/&‘ihon-rh?rlre%é%ﬁdd&pﬁ&eﬁeo y Figd-2 c3RBe Wew@hté@?é‘?b' ts

| ong. Registration server 112 can generate ‘the password (‘and possibl'y the

goner at b SO B BB ot e HiEEheABRBHE R, Aa Boddnte, (IR WATETL |

Each cllent registerin or di | ock. 202 r. dff er ent
passwor dhasigsatiptQn beage %nghq et [)gggs\ﬂo'ﬁ eS&HEeg(%é‘? E%en‘érq"sﬁk | D,
can be encrypted for transmission to client 102, - u5| ng an asynmetric
encr ypt iifbshatilgobet hategr thathg bpllialisn of ygisntm elgg,ot)nttghﬂ ogjert emhLmeredsr es
the password in association with the user ID of client 102 in persistent
menory lhdusands, ,oritena afahabsaeds 80 e Accdrhowkiagall byodmbadini@fts iafitheat es a
request for service. To do this, client 102 first determ nes an | P address
and por tinjgntiey based on the client's password and the current time. An
exanpl e det erm nation of IP address and port nunber, based on a cal cul ation

accor di 048 EAUalAoRich 565! Qysich OFRNTLdistdh At Ofo10NThS Webishargiamp e.

t he destl na on | SS an rt nunbe cul ated a cor |ng t o:

DESTI NATI ON BA ONE- T T SK) (1 n Equ

DESTI NAFITERES 528 Sﬁﬁt%oh@stﬁ%%ﬁi% T R S M R
speci fied range. BASE represents the top of the range, and MASK represents
t he bot ta3heosuitate teghyolognE *Fﬁl\%'d:fﬁﬁumqféb?é%'ﬁ’r§t'%@r%?eﬁst¢ frRlogk £0én
determ ned as descri be el sewhere herein. The synbol "A" represents a

bi t wi se i&Nbabtmthat cigntt 102 sandbodgistratioremereant $2 aphsgesissa OMqupersectet, and
the synbol "-." represents a bitwi se NOT operator. Al quantities in

Equat i orpassovind lre assoiatite with asclieri $0e Thesassalond sandbossiblyete lotiept 1,1 xed
by "Ox" by conventi on [0017] Thus, BASE and MASK set forth a range of

Poss! bl &diTh@ S SReRe %?S\éﬂ%érs”%tﬂgl | SymBRI & arPEoRbinkfiBn GRgredReThEy Such

paraneters, can o uch par a ers during the

o0 =L o5 PadhiB) Relsielf o7 ahite *Eﬂsféqt%@%ﬁdf%gﬁ@éﬁ@ bpfes e
Cli ot 108 dBfamal “q%%p%é‘r%%ﬁéﬁ%u%&s«%ﬁrsﬁé”%ﬁétm RASPOELAPBO o

fixed I P address and port nunber at a time of requesting a service, and
e.g., 256, 512, or 1024 bits long. Registration server 112 can generate the

password (and possibly the user ID) using a pseudo-random number generator or
a true random number generator. In some embodiments, a user of client 102
selects the client ID. Each client registering according to block 202 receives a
different password and different user ID. The password, and possibly the client ID,
can be encrypted for transmission to client 102, e.g., using an asymmetric

encryption algorithm or a hybrid encryption algorithm. System 106 stores the



" the process can proceed to a new | P address and port nunber after

cal cul ati ng the DESTI NATI ON based on those paraneters. The obtai ned
paranmeters can be stored at client 102 in, e.g., a cookie. [0018] The
"ONE- TI ME- DATUM can be based on the client's password and the current tine.
- For examasswoBiNih EsbEsiBidiuMithathebesearadll: of alient 132 irs pargistent mieinsoty 1ol swor d
"as an input to a tine-based password-generating al gorithm such as TOTP,
nmodi fi e §0 iHiditabagee-time data of a particular bit length. As another
exanpl e, ONE- TI ME- DATUM can be obtai ned by providing the user password and
current [gm(e 9-at GBRE VoA iER: 4I5HI fe)s {a%aué?&er& eenﬂééhﬁ&%rfhié“m

such as The current tine can be nW ch nmean or

internet ti ST inter tern me

ot vat o Wt 197 i pelirmipgean o %%rsﬁmmf it iBenpadFq B @2% be
configured to change peri odical Ix ., every 30 seconds. For exanp t he
current RasswoEd @ngethe wAead timsan f‘cﬁ’@aﬁép'@éielt?%f‘a@@ 9E%ﬁ§dTQﬁSeﬁ%P°'For

pur poses of calculating the ONE-TI ME-DATUM Oher tinme intervals are al so
cont enplratreber, dhaged ever galeilation, acopeding 20 Equaiins 1, dellaws preesasntiyndBy et c.

[ 0019] An exanpl e application of Equation 1 follows. For a desired range of

| P addr agag of behvikeitind Bxahfifle Othe déstimagibn 1P2addr@sd Emd2port ndhfikeri carsbe to
OXCOASFFFFFFFF and MASK is set to OxFFFFOOOOF000. For the hexadeci mal

nunber s fAtodi gits are parsed pairw se and correspond to the
| P addr eséslaﬂa{éié(fwco‘??l {tofour digits are parsed as a whol e and correspond

to the port C t onds 4,0 168,
Ox00 corresp@ﬁggﬁgl @N Q@‘%Pé\o@ g‘ég}n@ﬁﬁoﬂgﬁﬁf qY—léggﬁicorrgs?ponds
to 65535. For, a ONE-Tl ME- DATUM of Ox324BA3E2734 and the apove paraneters,
Equat | orNEBALSRN S WESERVY KM (rpreseniscoasneiases If-address and Ber AUET
OxCOABA3E2F34C, breaks out into OxCOABA3E2 for the I P address and Q<F34C
for the within aispesified rangssi iafSRotenresentspinepton wf ghesenges lndidASKat i on
| P address for the above paraneters is 192.168.163. 266 and the port nunber

i S 62284replddents time bottem ofhhecrange! cONESTIMBIDATUN rdpreséntsrthé .onediiA] Not e
that the present invention is not limted to the specific calculation

accordi "6 h@eggt@% %sf@ésd#i%eé@bnh 23 ﬂeﬁébhna’rhersy%adw P85R3eARdapOr t

nunber s ese paraneters nee not be cal cul’ated, but can be | ooked

D, Bl i A By ARAERY Vel EGE, ORHPRIS O
;P tee;?’glosswf@é)é, g?légg]reggr?ts aa[)ﬁw%(etlllé% op%rgtec{r Cﬂl gger%}tljegr}rsl quuatloRe1r céne %hm aues
~ considered as hexadecimal values, which may be prefixed by “Ox” by convention. -

[0017] Thus, BASE and MASK set forth a range of possible IP addresses
and port numbers. Service server 108 can specify such parameters, and client
102 can obtain such parameters during the registration process of block 202, at
the time of the determination of the IP addrees and port number, or at any time
prior to the time of the determination of the IP address and port number. In some

implementations, client 102 obtains the BASE and MASK parameters from a proxy

server at a fixed IP address and port number at a time of requesting a service, and



[ 0021] To concl ude bl ock 204, client 102 sends a TCP SYN packet to the IP
addreéss and port nunber determ ned as part of this block. Service server
108 receives the SYN packet, and control passes to bl ock 206. [0022] At
‘bl ock 206, service server 108 confirns that it received the SYN packet

addr essebe tppocesd Eargioessx] fna mewtiPnaddress tamat por rumplpersaftert calbalating i ve.
“To that end, service server 108 can keep a list of all active |IP addresses

and por QW@TINA'I‘IO%? $ase@bnARo¥E pAratneters DTHansbthingd RahhRisrs i béce

server can do this by conputing and pre-conputing I'P addresses and port
nunber s ne or nore current and upcomng tine

i nt erval® i&fe&ﬁ%ﬁng‘?@%gPegé‘vgrc%%% receives a SYN packet at a particular IP
addr ess ort n ver 8 atte | ook u

address [ aagaﬁort nﬁﬂ%ebNEtﬁﬁY'é ES,EE@%FEBR}QFOQPS@%{U e@%enéﬁcﬁ’aﬁﬁ B‘%ﬁ%er
pairs. [0023]1f, at blocis 206, service server 108 determ nes that the SYN

packet aheiougenhtimen ForexaraplePONRITEME-RAGUM can hengaleulalad RHSIAOSBar d t he
packet according to block 208 and take no further action. [0024]If, at

bl ock 2Q@fientpasswerdsas aarinfoBtodz tienevbassd phsswortdegeedating ladgorithm, such
as TOTP, modified to output one-time data of a particular bit length. As another
example, ONE-TIME-DATUM can be obtained by providing the user password and
current time (e.g., concatenated together) to a one-way hash algorithm, such as
SHA-1. The current time can be local time, Greenwich mean time, or internet time
(e.g., NIST internet time, or internet time provided by a private entity), for example.
Computations for the ONE-TIME-DATUM can be configured to change
periodically, e.g., every 30 seconds. For example, the current time can be
rounded down to the earliest 30-second interval for purposes of calculating the
ONE-TIME-DATUM. Other time intervals are also contemplated, e.g., every
minute, every 20 seconds, every 10 seconds, etc.
[0019] An example application of Equation 1 follows. For a desired range of
IP addresses between 192.168.0.0 through 192.168.255.255, BASE is set to
OxCOA8FFFFFFF.F and MASK is set to OxFFFFOO0O0F000. For the hexadecimal
numbers, the first eight digits are parsed pairwise and correspond to the IP
address, and the last four digits are parsed as a whole and correspond to the port
number. Thus, 0xCO corresponds to 192, 0xA8 corresponds to 168, 0x00

corresponds to 0, OxFOOO corresponds to 61440, and OxFFFF corresponds to



arrived at a valid IP address and port nunber, it can reply with a TCP
SYN- ACK packet at block 210. Service server 108 can discard the SYN packet.
[ 0025] Not e that service server 108 does not store a record in persistent or
‘volatile menory of the SYN packet it received. Server 108 does not keep a
record 5530 hdfdr apeONBHTHAELDATUN t bf cOx&2MBABR2734C oahdr ther dbpveer vi ce
‘server 108 does not change its current TCP/IP state of LISTEN to

SYN- RECHafEfetérst Eqiitioat Nesutplitt & DESTINAT IO verOxBUASHBE2FBYC esTRE! | sh a
TCP/IP state relative to client 102. [0026]1n sone inplenentations, service

server %QﬁePﬁﬁ}ﬂgFP Oﬁﬁﬂ'ﬁ@q@mrﬂrgﬁg/BHPi'ﬁ%OQGQﬂng\?g?:\‘gPﬁgﬂgﬁdartess

receives, regardiéss as to arrive a ress and

port nunber o t 027 bl gck 212, .cl.ient 102 sends TCP_ A acket
o serviatll SFaaL Torsthe ok OB, o 16 SRl jnalfart, BiobeflucPRrssih dB6v ce
server 108. Service server 108 receives the ACK packet, and discards it at
bl ock 21destingtion IP addressefasdhe abovegrarameterst is ki 168.463 266@md thesparte
relative to client 102, nor does it keep a record of any open or hal f-open

connect imumbet is 82284c|Thimtondlodes thengkamplesapplications of Zquati@81does not

maintain a record of receipt of the ACK packet in persistent nenory.
[0020] Note that the present invention is not limited to the specific
calculation according to Equation 1 for determining destination IP addresses and
port numbers. Indeed, these parameters need not be calculated, but can be
looked up instead. For example, both client 102 and service server 106 can share
a table of IP addresses and port numbers associated with client IDs and time
intervals for which they are active. Other calculations or other techniques are also
possible.
[0021] To conclude block 204, client 102 sends a TCP SYN packet to the IP
address and port number determined as part of this block. Service server 108
receives the SYN packet, and control passes to block 206.
[0022] At block 206, service server 108 confirms that it received the SYN
packet addressed to an IP address and port number thaf is supposed to be active.
To that end, service server 108 can keep a list of all active IP addresses and port
numbers in association with user IDs and time periods. Service server 108 can do
this by computing and pre-computing IP addresses and port numbers for each

user ID and for one or more current and upcoming time intervals. Once service

server 108 receives a SYN packet at a particular IP address and port number,



[ 0028] At bl ock 216, client 102 sends a data packet to service server 108.
The data packet, which can be the first data packet sent fromclient 102 to
service server 108, contains particular information in its data field.
‘Specifically, the data field of the data packet contains the client ID for
client X@?vias seeldr 108 attéraptsetbiloak sipfthe dPeaddress ade poitfryurnber inAtsalikirofss and
‘port nunber to which client 102 sent the packet. Such information can be,

for exanp|ig. |pt§1ﬁjrg§§ HAd brtmbéMFaifdATUM of Equation 1. (The values of the
current tinme and client password could be sent in the alternative; in such

i I erre t ect
15 it aoo2ey | b ARt P08, SN EY 2%*?’%?1"282%%*%2?'“%83” “?%SW pRoket
informatian it .recejve data fi el .ata t ches theIP
add ess At ahcisard 4P ARfesS) Anfl b vBimbee fkele BRERED BB AR

this, if the information includes a val ue of ONE-TI ME- DATUM service ser ver
108 can acseiing tobiopknOf and takemp fitheriasHon. based on the shared val ues of
BASE and MASK, and based on the recei ved ONE-TlI ME- DATUM val ue. |If the val ue

of DESTI[ROZAPDN natlf hatsbloble 20B, adicesseryed 1p8rdetaumines that thiei SNNspagkeate
server 108 received the packet, then control passes to bl ock 220.

Q her wi sfrrive@ 1t roValip i @ddigsshamt ko 2umbe0 30¢avp teply with atTEP SYENIACKues
for confirmng the received information are al so possible. For exanple, if

the T CGhatas REERERBHOOTSIrRE AT oM yit BoHA) HBSS PR dtkepurrent L1 me and

client ssword, service server 108 can decrypt these values, use themto

conput e J1 ME- : I sed on
t he corm@ﬁ Eﬂ;\l ues qﬁ%@%@%“&% %ﬁ@rﬁpqégfdvée%enésﬁgrté@r ch 5@3}1; én\%%_'lsﬁg}l[t%q
i nformati ntotheIP ddress and ort %érbr at h|t recelvedt
packet . valetipeemeny phihe ¢ KRipasket f recaivest. Sepier it dhemnof Keapos i7qrdbl ock
222, service server 108 discards the data packet and the

of the half-open connection with client 102. 'In other words, service server 108

does not change its current TCP/IP state of LISTEN to SYN-RECEIVED or to any
other state; service server 108 does not estéblish a TCP/IP étate relative to client
102.

[0026] In some implementations, service server 108 sends a SYN-ACK
packet in response to all SYN packets it receives, regardless as to whether they
arrive at a valid IP address and port number or not. |
[0027] . At block 212, client 102 sends a TCP ACK packet to service server
108 in response to the SYN-ACK it received from service server 108. Service
sefver 108 receives the ACK packet, and discards it at block 214. Again, service
server 108 does _not establish a TCP/IP state relative to client 102, nor does it

keep a record of any open or half-open connection with the client. Accordingly,



process can term nate. Accordingly, service server 108 does not establish a
connection with client 102 if the confirmation of block 218 fails. [0032] At
bl ock 220, service server 108 proceeds to establish a TCP/IP connection
‘Wth client 102. Service server 108 can proceed to store (e.g., in

per si st esgrvioe sesvért 108 dossong) nwintedf @l recofd rofeeceipt alfdbe ACKepacked2n e. g. ,
‘service server 108 can change its TCP/IP state to ESTABLI SHED wi th respect
to clierderdigbentf¥dghioon conpl etion of bl ock 220, service server 108 and
client 102 can continue to communicate using the existing, or another, IP

address ort Wﬁ&ﬁﬂ% F&ﬁéﬁ £ %End?%ﬁé@epéa(e‘f% s%‘?ﬁc&%n%r%@e the

servi ce i ent pon COI'T'p etion o el r conmmuni catil ons, service

oLyl ;abq IR A oA e

and port nunbers. Instead, such_ inplenentations naintain at |ea ne fixed
| P addr e‘i@V%rnEio%o(ﬁqntﬁlﬁ‘ﬁtf@rt'wléh'@fﬁffﬁﬁthmé‘ #8143t dieidhn Spechisally., n%& & wever
such inplenentations do verify that the clients are in possession of a
secret dildiof $hedath packetidontaios dee client Kutdr dliept 402 rasawiet @s, infdrenatinar ed
datum can be the password as described herein. Thus, such inplenmentations

utilize sufficiéhiotd identifyl the Poatibaissca pbrtchumbér ® whichwelignt 1102 §ertl thai ng
nodi fications. First, block 206 is omtted, and the server confirnms receipt

of the Tedzka¥Nsph l?ﬁl’mﬁﬁﬂén Eéﬁrﬂet *P@r é)kdrﬁElb ﬁ'@véldér(ﬂ@lﬂﬂ-'FIME PATUmMest | P

addr ess ‘and port nunber. Second 216, the data packet contains the
client r&f 1) f cl.i ent
passmroé)ql?én} |an Zﬁéﬁ&gﬁ%o%ns \/\/%erei:%rht %aaﬁgd&m Eggﬁgﬁuwlg %g&&tl I|}1ent
password, it can.be encrypted using.a shared secret and a syme r C
Pr Yot oo BEHPRSRRHYS: hauthr TRE RGBS o a5t Hif UAnhopsmupRy Lan
cryptographic algorithm for exanple. At block 218, the server confirns
t hat t heengrypied'te patest faiskedrityont ai ns the shared secret datum e.g., by
decrypting it if necessary and conparing it to a copy of the shared secret
dat um st[@028] i n asAbbloaki2d8, setiice berver i1€8tcdrfirm$hbe risfioanatien itofeceivednet hod
is essentially unchanged in such inplenentations.

in the data field of the data packet matches the IP address and port number at

which it received the packet. To accomplish this, if the information includes a

value of ONE-TIME-DATUM, service server 108 can compute DESTINATION

using Equation 1, based on the shared values of BASE and MASK, and based on

the received ONE-TIME-DATUM value. If the value of DESTINATION matches

the IP address and port number at which service server 108 received the packet,

then control passes to block 220. Otherwise, control passes to block 222.

[0030] Note that other techniques for confirming the received information

are also possible. For example, if the received information includes encrypted

values of the current time and client password, service server 108 can decrypt

these values, use them to compute ONE-TIME-DATUM, and then proceed to

10



[ 0035] I n general, systens capable of perform ng the presented techniques
may t'ake many different forns. Further, the functionality of one portion of
the system may be substituted into another portion of the system Each
‘hardwar e conponent may include one or nore processors coupled to random
access mmamsigteo PESTINAJIONIbasedmn dhe afgmmoni maloes| fion VASK @ndhBASIE.
‘operating system Further, each hardware conponent can include persistent

st or age, Sevide ssrver 108 ¢afmhahothisdinforenagtionaly, thehiPcaddress sinar sorp nagibem
instructions to performthe techni ques presented herein. That is, such

i a t:d . .
- Confi gurkt P BB B Bk B S A 2R 2

;
econ evi ces as di scussed herein, and

ot her har%vvarie software, and service resources are possible. [0036] The
f or egoi r1agC (%%ngypt fon is illustrative, and variations in configuration and

I mpl enent ation are, possi bl e. For, exanpl e, resourcges, described as ginpgul ar
can be gP@B3] andAﬁE)Q@GlSr%% %E?i%ﬁeralo$ rﬁ%’é?iﬂec‘fﬁgaﬁ@cgﬁéﬁpaﬂﬁged.
Further, resources described as multiple or distributed can be conbined.
The scopwooéss lpanpterunmated Aschrdinglys serviee cenmyN§ dopsenobestablish Ainited
only by the followng clains. What is clained is: 1. A nethod of
provi di neprmestion with ciend 102 ifthe lconfilmeatioat bbblock2gBifaisag: recei ving a TCP
SYN packet froma client directed to an | P address and
[0032] At block 220, service server 108 proceeds to establish a TCP/IP
connection with client 102. Service server 108 can proceed to store (e.g., in
persistent or volitile memory) stateful information about client 102, e.g., service
server 108 can change its TCP/IP state to ESTABLISHED with respect to client
102.
[0033] Upon completion of block 220, service server 108 and client 102 can
continue to communicate using the existing, or another, IP address and port
number. In particular, service server 108 can provide the service to client 102.
Upon completion of their communications, service server 108 and client 102 sever
communications in accordance with standard TCP/IP protocol.
[0034] Some implementations do not randomize IP addresses and port
numbers. Instead, such implementations maintain at least one fixed IP address
and port number from which the service can be obtained. However, such
implementations do verify that the clients are in possession of a secret datum

shared with the server. In such implementations, the shared datum can be the

password as described herein. Thus, such implementations utilize a method

11



port nunber derived fromat |east a one-tine datum associated with the
client; confirmng that the TCP SYN packet is addressed to an authorized IP
address and port nunber; sending a TCP SYN-ACK packet to the client;
‘receiving a TCP ACK fromthe client; receiving a data packet fromthe
client, dimidads thap debieted onpig. D, mgthathel foblowingdmadificatienan &inst, tdocka 06
‘generating a cal cul ated one-tine datum based at |east on the client |D

veri fying dritbd! A8d NS sehvd chffims GREEIRE BEASS TOP BIYN patket sdrtdramahéi me
datum and establishing a TCP/I P connection with the client in response to

LS, o ropo VB, TR NS Phustol e, SUEBRZACoRR!
216, the data packet contains the client ID and a shared secret datum, such as
ONE-TIME-DATUM or the client password. In implementations where the shared
secret datum is the client password, it can be encrypted using a shared secret key
and a symmetric cryptographic algorithm, or using a public key and an asymmetric
cryptographic algorithm, for example. At block 218, the server confirms that the
client's data packet contains the shared secret datum, e.g., by decrypting it if
necessary and comparing it to a copy of the shared secret datum stored in
association with the client ID. The remainder of the method is essentially
unchanged in such implementations.

[0035] In general, systems capable of performing the présented techniques
may take many different forms. Further, the functionality of one portibn of the
systém may be substituted into another portion of the system. Each hardware
component may include one or more processors coupled to random access
memory operating under control of, or in conjunction with, an operating system.
Further, each hardware component can include persistent storage, such as a hard
drive or drive array, which can store program instructions to perform the
techniques presented herein. That is, such program instructions can serve to
perform the disclosed methods. Other configurations of the first and second

devices as discussed herein, and other hardware, software, and service resources

are possible.

12



3. The nmethod of claim1, further conprising not establishing a SYNRECElI VED
state for a connection with the client. 4. The method of claiml,
further conprising not storing any record of the sending the TCP SYN- ACK
‘packet to the client. 5. The method of claim1, further conprising

not genqoes6ng a delied $oregoing edéscriptivha isepillestrative)g drd f -vapiationsnriect i ons
with clients. 6. The nethod of claim1, further conprising

regi st erd.o.rﬁﬁﬁﬂra(ﬁo\‘\r?r{d frﬁépl@he?\ltétﬁm Srel Sosi] Forexampé, k@guﬂie%rdﬁs}'cﬁbeef

clients wth a password unique to each client. The net hod of
laim 6, 0t . . ; . e th

a1 0o MG, L ] eSS BRI ARR R thEbRe8rEinOfe! e

o e G s PRl et aSs, ALRAgb TS, s SR ehoReh B8

claim1l1, wherein the IP address and port nunber are derived as, a fupction
of a prexunbined. rEhryscene pPthe gresanted tesistiguesmis asrordingty intengdad,iq be

'10. The method of claim1l, wherein the confirm ng conprises confirm ng that
the | P dihitebsnlgiy therfollowinhelaimrse anong a set of periodically changing IP
addresses and port nunber pairs, each |IP address and port nunber pair
specific to a single client.
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11. The nethod of claim 10, wherein each |IP address and port nunber in the
set of periodically changing |P addresses and port nunbers changes at | east
every 30 seconds. 12. The nethod of claim1l, wherein the generating
‘conprises: obtaining a password for the client based on the client ID,

obt ai ni ng a tWhat eselaimadad: wi th the TCP SYN packet; cal culating the
‘cal cul ated one-tinme datumas a function of at |least the tinme associated
with the TCP SYN pRekhodoe pkdidiRg esydtvideldd a nBevsrki B method  13. A
system for providing a service on a network, the system conprising:

at | eastcoompyistRg:ver configured to receive a TCP SYN packet froma client

dat um associ APEHVIIO A TEoS e ket TS TielfliidEa e AR s8R oot e

to configon hiiwbet BerivédPfroM\atiaasted ohs-tintsldatme dssocigtedawitintid elight] P addr ess
and port nunber; at |east one _server configured to send a TCP SYN-ACK
packet to thecanfiraimng thatthe TCP SYN packet is addressed to an authorized IP

address and port number;

sending a TCP SYN-ACK packet to the client;

receiving a TCP ACK from the client;

receiving a data pécket from the client, the data packet comprising a client
ID and the one-time datum;

generating a calculated one-time datum based at least on the client ID;

verifying that the one-time datum corresponds to the calculated one-time
datum; and

establishing a TCP/IP connection with the client in response to the verifying. |

2. The method of claim 1, further comprising not storing any record of
the receiving the TCP SYN packet from the client. '

3. The method of claim 1, further comprising not establishing a SYN-
RECEIVED state for a connection with the client.

4. The method of claim 1, further comprising not storing any record of
the sending the TCP SYN-ACK packet to the client.

5. The method of claim 1, further comprising not generating a data

structure for data representing half-open connections with clients.

6. The method of claim 1, further comprising registering a plurality of
clients to provide each of the plurality of clients with a password unique to each

client.
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at |least one server configured to receive a TCP ACK fromthe client; at
IFeast one server configured to receive a data packet fromthe client, the

data packet conprising a client ID and the one-tinme datum at | east
‘one processor configured to generate a cal cul ated one-tine datum based at
| east on the client |D at | east one processor configured to verify

‘that the one-tinme datum corresponds to the cal cul at eq one-tine _datum and a

server confi gured the msthe pkeain $ophereip dhe £29iteANGTHRN@HEOTRPTIRES .

14. The ; ' W i does not store any record of
recei vi rFSfé‘?'ﬁg{arﬁ-%@C@Whg]a"é%&“ fro‘?ﬁ%ﬁe‘%?%ﬁéqb' 15. The sys%/em of

?l aim 13, wherein thﬁ systelm | acks a nmenory storing a SYN RECEI VED state

or a connectjon wth the | ent . 1 The ,system of ¢l ai 3, wherein
Lhe oo s " et Sl 4, whereib dha Phe-He das® isAEAE TaMAT ¢ o

the cliqphe and a hash function applied to at least a password for the client.

9. The method of claim 1, wherein the IP address and port number are
derived as a function of a predefined range of IP and port numbers and the one-

time datum.

10. The method of claim 1, wherein the confirming comprises confirming
that the IP address and port number are among a set of periodically changing IP
addresses and port number pairs, each IP address and port number pair specific

to a single client.

11.  The method of claim 10, wherein each IP address and port number
in the set of periodically changing IP addresses and port numbers changes at least

every 30 seconds.

12. The method of claim 1, wherein the generating comprises:
obtaining a password for the client based on the client ID;

obtaining a time associated with the TCP SYN packet;

calculating the calculated one-time datum as a function of at least the time

associated with the TCP SYN packet and the password for the client.

13. A system for providing a service on a network, the system
comprising:

at least one server configured to receive a TCP SYN packet from a client
directed to an IP address and port number derived from at least a one-time datum

associated with the client;

15



17. The systemof claim 13, wherein the system|acks a data structure for

data’representing hal f-open connections with clients. 18. The system
of claim 13, further conprising a server configured to register a plurality
‘of clients and to provide each of the plurality of clients with a password

uni que to eaddt Iedstemie. processorkdnfibredstpsiaarfirofthat thierlT CB,SYilgraeket ishe server
*configured to register is further confi&gured to ep_rovi de each of the
pl ur al | t3ddsessad oA awthorzgd (R @&ddress and port nuperhe system of cl ai m 13,

uherel i the oRSsddiBhe iR conififed RelsEA@ TTRD ISTNATK PabRetoHO ElieA

applied to at least a passwor clrent. e system of
claim 13, wheatdeasttdne sérverdchrdigureshtb mweivenaid? Adikefrder theezlieal a f uncti on

of a predefined range of |IP and port nunbers apd the qnetine datum

22 “the- syst dihieAsdine sarver oo bt e FRESE 7 628 Pasket e L eist ol gur e
to confiq4m paickef ddHprisiA fa'&féh?ﬂ)faﬁdQHé‘Bhéfﬂrhéﬁlbtdrﬁﬁ | P address and port
nunber are anong a set of periodically changing I'P addresses and port

nunber pai r s,atdeast drie prodessy comfigpred torgerisratepaicalcyjated bne-tinoe datlimg| e
client. of claim 22, wherein each |IP address and port

23., The syst .
number it?‘?steﬂea@%?s"&n% r 'SBF&I |y changing | P addresses and port numbers

changes at | eft3bast\iieyprdResssratifigured to verdy thathiRe dyettihe datuhai m 13,
wherein the at | east one processor configured to generate is further
conf i guresdrasponds to the calculated one-time datum; and

a server configured to establish a TCP/IP connection with the client.

14.  The system of claim 13, wherein the system does not store any

record of receiving the TCP SYN packet from the client.

15.  The system of claim 13, wherein the system lacks a memory storing
a SYN-RECEIVED state for a connection with the client.

16.  The system of claim 13, wherein the system does not store any
record of sending the TCP SYN-ACK packet to the client.

17.  The system of claim 13, wherein the system lacks a data structure

for data representing half-open connections with clients.

18. The system of claim 13, further comprising a server configured to
register a plurality of clients and to provide each of the plurality of clients with a

password unique to each client.

19.  The system of claim 18, wherein the server configured to register is

further configured to provide each of the plurality of clients with a user ID.
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obtain a password for the client based on the client ID, obtain a tine
associated with the TCP SYN packet; : cal cul ate the cal cul ated one-tine
datum as-a function of at least the tine associated with the TCP SYN packet
‘and the password for the client. '

20. The system of claim 13, wherein the one-time datum is derived from

-

a time and a hash function applied to at least a péssword for the client.

21. The 'system of claim 13, wherein the IP address and port number are
derived as a function of a predefined range of IP and port numbers and the one-
time datum.

22.  The system of claim 13, wherein the at least'oné processor
configured to confirm is further configured to confirm that the IP address and port
number are among a set of periodically changing IP addresses and port number

pairs, each IP address and port number pair specific to a single client.

23. The system of claim 22, wherein each IP address and port number in
the set of periodically changing IP addresses and port numbers changes at least
every 30 seconds.

24, Thé systerh of claim 13, wherein the at least one processdr
configured to generate is further configured to:

obtain a password for the client based on the client ID; -

obtain a time associated with the TCP SYN packet;

calculate the calculated one-time datum as a function of at least the time
associated with the TCP SYN packet and the password for the client.
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