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TECHNICAL FIELD
[0002]
The present invention relates to a distributed storage technology that allows a large

amount of files to be stored by means of many computers.

BACKGROUND ART

[0003]

In conventional computer use, users such as companies and individuals have
possessed and managed their hardware, software, data, and the like, whereas in cloud
computing, which has become popular in recent years, users get services from the other
side (a data center or the like) of a network that their own equipment is connected to.
Such cloud services are provided by cloud service providers to companies or individuals,
or are provided in corporate networks to company members and the like.

[0004]

Among cloud services, Amazon S3 (Simple Storage Service), Microsoft Windows
(trademark) Azure, and the like are known as storage services for storing user data on
servers on a network. In particular, the Google File System (GFS) is known (e.g. see
Non-patent document 1) as a distributed filte system that can store data on many

storages in a distributed way and, even if large data of the order of GB (gigabytes) and
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[0005] The GFS divides a file into blocks of 64 MB (megabytes) called chunks and places them onto a
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servers in parallel to fasten input and output of the file. The system can therefore handle a large file
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one chunk server is In failure, using a copy stored on another chunk server, and also allow ad to
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DOCUMENT Non-patent document [0006]
' chunk, thus ailows fault tolerance to be improved by, even when one chunk server is in
failure, using a copy stored on another chunk server, and also allows the load to be

distributed by accessing one copy selected from a plurality of copies of a chunk.

PRIOR ART DOCUMENT
Non-patent document
[00086]
Non-patent document 1: Keisuke Nishida, "Google wo sasaeru gijutsu - Kyodai
system no uchigawa no sekai {Technology supporting Google - Inside world of the huge

system),” Gijutsu-Hyohron Co., Ltd., August 25, 2008

SUMMARY OF THE INVENTION

Problems to be solved by the invention

[0007]

In the GFS described above, a master server stores management information for
managing the mapping indicating which chunk server each of a plurality of chunks
composing one file (and also each of three or more copies for each chunk) is stored on.
Therefore, when a file is read, a process is executed in which: a chunk to be read is
determined; the master server is inquired for the address of a server storing the
determined chunk; and the chunk server whose address is indicated by the reply is
accessed, and when a file is written, a process is executed in which: a chunk to be

written is determined; the masier server is inquired for the address of a server to store
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creation of cogies and .the like are all also executed in accordance with instructions from the master
man nqemen in ormaftlon. . . ,
server having management information. [0008] Such a mechanism, where the master server having

manage gformation is the single point of failure in the distributed storage system, has a problem
in which the whole system ceases to operate when a failure occurs in the master server. Another
problem iSukhat thenlectthodsroenttatientba the shasiesservbawitich enarbagtemack jdioithrafitme isctdability
and perfosrmgaigcgbllr?togfgllailure in the distribuied storage system, has a problem in which the whole
system ceases to operate when a failure occurs in the master server. Another problem
is that the load concentration on the master server will be a bottleneck, limiting the
scalability and performance.
[0009]
The GFS has an additional special mechanism for increasing redundancy of the master
server and, when the master server is in failure, allows a backup server to take over the
master server's function through a given operation to prevent the single point of failure
from being noticed. The GFS can do this probably because it is specialized for use as
storage and search services for Web pages over the Internet. Distributed storage
technologies have a wide variety of uses, and it is desirable to realize a system having
no single point of failure to further improve fault tolerance.
[0010]
The length of chunks is fixed iﬁ the GFS, and management information indicating the
mapping between each chunk and each server becomes massive in size when the file
size (the length of data of a file) becomes huge. This makes it difficult to quickly find a
chunk to be partially accessed from the large management information, leading to a poor
random access ability, which is another problem.
[0011]
Moreover, any existing storage service, be it the GFS or Amazon S3, requires one

service provider to manage and operate all the service-providing equipment. From

storage service users' point of view, a user has to select only one service provider to get
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to configure one storage service.

Means for solving the problems

[0013]

A storage service provision apparatus of an example according to the principle of the
invention is connected with a plurality of storage apparatuses over a network and
provides a service to store a file by use of the storage apparatuses. The storage
service provision apparatus comprises: means for dividing a file to be written into one or
more pieces of data and, handling a data component of the file as a block object,
assigning object identification information to each block object; means for creating
information for constructing the file using data of each block object and, handling the
information as a management information object, assigning object identification
information to the management information object; means for determining at least one of
the plurality of storage apparatuses based on object identification information; and
means for transmitting each block object and the management information object to their
respective storage apparatuses determined based on their own object identification

information, to make them stored there.

ADVANTAGES OF THE INVENTION
[0014]



Means for solving the problems [0013] A storage service provision apparatus of an example according
to the principle of the invention is connected with a plurality of storage apparatuses over a network and
provides a service to store a file by use of the storagg apparatuses. The storage service provision
apparatus comprises: means for dividing a file to be written into one or more pieces of data and,
handling a data component of the file as a block object, assigning object identification information to
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apparatuses determined based on their own object identification information, to make them stored
there. ADYRNPABYES OF THE INVENTION 5 The invention can realize, for example, a storage
service for storing and providing a large number of files of various sizes by use of many storage
apparatuses as a virtual storage with reduced single-point-of-failure factors in the system and

improvedse#tab hiysBRIBF IORSSRIBIFONRAF TNHESDRAWINGS [0015] Figure 1 illustrates an

example of a distributed storage service provision system (the present system) in an embodiment of
the invent@l Higure 2 is a block diagram showing a configuration example of a client apparatus of the
present s¥stem'

igure’ 1 illustrates an example of a distributed storage service provision system (the
present system) in an embodiment of the invention;

Figure 2 is a block diagram showing a configuration example of a client apparatus of the
present system;

Figure 3 is a block diagram showing a configuration example of a storage apparatus of
the present system;

Figure 4 illustrates an example of the function of the present system;

Figure 5 illustrates a concept of the file structure of the present system;

Figure 6 iitustrates a concept of the file structure of the present system;

Figure 7 shows a specific example for iflustrating the file structure of the present system;
Figure 8 illustrates an example of the mechanism of the present system:;

Figure 9 shows an exampile of file read access in the present system;

Figure 10 shows an example of file write access in the present system;

Figure 11 shows an example of file write access in the present system;

Figure 12 shows an example of file write access in the present system;

Figure 13 shows an example of file write access in the present system;

Figure 14 shows an example of file write access in the present system;

Figure 15 shows an example of a static service table in the present system;

Figure 16 shows an example of a dynamic service table in the present system;

Figure 17 illustrates an example of a method of implementing a dynamic service table in
the present system;

Figure 18 illustrates an example of distributed processing on client apparatuses in the



Figure 3 is a block diagram showing a configuration example of a storage apparatus of the present
system; Figure 4 illustrates an example of the function of the present system; Figure 5 illustrates a
concept of the file structure of the present system; Figure 6 illustrates a concept of the file structure of
the present system; Figure 7 shows a specific example for illustrating the file structure of the present
system; Figure 8 illustrates an example of the mechanism of the present system; Figure 9 shows an
example of file read access in the present system; Figure 10 shows an example of file write access in
the prese%?esi%qgﬁ% 'éﬁTe 11 shows an example of file write access in the present system; Figure 12
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access in the present system; Figure 14 shows an example of file write access in the present system;
Figure 20 illustrates an example of file write processing using parallel distributed
processing in the present system; and

Figure 21 illustrates an example of a feature of the present system.

MODES OF EMBODYING THE INVENTION

[0016]

The configuration of the above-described storage service provision apparatus of an
example according to the principle of the invention realizes a virtual storage using a
plurality of storage apparatuses, allowing a storage service to be provided. Since this
configuration uses a plurality of storage apparatuses to store in a distributed way not
only data composing a file (block object) but also information for constructing the file
from divided data (management information object) as objects, the storage service
provision apparatus does not centrally store management information on all blocks of
many files, and single-point-of-failure factors in the system can be reduced.

[0017]

The storage service provision apparatus may, for example, be installed by a cloud
service provider on the front end of a plurality of storage apparatuses managed by itself
{(which may be storage servers or storage devices) or of a plurality of storage
apparatuses managed by another one or more service providers {(which may be
recognized as storage services) to read and write files upon request over a network from
an end user using its own service. As another example, the storage service provision
apparatus may be installed in a corporate network to use a plurality of storage
apparatuses in the same corporate network to read and write files, or the storage service
provision apparatus installed in a corporate network may be connected with a data
center or the like of one or more storage service providers outside the company to use a
plurality of storage apparatuses outside the company to read and write files.

[0018]



Figure 15 shows an example of a static service table in the present system; Figure 16 shows an
example of a dynamic service table in the present system; Figure 17 illustrates an example of a
method of implementing a dynamic service table in thye present system; Figure 18 illustrates an
example of distributed processing on client apparatuses in the 6 present system; Figure 19 illustrates
an example of class information sharing in the present system; Figure 20 illustrates an example of file

write procgssing using parallel distributed processing in the present system; and Figure 21 illustrates
an exampI O P B E F eEPRLeIRD SRS IO S BT PG RAE SR g5086)
The confw@%@&mﬁ%a{%@vsﬁ;@égﬁ@&mﬁ&rﬁ&? REOVIRSLRS AV RIS O ARIERMBIG 8ggording
to the principle of the invention realizes a virtual storage using a plurality of storage apparatuses,
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apparatuses to store in a distributed way not only data composing a file (block object) but also
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determine object identification information of a block object having a data component of
the file, and accessing a storage apparatus determined based on the object identification
information to acquire the block object; and means for arranging pieces of data
contained in acquired block objects in accordance with the information for constructing
the file, thereby acquiring the file.

[0019]

This allows an original file to be acquired by accessing a management information object
and block objects stored on a plurality of storage apparatuses in a distributed way.
[0020]

In the storage service provision apparatus described above, object identification
information for determining a storage apparatus may be assigned such that a
management information object corresponding to one file and a management
information object corresponding to another file are stored on different ones of the
plurality of storage apparatuses.

[0021]

This allows management information to be divided and stored on a plurality of storage
apparatuses by assigning object identification information, efficiently reducing
single-point-of-failure factors.

[0022]

The means for determining at least one of the plurality of storage apparatuses based on
object identification information of the storage service provision apparatus described
above may also determine an access method applicable to a determined storage

apparatus, and usage of a storage apparatus connected over the network may be

performed by requesting the determined storage apparatus for storage or acquisition of



[0017] The storage service provision apparatus may, for example, be installed by a cloud service
provider on the front end of a plurality of storage apparatuses managed by itself (which may be
storage servers or storage devices) or of a plurality of storage apparatuses managed by another one
or more service providers (which may be recognized as storage services) to read and write files upon
request over a network from an end user using its own service. As another example, the storage
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apparatuses in the same’corporate hetwork'to read and write files, Or the Sstorage Service provision
apparatug dpstaliaddnacrpaiatsqetwork may be connected with a data center or the like of one or
more storage service providers outside the company to use a plurality of storage apparatuses outside
the comp@®28) read and write files. [0018] 7 The storage service provision apparatus described

above mgybfurther comprise: means for determining t%f object identification information corresponding
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for constructing d in the acquifed manage nformation object to determine object
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storage apparatus determined based on the object identification information to acquire the block
object; astionagEnsifior, @vengihthpeeashysdaladwitain etdnrmoqreedsiogikhoisjestsdavite a@artse with
the information for constructing the file, thereby acquiring the file. [0019] This allows an original file to
be acquirdeFBy SR ¥ AARPHERBIMEMAAformation object and block objects stored on a plurality of
storage tuses in a distributed way. [0020] In the storage service provision apparatus described
above, object identification information for determining a storage apparatus may be assigned such that
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corresponding to another file are stored on different ones of the plurality of storage apparatuses.
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each server can be accessed via an applicable protocol.
[0025]
In this case, each of the plurality of storage apparatuses connected with the storage
service provision apparatus described above may be storage servers that can operate
with the storage service provision apparatus as a client over an optionally-selected
access protocol.
[0026]
For still another example, there may be various systems such as Web services,
proprietary protocols using HTTP, and NFS as methods for accessing individual services,
for using various services provided by cloud service providers or the like as storage
apparatuses to create a virtual storage and, even if these services are mixed, each
service can be accessed by an applicable system.
[0027]
In this case, one and another of the plurality of storage apparatuses connected with the
storage service provision apparatus described above may be of storage services

provided by different service providers.

[0028]



[0022] The means for determining at least one of the plurality of storage apparatuses based on object
identification information of the storage service provision apparatus described above may also
determine an access method applicable to a determi#éed storage apparatus, and usage of a storage
apparatus connected over the network may be performed by requesting the determined storage
apparatus for storage or acquisition of 8 the object assigned with the object identification information

in accordapce with th termi cess.me ol This allows storage apparatuses that
suppor A S BRI TR R s R S RS meea b sl
various me{bagisragehsasissS! and SAN, for using multiple physical devices as storage apparatuses
to create a virtual storage and, even if these physical devices are mixed, each physical device can be
accessed #3y28h applicable method. [0024] For another example, there may be various protocols such

as http, nfs, ftp, cifs, and rpc as methods for accessing individual servers, for using multiple% servers on
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optionally-selected access protocol.
virtual storage comprising a plurality of different physical devices, a plurality of different
servers, a plurality of different services, or the like in a mixed manner when seen from its
user.
[0030]
The storage service provision apparatus described above may further comprise means
for receiving from a user terminal a write or read request for a file stored by use of the
plurality of storage apparatuses, wherein the write or read request is a request of a type
used in general-purpose file systems.
[0031]
This allows a virtual storage implemented by the storage service provision apparatus to
be presented to a computer of a user (a user terminal) of a storage service provided by
the storage service provision apparatus as a native file system (a normally used
general-purpose file system) such as NFS and iSCSI.
[0032]
In the storage service provision apparatus described above, the management
information object may contain: pieces of object identification information of a plurality of
block objects having pieces of data composing different parts of a file; and offset
information indicating which parts of the file the pieces of data of respective block objects
are to be placed in.
[0033]
Using such management information allows a file to be constructed in accordance with
offset information from block objects acquired by independently accessing each of a

plurality of storage apparatuses based on each object identification information and



[0026] For still another example, there may be various systems such as Web services, proprietary
protocols using HTTP, and NFS as methods for accessing individual services, for using various
services provided by cloud service providers or the likg as storage apparatuses to create a virtual
storage and, even if these services are mixed, each service can be accessed by an applicable system.
[0027] In this case, one and another of the plurality of storage apparatuses connected with the storage
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storage implemented by the storage service provision apparatus to be transparently presented to its
end user haiglomefits mieamfilsiceedssinternal structure is hidden from the user interface, even if it is a
virtual storage comprising a plurality of different physical devices, a plurality of different servers, a
plurality dPitttrent services, or the like in a mixed manner when seen from its user. [0030]

in the storage service provision apparatus described above, the management
information object may include: a first management information object containing: pieces
of object identification information of a plurality of block objects having pieces of data
composing different parts of one area in a file; and in-area offset information indicating
which parts of the one area the pieces of data of respective block objects are to be
placed in; and a second management information object containing: object identification
information of the first management information object; and in-file offset information
indicating where the one area, on which the first management information object has
information, is located in the file.

[0035]

This allows a plurality of management information objects to be virtually placed between
the top object identification information corresponding to a file and a block object having
a data component of the file so that a recursive structure having two or more levels is
built. When the file size is huge and if the number of levels is only one, the amount of
management information (a list of object identification information and offset information
of respective block objects, in this example) increases and it takes time either to read the
entire management information or to search for information on a biock obiject to be
accessed and read it selectively. If, however, this enormous management information
is divided into a plurality of pieces to generate a plurality of management information
objects (called the first management information object in the above description) and if a
new management information object (called the second management information object
in the above description) containing a list of object identification information and offset
information of each management information object is built, these plurality of
management information objects, too, can be stored on a plurality of storage

apparatuses in a distributed way and be accessed in parallel.



The storage service provision apparatus described above may further comprise means for receiving
from a user terminal a write or read request for a file stored by use of the plurality of storage
apparatuses, wherein the write or read request is a reguest of a type used in general-purpose file
systems. [0031] This allows a virtual storage implemented by the storage service provision apparatus
to be presented to a computer of a user (a user terminal) of a storage service provided by the storage
service p{nags n apparatus as a native file system (a normally used general-purpose file system) such
as NFS Sl. [0032] In the storage service provision apparatus described above, the
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block objects having pieces of data composing different parts of a file; and offset information indicating
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such management information allows a file to be constructed in accordance with offset information

from blocié Hf&ﬁs%ﬁﬁeﬂ“ﬁy iRIaRSeIENtR BecOidhny BEEIRBPaRGralil bt SRPalRPARDFallids
based 0ns%%%b?@kﬁﬁh'ﬁeﬁg?ﬁag%mﬂ[@@égéhﬁgqhilsoaIIows the file size that can be stored to be

extended logically limitiessly beyond physical capacities and geographical constraints of
devices, but also because this can prevent practical problems from occurring no matter
how large the file size is.

[0037]

In the storage service provision apparatus descrived above, the management
information object may be able to comprise a plurality of management information
objects having a recursive structure, and if the number of the block objects is larger than
a predetermined number, the depth of the recursive structure may be increased io
generate a plurality of management information objects.

[0038]

This allows the depth of the recursive structure of management information to be
increased in accordance with the number of block objects (and thus with the file size),
further improving scaiability.

[0039]

In the storage service provision apparatus described above, the management
information object may contain a plurality of pieces of object identification information,
and a process o request a storage apparatus determined based on one of the plurality
of pieces of object identification information for storage or acquisition of the one object
and a process to request a storage apparatus determined based on another one of the
plurality of pieces of object identification information for storage or acquisition of the
another one object may be performed in paraliel.

[0040]

This realizes parallel processing, and therefore can increase file access speed.

[0041]



therefore, instead of accessing a series of storage apparatuses storing data of a file in turn, allows a
plurality of storage apparatuses to be accessed in parallel, leading to high-performance file access.
[0034] In the storage service provision apparatus desgribed above, the management information
object may include: a first management information object containing: pieces of object identification
information of a plurality of block objects having pieces of data composing different parts of one area in

a file; and in-area offset information indicating which parts of the one area the pieces qf data o
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information indicating where the one area, on which the first management’information object has
informatiabjectadatedivation fikdoORBGhT himathaysragitiafitymbtivansgjectenirtdvingaidoraiséiots to
be virtually placed between the top object identification information corresponding to a file and a block
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search for information on a block object to be accessed and read it selectively. If, however, this
enormousnioamadiem e iresporadiog isodividefiléntovharkivglith ef pietestto gfeneratbjagpliraditygotin
management information objects (called the first management information object in the above
descriptidﬁjea%@#f%bu%%'ﬁlﬁm@@hmm}ﬁaﬂﬁw panaeakiedeRRIMUFRagHt information
object in (i% %ove description) containing a list of object identification information and offset
information of éach management information object is built, these plurality of management information

objects, tqpicambRsPedpaaPlbialily ebaterracrrPINatysesdniretistipuiehwariandbaagepssed
in parallel. 11 [0036] Dividing management information into a plurality of pieces to build a recursive

structure iawigittworevwiterleveissintiimuiag eyl onte giredéapoistaé failli to factiestodentifitadion
reduced and allows file access to be higher-perfarmance. This can realize a truly scalable virtual
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beyond physical anapitesiand sodapuical nansicantayof devlsgse put o Basyse hiacangreven
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practical p om occurring no matter’how large the file siz n ghe storage servi
provisionjafppeiatishdaneribedaaony e, fikecaanagegaridafamaiion sbiest sandetahletalcampsse a

plurality of management information objects having a recursive structure, and if the number of the

block objddatiddargesthahiepredisteriineld rbiabbamige aiaptw omaragemencipnataiemapipet

increasedp%gsgeen %ré‘ tgo% _%ag%%{!én %‘Q%Pe%’%‘segﬁé”é%ﬁrr?é‘ téogngpé?gés’ ‘pre-update file contents are
acquired until just before the top object identification information is rewritten, and
post-update file contents are acquired immediately after the top object identification
information is rewritten.
[0043]
Consequently, even while a file is being written, the same file (pre-update contents) can
be read freely and the contents of an object having an identical object identification
information remains unchanged, so that there will be no inconsistency even if each
management information object and each block object are copied independently of one
another, and thus copies can be easily prepared in the system. Snapshots at various
time points (files stored with the state at the respective time points) can also be easily
provided by accumulating correspondences between top object identification information

and a file before update as a history.

[0044]



[0038] This allows the depth of the recursive structure of management information to be increased in
accordance with the number of block objects (and thus with the file size), further improving scalability.
[0039] In the storage service provision apparatus deggribed above, the management information
object may contain a plurality of pieces of object identification information, and a process to request a
storage apparatus determined based on one of the plurality of pieces of object identification
information for storage or acquisition of the one ob%‘ect and gﬁprocess to request a storage apparatus
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parallel processing, and thérefore can increase file access storage service
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whose data is rewritten may be assigned with new object identification information, a management
informaticreolijecpsonsitnirapirdostnationdudbestesctingsherfita e fdet vhthedtbdilotheebiecly also
be assigned with new object id@r_gification information, and the new object identification information of
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identification information m e managed to remain unchange is allows the update of the

contents gffarfitafio hadixesikbiserisinied eMgite (an indivisible rewrite process without any
intermediate state) of top object identification information, not rewriting any content of each

mgnag_enﬁ@@nf«ﬁ}fprm_ation object and each block object which are once generated and assigned with
tmes. ThADI: BUS0 AHIE & NEW ol SUreEP AR B G CERIL AL HOIHEA IF S5 G5O bhtng
post-upd%;ga 89%%!&%&"@ %@i%%@%%ﬁgmed@%wgﬂn%ﬁe acquired until jgst before
the top object identification information is rewritten, and post-update file ‘contents are acquired
immediatédp4ler the top object identification information is rewritten.
The storage service provision apparatus described above may further comprise: means
for, based on respective object identification information of a management information
object and each block object corresponding to a file fo be read, determining two or more
of the plurality of storage apparatuses storing a relevant object or a copy thereof; and
means for accessing one determined storage apparatus and, if there is no response
therefrom, accessing another determined storage apparatus to acquire an object or a
copy thereof.
[0047]
This, even if a failure occurs in one storage apparatus, allows a copy of an object that is
to be acquired from it to be acquired from another storage apparatus, and therefore
allows a user of a service provided by the storage service provision apparatus to
continuously use the storage service, allowing fault tolerance fo be improved. For
example, when storage services provided by a plurality of providers are used as a
plurality of storage apparatuses and if a service of one provider goes down, a service of
another provider can be used to continuously provide the storage service in an automatic
way.
[0048]

The storage service provision apparatus described above may further comprise: means



[0043] Consequently, even while a file is being written, the same file (pre-update contents) can be read
freely and the contents of an object having an identical object identification information remains
unchanged, so that there will be no inconsistency evgn if each management information object and
each block object are copied independently of one another, and thus copies can be easily prepared in
the system. Snapshots at various time points (files stored with the state at the respective time points)

can also pe easily provided by accumulating correspondences between top object identjfication
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the storage $enpue figvisieicapparapsanaayskrtbertgmpristrmeansbiectopyangpeacindlock albigct
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apparatug gggeribed above may further comprise: means for, based on respective object identification
information of a management information object and each block object corresponding to a file to be
read, det@@#fing two or more of the plurality of storage apparatuses storing a relevant object or a
copy thereof; and means for accessing one determined storage %)dparatus and, if there is no response

therefron, e oskshm sadungdanrenindbsyisigpdp e sueltted dartrale bl @seakopy thereof.
[0047]
[0050]

In the storage service provision apparatus described above, when data is partially written
to a stored file, which part of the file the data to be written is to be placed in may be
specified, and objects related to the specified part may be selected or new objects may
be generated among all block objects and management information objects belonging to
the file or new objects may be generated. Storage apparatuses respectively
determined based on object identification information of the selected or newly generated
objects may be accessed, whereas storage apparatuses for other objects may not be
accessed.

[0051]

This allows data in any place in a file to be partially written, allowing for random access.
[0052]

In the storage service provision apparatus described above, when data is partially read
from a stored file, which part of the file the data o be read is placed in may be specified,
and objects related to the specified part may be selected among all block objects and
management information aobjects belonging to the file. Storage apparatuses
respectively determined based on object identification information of the selected objects
may be accessed, whereas storage apparatuses for other object may not be accessed.
[0053]

This allows data in any place in a file to be partially read, allowing for random access.

[0054]



This, even if a failure occurs in one storage apparatus, allows a copy of an object that is to be acquired
from it to be acquired from another storage apparatus, and therefore allows a user of a service
provided by the storage service provision apparatus-{g continuously use the storage service, allowing
fault tolerance to be improved. For example, when storage services provided by a plurality of providers
are used as a plurality of storage apparatuses and if a service of one provider goes down, a service of
another provider can be used to continuously provide the storage service in an automatic way. [0048]
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determined storage apparatuses in parallel, and acquiring an object or a copy thereof from a storage

apparatuggar B respo heedssighed [9049]tTalsalingk tiziestiinavimgoimetpiespsefit edeberekploited
cess. [0050] In the stora
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among all block objects and management information objects belonging to the file or new objects may
be genergpedstorage apparatuses respectively determined based on object identification information
of the selected or newly generated objects may be accessed, whereas storage apparatuses for other
objects mEyin&ilowa @ seseige[H05 kpFhisaWsdarathafiepice wsarfite fecberpridietyalvetizigh
allowing fgercggrr}gfoirgvgﬁce'?ﬁé[tqg?g%ce entirely encrypted file data is divided and stored instead of
divided data being encrypted and stored, and if only part of such data is acquired by a
malicious person, even partial decryption cannot be executed. In particular, when
storage services provided by a plurality of providers are used as a plurality of storage
apparatuses, both equipment and use authentication or the like often vary from provider
to provider and therefore, if the security of one provider is broken, the other providers
remain unaffected, so that the possibility of the whole data being acquired by a malicious
person can be extremely reduced.
[0056]
In the storage service provision apparatus described above, the file to be written may
have been created by a user encrypting an entire original file and may be divided into a
plurality of pieces of data, and object identification information for determining a storage
apparatus may be assigned such that a block object having one piece of data of the
plurality of pieces of data and the management information object are stored on different
ones of the plurality of storage apparatuses.
[0057]
This also ailows a service for keeping and storing a file of a user to be provided at a high
security level. This is because a file cannot be decrypted since if a malicious person
cannct acquire a management information object, the person cannot construct the file

from acquired block objects and cannot find which objects are the other block objects

that belong to the same file.



In the storage service provision apparatus described above, when data is partially read from a stored
file, which part of the file the data to be read is placed in may be specified, and objects related to the
specified part may be selected among all block objegts and management information objects
belonging to the file. Storage apparatuses respectively determined based on object identification
information of the selected objects may be accessed, whereas storage apparatuses for other object
may notiﬁ essed. [0053] This allows data in any place in a file to be partially read, allowing for
random 92’@ [0054] 15 In the storage service provision apparatus described above, the file to be

written may hgue BeRasreed By A RAGAGTYREPE-ARENHE QNG| B AR MAY P dhAderhitie a

plurality of pieces of data, and object identification information for determining a storage apparatus
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piece of data of the plurality of pieces of data are stored on different ones of the pluralitgrof storage

apparatu§ésa [0ossosiis ashefadificatopiisebintpEmativsringisatinomdhiskepastsd provitkethat a

high security level. That is, since entirely encrypted file data is divided and stored, instead .of divided
dota heir ARG ISR SBIEE BrH oA Ha b1 SUh R S oy o R S Ao ever
partial deggyptiongantel 'B?o@?ée&lb'{'@&- B Rasis Ny e RIorgR SaTMieenpraxidedima playalily of
providers are used as a plurality of storage apparatuses, both equipment and use authentication or the
like oftengamgfated prokielento provivel argdbereéiegif theseciity odEneapbvider isdradermecie
other providers remain unaffected, so that the possibility of the whole data being acquired by a

malici_ous';rﬁéf%%tiéé\"l Bgﬁrm!y%dﬁl%éﬁ (60563 1P tPediorajdeBncd i}ﬂo'\ﬁs_i'@r@%pﬁﬁ%t’tﬁsthe_
described aboye, Ine i io be wilen e RV RS ciealed .3 e sngrypling an sl griginal

. i |
file and may ivided into a plurality of pieces o a, and object identitication mrormation for

determinifgrias SEIAGR QRP dradUsaay %qﬁélgﬁ@(ﬁwﬁﬁyﬁéaa@lﬁﬁl@@%%!ﬁ@)ﬁ ONAME s ahdata of
the plurality of pieces of data and the management information object are stored on different ones of

the plurakitpepstbrage apparatuses. [0057] This also allows a service for keeping and storing a file of a
user to be provided at a high security level. This is because a file cannot be decrypted since if a
malicioud P?Sdn cannot acquire a management information object, the person cannot construct the
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to the same fi
exists and therefore allows required storage capacity of storage apparatuses to be

reduced to the amount for substantial data only, allowing a sparse file to be easily
implemented. Since a storage service sometimes charges in proportion {o used
capacity, it is good also for users to avoid paying a fee even for capacity with no data.
[0060]
As seen above, if the structure of a file can be expressed only by a management
information object, the apparatus can be used in such a way that, for example, a huge
file is created in advance regardless of the volume of data to be actually written, and data
is written later to part of the file where no data exists to generate a block object then for
the first time.
[0061]
In the storage service provision apparatus described above, the management
- information object may contain: object identification information of a block object having
data composing part of a file; and offset information indicating which part of the file the
data of the block object is to be placed in, and when there is a part of the file where no

data exists following a part where data exists, a block object having the substantial data



16 [0058] In the storage service provision apparatus described above, the management information
object may contain: object identification information of a block object having data composing part of a
file; and offset information indicating which part of thg-file the data of the block object is to be placed in,
and when there is a part of the file where no data exists, no block object corresponding to the part
where no data exists may be generated, whereas a block object having substantial data and the

management information object may he made to be stored. When a file is read and if the management
informatictl’ Hfé%&r Tﬂa’ft%ﬁe%ntﬁg?%éé&%%ﬁ%j@@ﬁd%%ﬁ@&tﬂ?ﬁﬁ@ﬁ%ﬂd@8”‘8@38Ho‘i’i%e&; B part
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advance ggadiessotihgyolume of data to be actually written, and data is written later to part of the
file where no data exists to generate a block object then for the first time. [0061] In the storage service
provision [@ggajatus described above, the management information object may contain: object
identification information of a block object having data composing part of a file; and offset information
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capacity of storage apparatuses to be reduced to the amount for substantial data only,
allowing a sparse file (a file to part of which no data is written where no data exists) to be
implemented.

[0063]

In the storage service provision apparatus described above, a management information
object assigned with top object identification information determined corresponding to a
file to be read may contain: information on the entire length of the file; and information
indicating which part of the file having the length an object assigned with which object
identification information is placed in, if the object assigned with object identification
information is alsoc a management information object, the management information
object may contain: information on the length of an area where the object is placed in the
file; and information indicating which part of the area having the length an object
assigned with which object identification information is placed in, and if the object
assigned with object identification information is a block object, the block object may
have: a data component of the file; and information on the length of the data.

[0064]

This allows an original file to be constructed from a plurality of blocks stored in a
distributed way even if the data size of each block is variable, since the entire length of
the file, the length of each area of the file, and the length of data of a block object to be

placed in each area become clear in the process of following from top object



17 and information on the length of the data and the management information object may be made to
be stored. When a file is read and if the length of data to be placed in one part of the file as indicated
by the management information object is longer thanthe length of data indicated by information on the
length contained in a block object corresponding to the one part, the file may be acquired by placing
NUL data for the shortage of length. [0062] As described above, the use of offset information in a
managem%%{gformation otf)icht an&information on the length of data in a block object also allows
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file; and information on the length of the data. [0064] This allows an original file to be constructed from
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length of data of each block need not be fixed, which can also be utilized in varyingthe size of stored
files. whereas data may be written to a part to be changed, whereby each new object may be
generated and made to be stored on a storage apparatus determined based on object
identification information of the each new object.
[0066]
This allows the operation of an object related to writing a file to be executed by basic
instructions, i.e. get (acquire) and put (store).
[0067]
The means for assigning object identification information of the storage service provision
apparatus described above may uniquely assign new object identification information to
all block objects and management information objects stored on the plurality of storage
apparatuses.
[0068]
This allows a UUID (Universal Unique Identifier), for example, to be assigned as object
identification information, and assigning new object identification information each time
the contents of an object are updated also may contribute to the above-described atomic
update, reading during file writing, copying, provision of snapshots, and the like.
[0069]
The means for determining at least one of the plurality of storage apparatuses based on

object identification information of the storage service provision apparatus described



[0065] In the storage service provision apparatus described above, when part of data of a stored file is
updated, a block object whose data is to be rewritten and a management information object containing
object identification information of the block object, ayggong block objects and management information
objects belonging to the file, may be acquired from storage apparatuses storing respective objects
and, among the contents of each acquired object, a part not to be changed by the data rewrite may be
left intact whereas data may be written to a part to be_changed, wherehy each new object may be
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objects stavaaben ohéhs @iang)iof stetamroemrarasese$0068] This allows a UUID (Universal Unique
Identifier) @ J} ample, to be assigned as object identification information, and assigning new object
identificatﬁ ﬁ iﬁfé)rmation each time the contents of an object are updated also may contribute to the
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like. [0069] The means for determining at least one of the plurality of storage apparatuses basedon
object idemtifichitbrnoinfioswaliossdt dhe Stordifet Sehdom e s appatiaklisr detatibed a calculation
is made on the certain object identification information becomes, where the number of
storage apparatuses {physical devices, storage servers, or storage services) is S, for
example.
[0071]
As seen above, such a configuration where which storage apparatus to store each object
on can be determined just by making a calculation on object identification information,
requiring no management information to be held in the system, is abie to further reduce
single-point-of-failure factors. For example, information indicating the correspondence
between storage apparatuses and access methods is to be held in the system if access
methods vary depending on storage apparatuses but, since the amount of this
information is limited by the number of storage apparatuses and does not explosively
increase along with the numbers of files and objects composing them whereas the
above-described management information does, single-point-of-failure factors can be
extremely few.
[0072]
For another example, ranges of value o be covered by each storage apparatus may be
assigned in advance (35 or more and less than 49 for Storage B, 49 or more and less
than 60 for Storage C, etc.), and a storage apparatus to store a certain object may be
determined by which range a value calculated from the certain object identification
information (e.g. a hash value) falls within.
[0073]

In this case, the means for determining at least one of the plurality of storages based on



19 above may comprise determining one of the plurality of storage apparatuses in accordance with the
value of the remainder left when the result of a predetermined calculation made on the value of the
object identification information is divided by the nurfger of the plurality of storage apparatuses. [0070]
This allows a storage apparatus for storing a certain object to be determined depending on which of
the values from 0 to (S-1) the value of the remainder left when a calculation is made on the certain
object identification information becomes, where the number of storage apparatuses (physical devices,
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to be covered by each storage apparatus may be assigned in advance (35 or more and less than 49
for StorageoB439 or more and less than 60 for Storage C, etc.), and a storage apparatus to store a
certain object may be determined by which range a value calculated from the certain object
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atleast OQSp%frH%Ssp l%“%?t eofesétgﬁaggjségta gﬁdcg?r be determined just by making a calculation on
object identification information. While the above-described method using the value of
the remainder is a static method since the number of storage apparatuses is fixed, this
method using the value of coverage can dynamicaily change the coverage and therefore
can support the dynamic addition and removal of storage apparatuses.
[0075]
In that case when a storage apparatus connected over the network is added or removed,
the means for determining at least one of the plurality of storage apparatuses based on
object identification information of the storage service provision apparatus described
above may change the determination method such that an added storage apparatus is to
be determined for some of a plurality of pieces of object identification information or that
the removed storage apparatus is to be determined for no object identification
information.
[0076]
The carrespondence between files and top object identification information in the storage
service provision apparatus described above can be management information whose
amount increases along with the number of files. There may be the following three
methods, for example, as to where to hold this correspondence between files and top
object identification information. As for top object identification information, for example,

a special ID indicating that the content is empty is assigned to every file when a file is

created for the first time; an object 1D being unique within the whole system is assigned



20 object identification information of the storage service provision apparatus described above may
comprise having each of the plurality of storage apparatuses assigned with a range of value to be
covered by the each storage apparatus, comparing $he result of a predetermined calculation made on
the value of the object identification information and a range of value to be covered by each storage
apparatus, and thereby determining one of the plurality of storage apparatuses. [0074] This also allows

single-point-of-failure factars to be reduced since which storage aratus to store each object on can
be dotertIER 15 B9 TGS LIRS o 80 i AL I R AR VAR TRy Uniaue
above-desgribedrmgihetiHging s alye-Lfilke e maindes 'aﬁeﬁ@éﬁmempgam%@ﬁa% il
storage apparatuses is fixed, this method using the value of coverage can dynamically change the
coverageisiodriztiraidrelicatiray ppwtHbetHynsbjictasldiiebl @ad ebiovial of storage apparatuses. [0075]

In that case when a storage apparatus connected over the network is added or removed, the means
for deterdfifihf at least one of the plurality of storage apparatuses based on object identification
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method such that an"a storage apparatus i$1o g of'a’plu
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object identification information. [0076] The correspondence between files and top object identification
informatiaoimtios stittatie seEremd\piedsidred pperatasicie sodadird dve carrdsporaimgentetiveen
information whose amount increases along with the number of files. There may be the following three

methods S{SF U@ ARPRATAL RPN AEE 25FRT RRlRefRspbhHiA @B AR FREAIEN RIS BHERYISION
pe N G e e G
object IDjpeigivaidENEREIhWple SYSHRIMISIaSIBReS B2 read, and a storage apparatus to
be accessed first for the file may be determined based on the stored top object
identification information.
[0078]
The second method is to make the above correspondence stored on at least one of the
plurality of storage apparatuses determined based on file identification information of the
file. In this case, the storage service provision apparatus described above may further
comprise means for determining at least one of the plurality of storage apparatuses
based on identification information of a file to be read, and a thus determined storage
apparatus may store top object identification information corresponding to the file to be
read as a kind of a management information object.
[0079]
The third method is to hold the above correspondence by means of a database or the
like connected with the storage service provision apparatus and, for example, top object
identification information of a file may be registered in a database that stores attribute
information (owner, date and time of creation, date and time of update, title, password,
etc.) of each file as one element of the atfribute information. In this case, the storage
service provision apparatus described above may further comprise means for

connecting over a network with an attribute management apparatus that stores top

object identification information corresponding to each file along with file attribute



when the contents are written to a file; and an object ID is rewritten to a new unique object ID when the
contents of a file are updated afterward. An object ID may contain information indicating whether the
object is a table or a block. [0077] The first method is#%0 hold the above correspondence by means of
the storage service provision apparatus itself and, for example, it may be stored under management
common with the already-described information indicating the correspondence between storage

) hqds. In thi h i iSi d ibed
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the stored top object identification information. [0078] The second method is to0 make the above

correspondeassesiofiest ofoat thea sfilenenafytheepl dedbtynirissorbgseab parath see a cgtéedineg belsiedion file
identification information of the file. In this case, the storage service provision apparatus described

above migeRtificatiennas®#tieans for determining at least one of the plurality of storage apparatuses
based or‘tété%rbﬂfication information of a file to be read, and a thus determined storage apparatus may
store topobject identification information corresponding to the file to be read as a kind of a

managemegtdpierenatipncebiseiviien Sbydiedhisd metbeariie halddhamPwerseraaRapeeneay
means of a database or the like connected with the storage service provision apparatus and, for
example ngpriijectidepigieatotiigribanatontes ariteenmiy dlityatisteregdneppiaitabsss tatrstoted
attribute information (owner, date and time of creation, date and time of update, title, password, etc.) of
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attribute managemnient apparatus that stores top ob) ication inforrhation corresponding

file alongfudtbeldie feriyter 22y afasoek emjdensehiadndentititation sfagaaten psresnntingdeas file
to be read may be acquired from the attribute management apparatus, and a storage apparatus to be
accesseditsidoetlyedssignsy rétheobiathistebtiieation ihéonawiiced erbbjéthedphtifidstioh block
informati%%}égggr?‘]avmg a respective data component of the file divided into a plurality of pieces of
data, the management information objects having information for constructing the file
using data of each block object, and the client apparatus comprises: means for
determining top object identification information corresponding to a file to be read, and
accessing a storage apparatus determined based on the top object identification
information to acquire the management information object; means for using information

for constructing the file contained in the acquired management information object to
determine object identification information of a block object having a data component of
the file, and accessing a storage apparatus determined based on the object identification
information to acquire the block object; and means for arranging pieces of data
contained in acquired block objects in accordance with the information for constructing
the file, thereby acquiring the file.

[0081]

While the client apparatus of this system has the function related to reading files of the
storage service provision apparatus described above, it may be added with the function
related to writing files.

[0082]

In the storage service provision system described above, the system may have a



A storage service provision system of an example according to the principle of the invention comprises
a client apparatus and a plurality of storage apparatuses connected with the client apparatus over a
network, and the client apparatus provides a user wis a file storage service. The plurality of storage
apparatuses comprise means for storing for each file a plurality of block objects and one or more
management information objects individually assigned with object identification information, each of
the plurality of block c;%ilects having a respective data compaonent of the file divided into a plurality of
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identification iInformation corresp , and accessing a storage apparatus
determinegpased sy thexjopeobie tb identbieatiod dndorinali cne topcabjee theomanzgpmemomietipation
object; means for using information for constructing the file contained in the acquired management
informatiG® BBRRANE 68t ErHiRhiechalepaid canidningfeperdiontur of thsckibisectial rieparaiiaes,
component of the file, and accessi?? a storarcrle aé) araﬁ;us determined based on, the object
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the file. [0081] While the client apparatus of this system has the function related to reading flTes of the
storage sehdaelpudyjisio bagephont tiscdpiscaigdodipdyes 4t ohalp jeetdddetifivittidhénfonctiaorelated to
writing files. [0082] In the storage service provision system described above, the system may have a
23 pIuraIi[9 Zlient apparatuses, the management information object may contain a plurality of pieces
of object identification,information, and, each of the plurality of client apparatuses may be set to be able
10 detorm RS Jifent T ARERTOl P e Ggp T T e L 15 Bt atoing
independgialy pf the AHIRH AN ARPASIIRES SR PEHIRHB BIRGERT P IRRUCSHGRCHEREIQE of the
management information object based on the top object identification information and a process of
requestingeacsunsitonob e acinglgecebasedom tharfituigityilef, @iquesatityobjectidtd rdificatiinses to
information, [0083] This allows the advantage of the plurality of storage apparatuses on the backend
storing fillKH AGRIFHEGN /D IRetfpeRBReY Eatithfstiide e Resess s edttenttlton of
many acq?&i%sg%o a particular file, a plurality of client apparatuses to take accesses from end users
can be provided to distribute the access process on the frontend. [0084]

[0084]

The principle of the invention of the storage service provision apparatus described above
may also be realized by a storage service provision system, and the principle of the
invention of the storage service provision system may also be realized by a storage
service provision apparatus operating as a client apparatus in the system. Each means
described above may also be configured as a unit.

[0085]

In addition, the principle of the invention of the storage service provision apparatus or
system described above may of course also be realized by a method performed by a
storage service provision apparatus, by a method performed by the whole system, by a
program for causing a general-purpose computer to operate as the present storage
service provision apparatus (or a recording medium on which the program is recorded),
or by a program for causing a general-purpose computer system to operate as the
present system (or a recording medium on which the program is recorded).

[0086]

For example, a storage service provision method (related to writing files) according to



The principle of the invention of the storage service provision apparatus described above may also be
realized by a storage service provision system, and the principle of the invention of the storage service
provision system may also be realized by a storage ggrvice provision apparatus operating as a client
apparatus in the system. Each means described above may also be configured as a unit. [0085] In
addition, the principle of the invention of the storage service provision apparatus or system described
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which the program is recorded), or by a program for causing a general-purpose computer system to

operate astthege eferaraystes) rdthecoreingdeeinprisas wdidtitiiepfidgtarbdsweitterdad) (086 For
example, a storage service provision method (related to writing files) according to 24 the principle of
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information for constructing the file using data of each block object and, handling the information as a
managenmeatagemsatio mbbjectiassigniad  olsgesigdimgifichjger irdentitcatiotn tindomaatgenienthe
information object; and transmitting each block otiect and the management information object to their
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(related to rea another e e accordl e prin the invention'is a method for

using a cefpRstier senmetind yibtarpliialty 6 sirr0mhap R WIgePVeERINeANBrK FFRAYidSato
service to acquire a file stored by use of the storage apparatuses, a plurality of block objects and one

or more Mgk thaensiafechthgon objects individually assigned with object identification information
being sto\&?d fO{ each file, each of the plurality of block objects having a respective data component of
the file divid&d into a plurality of pieces of data, the management information objects having

information (G1,osUAG RSN AfR.0" RRRABIOGk oRleGlnAnA S PBRGRAMRISER e

determining top object identification information corresponding to a file to be rea accessing a

storage appesedusgdeteraipadhascdfandhaventiiviast adentifieatian inéorgatesnipaedwihtReted
management information object; using information for constructing the file contained in the acquired
managenyéit mfeln2lilsrobisiecess dapaiisobjereide MElvisninsaYigton seeitiodRk ebjEdthaving a
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information being stored for each file, each of the plurality of block objects having a
respective data component of the file divided into a plurality of pieces of data, the
management information objects having information for constructing the file using data
of each block object, and the method comprises: determining top object identification
information corresponding to a file to be read, and accessing a storage apparatus
determined based on the top object identification information to acquire the management
information object; using information for constructing the file contained in the acquired
management information object to determine object identification information of a block
object having a data component of the file, and accessing a storage apparatus
determined based on the object identification information to acquire the block object; and

arranging pieces of data contained in acquired block objects in accordance with the

information for constructing the file, thereby acquiring the file.



25 [0088] For another example, a storage service provision program (related to writing files) according
to the principle of the invention is a program for causing a computer connected with a plurality of
storage apparatuses over a network to operate as aggpparatus for providing a service to store a file
by use of the storage apparatuses, and the program comprises: a program code for dividing a file to be
written into one or more pieces of data and, handling a data component of the file as a block object,
assigning object identification information to each block object; a program code for creating information
for constd@&#y the file using data of each block object and, handling the information as a

management information object, assigning object identification information to the management
formariGobTEEUER o COREEP (SR PP AL BEREBRIBCl B i e A
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determined based on their own object identification information, to make them stored there. [0089] A

storage seittice plamsignairewiandrefaiechtodeadingrfiteapolanotbes gxamplssaneaiging sodh eor
principle of the invention is a program for causing a computer connected with a plurality of storage
apparatu$se\idisgaensaidee tpoperaté dicabyapprratisgortpradivingrasliees t¢ad dirarsofeasiored

by use of the storage apparatuses, a plurality of block objects and one or more manageme
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plurality of pieces of data, the management information objects having information for constructing the
file using idatdififat#mh bifwcknabijecticasddhejarcigraitiectnappsegaarprogiaio cackeatorg etéymintientop
object identification information corresponding to a file to be read, and accessing a storage apparatus
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object; a program code for. using.information for constructing the file contained.in the acquired
nagere e, O G e e e PR oo B hgying
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identification information to acquire the block object; and a program code for arranging pieces of data
containecimidbguirethbipok enfdofeim akicordbject twitthéireriadpentitiorsforagensppetiaty Hes file fitkereby
acquiring the file. [0090] Now, a system of an embodiment of the invention will be described for

illustratioR Wit befeteHeEABa HRPERIAIHEES THRITMINRNRARSHIAMuSRifeO YR SRifFSIdendiieabiand
storage s%%iﬁﬁ r&x{isti r&@%@meﬁ]sg Ig& %%r%ge services (services to store user data on multiple
ot ou [

storages on a netwotk) or other ¢ services. [0091]

[0089]

A storage service provision program (related to reading files) of another example
according to the principle of the invention is a program for causing a computer connected
with a plurality of storage apparatuses over a network to operate as an apparatus for
providing a service to acquire a file stored by use of the storage apparatuses, a plurality
of block objects and one or more management information objects individually assigned
with object identification information being stored for each file, each of the plurality of
block objects having a respective data component of the file divided into a plurality of
pieces of data, the management information objects having information for constructing
the file using data of each block object, and the program comprises: a program code for
determining top object identification information corresponding to a file to be read, and
accessing a storage apparatus determined based on the top object identification
information to acquire the management information object; a program code for using
information for constructing the file contained in the acquired management information

object to determine object identification information of a block object having a data



First, a configuration of a distributed storage service provision system (the present system) of the
embodiment will be described with reference to the drawings. Figure 1 illustrates a configuration of the
present system. As shown in Figure 1, the present system 1 comprises: a user terminal 2 to be used
by an end user; a client apparatus 3 to be used by a user (a service provider) of the present system 1,
and a plurality of storage apparatuses 4 connected with the client apparatus 3 over a network. The
present system provides an end user with a storage service via the client apparatus 3. The client

apparatu§ZHReNgireb B dilcaleach 2ESARHISA/ISE RE0I DR At ratlRieNoietc hatest o theer
terminal 2 and the client apparatus 3 are computers for example, and the storage apparatuses 4 are,
for examp?@,e gér'\s?eerrs&%%% d Eﬁgt%rrn(;\% 3e'?s,tcl}n TaaE ggﬁt@% hbegl'ﬁ%g’ [BBézT F%é%#é a?ﬂ tfafes a
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device. Figure 1(b) illustrates a case where storage tfunctions of a plurality of servers (Servers A to E)
are used iafoanvatioal thevicesikedgihéTilkgires byad@ndrith tHbdileresent system can handle a
virtual file logically with no capacity limitation, by bundling multiple virtual devices. In this case, the
system alﬁ%&ﬁ as a native file system to the user terminal used by an end user. [0093] 27 Figure 2 is

a block digaram shawino 3 configialion o1 e Glent ApRArAIy .81 1S BIESNL SYslem, A shawn in

Figure 2, the ¢lient apparatus 3 compriSes: a conimunications unit 5 t6 communicate with a storage

apparatusedé @ FRady/ ik RIRSRFRRE. UNTHR 18 AKBeiRRIORAP SRSHIRdHI0XachWIHING dISFibnRM
request from the user terminal 2; and a service table memory unit 7 to determine a method of
accessingtthagtosegdceppereisiond Sxien] Bipiiés sierajeckelivgen{shuives ta storfigusatiatatf a
storage apparatus 4 of the present system. As shown in Figure 3, the storage apparatus 4 comprises:

a commuritHEHRI 8IS0 a8 5o AThRURRBNR R PR RTiSIUchBaRYERS3: a file/object storage unit 10

where ﬁﬁé@ﬂi objects are stored; and a file/object manager unit 9 to manage stored files and objects.
[0095] Functions of the present system will next be described. Figure 4 illustrates the functions of the

present systeMa AseRgorbRshabove, dRariiesentrysign san ke used ipughshatiseideprisahby an
end user as a standard NFS (Network File System) server (e.g. an RFC 1813 server) or the like. The
system thaidfare ebihsrieadadmsiinil heudassibecions fiefaenimdofitbs. drawings.  Figure 1
ilustrates a configuration of the present system. As shown in Figure 1, the present
system 1 comprises: a user terminal 2 to be used by an end user; a client apparatus 3 to
be used by a user (a service provider) of the present system 1; and a plurality of storage
apparatuses 4 connected with the client apparatus 3 over a network. The present
system provides an end user with a storage service via the client apparatus 3. The
client apparatus 3 can therefore be called a storage service provision apparatus. Note
here that the user terminal 2 and the client apparatus 3 are computers for example, and
the storage apparatuses 4 are, for example, servers installed at providers, in a data
center, or the like.
[0092]
Figure 1(a) illustrates a case where storage services of a plurality of providers (e.g.
Providers A to C) are used as a virtual device. Figure 1(b) lllustrates a case where
storage functions of a plurality of servers (Servers A to E) are used as a virtual device.
As shown in Figures 1(a) and 1(b), the present system can handle a virtual file logically
with no capacity limitation, by bundling multiple virtual devices. In this case, the system
appears as a native file system to the user terminal used by an end user.

[0003]



[0096] First, as shown in Figure 4(a), the present system has a function called "CREATE" to create a
file and a function called "DELETE" to delete a file. The "CREATE" function does not use any
particular parameter or the like. The "DELETE" funciign uses "file-id" as a parameter. Note here that
"file-id" is identification information to identify a file. [0097] As shown in Figure 4(b), the present system
has a function called "READ" to read data from a file and a function called "WRITE" to write data to a
file. The "READ" function uses "file-id," "offset," "data," and the like as parameters. The "WRITE"

function Jd8Y"4ilé-i, e dieek diggianrshowing tRenaligdrplirttdhe iteharpaiatus el the

information ugigating which PR o davaaraada place data iy el s daia. 28 infgraiion such as

character strings and numeric values, and alsoTontains information 0 eng a aen’gtﬁ).
"data-aregodgrinfeidaatian Qhansres SovnitihRal iswnttan sisd géscmppataits informatien A tee
length of data (length) which can be written to the area. [0098] The file structure of the present system
will next peadesadbenhifigurexacatel B atessatcebraatitiggrachwofitaefiits stpactuss o thépre deat
system. In the pres_en} system, a file is reRPresented in a data structure shown in Figure 5. A file
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a file),” ayia P%%Céﬁg Iac, '@Rly called a table),” and a "block object (also simply called a block).” In
this case, a b#lﬁe} objec 'iinff)uﬁges a "table object," and a "table object" includes a "block object." As

shown in[BgRKE 5, a "table object” may include a "table object.” This conceptual diagram abstractly
represents the file structure of the present system (a data entity and where to store data will be
described igits#s. 30599] Mogksbagearacebewiach dilednigheaiser ©irmistddgscassanitr profods
used. For example, a file system Lﬁes a 'ﬁa .name’. foy access to a file. NFS uses th%@ath name" to

search foP" S EEHe S5ty " nERRfe™ Ihd OUS qlients (RILAHE "ARPREAME" To SREUNSSFi?
HTTP usgs nARInidahidss Rt &li®mmunicate with the client apparatus 3; a file/object storage

unit 10 where files and objects are stored; and a file/object manager unit 9 to manage
stored files and objects.

[0095]

Functions of the present system will next be described. Figure 4 illustrates the
functions of the present system. As described above, the present system can be used
through the user terminal by an end user as a standard NFS {Network File System)
server {e.g. an RFC 1813 server) or the like. The system therefore comprises the
following various functions for handling files.

[0096]

First, as shown in Figure 4(a), the present system has a function called "CREATE" to
create a file and a function called "DELETE" to delete a file. The "CREATE" function
does notf use any particular parameter or the like. The "DELETE" function uses "file-id"
as a parameter. Note here that "file-id" is identification information to identify a file.
[0097]

As shown in Figure 4{b), the present system has a function called "READ" to read data
from a file and a function called "WRITE" to write daia to a file. The "READ" function
uses "file~id," "offset," "data,” and the like as parameters. The "WRITE" function uses
"file-id," "offset," "data area,” and the like as parameters. Note here that "offset” is

information indicating which part of a data area to place data in. "data" is data



[0100] A file is represented by "file-id" in the present system. As described above, "file-id" is an ID
(identification information) unique to a file. In the present system, a file entity is a table, which has
information such as the length of a file (length) and the arrangement of data (offset). As described
above, a table can represent a table that can be recursively placed, and a table can be placed in a
table. A table has an interface to acquire a list of component objects (tables or blocks) composing the

table (a list of <offset, object-id>). A block represepts a data entity in the present system, A block has
i tor BT UGS o 25 SRRt SR BN PR Ve A IS0 S TSP of the

present systRR i AYIESFALEYRATER SUMAIE BLFIQUF ST BRI SIS 16 (GRS fle, in

the present system, can be a recursive structure. The file structure of the present system can therefore
be expresaditeas andraistoaeiiaias asfshantioin &igihke 16ngtid of bloek(kiidie)logatedcimableafrafdhe tree
structure. In this case, an object (a table or a block) can be expressed as a "box" having pieces of
informatié® tfbjei@ad (table-id or block id)" and “length.” [0102] Figure 7 shows a specific example for
illustratin %ii!e structure of the present system. A table (a top table) determined by a file object
(file-id) in ample shown in Figure 7 is a table with a table ID called "table-1," and it has "length"”

informatigm9RR," FRHFLIIPIMAINBs &R BIREKMATH HER. BPesdzrinB0. iR’ S1PY are

table-10>." [0103] Executing "readAt" on the table "table-1" results in reading 100-byte-long data of
"block-20¢qriaeptlial thiedomattonf @féséitcdsmutatiee(aflibid fisded" plaeed. in theHogqatep D Egetli),
150-byte-long data of "block-12" placed in the location Offset 600, and a table (a list) "table-10" placed
in the locatlBf BfsereSvteddn Ardata sbHahERB@VIhiBrTHsEY Sotreadt dlRaTs SRAEMYDUANESE,

'['glfgsflt" SeRRTANSD NN AP JRCATAR: MR SIG A0SR B0 SO T LR SRl
"table object (also simply called a table)," and a "block object (also simply called a
block)." In this case, a "fiie object" includes a "table object,” and a "table object”
includes a "block object.” As shown in Figure 5, a "table object” may include a "table
object.” This conceptual diagram abstractly represents the file structure of the present
system (a data entity and where to store data will be described later).

[0099]

In this case, access to a file by the user terminal depends on the protocol used. For
example, a file system uses a "path name" for access to a file. NFS uses the "path
name" to search for a corresponding "file handle," and subsequently uses the "file
handle" to access a file. HTTP uses "URL" for access to a file.

[0100]

A file is represented by "file-id" in the present system. As described above, "ile-id" is
an ID (identification information) unique to a file. In the present system, a file entity is a
table, which has information such as the length of a file (length) and the arrangement of
data (offset). As described above, a table can represent a table that can be recursively
placed, and a table can be placed in a table. A table has an interface to acquire a list of
component objects (tables or blocks) composing the table (a list of <offset, object-id>).
A block represents a data entity in the present system. A block has an interface to

access actual data (data existing on a virtual device).

[0101]



The tables (lists) "table-3" and "table-10" can further be processed with "readAt.” In this case, the table
"table-3" has "length" information "500" and list information "<0, block-120>, <300, block-130>."
Executing "readAt" on this table "table-3" therefore r@@ults in reading 100-byte-long data of "block-120"
placed in the location areaOffset 0 and 200-byte-long data of "block-130" placed in the location
areaOffset 300. The table "table-10" has "length" information "200" and list information "<0,
block-800>, <50, block-900>." Executing "readAt" on this table "table-10" therefore results in reading
50-byte-loHeediia siruslocr-80U e RIGSE T HHisiothid @HERISHIEs ant asGhytivs gl dtigwie 6.

"block-90Q" placed in the location areaQffset 50. "areaOffset" is information indicating an offset in an
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data of "block-20" placed in the location Offset 0, 100-byte-long data of "block-120" placed in the
location Qffseh&0m (ar&afifs @, Hnd COByte-aiigtdalacafédldela 186f plabediiadhsrlngation Gifteis400
(areaOffset 300), 150-byte-long data of "block-12" placed in the location Offset 600, 50-byte-long data
of "block-888€ pkiteabil§ thd doERRIBNCO s TS0 (GBI IV L SHRY 159 -BytBAsn asiRgoPBeEkT00"
placed in the location,Offset 8 eaQffset 50). The area between Offset 200 and Offset 400 with no
data is pai('i:bercrin va\%{ﬂn‘l\ﬁﬂj_%g ‘tgf&%[ﬁ'é@% Lofsgglf%u QQT e tt echanism of the present system will
next be d ibed. As shown in Figure 8, the present system handles information related to tables and
blocks as abstracted objects, and holds the contents on virtual devices (servers or services) on a
network. Figupeesshbsystespaudiicdisaibptedoeduistdiint tmafits stmotgdhsf thtuaiedevcegsteetvers
or services) on the network, thereby eliminating the need to store management information on a

particular AR AAdnst RPsdelarained a7 qrbigstd UgudiirtBe Srrmpie rhawe inddersed. A

file has unique “file-id:: indicating file. ,Afile is alsq associated with wtahble-id" of a.table.(a top. table)
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recursively from "table-id.” As for implementation, a correspondence table between "file-id" and the top
table's "ta01€4id]" too, may be stored as an object on the network. The length of the file (length) is the
same as the length that can be accgired by executing "getLength” on the top table (length). This
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information inition of an object in the present system will héx escri object
hasa  Offset 100, 150-byte-long data of "block-12" placed in the location Offset 600, and a

table (a list) "table-10" placed in the location Offset 750. "readAt" is a command (an
interface) to read data. As described above, "Offset" is information indicating the
location in a file (the location in relation to the top of the file).

[0104]

The tables (lists) "table-3" and "table-10" can further be processed with "readAt." In this
case, the table "table-3" has “length" information "500" and list information "<0,
block-120>, <300, block-130>." Executing "readAt" on this table "table-3" therefore
results in reading 100-byte-long data of "block-120" placed in the location areaOffset 0
and 200-byte-long data of "block-130" placed in the location areaOffset 300. The table
"table-10" has "length" information "200" and list information "<0, block-800>, <50,
block-900>." Executing "readAt” on this table "table-10" therefore results in reading
50-byte-long data of "block-800" placed in the location areaOffset 0 and 150-byte-long
data of "block-900" placed in the location areaOffset 50. "areaOffset” is information

indicating an offset in an area indicated by the table concerned (the relative location in



31 unique identifier (object-id) to identify the object concerned, and information on the length of data
(length). 64-bit integers, UUIDs, and any character strings, for example, may be used as "object-id."
"length” is a non-negative integer and is representedsy, for example, a 64-bit integer. "length” of an
object can be acquired by "getLength." Objects in the present system include blocks and data. [0109]
A block is a kind of object, and has pieces of information "block-id" and "length." A block can be called
Content. Data of a block (Content) can be acquired by "getContent.” A new block can be generated by
using "pufeGHRMEDLIBER ebatRterinstiortes v ik tehlscrance®sitent,” and “length.” A block
cannot bem)t/%‘ﬁ/ritten. [0110] A table is also a kind of object, and has pieces of information "table-id"
and "length." Atable has "a list of <offset, object-id>." Note here that "object-id" is "block-id" or

"table-id."A3aderef @ltaiac adberaeauisRA bleetT abie 0B msieirg earbss UBRRYALES Bi-ésiAn

"putTable(table-id, <offset, object-id>)" to provide "table-id" and "<offset, object-id>." A table cannot be
overwritteheAnaation LJfeeit0, doetnde-lcmg isataade aaondiopldced offfedozatiophe fedtié Of

‘offset’ is 0 or greater),” "objectO.getLength() > e value of 'length’ of the object concerned is
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the virtual device and acquire data (and length information) associated with "block-id." When
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an 32 [0106]
Referring to Figure 8, the mechanism of the present system will next be described. As
shown in Figure 8, the present system handles information related to tables and blocks
as abstracted objects, and holds the contents on virtual devices (servers or services) on
a network. The present system then distributes required information among the virtual
devices (servers or services) on the network, thereby eliminating the need to store
management information on a particular server and/or a particular area.
[0107]
The data structure of a file will next be described. A file has unique "file-id" indicating
the file. A file is also associated with "table-id" of a table (a top table) for representing
the contents of the file. In the present system, information related o the contents of a
file is only "table-id" written in the top table, and the details can be obtained by acquiring
data recursively from "table-id." As for implementation, a correspondence table
between "file-id" and the top table's "table-id," too, may be stored as an object on the
network. The length of the file (length) is the same as the length that can be acquired
by executing "getlLength" on the top table (length). This means "getLength(a certain file
object) = getl.ength(top table of the certain file)." A file may have attribute information
{owner, authority to access, date and time of update) and/or management information.
[0108]

The definition of an object in the present system will next be described. An object has a



area in a file represented by the table (Ilength) and a list of <offset, object-id>). [0112] The service table
used for access to data described above contains pieces of information "a unique ID humber" and "an
access means." An means for access to a service prgvided by a provider is, for example,
"http://jigyousya.com/storagerks.” A means for access to a network server is, for example,
"10.0.50.11:/userslisi (for NFS)" or "samba://10.0.60.1/public (for CIFS)," and a means for access to a
physical device is, for example, "/dev/sdOa." The service table will be detailed later. [0113] Commands

(interfacesigse] Westifieranebiretitt® oblderliTotitendbitilitbedtmsnbed etk infanCatitentbldbe-id,
length, content)" is used when a bl is stored (n created). In this case, a virtual device is
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the present system, as described above, a block can only be newly stored and cannot be over

[0114] "gétCaniemiiidock-B)-bit usedavheniengdckds anqoibedidata scaggyiird) thythigetiosegt Virtual
device is determined from "block-id," and data corresponding to the "block-id" is acquired. For this,
"HTTP GEPeatis Hesmesenbivetameiiienhioriard stefage appropriate for the virtual device
may be uiﬁfoérhe absence of data corresponding to the "block-id" concerned will result in "ERROR."
[0115] W or;lly interfaces to store and acquire a block are defined in the above description, any

techniqueama he igsgding astusigemBIMNinaLope SePeRd NG ARSI ALASMGES (RIVIESTyPOrVess,

etc.) as long as it can store or acquire data corresponding to "block-id." For example, "http" may be
used for déoekaloanbditescalhet"r€xinitéatl," Rathrpef" ar tiedike(@aytbet LseshfobdVelzgeairddedy'nsf,”
"webdav," "cifs,"” "ftp," or the like may be used for network servers, and "iISCSI" or other usual storages
may be useetENtENbhyfefane Rl can be generated by using "putContent(block-id, content,

length)" to provide "block-id," "content,” and "length." A block cannot be overwritien.
[0110]

A table is also a kind of object, and has pieces of information "table-id" and "length." A
table has "a list of <offset, object-id>." Note here that "object-id" is "block-id" or
"table-id." Data of a table can be acquired by "getTable." A new table can be
generated by using "putTable(table-id, <offset, object-id>)" to provide "table-id" and
"<offset, object-id>." A table cannot be overwritten. An entry <offset0, object0> can
be made on condition that "offset0 = 0 (the value of 'offset' is 0 or greater),”
"object0.getLength(} > O (the value of 'length’ of the object concerned is greater than 0),"
and "offset0 + object0.getlength() < table.getl.ength() (the value of 'offset' added with the
value of 'length’ of the object concerned is the value of 'length’ of the table or less)” are
all true.

[0111]

When accessing a block object, the present system, in which "block-id" corresponds to
data on a virtual device, uses a "service table (described later)" to determine information
required for access to the virtual device and acquire data (and length information)
associated with "block-id." When accessing a table object, the present system, in
which "table-id” corresponds to information on a virtual device, can acquire information
from the virtual device in the same way as for a block. The contents of information that

can be acquired in this case, however, are information of the fable (i.e. the length of an



[0116] Commands (interfaces) used to store and acquire a table will next be described. "putTable(id,
length, list of <offset, object-id>)" is used when a table is stored (newly created). This encodes "length"
information and a list of <offset, object-id>. Note herg.that "object-id" is "block-id" or "table-id." The
simplest encoding technique is a method by which these are written as character strings. Examples of
encoding techniques include: (1) a technique by which readable character strings represent them (e.g.
a technique by which "10" is expressed by a character string "10"); (2) a technique by which they are
stored in Bg8 Headtacenresgnietbbiriifutablpwricathihend s @firafselyebieeidhte and "long” is
stored in -byte sequence); and (3) a technique by which data is stored as a "tuple (type, length,
data)" segﬁe . [0117] In this case, a virtual device is determined from "table-id," and encoded data

is stored imyhesdahlesidadier Higd HaTREdds NFeRHRCRInahdaia SiaassMeehagispt
appropriate for the virtual device may be used. As for implementation, "putContent," which is used to
store a blodtrmatiohe' aisedgletiie presbat'syatefnrasaessibeshabdve Aa tablercafo pakyceentwly
stored and cannot be overwritten. [0118] "getTable(table-id)" is used when information of a table is
acquired SR YHE FISVide@ i SIREI8 St fRTirfRR MM " taME-I o PEsY Ata B FiRRSIt Mg - To the

"table-id" is acquired. For this, "HT.TP GET," "NES.READ." or o, r% nisms f r.(gvta e
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<offset, object-id>" to be acquired. [0119] This case requires that "(sub) length" acquired from each
'object-id estaoutden Sdedek tae’ nekinéofisnticel émpthWwilf bebjrritiddetaed at the last "offset” is required
to satisfy[t&a%iength' of the table ?_ the last 'offset’ + (sub) length (the value of the last 'offset’ added
Commands (interfaces) used to store and acquire a block (Content) will be described
here. "putContent(block-id, length, content)" is used when a block is stored (newly
created). In this case, a virtual device is determined from "block-id," and data
corresponding to the "block-id" is stored. For this, "HTTP PUT," "NFS WRITE,” or other
mechanisms to store data appropriate for the virtual device may be used. In the
present system, as described above, a block can only be newly stored and cannot be
overwritten.
[0114]
"getContent(block-id)" is used when a block is acquired (data is acquired). In this case,
a virtual device is determined from "block-id,” and data corresponding to the "block-id" is
acquired. For this, "HTTP GET," "NFS READ," or other mechanisms for data storage
appropriate for the virtual device may be used. The absence of data corresponding to
the "block-id" concerned will result in "ERROR."
[0115]
While only interfaces to store and acquire a block are defined in the above description,
any technique may be used for actual communications depending on virtual devices
(services, servers, etc.) as long as it can store or acquire data corresponding to
"block-id.”" For example, "http" may be used for general websites, and "rest,” "xmi,”

mn

"xml-rpc,” or the like may be used for Web services. "nsf,” "webdav,” "cifs," "ftp," or the

like may be used for network servers, and "ISCS{" or other usual storages may be used



34 with the value of '(sub) length' is the value of 'length’ of the table or less).” [0120] Next, interfaces
common to all of files, tables, and blocks (common interfaces) will be described. A common interface
for writing is "writeAt." "writeAt" receives "offset," "lepgth," and "a byte sequence of data" If assigned
"object-id," "object_offset," "buffer,” "bufoff,” and "buflen," then "writeAt(object-id, object_offset, buffer,
bufoff, buflen)" returns new "object-id" having updated data. A common interface for reading is
"readAt." "readAt" receives "offset,” "length," and "information on a data area to be read." If assigned
"object-idforgpjsicabisyicepuffer,” "bufoff,” and "buflen,” then "readAt(object-id, object_offset, buffer,
bufoff, bugﬁq)é]copies data read from the area concerned to an area indicated by "buffer," "bufferoff,"
and "bufferlen,* and returns the length of the read data "length.” [0121] In this case, "object-id" is
"file-id,” "tobienithn s "hiskites PRIgel aissiole iInfmatipmipdicalipgtngifelative ircajion@a gffset)
in the object concerned. "buffer,” "bufoff,” and "buflen" are pieces of information indicating a "buffer."
Read andputiiebbe(ic stsrey}presst adtwalffeceivingcdridpassingef datem sthabenmsobttatad Witk wlpyte
length of "buflen” starting from the relative location indicated by "bufoff' in a data area starting from a
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operations may be defined separately for files, tables, and blocks. [0123] An implementation example
of functiomslottre (desetactystpm Wiyl mbiche elrdabilbedhFracianciongd cagmitingrd heenfilee(CREATE)
is implemented by "create,” This "create" is an interface to create a new file with no length. The
internal ptr%gé@g%?--gye%bcg td0" Is expressed by a character string "10"); (2) a technique by

which they are stored in byte sequences (e.g. a technique by which "int" is stored in a

4-byte sequence and "long” is stored in an 8-byte sequence); and (3) a technique by
which data is stored as a "tuple (type, length, data)" sequence.

[0117]

fn this case, a virtual device is determined from "table-id," and encoded data is stored in
the "table-id." For this, "HTTP PUT," "NFS WRITE," or other data storage mechanism
appropriate for the virtual device may be used. As for implementation, "putContent,"
which is used to store a block, may be used. In the present system, as described
above, a table can only be newly stored and cannot be overwritten.

[0118]

"getTable(table-id)" is used when information of a table is acquired. In this case, a
virtual device is determined from "able-id," and data corresponding to the "table-id" is
acquired. For this, "HTTP GET," "NFS READ," or other mechanisms for data storage
appropriate for the virtual device may be used. As for implementation, "getContent,”
which is used to acquire a block, may be used. Decoding acquired information of a
table allows "length” and "a list of <offset, object-id>" to be acquired.

[0119]

ni

This case requires that "(sub} length' acquired from each 'object-id' should not reach the
next 'offset.” "length" of "object-id" located at the Iast "offset” is required to satisfy that

“length' of the table = the last 'offset' + (sub) length (the value of the last 'offset' added



35 assign a new "file-id" first, set the top table of the "file-id" to "EMPTY_TABLE," and return the
"file-id." Note here that "EMPTY_TABLE" is a special table whose length is zero and whose number of
list elements is zero. This does not have any actual gata and therefore need not be substantial on a
virtual device, and only a special object ID (an ID common to all files that indicates an empty table)
exists. It can be said that "create” only assigns "file-id." [0124] The function of writing to a file (a file
object) (WRITE-1) is implemented by "writeAt(object-id, object_offset, buffer, bufoff, buflen)." In this
case, "objdtt-freivakie-nf (syhd (RREHY 1B Besakiroricsrs Lﬁfﬁ&%\tﬁmﬁéérsi%?ﬁ?rcreasing one level in
the hiera@i% structure (increasing the depth of the tree structure by one level) if "object_offset" is
large enough, that is, for example, if "object_offset" is "4 MB x 1000d" or larger for the current depth of
the hierangyt dinfdrthisetireenamawitnible bewiag, thelssirend leraiks anshidoiiecidpopiables is
created, and "table-id" of the top table of the file concerned is rewritten. Executing "writeAt(table-id,
object_offrschbéier, bifefirynten)nienfaeh i walsgcimeomitena Tile "vailséd "arrcaiwssitpitsbt,”
"table-id" to be regist (gzqgas the top table, This gayses the special object ID or previous "table-id" to
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buflen).” lethis caiget-iabjeelridgisjabtedddathis witbetasntabledagives repeangoitherilloning
processes (1) to (4) as long as "buflen” > 0. [0126] Process (1) involves searching the list for a sub
(lower-levespdbiEct ¢eaikedr pitesd) coleagiondang tantssjaeti offsen. "o detxaarpie i@ baseathérelf
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"readAt(object-id, object_offset, buffer, bufoff, buflen)" copies data read from the area

concerned to an area indicated by "buffer," "bufferoff," and "bufferlen," and returns the
tength of the read data "length.”

[0121]

in this case, "object-id" is "file-id,” "table-id," or "block-id." "object offset" is information
indicating the relative location (an offset) in the object concerned. "buffer," "bufoff,” and
"buflen” are pieces of information indicating a "buffer." Read and write requests
express actual receiving and passing of data in the form of data with a byte length of
"pufien” starting from the relative location indicated by "bufoff" in a data area starting
from a pointer called "buffer." When writing is executed by "writeAt," data to be written
is acquired from the above-described data area (buffer area) and the data is written.
When reading is executed by "readAt," data is read by copying read data to the
above-described data area (buffer area).

[0122]

While only interfaces common to all of files, tables, and blocks are defined in the above
description, actual operations may be defined separately for files, tables, and blocks.
[0123]

An implementation example of functions of the present system will next be described.
The function of creating a new file (CREATE) is implemented by "create.” This "create”

is an interface to create a new file with no length. The internal process of "create" is to



Process (2), in the absence of a corresponding object, involves executing "createld()" to create
"newld,"” and executing "putContent(newld, writelen, (buffer, bufoff, writelen))" to update the list with
the "newld" assigned as a sub object located at "objggt_offset.” Note here that "writelen" is
"Min(buflen, (offset of the next object - object_offset))." [0128] Process (3) involves executing
"writeAt(child-id, object_offset - child-offset, buffer, bufoff, writelen)" on "child-id" of a corresponding
object to update the list with the "newld" assigned as a sub object corres ondinlg to "child-offset.” Note

here that 2SI e 4B dEatrp B iR gRin A Sulleibde Bl TongthEL neAerigaiBhthe
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the sub object. "writelen™ Is™"Min en, c ocess (4) involves updating
parametessdynsidestitling epkie okt adfeatcnighisobiest ofiset dogstalenhans! Apuflgstuaitiauied -
writelen,"” regardless of the presence or absence of a corresponding object. [0130] This writing to a
table invéheks&uestiaathgoldrgavbaitmtiebpata offtedHdeuiten andendihesobidel aifeet PHafell? is
true for the current length, "length.” Also.involved are, for a resulting list "list" and the aboye-described
ength ERELTTh oA R IPEIR8 eI SABL ARG - T el SRR, 128 G e
returning(;Hgi/)\ggs"iég@}i]eﬂ&gnfunction of writing to a block (a block object) (WRITE-3) is implemented
by "writeAt(object-id, object_offset, buffer, bufoff, buflen).” In this case, "object-id" is "block-id." This
writing to[at#iagk involves executing a process of reading current data of a block concerned. For
example, "currentData" is read by "getContent(object-id)." "currentLength" is the length of the byte

sequencel RetdHNgBes) otithisridigreinDatallavidngie sbivek ir(\\/Bf@Ers?o%r\i\ﬁitiiﬁ@Jé?mﬂtgthrth’Yg
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"file-id." This writing to a file involves executing a process of increasing one level in the
hierarchical structure (increasing the depth of the tree structure by one level) if
"object_offset" is large enough, that is, for example, if "object_offset" is "4 MB x 1000®" or
larger for the current depth of the hierarchy, d. At this time, a new table having the
"current length” and <0, table-id of top table> is created, and "table-id" of the top table of
the file concerned is rewritten. Executing "writeAt(table-id, object offset, buffer, bufoff,
buflen)" on "table-id" associated with a file causes a new assigned "table-id" to be
registered as the top table. This causes the special object ID or previous "table-id" to
be rewritten to the new "table-id." "writeAt" is required to return the ID of an updated
object and, on writing to a file, it will rewrite only the top table and return its own "file-id."
[0125]
The function of writing to a table (a table object) (WRITE-2) is implemented by
"writeAt{object-id, object offset, buffer, bufoff, bufien).” In this case, "object-id" is
"table-id." This writing to a table involves repeating the following processes (1) to (4) as
long as "buflen” > 0.
[0126]
Process (1)} involves searching the list for a sub {lower-level) object (table or block)
corresponding fo "object_offset.”" For example, a case where "object offset + bufoff"
falls within "offset + getl.ength(}" of each element of the table is searched for.

[0127]



executing "createld()" to create "newld," executing "putContent(newld, currentLength, currentData),"
and then returning "newld." [0132] The function of reading from a file (a file object) (READ-1) is
implemented by "readAt(object-id, object_offset, buffgy, bufoff, buflen).” In this case, "object-id" is
"file-id." If "object_offset" is the current length "length" or greater in this reading from a file,
"END-OF-FILE" is returned since there is no data to be read. "readAt (table-id, object_offset, buffer,

bufoff, min(buflen, length - object_offset))" is executed on "table-id," which is the top table of the file.
[0133] ka%rﬂﬁ?&?oﬂ?bf%ﬁlﬁr%)ﬁ%’?%%ﬁlé?g PR BINSCOPIRELAIDYE) e RN crgAteld()” to
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reading from atable involves repea owing'processes as long as

[0134] Propgasd khisvrivestaearshineie lisk i resubd aweriewslebirelaiad e iordHRs) offset.”
corresponding to "object_offset.” [0135] Process (2), in the absence of a corresponding object,
involves prtdihgrantaat dvaitelenttes, "bifdiiuflead erfselith Miglnekbodgests; altjert ‘oactpd =
Min(buflen, (offset of the next object - object_offset))." [0136] Process (3), in the presence of a
correspoﬁ@ﬂ%&bbject, involves executing "readAt(child-id, object_offset - child-offset, buffer, bufoff,
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assigned as a sub object corresponding to "child-offset." Note here that "child-id" is an
ID indicating the corresponding sub object. "child-length” is the length of the sub object
(i.e. the length acquired by getLength(child-id)), and "child-offset"” is the value of offset of
the sub object. "writelen” is "Min(buflen, child-length)."
[0129]
Process (4) involves updating parameters by substituting "object offset" with
"object_offset + writelen" and "bufien” with "buflen - writelen," regardless of the presence
or absence of a corresponding object.
[0130]
This writing to a table involves substituting "length" with "object_offset + buflen” if "length
< object_offset + buflen” is true for the current length, "length." Also involved are, for a
resulting list "list" and the above-described "length," executing "createld()" to create
"newld," executing "putTable(newld, length, list)," and then returning "newld."
[0131]
The function of writing to a block {(a block object) (WRITE-3) is implemented by
"writeAt(object-id, object offset, buffer, bufoff, bufien)." In this case, "object-id" is
"block-id." This writing to a block involves executing a process of reading current data
of a block concerned. For example, "currentData" is read by "getContent(obiject-id)."
"currentLength” is the length of the byte sequence (actual data) of this "currentData.”
Writing to a block involves overwriting a part, starting from "object offset," of the byte
sequence of "currentData" with data of "(buffer, bufoff, min(buflen, currentLength))."

Further involved are, for resulting data and the above-described "currentlLength,”



[0137] 38 Process (4) involves updating parameters by substituting "object_offset" with "object_offset
+ readlen,” "buflen” with "buflen - readlen," and "bufoff' with "bufoff + readlen,"” regardless of the
presence or absence of a corresponding object. [013§] The function of reading from a block (a block
object) (READ-3) is implemented by "readAt(object-id, object_offset, buffer, bufoff, buflen):" In this
case, "object-id" is "block-id." This reading from a block involves executing a process of reading
current data of a block concerned. For example, "currentData" is read by "getContent(object-id)."

"currentL EXGEYIRINSTBRIRKIOF e ‘Efﬁ%t‘éé'(ﬂ?é}‘fge" (SRR )RR IR Rs e L il m a
block invq| ing « len! a rting from "object_offset,"” of the byte sequence of
"currentD%%{ﬁ%iﬁ%%}%%ffe%?%%ﬂ?%ﬁﬁﬁg,"Bzerﬂ qhen returning "readlen.” Note here that "readlen” is
"min(buflgmt garrentLength).” [0139] Specific examples of file reading and file writing will next be

described. Figure 9 shows an example of file read access in the present system. As shown in Figure 9,
if an accesRao frealiartilefs ieadiapyionser téimidal, fite aipiestiddREARlR dbjdatitsomotestelirst.

Then, "table-id" correspanding to the “file-id" is acquired by using a correspondence table betyeen
e Ak Ei USSP SER (Lot TGS b IodHarEERE fof WS o aton.
as previously descriped g cartespariencsBRIadEMCR dli-id: aRckitanle s fegamayBRsiored
as an object on the network[0140] The contents of "table-1""are theh acquired from Provider A by
using a viitgal'Balr©Fercinialgsithed(desasikrariatennd hiatontebts 1628, <Odabler 2y,
table-3>," for example, are acquired here. Subsequently, the contents of "table-2" and "table-3" are

recursiveRPirefuriigeintnEesxariplé s1irigUfe0, erotontehisdcts cffimb)) isexegomdon plabledd, <100,

block-b>, <20 ,.blm:k-cz" agrl% t@%}co tents of "table-3" are "200, <0, block-d>, <100, block-e>." Then,
in accordAnee Wit 'ﬁéo oFﬁ of the'de tables,
[0133]

The function of reading from a table (a table object) (READ-2) is implemented by
"readAt(object-id, object_offset, buffer, bufoff, buflen)." In this case, "object-id" is
"table-id.” This reading from a table involves repeating the following processes (1) to
(4) as long as "buflen" > 0.

[0134]

Process (1) involves searching the list for a sub (lower-level) object (table or block)
corresponding to "object_offset.”

[0135]

Process {2), in the absence of a corresponding object, involves padding an area of
"(buffer, bufoff, readlen)” with NUL characters, where "readlen = Min(buflen, (offset of
the next object - object_offset))."

[0136]

Process (3), in the presence of a corresponding object, involves executing
"readAt(child-id, object_offset - child-offset, buffer, bufoff, readlen)" on its "child-id."
Note here that "child-id" is an 1D indicating the corresponding sub object. "child-length"
is the length of the sub object (i.e. the length acquired by getl.ength{child-id)), and
"child-offset” is the value of offset of the sub object. "readlen" is "Min(buflen,
child-length)."

[0137]



39 100-byte-long data of "block-a" placed in the location Offset 0, 100-byte-long data of "block-b"
placed in the location Offset 100, 100-byte-long data of "block-c" placed in the location Offset 200,
250-byte-long data of "block-d" placed in the location Offset 300 (areaOffset 0), and 100-byte-long
data of "block-e" placed in the location Offset 550 (a?éaOffset 250) are read. [0141] Figures 10 to 14
shows an example of the write access in the present system. Creation of a new file will be described
here first. As shown in Figure 10, if an access to write a file is made by a user terminal, a new file is
first creatPdbbgdbe {dictionadtE€EREAIHE G hpdoiabless ket taUBMRIEYgT ABhjECtheffisd0142jtA
process of writing 100 bytes of data from the top will next be described. This writing to a file is
executed BYiffd_afieabr ofesdiRmE-Puflas Wi plet ignite AgetimT'y and Bbefof gt Gbatodh s

executed on ﬁe n;DEP tablgi"EMPTY TABLE." Writing to the thI% IS subseguentlg.ex cuted by the
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function of PR 85%%? R'5100KE BIShRa SRce Mg RS Badk e8ifs ponding to "offset.”

For exan'[gleg block "block-a" is created by "block-a = createld()" and "putContent(block-a, O - 0, data,
0, 100), " and the list is updated. After that, the process exits from the main loop of "writeAt," updates
"length" tdHeolyhdhien exXecenesabitzyx a dieatel(H) bk "pljEat) € RS 1160 i) drioekted)band
returns "table-x." The top table is then set to this "table-x," and the process ends. [0143] A process of

writing "1563Rfd@Rieahld: e aeltet shuffpiaPiinthe RUleabscriedftrAsSRretdastifgui®s 11

and 12. in Egur Avrigng t ile,is. fir he function ot "WRITE-1." In this
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table is eyeeatedpy the fackon enYERE-2." INFbis cassmpliite AHBIRGK3aGP - Qs dakaall, 58y is
executed on a block "block-a" whose "offset" is "50," as a first loop "loop-1." Subsequently, 100-byte
"orig" whigetSooteaitatiesividhblockearrpribatetring "ty lengtierafitien byteosedisences(atit
"(data, O,é%%)" by, the fynction of "WRITE-3." After that, a new block is created by "block-b = createld()"
and “put @érﬁyfbﬁa&-syi*‘@@,ﬂaﬁ@;-- TREASIS M PRIRE JRFPHHRSAGH G SEAKRN bRYER S ©f
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50." bufoff, readlen)," and then returning "readlen.” Note here that "readlen” is "min(buflen,
currentLength).”
[0139]
Specific examples of file reading and file writing will next be described. Figure 9 shows
an example of file read access in the present system. As shown in Figure 9, if an
access to read a file is made by a user terminal, "file-id" to identify a file object is
calculated first. Then, "table-id" corresponding to the "file-id" is acquired by using a
correspondence table between "file-id" and "table-id." A table ID cailed "table-1," for
example, is acquired here. As for implementation, as previously described, the
correspondence table between "file-id" and "table-id," too, may be stored as an object on
the network.
[0140]
The contents of "table-1" are then acquired from Provider A by using a virtual device
selection algorithm (described later). The contents "650, <0, table-2>, <300, table-3>"
for example, are acquired here. Subsequently, the contents of "table-2" and "table-3"
are recursively acquired. In the example of Figure 9, the contents of "table-2" are "300,
<0, block-a>, <100, block-b>, <200, block-c>," and the contents of "table-3" are "200, <0,

block-d>, <100, block-e>." Then, in accordance with the contents of these tables,



[0144] In the second loop "loop-2," as shown in Figure 12, there is no block whose "offset" is "100,"
and therefore "block-c = createld()" and "putContent(block-c, 100, (data, 50, 100))" are executed to
create a new block. This causes the list of the tableg,t be updated, and the new list becomes "<0,
block-b>, <100, block-c>." At this time, "object_offset” is set to "100 + 100 = 200," "buflen” is set to
"100 - 100," and "bufoff" is set to "50 + 100 = 150." In this case, the loop ends since "buflen” becomes
zero. Subsequently, "length” is set to "200," then "table-y = createld()" and "putTable(table-y, 200, <0,
block-b>,1900bylstderecdptarefeXeogted wlaesdeia Hevleusitioana e 6.y 1 (D rbderiethgrdieiatindt, the

ith th table of the fil "table-y." [0145] A f writing "200 b " of
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"object-offset” Is judged to be large énough;, and a process of increasing the depth of the hierarc
executed{arbaUffsatng)y snklelistteatebnithithe efrrerickadtepyidring atsngepiemattsdhissmly
causes change in the depth of the table, and the value that can be acquired by "getLength()" is the
same as (eprOjfsetaliiB)aedieageld()" and "putTable(table-a, 200, <0, table-v>)" are executed for the
newly cre[ t 15':11 able. "writeAt(table-a, 10000, data2, 0, 200)" is then executed on this newly created
"table-a." ?OF4 ] Subsequently, writing to "table-a" is executed by the function of "WRITE-2." In this

case, thefq]srBe f¥IRiNg QemIRNLAtRRissk 8fRt 7% cansHthsseiRteahiogkdn. 4ERigatRId0"

and "putContent(block-d, 200, (data2, 0, 200))" are executed to create a new block. Each type of
parametesfis medafed aitebéhdbsiyithis! case, fichjecAoffhetiisisdtitnulé 0N Gf 6 AR ce$820@tibuflen” is
setio 20{3e 2|sO cr)nadbéJ ];:(J);fg\suss%rt(t)el;‘?rgngﬁoa:ng\?vof;'tg ?sd fgpsqc lgt%%t%%dgy[?hleﬂa nction of "CREATE."
The top table is set to "EMPTY_TABLE" then.
[0142]
A process of writing 100 bytes of data from the top will next be described. This writing
to a file is executed by the function of "WRITE-1." For example,
"writeA{EMPTY_TABLE, 0, data, 0, 100)" is executed on the tfop table
"EMPTY_TABLE." Writing to the table is subsequently executed by the function of
"WRITE-2." In this case, a block is created since there is no block corresponding to
"offset.” For example, a block "block-a" is created by "block-a = createld()" and
"putContent(biock-a, 0 - 0, data, 0, 100}, " and the list is updated. After that, the
process exits from the main loop of "writeAt,” updates "length" to "100," then executes
"table-x = createld()" and "putTable(table-x, 100, <0, block-a>)" and returns "table-x."
The top table is then set to this "table-x," and the process ends.
[0143]
A process of writing "150 bytes" of data from "offset = 50" (data) will next be described
with reference to Figures 11 and 12. As shown in Figure 11, writing to a file is first
executed by the function of "WRITE-1." In this case, "writeAt(table-x, 50, data, 0, 150)"
is executed on the top table "table-x." Secondly, writing to the table is executed by the
function of "WRITE-2." In this case, "wiriteAt(block-a, 50 - 0, data, 0, 50)" is executed

on a block "block-a" whose "offset” is "50," as a first loop "loop-1." Subsequently,

100-byte "orig" which is current data of "block-a" is loaded and "orig" is overwritten at



In this case, as shown in Figure 14, "length" is set to "10200" to update the length since "length <
object_offset + len.” In addition, the list of the table is updated. A new table is given by "table-z =
createld()" and "putTable(table-z, 10200, <0, table-y4:>O <10000, block-d>)." Finally, the process ends
with the top table of the file set to "table-z." [0148] Assignment of new IDs in the present system will be
briefly described here. New object IDs are created by "createld” in the present system. It is then
required to guarantee uniqueness of object IDs. Uniqueness of c_)é)%ect IDs is utilized in service tables.

[

For examSiEseitiedQ) withs "tiatasfd Shniduethe duseiiemels YR hEretate ditpmtbae énnayublaskdeibed
in RFC. When 64:bit,integers are used., 64 bit long generator. (original)".may be used. [0149] "'Service
tables" usCer%a?r%3 gypr@soe(?ﬁ'éy_stgf%aitvlil%g aaensécri%eé9 ﬁgx?.%%ﬁ%%ﬁggf @d{ﬁ ntsﬁ?g hﬁ FiretFfrom
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(or a server) storing the contents.” The present system therefore requires no provision for any

databaserand fiagesmaagbinekittable. Athat ishate fresenbsgsengdess tootthequirsany aediciied
management server or area for management information since a service can be determined by
"calculatir@PiRfth e st S 1597 & 48R/ice iR itRiic8s 2Mnathel oradqliiRl aie objERGrom
an objectrjlgo'lﬁhe present system allows a service (or a server) to be determined from an object ID by
an "algorithm" as described above, and a service table is used to acquire information on "means of
access" tmsagyices (or servers). Service tables include "static” ones with 42 simple implementation
and operation, and "dynamic" ones with easy service table update (addition, modification, and removal
of servicds)fie1sadond loop "oop-2," as shown in Figure 12, there is no block whose "offset” is

"100," and therefore "block-c = createld()" and "putContent(block-c, 100, (data, 50,
100))" are executed to create a new block. This causes the list of the table to be
updated, and the new list becomes "<0, block-b>, <100, block-c>." At this time,
"object_offset” is set to "100 + 100 = 200," "buflen” is set to "100 - 100," and "bufoff" is
set to "50 + 100 = 150." In this case, the loop ends since "buflen” becomes zero.
Subsequently, "length” is set to "200," then "table-y = createld()" and "putTable(table-y,
200, <0, block-b>, <100, block-c>)" are executed to create a new table, and "table-y" is
returned. After that, the process ends with the top table of the file set to "table-y."
[0145]

A process of writing "200 bytes" of data from "object_offset = 10000" (data2) will next be
described with reference to Figures 13 and 14. As shown in Figure 13, writing to a file
is executed by the function of "WRITE-1." In this case, "object-offset" is judged to be
large enough, and a process of increasing the depth of the hierarchy is executed. That
is, a new table is created with the current "table-y" being a single element. This only
causes change in the depth of the table, and the value that can be acquired by
"getlength()" is the same as "table-y." "table-a = createld()" and "putTable{table-a, 200,
<Q, table-v>)" are executed for the newly created {able. "writeAt(table-c, 10000, data2,
0, 200)" is then executed on this newly created "table-¢."

[0146)

Subsequently, writing to "table-a" is executed by the function of "WRITE-2." In this

case, there is no existing element at "object offset = 10000," and therefore "block-d =



A static service table allows a service to be determined by calculating a "hash code" from an object ID
and using the remainder left when the calculation result is divided by the number of services, N. A
dynamic service table, where each service name (unigue name) is converted to a hash value,
determines a service whose hash value is closest to an object ID. [0152] Through the use of such a
service table (a static or dynamic service table), the present system eliminates the need for a
dedicated management table, allows for eliminating a single point of failure in the system, and

provides e3Pk DRiGHipGianifiaehdscbddatadach SbR1T iyeRyBlaEeiidvisitetE qtRYsing.
Time for calculati ing the,algorithm ta deteyminge a seyvice is, short (e.g. the processing,time is of
the order P GO B oA ATER E bt TR LB a1 11T e e e ST a3 5
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additional information depending on services. Information on a service provider may be "local”
informatiand the letpveridis its own network. "location” information includes protocol information such
as "http, nfs, cifs, ftp, and webdav," and path information such as "%o0 (replace with an object ID)" and
"%u (repl Ehdth a user ID)" (information for exchanging parameters as required). Authentication
informatiqn fr_using services includes user,ID; swords, an entication key information as
reqtired. RARG S Lo e 5n B e e e Rl
various types.eh Resaaetertddocksize, naradaliam, sela drenSiehid0didaye 18 sbawsiag
example of a static service table. In this case, a service table having the numbers 0 to (S-1) is created
for S seniicggvdihey dadndiceicosziieand3 "pothaaitabtt4D, H0RESH valualdegy1,35600 GOfirst
calculated from the object ID (e.g. 0al2cd-05201a- . . . -abOOfa). A service is determined from the
remainde? RGN thidtalvh Passers@aditethadopeiabie shibedis seitexiphifiez it the number
of servic%%ﬁ#ree (i.,e. S = 3), then 13562 mod 3 = 2, and the service provider is determined to be
"Provider e above-described parameter exchange is executed for the access method, and then

an accesaissigae e dnasRniee e prRISMARKtem will be briefly described here.  New object

IDs are created by "createld” in'the present system. It is then required to guarantee
uniqueness of object IDs. Uniqueness of object 1Ds is utilized in service tables. For
example, when UUIDs are used, unique 128-bit values are generated with a technique
described in RFC. When 64-bit integers are used, "64 bit long generator (original)' may
be used.

[0149]

"Service tables” used in the present system will be described next. When relevant
contents are acquired from an object ID (a tabie ID, a block ID, etc.), the present system
uses an algorithm to determine "a service (or a server) storing the contents." The
present system therefore requires no provision for any database and huge management
table. That is, the present system does not require any dedicated management server
or area for management information since a service can be determined by "calculating”
with the algorithm.

[0150]

A service table indicates a method of acquiring an object from an object ID. The
present system allows a service (or a server) to be determined from an object ID by an
"algorithm" as described above, and a service table is used to acquire information on

"means of access” to services (or servers). Service tables include "static" ones with



[0155] Figure 16 shows an example of a dynamic service table. In this case, an SHAI hash is
calculated for each service to create a service table. When a service is determined from an object ID,
an SHA1 hash value (e.g. 60ab) is first calculated frgm the object ID (e.g. 0al2cd-05201a- . . .
-abOOfa). A service is then selected that is assigned with a range covering this SHA1 hash value. The
above-described parameter exchange is executed for the access method as is the case in Figure 15,
and then an access is made to the service. [0156] The present system can use a DHT (Distributed

Hash TabtENelS ol feRian@uidakin iy RaREEGaing A%k d FaRRMiSy £BER VA SREXaREMCasaRBvN in
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informatior?a ? ng he coverage ofeadh Server s determingd i advance based on its ID. ID of each
server mq{ymfetermined from part (e.g. the first two digits) of an SHA1 hash value calculated from a
unique name of the server. For example, suppose that the coverage of Server A is set "from 08 to 34,"
the coveraAgdaifcSmmdcBtabketllirom 8540/, to. heltietersimeddayrtosi thea Bipd hash valie' (ecgn the
first two digits) is "60Q" for the above object ID, the server to provide a service is determined to be
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system allows for data’access$ using a tree structure and for the upda Ion, and deletion’of data
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would restrict the size of a file that can be stored, and a list structure would require the processing time
of the ordan obfe@NE: The present system designates an offset and area to perform an update when

writing, and therefore has the advantage that updates are required only for a block requiring an update
and for itgq} r-level table or tables. The present system designates an offset and area to read when

iﬁiﬂiﬂgi Fidngreine s dheqvaniadndoabaqingisitearigaanly Qe ailabigos fladLeduying
system eliminates th_e need for a dedicated management table, allows for eliminating a
single point of failure in the system, and provides easy backup. Assigning a different
service for each object D enables distributed processing. Time for calculation using
the algorithm to determine a service is short (e.g. the processing time is of the order of
"O(1)").
[0153]
Information contained in a service table includes information on service providers, URIs
or other "location” information, authentication information for using services, or other
additicnal information depending on services. Information on a service provider may be
"local” information if the network is its own network. “location” information includes
protocol information such as "hitp, nfs, cifs, ftp, and webdav," and path information such
as "%o (replace with an object ID)" and "%u (replace with a user ID)" (information for
exchanging parameters as required). Authentication information for using services
includes user [Ds, passwords, and authentication key information as required.
Additional information depending on services includes weight, encryption technigues,
and various types of parameters (biock size, paralielism, queue size, etc.).
[0154]
Figure 15 shows an example of a static service table. In this case, a service table

having the numbers 0 to (S-1) is created for S services. When a service is determined



[0158] The present system is also characterized by the virtually unlimited file size. That is, the file size
is virtually unrestricted since there is no fixed-length array and, for example, if the block size is 4 MB
and the number of elements per table is 1024, "4MB x 1024 x 1024 x 1024 x 1024 = 4EB" can be
expressed with a depth of four. Since the data structﬁ e is a tree-type recursive structure, the
processing time for searching for, adding, and removing data is of the order of "O(log N)" for the file
size N, and thus an access can be made at a practical speed (sufficient speed). [0159] The present
system isfalso sharbitetidodanhdsit neduede . onirfidhta nia fissfecadnt] atfat frationhie obied pRi(em.
"file-id" and "table-id." That is, theﬁaresent system requires only "file-id" indicating a file and "table-id"
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stored astﬁ‘%@%ﬁt&%W%@ﬁﬁ%}{@gﬁﬁ%@ﬂ ﬁn}gf)}sfé%s&%fﬁ“ﬁ%‘ﬂ gggﬁﬂé@%ﬁgﬁﬂnﬁx aragle

value with being a a table or block, a pair of “file-i able-id" Is an object that

can be ovWIEtan i SRBACE bR may)berraparatdy maraged: to berallanedsigdudeoriyr is
reference information that is independent of the volume of files or data. [0160] Another feature of the

present sgistenmiin ethta parsevitecih be Busigbonplaiesnibed Lapmrsidieishsaddes execNigts"
where space is not used. Therefore, for example, if "readAt" is executed, an area with no data is read
as "NUL"@athefs e e tied4anddnal MR eRehs it MRSl RABIEEGhE S BMAGEa storage
capacity. T@I{ggtﬁradvantage of a sparse file is that logically a file of a virtually unlimited size can be
created. structure of a file can be expressed by tables alone, and areas where there is no data are

read as "RidlrglasAcesendrevasitaoe ol arepaisedieits thasia blockhs agstcd vdwheastalg is
actually written. As for where no data is written, required capacity is minimized (to table information
only).  calculated for each service to create a service table. When a service is determined
from an object ID, an SHA1 hash value (e.g. 60ab} is first calculated from the object ID
(e.g. 0a12cd-05201a- . . . -ab00fa). A service is then selected that is assigned with a
range covering this SHA1 hash value. The above-described parameter exchange is
executed for the access method as is the case in Figure 15, and then an access is made
to the service.
[0156]
The present system can use a DHT (Distributed Hash Table) as a technique for
dynamically adding and removing a service. For example, as shown in Figure 17,
suppose that eight servers (Server A to H) providing services are each assigned with key
information (ID) and the coverage of each server is determined in advance based on its
ID. 1D of each server may be determined from part (e.g. the first two digits) of an SHA1
hash value calculated from a unigue name of the server. For example, suppose that
the coverage of Server A is set "from 08 to 34," the coverage of Server B is set "from 35
to 48," ... Then, since part of the SHA1 hash value (e.g. the first two digits}) is "60" for
the above object ID, the server to provide a service is determined to be "Server D"
{covering "from 60 to 80").
[0157]
Features of the present system will be described below. One feature of the present
system is a random access (random access 1/Q) capability. The present system allows

for data access using a tree structure and for the update, addition, and deletion of data in



[0161] The present system is also characterized by the capability to achieve safe data writing in
combination with encryption. Safe data writing can be achieved by a user encrypting an entire file in
advance. Any encryption scheme can be used. In the present system, an encrypted file is divided into
multiple blocks, which are then stored on a plurality Sftvirtual devices (e.g. service providers) in a
distributed way. As for decryption of a file, a file may be decrypted on the user side after it is
reconstructed by collecting fragments from virtual devices. This feature allows encrypted data to be
stored mareydafsdyioin ititheasmessngirtiva: ddvice witidrave Ehipfddrhenteod dh 2efilengited fild" and
therefore, if virtual devices are service providers, an oriiginal file cannot be generated from data of a
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is performed. That is, once "table-id" is determined, its contents remain the same and will not be
changed sjrttiehearewstudechanfe fone bthelpreguirirgy stemekaigend fmrtditraerfenditgbanbe
done durin%writing,“ Since a file is always in its "integrity," a file remains unchanged before "table-id"

of its top {ABIBSs reWRLRESERY BHERBhISROBRIERIED bAHAtES IR TRRAIPATEAYNGaBE of its
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copy andrsadpshot include, for example, a method by which “table-id" of an existing file is copied for a
new “file-id." This ensures the identity of the contents of an identical "table-id." [0163] Another feature
of the prd88@B3ystem is easy distributed processing among clients. As shown by broken lines in

Figure 18_sometimes there is,a concentration. of accesses to one client apparatus for, for example,
popuiar VEIS RS bAVSERRA I SO GREBEASIHY 0 SUHAI RHEH BERCI F6Eossiip: 1 ARelyze
large volypes; of ‘#_é"%ﬂrtﬁhﬁg%?@éﬁﬁzt&dssﬁ?c%rﬁ%‘?é(?spF%ﬁ%%éh%ﬁ&%CS%?tsﬂcﬂ%ﬁséﬁédﬁr%, if
distributed way. It is desirable to distribute the load also when there are many asynchronous accesses.
[0164] ThhgsiseRt siystesnaiihees aiputalithof ghylkiprntstpal sskgirs {0dignt4Baratdsesx
described above) such that each of the virtual storages acquires required file information (a pair of

file-id and Bstexid)OPAskinGrd préEsssianchn eEsrehaviibhdaplly eafavof thenseubIssiridyes
independently accessing a yirtual device as shown hy solid lines in Fi ure 18. For exa Ple, if the
virtual detIBRE Ure Se RS YR dBr T SR A o d T RRER ARG (o5 e Bevices
are servess e iRAsheANRS idistiRWisFHBMANDBRIY R BdiMIdrRl ¥iHbA| SIARaRsAhthedestend do
not interfere with one another in both cases. The present system also allows load distribution to be
easy partizladydoateel prgeticd Lepe éite( dofSoiemibspase] Jaccesses are statistically distributed since

there are many component tables and blocks. As a result, the present system can achieve an "access
distributidAd A¥chanism with extremely high scalability.

The present system is also characterized in that required minimum management
information is only a pair of "file-id” and ™able-id." That is, the present system requires
only "file-id" indicating a file and "table-id" which is the top thereof and, in terms of
implementation, a pair of "file-id" and "table-id" can also be stored as an object on a
network. For example, they can be distributed as an object having a single value with
"file-id" being a key. Unlike a table or block, a pair of "file-id" and "table-id" is an object
that can be overwritten. A service table may be separately managed, to be allowed to
include only reference information that is independent of the volume of files or data.
[0160]

Another feature of the present system is that a sparse file can be easily implemented.
A sparse file is "padded with NULs" where space is not used. Therefore, for example, if

"readAt" is executed, an area with no data is read as "NUL" data. This allows the



[0165] For example, a file stored and managed by the present system may be class information of an
object-oriented program, and a program designated by a user of the present system may be allowed to
be executed on a server. In that case, a user (a clieg%apparatus) of the present system and a server
may share class information, which is the definition Of a program. When class information is shared, a
user, for example and as 47 shown in Figure 19, registers class information on servers of the present
system, informs each server of the file ID, and then instructs to execute the program. Each server can

use the filedibalofhecire tomahiograsetd syidiont theiethshniohvsiteh stkjagedo@pexiyuteAntrst
program. [0166] The present system is also characterized by the capabijlity to, provide a high
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processes can be executed in parallel and in a distributed way for each object (table or block) in a list
held by thieciable N/ ldlemacctable dsi readNio, deading\recesdesdeanfagexd cuigthisgpalalieltaatian a

distributed way for each object (table or block) in a list held by the table. In this way, for example, both
processeblo¢kvifiigieaipdaaiy herofattalifeasinally ewiitered iNHRaharfl 1o Lataripusiiamy for

the number of elements of a list in the table, N.(e.q. 1024). A It, th t system all
poralel cHERLREPRELLAn U5 AR e AT ATz bocomes rrger, and thus can

achieve etdllighl throughput. [0167] The present system is characterized by its approach to
implementing (%uplication and redundancy. The method of achieving redundancy in the present system
is "to maKeeqpieseta aysitemlity ofedrthal deteidesd Thdtescapabiijpctd athideosbfoayits wdpireglito a
plurality of virtual devices when writing is executed, and an object is read from one of the above virtual

devices FREMIBAEIMHWE R LEGIVRIIOR - seRAfe 43t N B S AR P BFRIENRUSY 8UARLENGEREBE B Wwhich

copies arg fiadg. '8 wiial devicg next Jo,a iyl device anuhichan gbiset i lo.bs stared,orginally
is selected In the present system. [V RIS fse, ap urall‘f:’y SPVivtuardevices are%el%cteg’%ccordlng to
the redungangited MR it sdhaa Wk O breuNs siviidRaRsss sbledoa alplis ANy oRvRag virtual
device" is determined based on the remainder left when divided by N. For example, "the remainder left
when n igldiviches (ByoN stheicentaimddetejtiwkedigrbuiedividgd byNicthdeempiicdeoiadt ildbea (ike2) is
divided by N, . ." are determined as relevant virtual 48 i
may be decrypted on the user side after it is reconstructed by collecting fragments from
virtual devices. This feature allows encrypted data to be stored more safely. In this
case, each virtual device will have only fragments of an "encrypted file" and therefore, if
virtual devices are service providers, an original file cannot be generated from data of a
particular service provider alone.
[0162]
One feature of the present system is the capability for an atomic update (an indivisible
update process without any intermediate state). An update of a file is finalized by an
atomic rewrite of "table-id" of its top table. A component of a file, "object-id," is newly
created each time, and "table-id" and "block-id" are both assigned with new IDs each
time an "update” is performed. That is, once "table-id" is determined, its contents
remain the same and will not be changed since then. With such a feature, the present
system can get a benefit that "reading can be done during writing." Since a file is
always in its "integrity," a file remains unchanged before "table-id" of its top table is
rewritten, and the contents of a file become updated immediately after "table-id" of its top

table is rewritten. So, "reading can be done during writing" even if a file is not locked.

The present system can also get a benefit that "it is easy to take a copy and snapshot.”



devices. If the service table is a dynamic one, a server previous to a relevant virtual device is
determined as a relevant virtual device. In the writing process, data of the same object is written to all
relevant virtual devices. In the reading process, rea(ligg is executed in succession on relevant virtual
devices and, when there is a first response, it is used as data to be loaded. Alternatively, reading is
executed in parallel on relevant virtual devices, and the earliest response is used as data to be loaded.
[0168] Figure 21 illustrates a feature of the present system. As shown in Figure 21, storing a file as

multiple BYstkedndhadekizing tisemyinapararapshopresés ey femesamathies cnaehest pyriohitdnce
and storage capagcity propartional to the number of stor arafuses. In this case, client
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access PeHRISAAEE antiRag6-aPRatatises (which can also be called core nodes) can be added in a
scalable way depending on the capacity. In other words, the present system may be said to use a

sophisticfdad glistributed computing technique to allow both performance and capacity to be in

proportion to the number of apparatuses, which may contribute to easy expansion (scale out). [0169]
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during an event, or "distributed processing” to analyze large volumes of data. In such
cases, it is desirable to process the concentrated accesses in a distributed way. ltis
desirable to distribute the load also when there are many asynchronous accesses.
[0164]

The present system arranges a plurality of (multiple) virtual storages (“client
apparatuses" described above) such that each of the virtual storages acquires required
file information (a pair of file-id and table-id). Distributed processing can therefore be
achieved by each of the virtual storages independently accessing a virtual device as
shown by solid lines in Figure 18. For example, if the virtual devices are service
providers, the load can be distributed among providers. If the virtual devices are
servers, the load can be distributed among servers. Individual virtual storages on the
front end do not interfere with one another in both cases. The present system also
allows load distribution to be easy particularly for a large-volume file. In such a case,
accesses are statistically distributed since there are many component tables and blocks.
As a result, the present system can achieve an "access distribution” mechanism with
extremely high scalability.

[0165]

For example, a file stored and managed by the present system may be class information
of an object-oriented program, and a program designated by a user of the present
system may be allowed to be executed on a server. In that case, a user (a client
apparatus) of the present system and a server may share class information, which is the

definition of a program. When class information is shared, a user, for example and as



1: Distributed storage service provision system (the present system) 2: User terminal 3: Client
apparatus (Storage service provision apparatus) 4: Storage apparatus 5: Communications unit 6:
Read/write processor unit 7: Service table memory %t 8: Communications unit 9: File object manager
unit 10: File object storage unit

shown in Figure 19, registers class information on servers of the present system, informs
each server of the file 1D, and then instructs to execute the program. Each server can
use the file ID to acquire from the present system the class information required to
execute the program.

[0166]

The present system is also characterized by the capability to provide a high throughput
through parallel distributed processing. Figure 20 illustrates parallel distributed
processing in the present system. As shown in Figure 20, for example, when a table is
written to, writing processes can be executed in paraliel and in a distributed way for each
object (table or block) in a list held by the table. When a table is read from, reading
processes can be executed in parallel and in a distributed way for each object (table or
block) in a list held by the table. In this way, for example, both processes of writing
to/reading from one table can be executed in parallel and in a distributed way for the
number of elements of a list in the table, N (e.g. 1024). As a result, the present system
allows parallel distributed processing to work more effectively as the file size becomes
larger, and thus can achieve a high throughput.

[0167]

The present system is characterized by its approach to implementing duplication and
redundancy. The method of achieving redundancy in the present system is "to make
copies to a plurality of virtual devices." That s, an object (a table or block) is copied to a
plurality of virtual devices when writing is executed, and an object is read from one of the
above virtual devices when reading is executed. A service table can be used for
selection of virtual devices to which copies are made. "A virtual device next" to a virtual
device on which an object is to be stored originally is selected in the present system. In
this case, a plurality of virtual devices are selected according to the redundancy (=
multiplicity = the number of copies). If the service table is a static one, "a next virtual
device" is determined based on the remainder left when divided by N. For example,
"the remainder ieft when n is divided by N, the remainder left when (n-1) is divided by N,

the remainder left when (n-2) is divided by N, . . " are determined as relevant virtual



50 CLAIMS 1. A storage service provision apparatus to be connected with a plurality of storage
apparatuses over a network for providing a service to store a file by use of the storage apparatuses,

the storage service provision apparatus comprising: means for dividing a file to be written into one
or more pieces of data and, handling a data component of the file as a block object, assigning object
identification information to each block object; means for creating information for constructing the

file using data of each block object and, handling the information as a management information object,
assigningdshjeessidetificatiorviototatdaons @ dymamicagrenenisefoematipiooisidota relemsehns foal
determining at least one of the plurality of storage apparatuses based on object identification
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information, to make them stored there. 2. The storage service provision apparatus according’to claim

1, further gpsaprisiEy succaBsiBRSIPFSleteIMIningdpPaiies! entitisaiandpéormation eespReRRNGMNg to
a file to be read, and accessing a storage apparatus determined based on the top object identification
informatid® usedqsrdatictmbndgadrmt ifidamaibrebbjeading iswtyted usingialermatietefsmt

tructing the file contained.in th ired t inf ti bject to det [ bject
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storage amg}us determined based on the object identification information to acquire the block
object; and means for arranging pieces of data contained in acquired block objects in accordance
with the iFfigiumation iflostanséruckiguie diehéhprebymansiang. thadlehown in Figure 21, storing a

file as multiple blocks and accessing them in parallel, the present system can achieve
access performance and storage capacity proportional to the number of storage
apparatuses. In this case, client apparatuses (which can also be called access nodes)
can be increased in number depending on access performance. Storage apparatuses
(which can also be called core nodes) can be added in a scalable way depending on the
capacity. In other words, the present system may be said to use a sophisticated
distributed computing technique to allow both performance and capacity to be in
proportion to the number of apparatuses, which may contribute to easy expansion (scale
out).

[0169]

While there have been described embodiments of the invention, the invention is not
limited by the description herein and it is a matter of course that various changes and
applications may be made thereto by those skilled in the art within the scope of the

invention.

INDUSTRIAL APPLICABILITY
[0170]
As stated above, the storage service provision apparatus of the invention is useful since

it can be used for, for example, storage services or other cloud services.

DESCRIPTION OF THE SYMBOLS



51 3. The storage service provision apparatus according claims 1 to 2, wherein object identification
information for determining a storage apparatus is assigned such that a management information
object corresponding to one file and a managementérgormation object corresponding to another file
are stored on different ones of the plurality of storag€‘apparatuses. 4. The storage service provision
apparatus according to one of claims 1 to 3, wherein the means for determining at least one of the
plurality of storage apparatuses based on object identification information also determines an access
method ajidlittble to a determined storage apparatus, and wherein usage of a storage apparatus
connected over the network is performed by requesting the determined storage apparatus for storage
or acquisitior 8 tRidteeeiar 28I GREGSRIPT AN ) SRR St RARSRIBRASFYEIRMIn accordance with the
determineéd %%gigr%mgpd. 5. The storage service provision apparatus according to one of claims 1
to 4, wherein each of the plurality of storage apparatuses is a storage server that can operate with the
storage sgrtRpraypinatapidtatagasarcliienbrvasian apienatlspelected access protocol. 6. The
storage service provision apparatus according to one of claims 1 to 5, wherein one and another of the
plurality ot stdeuigeenppassadiges are of storage services provided by different service providers. 7. The
storage service provision apparatus according to one of claims 1 to 6, further comprising means
for receivind-FPORTAISEHRFHHMI a write or read request for a file stored by use of the plurality of

storage a@pg@%%ﬁté(v&%r@é@ggp%ﬂte or read request is a request of a type used in general-purpose

7: Service table memory unit
8: Communications unit
9. File object manager unit

10: File object storage unit



52 file systems. 8. The storage service provision apparatus according to one of claims 1 to 7, wherein
the management information object contains: pieces of object identification information of a plurality of
block objects having pieces of data composing different parts of a file: and offset information indicating
which parts of the file the pieces of data of respective block objects are to be placed in. 9. The storage
service provision apparatus according to one of claims 1 to 8, wherein the management information
object includes: a first management information object containing: pieces of object identification
informatiéel-éfi & Blurality of block objects having pieces of data composing different parts of one area in
a file; and in-area offset information indicating which parts of the one area the pieces of data of
respective block objects are to be placed in; and a second management information object

containing: objechidgsiiiratian IR PRAGB PLISHisHH BNEY LRGN ATt S Ry 3Rdindilg offset
information indicating where the one area, on which the first management information®object has
informati@pparstaies oviheafiteniOrkl fue staragengesvizeyirevisiaives pafidusyagserding éostre gd
claims 1 to 9, wherein the management information object can comprise a plurality of management
informatiGiPBBjeiS Paing SlPERIRSHREVIGR BIRNSIQRdR PPAKRHES SIAMTTRHBIMGImber of the block objects is

larger than a predntqeterrr]nir}ed gwintlargar, thﬁlde th of thﬁt{eﬁ% lve structure is increased ]10 %gnerat a
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object identification information, and

information to each block object;

means for creating information for constructing the file using data of each block
object and, handling the information as a management information object, assigning
object identification information to the management information object;

means for determining at least one of the plurality of storage apparatuses based
on object identification information; and

means for fransmitting each block object and the management information

object to their respective storage apparatuses determined based on their own object

identification information, to make them stored there.

2. The storage service provision apparatus according to claim 1, further
comptising:

means for determining top object identification information corresponding fo a file
to be read, and accessing a storage apparatus determined based on the top object
identification information to acquire the management information object;

means for using information for constructing the file contained in the acquired
management information object to determine object identification information of a block
object having a data component of the file, and accessing a storage apparatus
determined based on the object identification information fo acquire the block object; and

means for arranging pieces of data contained in acquired block objects in

accardance with the information for constructing the file, thereby acquiring the file.



53 wherein a process to request a storage apparatus determined based on one of the plurality of
pieces of object identification information for storage or acquisition of the one object and a process to
request a storage apparatus determined based on agpther one of the plurality of pieces of object

identification information for storage or acquisition of the another one object are performed in parallel.
12. The storage service provision apparatus according to one of claims 1 to 11, wherein when part of

data of a stored file is updated, a block object whose data is rewritten is assigned with new object
identificatfon inforrR&HIRr AIR KSRGERBIR VIO IR Bbie & Crtinraims hitich YoreieHs ehigRlg the

file from data of the black aobject is also,assigned with new object identification information, and the
A e s R b T SR

determingg-aa deprebiecldsmtigation HRImaga §asrRERGNANI dadhaifde aMaergbyiBR LuHams of
an object having an identical object identification information are managed to remain unchanged. 13.
The storagéseatics prbidsib tappapatdiag dordingtteeoféofaikaistsredo d2, differahiemieshef ntieans for
determining at least one of the plurality of storage apparatuses based on object identification

informatiEaIt Y ST RIRS 875 BRI Storage apparatuses, and wherein the storage service
provision apparatus further comprises means for copying each block object and the management
information object, and transmitting them to their respective two or more storage apparatuses

determinegd baseqigs seisguscobies iasmibeatiopdriainatessdmirkerbemdsiaradthers. 14. The

storage service provision apparatus according to onen of claims 1 to 13, further comprising:
means for, baseddrerespdbivensiiest ide rtfiestoningfoain deast of memein tue mbreiiforof asionagsject

and each block ?b%ect orreﬁgonding to a file to be read, 54 determinjng two or more of the plurality of

storage aPRPLRIERSSBRARGCh PRl RIRDLiEeREiCAlgPy HorauptigRyalso determines an  access

method applicabie to a determined storage apparatus, and

wherein usage of a storage apparaius connected over the network is performed
by requesting the determined storage apparatus for storage or acquisition of the object
assigned with the object identification information in accordance with the determined

access method.

5. The storage service provision apparatus according to one of claims 1 to 4,
wherein each of the plurality of storage apparatuses is a storage server that can operate
with the storage service provision apparatus as a client over an optionally-selected

access protocol.

B. The storage service provision apparatus according to one of claims 1 to 5,
wherein one and another of the plurality of storage apparatuses are of storage services

provided by different service providers.

7. The storage service provision apparatus according to one of claims 1 to 6,
further comprising

means for receiving from a user terminal a write or read request for a file stored
by use of the plurality of storage apparatuses,

wherein the write or read request is a request of a type used in general-purpose



means for accessing one determined storage apparatus and, if there is no response therefrom,
accessing another determined storage apparatus to acquire an object or a copy thereof. 15. The
storage service provision apparatus according to ongof claims 1 to 14, further comprising: means
for, based on respective object identification information of a management information object and each
block object corresponding to a file to be read, determining two or more of the plurality of storage
apparatuses storing a relevant object or a copy thereof; and means for accessing two or more
determin@&?ﬁﬁ?%@%pparatuses in parallel, and acquiring an object or a copy thereof from a storage
apparatus that has responded earlier. 16. The storage service provision apparatus according to one of
claims 1 to 15, wherein when data is partially written to a stored file, which part of the file the data to

be writtergis to berpiacgd s HReGifeb@tion apbarsilohieskrdplgied enbesnasified pag are
selected or new objects are generated among all block objects and management information objects

belongingectizinfilhes toraegeppanatirsesratpactivgdygidetaninined pirsed arf afjgstiiddatifitatibon
information of the selected or newl;; generated objects are accessed, and storage apparatuses for

other objétie"BIRIRBr AR BRI PT PR BPIRS BRI RS ED AT semRPRsoReERts
claims 19 16 hee e dala s RarialludsadiRm g slorad Beihigh pest silie s the gl o

bereadis p IN IS Specill and wherein objetts re 0 the spécified part are selected among

all block ebigftstivd MBI eaBNBRStdbRrBIatiea pRjects belonging to the file, storage apparatuses
respectively determined based on object identification information of the selected objects are

accessed, and storage apparatuses for other objects are not accessed.
9. The storage service provision apparatus according to one of claims 1 to 8,
wherein the management information object includes:

a first management information object containing: pieces of object identification
information of a plurality of block objects having pieces of data composing different parts
of one area in a file; and in-area offset information indicating which parts of the one area
the pieces of data of respective block objects are to be placed in; and

a second management information object containing: object identification
information of the first management information object; and in-file offset information
indicating where the one area, on which the first management information object has

information, is located in the file.

10. The storage service provision apparatus according to one of claims 1 to 9,
wherein the management information object can comprise a plurality of
management information objects having a recursive structure, and
wherein if the number of the block objects is larger than a predetermined number,
the depth of the recursive structure is increased to generate a plurality of management

information objects.

11. The storage service provision apparatus according to one of claims 1 to 10,
wherein the management information object contains a plurality of pieces of

object identification information, and



18. The storage service provision apparatus according to one of claims 1 to 17, wherein the file to be
written has been created by a user encrypting an entire original file and is divided into a plurality of
pieces of data, and wherein object identificatiorgénformation for determining a storage apparatus
is assigned such that a block object having one piece of data and a block object having another piece
of data of the plurality of pieces of data are stored on different ones of the plurality of storage

apparatuses. 19. The storage service provision apparatus according to one of claims 1 to 18, wherein
the file to be writt?A3T84 bR EHGBESP IR ESEASHEFIENBRIAEN IR ¢pigianmd RAgad aniaes iflto a

plualty o pieies ALOARANL o STH0 Shlet oAt israan for deterinng g porace

apparatus I8 assign cK object having one piecé o £ 87 hidce Lo
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apparatuses. 20. The storage service provision apparatus according to one of claims 1 to 19,

wherein theendribgarhealiinfofrpiaten ob@zecbrtaiitficalipctirdentfidatofoirdmmagtar ebguitittrobject
having data composing part of a file; and offset information indicating which part of the file the data of
the blockJbfiR ERAMBEPISRRIGHRT are PRYIRIMAIIASRIALRE is a part of the file where no data exists,
no block object corresponding to the part where no data exists is generated, whereas a block object
having substantial data and the management information object are made to be stored, and 56 that

there is neobjectiigenéifizatiendeforraaiphvrasie shgishng o aneraridherfdesthadilndsaesuired by

placing NUL data in the one part. 21. The storage service provision apparatus according to one of

claims 1 wi@dein when part of data of a stored file is updated, a block object whose data is
rewritten is assigned with new object identification information, a management
information object containing information for constructing the file from data of the block
object is also assigned with new object identification information, and the new object
identification information of the management information object is set so as to be
determined as top object identification information corresponding to the file, whereby the

contents of an object having an identical object identification information are managed to

remain unchanged.

13. The storage service provision apparatus according to one of claims 1 fo 12,
wherein the means for determining at least one of the plurality of storage
apparatuses based on object identification information can determine two or more
storage apparatuses, and
wherein the storage service provision apparatus further comprises means for
copying each block object and the management information object, and transmitting
them to their respective two or more storage apparatuses determined based on their

own object identification information, to make them stored there.

14. The storage service provision apparatus according to onen of claims 1 to 13,
further comprising:
means for, based on respective object identification information of a

management information object and each block object corresponding to a file {o be read,



wherein the management information object contains: object identification information of a block object
having data composing part of a file; and offset information indicating which part of the file the data of
the block object is to be placed in, wherein wheg there is a part of the file where no data exists
following a part where data exists, a block object having the substantial data and information on the
length of the data and the management information object are made to be stored, and wherein
when a file is read and if the length of data to be placed in one part of the file as indicated by the

managentEHETMBIRRNEA bR R MAGeINARIHOTHEIAYT dRiAIKSRESIYINGSHTRIBSATS PRIBIength

contained in a lgil lﬂh je rresponding to the one part, the file is acquired by placing NUL data for
the shorté)g;g;ao gggt%%%q'%ﬁé storage service provision apparatus according to one of claims 1 to 21,

wherein a manageaghé indermalianiplgjeshasgisendindd sl eljechisieaificatiandnfermatiens no
determined corresponding to a file to be read contains: information on the entire length of the file; and
informations$pdicstirth svbitipascsksririiedrating thetkmjihesh sibjegcassigacatusittowdichiohjedt
identification information is placed in, wherein if the object assigned with object identification
informatid?PI€ 196 & FRANABEIREht information object, the management information object contains:
information on the length of an area where the object is placed in the file; and information indicating
which part of the area having the length an object assigned with which object identification information

is placed #5.and The Whstaie iEHieiobpebassignag puthiobjeicoentificalianinionmaion is adlogk
object, the block object has: a data component of the file; and information on the length of the data. 57
23. The stortgs semisi@vision apparatus according to one of claims 1 to 22, wherein when part of

data of a stored file is updated, a block object whose data is tg be rewritten and t
information objectEHAInIAG obEEERieHc AFOPEHEFn AR St RS BIBGRLRbcl BRI offects
and manage Me HIAFRANMNRIIE 5 BE LM EN BB diS B PEOHLE BRI SR AR ARPAEAILISES

storing respective objects and, among the contents of each acquired object, a part not to be changed
by the datictemiterig lefbintasiondefehs gitieakiyvailtentoge papiodeshnsgenghaeskivrachjoew
object is generated and made to be stored on a storage apparatus determined based on object
identificat®rRiRRINAGEAST 81l each new object. 24. The storage service provision apparatus
according to one of claims 1 to 23, whe

ein the meang for assigning object identification information
Ciniquely assigns S BhjBEr TERTALIA R 7 Ao L Sl Uk SIS MRS ARNAGE AU Aation
objects stareOR B! urlily SbStrae® pPRAEANNIGRm a storage apparatus that has responded

earlier.

16. The storage service provision apparatus according to one of claims 1 to 15,
wherein when data is partially written to a stored file, which part of the file the
data to be written is to be placed in is specified, and
wherein objects related to the specified part are selected or new objects are
generated among all block objects and management information objects belonging to
the file, storage apparatuses respectively determined based on object identification
information of the selected or newly generated objects are accessed, and storage

apparatuses for other objects are not accessed.

17. The storage service provision apparatus according to one of claims 1 to 16,
wherein when data is partially read from a stored file, which part of the file the
data to be read is placed in is specified, and

wherein objects related to the specified part are selected among all block objects



25. The storage service provision apparatus according to one of claims 1 to 24, wherein the means for
determining at least one of the plurality of storage apparatuses based on object identification
information comprises determining one of the pIuraIig of storage apparatuses in accordance with the
value of the remainder left when the result of a pred friermined calculation made on the value of the
object identification information is divided by the number of the plurality of storage apparatuses. 26.
The storage service provision apparatus according to one of claims 1 to 24, wherein the means for
determiniagcht leagagamenthinfsiurstipof shjege dpanginsedbatizl diteobjtotadentifiopaiaiuses
information comprises having each of the pIuraIit){ of storage apparatuses assigned with a range of

value to BERRRERE THREIS? RereskuhpaleH ARG Hemaalivers PraekrimeRiects
calculatonage-udieapl st AllseLidenuEr U iaTpaon andeanas gfvalue to be

covered by each storage apparatts, and thereby determining one of the plu storage
apparatuses. 58 27. The storage service provision apparatus according to claim 26, wherein when a
storage apparatus connected over the network is added or removed, the means for determining at
least one B¥-the plltalRiptAgtoranEcepprrdticnbassalion ajest ite tafueion dabnadtionldhanges the

determination method such that the added st tus is tp be determined for f
plurality of piecesSFICNACHRH 6N RIGH DAL o1 A e T ent B S S AR R e

determin%qié%é]qi@)% IQ%‘NEE!%“%'HQ{MW szgﬁecT.é@ Storage Sg4vice provision apparatus

according to one of claims 1 to 27, further comprising means for storing top object identification

information corresyasreingotsiectilel éotifceiach informiativgirfer stetagaiappaenisiageesaeeaasesl iirst for
the file is determined based on the stored top object identification information. 29. The storage service

provision 2ppara@SHebdfRh G tblorle ebigainmatng onepigrs eddpisiagtheiinctoplisehaving at
least one of the plurality of storage apparatyses based on identification information of a file tq he read,
wherein aaff’ﬁ}b e?é?%%nogd%&grggijgp%‘g%m% %Sié)rigg ?8p0%éjj%%8t ?&Snﬁfﬁéﬁao" iﬁ%ﬁgﬁ%ﬁo‘?{‘%ﬁ% %nding
to the file i, pairead a8 @dindpiAdnanagement information object. 30. The storage service provision
apparatus according to one of claims 1 to 27, further comprising means for connecting over a network

with an attribute management apparatus that stores top object identification information corresponding
to each file along with file attribute information, wherein top object identification information

corresponding to ARS8 BeG SSAVSAROHSIPRGRRAER A BLES RN IRER T BlRS(doalf a storage
apparatus to be aggessaairshiar e I% IR IaLet Raseh Ry 1BS acgslrd ioR shigrtideNigation
original file and is divided into a plurality of pieces of data, and
wherein object identification information for determining a storage apparatus is
assigned such that a block object having one piece of data of the plurality of pieces of
data and the management information object are stored on different ones of the plurality

of storage apparatuses.

20. The storage service provision apparatus according to one of claims 1 to 19,

wherein the management information object contains: object identification
information of a block object having data composing part of a file; and offset information
indicating which part of the file the data of the block object is to be placed in,

wherein when there is a part of the file where no data exists, no block object
corresponding to the part where no data exists is generated, whereas a block object
having substantial data and the management information object are made to be stored,
and

wherein when a file is read and if the management information object indicates



59 information. 31. A system comprising a client apparatus and a plurality of storage apparatuses
connected with the client apparatus over a network, the client apparatus providing a user with a file
storage service, wherein the plurality of storag%gpparatuses comprise means for storing for each
file a plurality of block objects and one or more management information objects individually assigned
with object identification information, each of the plurality of block objects having a respective data

component of the file divided into a plurality of pieces of data, the management information objects
having intbghiiRre f6r e esirftidgniitcaionsint taaiion sasnasioerdingetn, il peieadithehblelidm

apparatus, comprises: means etermining top object identification information corresponding to
a file to bzll?e'gcg,%%é%g,ﬁﬁiagsﬁpggéaéﬁﬂﬁ%Q%%t%?lrzined based on the top object identification

information to acquire the management information object; means for using information for
constructing the file contained in the acquired management information object to determine object
identificatidn infoiThatisinraba blasicehjestisingop slatin € aiupomaany of heefité chiichaccesging a
storage apparatus determined based on the object identification information to acquire the block

object; and WBaHRITothEraMGiRadsiBasy ofnfara abipai fddert acgiriash iR eBjeistentifisedieniance
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indicating which part of the file the data of the block object is to be placed in,
wherein when there is a part of the file where no data exists following a part
where data exists, a block object having the substantial data and information on the
length of the data and the management information object are made to be stored, and
wherein when a file is read and if the length of data to be placed in one part of
the file as indicated by the management information object is longer than the length of

data indicated by information on the length contained in a block object corresponding to

the one part, the file is acquired by placing NUL data for the shortage of length.

22. The storage service provision apparatus according to one of claims 1 to 21,

wherein a management information object assigned with top object identification
information determined corresponding to a file to be read contains: information on the
entire length of the file; and information indicating which part of the file having the length
an object assigned with which object identification information is placed in,

wherein if the object assigned with object identification information is also a
management information object, the management information object contains:
information on the length of an area where the object is placed in the file; and information
indicating which part of the area having the length an object assigned with which object
identification informaticn is placed in, and

wherein if the object assigned with object identification information is a block
object, the block object has: a data component of the file; and information on the length

of the data.



wherein the management information object contains a plurality of pieces of object identification
information, and wherein each of the plurality of client apparatuses is set to be able to determine
the top object identification information corresponding-to the file to be read and, independently of the
other client apparatuses, performs a process of requesting 60 acquisition of the management
information object based on the top object identification information and a process of requesting
acquisition of each object based on the plurality of pieces of object identification information. 33. A
method f@Busing BhéosiplRcIECEaRiCteaIRitNiaplariRiAH StecIgstipp drmere o e asetvirkad,

provide a service to store a fil use of the starage apparatuses, the service provision metho
Compris SO MG B AR e ST RHBIE b oSt DRGSR aRG 3 (g
componens fiffa filgas ablock-ohierteApSiarimanisrct idsatificatiopiniRgmajigade sashiblogtonbiect:
creating information for constructing the file using data of each block object and, handling the
informatidnfasreatitanagethenbiodarroblean, ohyroh gdsigringivieest lentiecatigemtarmaiomistibe
management information object; and transmitting each block object and the management
informatiGissiscbelangingeshheifbesiaraeapisarhiiRBs BPRED RPARLABISAE raigsinp pafmeckie
determine .baied op their gwr&]ob'%%tgiad?ntif%cago'q igéo&mat'oré.to {'nakeat em sttor d there. 34. A
method fSrUsT Sg% ConpUIar coRnetied 16 & p?ur%llty o1 ¢l6 9(1) jgﬁpae}effugesootvé)r enERﬁBH? lE))Fovide
a serviceaggtirecvfile %OF&?' iHYa%%@F@%étHé@;@%a@Hﬂ@‘iU&?é’ part t8 Bk rﬁ‘l‘éﬁ@é@!%ﬁé@ﬁﬁs
and one or more management information objects individually assigned with object identification
informatieadieingvstoh@tfos gadefilisd and made to be stored on a storage apparatus determined

based on object identification information of the each new object.

24, The storage service provision apparatus according to one of claims 1 to 23,
wherein the means for assigning object identification information uniquely assigns new
object identification information to all block objects and management information objects

stored on the plurality of storage apparatuses.

25. The storage service provision apparatus according to one of claims 1 to 24,
wherein the means for determining at least one of the plurality of storage apparatuses
based on object identification information comprises determining one of the plurality of
storage apparatuses in accordance with the value of the remainder left when the result of
a predetermined calculation made on the value of the object identification information is

divided by the number of the plurality of storage apparatuses.

26. The storage service provision apparatus according io one of claims 1 to 24,
wherein the means for determining at least one of the plurality of storage apparatuses
based on object identification information comprises having each of the plurality of
storage apparatuses assigned with a range of value to be covered by the each storage
apparatus, comparing the result of a predetermined calculation made on the value of the
object identification information and a range of value to be covered by each storage

apparatus, and thereby determining one of the plurality of storage apparatuses.



each of the plurality of block objects having a respective data component of the file divided into a
plurality of pieces of data, the management information objects having information for constructing the
file using data of each block object, the service provision method comprising: determining top
object identification information corresponding to a file to be read, and accessing a storage apparatus
determined based on the top object identification information to acquire the management information
object; 61 using information for constructing the file contained in the acquired management
information object to determine object identification information of a block object having a data

componept of the file, and accessing a starage apparatus determined based qn the object
contitcatin infol R ECa A e DSk BBER AIE: ey g RUt bt RRE Lo AR n
acquired plgeigabigals iBascardaBet Wi HIetHECHBRIOM 'Y cRRRIUGINGMGUS, therehyarayiing
the file. 35. A program for causing a computer connected with a plurality of storage apparatuses over
a networki edavpendng astakeagpanatusfotheropidiatita s#ndoertgstappafidusy i Seasttheostoodjrect
apparatuses, the service provision program comprising: ~ a program code for dividing a file to be
written intBeS1EieRtinB B pReaLT geRithradatprdnaiencmeibasesi e thatfeaddefoR@sact,
assignin ject.identification,informatiqn. t h.bleck object: a program code for creatin
informati%r% I%cl?err%to%s{rsuéﬁiﬁgggtﬁg |'(”=:mlj§llén8gnf gti%&%a‘ﬁhabl%@%g}leg gﬁ%%%%r?%l%%%i'f?%ﬁ'rﬁ% %%nas a
managenaakiRABsRAEPIHRRIesE ASFIBNING SbieelddgpblralaN QI MalgBEIHIRSNFBAIRINERct

information object; and a program code for transmitting each block object and the management
informatidteobfemtiortieforespiestive storage apparatuses of the plurality of storage apparatuses
determined based on their own object identification information, to make them stored there.

28. The storage service provision apparatus according to one of claims 1 to 27,

further comprising means for storing top object identification information corresponding

to a file to be read,

wherein a storage apparatus to be accessed first for the file is determined based

on the stored top object identification information.

29. The storage service provision apparatus according to one of claims 1 to 27,
further comprising means for determining at least one of the plurality of storage
apparatuses based on identification information of a file to be read,

wherein a thus determined storage apparatus stores top obiect identification
information corresponding to the file to be read as a kind of a management information

object.

30. The storage service provision apparatus according to one of claims 1 to 27,
further comprising means for connecting over a network with an attribute management
apparatus that stores top object identification information corresponding to each file
along with fite attribute information,

wherein top object identification information corresponding to a file fo be read is
acquired from the attribute management apparatus, and a storage apparatus to be

accessed first for the file is determined based on the acquired top object identification



36. A program for causing a computer connected with a plurality of storage apparatuses over a
network to operate as an apparatus for providing a service to acquire a file stored by use of the
storage apparatuses, a plurality of block objects and one or more management information
objects individually assigned with object identification information being stored for each file, each
of the plurality of block objects having a respective data component of the file divided into a plurality of
pieces of data, the management information objects having information for constructing the file using
data of eéﬁﬁ"ﬁﬂ%l@abject, 62 the service provision program comprising: a program code for
determining top object identification information corresponding to a file to be read, and accessing a
storage apparatus determined based on the top object identification information to acquire the

managemgnt infofmglasoRisprisingPPEPBRM S92 {96 YHRdHRIFRYCSr Toiorapstuisting ihedde

contained in the acquired management information object to determine oObject identification information
of a bloclcobjesttrdvivity ddatdiatrappaesiuefdher fleyetnd dcdbssitigre storageappardtiiagetaesained
based on the object identification information to acquire the block object; and a program code for
arrangingMB @ El8aBa% ARANIER: in acquired block objects in accordance with the information for

constructing the f\'f!f%’etr%?rr]et%% %?&%ﬁ&%Ws%Jn"?@e apparatuses comprise means for storing for each

file a plurality of block objects and one or more management information objects
individually assigned with object identification information, each of the plurality of block
objects having a respective data component of the file divided into a plurality of pieces of
data, the management information objects having information for constructing the file
using data of each block object, and

wherein the client apparatus comprises:

means for determining top object identification information corresponding to a file
to be read, and accessing a storage apparatus determined based on the top object
identification information to acquire the management information object;

means for using information for constructing the file contained in the acquired
management information object to determine object identification information of a block
object having a data component of the file, and accessing a storage apparatus
determined based on the object identification information to acquire the block object; and

means for arranging pieces of data contained in acquired block objects in

accordance with the information for constructing the file, thereby acquiring the file.

32. The system according to claim 31,

wherein the system has a plurality of client apparatuses,

wherein the management information object contains a plurality of pieces of
object identification information, and

wherein each of the plurality of client apparatuses is set to be able to determine
the top object identiﬁce;tion information corresponding to the file to be read and,

independently of the other client apparatuses, performs a process of requesting
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acquisition of the management information object based on the top object identification
information and a process of requesting acquisition of each object based on the plurality

of pieces of object identification information.

33. A method for using a computer connected with a plurality of storage apparatuses
over a network to provide a service to store a file by use of the storage apparatuses, the
service provision method comprising:

dividing a file to be written into one or more pieces of data and, handling a data
component of the file as a block object, assigning obiect identification information to
each block object;

creating information for constructing the file using data of each block object and,
handling the information as a management information object, assigning object
identification information to the management information object; and

transmitting each block object and the management information object to their
respective storage apparatuses of the plurality of siorage apparatuses determined based

on their own object identification information, to make them stored there.

34. A method for using a computer connected to a plurality of storage apparatuses
over a network to provide a service fo acquire a file stored by use of the storage
apparatuses,

a plurality of block objects and one or more management information objects
individually assigned with object identification information being stored for each file,

each of the plurality of biock objects having a respective data component of the
file divided into a plurality of pieces of data, the management information objects having
information for constructing the file using data of each block object,

the service provision method comprising:

determining top object identification information corresponding to a file to be
read, and accessing a storage apparatus determined based on the top object

identification information to acquire the management information object;
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using information for constructing the file contained in the acquired management
information object to determine object identification information of a block object having a
data component of the file, and accessing a storage apparatus determined based on the
object identification information to acquire the block object; and

arranging pieces of data contained in acquired block objects in accordance with

the information for constructing the file, thereby acquiring the file.

35. A program for causing a computer connected with a plurality of storage
apparatuses over a network to operate as an apparatus for providing a service to store a
file by use of the storage apparatuses, the service provision program comprising:

a program code for dividing a file to be written into one or more pieces of data
and, handling a data component of the file as a block object, assigning object
identification information to each block abject;

a program code for creating information for constructing the file using data of
each block object and, handling the information as a management information object,
assigning object identification information to the management information object; and

a program code for transmitting each block object and the management
information object to their respective storage apparatuses of the plurality of storage
apparatuses determined based on their own object identification information, to make

them stored there.

36. A program for causing a computer connected with a plurality of storage
apparatuses over a network to operate as an apparatus for providing a service to acquire
a file stored by use of the storage apparatuses,
a plurality of block objects and one or more management information objects
individually assigned with object identification information being stored for each file,
each of the plurality of biock objects having a respective data component of the
file divided into a plurality of pieces of data, the management information objects having

information for constructing the file using data of each block object,
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the service provision program comprising:

a program code for determining top object identification information
corresponding to a file to be read, and accessing a storage apparatus determined based
on the top object identification information to acquire the management information
object;

a program code for using information for constructing the file contained in the
acquired management information object to determine object identification information of
a biock object having a data component of the file, and accessing a storage apparatus
determined based on the object identification information to acquire the block object; and

a program code for arranging pieces of data contained in acquired block objects

in accordance with the information for constructing the file, thereby acquiring the file.



