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METHOD, DEVICE, APPARATUS, AND STORAGE MEDIUM FOR
GENERATING IDENTIFICATION INFORMATION

[0001] This application claims priority to Chinese Patent Application No.
201610859359.3, entitled “METHOD AND DEVICE FOR GENERATING
IDENTIFICATION INFORMATION” filed on Sep. 28, 2016, the contents of which is

expressly incorporated by reference herein in its entirety.

[0002] FIELD OF THE INVENTION
[0003] The present disclosure relates to fields of communication technologies,
and in particular to a method, device, apparatus, and computer-readable storage

medium for generating identification information.

[0004] BACKGROUND OF THE INVENTION

[0005] Universally Unique Identifier (as abbreviated as UUID) is identification
information formed at the terminal, ensuring each terminal to be unique in the same
space time. Generally speaking, UUID is generated when running for the first time
after application programs are installed. More specifically, when the application
programs run for the first time, the terminal invokes application programming
interface (as abbreviated as API) to generate UUID according to the random numbers
of APIL. Since the terminal includes multiple applications, and the terminal would
recall the APl when re-installing and re-operating each application, the obtained
UUID would change, that means, UUID would change while re-installing applications.

Apparently, the UUID generated is unstable in above way.

[0006] SUMMARY OF THE INVENTION
[0007] The present disclosure discloses a method, device, apparatus, and
computer-readable storage medium for generating identification information, aiming

to solve the technical problem that flexibility of identification information generated
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in conventional way is comparatively poor.

[0008] The method for generating identification information includes:

[0009] when a terminal receives a data acquisition instruction from a server, then
collecting data according to an data acquisition instruction;

[0010] storing the collected data, and updating the data to the server, hence
allowing the server to issue a rule of generating identification information;

[0011] generating the identification information of the terminal according to the
data and the rule of generating identification information when the rule of generating
identification information from the server is received;

[0012] storing the identification information such that the stored identification
information become current identification information if later an instruction of
installing application is detected, wherein if the rule of generating the identification
information is invariant, the identification information is invariant.

[0013] The device for generating identification information includes:

[0014] a collection module, configured for collecting data according to a data
acquisition instruction when receiving the data acquisition instruction from the server;
[0015] a storage module, configured for storing the collected data;

[0016] an update module, configured for updating the data to the server, allowing
the server to issue a rule of generating identification information;

[0017] a generation module, configured for generating the identification
information of the terminal according to the data and the rule of generating
identification information when the rule of generating identification information
issued by the server is received;

[0018] the storage module being further configured for storing the generated
identification information; and

[0019] a process module, configured for using the stored identification
information being current identification information if an instruction of installing
application is detected, wherein, if the rule of generating the identification information
1s invariant, the identification information is invariant.

[0020] The apparatus for generating identification information includes a
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processor, a network interface, and a storage medium; the storage medium stores an
identification information generation program;

[0021] the network interface is connected with a server and communicating with
the server, wherein the server stores a rule of generating identification information;
[0022] the processor is configured for executing the identification information
generation program to perform following steps:

[0023] when a terminal receives a data acquisition instruction from the server,
collecting data according to the data acquisition instruction;

[0024] storing the collected data, and updating the data to the server, allowing the
server to issue a rule of generating identification information;

[0025] generating the identification information of the terminal according to the
data and the rule of generating identification information when the rule of generating
identification information from the server is received; and

[0026] storing the identification information such that the stored identification
information becomes current identification information if later an instruction of
installing application is detected, wherein, if the rule of generating the identification
information is invariant, the identification information is invariant.

[0027] The storage medium provided in the present disclosure has one or more
programs stored therecon, which, when being executed by one or more processors,
cause the one or more processors to perform following steps:

[0028] when a terminal receives a data acquisition instruction from a server,
collecting data according to the data acquisition instruction;

[0029] storing the collected data, and updating the data to the server, allowing the
server to issue a rule of generating identification information;

[0030] generating the identification information of the terminal according to the
data and the rule of generating identification information when the rule of generating
identification information from the server is received; and

[0031] storing the identification information such that the stored identification
information becomes current identification information if later an instruction of

installing application is detected, wherein, if the rule of generating the identification
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information is invariant, the identification information is invariant.

[0032] The method, system, device, and computer-readable storage medium for
generating identification information disclosed by the present disclosure, when the
terminal receives the data acquisition instruction from the server, the terminal collects
the data according to the data acquisition instruction, then stores the data and updates
the data to the server, to allow the server to issue the rule of generating identification
information. When the rule of generating identification information issued by the
server is received, generating the identification information of the terminal according
to the data and rule of generating identification information, at last storing the
generated identification information such that the stored identification information
becomes current identification information if later an instruction of installing
applications is detected, rather than invoking random numbers of API to generate new
identification information randomly during re-installing applications. In the present
disclosure, if the rule of generating identification information issued by the server and
data collected by the terminal are invariant, the generated identification information is

invariant, ensuring the stability of generating identification information.

[0033] BRIEF DESCRIPTION OF THE DRAWINGS

[0034] Fig. 1 is a flow chat of a method for generating identification information
of a first embodiment of the present disclosure;

[0035] Fig. 2 is a flow chat of the method for generating identification
information of a second embodiment of the present disclosure;

[0036] Fig. 3 is a flow chat of the method for generating identification
information of a third embodiment of the present disclosure;

[0037] Fig. 4 is a flow chat of the method for generating identification
information of a fourth embodiment of the present disclosure;

[0038] Fig. 5 is a block diagram illustrating a device for generating identification

information of a first embodiment of the present disclosure;

[0039] Fig. 6 is a block diagram illustrating a device for generating identification

information of a second embodiment of the present disclosure; and
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[0040] Fig. 7 is a block diagram illustrating a device for generating identification

information of a third embodiment of the present disclosure; and

[0041] Fig. 8 is a schematic view of an apparatus for generating identification
information showing hardware implementation environment of the method and device

of the above embodiments.

[0042] Objective achieving, function features, and advantages of the present
disclosure are further described with reference to the embodiments and the

accompany drawings.

[0043] DETAILED DESCRIPTION OF THE EMBODIMENTS

[0044] Technical solutions of the present invention are further described in detail
with reference to the accompanying drawings and embodiments. It is to be understood
that the specific embodiments described herein are merely used for describing the
present invention, but are not intended to limit the present invention.

[0045] The present disclosure relates to a method for generating identification

information.

[0046] With reference to Fig. 1, Fig. 1 is a flow chat of a method for generating

identification information of the first embodiment of the present disclosure.

[0047] In the embodiment, the method for generating identification information
includes:

[0048] step S10, collecting data, when a terminal receiving a data acquisition
instruction from a server, according to the data acquisition instruction;

[0049] step S20, storing the collected data, and updating the data to the server,
hence allowing the server to issue a rule of generating identification information;
[0050] step S30, generating the identification information of the terminal
according to the data and the rule of generating identification information when the
rule of generating identification information from the server is received; and

[0051] step S40, storing the generated identification information such that the

stored identification information becomes current identification information if later an
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instruction of installing application is detected, wherein, if the rule of generating the
identification information is invariant, the identification information is invariant.
[0052] In the embodiment, when the terminal receives the data acquisition
instruction from the server, collects the data according to the data acquisition
instruction, then stores the collected data and updates the data to the server, to allow
the server to issue the rule of generating identification information, meanwhile,
generating identification information according to the data and the issued rule of
generating identification information when the rule of generating identification
information issued by the server is received, therefore, generating the identification
information of the terminal, in this case, the data includes configuration parameters,
IP information and the MAC address of the terminal etc.

[0053] In the embodiment, under the circumstances that the collected data is the
MAC address of a terminal, the step S30 includes steps as follows.

[0054] Firstly, if the rule of generating identification information is directly using
the MAC address of the terminal, the MAC address of the terminal is the current
identification information of the terminal.

[0055] In the embodiment, if the rule of generating identification information is:
directly using the MAC address of the terminal, then the MAC address of the terminal
is the current identification information of the terminal.

[0056] Secondly, if the rule of generating identification information is encrypting
the MAC address of the terminal, then encrypting the MAC address of the terminal by
means of a pre-stored encryption algorithm, to generate the identification information
of the terminal.

[0057] In the embodiment, if the rule of generating identification information is:
encrypting the MAC address of the terminal, determining the encryption algorithm
beforehand, then encrypting the MAC address of the terminal by means of the
pre-stored encryption algorithm, to generate the identification information of the
terminal. In this case, the encryption algorithm includes message digest algorithm 5

(shorten as MD5) and base 64 etc.
[0058] In the embodiment, taking base 64 as the pre-stored encryption algorithm
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for an example, if the encryption algorithm is base 64, firstly extracting bytes of the
MAC address of the terminal, then converting continuous three 8-bytes (3*8=24) into
four 6-bytes (4*6=24) , afterward adding two zeroes before each 6-bytes to form one
8-bytes.

[0059] To understand better, examples are given as follows.

[0060] A current character string “11010101-11000101-00110011" is converted to
obtain the character string “110101 -011100-010100-110011", and adding two zeroes
before each 6-bytes to obtain the character string

“00110101-00011100-00010100-00110011".

[0061] Therefore, by means of above ways, encrypting the MAC address of the

terminal is realized to generate the identification information of terminal.

[0062] It is to be understood that the abovementioned two ways for generating the
identification information of terminal are merely exemplary, persons of ordinary skill
in the art use an equivalent structural or equivalent process alternation made by using
the content of the specification and drawings of the present invention, or an
application of the content of the specification and drawings directly or indirectly to
another related technical field, shall fall within the protection scope of the present
invention.

[0063] After the identification information is generated, storing the generated
identification information to a pre-stored memory. Only if the rule of generating
identification information is invariant, the identification information of the terminal is
invariant. The stored identification information is used as the current identification
information if later an instruction of installing application is detected, without
re-generation of the identification information.

[0064] That means, the identification information of the terminal is generated by
the data collected by the terminal and the rule of generating identification information
issued by the server, only if the data collected by the terminal is invariant as well as
the rule of generating identification information issued by the server is invariant, the
identification information of the terminal would be invariant. Each terminal includes a

plurality of applications, but the identification information received by each
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application is the same. Even if some applications are unloaded and then re-installed,
or the terminal is re-brushed, which no needs to generate new identification
information, ensuring the stability and uniqueness of the identification information of

the terminal.

[0065] The method for generating identification information of the terminal
disclosed by the embodiment, when the terminal receives the data acquisition
instruction from the server, collecting the data according to the data acquisition
instruction, then storing the collected data and updating the data to the server, which
allows the server to issue the rule of generating identification information. When the
rule of generating identification information issued by the server is received,
generating the identification information of the terminal according to the data and the
rule of generating identification information, finally storing the identification
information such that the stored identification information becomes current
identification information if later the instruction of installing applications is detected,
rather than invoking random numbers of API to generate new identification
information randomly during re-installing applications. In the present disclosure, if
the rule of generating identification information issued by the server and data
collected by the terminal are invariant, the generated identification information is
invariant, ensuring the stability of generating identification information.

[0066] Furthermore, with reference to Fig. 2, based on the first embodiment, a
method for generating identification information of a second embodiment is provided,
further including a step S50 after the step S30.

[0067] Step S50, associatively storing the identification information of the
terminal and the rule of generating identification information received from the server.
[0068] In the embodiment, after the terminal generating the identification
information, associative storing the identification information of the terminal and the
rule of generating identification information to a location, the location may be a local
file, or the keychain of the terminal.

[0069] So it is understandable that associatively storing the identification

information of the terminal and the rule of generating identification information
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received from the server, later only if the rule of generating identification information
issued by the server is invariant, the terminal may use the identification information
directly without changes, that is suitable for every application, so as to avoid
generating identification information more than once and ensure the stability and
uniqueness of generating identification information.

[0070] Furthermore, with reference to Fig. 3, based on the second embodiment, a
method for generating identification information of a third embodiment is provided,
further including a step S60 and a step 70 after the step S50.

[0071] The step S60, when detecting that the server re-issues the rule of
generating identification information, judging whether the re-issued generation rule
matches with a pre-stored rule of generating identification information.

[0072] The step S70, if the re-issued rule of generating identification information
matches with the pre-stored rule of generating identification information, using
identification information associated with the pre-stored rule of generating
identification information as the current identification information.

[0073] In the embodiment, after the terminal associatively stores the identification
information of the terminal and the rule of generating identification information,
during operation, if detecting that the server re-issues the rule of generating
identification information, the terminal firstly judges whether the re-issued generation
rule matches with the pre-stored rule of generating identification information, more
specifically, comparing the re-issued generation rule with the pre-stored rule of
generating identification information where if the re-issued generation rule matches
with the pre-stored rule of generating identification information, it means the rule of
generating identification information hasn’t been changed, thus the identification
information associated with the pre-stored rule of generating identification
information may be used as the current identification information directly.

[0074] Generally speaking, the rule of generating identification information
pre-stored in the server is invariant, thus the identification information of the terminal
is invariant. Whereas, the server may update the rule of generating identification

information and re-issue the updated rule to the terminal, to avoid the identification
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information of the terminal gets out to reduce security of using the identification
information.

[0075] In the embodiment, like before the server re-issues the rule of generating
identification information, the terminal judges whether the rule of generating
identification information is changed, if not, the terminal may still use the previous
identification information without altering. Thus, the identification information of
terminal keeps pace with the rule of generating identification information to ensuring
the stability and uniqueness of the identification information of terminal.

[0076] Furthermore, with reference to Fig. 4, based on the third embodiment, a
method for generating identification information of a fourth embodiment is provided,
further including a step S80 and a step S90 after the step S50.

[0077] The step S80, if the re-issued rule fails to match with the pre-stored rule of
generating identification information, then generating new identification information
according to the re-issued rule.

[0078] The step S90, associatively storing the new identification information and
the re-issued rule, and using the new identification information as the current
identification information.

[0079] In the embodiment, after comparing the re-issued rule of generating
identification information with the pre-stored rule of generating identification
information, if the re-issued rule failure to match with the pre-stored rule is detected,
that means the background rule of generating identification information of the server
has been updated, at this time, the terminal re-issues the rule of generating
identification information, collects data to generate the new identification information.
Meanwhile, associatively storing the new identification information and the re-issued
rule of generating identification information, meanwhile the new identification
information is used as the current identification information. In that case, the previous
identification information can be continuously stored or canceled directly.

[0080] In the embodiment, when re-issued rule fails to match with the pre-stored
rule, the terminal generates new identification information and the new identification

information is used as the current identification information, ensuring the
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identification information of the terminal changes with the change of rule of

generating identification information.

[0081] It needs to illustrate, a person skilled in the art should understand that the
processes of the methods in the above embodiments can be, in full or in part,
implemented by computer programs instructing underlying hardware, the programs
can be stored in a computer-readable storage medium, the program can include the
processes in the embodiments of the various methods when it is being executed. The
storage medium can be a disk, a CD, a Read-Only Memory (ROM) and magnetic disk,

or optical disk and so on.

[0082] The present disclosure further provides a device for generating
identification information.

[0083] With reference to Fig. 5, Fig. 5 is a block diagram illustrating a device 100
for generating identification information of the first embodiment of the present
disclosure.

[0084] It needs to illustrate, for persons skilled in the prior art, Fig. 5 only shows
an embodiment of the present disclosure, the persons skilled in the prior art may
easily get around the functional modules in the device 100 for generating
identification information as shown in Fig. 5, adding new functional modules. Each
user-defined functional module is only used to help understand each functional
module in the device 100 for generating identification information, without limiting
technical schemes of the present disclosure. The technical core of the present
disclosure is functions that each user-defined functional module is used to realize.
[0085] In the embodiment, the device 100 for generating identification
information includes:

[0086] a collection module 10, configured for collecting data according to a data
acquisition instruction when receiving the data acquisition instruction from the server;
[0087] a storage module 20, configured for storing the collected data;

[0088] an update module 30, configured for updating the data to the server,
allowing the server to issue a rule of generating identification information;

[0089] a generation module 40, configured for generating the identification

11
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information of the terminal according to the data and the rule of generating
identification information when the rule of generating identification information
issued by the server is received;

[0090] the storage module 20 being further configured for storing the generated
identification information; and

[0091] a process module 50, configured for using the stored identification
information as the current identification information if an instruction of installing
application is detected, wherein, if the rule of generating the identification information
is invariant, the identification information is invariant.

[0092] In the embodiment, when receiving the data acquisition instruction from
the server, the collection module 10 collects the data according the data acquisition
instruction, then the storage module 20 stores the collected data, the update module 30
updates the collected data to the server, to allow the server issuing the rule of
generating identification information. When the rule of generating identification
information is received, the generation module 40 may generate the identification
information of the terminal according to the collected data and issued rule of
generating identification information. In which, the data includes configuration
parameters, [P information and the MAC address of the terminal etc.

[0093] In the embodiment, when the collected data is the MAC address of a
terminal, the generation module 40 generating the identification information includes
steps as follows.

[0094] Firstly, if the rule of generating identification information is directly using
the MAC address of the terminal, the MAC address of the terminal is the current
identification information of the terminal.

[0095] In the embodiment, if the rule of generating identification information is:
directly using the MAC address of the terminal, then the generation module 40 uses
the MAC address of the terminal as the current identification information of the
terminal.

[0096] Secondly, if the rule of generating identification information is encrypting

the MAC address of the terminal, then encrypting the MAC address of the terminal by
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means of a pre-stored encryption algorithm, to generate the identification information
of the terminal.

[0097] In the embodiment, if the rule of generating identification information is:
encrypting the MAC address of the terminal, the generation module 40 determines the
encryption algorithm beforehand, then encrypts the MAC address of the terminal by
means of the pre-stored encryption algorithm, to generate the identification
information of the terminal. In this embodiment, the encryption algorithm includes

message digest algorithm 5 (shorten as MD5) and base 64 etc.
[0098] In the embodiment, taking base 64 as the pre-stored encryption algorithm

for an example, if the encryption algorithm is base 64, firstly extracting bytes of the
MAC address of the terminal, then converting continuous three 8-bytes (3*8=24) into
four 6-bytes (4*6=24) , afterward adding two zeroes before each 6-bytes to form one
8-bytes.

[0099] To understand better, examples are given as follows:

[00100] A current character string “11010101-11000101-00110011" is converted to
obtain the character string “110101 -011100-010100-110011", and adding two zeroes
before each 6-bytes to obtain the character string

“00110101-00011100-00010100-00110011".

[00101] Therefore, by means of above ways, the generation module 40 encrypts the

MAC address of the terminal to generate the identification information of terminal.

[00102] It is to be understood that the abovementioned two ways for generating the
identification information of terminal are merely exemplary, persons of ordinary skill
in the art use an equivalent structural or equivalent process alternation made by using
the content of the specification and drawings of the present invention, or an
application of the content of the specification and drawings directly or indirectly to
another related technical field, shall fall within the protection scope of the present
invention.

[00103] After the generation module 40 generates the identification information,
the storage module 20 stores the generated identification information to a pre-stored

memory. Only if the rule of generating identification information is invariant, the
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identification information of the terminal is invariant. The process module 50 uses the
stored identification information as the current identification information if later an
instruction of installing application is detected, without re-generation of the
identification information.

[00104] That means, the identification information of the terminal is generated by
the data collected by the terminal and the rule of generating identification information
issued by the server, only if the data collected by the terminal is invariant as well as
the rule of generating identification information issued by the server is invariant, the
identification information of the terminal would be invariant. Each terminal includes a
plurality of applications, but the identification information received by each
application is the same. Even if some applications are unloaded and then re-installed,
or the terminal is re-brushed, which no needs to generate new identification
information, ensuring the stability and uniqueness of the identification information of

the terminal.

[00105] The device 100 for generating identification information disclosed by the
embodiment, when the collection module 10 receives the data acquisition instruction
from the server, collecting the data according to the data acquisition instruction, the
storage module 20 stores the collected data and updating the data to the server, which
allows the server to issue the rule of generating identification information. When the
rule of generating identification information issued by the server is received, the
generation module 40 generates the identification information of the terminal
according to the data and the rule of generating identification information, finally the
storage module 20 stores the identification information that the process module 50
will use as the current identification information if later the instruction of installing
applications is detected, rather than invoking random numbers of API to generate new
identification information randomly during re-installing applications. In the present
disclosure, if the rule of generating identification information issued by the server and
data collected by the terminal are invariant, the generated identification information is
invariant, ensuring the stability of generating identification information.

[00106] Furthermore, with reference to Fig. 6, according to the first embodiment,
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the device 100 for generating identification information of the second embodiment
further includes:

[00107] an association storing module 60 configured for associatively storing the
identification information of the terminal and the rule of generating identification
information received from the server.

[00108] In the embodiment, after the generation module 40 generates the
identification information, the association storing module 60 associatively stores the
identification information of the terminal and the rule of generating identification
information to a location, the location may be a local file, or the keychain of the
terminal.

[00109] So it is understandable that associatively storing the identification
information of the terminal and the rule of generating identification information
received from the server, later only if the rule of generating identification information
issued by the server is invariant, the device of generating identification information
may use the identification information directly without changes, that is suitable for
every application, so as to avoid generating identification information more than once
and ensure the stability and uniqueness of generating identification information.
[00110] Furthermore, with reference to Fig. 7, according to the second embodiment,
the device 100 for generating identification information of the third embodiment
further includes a judge module 70.

[00111] The judge module 70 is configured for, when detecting that the server
re-issues the rule of generating identification information, judging whether the
re-issued generation rule matches with a pre-stored rule of generating identification
information.

[00112] The process module 50 is configured for, if the re-issued rule of generating
identification information matches with the pre-stored rule of generating identification
information, using identification information associated with the pre-stored rule of
generating identification information as the current identification information.

[00113] In the embodiment, after the associative module 60 associatively stores the

identification information of the terminal and the rule of generating identification
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information, during operation, if detecting that the server re-issues the rule of
generating identification information, the judge module 70 firstly judges whether the
re-issued generation rule matches with the pre-stored rule of generating identification
information. In an embodiment, the judge module 70 compares the re-issued
generation rule with the pre-stored rule of generating identification information; if the
re-issued generation rule matches with the pre-stored rule of generating identification
information, it means the rule of generating identification information hasn’t been
changed, thus the process module 50 may use the identification information
associated with the pre-stored rule of generating identification information as the
current identification information.

[00114] Generally speaking, the rule of generating identification information
pre-stored in the server is invariant, thus the identification information of the terminal
is invariant. Whereas, the server may update the rule of generating identification
information and re-issue the updated rule to the device 100 for generating
identification information, to avoid the identification information of the terminal gets
out to reduce security of using the identification information.

[00115] In the embodiment, like before the server re-issues the rule of generating
identification information, the terminal judges whether the rule of generating
identification information is changed, if not, the terminal may still use the previous
identification information without altering. Thus, the identification information of
terminal keeps pace with the rule of generating identification information to ensure
the stability and uniqueness of the identification information of the terminal.

[00116] Furthermore, the device 100 for generating identification information of
the fourth embodiment according to the third embodiment further includes: the
generation module 40 is further configured for if the re-issued rule fails to match with
the pre-stored rule of generating identification information, then generating new
identification information according to the re-issued rule.

[00117] The association storing module 60 is further configured for associatively
storing the new identification information and the re-issued rule.

[00118] The process module 50 is further configured for using the new
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identification information as the current identification information.

[00119] In the embodiment, after comparing the re-issued rule of generating
identification information with the pre-stored rule of generating identification
information, if it is detected that the re-issued rule fails to match with the pre-stored
rule, it means that the background rule of generating identification information of the
server has been updated. At this time, according to the re-issues the rule of generating
identification information and collected data, the generation module 40 generates the
new identification information. Meanwhile, the association storing module 60
associatively stores the new identification information and the re-issued rule of
generating identification information, meanwhile the process module 50 uses the new
identification information as the current identification information. In that case, the
previous identification information can be continuously stored or canceled directly.
[00120] In the embodiment, when the re-issued rule fails to match with the
pre-stored rule, the generation module 40 generates new identification information
and the process module 50 uses the new identification information as the current
identification information, ensuring the identification information of the terminal

changes with the change of rule of generating identification information.

[00121] It is to be noted that, in hardware implementation, the collection module
10, the storage module 20, the update module 30, the generation module 40, and the
process module can be embedded in the device for generating identification
information as hardware or independent from the device for generating identification
information, or stored in a memory of the device for generating identification
information such that a processor can execute these modules to perform
corresponding operations. The processor can be a central processing unit (CPU), a
micro-processor, or a single chip, etc.

[00122] Fig.8 is a schematic view of an apparatus for generating identification
information showing hardware implementation environment of the method and device
of the above embodiments.

[00123] In some embodiments, the apparatus for generating identification

information can be a personal computer, a smart mobile phone, a tablet computer, an
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e-reader, or a portable computer terminal, etc.

[00124] Referring to Fig. 8, the apparatus for generating identification information
includes a processor 1001, e.g. a CPU, a network interface 1002, and a storage
medium 1003. The processor 1001, the network interface 1002, and the storage
medium 1003 communicates with each other through a system bus. The network
interface 1002 can be a standard wired interface or a wireless interface (e.g., a WI-FI
interface). The storage medium 1003 can be a high speed RAM or a stable
non-volatile memory such as a disk memory.

[00125] In other embodiments, the apparatus for generating identification
information may further include a user interface, a camera, a radio frequency (RF)
circuit, a sensor, an audio circuit, and a WIFI module. The user interface may
include a display, an input unit such as a keyboard. It is understood that the user
interface can be wired or wireless.

[00126] It is understood that the structure shown in Fig. 8 does not intend to limit
the apparatus for generating identification information to this embodiment. In other
embodiments, the apparatus for generating identification information may include
more or less components, or combine some components, or have a different
arrangement of these components.

[00127] As shown in Fig. 8, the storage medium 1003 may store an operation
system, a network communication module, and an identification generation
information program. The operation system includes programs for managing and
controlling hardware and software of the apparatus for generating identification
information, thereby supporting the operation and execution of the network
communication module, the identification information generation program, and other
programs. The network communication module is configured for managing and
controlling the network interface 1002.

[00128] In the identification information device as shown in Fig.8, the network
interface 1002 is configured for connecting and communicating with a server, wherein
the server stores a rule of generating identification information. The processor 1001 is
configured for executing the identification information generation program stored in
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the storage medium 1003 to perform following steps:

[00129] when a terminal receives a data acquisition instruction from the server,
collecting data according to the data acquisition instruction;

[00130] storing the collected data, and updating the data to the server, allowing the
server to issue a rule of generating identification information;

[00131] generating the identification information of the terminal according to the
data and the rule of generating identification information when the rule of generating
identification information from the server is received; and

[00132] storing the identification information such that the stored identification
information becomes current identification information if later an instruction of
installing application is detected, wherein, if the rule of generating the identification
information is invariant, the identification information is invariant.

[00133] In an embodiment, under the circumstances that the collected data is an
MAC address of the terminal, the processor 1001 is configured for executing the
identification information generation program stored in the storage medium 1003,
such that the step of generating the identification information of the terminal
according to the data and the rule of generating identification information when the
rule of generating identification information from the server is received includes:
[00134] if the rule of generating identification information is directly using the
MAC address of the terminal, hence the identification information of the terminal is
the MAC address of the terminal;

[00135] if the rule of generating identification information is encrypting the MAC
address of the terminal, then encrypting the MAC address of the terminal by means of
a pre-stored encryption algorithm to generate the identification information of the
terminal.

[00136] In an embodiment, the processor 1001 is configured for executing the
identification information generation program stored in the storage medium 1003 to
perform a following step after the step of generating the identification information of
the terminal according to the data and the rule of generating identification information
when the rule of generating identification information from the server is received:
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[00137] associatively storing the identification information of the terminal and the
rule of generating identification information received from the server.

[00138] In an embodiment, the processor is configured for executing the
identification information generation program to perform following steps after the
step of associatively storing the identification information of the terminal and the rule
of generating identification information from the server:

[00139] when detecting that the server re-issues the rule of generating
identification information, judging whether the re-issued generation rule matches with
a pre-stored rule of generating identification information; and

[00140] if the re-issued generation rule matches with the pre-stored rule of
generating identification information, using the identification information associated
with the pre-stored rule of generating identification information as the current
identification information.

[00141] In an embodiment, the processor 1001 is configured for executing the
identification information generation program stored in the storage medium 1003 to
perform following steps after the step of judging whether the re-issued generation rule
matches with the pre-stored rule of generating identification information:

[00142] if the re-issued rule fails to match with the pre-stored rule of generating
identification information, then generating new identification information according
to the re-issued rule; and

[00143] associatively storing the new identification information and the re-issued
rule, and using the new identification information as the current identification
information.

[00144] Embodiments of the apparatus for generating identification information are
basically the same with the embodiments of the method and device for generating
identification information, with consequently no further description herein.

[00145] The present disclosure further provides a computer-readable storage
medium. One or more programs are stored thereon, which, when being executed by
one or more processors, cause the one or more processors to perform following steps:
[00146] when a terminal receives a data acquisition instruction from a server,
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collecting data according to the data acquisition instruction;

[00147] storing the collected data, and updating the data to the server, allowing the
server to issue a rule of generating identification information;

[00148] generating the identification information of the terminal according to the
data and the rule of generating identification information when the rule of generating
identification information from the server is received; and

[00149] storing the identification information such that the stored identification
information becomes current identification information if later an instruction of
installing application is detected, wherein, if the rule of generating the identification
information is invariant, the identification information is invariant.

[00150] In an embodiment, under the circumstances that the collected data is an
MAC address of the terminal, the one or more programs cause the one or more
processors to perform a following step when being executed by the one or more
processors, such that the step of generating the identification information of the
terminal according to the data and the rule of generating identification information
when the rule of generating identification information from the server is received
includes:

[00151] if the rule of generating identification information is directly using the
MAC address of the terminal, hence the identification information of the terminal is
the MAC address of the terminal; and

[00152]  if the rule of generating identification information is encrypting the MAC
address of the terminal, then encrypting the MAC address of the terminal by means of
a pre-stored encryption algorithm to generate the identification information of the
terminal.

[00153] In an embodiment, when being executed by the one or more processors,
the one or more programs cause the one or more processors to perform a following
step after the step of generating the identification information of the terminal
according to the data and the rule of generating identification information when the
rule of generating identification information from the server is received, further
includes:
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[00154] associatively storing the identification information of the terminal and the
rule of generating identification information received from the server.

[00155] In an embodiment, when being executed by the one or more processors,
the one or more programs cause the one or more processors to perform following
steps after the step of associatively storing the identification information of the
terminal and the rule of generating identification information from the server, further
includes:

[00156] when detecting that the server re-issues the rule of generating
identification information, judging whether the re-issued generation rule matches with
a pre-stored rule of generating identification information; and

[00157] if the re-issued generation rule matches with the pre-stored rule of
generating identification information, using the identification information associated
with the pre-stored rule of generating identification information as the current
identification information.

[00158] In an embodiment, when being executed by the one or more processors,
the one or more programs cause the one or more processors to perform following
steps after the step of judging whether the re-issued generation rule matches with the
pre-stored rule of generating identification information:

[00159] if the re-issued rule fails to match with the pre-stored rule of generating
identification information, then generating new identification information according
to the re-issued rule; and

[00160] associatively storing the new identification information and the re-issued
rule, and using the new identification information as the current identification
information.

[00161] Embodiments of the computer-readable storage medium in the present
disclosure are basically the same with the method, device and apparatus for generating
identification information, with consequently no further description herein.

[00162] It is to be noted that the term “including”, “comprising”, or any other
variation thereof is intended to encompass a non-exclusive inclusion herein so that a
process, method, article, or device including/comprising a set of elements includes not
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only the stated elements, but other elements not expressly listed, or elements inherent
to such processes, methods, articles, or devices. In the absence of further limitations,
the elements defined by the phrase “including/comprising one...” do not preclude the
presence of additional identical elements in the process, method, article, or apparatus
that includes the element.

[00163] The embodiments of the present disclosure have been described for
purposes of illustration only and are not to be intended as representing the pros and
cons of the embodiments. It will be apparent to those skilled in the art from the
foregoing description that the embodiments described above may be implemented by
means of software plus the necessary general-purpose hardware platform. Although
the embodiments described above may also be implemented by hardware, the former
would be advantageous in many cases. On the basis of such an understanding, the
substantial technical solution, or the part which contributes to the prior art, or all or
part of the technical solution, of the disclosure, may be embodied as software products.
Computer software products can be stored in a storage medium, e.g., ROM/RAM,
magnetic disk, or optical disk, and can include multiple instructions causing a
terminal device, e.g., a mobile phone, a computer, a server, a conditioner, a network
device, etc., to execute all or part of the methods as described herein in various

embodiments.

[00164] The foregoing descriptions are merely embodiments of the present
invention, and are not intended to limit the scope of the present invention. An
equivalent structural or equivalent process alternation made by using the content of
the specification and drawings of the present invention, or an application of the
content of the specification and drawings directly or indirectly to another related

technical field, shall fall within the protection scope of the present invention.
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CLAIMS

What is claimed is:

1. A method for generating identification information comprising:

when a terminal receives a data acquisition instruction from a server, collecting data
according to the data acquisition instruction;

storing the collected data, and updating the data to the server, allowing the server to
issue a rule of generating identification information;

generating the identification information of the terminal according to the data and the
rule of generating identification information when the rule of generating identification
information from the server is received; and

storing the identification information such that the stored identification information
becomes current identification information if later an instruction of installing application is
detected, wherein, if the rule of generating the identification information is invariant, the

identification information is invariant.

2. The method for generating identification information of claim 1, wherein under the
circumstances that the collected data is an MAC address of the terminal, the step of
generating the identification information of the terminal according to the data and the rule
of generating identification information when the rule of generating identification
information from the server is received comprises:

if the rule of generating identification information is directly using the MAC address
of the terminal, hence the identification information of the terminal is the MAC address of
the terminal; and

if the rule of generating identification information is encrypting the MAC address of
the terminal, then encrypting the MAC address of the terminal by means of a pre-stored

encryption algorithm to generate the identification information of the terminal.
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3. The method for generating identification information of claim 1, wherein after the step of
generating the identification information of the terminal according to the data and the rule
of generating identification information when the rule of generating identification
information from the server is received, the method for generating identification
information further comprises:

associatively storing the identification information of the terminal and the rule of

generating identification information received from the server.

4. The method for generating identification information of claim 3, wherein after the step of
associatively storing the identification information of the terminal and the rule of
generating identification information from the server, the method for generating
identification information further comprises:

when detecting that the server re-issues the rule of generating identification
information, judging whether the re-issued generation rule matches with a pre-stored rule of
generating identification information; and

if the re-issued generation rule matches with the pre-stored rule of generating
identification information, using the identification information associated with the
pre-stored rule of generating identification information as the current identification

information.

5. The method for generating identification information of claim 4, wherein after the step of
judging whether the re-issued generation rule matches with the pre-stored rule of generating
identification information, the method for generating identification information further
comprises:
if the re-issued rule fails to match with the pre-stored rule of generating identification
information, then generating new identification information according to the re-issued rule;
associatively storing the new identification information and the re-issued rule, and

using the new identification information as the current identification information.
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6. A device for generating identification information comprising:

a collection module, configured for collecting data according to a data acquisition
instruction when receiving the data acquisition instruction from the server;

a storage module, configured for storing the collected data;

an update module, configured for updating the data to the server, allowing the server
to issue a rule of generating identification information;

a generation module, configured for generating the identification information of the
terminal according to the data and the rule of generating identification information when
the rule of generating identification information issued by the server is received;

the storage module being further configured for storing the generated identification
information; and

a process module, configured for using the stored identification information as current
identification information if an instruction of installing application is detected, wherein, if
the rule of generating the identification information is invariant, the identification

information is invariant.

7. The device for generating identification information of claim 6, wherein when the
collected data is a MAC address of a terminal, the generation module is further configured
for:

if the rule of generating identification information is directly using the MAC address
of the terminal, then the MAC address of the terminal is used as the identification
information of the terminal,;

if the rule of generating identification information is encrypting the MAC address of
the terminal, then encrypting the MAC address of the terminal by means of a pre-stored

encryption algorithm to generate the identification information of the terminal.

8. The device for generating identification information of claim 6, wherein the device for

generating identification information further comprises:
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an association storing module, configured for associatively storing the identification
information of the terminal and the rule of generating identification information received

from the server.

9. The device for generating identification information of claim 8, wherein the device for
generating identification information further comprises:

a judge module, configured for, when the server re-issues the rule of generating
identification information, judging whether the re-issued rule matches with a pre-stored rule
of generating identification information;

wherein the process module is configured for, if the re-issued rule matches with the
pre-stored rule of generating identification information, using the identification information
associated with the pre-stored rule of generating identification information as the current

identification information.

10. The device for generating identification information of claim 9, wherein

the generation module is further configured for if the re-issued rule fails to match
with the pre-stored rule of generating identification information, then generating new
identification information according to the re-issued rule;

the association storing module is further configured for associatively storing the
new identification information and the re-issued rule of generating identification
information; and

the process module is configured for using the new identification information as

the current identification information.

11. An apparatus for generating identification information, wherein the apparatus for
generating identification information comprises a processor, a network interface, and a
storage medium;

the storage medium stores an identification information generation program;

the network interface is connected with a server and communicating with the server,
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wherein the server stores a rule of generating identification information;

the processor is configured for executing the identification information generation
program to perform following steps:

when a terminal receives a data acquisition instruction from the server, collecting data
according to the data acquisition instruction;

storing the collected data, and updating the data to the server, allowing the server to
issue a rule of generating identification information;

generating the identification information of the terminal according to the data and the
rule of generating identification information when the rule of generating identification
information from the server is received; and

storing the identification information such that the stored identification information
becomes current identification information if later an instruction of installing application is
detected, wherein, if the rule of generating the identification information is invariant, the

identification information is invariant.

12. The apparatus for generating identification information of claim 11, wherein under the
circumstances that the collected data is an MAC address of the terminal, the processor is
configured for executing the identification information generation program, such that the
step of generating the identification information of the terminal according to the data and
the rule of generating identification information when the rule of generating identification
information from the server is received comprises:

if the rule of generating identification information is directly using the MAC address
of the terminal, hence the identification information of the terminal is the MAC address of
the terminal; and

if the rule of generating identification information is encrypting the MAC address of
the terminal, then encrypting the MAC address of the terminal by means of a pre-stored

encryption algorithm to generate the identification information of the terminal.

13. The apparatus for generating identification information of claim 11, wherein the
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processor is configured for executing the identification information generation program to
perform a following step after the step of generating the identification information of the
terminal according to the data and the rule of generating identification information when
the rule of generating identification information from the server is received:

associatively storing the identification information of the terminal and the rule of

generating identification information received from the server.

14. The apparatus for generating identification information of claim 13, wherein the
processor is configured for executing the identification information generation program to
perform following steps after the step of associatively storing the identification information
of the terminal and the rule of generating identification information from the server:

when detecting that the server re-issues the rule of generating identification
information, judging whether the re-issued generation rule matches with a pre-stored rule of
generating identification information; and

if the re-issued generation rule matches with the pre-stored rule of generating
identification information, using the identification information associated with the
pre-stored rule of generating identification information as the current identification

information.

15. The apparatus for generating identification information of claim 14, wherein the
processor is configured for executing the identification information generation program to
perform following steps after the step of judging whether the re-issued generation rule
matches with the pre-stored rule of generating identification information:

if the re-issued rule fails to match with the pre-stored rule of generating identification
information, then generating new identification information according to the re-issued rule;
and

associatively storing the new identification information and the re-issued rule, and

using the new identification information as the current identification information.
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16. A computer-readable storage medium with one or more programs stored thereon, which,
when being executed by one or more processors, cause the one or more processors to
perform following steps:

when a terminal receives a data acquisition instruction from a server, collecting data
according to the data acquisition instruction;

storing the collected data, and updating the data to the server, allowing the server to
issue a rule of generating identification information;

generating the identification information of the terminal according to the data and the
rule of generating identification information when the rule of generating identification
information from the server is received; and

storing the identification information such that the stored identification information
becomes current identification information if later an instruction of installing application is
detected, wherein, if the rule of generating the identification information is invariant, the

identification information is invariant.

17. The storage medium of claim 16, wherein under the circumstances that the collected
data is an MAC address of the terminal, the one or more programs cause the one or more
processors to perform a following step when being executed by the one or more processors,
such that the step of generating the identification information of the terminal according to
the data and the rule of generating identification information when the rule of generating
identification information from the server is received comprises:

if the rule of generating identification information is directly using the MAC address
of the terminal, hence the identification information of the terminal is the MAC address of
the terminal; and

if the rule of generating identification information is encrypting the MAC address of
the terminal, then encrypting the MAC address of the terminal by means of a pre-stored

encryption algorithm to generate the identification information of the terminal.

18. The storage medium of claim 16, wherein when being executed by the one or more
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processors, the one or more programs cause the one or more processors to perform a
following step after the step of generating the identification information of the terminal
according to the data and the rule of generating identification information when the rule of
generating identification information from the server is received:

associatively storing the identification information of the terminal and the rule of

generating identification information received from the server.

19. The storage medium of claim 18, wherein when being executed by the one or more
processors, the one or more programs cause the one or more processors to perform
following steps after the step of associatively storing the identification information of the
terminal and the rule of generating identification information from the server:

when detecting that the server re-issues the rule of generating identification
information, judging whether the re-issued generation rule matches with a pre-stored rule of
generating identification information; and

if the re-issued generation rule matches with the pre-stored rule of generating
identification information, using the identification information associated with the
pre-stored rule of generating identification information as the current identification

information.

20. The storage medium of claim 19, wherein when being executed by the one or more
processors, the one or more programs cause the one or more processors to perform
following steps after the step of judging whether the re-issued generation rule matches with
the pre-stored rule of generating identification information:

if the re-issued rule fails to match with the pre-stored rule of generating identification
information, then generating new identification information according to the re-issued rule;
and

associatively storing the new identification information and the re-issued rule, and

using the new identification information as the current identification information.
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