
13 October 2005 DESCRIPTION PASS-CODE IDENTIFICATION APPARATUS AND
PASS-CODE IDENTIFICATION METHOD Technical Filed The present invention
relates to a pass-code  identification device and a pass-code
identification method, which are used for controlling accesses to
'predetermined information by. collation of pass-codes.  More particularly,
the. present invention relates to a pass-code identification device and a
pass-code identification method, which are used for controlling accesses
made by an external apparatus by collation of pass-codes To-put it in
detail, the present invention relates to a pass-code. identification device
and a pass-code  identification method, which are used for controlling
accesses made by an external apparatus such as a-.  reader/writer to an
internal memory of the pass-code  identification device such as an IC card
by collation of pass-codes. More particularly, the present invention
relates to a pass-code identification device and a pass- code
identification method, which are used for 13 October 2005 determining
whether or not access-right control based on 



a pass-code is required. Background Art There has been conceived and put to
practical use a  variety of apparatus using a pass-number and/or a
password for verifying a user and for authenticating  process. (In general,
"a pass-number" is defined as a  string or a combination of numbers each
having a value in  the range 0 to 9 whereas a password is defined as a
string or a combination of alphabetical characters. In  this specification,
"a pass-code" is a generic technical  term for the pass-number and the
password.) When the user of a cash card uses the cash card at  a bank or an
other financial institution, a cash  dispenser typically urges the user to
enter a pass-number  ...,or -a password as a means for authenticating the
user. The  cash dispenser then carries out a withdrawal operation  after
verifying that the user has entered a correct pass-.  number or a correct
password. There are other applications of a.pass-code.  Examples of the
other applications are an operation to  enter a pass-code to a safety-box,
which is installed. in a hotel or an other lodging facility, in order to
open 2  13 October 2005 the safety box, an operation to enter a password to
a  



computer at a log-in, and an operation to enter a pass  code to an
information terminal in order to request the  terminal to conceal
information. Traditionally, in a storage medium such as magnetic  stripes
on a cash card for a bank, only a storage area  that Is usable for the
particular bank is provided. Thus,  inputting a .pass-number or a password
is no more than'  accessing to this storage area. That is to say, the user
needs to selectively use a plurality of cash cards for  different purposes
and/or different applications. By the way, in recent years, non-contact IC
cards  have been becoming popular. For example, a cash dispenser or an
IC-card reader/writer installed at the entrance of  a concert hall, a
station, or the like, is capable of  making an access to the IC card
without contact. At the  ,same time, the user enters a pass-number or a
password to  the IC-card reader side, and the IC card and the IC-card
reader/writer collate the entered pass-number or the  entered password with
the fetched pass-number or the fetched password for verifying the user and
for authenticating process. Then, if the verifying the user  and
authenticating process success, typically, an  application stored in the IC
card can be used. Examples 3 13 October 2005 of the application stored in
the IC card include 



electronic money and an electronic ticket. In addition, in recent years, by
virtue of  improvements of miniaturization technologies, an IC card  having
a storage space with a relatively large size is  introduced and has been
becoming popular. In the  conventional cash card or the like, only one
storage area  for one application can be provided. It is thus necessary
for the user to carry a plurality of IC cards for  different purposes
and/or different applications. With an  IC card having a storage space with
a large size, however,  a plurality of applications can be stored in such
an. IC  card. For example, one IC card can be used for storing two or more
applications such as electronic money for electronic financial settlements
and electronic tickets  each used for entering a specific concert hall. In
this  ;way, an IC card can be used for a variety of purposes  and/or
applications. Furthermore, it is possible to mount an IC card  having a
memory function with a large storage capacity. (or an IC chip-implementing
a semiconductor IC card) on a portable telephone or a portable terminal. By
carrying  about such a portable terminal, the user is capable of
exchanging electronic value information with. an external 4 13 October 2005
apparatus such as mainly an apparatus used for electronic  



financial settlements. The conventional cash card is used for storing only
one application (described above). Thus, by holding one  pass-number or one
password in magnetic stripes on a cash  card, securities of all cards can
be controlled. In the case of an IC card having a memory function capable
of storing a plurality of applications or a  portable terminal including
such an IC card (or an IC  chip) mounted thereon, on the other hand, it is
necessary  to control an access right for each application. This is
because, if accesses can. be made to all applications on.  an IC card by
using only one pass-code, the security of the applications will deteriorate
significantly in case  of loss or theft of the IC card. In addition, after
an IC card's memory area =permitting accesses by inputting a pass-code has
once be invalidated, the user must reenter the pass-code once  more in
order to restore the IC card to the validated  state again. Thus, the IC
card is bad usability. Furthermore, basically, only the owner of an IC card
determines whether or not it is necessary to carry  out an authentication
process based on a pass-code before  an access to information stored in the
IC card can be 5 13 October 2005 made. Thus, there is no room for a person
in charge of the  



system administration to intervene in the control of the  security of the
IC card. Disclosure of Invention An example embodiment of the present
invention may  provide a pass-code identification device and a pass-code
identification method that are capable of appropriately  controlling
accesses made by an external apparatus to the  pass-code identification
device by collation. of pass-codes. The example embodiment may provide a
pass-code  identification device and a pass-code identification method
that are capable of appropriately controlling accesses made  by an external
apparatus such a reader/writer to an internal  memory of the pass-code
identification device such as an IC  card by collation of pass-codes. The
example embodiment may provide a pass-code  identification device and a
pass-code identification method  that allow both the owner of an IC card
and a person in  charge of the administration of card services to
appropriately determine whether or not access-right control  based on a 13
October 2005 pass-code is required. In accordance with a first aspect of
the present  invention , there is provided a pass-code identification
device for controlling accesses made by an external apparatus  by collation
of pass codes, the pass-code identification  



device comprising: a communication unit for communicating with the
external apparatus; a data-holding unit for holding data; a
pass-code-holding unit for holding a pass-code; a pass-code judgment unit
for forming a judgment as to  whether or not an input pass-code received
from the external  apparatus matches the pass-code held by the pass-code
holding  unit; a condition-setting unit for setting a condition for
forming the judgment on the. input pass-code; and a flow control unit for
controlling accesses made by the  external apparatus to the data-holding
unit, through the  communication unit in accordance with the condition for
forming the judgment on the input pass-code, which is a  condition set by
the condition-setting unit. The pass-code identification device 7 13
October 2005 can be used for example as an IC card for controlling
accesses to the IC card's memory having a relatively large  storage
capacity by collation of pass-codes. In an example embodiment, "the IC
card" is generally a  cartridge, which includes an IC chip and an antenna,
having  about the same size as a credit card. The IC chip itself can  also
be used as a device embedded in a portable terminal such  



as a portable telephone or a PDA or embedded in an other
information-processing apparatus. The IC card can also be used by inserting
the card into  an information-processing apparatus. An IC chip or an IC
card  can be used as a prepaid device having a function related to  value
information such as electronic money and electronic  -tickets. The function
of an IC chip or an IC card is referred  to as "an application". The memory
area of an IC card is typically used for  storing value information such as
electronic money and  electronic tickets for more than one application. For
each of  the applications, a pass-code such as a pass-number or a  password
is set. Pass-codes are collated with each other to  control a right of an
access to an application. To put it in  detail, the IC card collates a
pass-code entered to the IC  card by the user with a pass-code stored in
the application  in advance and, only if 8 13 October 2005 the pass-codes
match each other, does the IC card permit an  access. to the application.
In the pass-code identification device provided in the  example embodiment
the condition-setting unit determines  whether or not the pass-code
judgment unit needs to form the  judgment on the input pass-code. Then, the
flow control unit  permits an access made by the external apparatus to the
data- 



holding unit through the communication unit if the condition- setting unit
determines that the pass-code judgment unit does  not need to form the
judgment on the input pass-code. In  addition, if the condition-setting
unit determines that the  pass-code judgment unit needs to form the
judgment on the  input pass-code and. the pass-code judgment unit outputs a
judgment result revealing that the input pass-code matches  .the pass-code
held by the pass-code-holding unit, the flow  control unit also permits an
access made by the external  apparatus to the data-holding unit through the
communication  unit. In order to permit an access made by the external
apparatus to data held by the data-holding unit the flow  control unit puts
the data-holding unit in a state-of being  connected to the communication
unit. In addition, the condition-setting unit in the example  embodiment
can be 9 13 October 2005 provided with a first judgment-necessity-holding
means for  holding information indicating whether or not the pass-code
judgment unit needs to form the judgment on the input pass- code; a second
judgment-necessity-holding means for holding  information indicating
whether or not an input pass-code is  required for changing the first
judgment-necessity-holding  means from a state of holding information
indicating that the  pass-code judgment unit needs to form the judgment on
the  



input pass-code to a state of holding information indicating  that the
pass-code judgment unit does not need to form the  judgment on the input
pass-code; and a third judgment- necessity-holding means for holding
information indicating  whether or not an input pass-code is required for
changing  the first judgment-necessity-holding means from a state of
holding information indicating that the pass-code judgment unit does not
need to form the judgment on the input pass- code to a state of holding
information indicating that the  pass-code judgment unit needs to form the
judgment on the  input pass-code. Thus, the condition-setting unit in the
example  embodiment is capable of setting a condition for forming the
judgment on the input pass-code in accordance. with the  information held
by the first judgment-necessity-holding means, the information 10 13
October- 2005 held by the second judgment-necessity-holding means, and the
information held by the third judgment-necessity-holding  means. That is to
say, it is possible to set a change of a pass-code from a valid state to an
invalid state and from an invalid state to a valid state by putting
conditions for  entering a pass-code in a variety of combinations. For
example, in order to change a pass-code from an invalid state  to a valid
state in an operation to change a pass-code, it is  



not necessary to enter a pass-code. In order to change a  pass-code from a
valid state to an invalid state in an  operation to change a pass-code, on
the other hand, it is  necessary to enter a pass-code. In addition, it is
possible to provide the pass-code  identification device's implementation
wherein the pass-code- holding unit holds a plurality of pass-codes; the
pass-code  judgment unit forms a judgment as to whether or not an input
pass-code received from the external apparatus matches each  of the
pass-codes held by the pass-code holding unit; and the'  flow control unit
permits an access made by the external  apparatus to the data-holding unit
through the communication  unit if the condition-setting unit determines
that the pass- code judgment unit needs to form the judgment on the input
11 13 October 2005 pass-code and the pass-code judgment unit outputs a
judgment  result revealing that the input pass-code matches all the
pass-codes held by the pass-code-holding unit. With this implementation in
the example embodiment, some  external apparatuses each used for inputting
a pass-code can  each be assigned to an individual user utilizing this
system  while some other external apparatuses each used for inputting  a
pass-code can each be assigned to an operator (such as a  person in charge
of card services). In this way the functions  of pass-codes can be
controlled in accordance with a judgment  



formed by an operator. For example, the system can be set to  forcibly
require a pass-code input without regard to the wills  of the individual
users. In addition, it is also possible to provide the pass-code
identification device's other implementation wherein the pass code-holding
unit holds a plurality of pass-codes each  associated with a memory area in
the data-holding unit the  pass-code judgment unit forms a judgment as to
whether or not  an input pass-code received from the external apparatus
through the communication unit matches each of the pass-codes  held by the
pass-code holding unit; and the flow control unit  permits an access, made
by the external apparatus. to a- specific memory area 12 13 October 2005
through the communication unit if the condition-setting unit  determines
that the pass-code judgment unit needs to form the  judgment on the input
pass-code and the pass-code judgment  unit outputs a judgment result
revealing that the input pass- code matches one of the stored pass-codes
that is associated  with the specific memory area. It is thus possible to
make an access to a memory area of  a memory space in the data-holding unit
if the memory area is  allocated to a pass-code matching an input
pass-code. In the example embodiment, by providing the external  apparatus
with a card reader, the external apparatus is  



capable of making an access to the IC chip through a radio  interface. Also
in this case, rights of accesses to a memory  area such as that of an IC
chip are controlled by collation of  pass-codes. After a locked state of an
information-processing  apparatus including an embedded IC chip is unlocked
by  entering a pass-code to the information-processing apparatus,  a radio
connection between the information-processing  apparatus and the external
apparatus can be established and an access to 'the memory area is
permitted. As ah alternative,  after a radio connection between the IC chip
embedded in the  information-processing apparatus and the external
apparatus is  established, access rights 13  13 October 2005 are controlled
on the basis of pass-codes entered to the  external apparatus. In
accordance with a second aspect of the present  invention, there is
provided a pass-code identification  method for controlling accesses made
by an external apparatus  to predetermined data by collation of pass-codes,
the pass- code identification method comprising: a pass-code judgment  step
of forming a judgment as to whether or not an input  pass-code received
from the external apparatus matches a  pass-code set for the predetermined
data; a condition-setting  step of setting a condition for forming the
judgment on the  



input pass--code; and a flow control step of controlling  accesses made by
the, external apparatus to the predetermined  data in accordance with the
condition for forming the  .judgment on the input pass-code, which is a
condition set at  the condition-setting step. The pass-code identification
method can be adopted for example in an IC card for controlling accesses to
the IC  card's memory having a relatively large storage capacity by
collation of pass-codes. The memory area of an IC card is typically used
for 14 13 October 2005 storing value information such as electronic money
and  electronic tickets for more than one application. For each of  the
applications, a pass-code such as a pass-number or a  password is set.
Pass-codes control a right of an access. To  put it in detail, the IC card
collates a pass-code entered to  the IC card by the user with a pass-code
stored in the  application in advance and, only if the pass--codes match
each  other, doe's the IC card permit an access to the application. In the
example embodiment, the pass-code identification  method the
condition-setting step is executed also to  determine whether or not it is
necessary to execute the pass- code judgment step of forming the judgment
on the input pass- code. Then, at the flow control step, an access made by
the  external apparatus to the predetermined data is permitted if  



a result of execution of the condition-setting step indicates  that the
pass-code judgment step of forming the judgment on  the input pass-code is
not necessary. An access made by the  external apparatus to the
predetermined data is also  permitted at the flow control step if a result
of execution of the condition-setting step indicates that the pass-code
judgment step of forming the judgment on 15 13 October 2005 the input
pass-code is necessary and an output result of the  judgment formed at the
pass-code judgment step reveals that  the input pass-code matches a
pass-code set for the  predetermined data. The condition-setting step may
include a first judgment- necessity-holding step of managing information
indicating  whether or not it is necessary to execute the pass-code
judgment step of forming the judgment on the input pass-code;  a second
judgment-necessity-holding step of managing  information indicating whether
or not an input pass-code is  required for changing information from a
value indicating  that it is necessary to execute the pass-code judgment
step  of forming the judgment on the input pass-code to a value  indicating
that it is not necessary to execute the pass-code  judgment step of forming
the judgment on the input pass-code;  and a third
judgment-necessity-holding step of managing  information indicating whether
or not an input pass-code is  



required for changing information from a value indicating  that it is not
necessary to execute the pass-code judgment  step of forming the judgment
on the input pass-code to a  value indicating that it is necessary to
execute the pass- code judgment step of forming the judgment on the input
pass- code. 16 13 October 2005 In this case, in the example embodiment, at
the  condition-setting step, a condition for forming the judgment  on the
input pass-code is set in accordance with the  information managed by the
first judgment-necessity-holding  step, the information managed by the
second judgment- necessity-holding step, and the information managed by the
third judgment-necessity-holding step. That is to say, it is  possible to
set a change of a pass-code from a valid state to  an invalid state and
from an invalid state to a valid state  by putting conditions for entering
a pass-code in a variety  of combinations. For example, in order to change
a pass-code  from an invalid state to a valid state in an operation to
change a pass-code, it is not necessary to enter a pass-code.  In order to
change a pass-code from a valid state to an  invalid state in an operation
to change a pass-code, on the other hand, it is necessary to enter a
pass-code. In addition, in the example embodiment, a plurality of
pass-codes may be set for predetermined data to be accessed.  



In this case, at the pass-code judgment step, a judgment as  to whether or
not an input pass-code received from the  external apparatus matches each
of the pass-codes set for.  predetermined data is formed. Furthermore, at
the flow  control step, an access made by the external apparatus to 17 13
October 2005 the predetermined data is permitted if a result of execution
of the condition-setting step determines that it is necessary  to execute
the pass-code judgment step of forming the judgment  on the input pass-code
and an output result of the judgment  formed at the pass-code judgment step
reveals that the input  pass-code matches all the pass-codes set for
predetermined  data. With this implementation, in the example embodiment
some  external apparatuses each used for inputting a pass-code can  each be
assigned to an individual user utilizing this system  while some other
external apparatuses each used for inputting  a pass-code can each be
assigned to an operator such as a  person in charge. In this way, the
functions of pass-codes can  be controlled in accordance with a judgment
formed by an  operator. For example, the system can be set to forcibly
require a pass-code input without regard to the wills of the  individual
users. In addition, in the example embodiment, a plurality of  pass-codes
may be set, each being associated with a memory  



area. In this case, at the pass-code judgment- step, a judgment as to
whether or not an input pass-code received from  the external apparatus
matches each of the pass-codes each  associated with a memory area is
formed. Furthermore, at the  flow control step, an access made by the
external apparatus to 18 1 3 October 2005 a specific memory area is
permitted if a result of execution  of the condition-setting step
determines that it is necessary  to execute the judgment on the input
pass-code and an output  result of the judgment formed at the pass-code
judgment step  reveals that the input pass-code matches one of the stored
pass-codes that is associated with the specific memory area. It is thus
possible to make an access to a memory area of  a memory space in the
data-holding unit if the memory area is  allocated to a pass-code matching
an input pass-code, in the  example embodiment. The present invention's
other objects, features, and merits will become more apparent from a later
detailed  explanation of a preferred embodiment of the present  invention
with reference to accompanying diagrams. Brief Description of Drawings FIG.
I is a diagram showing a model of the hardware  configuration of a portable
terminal 10 implemented by an  embodiment of the present invention. FIG. 2
is an explanatory diagram conceptually showing a  



mechanism of radio communication based on electromagnetic  induction
between a reader/writer 101 and an IC chip 50. 19 13 October 2005 FIG. 3 is
a diagram showing a transformer model  representing a system including the
reader/writer 101 and  the IC card 50. FIG. 4 is an explanatory diagram
showing a model of  a functional configuration of the IC card 50 embedded
in  a portable terminal 10 implemented by the embodiment. FIG. 5 is a
diagram showing a model of one-byte data transmitted and received through a
communication unit 51. FIG. 6 is a diagram showing a model of the
configuration of a packet including pieces of one-byte  data. FIG. 7 is a
diagram showing a basic sequence of a  packet exchange between the
data-transmitting and  receiving. parties. FIG. 8 is a diagram showing the
configuration of a  `flow control unit 55. FIG. 9 is a block diagram
showing a typical  configuration of the pass-code identification device
(the  IC card 50) including a plurality of pass-code-holding.  units and a
plurality of pass--code-comparison .units. FIG. 10 is a block diagram
showing a typical  



configuration of the pass-code identification-device (the IC card 50) in
which a pass-code can be set to each of 20  13 October 2005 the memory are
in the data holding unit, 52. Best Mode for Carrying out the Invention A
preferred embodiment of the present invention is  described by referring to
accompanying diagrams as  follows. FIG. 1 shows a model of the hardware
configuration  of a portable terminal 10 implemented by an embodiment of
.the present invention. Designed into a small size and a small weight like
a portable telephone, a PDA (Personal  Digital Assistant) or. the like, the
portable terminal 10 is an information-processing terminal that can be
carried  about by the user all the time. The portable terminal 10 includes
an IC card 50, a controller 11, a user input unit 12 and a display- unit
13. Used for carrying out radio communication with an external apparatus,
the IC card 50 includes a memory function. The controller 11 controls
internal operations  of the portable terminal 10 in an integrated manner.
The  user input unit 12 is composed of components such as keys and buttons
used by the user for entering a variety of character strings such as mainly
a pass-number and a  



password and entering commands. The display unit 13 is.  typicall.y an LCD
(Liquid Crystal Display) for displaying 21 1 3 October 2005 a result of a
process on a screen. It is needless to say  that, in order to implement
native functions of the  portable terminal 10, the portable terminal 10 may
be  provided also with peripheral devices and circuit  components other
than those shown in the figure. The controller 11 includes components such
as a CPU  (Central Processing Unit), a ROM (Read-Only Memory), and  .a RAM
(Random Access Memory), which are incorporated in a  single unit. By
executing program codes stored in advance  in the ROM, the controller 11
controls a variety of  operations in the portable terminal 10. The IC card
50 has a radio interface 14 for  establishing a radio connection with the
external  apparatus 1.00 and a wire interface 15 for establishing a  wire
connection with the controller 11 employed in the  portable terminal 10. As
the radio interface 14,, it is  possible to employ a contact interface
standard defined  by ISO 7816 or a radio interface standard defined by ISO
14443. A technique of connection between the IC chip 50 and the external
apparatus 100 will be described later.. The IC chip 50 typically adopts a
technology  developed for a non-contact IC card. In accordance with  



this technology, the IC chip 50 is driven by an electromagnetic wave
generated by the external apparatus 22 13 October 2005 100 through the
radio interface 14. In other words, with  the user unholding the portable
terminal 10 over the  external apparatus 100, the electromagnetic wave
generated by the external apparatus 100 does not reach  the portable
terminal 10 anymore. In this state, the IC  chip 50 ceases to operate. In
addition, in this  embodiment, the right of an access to the inside of the
IC chip 50 is revoked in response to an event in which  the electromagnetic
wave is interrupted. Furthermore, the IC card 50 provided by the present
invention has a memory area having a relatively large size. Such a memory
area is brought by the  miniaturization technology and the like. The memory
area  is implemented by a semiconductor memory, magnetic stripes, or an
other writable and readable storage medium.  One or more applications are
assigned to the memory area. .Examples of the application are pieces of
value  information such as mainly electronic money and  electronic tickets.
In order to protect this type of value information  from misuse and thefts,
a pass-code such as a pass-number  or a password is set. for each of the
applications. In 



.this way, an access right can be controlled for each application. For
example, a pass-code input byway of the 23  13 October 2005 radio interface
14 or the wire interface 15 is compared  with a pass-code set for an
application. If the pass-code  input by way of the radio interface 14 or
the wire  interface 15 matches the pass-code set for the  application, an
access to the application is granted (will be described later). The
external apparatus 100 is an apparatus  utilizing an application assigned
to the memory area in the IC card 50. Typically, the external apparatus 100
includes a reader/writer 101,. which establishes a  connection with the IC
chip 50 by applying a technology  developed for a non-contact IC card. In
addition, the  external apparatus 100 also has circuit components and
peripheral devices for carrying out arithmetic processing  of specific jobs
and an input unit and an output unit for  interactive input with the user
(which are not shown in  the figure). The external apparatus 100 includes
an apparatus  for using electronic money, an apparatus for processing
electronic value information,, and an apparatus for verifying a user and
for authenticating process. The  



example of the apparatus for using electronic money is an  ATM (Automatic
Teller Machine) installed at a bank. The example of the apparatus for
processing electronic value 24 13 October 2005 information is an apparatus
using electronic tickets at a  gate of a concert hall and a ticket wicket
of a station  or an airport. The example of the apparatus for verifying  a
user and for authenticating process is a safety box  installed at a hotel
or a lodging facility. In accordance with a system configuration shown in
FIG. 1, the user enters a pass-code to the portable  terminal 10 via the
user input unit 12 to unlock a locked  state. In some cases, the pass-code
entered by the user  is displayed on the display unit 13 for confirmation
before being supplied to the IC chip 50 embedded in the  portable terminal
10 by way of the wire interface 15.  Then, the IC chip 50 collates the
pass-code entered by .the user with pass-codes set for applications or for
directories in memory areas. The user is then given a  right of an access
to a memory area allocated to the matched application or a directory. As an
alternative,  accesses to the applications are controlled on the basis  of
pass-codes, which are received from the external  apparatus 10.0 after a
radio connection is established between the IC chip 50 employed in the
portable terminal  



10 and the external apparatus 100. Radio communications between the
reader/writer-14D1  and the -IC card 50 are accomplished on the basis of 25
13 October 2005 typically a principle of electromagnetic induction. FIG.  2
is an explanatory diagram conceptually showing a  mechanism of the radio
communication between the  reader/writer 101 based on electromagnetic
induction and  the IC card 50. As shown in the figure, the reader/writer
101 has an antenna LRw implemented as a loop coil. A  magnetic field is
generated in areas surrounding the  antenna LRw by a current IRw flowing
through the antenna  LRw. On the other hand, a loop coil L, is-electrically
formed in an area surrounding the IC card 50. An  induction voltage induced
by the magnetic field generated  by the loop antenna L,,: of the
reader/writer 101 side  appears at the terminals of the loop coil L, at the
IC  chip 50 side and applied to the terminals of the IC card  50, which are
connected to the terminals of the loop coil L The degree of coupling
between the antenna LRw of  the reader/writer 101 and the loop coil L. of
the IC chip  50 varies in dependence on the positional relation  between
the antennal LRw of the reader/writer 101 and the  loop coil L.- of the IC
chip 50. The antenna LRw of the  



reader/writer 101 and the loop coil Lc of the IC chip 50'  can be
interpreted as a system functioning as a  transformer. That-is to say, the
reader/writer. 101 and 26 13 October 2005 the IC chip 50 can be expressed
model shown in FIG. 3.  The reader/writer 101 modulates a current IRN
flowing through the antenna LRw in order to modulate a  voltage Vo induced
in the loop coil LC of the IC card 50.  The modulation of the current IRW
and the modulation of  the induced voltage Vo are used for transmitting
data from  the reader/writer 101 to the IC card 50. The transmitted  data
includes a pass-code for getting aright of an  access to an application and
value information for an  application. The pass-code is a pass-number or a
password  entered by the user to the external apparatus 100.  Examples of
the value information are electronic money  and an electronic ticket. In
addition, the IC chip 50 has a load-switching  function for changing a load
between the terminals of the  loop coil L, in accordance with data to be
transmitted as  'a response to the reader/writer 101. When the load
between the terminals of the loop coil L, is varied, the  impedance between
the terminals of the antenna employed in the reader/writer 101 also
changes. When the impedance between the terminals of the antenna employed
in the 



reader/writer 101 changes, a current IRw flowing through the antenna LRw
and a voltage VRw appearing between the.  terminals of the antenna LRw also
change. By: demodulating 27  13 October 2005 the changing current IRW or
the changing voltage VRW, the  reader/writer 101 is capable of obtaining
the data  transmitted as a response by the IC card 50. The data  obtained
by the external apparatus 100 from the IC card  50 includes value
information such as electronic money  and an electronic ticket, which are
provided by  applications. FIG. 4 is an explanatory diagram showing a model
of  a functional configuration of the IC card 50 embedded in  the portable
terminal 10 implemented by the embodiment. The IC card 50 serves as the
pass-code  identification device provided by the present invention.  As;
shown in the figure, the IC card 50 has a  communication unit 51, a
data-holding unit 52, a pass- code-holding unit 53, a pass-code comparison
unit 54, and  a flow control unit 55. The communication unit 51
`communicates with components outside of the IC chip 50 such as portable
terminal 10 and the external apparatus  100. The data-holding unit 52 holds
data (including value  information such as electronic money and an
electronic  



ticket) for applications. The pass-code-holding unit 53  holds pass-codes
used for controlling accesses to the  data-holding unit 52. The
pass-code-comparison unit 54  collates a pass-code input from the
communication unit 51 28 13 October 2005 with pass-codes held by the
pass-code-holding unit 53.  The flow control unit 55 controls the output of
the pass- code comparison in accordance with a condition for the
pass-codes comparison. The communication unit 51 forms at least one of the
radio interface 14 and the wire interface 15, which are  shown in FIG. 1.
When an electrical serial-communication  means is carrying out a
communication, for example, a  specific meaning is given to a series of
serial- communication data, making it possible to perform various  kinds of
processing. A variety of methods can be assumed for a method of
transmitting data in the serial  communication system. In this embodiment,
data is  exchanged in byte units as shown in FIG. 5. In FIG. 5, the
one-byte data that is'always  preceded by a start bit.. The start bit is
then followed by the eight bits of the data, which is followed by a  stop
bit. The length of each bit is fixed and determined  in advance by the
data-transmitting and receiving parties. FIG. 6 shows a model of the
configuration of a 



packet including pieces of one-byte data. As shown in the  figure, the
first half of the packet is a code portion  .whereas the second half of the
packet is a data portion  (or a payload). The code portion describes the
data for 29  13 October 2005 the meaning of the packet. The data portion is
attached  if the data (the data main portion) added to the code  portion is
required. FIG. 7 shows a basic sequence of a packet exchange between the
data-transmitting and receiving parties. In  this embodiment, the-external
apparatus 100 serves as the  data-transmitting party while the IC chip 50
used as the  pass-code identification device serves as the data receiving
party. A packet can be a command requesting an action from  the
data-transmitting party to the data-receiving party,  or a response
transmitted by the data-receiving party to  the data-transmitting party as
a result of the action to the command. Commands and responses used in this
embodiment are shown in Table 1. 30 13 October 2005 Table 1 Command
(ExternalResponse 



apparatus to(identification device identificationto external apparatus)
device)Meaning CodeDataCodeData portionportionportionportion
10hPass--code.12hOK/NGPass-code input 18hPass-codelAhOK/NGPass--code change
20hRead22hOK (Read-Read-out data location.out data) /NG
30hWritten32hOK/NGWritten data data and write location
40h'Flag42hOK/NGValid/Invalid valueChange 50hFlag52hOK/NGInvalid
value->Valid Change 60hFlag.54hOK/NGValid -> valueInvalid Change A
command's code portion of 10h means that the data  'portion includes a
pass-code to be supplied to the IC  



card 50 serving as the pass-code identification device.  As a result of
interpretation of this code portion by the  communication unit 51, the data
portion following the code portion is supplied to the pass-code-comparison
unit 54. The.pass-code-comparison. unit 54 compares the data portion
received from the communication unit 51 with 31 13 October 2005 pass-codes
held by the pass-code-holding unit 53. If one  of the pass-codes matches
the data portion, the pass- code-comparison unit 54 generates a match
output. The  flow control unit 55 has a function to limit transfers of
data between the data-holding unit 52 and the  communication unit 51. FIG.
8 shows the configuration of the flow control  unit 55. A valid/invalid
flag 55A is a flag determining  whether a transmission line between the
data-holding unit  52 and the communication unit 51 is connected state or
unconnected state according to a comparison output by the
pass-code-comparison unit 54. If the valid/invalid flag 55A is set at a
valid  value of 1, a switch 2 is connected to the comparison  output. If
the pass-code-comparison unit 54 outputs a  match comparison result, the
output of transmitted to a 



switch 1, and the switch 1 is put in an ON state to  connect the
communication unit 51 to the data-holding  unit 52 by the transmission
line. In this state, the  external apparatus 100 is capable of making an
access to  the data-holding unit 52 by way of the communication unit  51.
If the pass-code-comparison unit 54 outputs a mismatch comparison result,
on the other hand, the output 32 13 October 2005 of transmitted to the
switch 1, and the switch 1 is put in an OFF state to disconnect the
communication unit 51 from the data-holding unit 52 by the transmission
line.  In this state, the external apparatus 100 is not capable  of making
an access to the data-holding unit 52 by way of  the communication unit 51.
If the valid/invalid flag 55A is set at an invalid  value of 0, on the
other hand, the switch 2 is put in an  ON state all the time. The switch 1
is put in an ON state  all the time to connect the communication unit 51 to
the data-holding unit 52 by a transmission line independently  of a
comparison result output by the pass-code-comparison  unit 54. The reader
is expected to fully understand that, by  using the valid/invalid flag 55A,
the function of the  pass-code-comparison can be suppressed if the function
is  not required. 



An invalid-to-valid flag 55B is a flag that can be  changed by a command's
code portion of 50h. The invalid- to-valid flag 55B is a flag selecting
whether or not an  entered pass-code is required to match a stored
pass-code  in order to change the valid/invalid flag from an. invalid.
value of 0 to a valid value of 1 by using a command's  code portion of 40h.
to be described later. If the 33' 13 October 2005 invalid-to-valid flag 55B
is set at 1, the valid/invalid  flag 55A is set at 0 indicating an invalid
result of  pass-code comparison and the pass-code-comparison unit 54
generates a match output, the flag judgment unit 55D puts  the switch 3 in
an ON state, allowing the valid/invalid  flag 55A to be changed from the
communication unit 51. If  the invalid-to-valid flag is set at 0, however,
the flag  judgment unit 55D puts the switch 3 in an ON state  allowing the
valid/invalid flag 55A to be changed from  the communication unit 51. Thus,
if the invalid-to-valid flag 55B is set at 1,  an entered pass-code
is.required to match a stored pass- code in order to change the
valid/invalid flag 55A from  an invalid value to a valid value. If the
invalid-to- valid flag 55B is set at 0, on the other hand, an entered
pass-code is not required to match a stored pass-code in  corder to change
the valid/invalid flag 55A from an 



invalid value to a valid value On the other hand, a valid-to-invalid flag
55C is a  flag that can be changed by a command's code portion of  60h. The
valid-to-invalid flag 55C is a flag selecting  whether or not an entered
pass-code is required to match  a stored pass-code in order to change the
valid/invalid  flag 55A from a valid value of 1 to an invalid value of 0 34
13 October 2005 by using a command's code portion of 40h to be described
later. If the valid-to-invalid flag 55C is set at 1, the  valid/invalid
flag 55A is set at 1 indicating a valid  result of pass-code comparison and
the pass-code- comparison unit 54 generates a match output, .the flag
judgment unit 55D puts the switch 3 in an ON state,  allowing the
valid/invalid flag 55A to be changed from  the communication unit 51. If
the valid-to-invalid flag  is set at 0, the flag judgment unit 55D puts the
switch 3  in an ON state allowing the valid/invalid flag 55A to be  changed
from the communication unit 51. Thus, if the valid-to-invalid flag 55C is
set at 1,  an entered pass-code is required to match a stored pass- code in
order to change the valid/invalid flag 55A from a  valid value to an
invalid value. If the valid-to-invalid  flag 55C is-set at 0, on the other.
hand, an entered pass code is not required to match a stored pass-code in
order  



to change the valid/invalid flag 55A from a valid value  to an invalid
value. As described above, the operations to change the. state of the
valid/invalid flag are controlled by the  flag judgment unit 55D.. The
outputs of the flag judgment  unit 55D determining the operations are
summarized in Table.2 as follows. 35  13 October 2005 Table 2 Valid/invalid
10 Comparison outputComparison output MatchMismatchMatchMismatch
Invalid10010 -->Valid00011 Validl1000 -->Invalid01~.00 A command's code
portion of 40h is a command for  changing the state of the valid/invalid
flag 55A. As  described above, only if the switch 3 is put in an ON
.state, can the valid/invalid flag 55A be changed from the  communication
unit 51. In accordance with the above mechanism, it is  possible to set
conditions for entering a pass-code in a  



variety of combinations. For example, in order to change  a pass-code from
an invalid state to a valid state in an operation to change a pass-code, it
is not necessary to enter a pass-code. In order to change a pass-code from
a  valid state to an invalid state, on the other hand, it is  necessary to
enter a pass-code. By carrying out the operations described above, the
switch 1 can be put in an ON state connecting the data- holding unit 52 to
the communication unit 51. With the  data-holding unit 52 connected to the
communication unit 36 13 October 2005 51, the external apparatus 100 is
capable of reading out  data from a predetermined location in the
data-holding unit 52 a command code of 20h or writing data into a
predetermined location in the data-holding unit 52 by a  command code of
30h.. A pass-code already stored in the pass-code-holding  unit 53 can be
renewed by using a command code of 18h. In  this case, an operation to
renew a pass-code is controlled by using a switch 4. As described earlier,
the present embodiment is  controlled by flag judgment unit 55D in
accordance with  the state of the invalid-to-valid flag 55B and the valid-
to--:invalid flag 55C, the state of the valid/invalid flag  55A, and the
output of the pass-code-comparison unit 54.  



Thus, the control condition of the switch 4 can be changed in accordance
with the states of the flags. For  example, a pass-code already stored in
the pass-code- holding unit 53 can be renewed when the invalid-to-valid
flag 55B is changed from 0 to 1. By renewing a pass-code, valid
identification of a pass-code can be based on a new  .pass-code without
regard to a pass-code set before the new pass-code. In the embodiment
described above, by using a simple command, a setting can be changed.. By.
inserting a 37 13 October 2005 mutual-authentication means into a path
between the  communication unit 51 and the external apparatus 100, the
level of security can be raised. The present invention can also be applied
to an  application in which accesses to the IC chip 50 are  controlled by
using a plurality of pass-codes assigned to  the same plurality of
applications stored in an extended  memory employed in the IC chip 50. FIG.
9 shows a typical  configuration the pass-code identification device (the
IC  card 50) including a plurality of pass-code-holding units  and a
plurality of pass-code-comparison units. In the typical configuration shown
in FIG. 9, the  data-holding unit 52 is connected to the communication
unit .51 only if all the pass-code-comparison units 54  



each generate a match output. In this application, some  external
apparatuses each used for inputting a. pass-code  ?are each assigned to an
individual user utilizing this  system while some other external
apparatuses each used  for inputting a pass-code are each assigned to an
operator such as a person in charge of card services. In  this way, the
functions of pass-codes can be controlled  in accordance with a judgment
formed by an operator. For  example, the system can be set to forcibly
require a  pass-code input without regard to the wills of the 38  13
October 2005 individual users. FIG. 10 shows a typical configuration of the
pass- code identification device (the IC card 50) in which a  pass-code can
be set to each of the memory area in the  data-holding unit 52. The
pass-code-comparison unit 54 has a lookup table  showing relations between
memory areas allocated to the  data-holding unit 52 and pass-codes. It is
thus possible to form a judgment as to whether or not a pass-code  received
from the communication unit 51 matches a pass- code to which any of the
memory areas is allocated. If a  pass-code received from the communication
unit 51 matches  a pass-code to which any specific one of the memory areas 



is allocated, an access to the specific memory area can  be made. Table 3
shown below is a typical configuration  of the lookup table managed by the
pass-code-comparison  unit 54.' Table 3 Pass-codeAllowed memory Allowed
memory end start addressdens Pass-code 1100h180h Pass-code 2300h3AOh
Pass-code 3 With such a configuration, the pass-code-comparison unit 54
compares a pass-code received from the  39 13 October 2005 communication
unit 51 with every pass-code stored in the  lookup table. It is then
possible to make an access to a  memory area of a memory space in the
data-holding unit 52  if the memory area is allocated to a pass-code
obtaining  the match output. SUPPLEMENT  An embodiment of the present
invention has been explained in detail so far. It is obvious, however, that
a person skilled in the art is capable of making a  variety of changes to
the embodiment and designing a  substitute for the embodiment within a
range not  



departing from essentials of the present invention. The embodiment
explained in this specification  implements a portable terminal such as a
PDA and a  portable telephone, which includes an embedded IC card provided
by the present invention. However, the scope of the present invention is
not limited to the embodiment. Also in the case of an IC card used as a
standalone device or in the case of an IC card used as a device embedded in
an apparatus having a different type, the  effects of the present invention
can be demonstrated as  well. . In a. word, the embodiment is no more than
a typical 40 13 October 2005 implementation of the present invention and is
therefore  not to be interpreted as limitations to the present  invention-
That is to say, the scope of the present  invention is defined by claims
appended to this  specification. Industrial Applicability In accordance
with an aspect of the present  invention, it is possible to provide an
excellent pass- code identification device and an excellent pass-code
identification method that are capable of properly  controlling accesses
made by an external apparatus by  collation of pass-codes. 



In accordance with another aspect of the present  invention, it is possible
to provide a pass-code identification device and a pass-code identification
method that are capable of appropriately control-ling  accesses made by an
external apparatus such a reader/writer to an internal memory of the
pass-code  identification device such as. an IC card by collation of
pass-codes. In accordance with a further aspect of the present  invention,
it is to provide a pass-code identification.  device and a pass-code
identification method that allow 41 13 October 2005 to appropriately
determine whether or not access-right control based on a pass-code is
required. 42 13 October 2005 CLAIMS: 1. A pass-code identification device
for controlling accesses made by an external apparatus by  collation of
pass-codes, said pass-code identification  device comprising: a
communication unit for communicating with said  external apparatus; a
data-holding unit for holding data; a pass-code-holding unit for holding a
pass-code; 



a pass-code judgment unit for forming a judgment as  to whether or not an
input pass-code received from said  external apparatus matches said
pass-code held by said  pass-code holding unit; a condition-setting unit
for setting a condition  for forming said judgment on said input pass-code;
and a flow control unit for controlling accesses made  by said external
apparatus to said data-holding unit  through said communication unit in
accordance with said  condition for forming said judgment on said input
pass code, which is a condition set by said condition-setting unit.. 2. A
pass-code identification device according to  claim 1 wherein: said
condition-setting unit determines: whether or 43 13 October 2005 not said
pass-code judgment unit needs to form said  judgment on said input
pass-code; and said flow control unit permits an access made by  said
external apparatus to said data-holding unit through  said communication
unit if said condition-setting unit determines that said pass-code judgment
unit does not  need to form said judgment on said input pass-code. or if
said pass-code judgment unit outputs a judgment result  revealing that said
input pass-code matches said pass- 



code held by said pass-code-holding unit. 3. A pass-code identification
device according to  claim I wherein: if said condition-setting unit
determines that said  pass-code judgment unit does not need to form said
judgment on said input pass-code, said flow control unit.  puts said
data-holding unit in a state of being connected to said communication unit
in order to permit an access  made by said external apparatus to data held
by said data-holding unit; and if said condition-setting unit determines
that said  pass-code judgment unit needs to form said judgment on  said
input pass-code, on the other hand, said flow  control unit puts said
data-holding unit in a state of. being connected to said communication unit
in response to 44 13 October 2005 said pass-code judgment unit's output
judgment result revealing that said input pass-code matches said stored
pass-code in order to permit an access made by said  external apparatus to
data held by said data-holding unit. 4. A pass-code identification device
according to  claim 1 wherein: said condition-setting unit comprising:
first judgment-necessity-holding means for holding  information indicating
whether or not said pass-code  



judgment unit needs to form said judgment on said input  pass-code; second
judgment-necessity-holding means for holding  information indicating
whether or not an input pass-code is required for changing said first
judgment-necessity- holding means from a state of holding information
indicating that said pass-code judgment unit needs to  `form said judgment
on said input pass-code to a state of holding information indicating that
said pass-code  judgment unit does not need to form said judgment on said
input pass-code; and third judgment-necessity-holding means for holding
information indicating whether or not an input pass-code  is. required for
changing said first judgment-necessity- holding means from- a state of
holding information 45 13 October 2005 indicating that said pass-code
judgment unit does not  need to form said judgment on said input pass-code
to a  state of holding information indicating that said pass- code judgment
unit needs to form said judgment on said  input pass-code, said
condition-setting unit sets a condition for forming said judgment on said
input pass-code in accordance with said information held by said first
judgment-necessity-holding means, said information. held  



by said second judgment-necessity-holding means, and said  information held
by said third judgment-necessity-holding  means. 5. A pass-code
identification device according to  claim 1 wherein: said pass-code-holding
unit holds a plurality of  pass-codes; said pass.-code judgment unit forms
a judgment as to  whether or-not an input pass-code received from said
external apparatus through said communication unit  matches each of said
pass-codes held by said pass-code  holding unit; and said flow control unit
permits an access made by  said external apparatus to. said data-holding
unit through said communication unit if said condition-setting unit 46 13
October 2005 determines that said pass-code judgment unit needs to  form
said judgment on said input pass-code and said pass- code judgment unit
outputs a judgment result revealing  that said input pass-code matches all
said pass-codes  held by said pass-code-holding unit. 6. AA pass-code
identification device according to  claim 1 wherein:  said
pass-code-holding unit holds a plurality of  pass-codes each associated
with a memory area in said  



data-holding unit; said pass-code judgment unit forms a judgment as to
whether or not an input pass-code received from said  external apparatus
matches each of said pass-codes held  by said pass-code holding unit; and
said flow control unit permits an access made by  said external apparatus
to a specific memory area of said  :data-holding unit through said
communication unit if said  condition-setting unit determines that said
pass-code judgment unit needs to form said judgment on said input
pass-code and said pass-code judgment unit outputs a  judgment result
revealing that said input pass-code  .matches one of said stored pass-codes
that is associated'  with said specific memory area. 7.. A pass-code
identification method for 47 13 October 2005 controlling accesses made by
an external apparatus to  predetermined data by collation of pass-codes,
said pass- code identification method comprising: a pass-code judgment step
of forming a judgment as  to whether or not an input pass-code received
from said  external apparatus matches a pass-code set for said
predetermined data; a condition-setting step of.setting a condition for
forming said judgment on said input pass-code; and 



a flow control step of. controlling accesses made by  said external
apparatus to said predetermined data in  accordance with said condition for
forming said judgment  on said input pass-code, which is a condition set at
said  condition-setting. step. 8. A pass-code identification method
according to  claim .7 whereby: said, condition-setting step is executed
also to  determine whether or not it is necessary to execute said
pass-code judgment step of forming said judgment on said  input pass-code;
and at said flow control step, an access made by said  external apparatus
to said predetermined data is  permitted if a result of execution of said
condition- setting step indicates that said pass-code judgment step 48 13
October 2005 of forming said judgment on said input pass-code is not
necessary-or if a result of execution of said condition- setting step
indicates that an output result of said judgment formed at said pass-code
judgment step reveals  that said input pass-code matches a pass-code set
for  said predetermined data. 9. A pass-code identification method
according to  claim 7 wherein: said condition-setting step comprises: 



a first judgment-necessity-holding step of managing information indicating
whether or not it is necessary to  execute said pass-code judgment step of
forming said  judgment on said input pass-code; a second
judgment-necessity--holding step of  managing information indicating
whether or not an input pass-code is required for changing information from
a  -value indicating that it is necessary to execute said  pass-code
judgment step of forming said judgment on said  input pass-code to a value
indicating that it is not necessary to execute said pass-code judgment step
of forming said judgment on said input pass--code;. and a 'third
judgment-necessity-holding step of managing  information indicating whether
or not an input pass-code  is required for changing information from a
value 49 13 October 2005 indicating that it is not necessary to execute
said pass- code judgment step of forming said judgment on said input
pass-code to a value indicating that it is necessary to  execute said
pass-code judgment step of forming said  judgment on said input pass-code,
a condition for forming said judgment on said input  pass-code is set in
accordance with said information  managed by said first
judgment-necessity-holding step,- .said information managed by said second
judgment 



necessity-holding step, and said information managed by  said third
judgment-necessity-holding step. 10. A pass-code identification method
according to  claim 7 whereby: a plurality of pass-codes is set for
predetermined  data. to be accessed; at said pass-code judgment step, a
judgment as to  :whether or not an input pass-code received from said
external apparatus matches each of said pass-codes set,  for predetermined.
data is formed and at said flow control step, an access made by said
external apparatus to said predetermined data is  permitted if a result of
execution of said condition- setting step-determines that it is necessary
to execute  said pass-code judgment step of forming said judgment on 50' 13
October 2005 said input pass-code and an output result of said  judgment
formed at said pass-code judgment step reveals  that said input pass-code
matches all said pass-codes set  for predetermined data. 11. A pass-code
identification method. according to claim 7 wherein: a plurality of
pass-codes are set, each being  associated with a memory area; at said
pass-code judgment step, a judgment as to  



whether or not an input pass-code received from said  external apparatus
matches each of said pass-codes each  associated with a memory. area is
formed; and at said flow control step, an access made by said  external
apparatus to a specific memory area is permitted  if a result of execution.
of said condition-setting step  determines that it is necessary to execute
said judgment  on said input pass-code and an output result of said
judgment formed at said pass-code judgment step reveals  that said input.
pass-code matches one of said stored pass-codes that is associated with
said specific memory area. 51 






