
Title: ROOT-CAUSE APPROACH TO PROBLEM DIAGNOSIS IN DATA NETWORKS  Abstract:
A method of monitoring a data network includes storing topology information
that identifies interconnections and  interdependencies among network
components, as well as links between websites and the components. Each
component is also  mapped to relevant protocol layers of a hierarchy of
protocol layers that are ranked according to dependencies among the
protocol  layers in implementing functions. Network test measurements are
also mapped to the appropriate protocol layers. Based upon the  



topology information and the various forms of mapping information, a user
is able to navigate through a web-based user interface  to determine root
causes of network problems. Alternatively, an automated correlation process
may be used to prioritize alerts of  network problems, so that the root
cause can be easily ascertained.  


