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(57) Abstract: A method of monitoring a data network includes storing topology information that identifies interconnections and
interdependencies among network components, as well as links between websites and the components. Each component is also
mapped to relevant protocol layers of a hierarchy of protocol layers that are ranked according to dependencies among the protocol
layers in implementing functions. Network test measurements are also mapped to the appropriate protocol layers. Based upon the
topology information and the various forms of mapping information, a user is able to navigate through a web-based user interface
to determine root causes of network problems. Alternatively, an automated correlation process may be used to prioritize alerts of

network problems, so that the root cause can be easily ascertained.



topol ogy information and the various forns of mapping information,
Is able to navigate through a web-based user

causes of network problenms. Alternatively,

nmay be used to prioriti zeWa(e0R90824 It Adr k

a user
interface to determ ne root

c P <

cause can pbe easil Yy ascertai ned.

Declarations under Rule 4.17:

as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii)) for the following designations AE,
AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, BY, BZ, CA, CH,
CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, ES, FlI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, 1S, JP, KE, KG,
KP. KR, K7, LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, MK,
MN, MW, MX, MZ, NO, NZ, PH, PL, PI, RO, RU, SD, SE,
SG, SI, SK, SL, TJ, TM, TR, TT, TZ, UA, UG, UZ, VN, YU,
ZA, ZW, ARIPO patent (GH, GM, KE, LS, MW, MZ, SD, SL,
SZ, TZ, UG, ZM, ZW), Eurasian patent (AM, AZ, BY, KG,
KZ, MD, RU, TJ, TM), European patent (AT, BE, CH, CY,

DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE,
TR), OAPI patent (BF, BJ, CF, CG, CI, CM, G4, GN, GQ,
GW, ML, MR, NE, SN, TD, TG)

of inventorship (Rule 4.17(iv)) for US only

Published:

with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.



