WD 03/ 085544 PCT/ US03/ 09682 DETECTI NG AN UNAUTHORI ZED STATION I N A

W RELESS LOCAL AREA NETWORK BACKGROUND 1. Field of the Invention [0001]
The presewDosns®m i on generally relates to wirel ess | ocal parasosiedesnr ks.
More particularly, the present invention relates to detecting an

unaut hor i zedDEHCPINGPANR UNA UTHORIZEDAT ATRONTR XOVKRELESSIS60A]L | on of
the Related Art [0002] Conputers have traditionally comrunicated wth each
other through wired |ocal area ARE®WNETWORKs"). However, with the

i ncreased demand for nobile conputers such as | aptops, personal digital
assistants, and the like, wreless |local area networks ("WANs") have
devel oped as a way for conputers BACRGROUNBte with each other through
transm ssigns over _a wreless nediumusing radio signals, infrared
signals, add th&8ldREtheloyepn| n order to promote interoperability of WANs

w th each | L L Ikp@g, | EEE r,d S

devel oped z@bgl T?lg éérgl?ftgp P%%r%]l%gg%aﬁ rrc?uf?%rm%@ﬁ%g.%o%éﬁ%% g’%‘%&fkst ﬁgoﬁeEEE
802. 11 st apefdiculavigsthd psdsgmadventiopreistento desetiag \ah tuRadth&ized atmioh id gr f ace as
an | EEE 802, 'refl L@, while allowing data to be transported over a
wirel ess mEdielfT 1980899 "AMOHough WLANs provide users with increased
nmobility over wired LANs, the security of conmunications over a W.AN can
vary for reasons that are not present in wired LANs. For instance, an
unaut hori zéd st &eserptivamfslcaeléted Ast gnals transmitted over the W.LAN to

obt ai n i nf i-on about the WLAN. This type .of.. ne rk_ intrusjon is
commonl y km)@% gg’ wp %ﬁavcf:}fa\%t}?&f“l\h%ﬁ?wufl ?tegmﬁgh\g%ggs?ug%wg .

enbodi ment 1qkl érb@n&?v@ﬁl@sr(f‘LANé?nM&%Veﬁﬁviﬂﬂﬁiﬁﬁﬁ@édsé@derﬁ&ﬁffo?iho‘bﬂea wirel ess
| ocal area network is detected by receiving a probe request at a detector

in the wi FEPBYETS syelps lapons.hersaprlidigii essistarte apd dhslikeeyirelsss focalrmreanas

transmtte z > twork by.a stati.on. The
recei ved pggtg}éﬁgse We@%’w% |) ?ﬁgélaesdepog’ﬁgﬁéé g@yge TEHE uéeer%(éoc?%’?m’tl%w%&wéﬁ‘m ne if
t he st ati oradhhdbertth@nghtrhheaisditres queod virebgsigtlium using radio signals, infrared

signals, and the like.
[0003] In order to promote interoperability of WLANSs with each other and with wired
LANS, the IEEE 802.11 standard was develbped as an international standard for
WLANS. Generally, the IEEE 802.11 standard was designed to present users with the
same interface as an IEEE 802 wired LAN, while allowing data to be transported over
a wireless medium.
[0004] Although WLANS provide users with increased mobility over wired LANS,
the security of communications over a WLAN can vary for reasons that are not
present in wired LANs. For instance, an unauthorized station can scan for signals
transmitted over the WLAN to obtain information about the WLAN. This type of
network intrusion is commonly known as a “war driving” activity.

| SUMMARY
[0005] In one embodiment of the present invention, an unauthorized station in a
wireless local area network is detected by receiving a probe request at a detector in
the wireless local area network, where the probe request frame was transmitted over
the wireless local area network by a station. The received probe request frame is
analyzed at the detector to determine if the station that transmitted the probe request

frame is an unauthorized station.



frame is an unauthorized station. 1 WO 03/085544 PCT/ US03/ 09682

DESCRI PTI ON OF THE DRAW NG FI GURES [ 0006] The present invention can be best
under st oowOlwg/083sfier ence to the followi ng detail ed descri pCirarsos/edegn in
conjunction with the acconpanying drawing figures, in which |like parts may

be referred to by |ike DESeRaPTION SIOTHEMRAWNGPRSURRSEXENpl ary OSI seven
| ayer nodel QQ& 0008] Fig. 2 shows an exenplary extended service set in a

wirel ess | d8@Qol &F@@re%’ét mmlnl%l"omhwbyst updersiopd by gefesnics tasthe &llmphary | ow

di N i 0010
Chosean exEREEBLANSS AR LA ERaBL A0 el ngtbfths BETESn | Pare,

[0011] Fi gw}ﬁcrshmparmwwamdtprogc;ﬁasmﬁferad@t ecting an unaut hori zed
station and/or_ "war iving" activities; and [0012] Fig. 6 shovvs anot her
exenpl ary ﬂ?Wé@ég olfﬁtﬂ’@‘tsé’@teixﬁlépléw QshsaveBlayeemodelat i on  and/or "war driving

activiti €s 1?‘ %@%IB%@%IGE(;&Q&E}% Qdieq s%ﬁﬂr?é’e%g{ aowﬂélgsy lggal gre;amr e thor ough

understandlng he present tion, escrlp ion sets
fort h nunemetvwork fEWILIAN")det ai | s such as specific confl gurations,

par amet er s, les, and th It shoul d _be recognized, however t hat
such descr M&‘ﬁﬁi :P)g S IR SKHDR ﬁl""é’lgla&r g HysEating,vasipus Fistes of patiens inige
present inygaN:-on, but is intended to provide a better description of the
exenpl ary enbodi ments. [0014] Wth reference to Fig. 1, an exenplary CSl
seven | ayerl0¢dddligi4shomswn exomplely emeplimsetnifs satioabshdiag b prabdetquebt a

net wor ki ng fa}{rzt emdivided into | ayers according to their respective
functionali In particular, the seven |layers include physical |ayer

102 cor r esgoodi] g tDsHo@h ekemPRiPprobeds of ayetinkOh &ﬁﬁﬂl%ﬁewk@at{wl Eﬁlﬁ/dr ayer 2,
network layer 106 corresponding to layer 3, transport |ayer

cor respondl WQY figvingy aetivaties; 3edsi on | ayer 110 correspondi ng to I ayer 5,
presentati %’012‘}*%2 éﬁl%v}é%lgﬁlﬁp%g‘lpﬁ]ﬁybpocess of detecting an unauthorized station

and/or “war driving activities.

DETAILED DESCRIPTION
[0013] In order to provide a more thorough understanding of the present invention,
the following description sets forth numerous specific details, such as specific
configurations, parameters, examples, and the like. It should be recognized, however,
that such description is not intended as a limitation on the scope of the present
invention, but is intended to provide a better description of the exemplary
embodiments.
[0014] With reference to Fig. 1, an exemplary OSI seven layer model is shown, which
represents an abstract model of a networking system divided into layers according to
their respective functionalities. In particular, the seven layers include physical layer
102 corresponding to layer 1, data link layer 104 corresponding to layer 2, network
layer 106 corresponding to layer 3, transport layer 108 corresponding to layer 4,
session layer 110 corresponding to layer 5, presentation layer 112 corresponding to
layer 6, and application layer 114 corresponding to layer 7. Each layer in the OSI
model only interacts directly with the layer immediately above or below it, and
different computers 100 and 116 can communicate directly with each other only at the

physical layer 102. However, different computers 100 and 116 can effectively
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| ayer 6, and application layer 114 corresponding to layer 7. Each layer in
the OSI nodel only interacts directly with the layer imedi ately above or
bel ow it ,wand/ossitf f erent conputers 100 and 116 can conmuniPCAIESOHIIBLL | Y
with each other only at the physical |ayer 102. However, different

conput ers tofnanibaleldl thasinef heetsite] omindNDORICOBD Pof etialplb/I0 3099682
comuni cate at the sane | ayer using common protocols. For exanple, in one

exenpl ary &HEBRIRREHRDOdHARL EERPYIgn 1 W6en commpmesa withicomputsipla &r 116 at
applicatio | ' ' I [ 114 of
conput er %%l%ﬁé%u %r gg‘kﬁ‘j P%?ggét tl)l«gIgllof\ij]vanifletr ﬁ{ﬁta&)?ﬁ‘ggﬁgﬂﬁ l}%e%;ﬁ!rl gg%(ﬁlg%ﬁ%rhysi cal
| ayer 102. 1Tbéhrbuglneachdayer bblew ibentilrthafaint redhéophyBicsi lagdr 102y Ghe Hlgheof
conmputer 116 gnd_ propagated through each |ayer above physical | ayer 102
ant 11 the FAAFENbESaRItieH b PRYRGA IRl ot compter 106 apdiptapasael (s The

| EEE 802. Lhagiafcandyl phydal Blves fod @fiincta. gk ggglriééiiwgwt%%y&ferat es

at the data link |ayer corresponds seven
| ayer nodelcomastedéd®ri bed above. Because | EEE 802. 11 operates at |ayer 2 of

the OSI s I |, layers. 3 a bove can oper gt grding to the
same prot oi%ﬁg] ﬁéiﬁEwﬁ'llléfﬁ\é%@"WF@ Sa]ﬂﬁ%l.arﬁﬁef‘ﬁg&ﬁ%r\&,lﬁl@ykrs 3 and

above can l@geﬂdféa\ﬁ/_ﬁﬂﬁ dafa lidkhBydalouow KicR ebHalpbidd thaRaR oldriRdodpiAeat | ayers 2
and bel ow. Accordingly, layers 3 and above can operate i1dentically in the

| EEE 802 wilavstmodsl, andescribed atome 8Brcanse IRRIARD2. Elippératesral layer2sitke ©Sh be

presented i f regardl ess of .. whet.her a wi,red LAN or
W.AN is us\é‘%\?eg[l%?gioﬁtlw%rsg %I?(gagbcoé’ = eﬁ?co%mg)z%gﬂﬁs PEXPEHSed
servi ce setusatD@ith WHEE 1808 evired L AN AN RaG6McdiaRers 3anihbol EER BBQhawiresdrandar d,

i s depicted having basic service sets ("BSS') 206, 208, and 210. Each BSS
can incl udéheafﬁt‘é{%%éé‘@l%itﬁpsl{“m flatp atlaygr 2 andl helogh Agordinglyslexers 8n 204 i s
a conponent, & : | C E(‘Ea%q% nobi | e,
port abl e, sta’?l?%’r??ra{/i,Oggrﬁﬁ:%?ﬁrg{cﬁ}lig?ﬁgﬁgE%gg§E‘gre}@éf errarel%eoﬁas gﬁ net wor k
adapt er or WikANorHurthetreoreacserscande presentod stithrthe same Bitatdco regdlesedt be a

2 5t ati on 20tERh visATyRe WL RUA S vi cos such as authent cation.
deaut hent i qgd1i6P WitRFdf¥RR6 tod8E 1Y ah ¥xQhpladalxendfdervR€ sbi 209, which forms
a WLAN according to the IEEE 802.11 standard, is depicted having basic service sets
(“BSS”) 206, 208, and 210. Each BSS can include an access point (“AP”) 202 and
stations 204. A station 204 is a component that can be used to connect to the WLAN,

which can be mobile, portable, stationary, and the like, and can be referred to as the
network adapter or network interface card. For instance, a station 204 can be a laptop
computer, a personal digital assistant, and the like. In addition, a station 204 can
support station services such as authentication, deauthentication, privacy, delivery of
data, and the like. ’

[0017] Each station 204 can communicate directly with an AP 202 through an air
link, such as by sending a radio or infrared signal between WLAN transmitters and
receivers. Each AP 202 can support station services, as described above, and can
additionally support distribution services, such as association, disassociation,
distribution, integration, and the like. Accordingly, an AP 202 can communicate
with stations 204 within its BSS 206, 208, and 210, and with other APs 202 through
medium 212, called a distribution system, which forms the backbone of the WLAN.

This distribution system 212 can include both wireless and wired connections.



[00171 Each station 204 can conmmunicate directly with an AP 202 through an
air link, such as by sending a radio or infrared signal between WAN

transm t two93msasd4 r ecei vers. Each AP 202 can support st at iPGA/GSE3/0968ES, as
descri bed above, and can additionally support distribution services, such

as associ afoeus] With assRatedo [Ps. 2 A3t fhdde tHOATenD IS 862 9D stafddgd then | 1 ke.
Accordingly, an AP 202 can conmunicate wth stations 204 withinn its BSS

206, 208, aton 204 nyitiberuthensichied tonmsl ooriatpd wilhran AR A0UM @de;tocal | ed a

di stributi i r th ackbon f the AN, hi s.

di stributi %ﬁ""?y@% ggrgt Q{Q!ngniﬂfghg@u&reg})@t‘ﬁc%ﬁ?g@gg’sg’ltglﬁa% gép ];c[lgn%eacti ons. 3
WO 03/ 08554#4tiBLP0456gHhO 868 ate 1| G003 Ivhéet Statiodl 2046 GBartReriticai8d t2ar@nd 3, under
the current | EEE 802.11 standard, each station 204 nust be aut henti cated

to and assd&Brssp@ateditifh anARB020In Statedy GOP). stitips 28Asamoplyuse alimiteBSS 206,
208, 21 ' i i ion, 204 begi
T stare. 1R8O SiOtoben ilifal G5E SRECHAC e o stndon MARIGISRA 20T TP

with an APaR2ntidate Steat AP 202,3MA)he lteat i on 204 can only use a linmted
nunber of f pes, .such as_frane types that can allow station 204 to

| ocat e and[6@§§ﬂ’[§%‘?ﬁ1@h¥ fugeesaiupp apthonticaing 30Rdo pp e’ 2Q% thegstatipn 204t | on 204
successf ul loy, gaitRentd (AEBs BER? ; i ' 4 can be

el evated to St ate 2 (302), er%%@g&(%ﬁg}]&%ﬁ1{5,2@;&8@&%%@?&3@(1 to and
unassoci at adasapeiptet vathare 200202 in Sta¢ 2 (302),30@)qn 2Matanaise 2 Gidited number a

204 1o assLRAS Wpen R AP Sem el oY Ralioh BBt SeeSidr g aa t hon

successf ul kg2 amdaré Hkes or reassociates 308 with AP 202, then station 204
can be elevated to State 3 (304), where station 204 is authenticated to

and associ 0G0 i statio2 Mothen pypceistitlly agsqedwes) or reasgediatas 20U wsh ARZE, any frame
types to E&m' i t at l,ons . i n,the AN. | f
station 20 recié)?l\?jeog' c‘éﬁh%?gl%se %%glgoastlg%nf@@? f’fvﬁl(? g‘% %tgtﬁor?%@{llstaﬁ%lﬁlaﬁa it8n 204
can be tranad hisociatbdtvitlBARI02. 2o Sfaty 3 (BOMNBERion 204 Shid iseDdhy A0 d Hhpes toecei ves
deaut henticati on.not‘géc tion 312, then station_204 can be transitioned to

State 1. USGRMUHEY 0221epdthes gapens F046indhe BLANo AL gatrpn04
aut hent i cat-&divie® a idab LG 'ﬁ%n g?ﬁﬁ&@i%n Sh TUhERAERMSA cWe EA%HBR Y10 R ate

. i
associ ated with one AP 20 any tine
2. Furthermore, if station 204 then receives deauthentication notification 312, then

station 204 can be transitioned to State 1. Under the IEEE 802.11 standard, a station

204 can be authenticated to different APs 202 simultaneously, but can only be
associated with one AP 202 at any time.

[0021] With reference again to Fig. 2, once a station 204 is authenticated to and
associated with an AP 202, the station 204 can communicate with another station 204
in the WLAN. In particular, a station 204 can send a message having a source
address, a basic service set identification address (“BSSID”), and a destination
address, to its associated AP 202. The AP 202 can then distribute the message to the
station 204 specified as the destination address in the message. This destination
address can specify a station 204 in the same BSS 206, 208, or 210, or in another BSS
206, 208, or 210 that is linked to the AP 202 through distribuﬁon system 212.

[0022] Although Fig. 2 depicts an extended service set 200 having three BSSs 206,
208, and 210, each of which include three stations 204, it should be recognized that an
extended service set ZQO can include any number of BSSs 206, 208, and 210, which

can include any number of stations 204.



[0021] Wth reference again to Fig. 2, once a station 204 is authenticated
to and associated wwth an AP 202, the station 204 can comrunicate with
anot her swetoosss2HD4 in the WLAN. In particular, a statiomCI0%ozessssend a
nmessage having a source address, a basic service set identification

address (" BS¥3P Undennid cAndRstEmRioon stafErEe %@foré 8 statisn 8650 ALsshéP 202.

The AP 202 can then distribute the nessage to the station 204 specified as
t he desti natithom ABdPesHation 204dirptdserdigreAP 2AR s Widsteforendedn Figaddacsertingan

f 208 i t her BSS
206, over 50 b BRERObHTs0 L S8R SRIOR 204 857 eribiniGh Bigb € sd BB <y st om
212. | 0022]40@sl Phﬂugbqli%sgfraﬁie depigtinclate OXiARMEIN &R Ml EsuSRbs £2PicBaui ng

three BSSs 206, 208, and 210, each of which include three stations 204, it
shoul d be i&ab§arNAddrss (R¥ID)esvpportRsratesy anddbe Hke. Ygwnddh2(2msteives any

nunber of e n unber of stations
Doa s Vo BB st At s80d %é‘%g’ém[pggl}%ﬁ%gﬁ?rﬁégr o e es’ 0001
standard, fieher4d2xantindlidavazidds clemenisBelds, atich asnirhéstanp ARactiddntettadit i On 204
first Iocates ﬁP 20 Wth reference to Fig. 4, accordlng to the current

| EEE 802. 1 $aRPHHydn Hn%tﬂ%ﬁ’ §§H)’?Gﬂp%4rﬁ?ea%?ﬂ?lsaa“&rtb%3 ‘?equest frame 400.
Probe requegiaql ' # &S v, u A§, service
set |dent?‘fﬁ?cgt| on ad rdeﬁgga SSI D), ds%%%gfﬁlgﬁhrgtﬁ{e%}t an Zgall&? e. en AP
202 recei ve@'qugrfmJleA&’é&ﬁlegtcaﬁmsm&ehﬁbnmtiortmmdﬁfespmsqoﬁmhe%iémmgﬁe frame
402. Probe request 2 can i.ncl ude, v, us..el enment fields, such as
ti mest anp, ﬂbeég(%‘?‘?s oﬁf“étﬁ?/té(iatmg 85%8‘?1??‘%%/""%1‘%; #@t sléﬁta“@s 1 15¢fpported rate,
channel s, afshth&¥ezddi sktion[28824] 202fis 5h ahéROredQdcdss paﬁht %Héa'ﬂ gtﬁﬁ(’ﬁ &t i on,

meani ng that it is authorized to obtain service from A it can use

t he i nf or mBft AYeiSACHY Breapweplomsevent mthr@zzsed vsdhr ey lmauthoezwswmanof

aut heti cat t..on 20

unaut hor i zlél%g ? gtcﬁgiagh?A%%%E%ﬁgﬁ?yuns at1o Si dﬁ%gga‘glﬁrﬁfé‘sﬁg%l%g t hat
it does noin simpty siefthe inforeaourdditd mxﬁ\pecsue iponbdfaméad2.use, the

unaut hori z;sttat on can . al so associate with AP 202. Alternatively, if

station 204dd8ion3lly,herecsivt 9EproRe Kspense fame %@llﬁfﬁw agupputhenired
i nformati OQtaﬂglg@f Rt ?f R?%Ozg\gﬂi%ﬂ?ﬁayf é\?{ﬁlshef?ﬂ.\s%h %%nlx the

recei pt of e response frane can |n or M an unauthori zed "station of
t he exi stenﬂeruﬁda&ﬁalﬁemamhi.ch may then be published or used in sone

[0025] As noted earlier, obtaining information about AP 202 in this manner is

commonly known as “war driving.” One typical practice of war driving is to use a
laptop or a similar portable device with a wireless network card and an antenna, and
literally drive around to scan for WLAN signals.

[0026] With reference to Fig. 4, in one exemplary embodiment, a detector 404 is
configured to determine whether station 204 is an unauthorized station. More
specifically, detector 404 is configured to detect “war driving” activity from station
204.

[0027] In the present embodiment, detector 404 receives transmissions between AP
202 and station 204. Detector 404 then analyzes the transmissions from station 204
for “war driving” activity.

[0028] With reference to Fig. 5, an exemplary process for detecting an unauthorized
station, and more particularly an unauthorized station engaging in “war driving”
activity is depicted. With reference to Fig. 4, in step 500 (Fig. 5), detector 404
receives probe request frames 400 sent from station 204. In step 502 (Fig. 5), detector
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ot her undesirable manner. [0025] As noted earlier, obtaining information
about AP 202 in this manner is commonly known as "war driving." One

typi cal pweaBiogss4of war driving is to use a |aptop or a PCHUSas/0982t abl e
device with a wireless network card and an antenna, and literally drive

around to si0afhdnOnalebdNheipdstRl requekPRAfts WO far FRfEEENGRs 1t FleGndifativien One
exenpl ary enbodi nent, a detector 404 is configured to determ ne whet her

station 209f{'yandrivingliedbilyz deistep 404 Gfig. Noifé'was dewing? ectivity is deeded.or 404 i s
configured ) .driving" activity fromstation 204. [0027] In
the pr esentdtefeéﬁg)g%?%%%&é%ea&%err%m receives transm ssions between AP 202

and stati ofjo@x® . Wikteftente thHigld)an canapMaesotds fér Eisihs Swangifingm stati on
204 for "war drjving" activié{t{y. [0028] Wth reference to Fig. 5, an
exenpl ary pFoEbsks depictedetVEith referense tadugitd ét stor 600 (igtd)omprohneequeste

particul arl [ ] . j I D" LV ng, macki vity is
Dt ol e O SRR S5 I EOR3GAG i 38D, 95 BB i8S,
recei ves pipotie requpseftmbA8fisexdfiinesien deferainesf Bhaoonl? @S SIDinfHaMIGR02 l(3 Fig.
5), detector 5 3/ 085544 PCT/ US03/ 09682 404 then analyzes the probe
request fr& eng\gﬁ%f norpiherdieldsi dn ster 692éﬁlga§)eaﬁ?r&raélamﬂ%gp@be" war
driving" agtdpéhdc/rarth463, %Rt ' irheat MG cBGE ML LY 1S

det ect ed, dggt ect 5? 404 ’ca.rf;é %?g\%:ggere{%}lgi fé‘rsttajuyﬁggggilté\}élﬁwcrgg‘ke&r%nce to Fig.
6, an exenphtheptigntiones gssooiatideteguestng "war driving” activity is depicted.

Wth refer t.0. Fi 4.  jn.st 600 ig. 6 robe request frame 400

i s exani nez&?j@ 3@#5?%???8"? #OrEI .(ﬁgréo%e ?é#’:%g’inglﬁg{fﬁﬁ%%tﬁ?mpﬁl EpSERR (Fig.

6), probe 60006025 bind 604 EreAniative XASNNROhAHrES Rl Srahde 4i0h ihas only a SSID
information elenent field and no other fields. I'n step 604 (Fig. 6), after

transnitti §tcpRbd to havpprase lmstnSIRomd ady 83 nfamantige elemenheldiandst at i on
o 2L, Sk one s e AL i B T 000
600, 602, atatiohQ84 i detahfinedtatbeve unamaoiird stdtiah apdbendgidatwhr ane 400 is
determ ned to0. hgve.a zero length SSID and only SSID information el enent
field and driving” activity.

[0031] With reference to Fig. 4, the exemplary processes described above for

detecting an unauthorized station and/or “war driving” activity can be performed

using software and/or hardware installed on detector 404. In one embodiment,

detector 404 is a station in a wireless local area network. Additionally, the station can

be mobile, portable, stationary, and the like. For instance, the station can be a laptop

computer, a personal digital assistant, and the like. In addition, the station can be

used by a user as a diagnostic tool, by an administrator as an administrative tool, and

the like, to assess the quality of communications in the WLAN.

[0032] One advantage of the present embodiment includes allowing detector 404 to

passively monitor the WLAN for unauthorized stations and/or “war driving”

activities. By passively monitoring the WLAN in this manner, detector 404 can

detect unauthorized stations and/or “war driving” activities in the WLAN without

burdening AP 202, consuming bandwidth, or interfering with traffic over the WLAN.

[0033] Although the present invention has been described with respect to certain

embodiments, examples, and applications, it will be apparent to those skilled in the art

that various modifications and changes may be made without departing from the

invention.



station 204 (Fig. 4) fails to proceed with authentication or association
requests, then station 204 is determ ned to be an unauthorized station
and/ or enyegBgss4d n "war driving" activity. [0031] Wth refrarsesie®sst o Fig.
4, the exenplary processes described above for detecting an unauthorized
station and/or "war driving" activitgiagyge perfornmed using software

and/ or hardware installed on detector 404. In one enbodi nent, detector 404
is a station in a wireless |local area network. Additionally, the station
can be nobBY¢elaimortabl e, stationary, and the |ike. For instance, the
station can be a laptop conputer, a personal digital assistant, and the
like. In addition, the station can be used by a user as a diagnostic tool,

by an admi ni st r at gkthad ofdetaélifigninsinaathoriged aation iardvird s 1bddk eseametwasgBess t he
quality of comunications in the W.AN. [0032] One advantage of the present
enbodi nent *PHEFEEES al | owi ng detector 404 to passively nonitor the W.AN

for unaut hori zedecat ot 0RmnaRLal AL 0l ddche jn sRL L ETIGS oy PSS vel y

nonitoring the W nner, detector e e(I: unaut hori zed
st ati ons amnetwank, witareidrthe/probé regaest \firatrieds tramsrhitted Weakthevivirblesd locdwregheni ng AP
202, consum n Egndwi dt h%fﬂff?lr interfering with traffic over the W.AN.

[ 0033] AItHSW‘g)ﬁ K@ sftied i nventi on has been described with respect to

certain embodi BRAYSine MATIDERquAD GafRREISRI R B detdctoMid HetbEnidbPBRENt tO

those skilled in the art ~ that various nodifications and changes nay be
made wi t hostatide gt trangnittedihetphebe teguash frama is €1 WRUIBLR8ES4t4orPCT/ US03/ 09682
CLAIMS We claim 1. A nethod of detecting an unauthorized station in a
wirel ess | ocal area network conprising: receiving a probe request frane at

a detector2in thﬂae\fﬁétm&@fscldimqaﬁrﬁhéﬁ@)mﬁﬂﬁﬂ%}r k, wherein the probe request
franme is transmtted over the wireless 1ocal area network by a station;
and anal yzi ng t mecepiipphepeheasquest fpme petijogess peinti 30d det ector to deternine

if the stati O“SE&ﬁﬁg%Po%é?ésbBﬁs% ﬁ‘a{?ﬁe R&?Hﬁe E&Q%eﬁotintf rame i s an unaut hori zed

station.

3. The method of claim 2, wherein the probe request frame has a service set
identification address (“SSID”), and wherein analyzing the probe request frame
comprises:

examining the probe request frame to determine if the length of the SSID is
Zero;

examining the probe request frame to determine if the probe request frame
only has a SSID information element field; and

determining if the station that transmitted the probe request frame fails to

proceed with authentication or authorization in response to the probe response frame.

4. The method of claim 1, wherein analyzing the probe request frame comprises:
determining if the station that transmitted the probe request frame is engaging

in a war driver activity.

5. The method of claim 4, wherein determining if the station is engaging in a war
driver activity comprises:

determining if the probe request frame has a service set identification address
(“‘SSID”) with a length of zero;



2. The nethod of claim1 further conprising: receiving the probe request
frame at an access point; and sending a probe response frane fromthe
access powpto3/0854he net hod of claim 2, wherein the probePCa#qsez09eB2 ane has
a service set identification address ("SSID'), and wherein anal yzing the
probe request f B BninE P i ; ¥ Il réﬁgnj'gﬂﬁﬁ' o]
determne if th(Ea1 Ienlélth O?He?ﬁébeg%}i%@%t?aﬂ%g&%fh%xam nilgg t Eelo%%%g%mﬁ equest
frane to déekmde if the probe request frame only has a SSID information
el enment field; "and deter.mi.ning.if.the stati that transmtt he probe
request frame fgﬂegnlt%ng %@é@’@r\ﬂl?tﬂraﬁﬁﬂ’%ﬂgﬁ%%o%ﬁeqblFSqE{?ﬂ? ﬁ%éﬂi on in
response t grdcbed WithRAtHeRSAABS Br hitBdBzatioft in Td3BorER 1SR Prddk rédpdhdd famiher ei n
anal yzing the probe request frame conprises: determning if the station

t hat transfentdkom amacqsssdisanty equest frame is engaging in a war driver
activity. 5. The nethod of claim4, wherein determning if the station is
engaging in a war driver activity conprises: determning if the probe
request franme hThemetlsdifemisel, widesi td frabd RQuat damsss recei®&d Bhlbww th a

| ength of zero; 7 WO 03/085544 PCT/US03/09682 determning if the probe
request fr 8p¥oskhlayermanO8anesialng or nat i on el ement  fiel d; and determi ni ng
if the station that transmtted the probe request frane fails to proceed
wi th authentication or authorization in response to a probe response frane
sent from dn acdésmatimddf.cléim ITndenst tiedrobbe whjacsniimeihsshe amd tebevet obe

request frame\(:lf..}gl re |vair$18§h vgla%%&at\/\ork | ayer in an OSI nodel. 7. The

A
met hod of BF%SFHE 0 (Hgere request frame is sent and received
according to the | EEE 802.11 standard. 8. The method of claim 1, wherein

the detector is a station in the wirel ess |ocal
The method of claim 1, wherein the detector is a station in the wireless local

area network.

9. A method of detecting an unauthorized station in a wireless local area network
engaging in “war driver” activity, the method comprising:
receiving a probe request frame sent from a station at a detector; and
analyzing the probe request frame at the detector to determine if the station

that sent the probe request frame is an unauthorized station.

10.  The method of claim 9, wherein analyzing the probe request frame comprises:

determining if the probe request frame has a service set identification address
(“SSID”) with a length of zero;

determining if the probe request frame only has a SSID information element
field; and

determining if the station fails to proceed with authentication or authorization

in response to a probe response frame sent from an access point.

11.  The method of claim 10 further comprising:
identifying the station that sent the probe request frame as an unauthorized

station if the probe request frame has a SSID length of zero, the probe request frame



area network. 9. A nethod of detecting an unauthorized station in a
wireless |ocal area network engaging in "war driver" activity, the nmethod
conpri si NyO WBEBWBHYI ng a probe request frane sent from a stPamiusn3/ed6sn
detector; and analyzing the probe request frane at the detector to

determ ne | I 3 r H Sy

unaut hori zggléﬁhgtaﬁ)sﬁ?ﬂ%%@ Erﬁh? ﬁglt?lﬁ%tdﬁ%?e’cl g:&% %%%ﬁ%{o g%gfi)s;vzlﬂg t he
probe, reqaedenticatior oc euthetizgisn in theparsaity prphiefredpoeseplirabe r equest frane has
a service set identification address ("SSID') with a |ength of zero;
determining if the probe request franme only has a SSID i nformati on el enent
field; andidet ermbemhdiBod §f diif BJ RkihePcdidbdsind:0 proceed with authentication
or authorization in response to a probe response frame sent from an access
point. 11. The ndantigingthectagiomtha seuirthéyprobe serestsiame asi aigaging yi fwart he

station that. sent..t.he. probe request. frane unauthorized .station if

t he probe ?%lalgresatcui’lfcglr?eghﬁ'npggb%wgg?%ffaghegiaﬁ a@@%@ﬁpﬁaﬂ&tﬁggr@g&fé@ﬁ frane
8 WO 03/ 085t diGT hasS0SE0PBEAmMaCiBh ¥lehdnt BaRS) HAd thé aafid! 08 tepeegat frame,
and the station fails to proceed with authentication or authorization in,
response t &1t Filgmicatiangs pythorizatian inTesporsadoparrpbriresonse fiame10 f urt her
conprising: identifying the station that sent the probe request frane as
engaging in "war driver" activity if the probe request franme has a SSID

| engt h of 48ro, A hethodatideteetingest unauttorizedsthiyorhmsa wir8edsDotd) hasametwaRk

el ement frane, .and the station fails }ﬂg@gr oceed wth authentication or

aut hori zat ieﬁgﬁgl?gme%ﬁgé‘ert &Cté‘.’lﬁ%}gfem PENFETFIP&me. 13. A nethod of
detecting an unaulcigns 2 prbbe kéfueisehibyPa Wil BShe WACRks RECrOPiARNK

engaging in "war driver" activity, tHe method conprising: receiving a probe
request sent by recesting & probemesphrse/firamed s by ou abceas pantiattiowielesy lecai vi ng a
probe respagnse fra ent an _access. point in the wreless ]ocal area
networ k, wherel ?rggwﬁ?rt%letg%{g{f@g§?qufef’ta¢f§ner 1§ sgtp r?sﬁo?sé’stﬂg?fs@c’{’%reﬂ}@tpr obe
request f faak; agdhd

determining if:
the probe request frame includes a service set identification address
(“SSID”) with a length of zero,
the probe request frame only has a SSID information element field, and
the station that sent the probe request frame fails to proceed with

authentication or authorization in response to the probe response frame.

14. A system of detecting an unauthorized station in a wireless local area network
comprising:
| an access point configured to send a probe response frame in response to a
probe request frame sent from a station; and
a detector configured to:
receive the probe request frame sent from the station, and
analyze the probe request frame to determine if the station is an

unauthorized station.

15. The system of claim 14, wherein the detector is configured to:



determining if. the probe request franme includes a service set
identification address ("SSID') with a |ength of zero, the probe request
frame onlwyolvasss#46SI D i nformati on el enent field, and thePsTatSopomweshat sent
t he probe request franme fails to proceed with authentication or

aut hori zation i of

Get ecting an unant oy PERRhSL REAER AABAS R G4 RPe kst

conpri si ng:sexvicesctidsstifation addmss (JHBEY) thmt enalleagthradlzero; esponse frane in
response to a praobe request frape sent .froma.station; and .a detector
conti gured to: PBRRELCPHEIPaSl Fata LI Pe LRBIOPT SEHASaR S, and
anal yze theyaphSRED iigtefonfd@ngnttiRldah&r M ne if the station is an

unaut hori zed station, 15. The systemof claim 14, wherein the detector is
configured to: dotepming3f thesGuion Fdly tupoBEededh authentisation oheutheridationdguest
frane to d rm 1t robe sy equest frane has a service set

identifi ca?%s rolﬁgaegt rtfées%ropgggijﬁsf%ffaﬁé has a | ength of zero; analyze the
probe request frame to determne if the probe request frame only has a
SSID information elenment field;, and determine if the station fails to
proceed wi tif- autThesystemof gl rl Sawherst thadpigator is copBged sridestifytibe pr obe
response fran -of - | I t relS
configured S?a(rgi%flgé%Pg%(ﬁ%éag{%tg{lbﬁhgggg%%q#\é%ﬁ%#%%g%sﬁgtl?%ﬁPf t he probe
request fr aem, tieprabeIshidst fagelonbf hasa8SID ihfeempti@bdemenpfeshe, indte onl y has
a SSID i nforrr.atiai‘n el erren(; f;_lamii and. the ﬁtati,on_fails to proceed with
aut hent i catiaHAR §Rils40 PRSP With SHeRtcabiop OR a@herdzatiop i Frsponsg 4y REbef r ane. 17.
The syst empgfofdedirdhd 5. Wherein the detector is configured to identify the
station as engaging in a war driver activity if the probe request frane has
a SSID length of zero, the probe request frane only has a SSID information
el enent fr ie}me

' The system of claim 15, wherein the detector is configured to identify the
station as engaging in a war driver activity if the probe request frame has a SSID
length of zero, the probe request frame only has a SSID information element fréme,
and the station fails to proceed with authentication or authorization in response to a

probe response frame.

18.  The system of claim 14, wherein the detector is a station in the wireless local
area network.
19. A computer-readable storage medium containing computer executable code to

detect an unauthorized station in a Wireless local area network by instruction the
computer to operate as follows:
receiving a probe request frame sent from a station at a detector; and
analyzing the probe request frame at the detector to determine if the station is

an unauthorized station.

20.  The computer-readable storage medium of claim 19, wherein analyzing the

probe request frame comprises:

determining if the probe request frame has a service set identification address
(“SSID”) with a length of zero;

10



and the station fails to proceed with authentication or authorization in
response to a probe response frane. 18. The system of claim 14, wherein
t he det ecworo3io8ssa4 station in the wireless |ocal area netWOTRISOI/@6SA
conput er -r eadabl e storage nedi um cont ai ni ng conmput er executable code to
detect an unaut keflARshsirald RObé RqRediiagletndy ARSI BforHRt¥e LKt
instruction the conputeer to operate as follows: receiving a probe request
frame sent fielbanéd station at a detector; and analyzing the probe request

frame at the detector.to determne.if the station is .an unaythorized
station. 20. Thé® Hﬂﬁlﬁﬁ%lfﬂ}eesgﬁb%qgﬂﬁodﬁ%e@a%& Tf?rli‘eé’?l_c%t_foé’i GO n
anal yzi ng tfeespiise iea pRMEeEIpohscfi®n s P Fofs: acd@ds@omitni ng i f the probe
request frane Eas a service set identification address ("SSID') with a
| ength of zero; 10 WD 03/ 085544 PCT/ US03/09682 determining if the probe
request fr 0 SO ' el n Lel d. _and. determ ning
if the st a'? ?gn :jl zgllx Icgl% %%f)?%gg'éla%‘ﬁ%%%‘ﬁﬁ%‘ﬁtf?@g itzgni{lréﬁerézﬁmgis]in%ati on in

response to a prdépeifyies Hensaiohras ak ufithorfiZed¥afion ACBE pfobRebdifest Zdme fdre
conput er -readabl e storage nedi um of claim2Q further conpri si

i denti fyi ng YR leneth phrrrathe Arobs Aedussh framgiondy has »aSIH infﬁ@le}sioaggémmuest
frame has Shi ﬂth@ eg&it;n ¢fi1s46 gpoce&mitﬁraﬂﬁl%mg%gpg%{r a&th&%fag %égﬁéﬂs@ SSI D

i nformati on el énen rane, and the station 0 procee

aut hent i cato eprabe respphserfraa¢.i on in response to a probe response frame. 22.
The conput er-readabl e storage nmedi um of claim 20 further conprising:
identifying the station as engaging in "war driver" activity if the probe
request  fname hag cdmpeRrdRANNIERiREgeARERUmIdTelaRh 2BFuAEG Wotpriking™® only has
a SSID information element frame, and the station fails to proceed with
aut henti cati on ddenéifitipgthestationrs engagingsipoinse driver] aptiaheif thegpobseeqhesane. 11

frame has a SSID length of zero, the probe request frame only has a SSID information
element frame, and the station fails to proceed with authentication or authorization in

response to a probe response frame.
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