SYSTEMS, METHODS, AND PROGRAM APPLI CATI ONS FOR SELECTI VELY RESTRI CTI NG THE
PLACESHI FTI NG OF COPY PROTECTED DI G TAL MEDI A CONTENT PRI ORI TY CLAI M [0001]
Thi s applwoabiign9skai ns priority to Foreign Applicati onPRO/US2ABRA4EHE/ 2009
filed in India on August 13, 2009. This application also clains priority to
U.S. Non-Provisional Patent Application No. 12/623,955 filed on Novenber

23, 2009. TECHNI CAL FI ELD [0002] The present disclosure relates generally
to systens, nethods, and program applications for selectively restricting
the placeshifting of copy protected digital nedia content.

SYSTEMS, METHODS, AND PROGRAM APPLICATIONS FOR SELECTIVELY
RESTRICTING THE PLACESHIFTING OF COPY PROTECTED DIGITAL MEDIA
CONTENT

PRIORITY CLAIM
[0001] This application claims priority to Foreign Application No. 1922/CHE/2009 filed in
India on August 13, 2009. This application also claims priority to U.S. Non-Provisional Patent
Application No. 12/623,955 filed on November 23, 2009.

TECHNICAL FIELD
[0002] The present disclosure relates generally to systems, methods, and program

applications for selectively restricting the placeshifting of copy protected digital media content.

BACKGROUND
[0003] In the past, consumers generally viewed television programming and other streaming
media content as it was received from a network, broadcast, cable, or satellite source. As
analog and digital recording devices (e.g., video cassette recorders, as well as digital/personal
video recorders) became more prevalent, consumers were increasingly able to temporally shift
their media viewing to more convenient viewing times.  More recently, the ability to
“placeshift” media viewing from one location to another has become more widespread. For
example, SLING MEDIA of Foster City, California, currently markets placeshifting products
under the trademark SLINGBOX that enable consumers to remotely view on a display device,
such as a laptop computer, desktop computer, or mobile phone, television programming

provided from a receiver residing in a different physical location than does the display device.

[0004] At present, digital media content is primarily placeshifted from a receiver or recorder
over a digital network to a personal computer, wireless phone, or other portable device.
However, consumers are becoming increasingly interested in non-traditional sources of digital
media content typically viewed on a computer display, such as streaming video received via the
Internet or other network. In addition, many consumers now possess video cameras or other

equipment for generating their own content. Much of this content is in digital format that is
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Whether the media player application is accessing copy protected digital media content; and, if
the media player application is not accessing copy protected digital media content, converting
the captured digital media content to a media stream and transmitting the media stream over a

network for presentation on a remote display.

[0007] Embodiments of a computer-readable medium are further provided that includes
instructions stored thercon executable by a computer system to transmit digital media content
over a network to a remote display. In one embodiment, the instructions includes a
placeshifting program application adapted to perform steps of capturing digital media content
rendered on a local display associated with the computer system by a media player application

executed by the computer system, converting the captured digital media content to a media
2



[ 0006] Enmbodi nents of a nethod executable by a conputer system are

provi ded. In one enbodi nent, a nethod includes the steps of capturing
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Various additional enbodi ments, aspects, and other features of the present

I nventi Pébodf © VISR 6L LRRGdaD elqg&ﬁmgﬁtg,azisbecgglaﬁwother features of the present invention

are described in more detail below.

BRIEF DESCRIPTION OF THE DRAWING FIGURES
[0010] Exemplary embodiments will hereinafter be described in conjunction with the

following Drawing Figures, wherein like numerals denote like elements, and:

[0011] FIG. 1 is a block diagram of a generalized placeshifting system in accordance with an

exemplary embodiment;

[0012] FIG. 2 is a block diagram of the exemplary computer system included within
placeshifting system illustrated in FIG. 1;
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[0013] FIG 3 is a flowhart illustrating an exenplary process that nay be
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per for uring the exenplary proce lustrated 1 n Fl eterm ne
whet her F&Gnkedi a pl ayer application is accessing a digital nedia file

contai ning DRM protected content; [0015] FIG 5 is a flowhart illustrating
a second exenplary sub-process that can be perforned during the exenplary
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application is accessing a digital versatile disc file structure including
copy pr Svapg dhe agiquﬁl%_tpf Phegsss IHBYTaEs st in EHa 3 to determine whether a media player

application is accessing a digital media file containing DRM-protected content;

[0015] FIG. 5 is a flowchart illustrating a second exemplary sub-process that can be
performed during the exemplary process illustrated in FIG. 3 to determine whether a media
player application is accessing a digital versatile disc file structure including copy protected

digital media content; and

[0016] FIG. 6 is a flowchart illustrating an exemplary heuristic technique that can be
performed during the exemplary process illustrated in FIG. 3 to yield a narrow list of currently-
executed processes that can be evaluated with greater efficiency to determine whether a media

player application is currently accessing copy protected media content.

DETAILED DESCRIPTION
[0017] The following Detailed Description is merely exemplary in nature and is not intended
to limit the invention or the application and uses of the invention. Furthermore, there is no
intention to be bound by any theory presented in the preceding Background or the following

Detailed Description.

[0018] FIG. 1 illustrates a digital media (DM) placeshifting system 10 including a personal
computer system 12 in accordance with an exemplary embodiment. In addition to computer
system 12, DM placeshifting system 10 includes a digital media playback receiver 14 (also
referred to as a “media catcher” in certain contexts) having a display 18 associated thercwith.
Display 18 is remotely located from computer system 12; e.g., display 18 and computer system
12 may reside in different rooms of a single structure, such as a user’s home or office, or within

separate buildings. For this reason, display 18 may be referred to as “remotely-located display
4
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be integrated within conputer system 12 as, for exanple, the screen of a

| aptop conputer. Alternatively, as indicated in FIG 2, local display 40
may assume the formof a nonitor or other freestanding i nage generating
deV|ce connected to dlsplay |nterface 32 of ~conput er systen112 ut|I|Z|ng a

e ~NNs oA ~ i S o o o o,



QUI CKTI ME, W NDOAS MEDI A, and/or the like) suitable for transm ssion over
digital network 16. Network interface 34 can operate utilizing any

i mpl ementw0i2on/mps9pr ot ocol s or other features to suppor PChivSdindes67ona
comuni cation over digital network 16. In various enbodi nents, network
interface 34 supports conventional LAN, WAN, or other protocols (e.g., the
TCP/ 1P or UDP/IP suite of protocols widely used on the Internet). In such
cases, network interface 34 can interface with network 16 utilizing any
sort of LAN adapter hardware, such as a conventional network interface card
provi ded within conputer system 12 (not shown). [0025] Controller 28 is
furt her (4Bt alRigigl ynedin plagback gegeivrinkdeman comprits ynvefldieneanfignwgd e irendss

col | ect iyl ofont FERAREY ¥ cbplibiSysohn 19BMALNOROGMILY 18Y RUERIdViclbyde a
central processing unit regi stgr, a2 ‘nunber of tenporary storage areas, and
a nunbeincfdepentiane hinitstior, age sarteals poridbim py nd86-podablalgseeralnodnyuigerosysteor, nor e

mass storage,devj ces, such net.ic hard djsk drive ti.cal hard disk
r s ves, Prrah iRthE B R A Rat s RBRGR e R e e ) PR B gi £
medi a CORé.eWhdnOssssiidg abel €stin pf ayhadloenddvaeabladbmR| rayeivid 141 willC@miradily
enbodi nents, nenory 36 may include a freestandi ng mass storage device, such
as an exidrdsaoftargerditgevale papablecfpreining and deredingrmadias stessms 2ndirevidingg a
uni ver sal &ebhdhg Diaso GAPbEaRo AltP&TsiGARNE ¢LiBbte CABS- 18ASInWhdnly B ousad! ¥
appreci ated, selected prograns (e.g., nedia player application 48 and/or

pl aceshidigiiahgqedppblagack aeccb@r ddsway bedivisedsow)npoainide ngoypced! pbysmebonmpt 56 as
needed pri.or to executi by, controll.er 28 to,facil.itate ogessi-ng.,  0026]
As. showhct resried- BRol ey R0ty R peied s dBlihe 3 PABRGRCRRIME 4 o an
opti cal SethialydmpidyBackSrecédpdri magdibs edohdec BBuics camynaddy tzeivedpabd ecnddte

readi ng a conventi na’ I%r-for_matted high density optical disc, such as

opti cal COFER aggeng lustrateds FEG. 113426 pr ef erred group of enbodi ment s,
optical disc drive 38 is conpatible with optical discs formatted in
accordance with digital versatile disc (DVD) standards and can access DVD
file sti28lLr &3Gs? oy eblockharagom ilnstrpting @ agmberiof hardgarg corppanicta landilegicadir i ve
38 can | t,0. - ter . r ivel ~cal  dj drive
38 oan Soms Sl Hla R BATRY Gl BYRHER el 12T NELINE en BRIC T ehRfonycr

| ocal | y sgsemdQtiadutles € oomptiller 28yshiemid 2perh@QRY Loupled toguep étatfacer0 and a

control l.er 28 nerally directs_the other hardware .c onent.s. of conputer
system fizplay Rl '1‘°8r321 tHE ‘PEFﬁ%f‘? %‘L? a&éQEYIF%%‘!%?F%?Waﬁ]g?f?)wecql‘ﬁm% At H%@ar d,
contr ol I a 8&r Ghe nehedRs@med Solotval@r METRRE 30%yill BenModlahclude a keypad

m croprocessors, mcrocontrollers, digital signal processors, progranmed
arrays, (agd 20RNEEREY drrgheaid)c e 6h &aesls orh 6WiOT Actigre steh as Gomoned | teackbedl, may

i ncl ude : : f. i £ ey r
desi gneé&{cgﬁﬁﬁ) ;ﬁ%gto £ hle}ltl\gg)réflgﬂgb %@%ﬁolage%%%\g%gssg{% givrlis,’ &?ﬁag Sﬁg{e?ﬂgﬁg, and
cont r ol cdmbiphagn ftheredfi ewigbbbe $ar iphedline rappropribtelyrfanyatedtb ddplagnsignale ditnn ol | er

12 o aSOHGHL A8 04, PoUG P Do O b S5eT Py o BIEL B

har dwar @erig@letbeginhtss yxhedkpldy 46 manbexhaitsted Wathin sémplteiOpBicat 1DGs SPSt ens
suitable for use as operating system 44 includes various versions of the
W NDOWS coHeRl gt thagrresp @ dapten cammibire AltcapiivHie avindigdeskin Fégr pdewat isplap o
Redmond WS iniOhE Fornt DY o hiNP0r QRh ek Qh SR emtingbde@icé B cRtAYgDer
of open source and proprietary sources; an he “MRCOS oper at i ng system
avai | abldepfay antetfive 32ph cem@Bgrepysam Rutdizingapent éntional Cahnccor natde. Any nunber
of alternate enbodi nents based upon other operating systens and computi ng
platforns could also readily be created and utilized as operating system
c\fﬁ: LO 0 2@]2_450 I@}Eﬁiﬂfr@lﬂerSZBS Isﬁtmol Ber&[%hﬁéodphMI tacke Setdorik m}&face f34s @mvdhc@rbEs,

ich provide features that assist in the execution of prograns on conputer
syst em P%lﬁﬂ%qdngatﬁﬁ%iﬁﬁeaha%f “’(‘J‘B’éfF‘étol"’?Fga§9§¥%°&H9HSS%WP%85-&6HWQY%%6
i ncor por@lsgshel M PICP gzr (2] iﬁgnét%l;kem&lﬂlc@wﬁﬁ? iR (BREGUE 6o bV &nSerting
associated wth the hardware conponents included within conputer system 12
and desdrgitebdneovaonteger(vigc esidd@aydiy dat@l ide abpacketzed oferwetr y¢-.eesMPEGeh as
t he JAVA or ACTI VE-X products available from Sun M crosystens and the
M crosoft Corporation, respectively. Qyher services may include graphics or
ot her input/output related features, such as the DI RECTX/ DI RECT3D or
W NDOWS MEDI A PLAYER application programmng interface available fromthe
M crosoft Corporation, the Open G aphics Library (Open@G) product avail able
from nunmerous sources, the graphics device interface (GDI) product
avai l abl e as part of the Mcrosoft WNDOAS operating systens, and the Intel
Integrated Performance Primtives (IPP) library, to list but a few.



[ 0029] Conputer system 12 furthers include a placeshifting application 50
execut abl e by controller 28. Placeshifting application 50 is any

appl i cat iwo 2bhAt9Processes user inputs and/ or nedi a conPEmUS2OI0AME7IBNNES
to produce the nedia stream provided to digital nedia playback receiver 14
(FIG 1). In various enbodi nents, placeshifting application 50 is a
conventional software application or applet that resides in nmenory 36 on
conput er system 12 and that provides sonme or all of the various features
descri befUI0KTEME, WINDOWES INIBDBIEs @ r 08 JikePlsuit®S ForarfRAfidsn Ser digital
application 48 is initially executed at systemstart-up and remains in
syst em gtk lﬁuerﬁ‘dO@fp’é‘Fea A A4 shn 9peptenytlizingoanyanlgmetEiongfi fotgeele 95 t o
medi a copfeRlyméds 1 %11%91]%& At %orﬁﬁlﬁnﬁétﬁﬁlu&?‘eracﬁ ifhl RERE 187 B Pfilous
enhancenment to a conventional web browser program~or as any other sort of
appl i catimbndimgps| ettwoikbpedhce .%tmhup@is @mng¢rionalHAN | WAN, As othict probeolds.gr i bed

and ¢ aft T PAP 5t WESAEE IR of bR BT s o e cuf UER Fepie Ty

over netimerfice B4. caﬁ\snta@dce%mh&v\eorktﬂaam\mﬁhga@ k6@ aNLABYadaptef Rirdwhilcedich As
accordance wi th W NDONS ME | CKTI ME, ~and/ or MPEG st andar ds, al though
any ot hércogYeaHa%?flaeWPﬂwéﬁﬁfaF%eaé 9r0rveﬂeﬁfa¥1fheb%ﬂn&p%f‘é SegEm VAl Mithg"ised. In

certain enbodi nents, placeshifting application 50 is configured to encode a
portion of a screen display bitmap into a streamng format that can be
transmi 19024] owﬁ?omtrellarem ds derthies opargedymoeeplédiltd ya hembor iOﬁ m@n@rundtinomtsvw th

FIG 3. To 0 S these var LS s appl i ti Sui
i nterop 1rde tZf(s:e%vm tlV?‘l‘fer ap M |18r¥tsléan)d 1¥I IBE rée\b?W% glca ymc g u}séFrhtral
oper at i pghceystifgennid degadet! arnudebey o€ edmpary[ Q613G albgcmdhd hﬁmb@ (&fppdrm@ﬁéﬂt on 50
may obtain the nedja cog%ent ut|I| ed to produce a nedia streamin any

SUL t abl SRS ABAS| MeURFY S8GMCHHSIaFHEREne, o OTE B8R oA Qs Welt FoRAEEHC

conmuni afdedsMMitives2oprRE] Rarl! @KEdrivRRPHdsE &hdriity 4BivEdahd HRCRIY 65 waid 4 gRder s
audi o, visual, and/or other nmedia content. For exanple, as indicated in

FIG 2 aayssiorendidital medigexontsphFircabiesmengplermck cmelosaly fligelay ddi & certeient

obt ai ne ngi.bl . 38,
di gi tal grﬁfgé@gl e#nf%I lglgll%s or e% ﬁnl{cﬁld% anflra%llr%}(ﬂé% n{agﬁsgflgg 8%23 él%%:c(})l enteq% l?‘/a:f:ver ed
over di @hﬂd&llsd’ld}ﬁmb@plfﬁi mnd)rﬂpelmlsyﬂetnvlimnﬂetngm lnivers@rstagdebu3 4ablésor with ek

readily be a at ed, a player a i.cation 48 na an onventi onal
rodi o SERyErOR AP eat ol by SBIEY SPrEPRisiin ORol ReerabpIE aaTeRe UOBLT ot ad
with an)ip]ﬁﬁfaﬁorpfm REQYE Slac AR PG REPp LIBRHOT0 dREBdMRIow)taBMR @HRUR0 &emory
enbodi nents, nedia play application 48 is a version of the well-known

W NDOWS SHEDRFRdR piysRo siesy wyhiembyreensrotemmtele dralitlp pavariinghl e from M crosof t
Corporation. [0031] FIG 3 is a flowhart illustrating an exenplary

pl aceshifting process 60 that may be carried out by conputer system 12
(FIG 2)002ahd PsspshoWﬁiircE]Gﬁ bgntm];imtft&)cbahlefurtl?eﬁ% bdupém@vdl%eowkeeldutahomi@ﬂ disc

gllgfeshldf E/cle gg 6t%%wa 1sc 8{}%5 98 1st gnysgév%:et (I:a\f)eblg Qi?nrg Ztl cgrlnglnttlc?'rlall grlrr?attgg ntent
high density optical disc, such as optical disc 38 shown in FIG. 2. 1In a preferred group of
embodiments, optical disc drive 38 is compatible with optical discs formatted in accordance
with digital versatile disc (DVD) standards and can access DVD file structures stored thercon.
As indicated in FIG. 2, optical disc drive 38 can be internal to computer system 12.

Alternatively, optical disc drive 38 can comprise a freestanding DVD player or other dedicated

media player locally connected to computer system 12.

[0027] During operation, controller 28 generally directs the other hardware components of

computer system 12 to perform the functions described herein below. In this regard, controller

8



digital network 16 (FIG 1) and to renote display 18 (FIG 1), as well as
to selectively restrict the transm ssion of copy protected digital nedia
content owenondlwek 16. To commence process 60 (FIG 3pcTaseamwohdees 28
first establishes a network connection with digital nedia playback receiver
14 utilizing network interface 34. Media player application 48 can identify
digital nedia playback receiver 14 through an internedi ati ng network host
and information fromdigital media playback receiver 14 regardi ng an

encodi n@8fdaaNBelidd enyABEBlc PIHIRG JTARARRILEN fiGaMosdRTeaMRSdNroIRrQhlig@taned.
In many enbodi ments, the initially-received frame rate will remain

rel ati velgpalcBipsessprs. PracsuyResliareye adr etheroptardard rempaegnds &ppwarp B ent.

t hough i bit r r ion
ot abl i S sar Aoy B RIeANpadl iy ORY AHELE o [kaHALY rl <R OREEL Ver
14 can ldesigstlatol ¢agtyeduti the amyionanmeérodanglocass deskar cldevdaions,t indaenntiobdivplay
e.g., cqnventignal, TGP/ I.P oy UDP/|P.canstruct an,be . | oyed to establish
o 2t eanhOthy ArREETLI TR oS R ekr TR 2R el Rerie o Ponsag
After esisdhidgliurige apaaivhestidogipulRe byWean 12 edTidisethe SYEAL@Pradgramb dxebiughg ah
medi a pl ayback receiver 14 (STEP 62, FIG 3), control]|er 28 next identifies
the nmedP¥ieblgdatacess B wrdeasHrstsy of Sigm d4, 4men-cahausiiye Hstpfemeratiag
group of, &IROM|IBRL Sy u&GOR SREERE 98t IRt h&SyA{dEs FBdiods 6P HEWINDDWSE
placesh|¥ted based upon user 1nput received via user interface 30 of

conput eopgysne systoms Ayadabdpdiini i the eMagrpiod, Cooprratiinl ef R8lmmayl, Mesbingeonuser

i nput d i er interface 30 .4ndicating that content displayed.in a
par t1 cut N AR nel e s R5Rs ARl BB RplRhof RS Mot 2R IHGHiesy oy
receive sgl&ee_t’s; iralr_[tpﬁhé M@EOgm@eﬂaﬁg% By P a\mﬂlableffroﬁ_l :chemgxpw CepgratiomoNEGpedtiRcr een
contained within a web browser) to pe placeshifted: e.g., in certain
enbodi rré?ﬁ%lg,rmeorrw BFmEVs(tfearﬁei@terrﬁ%?E@ﬁ‘élﬁlPté%&S‘igs‘é?}ont Shr RFFAUing sy tiaMy dhdr or
ot her WicpepWiRHIAFARE L&A alls 8adiIPbEELACE afll &ﬂiz@&@yoﬁ!ﬁatﬁllésszﬁ%;la. to allow
the contents of that wi ndow to be placeshifted. Draw ng the w ndow or

ot herw se delineating a portion of the display allows the correspondi ng
portion i I i LI hi er

i nfor mg%gyaﬁﬁ}pﬂfe}gg{/%%%? %n rg{eo :1 dés \%‘m%ﬁ@%\%\g é:fgsg“/g%s %E’?&?lgféh%?dﬁq%ﬁtﬁ{eger
enbodi meni assidt e theediceautoanif endgrims be cphaatesbyistched2 daynd epaatioanat dpealkihy
identified by co trollgr 28; e.%., if%ﬁ.user i S viemﬁn% a Efown mebg?ge,
cont r ol FEECBE4ayerBicct 30 fayube FCPBOMSL Bh PPEratng, sYstm A4 G1ndion deto pRgel
associ alggdenMakdbe DR Fith TRYBbMIwHtd omeh@Gashiddt wWitBint &npuldradyBeeyr 19fand he
wi ndow or the display. [0033] Controller 28 of conputer system 12 next

capt ur esletchibed ghonvei Ppaipoy it maz inghedgi asteastipe pervices, Bechpis deebhY Ate h{IBYEP 66,
FIG 3). i i i i , v y
(o) VAo bl EolE S MR ALy 3 3, SAPLYELIRAMA, dRDIRIBLY
(e.g., 30Bhdrr somesdss empnoiclode sgraphicsone ogieb adputentput akatedutphtuotshencterb odle nent s

may utily Y, anmpl i t LN wvarLgus odi nents, .the frequency
o i BB R ARy RS s bR SR e FeRg RBpaRige Gyertce
capabi | iatdiRslcofroR eebRG oI Cokiatibh, Ak dpeerGiapigies dirafd (GIHRBLY Zprodst not ed
above, the size and | ocation of the captured region of the video display
may be r¥dilshlel o numetogaturesst thy sphics daviedintaifagn (ORReduct prilablg sp pait he
size o ok gl (iRhoRh WIIFORIoLtafidl QUelRY ofiNARYAnfl T RO PRlbRAHET
session in response to changes Iin paraneters relating to nedia content 52,

t o r enoPendiiep|(EP) liBraryt, do hetwoz fewl6, or in the digital nedia playback
receiver 14. Black (or other) padding data may be provided, if needed, to
fill in the imagery transmtted and displayed. [0034] Next, during STEP 68
(FI G 3)0029he Coapputsi efisteingi 2 @lrtherdinaludent plateshitinegsdieaticr SOteRedunibke by
converted into_a nedia stream |n various enbodi nents, raw video framnes
capt ur eqoRtrdlst %-dglﬁ@rﬁﬂ%j appligatihvbStaBY PPN EBAHVENSESEAET BIPE FeBdOF

sim |l ar fQlan@htds irfarf MRS &L Frodbdc ORI i VideR FroviRs tosd-f%irta@%e%ie{ Phyback
transm ssion and/or routing on digital network 16. Such Tormats can

i ncl ude redsiver &4 ¢Flkotl) | ilpiverebst ambodimdOAB 4vEDI fAnPlapYERtié Ahat & cQUIcaKTal/E
format, MPEG format, and the |ike. For exanple, a nedia encoder nodul e
associated with placeshifting applicatgon 50 can perform

encodi ng/transcoding on the captured franmes to create the nedia streamin
the desired format. Conpression, encryption, and/or other processing can
al so be applied. If desired, audio data may be captured in addition to

vi deo content during STEP 68 (FIG 3). Audio data can be captured by, for
exanpl e, creating an audi o device driver as part of placeshifting
application 50 (FIGs. 1 and 2). Video, audio, and/or any other streans
(e.g., control streans) can then be conbined in any manner and transmtted

» A~ - A N p— N T T T



[0036] If determ ning that nedia player application 48 is not accessing
copy protected digital nedia content during STEP 74 (FIG 3), controller 28
returns twoMHR1®2(FI G 3) and the above-descri bed pl a®eshiskeoigieps ocess
is repeated. In this manner, controller 27 continually provides
uninterrupted streamng nmedia to digital nedia playback receiver 14 for

pl ayback on renote display 18 if copy protected digital nedia content is
not being accessed. However, if media player application 48 is accessing a
copy pr QéfeirehpgligitoalorpPicd te@ntelds inShERok436 bhG@ondluter GQEMO1T 8Ad 2t
advances to STEP 76 £FIG. 3) and bl ocks transm ssion of the nedia stream
and, t h@ridss some puglbpd the Veripusiicates deopybadrhstaret Bibomsdmalcgsataipns, aHgpst

exanpl e lLer: hal 1. Y y i uring
P R R e L g R e
st r eam sneoivry dating bpkeatiaont gntem 2 gt facllityge egehbentsy ®ptda dbstiphtal2. 10thebut

t he rendg&e& video is sufficieptly b“grregkor otpermﬁse npdiIiegl;rom
convent FBRAMMMEIPRG SRR uR B Yt By CORSAAG™ P SPTEMIGt g Orowser
enbodi mprdgsanheragianly 606t {00l dfRppREtidal Hplet, vdfecheddary amtEsh e fikay Ak will be
application 48 is accessin cog%@protected digital nmedia content prior to

comencidat§ribed wars HEY S¢lowndlagrsiitting aprbeAtian S8 it dne to(@pyre. engpderARd diAEnY s
wher ei n,§IER s#éarh & @gﬁﬁfl%éﬁ%lwa&f ReaVEA47®1G6 N 09915r§:it\p(l>r¥ ﬁ@eng [ted hEbye, 66

and 68), controller 28 can prevent the transm ssion of e nedia streamif
it is déeyidineldcanhatay nedioamptcadyioracagdbiceavitio WV IND QW Saiddd 4i Y IESIYME,

prot ected,di gi medi a,cont.ent, during STEP.74. Thus,.as utilized hetein,
Phe. tor dol Subft MEALAGEONER B S Rngdid, an oy brmab SRuRTRE The
t ransm sguioslctify @cdreli @rtaihearbodimaits, pRsdshftfng ptiosvarsods cordiguivd!td cadde
preventing the éransnission of a nedia streamif streaninq has. not xgt
comenc@d°r{P0a7T SPChAEPEY S8 1Bioot RIS AAEHT St SN SF MR INED i §¢r eam
cont r ol h@yia28 JERAe@URRe Pl UA IiCQRRYunRAAT ®R&h IFRG. Al €5 lacdoPnpliSh WHeSPdrlotis
expressed on renote display 18 during STEP 76 (FIG 3). The visual cogy

pr ot ect itasks. aipphiatige d8rsatteldy byteroperaics Wity other cationgl ené deagney ehmistendil 2 pl ay

19 prefer.abl I I eam ng has been bl ocked due to the
detecti g%ﬁg]p}f%rg?é% %Irs%&e‘%{%g/oxé i%e%{ﬁr‘r ently accessed by nedi a pl ayer
application 48. In one enbodiment, controller 28 transmts a signal to

di gi tal | a _pl ayback receiver 14 t enerate on remgte display 19
predeter[‘m%mad P@%cs ing Ay tcae?ﬁ%alav SDBRBF cdirpogBERad BBt et ne
cont ent s@fant N8 ¥iySUaltatd GhdnnbS PIOGHESE BtbSAMRHEE DHla2Yshif@iRY lappAbdiochhsn
transmitted to digital media playback receiver 14 for presentation on

renot e @p@plugigates withe medigiplayqriapplicetipifthatiige¢ivry a8t Emdyis audignyipwil) aad/opg
transm i.q] - 8- D r» atBer, t sage
R G N gt S o
cur r ent lageesctidss eddrapytept abteiotd ometdngble Thalid 6xd., PV Es4eacid bynsptidat dc over

network ,16 ring STEP 76 can i.ncl.ude a nessage, simlar t .follow ng:
B AYBAGE ST RO e M P B BROERIFER confer b R e
PLEASE REMaMstworlkl 16028 iré@bicd &iaSioik bR linteifsdsadd. copyillpealisWeiappreabRdi medn al so

be generated on | ocal di SB| ay 40 during STEP 76. STEPS 74 and 76 of process
60 are PHYA phestoadts Haybe ahy Fenyantiqngbprediatnlayer epnlisatinn apnioredf Rivgn ofedi a

pl ayer i ; : i Y. qed digi di a
Cont ent CLB oo e e B B iR (BTG o BERe 3B %
whi ch casbodiorntsomedin P28 aplicativs 480is STERIGE ofithd wdilekipivac WINDOWHMBPbtess
is resu 038] FlI 4 is a flowhart. illustrating a.first exenplary
sub- pr koY P oRER i wepufily MR, M At coss 5o (Rl G 3
to determ ne whether nedia player application 48 is accessing a digital
media file containing DRM protected content. In this exanple, services 46
of conpl®ll sydPemisd ﬂoweh%éfuaﬁata@pw %Xgmpi?ﬁy BrsghEHS ﬁ@cmt@@afc@ax kP )
associ algdiciM duf tyedinghullra¥Slen@ PP (FRAL 2004 8plERGly B SOMFHe: QQd(ﬁlrfngttﬁéf ace
provi ded by operating system 44 to support Por sefvices requested by

conput ecxgubon afrplasgddiung dpplicatomddt &r sdgesvely trampmitDligital gneédia ccpatentSTEP 82
of sub-process 80 (FIG 4), controller 28 queries the APl associated with
nmedi a pl ayer application 48 to determimge whether a particular digital nedia
file contains DRM protected content. In one specific inplenmentation wherein
medi a pl ayer application 48 is a WNDOAS MEDI A PLAYER applicati on,
controller 28 submts the appropriate query (e.g., the

"WM sCont ent Protected” function) to the MEDI A PLAYER APl to determ ne

whet her digital nedia file contains DRM protected content. Controller 28
then receives a response fromthe nedia player APl and proceeds accordingly
(STEP 84, FIG 4). That is, if the nedia player APl indicates that the

L <A A o, M. . " ~ N o



[0039] FIG 5 is a flowhart illustrating a second exenplary sub-process 90

that can be perfornmed during STEP 74 of process 60 (FIG 3) to determ ne

whet her mwoi2atipligsper application 48 is accessing a DVD PCrasgenmetcns e

including copy protected digital nmedia content. Sub-process 90 may be

performed in conjunction with, or in lieu of, sub-process 80 (FIG 4).

After initialization of sub-process 90, controller 28 first verifies the

| ocation of a DVD file structure currently accessed by nedia pl ayer

appl i catdigaal A@woRTHAFIG, 1)Fd to @mot@\'dﬁs'i)[hly@l@ Fre. DVER Wil s ot Sl tilkI @ raridt

typically stored on an optical disc DVD 42) read by optical disc

dr| ve 3ghe trpsnivpf pf eonst pigtacteeledigiznl rarcg@) CRRCRIbY e nveavquol)r/ﬁ ofl ResonyeRice es;
.g., r :

i cat S Tn B WIE SR, 0 BhARESa ek BRRRSitn 3n MY T 1

file st rphasfbmered;awmidﬂemrhnzmg nefwdrkentPViRef34. eMsdin payar @plmaiqmd%camapgntlfy

t t di a. Cont 28 h th D fi t
Do oot Gl Mot RUGE i oBRL A% b She fn SRR SR EE e Sork st B o,
in a prefoal dadamdin playbadhocicomat 34 ©@atingl iuﬁren&ﬁiuﬁge@’faﬁféeﬁiteahndl/eﬁ%thea

portion of the DVD file structure for instructions to activate anal og copy
pr ot ect PBRMCEEST caxaRtAaECntly b ohjaingd=plnomany. gibedimeats. the inHYskeasived Bade or s

of the RVRifl 'rétﬁalﬁtrélgﬁ\;élﬁigorfs%ﬁlt qﬁ\a;l?ghbﬂriﬂle%raﬁgn bP@le HBfa @ﬂ@éna)@eveeﬁ%u h
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media (STEP 98, FIG 5). That is, during STEP 98 (FIG 5), controller 28
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instructions to activate an anal og copy protection nechanism such as MACRO
VI SI ON copy protection.



[0042] If, during STEP 98 (FIG 5), controller 28 determ nes that
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(indicated in FIG 6 at 120). [0044] The foregoing has thus provided

mul ti pl e exenpl ary enbodi nents of systens, methods, and program products
that enable digital nedia content to be placeshifted froma conputer system
to a renotely-located tel evision or other display, while selectively
restricting the placeshifting of copy protected digital nedia content to
deter inproper copying. Although described above in conjunction with two
particul ar types of copy protected digital nmedia content (i.e., digital
media files containing DRM protected content and DVD file structures
containing instructions to activate an anal og protection nechanism such a
MACROVI SI ON protection), it is enphasized that enbodi nents of the systens,
met hods, and program products described herein can be utilized to restrict
the placeshifting, and thus deter the inproper copy of, various other types
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CLAIMS What is clainmed is: 1. A nethod executable by a conputer system

coupled to a local display, the nethod conprising: capturing digital
medi a corwenviwvandered on the | ocal display by a nedia pCayseoppiorcati on
executed by the conputer system determ ni ng whet her the nedia pl ayer

application is accessing copy protected digital nedia content; and

[0035] Continuing with exemplary placeshifting process 60 illustrated in FIG. 3, controller 28
next determines whether media player application 48 is accessing one or more predetermined
types of copy protected media content (STEP 72, FIG. 3). More specifically, during STEP 72
(FIG. 3), controller 28 may determine whether media player application 48 is accessing a digital
media file supported by media player application 48 and containing digital rights management
(DRM) protected content. Additionally or alternatively, controller 28 may determine whether
media player application 48 is accessing a DVD file structure including copy protected video
content. Controller 28 may determine whether the digital content accessed by media player
application 48 includes cither of these two types of copy protected media in any number of
different manners. However, by way of non-limiting illustration, a first exemplary sub-process
that can be performed during STEP 72 of placeshifting process 60 (FIG. 3) to determine
whether media player application is accessing a digital media file supported by media player
application 48 and containing DRM-protected content is described below in conjunction with
FIG. 4; and a second exemplary sub-process that can be performed during STEP 72 of
placeshifting process 60 (FIG. 3) to determine whether media player application is accessing a
digital media file supported by media player application 48 and containing DRM-protected

content is described below in conjunction with FIG. 5.

[0036] If determining that media player application 48 is not accessing copy protected digital
media content during STEP 74 (FIG. 3), controller 28 returns to STEP 66 (FIG. 3) and the
above-described placeshifting process is repeated. In this manner, controller 27 continually
provides uninterrupted streaming media to digital media playback receiver 14 for playback on
remote display 18 if copy protected digital media content is not being accessed. However, if
media player application 48 is accessing a copy protected digital media content (STEP 74, FIG.
3), controller 28 advances to STEP 76 (FIG. 3) and blocks transmission of the media stream
and, therefore, transmission of the copy protected media content. For example, controller 28
can halt the transmission of the media stream during STEP 76. Alternatively, controller 28 can
obscure transmission of the media stream such that video content is still presented remote
display 18, but the rendered video is sufficiently blurred or otherwise modified from
conventional viewing standards to deter copying. In still further embodiments wherein

controller 28 determines whether media player application 48 is accessing copy protected
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I f the nedia player application is not accessing copy protected digital
medi a content, converting the captured digital nmedia content to a nedia
stream amsiotnarEMdot i ng t he medi a stream over a networ k PCOUSpoIodesvat i on on
a renote display. 2. A nethod according to Claim1 further conprising
transmtting a visual copy protection alert over the network for
presentation on the renote display if the nedia player application is
accessing copy protected digital nedia content. 3. A method according to

G ai m 2 gwh@r aleliat Atdnk PRSHkS thbMtheAciMg SHAMIGORY tRE A LG inRdiadtBHidnt GOBPIA SES
transn1tt|n3 an image of a text ness%ge over the network for presentation
1

on the rFBWRD éleatSszheafgm STEP T4 WetcHoumed bdfeigi WER 60 endipessibly beforrep TEPS 66
conpri si,pg 68)C ‘85%&11'&‘98 Bartdfenlt HRL trAEmRERA SF HRIMEHE SO ¥ iBK LGB Ynd he

conmput er syst
media player application 48 is accessing copy protected digital media content during STEP 74.

Thus, as utilized herein, the term “blocking” is defined broadly to include halting or obscuring
the transmission of a media steam if streaming has commenced, as well as preventing the

transmission of a media stream if streaming has not yet commenced.

[0037] In addition to blocking transmission of the media stream, controller 28 may cause a
visual copy protection alert to be visually expressed on remote display 18 during STEP 76
(FIG. 3). The visual copy protection alert generated by controller 28 and rendered on remote
display 19 preferably explains that video streaming has been blocked due to the detection of
copy protected media currently accessed by media player application 48. In one embodiment,
controller 28 transmits a signal to digital media playback receiver 14 to generate on remote
display 19 a predetermined visual alert stored in memory. In a second embodiment, the content
of the visual alert is produced at computer system 12 and then transmitted to digital media
playback receiver 14 for presentation on remote display 19. As a specific example, during
STEP 76, controller 28 transmit over digital network 16 a bitmap or other image of a text
message indicating that video streaming has been blocked due to the detection of currently-
accessed copy protected media. The text message transmitted over network 16 during STEP 76
can include a message similar to the following: “PLAYBACK OF COPY PROTECTED
CONTENT HAS BEEN PREVENTED. IF DVD IN DRIVE, PLEASE REMOVE.” If desired,
a similar visual copy protection alert can also be generated on local display 40 during STEP 76.
STEPS 74 and 76 of process 60 arc then repeated in a continual loop until it is determined that
media player application 48 is no longer accessing copy protected digital media content (e.g.,
due to the removal of DVD 42 from optical disc drive 38), in which case controller 28 returns to

STEP 66 and the placeshifting process is resumed.

[0038] FIG. 4 is a flowchart illustrating a first exemplary sub-process 80 that can be
performed during STEP 74 of process 60 (FIG. 3) to determine whether media player

application 48 is accessing a digital media file containing DRM-protected content. In this
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and narrowing the wide list to yield a narrow | i st of processes
currently executed by the conputer system and potentially conprising nedia
pl ayer appbi2oatiiedss. 5. A nethod according to O aim4 ROEUSRM0O0MEST4

determ ning conprises determ ni ng whet her each process in the narrow |i st
conprises a nedia player application accessing copy protected digital nedia
content. WD 2011/ 019592PCT/ US2010/ 044674 6. A nmethod according to Caimb5
wherein the narrowing conprises elimnating fromthe wide |list any known

non- pl ayedmple.06&ewsesCAP 3D lcemPhitcA6RESS 11NUindugt balappBeition fpré@8mming interface
(API]) associated with media player application 48 (c.g., a source code interface provided by
operating system 44 to support for services requested by computer programs executed on
computer system 12). During initial STEP 82 of sub-process 80 (FIG. 4), controller 28 querics
the API associated with media player application 48 to determine whether a particular digital
media file contains DRM-protected content. In one specific implementation wherein media
player application 48 is a WINDOWS MEDIA PLAYER application, controller 28 submits the
appropriate query (e.g., the “WMIsContentProtected” function) to the MEDIA PLAYER API to
determine whether digital media file contains DRM-protected content. Controller 28 then
receives a response from the media player API and proceeds accordingly (STEP 84, FIG. 4).
That is, if the media player API indicates that the digital media file contains DRM-protected
content, controller 28 advances to STEP 76 of process 60 (FIG. 3), transmission of the media
strcam is blocked, and a copy protected media alert is generated as described above and
indicated in FIG. 4 at 86. Alternatively, if the media player API indicates that the digital media
does not contain DRM-protected content, controller 28 advances to STEP 66 of process 60
(FIG. 3) and the placeshifting process continues (indicated in FIG. 4 at 88).

[0039] FIG. 5 is a flowchart illustrating a second exemplary sub-process 90 that can be
performed during STEP 74 of process 60 (FIG. 3) to determine whether media player
application 48 is accessing a DVD file structure including copy protected digital media content.
Sub-process 90 may be performed in conjunction with, or in lieu of, sub-process 80 (FIG. 4).
After initialization of sub-process 90, controller 28 first verifies the location of a DVD file
structure currently accessed by media player application 48 (STEP 92, FIG. 5). Although the
DVD file structure will typically stored on an optical disc (e.g., DVD 42) read by optical disc
drive 38, the DVD file structure can also be obtained from other sources; e.g., the DVD file
structure can be stored within memory 36. Next, as indicated in FIG. 5, controller 28 searches
at least a portion of the DVD file structure to determine if the DVD file structure includes copy
protected media content. Controller 28 can search the DVD file structure for any previously-
established type of copy protection mechanism; however, in a preferred group of embodiments,
controller 28 searches at least a portion of the DVD file structure for instructions to activate

analog copy protection. For example, during STEP 92, controller 28 may search sectors of the
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7. A nethod according to Cdaim5 wherein the narrow ng conpri ses

determ ni ng which processes to select fromthe wide |ist based at |least in
part uporwofzotimioiok any, process file nanes include a pPreaaiSerionsds

al phanumeric grouping. 8. A nethod according to Caim7 wherein the
narrow ng conprises determ ning which processes to select fromthe w de

| ist based at least in part upon which, if any, process file nanes include
the letter grouping "DVD'. 9. A nethod according to Claim5 wherein the

nar r ow mgy eiPéthae GetdRETMbicRehWRACGHe R DELESTrecti Iﬁ@(ﬂlaﬁiglﬁrﬁlzxrﬁ@e%?e
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containing digital rights managenent (DRM protected content; and
bl ocking transm ssion of the nedia streamif the nedia player application
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application and contal ni ng DRM protected content".
contained within the DVD file structure to determine whether or not the DVD file structures

includes copy protected media content, such as MACROVISION protected video content.
However, even if computer system 12 has relatively robust processing capabilities, such a
global search of the DVD file structure can place excessive processing and memory demands
on computer system 12. More importantly, such a global search will typically require an
excessively long time period to be fully carried out and consequently may permit an initial
portion of copy protected content to be copied before transmission of the media stream can be
blocked. It is therefore desirable for controller 28 to scarch only a subset of the titles and
chapters contained within the DVD file structure to determine whether the DVD file structure
contains copy protected media content. It should be noted, however, that a DVD file structure
may include titles that include copy protected content (e.g., portions of the feature film), as well
as titles that do not include copy protected content (c.g., previews and trailers). Thus, it is
typically insufficient for controller 28 to determine whether the DVD file structure contains
copy protected media content simply by checking the first title, the middle title, or any other
predetermined title number included within the DVD file structure.

[0041] To streamline the secarch of the DVD file structure and overcome the above-noted
limitations, during STEPS 94, 96, and 98 of sub-process 90, controller 28 identifies one or more
titles included within the DVD file structure that correspond to the feature film and, thus, are
likely to include any instructions to activate analog copy protection. Referring initially to STEP
94 (FIG. 5), controller 28 first accesses information files typically having an .ifo extension.
Controller 28 then selects one or more titles to be searched for copy protection based upon title

duration (STEP 96, FIG. 5); e.g., controller 28 can select the title having the longest duration,
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12. A method according to Caim11l wherein the nedia player application has
an application programm ng interface associated therewith, and wherein the
est abl i shwogoligapei ses queryi ng the application programrgirng2émoessiace t o
determine if the nedia player application is accessing a digital nedia file
containing DRM protected content. 13. A nethod according to Claim1l wherein
the determ ning conprises: verifying the |ocation of a DVD file structure;
analyzing the DVD file structure to determne if the DVD file structure

I ncl udesyHEaPypRAIG) BehRes tHekitale fMBObAa GRAHRAML podtish thereof. DN@EK ich@roller 28
transm ssion of the nedia streamif the DVD file structure_ includes copy
pr ot ect é@ar@heg pipsgdeteagingd apmba e chapters (e.g., the first ten chapters) within the longest title

to determine whether or not the DVD file structure includes copy protected media (STEP 98,
FIG. 5). That is, during STEP 98 (FIG. 5), controller 28 can scarch one or more predetermined
sectors of cach chapter for instructions to activate an analog copy protection mechanism, such

as MACROVISION copy protection.

[0042] If, during STEP 98 (FIG. 5), controller 28 determines that instruction to activate
analog copy protection are detected for at least one chapter in the selected title or titles (STEP
100, FIG. 5), controller 28 advances to STEP 76 of process 60 (FIG. 3), blocks transmission of
the media stream, and generates a copy protected media alert as previously described (indicated
in FIG. 4 at 104). However, if no indication of instruction to activate copy protection are
detected during STEP 98 (FIG. 5), controller 28 returns to STEP 66 of process 60 (FIG. 3) and
the above-described placeshifting process continues without interruption (indicated in FIG. 4 at

102).

[0043] Exemplary sub-process 80 (FIG. 4) and exemplary sub-process 90 (FIG. 5) can be
performed for each program currently executed on computer system 12; however, it is preferred
that sub-processes 80 and 90 are performed to analyze only a selected subset of the currently-
executed programs to improve operational speed and decrease system demands. Thus, one or
more heuristic techniques can be performed prior to the execution of sub-process 80 and/or sub-
process 90 to exclude certain currently-executed programs from subsequent evaluation. Further
emphasizing this point, FIG. 6 is a flowchart illustrating an exemplary heuristic technique 110
that can be performed during the exemplary process illustrated in FIG. 3 to generate a narrow
list of currently-executed processes that are potential media player applications currently-
accessing copy protected digital media content. To commence heuristic technique 110, a wide
list of processes currently executed on computer system 12 is compiled (STEP 112, FIG. 6) by,
for example, taking a snapshot of all processes currently being executed by system 12. Next,
steps are performed to narrow the wide list and thus yield a narrow list of currently-executed
processes that are potential media players. In the illustrated example, any known non-player

processes capable of accessing digital media files are eliminated from the wide list (STEP 114,
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14. A method according to Claim 13 wherein the anal yzing conpri ses
analyzing at least a portion of the DVD file structure to determne if the
DVD fil e woratiraup®®2i ncl udes instructions to activate an&CogsScapp44674
protection. 15. A nethod according to Caim 13 wherein the anal yzing
conprises: selecting at least one title in the DVD file structure; and
evaluating at |least a portion of the data within a predeterm ned nunber of
chapters in the selected title to determne if the selected title contains

copy pr ®t@Ccs)edricht &, eahtrdREDRS c&0RIcEIN FromlBembry®d R ek daeRindil Mgt §fondal@aydr 15
wherei n the sel ecting conprises: parsing the DVD file structure to

find i nPBICRHET dhptr egarriigdiehd metiaeSlegorchi #eCriin HIrowch eppNEIUPNY de-g.
struct URGiNSHHs EXPLORER). After climinating from the wide list any known non-player

processes capable of accessing digital media files (STEP 114, FIG. 6), controller 28 next
determines which processes to select from the wide list based at least in part upon which
processes file names include a predetermined alphanumeric grouping. For example, as
indicated in FIG. 6 at STEP 116, controller 28 can sclect from the wide list all processes that
include the letter grouping “DVD.” Lastly, controller 28 determines which processes to select
from the wide list based at least in part upon which (if any) processes are currently utilizing a
module supportive of digital media playback. More specifically, as indicated in FIG. 6 at STEP
118, controller 28 can select all processes currently utilizing a module, such as a link library,
supportive of digital media playback. As a specific example, in embodiments wherein media
player application 48 is a version of WINDOWS MEDIA PLAYER, controller 28 can select all
processes currently utilizing one of the following digital link libraries: Wmvcore.dll (utilized to
code and render content), Quartz.dll (a library with functionality for DIRECTSHOW included
within DIRECTX), and Ddraw.dll (utilized in conjunction with DIRECT X to cnable
multimedia applications to draw 2D graphics). After generating the narrow list (STEPS 114,
116, and 118 shown in FIG. 6), controller 28 can advance to STEP 74 of process 60 (FIG. 3)
and evaluate cach process in the narrow list to determine whether copy protected digital media

content is being accessed as described above (indicated in FIG. 6 at 120).

[0044] The foregoing has thus provided multiple exemplary embodiments of systems,
methods, and program products that enable digital media content to be placeshifted from a
computer system to a remotely-located television or other display, while selectively restricting
the placeshifting of copy protected digital media content to deter improper copying. Although
described above in conjunction with two particular types of copy protected digital media
content (i.c., digital media files containing DRM-protected content and DVD file structures
containing instructions to activate an analog protection mechanism, such a MACROVISION
protection), it is emphasized that embodiments of the systems, methods, and program products
described herein can be utilized to restrict the placeshifting, and thus deter the improper copy

of, various other types of copy protected digital media content.

18



selecting at least one title to check for copy protected digital nedia
content based at least in part upon title duration. 17. A

conput er -weaddabliesoredi um conpri sing i nstructi ons storedPCharsean/ogdsat are
execut abl e by a conputer systemto transmt digital nedia content over a
network to a renote display, wherein the instructions conprise a

pl aceshi fting program application adapted to perform steps conpri sing:
capturing digital nmedia content rendered on a | ocal display associated with
the conputer system by a media player application executed by the conputer
system converting the captured digital nedia content to a nedia

st ream 1#48] ndwsvisiliced hefagnthetvetif e cxemmiary” MepRn SAVIRY Hopt PFramisd ingtaB8es: ©am

over theaghygyK fA%/ iR{p‘f‘e?I?e'ﬁ{a@iBhod%s&{Bea r'}fércril‘i“@t&emplary is not necessarily to be

construed as preferred or advantageous over other implementations. While the foregoing
Detailed Description will provide those skilled in the art with a convenient road map for
implementing various embodiments of the invention, it should be appreciated that the particular
embodiments described above are only examples, and are not intended to limit the scope,
applicability, or configuration of the invention in any way. To the contrary, various changes
may be made in the function and arrangement of elements described without departing from the

scope of the invention.
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di spl ay; determ ni ng whet her the nedia player application is accessing
a copy protected digital nedia file; and bl ocki ng transm ssion of the
medi a strwarmiffoipdve nedi a pl ayer application i s accessi RgTaSCap44srot ect ed
digital nedia file. 18. A placeshifting program application according to
Claim 17 wherein the placeshifting programapplication is further adapted
to block transm ssion of the nedia streamif the digital nedia content
currently accessed by media player application conprises at |east one of
the group consisting of: (i) a digitglameslia file supported by the nedia
pl ayer application and containing digital nedia rights protected content,
and (ii) a digital versatile disc file structure containing copy protected
cont ent wh % cfncgigputer system for placeshifting digital nmedia content in
conjunction wth a digital network and a renote display, the conputer
system conpri si ng:

L. A method executable by a computer system coupled to a local display, the
method comprising:

capturing digital media content rendered on the local display by a media player
application executed by the computer system;

determining whether the media player application is accessing copy protected
digital media content; and

if the media player application is not accessing copy protected digital media
content, converting the captured digital media content to a media stream and

transmitting the media stream over a network for presentation on a remote display.

2. A method according to Claim 1 further comprising transmitting a visual copy
protection alert over the network for presentation on the remote display if the media

player application is accessing copy protected digital media content.

3. A method according to Claim 2 wherein the transmitting a visual copy protection
alert comprises transmitting an image of a text message over the network for

presentation on the remote display.

4. A method according to Claim 1 further comprising:

compiling a wide list of processes currently executed by the computer system;
and

narrowing the wide list to yicld a narrow list of processes currently executed by

the computer system and potentially comprising media player applications.

5. A method according to Claim 4 wherein the determining comprises determining
whether each process in the narrow list comprises a media player application accessing

copy protected digital media content.
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a first interface to the digital network; a second interface to a |ocal

di splay; and a processor operatively coupled to the first interface
and to thwo=etangssnt erface, the processor configured t@CsalSeciovshy
execute at | east one nedia player application to render digital nedia
content on the |ocal display, the processor further configured to: (i)
capture at least a portion of the digital nedia content rendered on the

| ocal display, (ii) convert the captured digital nedia content to a nedia
streamin a network-transmttable format, (iii) transmt the nedia stream
over the network for presentation on the renote display, (iv) determ ne
whet her the fredi aApmatgéqi aggopding 42 IChHM & wderass Shenpprig vah yorppiatce cliwinagingi t al
nmedia file, )i ] SS ' i f g | a

ol ayer appi i £ bk 3ELaby PRSI 35000 S: wblSy Tarurt 3f ARG dklR AR 2,
2011/ 019592PGKsUS2010/ 044674 20. A conputer system according to Caim 19
wherein the processor is configured to block transm ssion of the nedia
streamif the digital media content currently accessed by nedia player
application gonprAs@sthad at@adihg eN€l@h 3 WMac@ohp naaB®ingt dorgrioés ddténniding
digital nedia file supported by the nedia player application and contai ning
di gi tal nedi ¥hishgheesiss d¢ seleddTan Hicevide lghgaseﬁia) legstin gragtapoy gvhigh iif @di sc
file structupgcQHIAhMAInGRRYa RERLEHERD HMIMEALric grouping.

8. A method according to Claim 7 wherein the narrowing comprises determining
which processes to sclect from the wide list based at least in part upon which, if any,

process file names include the letter grouping “DVD”.

9. A method according to Claim 5 wherein the narrowing comprises determining
which processes to sclect from the wide list based at least in part upon which, if any,

processes are currently utilizing a module supportive of digital media playback.

10. A method according to Claim 9 wherein the narrowing comprises determining
which processes to sclect from the wide list based at least in part upon which, if any,

processes are currently utilizing at least one type of shared library.

1. A method according to Claim 1 wherein the determining comprises:

establishing if the media player application is accessing a predetermined file type
supported by the media player application and containing digital rights management
(DRM) protected content; and

blocking transmission of the media stream if the media player application is
accessing a predetermined file type supported by the media player application and

containing DRM-protected content.

12. A mecthod according to Claim 11 wherein the media player application has an

application programming interface associated therewith, and wherein the establishing
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comprises querying the application programming interface to determine if the media

player application is accessing a digital media file containing DRM-protected content.

13. A method according to Claim 1 wherein the determining comprises:

verifying the location of a DVD file structure;

analyzing the DVD file structure to determine if the DVD file structure includes
copy protected digital media content; and

blocking transmission of the media stream if the DVD file structure includes

copy protected digital media content.

14. A method according to Claim 13 wherein the analyzing comprises analyzing at
least a portion of the DVD file structure to determine if the DVD file structure includes

instructions to activate analog copy protection.

15. A method according to Claim 13 wherein the analyzing comprises:

selecting at least one title in the DVD file structure; and

cvaluating at least a portion of the data within a predetermined number of
chapters in the selected title to determine if the selected title contains copy protected

digital media content.

16. A method according to Claim 15 wherein the selecting comprises:

parsing the DVD file structure to find information regarding the titles contained
within the DVD file structure; and

selecting at least one title to check for copy protected digital media content based

at least in part upon title duration.

17. A computer-readable medium comprising instructions stored thercon that are
executable by a computer system to transmit digital media content over a network to a
remote display, wherein the instructions comprise a placeshifting program application

adapted to perform steps comprising:
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capturing digital media content rendered on a local display associated with the
computer system by a media player application executed by the computer system;

converting the captured digital media content to a media stream in a network-
transmittable format;

transmitting the media stream over the network for presentation on the remote
display;

determining whether the media player application is accessing a copy protected
digital media file; and

blocking transmission of the media stream if the media player application is

accessing a copy protected digital media file.

18. A placeshifting program application according to Claim 17 wherein the
placeshifting program application is further adapted to block transmission of the media
stream if the digital media content currently accessed by media player application
comprises at least one of the group consisting of: (i) a digital media file supported by the
media player application and containing digital media rights protected content, and (ii) a

digital versatile disc file structure containing copy protected content.

19. A computer system for placeshifting digital media content in conjunction with a
digital network and a remote display, the computer system comprising:

a first interface to the digital network;

a second interface to a local display; and

a processor operatively coupled to the first interface and to the second interface,
the processor configured to selectively execute at least one media player application to
render digital media content on the local display, the processor further configured to: (i)
capture at least a portion of the digital media content rendered on the local display, (ii)
convert the captured digital media content to a media stream in a network-transmittable
format, (iii) transmit the media stream over the network for presentation on the remote
display, (iv) determine whether the media player application is accessing a copy
protected digital media file, and (v) block transmission of the media stream if the media

player application is accessing copy protected digital media content.
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20. A computer system according to Claim 19 wherein the processor is configured to
block transmission of the media stream if the digital media content currently accessed
by media player application comprises at least one of the group consisting of: (i) a
digital media file supported by the media player application and containing digital
media rights protected content, and (ii) a digital versatile disc file structure containing

copy protected content.
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