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BACKGROUND OF THE | NVENTI ON Cross Reference to Rel ated Applications This
application is'related to copendi ng application by John O Ryan, Serial
Nunber 08/287800, filed August 9, 1994, commonly assigned with the present
invention. 15 Field of the Invention This disclosure is directed to a copy

prot.ection and scranblingp : rb'i%:g#bfs}i\féa“ ous vi deo
platforns including, but not | ording, where
digital video signa

it is desired to copy protect both -aEBha g
associaté& with a digital recordim gRovxgbgzbgggpggggratus 82) a Figiéal
pay per view decoder where it 1 p ect_a digital video
signal received by the decoéép—iggga?ggigbdgg XF yg%c Rk sc pl ayer, where
it is desired to copy protect the digital V|deo signal 25 associated with a
di gital disk recording. Additionallya-%#a s of the copy protection
and scranbling can be applied to any video naterlal where the original
source material is not copy protected; Description of the Prior Art 30
Progresd0ve inprovenments in remaKGRDgugeeﬂ tnnhmgtggz:oﬁigh speed digital

si gnal proces make it feasible to

manuf act ur e A grTar = Vere 1ated AppdicalloRs A coalition of
manuf act urers hastiHee rﬁmd-mp@ﬁé@ns p§c ireila&kedy tDo cppendingt appiitatioh by

standards fQfoki @ ! #yan, Serial Number 08/287800, filed August 9, 1994,
‘ ' commonly assigned with the present invention.
15  Field of the Invention '

" This disclosure is directed to a copy protection and
scrambling method and'apparatus for use with various video
platforms including, but not limited to: (1) digital video
recording, where it is desired to copy protect both an analog'

20 and digital video signal associated with a digital recording
or playback apparatus; (2) a digital pay per view decoder
where it is desired to copy protect a digital video signal
received by the decoder; and (3) a digital video disc player,
where it is desired to copy protect the digital video signal

25 associated with a digital disk recording. Additionally, the

' elements of the copy protection and scrambling can be applied
to any video material where the original source material is
not copy protected;

Description of the Prior Art

30 Progressive improvements in recording head technology,
high-spéed digital signal processing and videotape formulation
now make'it feasible to manufacture digital VCRs for consumer
applications. A coalition of manufacturers has been convened
specifically to promulgate technical standards for digital

35 VCRs for consumer use. A similar effort appears to be under
way on a new MPEG-2 digital video disc standard - DVD.

The success of the digital VCR as a consumer product
will be decisively influenced by video software suppliers'’
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[T o T BEGRR R Rn RERE BN IO ShoEE e Socih st
certaln copyrlghted video programs is neede This needs to be
accomplished without in any way compromising the consumers'
ability to use these digitai VCRs for legitimate time-shifting
15 and pre-recorded program viewing. :
Overview of Video Copy-Protection Systems
The various video copy-protection systems implemented or
proposed to date have in one way or another attempted to
prevént VCRs from making usable copies of certain pre-recorded
20 or transmitted video programs. There are two general classes
of such systems -- called respectively, unilateral and
bilateral copy-protection systems.
Unilateral copy-protection systems: as described in U.S.
Patent No. 4,631,603 issued December 23, 1986, to John O. Ryan
25 and assigned to Macrovision; U.S. Patent 4,914,694 issued on
April 3, 1990 to Leonard and assigned to Eidak Corp.; and U.S.
Patent 4,577,216 issued March 18, 1986, to John 0. Ryan and
assigned to Macrovision; are systems designed to work with
large pre-existing installed bases of VCRs and TV sets. The
30 designer of a unilateral system must identify and exploit some
basic difference between the way these pre-existing VCRs and
TV sets utilize the video signal. Since the pre-existing VCRs
were designed to be able to record all video signals con-

35 VCRs for consunmer use. A simlar effort appears to be under a new
BCHgosy

forming to the standard in use (e.g. NTSC or PAL), unilateral
35 copy-protection systems therefore must generate non-standard

video signals. The requirement that these non-standard copy-

protected video signals be playable on all existing VCRs and -

2
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(video cassette recorder) recording such a signal, so that the -
15 'recorded signal is of poor quality and generally of poor
quality and generally unviewable. :
Another analog video protection scheme is disclosed in
U.S. Patent No. 4,914,694 issued April 3, 1990, to Leonard,.
and assigned to Eidak Corp., incorporated by reference. The
20 Eidak system (see Abstract) increases or decreases the length
of each video field from the standard length, either by
-changing the time duration of the respective horizontal line
intervals in each field while keeping a constant, standard
number of lines per frame, or by changing the number of
25 horizontal line intervals which constitute a frame while
maintaining the standard duration of each line interval.

These video protection systems modify the video signal to
be recorded (for instance on tape) or to be broadcast (for
instance pay-per-view television programs) to make copying by

30 ordinary VCRs difficult or impossible. When a video tape, on
which islrecorded the copy protected video signal, is played
back for viewing using a VCR, the copy protection process is
essentially transparent, i.e., it does not interfere with
viewing. However, any attempt made to copy the video signal

35 from the tape using a second VCR to record the output of the
‘first (playback) VCR yields a picture degraded to some extent,
depending on the efficacy of the particular copy protection
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prograns) t GRS EIg IERSIEHIFAARY YORENG FERRARFQor BHPRARRTDI e. Wien
a vi deo tapesysyensigHedestorec diefeesehe aopiaplet attednytiiee cbomddlateral

bsonti a1y TS i U 3he, R b7 oheRYeR BLERC PIRPERSSET R of o,
any att dfpt neweqmmatopy THie dedectorgearcaiti searchest fipe asspeciakecond
VCR to Tecorgh,d ﬁ% Xtem AP Qlgraie emb@ggeap&ayp?skécvsﬁi ﬁ!kﬁlgéc@rdi’é&té%e
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PCT/ US95/ 088#p recording. Bilateral copy-protection systems can be

designed to be essentially 100% effective. For this reason

15 they are preferred by copyright owners over unilateral
systems. '

However, for a bilateral system to have maximum value,

it must be designed in as an integral part of a new VCR format
and the special detector circuit must be included in all

20 manufactured VCRs. There may be legal or contractual diffi-
culties in ensuring the cooperation of all VCR manufacturers.
If non-compliant VCRs are manufactured, these surely will be
purchased by some video store owners and professional video
pirates, and will be used to make illicit copies of protected

25 programs to be sold or rented. This necessity of ensuring the
cooperation of 100% of VCR manufacturers is a weakness of all
bilateral copy-protection systems proposed to date.
Future of Digital Recording _ :

" It is widely believed that digital video tape recorders

30 will soon be commercially available for consumer use. To
maintain ‘compatibility with analog video broadcast signals and
analog video tape recorders, it is likely that at least the
first generation of consumer digital video tape recorders will
be "hybrid" digital and analog systems. Such systems will

35 have the capabilities of current analog video cassette
recorders to record from an analog input signal and provide an
analog output signal on playback, while still having
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Such hybrld video recorders will likely employ a
"consumer" digital recording format differing from the stan-
dards of present professional digital systems. This consumer
digital video format is not yet established. Such digital
video recorders will likely include a conventional "front end"

20 RF tuner and also an RF modulator on the output side, as do
present conventional analog VCRs. (By analog video here is
meant NTSC, PAL, SECAM or Y/C.) The digital recording
standard for consumers is likely to be essentially a data
structure that represents the video signal as a stream of

25 (binary) data bits along with suitable error concealment
encoding, together with a physical tape standard.

Also well known are professional digital video tape
recorders, although currently such digital video tape
recorders (which both record and play back digitally) are

30 available only for the professional market, due to their high
cost. Such digital systems trade distortion-free performance
for substéntially higher bandwidth, i.e. substantially more
information must be recorded per video frame. The advantage
to the user of a digital recorder is that so long as the

35 signals are recorded and played back in the digital domain,

~ each successive generation of copies is without any
significant reduction in picture quality. This is unlike the
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-~ Currently available analog video copy protection techniques
are not useful in the digital domain. Hence there is a need
15 for a new copy protection system suitable for use with such
hybrid digital and aﬁalog video tape recorders, where the
material recorded on the tape is a digital data stream. A
typical situation to be prevented is use of a hybrid video
tape recorder to copy an output signal from a conventional VHS
20 VCR, where the tape played back from the VHS VCR has a
conventional copy protection process applied to it. The
problem is to prevent the new hybrid digital-analog video tape
recorder from copying the material from such a tape.
Otherwise, the existence of such hybrid recorders would .
25 encourage copyright infringement.
Some of the problems cited above were solved by US Patent
5,315,448, issued May 24, 1994, issued to Ryan and assigned to
" Macrovision Corporation, incorporated by reference.
The Problem .
30 The digital VCR represents a potential threat to wvideo
copyright: owners in three ways: _
1. Its ability to make high-quality copies of existing
analog video programs (NTSC or PAL), whether from pre-re-
corded videocassettes, laser discs or cable PPV decoders.
35 2. Its ability to perfectly replicate pre-recorded digital
videocassette or make perfect copies of digital video

6
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96/ 03835 PCT/ US95/ 08843 case with
convent i onal SHMMAR ENTION| ogy. Current digital video recorders

e Cfﬁ’&ﬁe?efeSiﬁ?ﬁf&%dﬁ*ﬁﬁ&eﬁﬁﬁ%&%@ R R
Posed by Di gPF%Fe‘RE%‘a‘-Pd}%gbgilhc@%dg}lsldlahlm analog dovedass Thel cbpy
capabl e of ‘hpgbréttebn! iné PRE&s U b M ard) dedctatiol i ngNed¥e898ry. For
- -externally supplied énalog video, the recorder detects the
presence of copy protection and in response disables -

19 recording. For externally supplied digital video, anticopy
bits are detected to disable recording. A scrambling process
is done in the digital portion as part of the copy protection
System. For playing back of recorded material, the presence
of anticopy bits is detected in the digital playbéck video,

20 and the digital playback video upon being converted to an
analog signal is modified by an analog video copy protection
process. Descrambling circuitry is activated when the playback
system detects the anticopy bits. In order to protect the
digital output of the recorder, a new set of copy protection

25 data and scrambling is added to the digital output device. The
digital receiver contains a simplified descrambling device.

Analog or digital source video material {(either
prerecorded or from an external source) is provided with a
Copy Protection Signature. Detection of the signature and (2)

30 prevent later copying by a second digital.recorder by a
playback device results in modification of the played back
standard video signal with an aﬁalog copy protection process.
This iz suitable for playback devices where the source video
cannot be copy protected, but a standard (NTSC or PAL) video

35 signal is provided of a played-back recording.

The principal features of the apparatus and method are:

7 .
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copying, it is inportant that such recorders for consuner use be designed
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i nportant to prevent use of recorders for illegally duplicating copyrrghted
video material, and also to prevent playing back of such illegally
duplicated material. Currently available anal og video copy protection
techni ques are not useful in the digital donmin. Hence there is a need 15
for a new copy prot ecAldnddgitai vifeabségnalsuse be t¢rRr@rafdnteas digital

and anal og vi dggntape 4 eLos e’ Sk chﬂiﬁnr&rtersu@lna&ﬁeer @ﬁdtaa &,Eela@pe s
a digital data_stream A Eﬁfrcal srtuatron tQ be prevente u

hybrid video t3pedrBcoak and aithPLar Sagameiedydd tPFoﬁFHIEﬁﬁvéﬂFFbﬂal VHS
20 VCR, vrhereushmgtap@cmmaexhg)axécﬁrrmd hies‘d:ﬁb\é@?lhaaogeﬁdmngntronal

copy prokecti ogopi pceseoanplial Lrder He Tohg BTeKsEh they ngw

hybrid digital 0g Vi deo tape recorder onrcop I Ng rom
such a tape. CPRehuygyst 2 hel284 stiliide stetaids i9fotthdsr scxrablingoul d 25

encour age COthéGﬁﬁlcg@é rammnmrpftﬂér%o?éﬂaﬂﬁgsagpnéaeéeﬂe wer e

“solved by US Patent |ssue an and

448 d,
assigned to rvra ?‘59\‘%?%‘% %‘? a?lcs = a% r]iﬂﬂ"’&te@@eo? £ ERer EﬁEQR{W’r@ BFobl em

30 The dngttaécéﬁﬁzr;emcasemtﬁlm [Epprddiat ildw edft the prdsencopyri ght
owners kg thre copi f
STt coctEAio e, EHA o te AU ke B3 e
vi deocasset t esOf| Bherdeseramipling binf qma ibder s. 2. Its ability
to perfectly replz cat ewd gcirampidag angbkatnmsdsﬁea&es@at Swidf cHBke arf ect
copi es of: drgrt grdgg qn
oth use the same scrambling principle referred to _ ‘
earlier. All copy-protected programs, whether released on
15 digital videocassettes, or future DVD or digital PPV formats
or other platform, are scrambled at the point of origination
using algorithm "A". Only compliant devices (those devices

that use the method and techniques of the instant invention)
- digital VCRs, DVD players or PPV decoders with digital

20 outputs - contain "A" descramblers, which provide clear
"digital video for internal use and for conversion to analog
NTSC or PAL for use externally on existing TV sets.

The purpose of the "A" scrambling feature is to ensure
that copy-protected digital video media can only be played

25 on compliant hardware, which also always applies copy-
brotection to the outputs for copy-protected programs.

3. These compliant machines also contain "B" scramblers
which re-scramble the clear digital wvideo before feeding it
to their respective digital video output terminals. A new

30 dynamic Copyright Signature bit is also added, to provide
the appropriate "B" descrambling information.

The purpose of the "B" scrambling feature is to ensure
that the Copyright Signature, as will be discussed more
fully below, prevents compliant digital VCRs from making

35 copies. The Copyright Signature cannot be removed by "black
boxes", because in so doing, the black boxes would also
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programs from future DVD players, or from PPV decoders with digital video

outputs. 3. Its ability to provide near studio-quality anal og video outputs
fromdigital pre-recorded videocassettes, which can 5 t herefore be

copi ed by existing VHS and 8 nm VCRs. The quality of these anal og copies

wi | I- be conpar BBPeVe othdaiestramkibing igtfqpmatiopHYvische dse parSUNVARY OF THE

| NVENTI ON 10 carrléuvbge@hg§a¢5 R Hﬁﬂsj d¥% digitally provides copy
protection in an orral .The copy protection
i ncl'udes scr ai ﬁﬁéﬁ’ﬁ%d'h‘gs%%%‘ﬁ %gr qt S0 PR Sy ﬁ&F“B&l’%HEpWFEH
anal og vi deo, the $E@naherdxﬁnknsed¢twakﬂennnuaanoﬂB@oﬂﬁsnmambabrentanﬂrbn
response5d|sabb§§e1§1eé§ éi %yg %%@ Ing i,gi tal video,

| sa e or Fe

anticopy bits are det ect scra I'Ng "process is
done in the digital peﬁpsaﬁmasrs&feeseﬁ Pﬁe}:-’@@}é)?cbe@t@tﬂit#ﬂ- e grecated

pl ayi ng baclkmediar @iﬂwedm&t ehalrgl, at bﬁm&ﬁésﬂﬁﬁaeﬂf:léaéi&g?pyzéﬁééufé The
detected in_the d| i t hliECk Vi g ‘%;ﬂ%ba(:k Vi deo
upon bei ng é%ﬂ§¥ﬁ% f?& % é §F8§1§?5h§9 SIMRERFE et b F Fes
copy protectwowhpmmcepmplmascrHﬁﬁslqgncdetermigel$famhevcassEWWEﬂbé

pl aybac SY $le@a %@H@ S gt NiieCQP. t o, ita
out put g? there ordg{s E%gg/ Eé’gt Qoﬁrggééteﬁg?gégf%xﬁ Zg&)@f%ﬁ a#(;se q:h%
scrambling PLAYRIESH tsagiﬂﬁé éIFgF-PSP-rBHPbG d@vu'@l@e machineis a1STARkimase

cont ai ns a-igmmdthwededescranbl|ng devi ce. Analog or digital source video
material (either rerecorged or_from n ext gﬂ%fource) is provided with a

Copy “Prot &ction Signature. lfgtEE?FSﬁp ¢ fﬁeagl W an] 2)

authentlcatlng system within compliant VCRs looks for a -
15  Copyright Signature in the off-tape digital signal and if
present, will permit the cassette to continue playing only if
an Authenticating Signature is also detected. Only original,
protected digital videocassette contain an Authenticating
Signature, added during manufacture. The characteristics of
20 this signature are such that it is not present in the output
signal of the VCR used for playback and consequently will not
be transferred to any copies made from protected _
videocassettes. However, copies of all protected digital
programs, whether from videocassettes, videodisks or Pay Per
25 View decoders will still contain a Copyright Signature. The
absence of an Authenticating Signature on such copies will
therefore reveal their illicit nature and the authenticating
system in compliant VCRsS will not allow them to be played.
6. Digital VCRs using this method alsoc contain the following
30 subsystems:
a. A Copyright Signature Detector on the digital video
input these signatures.
b.  An Anticopy Process detector on the analog video
input terminals, which prohibits these VCRs from recordlng
35 standard copy- protected programs.
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30 prevent Iater copying by a second digital recorder by a back deV|ce
resul ts i WORHIBETati on of the played back standard video s?é)}mi

anal og copy protection process. This is suitable for playback deV|ces mhere
t he source video cannot be copy protected, but a standard (NTSC or PAL)
video 35 signal is provided of a played-back recording. The principal
features of the appagatus and th are: BST] TULE _SHEET (RULE 26

VO 96/ 03835 appaj ga gLy 6m%wcght1copy ﬁioces ﬁﬁ?ﬁﬁﬁs F% E ) All
digital vidwbishgrapyg- puobectspyheranaine dbutputaivhenelzey @ @pparmght

Copyri ght Skggakbiigel Es@@té@é%&"orgaéﬁ%%ff-q{afé‘%l%rﬁ al so scrambled in the

digital domain, u5|ng scranpbling t escr in copending 5
appl i cation seri 8 nfnbegiosFYsyedIKC tmVCR ifrom edaxdgdst 9,

1994. W§ | ecdebattaso&ohbasnsﬁgaérbd:damgrig}w iﬁifb.tﬂ.fx% dRSC milkednghahhe
copendi ng agﬁk % % gn di gssed abov&é qiéai ed knaw edge of .t he
Lochni quo | BORBERRAGRELYT, SYaRLiYS) feignitying an Udieir copa ' 10
i nvention. The 1Thetpdopgseghf Signetpy erdtartian isewl sqrambldhgt he

descranbl i NgpbBEAETR! &R méehod TS nﬁﬁ)'ié‘%@' PR R e aagd, which we
call A and B. BotREuse sane scra ng, principle referred to earlier.

Al | copy- pr 6PB¥F&E r8§?$ﬁ§ Wit 3 eFubhey e of prgtegtion
vi deocatBet against &athref Dbiess thipdtd, RFi\tHcMm&Irs atly aenipigatihgr gheare

scranbl’ed ahléggagobeﬁst% ?iuse éghiﬁ?%#%é%éKNIthn1"A" Only conpli ant

devi ces (thoS evi CES techni ques of the instant
i nventi on) BRIEF DESCRIPTION OF THE DRAWINGS

-

Figure 1 is a block diagram of a hybrid digital video
recorder in accordance with the present invention.
15 Figure 2 is a block diagram of digital video disc player

in accordance with the present invention. : |

- Figure 3 is a block diagram of digital video pay per view
decoder in accordance with the present invention.
Figure 4 is a block diagram of ‘a digital television set

20 in accordance with the present invention.

DETAILED DESCRIPTION OF THE INVENTION ,

Figure 1 is a simplified block diagram of a compliant
digital VCR, showing how the copy-protection and scrambling

25 functions is implemented.

Each block includes conventional elements currently
commercially available or readily constructed by one of or-
dinary skill in the art in accordance with the following de-
scription. The one possible exception is Recording and

30 Playback System 10 which is the main subsystem of such a
device. Presently available professional digital wvideo
recorders include such tape deck mechanics .and electronics;
however they are designed for recording and playback of
material under current professional-type digital video

35 standards. Recording and Playback System 10 may be of the
kind included in such present commercial professional systems.
However, since it is envisioned that the hybrid system shown

10
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- digital wihige3ssdvD pl ayers or PPV decoders with digital 20pcT/ussswbgyat s -
contain "A" descranblers, which provide clear digital video for interna

use and for conversion to analog NTSC or PAL for use externally on existing
TV sets. The purpose of the "A" scranbling feature is to ensure that
copy-protected digital video nmedia can only be played 25 on conpli ant
hardwar e, whitcFigize il idychighly ePwompet mastlastived v o inltendedpdos f or

copy- prot ectgdsPhOSr 888, Such a AR &P WRl11aN KEAGNIRRY valSai¢¢Rt-ahe "B
scranblers whi¢ch re-scranpble the clear digital video before feeding it to
their respeftfveadi HrPaI dSFHRRAPNAS BhiHAET RIS 8F 2 tYB®nani ¢
gopyri ght Skghshble Dot large sscaitslashodurtpicyiate lidwe c@}spr alm]pJ deeigheéed '
escra i ng_.i Lon. - . 1 "B, scr i eature is to
ensur enﬁmt g?hgg%%#gﬁtw%ngﬁﬁg?eeras ]Vat]lhiea]bgrléfesocussrgﬁragos e%fagl V?Ebel ow,
prevents co@pteaminegdgital VCRs from naking 35 copi es. The Copyri ght :

Si gnature cannot tReahPnEyEd, bcyn% %%%Aér?%aow"mg@ﬁ@qs @aln b0 cBRsRIucthy

bl ack boxes gould alsg 8 %&gg% \ , ,

PCT/ US95/ 0884 3PFERBUELY v S TRPISHGT iR IRG én Protessiraaly
carried by thpe @bgytaljhtare ghetkiras nbw Fadnmercidldgt avaiilhbdiegifbatn vi deo
I nput s npl,yi | + Sl gn | 4] ai.n. " B" scragpl ers
o pro- B T vAERS Elubd 64 5 ite RN AT dlip v e e aetE 07T
Prograirs relBaSB8 EATProf et k® Vit cafaettd @) mxgied -&9-yeedl so carry
a uni que AUfa@agagﬁgLng Si gnature. The purpose of the Authenticating

Slgngturerls to Bﬂgvéggogdggagg Figure 1 is a hybrid device capable of -

accepting at input terminal A a conventional analog video -
15 signal. Also shown in Figure 1 on the "Inputs' side is digital
video input terminal D for receiving digital video from an
external source. Terminal D receives a broadcast digital
video signal when in the future such signals are commercially
broadcasted, or from another digital video tape recorder,
20 digital playback device or cable box. _

An analog video input signal such as a NTSC, PAL or
Component video signal 12 is applied to a Anticopy Process
Detector 26 that detects an anticopy signal such as the
Macrovision Corporation anticopy signals described in us

25 patents 4,631,603 and 4,577,216 discussed above. If this
analog input signal is copy-protected, Detector 26 generates a
logic signal which opens Switch 16 and inhibits recording of
the signal. If the analog input is not copy-protected, the
video is passed to Analog-to-Digital Converter 18 and then to

30 the Input Selector Switch 30. Such a detection circuit is
described in US Patent 4,907,093 issued March 6, 1990 to John
0. Ryan and assigned to Macrovision Corporation incorporated
by reference. '

Since the apparatus of Figure 1 records a digital signal,

35 the analog video'signal at terminal 12 is converted to the
desired digital format by Analog to Digital Converter 18.
Such analog to digital converters are well known in the video
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by which conpliant VCRs can determne if the cassette being 10 replayed is
a copy of WO peasatted program in which case the playback sPGHE$S/08843 '
interrupted, or the machine's "STOP" node is activated. The operating
principle is as follows: The authenticating systemw thin conpliant VCRs

| ooks for a 15 Copyright Signature in the off-tape digital signal and if

t, I, 1t .t fte t ti | ' | £,
At hent | cat GG gRARuFBe; EoarthRaeloR dttaidn POATLSE o Piedtala di gita
vi deocasset Convemtairnlanatet letermined o thatnatreaddedthedudiigdtal
fact _ DSt . \ . .
ot present TR ERa BT BECE T Sha Tar Rl T R e aggheRk 1 1

consequent | PYRCEM A8+ be transferred to any copi es made from protected

}/i deocazsettes. awedegicedpirededf ditd $tpdastasigifram RMRJLa R0 Whet her
rom vi deocC

contain a Sss‘}ttaﬁts b?ﬁj%%?%% Zﬁ %eg’g%?gﬁ%%Z&la\aﬁr?ewﬁq%’g%t%s;;oml&lcg%éw&lgur e
on such copiesg Rilhybahkr8ystemrtfeal Théigpersdn i izt maathine)angerheing the
6 D gital VRS UEr ot FIGAER, LOGheHSS dhochal® q i chle Tk, Be/BhEV 5
subsyst ems: TRCORAEBEY ARghPT SV 4Rae uFePWet BEIRRL ok Qe Ddigditedl Widgso InRpht
these signatigaal be.AnsdtEROPY BeDERss deidmdic &t mB@wanalog video input
term nals. BeloRiel) PLhsobis Erain LR HIGEY 47'%:7Ys BHEL deck
10 receives the input signal to be recorded.
Digital Video Input Signal 14 is applied to Copyright
Signature Detector 20. If-the digital input signal is copy-
15 protected, Detector 20 generates a logic signal that opens
Switch 22 and prohibits recording of the digital video input
signal 14. If the digital input is not copy-protected, it is
passed directly to Input Selector Switch 30.
_ The output of Switch 30 is applied to Record and Playback
20 System 10, of the digital VCR. Details of the Recording and
Playback system are not relevant to the copy protection system

and will not be described in detail.

-

. The recorder of Figure 1 may conventionally be provided
with an RF tuner (not shown) on the "inputs" side to extract

25 wvideo (NTSC or PAL) from an RF modulated video (TV) signal.
Similarly on the "output" side, an RF modulator (not shown).
may be provided to convert the baseband or other video signal
to an RF modulated video signal (TV), for connection to the
antenna input terminal of a television set.

30 On playback, the demodulated, error-corrected off-tape
digital signal on line 31 is applied to Copyright Signature
Detector 32, which generates a Logic High 46 if the off-tape

 signal is copy-protected. Note that Detectors 20 and 32 are
functionally identical and one unit, appropriately switched,

35 may be used in practice.

The Authenticating Signature described above can be
-conveniently and easily realized by frequency-modulating the .

12
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VO 96/ 035%D 96/03835 _ - PCT/ USPomiad84osses A Pay
Per View Anticopy Process signal generator which copy-protects the anal og

out put whenever a Copyright Signature is detected on the off-tape signal.

d. Alogic systemwhich stops the VCR fromplaying 5 cassettes containing
a Copyright Signature but mssing an Authenticating Signature (signifying
an illicit Rﬁﬂg@dedTﬁ@IB@ﬂp§§§l@ﬁ t Réguapyupingedt Fananadvace aidseag

appar at us oy c@ﬁ't%%.%d ahS 1hPegtaYi H8mBERCEE n@émgp@&/é | G NELS

wi th a substan I (aq% .ee of i tion_10 agglnst each of these t hreats,
W thoat 1o aepadia RAGEE 2o BLTE Lol lae “PRLATPREES iR | cathony BRI EF
DESCRI PTI Ot<gfaikdd m\wu@snﬁcgnr belguste bhatk, dpaghaps obna pedxdnt diwit al
vi deo recor | cQf, h S n igure 2
's a bl §ck%f-ag#§1r%%8f oS ] EO5, BhEoFlhol BYENLLOB: che recorddd)
present i nvaigmadn mighgube $1|°§k§dba§cﬁn§| Qgraﬁnéf agpyet avenagre oraky gut

vi ew decodegor rtrgz@@x@a%mpwca EbgcRr eaenglgﬁafn%@nd & gé'I@clé’ed S dHPCkK
di agram of a dI%L % television set 20 _in acceiﬁaﬂce Wt h égesent

i nvent i on. RSEFRITERSHEYCAVETREN BRCFrE PRUERS PRAEPRGEe SR 4'% ‘EP 191 ed
bl ock di agream efasd lyoins ezmradtgdtaroMCEheshnnongshgmalhefcmpwaxuagémtion

and scygnbl &ﬁil%ﬁ_lew%talaaat:o; %%‘%S?%Péﬁﬁg Eﬁgarmgf) étw%#%&fmg the

conventlona ement s current avai e or
construct e®ifyy t@Re #i9¥al.dinary skill in the art in accordance W|th t he

fol I owing de- smuaoudsuanta@,@ oreupesagi bl ﬁoaﬂae&bﬁnfréq@ﬁ@fdém alteh 30

Playback Syst el holert e Mot subsystemof such o, 4o 6o, BT <semt 'Y

half cycle thereof, is that a relatively small modulation can -

15 then easily be detected in the presence of the unavoidable
frequency modulation "noise" caused by non-uniform head-to-
tape scanning velocity, tape stretch etc. This noise is
mainly at the track frequency and harmonics thereof and can be
easily rejected by sampling or filtering.

20 Since the off-tape signal is reclocked with a stable
clock -as part of the normal demodulation process, this
Authenticating Signature is effectively "lost" in the
machine's demodulation and error correction system, is
therefore not present in the digital video output of the VCR

25 and will not be transferred to any copies made. It can
readily be detected however, as explained earlier, to
authorize playback of original copy-protected cassettes.

‘Such an off-tape modulation of the digital video signal
carries an Authenticating Signature a third signal detector

30 for that is applied to Decoder 38, the output of which is
applied t¢ Authenticating Signature Detector 40. An
Authenticating Signature is always created when the tape
duplicator or person recording the tape adds a Copyright
Signature to Signal during the mastering process. -

35 Authenticating Detector 40 generates Control Signal 42 as a
logic high when an Authenticating Signal is detected.
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‘recorders jpnclude such tape deck mechanics and el ectronics;_however they
are desi gr}tﬁgf@#&% ecordi ng and pl ayback of material under ngpgﬁgsmss.zs

prof essional -type digital video 35 standards. Recording and Pl ayback System
10 may be of the kind included in such present comrercial professional
systens. However, since it is envisioned that the hybrid system shown 10

SUBSTI TUTE SHEETThElLEQZQ)s1gnéM%EKH(EﬁﬁE% 46 and 42 are appli
PCT/ US95/ 08 |eﬁ$g§(but not exclu5|vel |nten8ed for

4
consuner g EE ﬁlﬁg§9§t%ﬁ1VP?$eI? i oAl siSyilegh B4pe deck
mechani cs aadcerémngonocsheofobl¢wimgsmuleﬁﬁ e for | arge scal e production at

| ow cost and q?stgngdcég%Plggse ggtg%é¥30 r&%ﬁ%’ aI V|deo Lornat(S)

not yet deternine e Teco
construc? ed ofSigmadame Peé#&ltloé‘bﬁé'cswpoqbnﬂé mchel;idnglesepdcﬁmmlmal type

digital tape daglicaa RAUROBITGRANRkEY33Vak! BRLEe %6 40 ?Pﬁ”ﬂé&? S es.

cassette of (2 FEOF-COPYELINY CLbFHTHES At deiasidel o CPRysAeht Figmal
hybrid devi ce Degeaitios aﬂ,aswapchng4atsunpma teosedabnly ai£og@yenti ona
813 2y i P SOOMAML 0.5 IS AR kR ion i
sour ce. 1%rer i I8 U Ded€CkoBt 48dcast digital video signal when in the
future 'such SIgnnﬁsnameiﬁwmmﬁr@4Eﬂﬂétéik&%ﬂQﬁﬁEBGAIQMSf%&Ebﬁﬁ@hQGdeb8b§al
vi.deo tape ﬁfggéggéd digital videocassettes to play.
T The digital video signal at 48, from Switch 34, is ap-
plied to one input of Selector Switch 50 and is also applied
15 to the input of "A" Descrambler 52 whose output is applied to
the other input of Switch 50.

The copy-protected digital videocassettes are scrambled
during manufacture using algorithm "A" as will be described
below. Switch 50 is therefore configured to select the output

20 of "A" Descrambler 52 when Logic High 46 is generated by
Copyright Signal Detector 32 (signifying a copy-protected
program). Otherwise Switch 20 selects the direct digital video
signal 48.

"A" Descrambler 52 uses a Copyright Signature Qutput 51

25 of Copyright Signature Detector as a descrambling control
signal. Therefore, if no Copyright Signature is present in
Digital Signal 30, no descrambling takes place or is needed.
The digital video output signal, 56, from Switch 50 is applied
to one input of Selector Switch 66 and to the input of "B"

30 Scrambler 70 whose output is applied to the other input of

Switch 66
' The copy-protected descrambled digital video from
compliant sources is scrambled using algorithm "B". Switch 66

is therefore configured to select the output of "B" Scrambler
35 70 whenever a Copyright Signature is detected by Copyright |

System Detector 32. The output of Selector Switch 66 is the

final digital video output signal 68 from the digital VCR.

14
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20 digit atwoyemgssack device or cabl e box. An anal og vi deo i rRUIVUSYs/g88d8 such
as a NISC, PAL or Conponent video signal 12 is applied to a Anticopy
Process Detector 26 that detects an anticopy signal such as the Macrovision
Corporation anticopy signals described in US 25 Patents 4,631, 603 and

4,577,216 discussed above. |If_ this analog input signal is copg-p(otectedl
Det ect or 26 generBte<Clkean@ix dasprambigicdcRigpéad ChAeensignandse nis briso

recordi ng ofappEi&d dWwIpidiftdihe a0 TRwvergerOb0CORMepbatpateds t he

~video is passed. t alg-to-Diqital nverter .1 nd.then o 30 _t | nput
Sel ect or SW'SI?JC%J'%‘%T 6%ﬂ'ﬂc,lhcq‘-’a ve%ﬁed:n sﬁio r"c?uicf"‘up%egeg& F828ri hnﬁ%‘gﬁit gﬁt
4,907, 093 i sshetd ddnertattes MET taxr Fain videRy sigaadsafergartptt dhcanalsgon
Cor por at ison Porgied py reference. Since the apparatus of Figure 1

records a digital signal, 35 the analog video signal at terminal 12 is
converted to the kR&H¢ &I Fi& fhatoskgnifjeanshegPresenget af LoROBY¥Eghy g,

Such anal 0g $Dgrh ikl a s RiifitiHesAion W@l Anlknewn copyt beoredefod 1 (acpWO
96/ 03835 3 field,. and

. . . PCT/ US95/ 088
the construS IR STRET A JPICh b EEETESRPEFESR TATAr BAGRTF rfhng
by the nat urehefehbhecapyinriteaconalithe toaiag( outpubpati bhe dight&bcWeRli ng
and Pl aylackayst -t aleaVi ata stream output from
anal og ?EﬂdiJ?%gJéégﬁﬁkﬁééﬁc%ﬁgié?%%égﬁgsegrﬁngﬁ eg't'ch 30) to Recording and
Pl ayback System 10. The person (or nachi ne) operating the recorder of

"Figure 1 decides mheidefladrianiesdendiare tha/kshBilss copy-protection system
- Should not be capable of being defeated by a technically
- knowledgeable person opening up the VCR and making some -
15 modifications. Circuit integration and signal distribution
decisions should be made with this in mind.
' Figure 2 is a simplified block diagram of a compliant
Digital Video Disc pléyer, showing how the copy-protection
functions could be implemented. Note that the section of this
20 diagram within the dotted line 100 is virtually identical to
the equivalent section of Figure 1. The only difference is
that the Control or Pilot Track Decoder 38 of Figure 1 is
replaced by Radial Servo Error-Signal Decoder 72 in Figure 2.
The authenticating sub-system comprising blocks 72, 40,
25 44 and 34 of Figure 2 .allows the techniques described above to
be extended to protect against the eventuality that Compact
Disc Recorders (CDRs) will become generally available and be
capable of making perfect copies of pre-recorded optical
discs. Digital Video Discs however can have an Authenticating
30 sSignature impressed by radially modulating the writing head by
a few tens of nanometers peak-to-peak as described in co-
pending application 08/267635 by Ryan filed June 29, 1994.
This radial modulation does not affect the program information
recorded on the disc and is therefore not passed on to any
35 copies made by CDRs. The absence of this radial modulation on
discs with Copyright Signatures therefore inﬁicates that the
disc is an illicit copy causing switch 34 to open and

15
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recordi ng _Anal og Video Input Signal 12 or Digital Video In Lgnal 14.
Swi t ch 30"(%??’?@?5 automatic or manual ly controll ed) choosegﬁ%vé%s@hg@h
signal 12 or 14 the tape deck 10 receives the input signal to be recorded.

Digital Video Input Signal 14 is applied to Copyright Signature Detector
20. If the digital input signal is copy- 15 protected, Detector 20

generates a kg SLO at |1 Gy rQJu e i of
Phe digit al PoCALsLERDRBRLEY S TREGRE, SNL SN reo BN Y ictnd abPalsdl Ide
copy- pr ot ectBg, mPaui’dthaRsef B¢ 193l YiFdRR Eten desskiiber 50T #Fhe

out put of SatigebBadOvideappipednédibectbsyrend Pl ayback 20 System 10, of the

digital VCR Detalls of the ordin P ack syst.e re.not .rel evant
to the copy prot g%?iBﬂrgéli?e%%n%g%ﬁ%f&nrgto’%o?ipes%ﬂ%@&q@n%35'[t%i Ff The

r ecor derS of FEgyyee2lanayidenvieal otrl thodre qof chelabmiaspanding parss Efiot
shown) on thequi-apyts” side to extract 25 video (NTSC or PAL) froman RF
nodul at ed vi déo %TV) shgnal. Simlarly on the "output"” side, an_RF
modul at or (not sH&FRFEnayrHe? pFHIR & Ripflediadrem e fa @Rl 187ker

vi deo signabigatad REVnDdobdéef sheteing gl tHe\Qopyf-Protevtden Eunceibhe

antenna in raLnal evi.sj t. 30 . | a th
denodul a!t eggggéraorg-gcglﬁ?g%’f‘%aé%af Y!tlgéf)%gﬁ}gallE arT?hlssf gdhlzflgr(()gﬁ]n %sn)eéq%?ilasr §§pl I ed
to Copyt@ghFishymalurexcepecthbe I2chenticatjne sutesystesyibdddkeh 726 1P, the -
of f -tape sigaabniS3408Y- PLGELE £Cardlidt AEdad®! eliies t#oraNd 390 €

functional ly_identical .and one unit, appropriately sw tched, 35 mgy be used
in practicePRYRECRIt HEALRCEP | FLLREYLERN S dRS iIMEP WS P gpegation of
conveni ent] yhendemashiggr parts eof Fidurs e nmye nindbhdtidalg dohaehbaeSUBSEhEeUTE

SHEET (RULEC%QLesponding parts of Figures 1 and 2. -
15 Figure 4 is a simplified block diagram of a.compliant TV
set with a digital video input signal. |
Digital Video Input Signal 78 is applied directly to one
input of Selector Switch 86 and to the input of "B"
Descrambler 80, whose output'96 is applied to the other input
20 of Switch 86.
Copyright Signature Detector 82 is also fed Digital Video
Signal 78 and its Logic Level Output 84 controls Switch 86,
such that Switch 86 selects Digital Video Signal 78 in the
absence of a Copyright Signature and Descrambled Signal 96
25 from "B" Descrambler 80 when a Copyright Signature is
detected. "B" Descrambler uses Copyright Signature as a
descrambling control signal. Therefore, if no copyright signal
is present in Digital Video Signal 78, no descrambling takes
place. The output of Switch 86 on line 96 is therefore in all
30 cases, clear or descrambled video capable of being displayed
by the TV set and is connected to one input of Display
Selector Switch 90.
Analog Video Signal 98 is inputted to the TV set on line
and to the other input of Switch 90. The output of Switch 90,
35 92 is applied to Display Electronics and_Control 94. Display
Electronics and Control 94 uses conventional techniques and
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recorded serial digital signal using a square wave whose frequency such
that an integral nunber of conplete tracks are recorded during each half
cycle of this spare wave. The required deviation can be quite snal

per haps one %%écent or_5 so,. Thus,, for_ exa e_co Ie e track t he

recorded siQ AR gt = BT | IR o R @gggﬁpeéﬁgﬁg 308 85e P8t e and for

t he next coanem91¢mack t he signal mould be clocked at one percent bel ow

average rate. ;?ﬁflk’alé it LA ) GARBBSLLY BB BXHRgRLedEr O

the error S|gnal 0 contro at or requen
dlscrlnlnat%ﬁet¥%%ﬁf¢&P3rﬁP fRlaving fagkalof Fﬁ@Y3@F@ﬁ?§§§doﬁn§spﬁ§ QOPY

nDdulaU5M1@f@@b@f@d’ﬁé@ériiﬁd an integral nunber of conplete tracks are
recorded during ch hal f $ﬁ e thereof, is that ,a,relative

snal |
modul ation can 15 3 RTERATTSIRES &8 EIAYI AR O irelenBEisFoPKepTo-
unavoi dabl e frcheadyvndebdassentéwuasﬂépynmghedShgnamnrannﬁonathedd to- -

t ape scanni ng ty, éaéﬁ I track
frequency and ﬁ%éﬁ%%.a%°t G%d€§ﬁ§§ can egggéﬁp rg'ggtgghg Xo?ﬁa}fﬁg
filtering. 20 Also, Efr%eu-’t?i”e TR W Ay .agl pé'éséélﬁéd wppn a st abl e
clock a part protéereqrvidesteisybt iaid mmt%p zﬁ@m& Sighasureathadthe

Signature is e ctivel 0s, i n.the _mac ulat n an error
correction sys %ﬁ?e?%l?%kﬁégc# ﬁﬁwﬁﬁﬁ#&#&% Cgeﬁa| 8Fd¥8 68t put of
t he VCR 25- andaaﬁéttﬂoistﬁilQWﬂdﬁunwpiax(nqmmaliyples made. |t can readily
be detected howeygera gge X Gamith & Id18ly o SR 2 a2 Biok-2¥P9CprBtected
origi nal topy- protecte? casigftes £ th ai . nich it

program (regardless o e medium from which i

15 originated), a Copyrighﬁ Signature is not detected, so this

videocassette is allowed to play normally. '

If a user attempts to play an illicit copy of an copy-
protected program (regardless of the medium from which it
originated) the Copyright Signature is detected because this

20 signature is passed on to all copies, regardless of the number
of generations or whether the copying machine was compliant or
not. The Authenticating Signature, however, is not passed'on
to copies. The decision circuit in the VCR therefore does not
allow this copy to be played.

25 Even if VCR manufacturers made non-compliant digital
VCRs, the copy protection method and apparatus, described
herein, would continue to be viable. The owners of non-
compliant VCRs would. be able to play only illicit copies of
protected programs for their own use. Such copies would not

30 play on any of the compliant digital VCRs, which presumably
would be in the majority. Dishonest video store operators and
other video pirates could not use these non-compliant VCRs to
engage in piracy, because illicit copies could only be played
on non-compliant VCRs. The pirate would have to advertise his

35 product as capable of being played only on the small subset of
non-compliant VCRs, thereby attracting attention and risking
copyright infringement suits.
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Such an off-tape nodul ation of the digital video signal carries an

Aut hent i ca¥P9§/0883§nat ure a third signal detector 30 for thRCTUSISPRBHI ed toO
Decoder 38, the output of which is applied to Authenticating Signature

Det ector 40. An Authenticating Signature is always created when the tape
duplicator or person recording the tape adds a Copyright Signature to

Signal during theg nmastering.proc . .35 Authenticatjng Detector 40
generat es Cont ro?i §°€n§l°m§)gl§§ga%|§gg?‘§ ﬂ?bha'aﬁ%nt%npiﬁ@?k@ﬁ?%ﬂﬂ% PR gnal
i s detect edpriectedOvigeod88Settes because the absence of the "A" '

PCTI USe5/ 0BG Lamehag! 4500308 cBiipl 1082 960 30ufd AL AN I8 do

Aut henti cat or 44 whose out put si gnaf con accor

fol | owi ng r (&SSTrarbling, prgsecrght viigaaaapettes not Thits eshaul bygr@aniyi ght 5
Si gnat ur & Datiedtorthd2 maPhietCliog4siienhgheéhechesed and the digital video
signal at 31 is p%ss,ﬁg 051(8%}0 t'hg ngx% stagées. 2. I f a Copyright Signature

i s detected by Copyright sPiffal “BetEEERT 52° WPY AFrILF LRl FSNPVET v
i f an Aut herfihiec fopygishgnatignatiiseaisondet etalelle byTHet dtesdn ceatd G HeD

Si gnature Oqj i here ori.qinals of
copy- protecte dlbh?t gllé\&/i% gg%agglté??elﬁét{% gfaiﬂﬁ%%md?%ﬁéaﬁw@{ c?eeot%siq:gonal at
48, fr om SwWOESFTaMPLlesagd dippiay bhimedigptal ofidRPector Switch 50 and is

al so applied 15 The tbevenpsbceipt £6nDbsCiBIbs€FabMaRe I AUt Pp! | ed
to the othel AR AbateibaP:idls JTif1 BRYABESLES! o il ' qiidlgasgssettes
skill in the art in light of this disclosure. It is to be
-~ understood that while at present consumer type digital video
recording devices are not available, that digital video
15° professional systems are now available, and the above--
described apparatus and method are readily adaptable to such
presently commercially available digital video recorders.

18
SUBSTITUTE SHEET (RULE 26)



duri ng nawob 9603388 using algorithm"A" as will be descri bedPEBUS/08&4E t ch
50 is therefore configured to select the output 20 of "A" Descranbler 52
when Logic H gh 46 is generated by Copyright Signal Detector 32
(signifying a copy-protected progranm. OQtherwise Switch 20 sel ects the
direct digital video signal 48. "A" Descranbler 52 uses a Copyright

Signature Qutput 51 25 of Copyright Si gnature Detector as a descranbling

cont rol si gnal . Therefore, if no Copy gnat ure is present in Digital
Si gnal no descr nblln e oL 1S need The i.tal V|deo
ot of gnal , RLARRAS @&é&i’w gtk YyBEgk

Switch 66 and to t

he | nout of

" B" 30 _Scranb

ler 70

to the other input

MbQﬁﬁ.QMLQML.L&.@Q
of Switch 66. The MYYBACK ¥CRd descranbl ed di gi

;)I i ed
al

video from corrpl i 3

t her efro

Copyr ik -E'a'd!ﬁmll

of Seljector Swi tch

digitdl VEmcoded

PCT/ U395/ 08843 Theg
d to Digital

nt SeY

vAgoPY pratestsd 5
entpyy vigwablee ¢
- t on alhrepwer

appli €
ter 60 i g

Conver
-vi deo }Signal s for
Si gni f}i ®ontExopedeS

Ipl edl¥® Co
out put on an
endénpodtected Co

output, viewable

on all regular

TVs

fiant Digitdl AERCO US| R@pd
iﬂﬁﬁ&%ﬁlﬂ}?ﬁ"lmm

66 is the fi

nal digital
Copy protected

cuEpvh [vieavabile g
un@@ﬁﬁ@KTBG

1) [H h !J-L -=. J k,\’

o

Jll
tut,

ut

Vi deo out

Scrambl
t gnwgichpbls sj
The ouPput of
t hat _gener af]

Digital tc
1T

N 66 IS

V
Lt

[ Digital Dveppe

signal 68 fr
crambled,

gnanwatghabls g
Di ghutp#t Ana
es NISC or P

out put
bm t he

SO

09
AL

al og 5 out put
py r Ugprbtected
output, viewable
on future TVs
with digital inputs

line 64. Log
Unprotected

output, viewable
on all regular

jic High 46 t
Unprotected
output, viewable
on future TVs

hat

TVs

with digital inputs

19

SUBSTITUTE SHEET (RULE 26)

iever a -



Signature al so switches on an Anal og Copy-Protection (ACP) Signal Generator
58, whi ch WO 9688&5connect ed wi th Encoder 62, thereby copy- pPCTAIO5/8$43 he
anal og output of the digital VCR 10 when copy-protected cassettes are
played. It is clearly essential that this copy-protection system shoul d not
be capabl e of being defeated by a technically know edgeabl e person opening
up the VCR and nmaki ng sone 15 nodifications. Crcuit integration and signal
di stribution decisions should be made with this in nmind. Figure 2 is a
sinplified block diagramof a conplianjsAggpt#l Video Disc player, show ng
how t he copy-protection functions coul e |rrpl enented. Note that the
section of this 20 diagramwithin the dotted line 100 is virtually

i dentical to the BIAYBACKOF {:QPIRSMADEFROM ENCODEDAIGITAIL VaDEOCE i S
that the Control or Pilot Track Decoder 38 of Figure 1 is replaced by
Radi al Servo Error-Signal Decoder 72 in Figure 2. The authenticating
sub-system conprising blocks 72, 40, 25 44 and 34 of Figure 2 allows the
t echni ques descri bed above to b toprotect against fhe
eventual ity that Conpact Disc corders §CDRs) RLAYBAGKNER gener al | y

avai | abl e and be capabl e of mak ng(jag{pi,gﬁtmgggl‘qgkof

»! I .
di scs. D ﬂﬂl kalyl b(,b e P L), ?l.qﬁn @@h@%
| mpr essed} by doil aﬁol UFSB‘H np t et B! a f§§9“! ns| of &
nanonet err—peaﬂﬁ-e-peda-a desctibat wput o0l 0g
by Ryan f|l-ed June 29, 1994. Th}s radi al npdul ation does not affect the
program i hf &omplipet, [ e Complignbn] t Mo elitps ahd Nosutpuer ¢f ONeowtpat phas MNedougput t G
any 35 copidigitald€R,p) Rigital VGRe] alblask copydf | t(blask copy)i 4l (blanklabmyd)i priblank cbpg) S
Wi t h Copy} idigital Sidgnaj ures therefore indicafes that the disc is hnillicit }
copy caus| ndissplayeh B4 to open bnd 15
co ' - Copy-
Non- No output No output Scrambled protected
Compliant _ unwatchable output
Digital VCR output viewable on
' future TVs
with digital
inputs
Non- Compliant No output No output No output No output
Compliant Digital VCR | (blank copy) | (blank copy) | (blank copy) | (blank copy)
digital VCR, :
digital video
disc player
Non- No output No output Scrambled Scrambled
Compliant | unwatchable | unwatchable
Digital VCR output output
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WO 96/ 0383%0 96/03835

prohibits replay. The Digital

of the digital
above.
i denti cal

vi deo system descri bed for a digital
The purpose and operation of the remaining parts of 5 Figure 2 are
to those of the corresponding parts of Figure 1. Figure 3 is a
sinmplified block diagramof a conpliant Digital

PCT/ UB@B/USH508343
Vi deo Di sc system can al so use the nodul ati on

i

o

the copy-protection fun

PPV Decoder ,

vi deo tape medi um

showi ng how
hi s di agram

U U A>3 ITTrJI T T -
is simlar to 10 Figurle Haaut,,hﬁntlcaﬁl ng em bl ocks 72,
40, 44 and 34 of R gurdq Aca = o@asgnce t;’g‘1ere | S8 sical nedia
to aut henti cate. e pur 6 & jgop gf = i e ts of Figure
3 are identical t&thode s';pc;nglgg parg g o 1 and 2. 15
Figure 4 is a si i figd |PEgogk g & Sacconpld ant th a digital
video input signalg Didit W 3sP 7§|s H{rectly to
one input of Selefor Sw . = bl er 80,
whose out put 96 i & appl|i ¢ er i - Copyri ght
Si gnature Detect ol 82 ils [a itg_%\ﬁ defo ts Logic
Level Qutput 84 c@jtrolls | uc £hgt T 5 Digital
Vi dep Signal 78 i.g@jthe @J gg'gt Si ¢ $cranbl ed
Signal 96 25 fro B" DOes ga Colpyra ght e IS
detectéd. "B" Dese&Fanbl|ed| UE 'ght §i gnajt uge il i ng
control signal. TH3refd —hb—cop\—ghi—si-ghad
s 2|8 [z 2 §
- 22 zl 18 12 5 3 3
r E JI%lS 1T g T | & -
< o n..U_ 3 8 g 5 & 3
= 8 >z (28 | & B 2
< Sl |8 z o -
= jé_',nh z Z
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W
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IS present

in Digital

Vi deo Si gnal

78,

no descranbllng t akes ace.
cas@gTR@P

out put of We\S640383586 on |ine 96-is therefore in al
descranbl ed vi deo capabl e of being displayed by the TV set and is connected

to one input of Display Selector Switch 90. Anal og Vi deo Signal
inputted to the TV set on line and to
out put of Switch 90, 35 92 is applied
94. Display Electronics and Control
SUBSTI TUTE SHEET RIAXBACK)OF CORIES dVIa3a3EROM COPY-PROTECTED()

94 uses

1?gﬁﬁﬁgglay

conventi onal

The

HOF84Y

98 i

t echni ques

S

i nput of Switch 90. The
El ectroni cs and Cont

r ol
and 16

S, 8 MM

PCT§US95/ 08843 need no further discussioggfor an understandi ng of the

i nvention. It is helpful at th
recordi ng and pl ayi ng back of
material. |If a user

vi deocassette, a

ANBTAE VIBEDHS S0iner.

vright Signat ure RIAXBAGIEV

cted

so_the

vi deocassette i s alfl oweCompligitdigial VER y: Al %n-Cﬁm@hﬂﬁﬁDi 1 V@R S
an ori T M@&dpy WaRY - | Whalog OREStS CDiskaY OREFGE] Ana uf T DIERRYOL
Slgnattre é’ t he Aut he %lcatlng gﬁbnature Ar e %%t et ¢ct ed, Vi
Cassett Lu*pl ay |IRACA] Ifﬂ.l I y I I QT aleIIPT LU |JI ayﬁﬂ. U
a non-do r gt ect ro [ ardle e ned] ntmhl t
ori gi na ég‘ p) t %%‘1@?‘3&1 ?‘@@P@H d’g’g}t QOuRY H)@??E’g
is all c |10r COpY copy) b 24
Non-Compliant Unprotected Unprotected Unprotected Unprotected
Digital VCR output, viewable | output, viewable | output, viewable | output, viewable
on all regular on future TVs on all regular on future TVs
TVs with digital inputs TVs with digital inputs

10

(1) Protected by Macrovision's standard videocassette anticopy precess

(2) Protected by Macrovision's standard pay-per-view anticopy process at the
analog-out port of a digital- set-top decoders
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If a user MQWMIBIS to play an illicit copy of an copy- prot emdedsalogsam
(regardl ess of the nediumfromwhich it originated) the Copyright Signature
is detected because this 20 signature is passed on to all copies,
regardl ess of the nunber of generations or whether the copyi ng machi ne was
conpliant or not. -The Authenticating Signature, however, is not passed on
to copies. The decision circuit in the erefore does not allow this
.copy to be played. 25 Even if VCR cturers made non-conpli ant
digital VCRs, I helziopy protection nethod and apparatus, described herein,

woul d conti nue to ‘ﬁﬁgﬁtu@eﬁ%‘”ﬂﬁ 1911‘ %’E’k gn%@%lf t VgRZF\rAﬁuI d be

abl e to play only i copl es progra gwn use.
Such copi e woul d FRCTBEed Az aoﬁ'eé?@}'dé-\ngt meddamp| |C92mprdsglngal VCRs, which

presumabl y woul d be 'nfédﬂh@u% Gt %:la@':.%@o'%%%H ‘En‘é%ad%thgleﬁﬁ%at ors and
ot her video plrates coul ot_use heSe .non-conpl i ant age in

pi racy, because il 13 &% SUTOYH FeFAiRade oﬁle&'?é&"éﬂﬂnéﬁné‘éﬁﬁle aﬁP VCRs.
The pirate woul d hamadumenhaum@ms&ohlpr&51dﬁhgdu06 steapahks QE?QSEHQ

pl ayed only on the€%§a: non- conpl i ant Vi t hereby aftracting
attention and ri ski Eﬁéﬁbgﬁt h%ﬁ‘l" gerrent suits. 17 WO 96/ 03835
PCT/ US95/ $8843 A nénfdesyl detecyOrR forndetakitdngoanl authengisakingpy-
tected d egh ] E he, " A descranblgr in a
protected vi deocassgs!
Eﬁﬁiproh?gi s ?ﬁ a %?ggg q Elgﬁ%}

non- conpl i ant VCR wo escr al bt ect ed
vi deocassettes. Thﬁss§ﬁ@@ﬁddgﬁééﬁpf §°rlﬂﬁt?cthégnarRepyrbshtushgnathlnes

within said digital data signal;
wherein said copyright signal, when present, and
15 said authenticating'signal, when present are coupled
to an authenticator; ;
when both an authenticating signal and a copyright
signal are coupled to said authenticator, said
authenticator couples a command to activate a first
20 -switch;
said activation of said first switch couples said
digital data signal to a first input of a second
switch and a descrambler;
a descrambled output of said descrambler is coupled
25 to a second input of said second swiﬁch;
said copyright signal is also coupled to a control
element of said second switch so as to couple said
output of said descrambler to a'digital to analog
converter, a first input of a third switch and a
30 scrambler; '
an, output of said scrambler is coupled to a second
input of said third switch; |
an output of said third switch couples a scrambled

—

output when said copyright signature is present and
35 couples a clear digital data signal when said

copyright signature is not present.

said copyright signature activates an analog

anticopy generator;
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A "bl ack box" to defeat the copy protection that renoves t |.aht

Si gnaturewps96f‘?3§3SV| abl e. The absence of the Copyright si gng?gﬁgg%{??g make
it inpossible for TV sets to descranble and display this digital video. 10
The above description is illustrative and not limting. Further

nodi fications will be apparent to one of ordinary skill in the art in |ight
of this disclosuré d443i@l FHAnFRG SBYETURR IhiOPSTAC 1yeddent consumer

type digital videxdmeirdddded eREpite df0sad\WideddIngd shidlendi gi tal vi deo

15 professional systens are om1avallable and qQve- describ
appar at us and nett%ﬁ1 1 ﬁ%ﬁnpﬁé§9nF E&ﬁﬁ§r0|ally
avai l abl e digital smgimu:m:dsdats;reé&tt on‘ﬁl%/db&&&‘bl element of said

Ul DECCASSETTES. PLATGAC Yt (AT e g PAECVEe oot Bacs hah saAe, oy

Digital VCR Cassetaapymight smmamglr@tlputpresengu val s@idpgentradal og Qut put

Digital Qutput En ‘Eﬂén of é@ﬂ@ysﬁkﬁhﬁPE%thh Copy protected Scranbl ed,
Scranbl ed, output, viewable _output, viewab unwat chabl e unwat chabl e

on all regular orfai@ digirad to anal@gtggpverter convggtguFaids

with digital inputdigieziFraesad to anUaﬁaQb@CbQQnal Unprotected
Unprotecgsd Vi ewa

Unpr.ot ec ut, .vi ewabl.e
vi ewabl e ‘“out put , ﬁéﬁ%ﬁ%gqghqgkgufedél PcogﬁdfdpﬁgeaTGQmPOSIBﬁ gtaegegular
on future TVs TVssignal; with digital inputs TVs with digital

inputs 19 - said anticopy generator couples an analog anticopy
- signal_and modifies said analog signal generated by
said digital to analog converter and said encoder. -

15
2. The apparatus of Claim 1, wherein said digital
signal and analog signals are video signals.

3. The apparatus of Claim 2, wherein said copy
20 protection information is at least one bit at a
predetermined location in said digital signal.

4.  The apparatus of Claim 2, wherein said generated
anticopy signal includes a pulse pair inserted into
25 at least some blanking intervals of said analog
video signal, each pulse pair including a positive
going pulse and a negative going pulse.

5. The apparatus of Claim 1, wherein said recording
30 medium is magnetic tape.

6. The apparatus of Claim 1, wherein said recording
medium is an optical disk.

35 7. The apparatus of Claim 2, wherein said generated,
anticopy signal includes pulses added to blanking
intervals of said analog video signal.
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SUBSTI TUTBEv6ldsb3ds3§ RULE 26) WD 96/ 03835 PCT/US95/08843
PCT/ US95/ 08843 TABLE 2 PLAYBACK OF COPI ES MADE FROM ENCODED DI G TAL VI DEO
PLAYBACK VCR Conpliant Digital VCR Non- Conpliant Digital VCR Digital
Vi deo Copy Made Anal og Di grtal Anal og Digital
Sour ce By Qut put Qut put '
Qut put Conpliaflt =~ TheoABPREAEUS of ¢&F%ﬁu%nnwnere#ﬂ)ﬁﬁﬁﬁnﬂ?nerﬂﬂﬁdoutput .
No output digital VERgnalDiftlafle¥GR terdtiomk opmaid dideamureenyyhs (bl ank

O oA 8 L G Pl oo il 1P

unwat chabl e out pugndigi tal VCR out put
viewabl e ongfuture TVs with digital inputs Non- Conpl i ant No
out put No out put No out put No output Conpl i ant Digital VCR

(bl ank copy) 9(b| aF\'RECBE??raFB?a%f( i 2, (Mrersdn GRAd degierateder,
digital video disc pigdel MNadiudes alté\iQa@i&rDL&f said\an@iBgulos  Scranbl ed
Scr anbl ed C‘onpllanth ontal line interval &lvwgchable
unwat chabl e Di gi t al eﬁhz rvals per video Trgmey
out put 20

10 10. The apparatus of Claim 3, wherein said one bit is in

each field of said digital video signal.

- 11. The apparatus of Claim 1, wherein said
' authenticating signal comprises: -
15 a frequency modulation of said digital sigmal.

12. The apparatus of Claim 11, wherein said frequency
modulation of said authenticating signal comprises:
modulating said modulation signal is a square wave

- 20 - whose frequency is such that an integral number of
complete tracks are recorded during each cycle of
said square wave.

13. The apparatus of Claim 1, wherein said mechanism is

25 also a recording mechanism, and further comprising:
a digital input terminal for receiving a digital
input signal from an external source;
means for providing said digital input signal to
said mechanism, for recording said digital input

30 signal on said recording medium;
a third signal detector for @etecting copy
protection information present in said digital input
-signal; and _
means for inhibiting recording in response to

35 detection of said copy protection information
present in said digital_input signal.

[
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WO 96/ 03835

PCT/ US95/ S8BH203835 r | WD 96/ 03835 PCT/US95/08843 .
PCT/ US95/ 08843 TABLE 3 PLAYBACK OF CCPIES MADE FROM COPY- PROTECTED| err]
VHS, 8 MM 5 . OR ANALOG

VI DEQ( 2) SCURCE PLAYBACK VCR Conpliant Digital VCR Non- Conpl i ant
Digital e Ana p .Digital ut__. .0 t put

b gital outputtsy ehmprPRRFds gt s iy Srnet i cr il A Ehak ™ o
out put (bl ank No cnpptt siphahkibi gi viflewGRignal. copy) copy)
copy) copy) Non- Cbnpliant Unprotected Unpr ot ect ed

Unpr ot ect ed Unprotected Digit out put, vi ewabl e . out put,

vi ewabl e out pat-, 5P§wéﬁpéra535p9§ C%ﬁé@@bﬁe BREEIST (QMREHSIng ¢ future

TVs on alb regul atune tutuaerIVsn§V§a1d digitdh :rh;g.tﬁ aigr¥luttrom AVS
with digital inputs 1 %é) Erote d by Macrovision's standard

vi deocassette antlggéy BF e fﬁ? btected by Macrovision's standard
pay- per-view anti copy process at the anal og-out port of a digital- set-top

ggg?ggg;/g§84%6mo 9848383paratus of Claim 13, further comprising:
an analog input termlnal for receiving an analog
10 input signal;
an analog to digital converter for converting said
analog input signal to a converted digital signal;
means for providing said converted digital signal to
said mechanism; and
15 an analog signal detector for detecting an analog
copy protection signal present in said analog input
signal and in response thereto inhibiting recording
of said analog input signal.

20 17. The apparatus of Claim 16, wherein said means for
providing said converted digital signal to said
mechanism are included in a switch for receiving
said digital input signal and said converted digital
signal and providing one or said other to said

25 mechanism, depeﬁding on a connection established by
said switch.

18. The apparatus of Claim 16, wherein said signal
detector includes an automatic gain control circuit
30 responsive to said analog copy protection signal.

19. The apparatus of Claim 16, wherein said signal
detector includes a circuit responsive to said
analog copy protection signal.

35 '

20. Said apparatus of Claim 16, wherein said analog

signal detector includes means for detecting said

—_—
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. :
CLAI M5 | Gyaiokissss An apparatus for playing back material peiraisb@édsys 5
recorded on a recordi ng nedium conprising: a nmechanismfor playing said

recording medium a digital output term nal operatively connected to said
mechani sm for providihg a digital data signal fromsaid nmechanism 10

a first detector for detecting an authenticating signal within said digital
data signal; a secoAtadegecopy Pootectionisigrak@nd igpnexsting av thin said

digi tal data signal yewBelehy $ahfhEORNS | $InSl 012! reghtitiudr esent, and 15
sai d aut henticating signal, "when present are coupled to an authenticator;

when both an authenticating signal and a copyright signal are coupled to
sai d aut henti cator, Saaddappahantis caf oClaeimples whexsirarghid saidndte a

first 20 switgh; [ Lyat i sad | LSt i ; | es said
digital dat% si gnal %angi‘f g?g%{l:é@uégg?gas :s%cth% éstg\n?rg%nﬂa% J%P%gs'cr anbl er;
a descranbl ed out puprefiesgrnigedctafdrienin cerid ctii-al inputy signedond

i nput of said second switch; said copyright signal is also coupled to a -
O e e RES B L S0 nS SRy 28 b Pt of o
switch and a 30 digitadabpl eecondedudpud vécordihg aneadbingr dasicoupled to
a second iqgut of SEE@eEEQidiﬁ$ﬁﬁ&Bhg copy protection information,
. : - comprising said steps of: '
_ playing said material from said recording medium;

~ _ providing a digital data signal from said mediﬁm;
detecting an authenticating signal within said -

15 digital data signal; _
detecting said copy protection informatiom including
any scrambling of said played material;
processing said digital data signal when both an
authenticating signal and a copyright signature are

20 . present; '
descrambling said copy protected digital sigmal;
converting said played material from a digital
signal to an analog signal;
generating an analog copy protection signal in re-

25 . sponse to said detected copy protection information;
and
modifying said analog signal with said generated
‘analog copy protection signal;
outputting a copy protected analog signal;

30 adding a new copy protection signal to said
descrambléd signal and rescrambling said descrambled
digital signal; and

- outputting said rescrambled digital video signal
containing a new copyright signature signal.

35 ' _

23. The method of Claim 22, wherein said digital signal
and anaiog signals are video signals.

—_—
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an output of said third switch couples a scranbled output when said

copyri ght W& 96/0383%re is present and 35 coupl es a cl earPCIEfEBB4Bat a
si gnal when said copyright signature is not present. said copyright
signature activates an anal og anti copy generator; 23 WO 96/ 03835

PCT/ US95/ 08843 a digital to analog converter is operatively connected to an
out put of sai24secthe Befhed cHnClaimnzp clerereiyisald deepy Weor &t bn

copyright signaturesg iipkes I da; ol =1 : SR -
second switch and g%sé%}% d‘?;%“% g{bfi;%% gor\%%{sa?‘g % yrclig ?’%gll%r?f?lt ure is

present on said cohPfdFieRechntadi digiabcHiEPahitch; said digital to
anal og converter converts said digital signal to an anal og signal; 10

sai d anal out put _is encoded nto a conposite video, signal; said anticopy
gener at or q‘:gou?o? es Re a‘H%‘FB%SaW% ié&’gf“s‘?:bﬂdfh%ﬁﬁilwlf‘? BhiRFRAYP i gnal

generated by said fmfoimicion almd Dy esdadmlihe PO dsd .salid 2. The
apparatus of Claiml, wherein said digital signal and anal og signals are

vi deo signals. 3. Vigee %ﬁ%ﬁ%ﬁtus of Claim2, wherein said copy 20
protection information is at |east one bit at a predetermned location in

said digital $£9ndne method of Claim 23, wherein said authenticating -
10 * signal comprises:
a frequency modulation of said digital signal.

= 27. The method of Claim 27, wherein said frequency
modulation of said authenticating signal comprises: -
15 - modulating said modulation signal with a square wave
whose frequency is such that an integral number of
complete tracks are recorded during each cycle of
said square wave.

20 28. Said method of Claim 23, wherein said generated
signal includes a pulse pair inserted into at least
some blanking intervals of said analog video signal,
each pulse pair including a positive going pulse and
a negative going pulse.

25
" 29. Said method of Claim 22, wherein said recording
medium is magnetic tape.

30. Said method of Claim 22, wherein said recording

30 medium is an optical disk.

31. Said method of Claim 22, wherein said generated
signal includes alterations of said time durations
of horizontal line intervals in said analog video

35 signal.
' 28
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4. The awposmBsss of Claim 2, wherein said generated anti c@EI/GS9§0E843

I ncl udes a pulse pair inserted into 25 at | east sone bl anki ng
interval s of said anal og video signal, each pulse pair including a positive
goi ng pul se and a negative goi ng pulse 5. The apparatus of Claiml,

wherein said recordi ng lumis nmagnetic tape., 6. The appar at us

of daim1l, wherd#n sg?‘ﬂdr‘&%"ol?‘aqin%f Nk i #%- a‘l’th%ﬁfﬁ-"rrba‘-fa:'cﬁ genegat The
.apparatus of Caim 2, sygrapi mamdegempt@fm@mtwosm@lmer I‘ts:ﬂ udes

pul ses added to bl aniy 50, [ BLELY?] 2,07 SALAANE 90 W slege gl 24 VO

apparatus of Caim2, wherein said generated signal includes aIterations of

said time durgti £|s O§a$§{%§&€§&§é #azuﬁ'vﬁz{e,\r’a&k?ef&rfaéﬂf”}g{ e%

signal . 5 9. e appa ern sdrd gener
i ncl udes al teration ofocated nimbeachffimkd ht3aid idigitalerwigder ;sa-tgnatldeo
frame. 10 10. The apparatus of Caim3, wherein said one bit is in each

field of said dlgltal vi deo signal. 11. The apparatus of CaimJ1, wherein
sai d authenticat¥tg sF %Qﬁ%r‘?%&la% 22, wherein fadctywaresiadt ii6h of
said digital signal. éibc1}§t@&&§ﬂéﬁﬁ& Birtiet ddpridiaigi n said frequency

10 receiving a digital input signal from an external
source;
providing said digital input signal for recording

- said digital input signal on said recording medium;

detecting copy protection information'present in

15 said digital input signal; and '

' means for inhibiting recording in response to

detection of said copy protection information
present in said digital input signal.

20 35. The method of Claim 34, wherein said digital input
signal is a video signal. '

36. The method of Claim 34, further comprising deriving
said digital input signal from an RF signal.
25 .
37. The method of Claim 34, further comprising:
receiving an analog input szgnal
converting said analog input signal to a converted
'digital signal; and
30 detecting an analog copy protection signal present
'in said analog input signal and in response
inhibiting recording of said analog input signal;
coupling said converted digital signal to a
recording mechanism in the absence of a copy
35 - protection signal.

38. Said method of Claim 34, further comprising:

| o . 29
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modul ation of said authenticating signal conprises: nodul ating said

nmodul ati onw BM3s3si S a square wave 20 whose frequency pcgrgdseisdalpat an
i ntegral nunber of conplete tracks are recorded during each cycle of said
square wave. 13. The apparatus of Caim1l, wherein said nechanismis 25

al so a recordi ng nechanism and further conpri sing: a digital I nput

term nal for recei \éd ]gi 3,19g|at w |CQ:@1uth§J % lfvr-i l(ax%ﬁ ,}f%@ﬁe
sal

means for providin Igita |nput Si g
recording sai d di gifignginmnd s@id COﬂWﬁ%ﬁ%ﬂ dmghﬁmldsne@aidlagdnedlunl a

third signal det ectiicdsfinelonal 020 3R GRHRLCS AR 11 ALAEABLLGN opr gsent in

said digital input 'signal;, and neans I nhi biti'ng rec I'ng~i n response
to 35 det ect i<G# CQ%%Qd§§GEP ﬂFSF@CPWbﬁaPﬁf§V#§Fh®n present in said
digital input signal. WD 96/ 03835

PCT/ US95/ 08843 14. _The, a tu Cla 13, wherein.said i tal put
signal is a v% éadﬁhn%&%gﬁ O%hgagﬁﬁahg}u h&FeéFaﬁﬁf 3an§gpgh§}gna9
conprising a 5 detimntdngf dncdedesi pyovaddndi gnt abtompouicsgaghal from a

modul ated RE SignaleontGo) S3dydRPAIZEUELY! - %gb%gée Eafgggg gﬂg%'%g; "

an anal og i nput tern1na| for receiving an
anal og to digital 66EWEEF@FGF§i°éoﬁ@EF§lng said

10

'40. Said method of Claim 37, wherein said analog signal
detecting includes providing a circuit directly
responsive to said analog copy protection signal.

15 41. Said method of Claim 37, wherein said analog signal
detecting includes: :
detecting said analog copy protection signal; and
generating a recording inhibiting signal in

response.
20
| 42. A digital video recorder comprising:
a digital video recording mechanism;
an input terminal for receiving a digital video
_ signal; '

25 a signal detector for detecting copy protection
information p&esent in said digital video signal;
means for inhibiting recording of said digital video
signal in response to detection of said copy
protection information.

30

43. The apparatus of Claim 42, wherein said first signal
detector detects at least one bit at a predetermined
location in said digital video signal.

35 44. A method of copy protecting video material,
comprising: .
providing a copyright signature and one or more
scrambled portions at one or more predetermined

R, O O D ST g




|
anal og inp to a converted digital signal; neans for sai d
converted g?‘%’a sgsi gnal to said nechanism and 15 %ﬁ&ﬂ%;g‘" ‘énal
det ect or for detecting an anal og copy protection signal present in said
anal og i nput signal and in response thereto inhibiting recording of said
anal og i nput signal he appar at us .of Cl. ai 6, wherein said neans
f or .provi di ng saidlé%%&@fpe&ndPgFF&ngﬁgngﬁdFS §é98n%eﬁﬂaﬂ?sﬁ?EYe i ncl uded

in aswitch for reggiodengesaid digital input signal and said converted
digital signal and n e | ani sm
dependi ng on a conﬁﬁbgﬁb%jggfgb ﬁegg%grgéadbééﬁ?cﬂégiééalT%% app $%?us of

Cl aim 16, wherein §&B@aéugnal detector |ncludes an autonmatic gain control

circuit 305 [ GEReREING tsalaabep%abae segﬁaeﬁfeée&ﬁ?%é'af%r@ The
appar at us of Cla|n116 erein sai d g . ector includes a cjrcuit
responsi ve to sai dS&: goﬁﬁrBFBPﬁcP ofidtfgRarYedsbagk Vided SRkt us of

Claim 16, wherein aadd anal og signal detector includes neans for detecting
sai d WO 96/ 0383 US95/ 08843
anal og copy protec??on gptecFlnﬁdsaéﬁepg ggtrgpg?%F¥EF1rWﬁé?%Y*EFS|gnal
in response. 21. saaédapéayadubagk 21d5ﬂ1§39nahewuth sa¢@p$emrmmb¢tlon

si gnal de1@ctor debgg&gsgt | east one bit in a

45. A method of viewing copy protected video material

r. containing a copy protection signature signal and a
authenticating signature signal comprising the steps

15 of: _ '
detecting a first copyright protection siénature
signal within said video material;
detecting an authentication signal within said video
material;

20 -descrambling scrambled portions using said copyright
protection signal as a control element when said
copyright signature signal and said authenticating
signature signal are detected; '
adding a second copyright protection signature

25 signal and rescrambling said descrambled video
material;
outputting said rescrambled signal to a viewing
device;
detecting said second copyright signature signal
30 within said viewiﬁg device;

using said second copyright signature signal to
descramble said rescrambled signal; and
viewing said descrambled rescrambled video signal.

35 46. An apparatus for viewing copy protected video
material containing a copy protection signature
- signal and scrambled portions comprising:

31
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‘predet er myedshgygtion in said digital input signal. 22. A gg{r 95/5 43
I nhibiting copying of material digitally recorded on a recording Te

said 10 mat eri al including copy protection informtion, conpr|5|ng
said steps of: playing said material from said recording nediun1 provi di ng
a digital data siggal EE%EB aled -ngdi detgc audheind d ng signal
W thin said 15 e glta? gafganggkf § et%% ﬁﬂ%aﬂ% [o3s) fﬁﬁéénectlon

i nf or mati on |nclud?ﬁ§n§ 9r§cﬁaﬁﬁﬁin316¥l%a§ﬂlﬁl%&@@Prﬁ&%ﬁ?%ﬂ i processing
said digital dgta ai aaal:rmgmebotfbra@egufémmm@ts@gdss@mhblae“&i a copyright
signature are

nb I d | )
signal ; convertingPS&F &Bﬁﬁayéahﬂagiﬁa?°?3lf’gﬂ$§€oﬁ’5$‘?§¥t§r’§tr§tcgtﬂ§ ér?gi'ftngl og

si gnal ; geperati ngcantznal ejemepy; pandect i on S|gnal |n re- sponse

to said detected c p n é{h nalog
signal with said ggné%ngéﬁana gaécégéq%%é ¥fﬂ£ S|gna (MﬁHE#%Ing a copy .
prot ect ed anal og ng #8P: 30 addi ng a new copy protectlon signal to

“sai d descranbl ed signal and rescranbling sai d descranbl ed digital si gnal

d outputti ' I d | d ' t '
Copyri gt si giAr ur BRCPRRRRACYS 58r adetfind r HORT BIRUEEY S drles cai d

digital si@nal andsﬁga&bgcsng&aﬂxmgraa compfeoightgrsdgnature signal and
scrambled portions comprising: _
a tuner for receiving and demodulating said video

- signal; :
' an output af said tuner being operatively coupled to _
15 a copyright signature detector, a first input of a

first selector and an input of a descrambler;
said descrambler descrambles said video signal when
a first copyright signature is present within video
'signal and outputs a descrambled video signal to a
20 _second input of said first selector;
said copy signature detector outputs a control
signal to a control element of said first selector,
coupling said descrambled video to a digital to
. analog converter, a first input of a second selector
25 and a scrambler when said first copy protection
signature is detected;
said scrambler rescrambles said decrambled video and
adds a second copy protection signature;
an output of said scrambler is coupled to a second
30 input of said second selector, wherein when said
first copyright signature is present, said second
selector outputs said output of said scrambler and
when said first copyright signature is not present,
said second selector selects said input of said
35 scrambler; _
wherein said output of said second selector provides
a digital output for said apparatus;

- | 32
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WO 96/ 038380 96/03835 PCT/ USOBLDY8A08B4B  The
nmet hod of C aim 23, wherein said copy protection infornmation is at |east
one bit at a predeterm ned location in said digital signal. 5 25. The
met hod of Cl aim 23, wherein said copy protection information includes a
scranbling portion of, said video si %nal,. 26. _The nethod of Cl aim 23,
wherei n sai d aut her83thtFORFEQ Signalsiis, SOUPRHr F8e8R 3niegudREycoPY
modul ati on of sai d signdblgeriggrador 26 geheeatet bad oF fbaenaddlogherein.

said frequency nodu i on of_ saj nti gati ign rj ol
nmodul ati ng said rmd%ﬁ%:’fcl?o ssi'lgtﬂ'laalq'ssm% ass?acc‘;]%arf ggﬁgvgoﬁkgggﬂ?réegﬁéﬁ'&é?s
such that an integrid$ present;of conplete tracks are recorded during each

cycle of sg d squargnWaygpur®r 2id Sigd it hed agh16hakanedrcubeigin said
generated signal includes,a pulse pair inserted into~at |east_sone bl anking

interval s of said afR¥RALYi ARG [BNCeder 5 BEOHHFR RRCABAFAY a positive
goi ng pul se and a negeputysigmalg @udse. 25 29. Said nethod of O aim 22,
wherein said record] ' [ ti . : o428l o] aim
22, wherein said reéc%%ir%gé | 'n%{gi%%%&iof?mtd?@qgﬁgg’p?% g‘*‘gﬁ@{ig g&&g’l%éi d
met hod of d ai m_22,t‘v\/n%33€? rd it g dive aped @ gs icgnaeras| agdsearedent fons of

said time q¢urati ONSgenerate an analog output signal containing analog

anticopy elements.
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of horizorwel9cH3s3s i ntervals in said anal og video 35 BCOWadS/0888 WO

96/ 03835 PCT/ US95/ 08843 32. Sai d
nmet hod of Claim 22 wherein said generated signal includes alteration of
sai d nunber of hor| zontal line intervals per video frane. 5 33. Said nethod

of daim24, wherein said one bit is |odfed in each field of said digital
video signal. 34. The nethod of Claim22, wherein said material is also
recorded and further- conpri sing:-10- - - - - 1 eeeivi ng -a digital -i-nput si gnal
froman external source; providing said glogstal;e i npy EeSI gnal for recor di ng
sai d di gital input signal on saidgrecordg negdi ung tectigig copy
protection information present in N5 2>3ai @ dl@?tgal | npgt signal ; and
means for inhibiting recording in, esjf}aﬁsé-t-o tion of d copy
protection information present %'Tk.%al d|dj gi tal (el signal . g£0 35.) The
met hod of C ai m 34, -v%eu einZ sqi d_HiTg : ighal is a védleo signal .

36. The method of Ctaim 34%EEfL 2ﬁe%§ 11 r VT 55 2 ¢ gital input
signal froman RF signalf. 2§ K Tree* get ai_m 34, fur81er '
conprising: receiving anretet g“l P —S | ; v erd=f¢ sa-i-ld-‘anal og 1 nput
signal to a converted s~ F > ;
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digital siwoaemp3gasd 30 detecting an anal og copy pr ot epCTWsIsessanAl
present in said anal og input signal and in response inhibiting recordi ng of
sai d anal og i nput signal; coupling said converted digital signal to a
recordi ng nmechanismin the absence of a copy 35 protection signal.
38. Said nmethod of Caim 34, further conprising: WO 96/ 03835

PCT/ US95/ 08843 providing a switch for rZB@iving said digital input signal
and said converted digital signal; and recording one or said other signal
dependi ng on a connection established by said switch. 5 39. Said nethod of
C ai m 35, wherein said anal og signal detecting includes providing an
automatic gain control circuit.- directly responsive to said anal og copy
protection signal. 10 40. Said nmethod of C aim 37, wherein said anal og
signal detecting includes providing a circuit directly responsive to said
anal og copy protection signal. 15 41. Said nethod of C aim 37, wherein
sai d anal og signal detecting includes: detecting said anal og copy
protection signals-and generati-ng a-recordi-ng-i-nhi brt-ing-si-gnak -in- -
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42. A di gW96/0383=20 recorder.conprising: a digital video raamoksdssss
mechani sm an input termnal for receiving a digital video signal; 25

a signal detector for detecting copy protection information present in said
digital video signal; means for inhibiting recording of said digital video
signal in response to detection of said C,{fy protection information. 30 43.
The .apparatus of Caim42, wherein said st signal detector detects at

| east one bit at a predetermned |location in said digital video signal. 35
44. A net hod of copy protecting video material, conprising: providing a
copyri ght signature and one or nore scranbl ed porti ons at one or nore

pr edet er m ned WO 96/ 03835

pl ayi ng back sai d'recorded video material as a video signal; 5 .
detecting said copyrl ght signature and ong @5 rmfﬂe stpdbl ed portions in
sai d played back video signal; and upon ddﬂ@t ng s%ﬂn‘-‘copyrl ght si.gnature,
modi fyi ng said pl ayed back vi deo si gnal wi% T % cap\ﬁf?(ﬁ ectiorg10

process. - ’2___§’_\_1__ 2 2
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45. A et hW@ 9603835ewi ng copy protected video material cont aPOTAFIR083ePY
protection signature signal and a authenticating signature signal
conprising the steps 15 -of: detecting a first copyright protection
signature signal within said video material; detecting an authentication
signal within said video material; 20 descranbl i ng scranbl ed portions
usi ng said copyright protection signal as4&lcontrol el enent when said
copyright signature signal and said authenticating signature signal are
det ected; addi ng a second copyright protection signature 25 si gnal
and rescranbl i ng sai d descranbled video material; outputting said
rescrambl ed signal to a view ng devide; detecting said second copyright
signature signal 30 vvi>t_l"ggn s@i d viewi ng device; using said second
copyright si gnature%'@}’ tq gc@a | e said rescranbl ed signal; and

vi ewi ng sai d descranbl e esérca Igd 'vi-dEo signal. 35 46. An apparatus for
Vi ewi hg copy protected vi jec% Tr$all containi ng a copy protection
signature signal and scrapbl edﬂpor‘h dns fonprising: 31 WO 96/ 03835

PCT/ US95/ 08843 a det ector|for Hetecting p copyright protection
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si gnat ure 'si gnal within said video material;

i ONs US| VagkLE ANTELLECBNT drBRRTPERARELHAN . Si gnal el
d a di splay devi deenfadppal Byrsgip| ayi ng sai d descra

sai d
cont

scranbl e
rol el enent;
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(57) Abstract

A video recording platform prevents both analog and digital copying of copy protected material. The platform may input and output
both analog and digital video signals. At said analog input, a detector (26) detects conventional copy protection in the analog input video,
and in response disables recording thereof. At the digital input, a first detector (20) detects a copyright signature present in the input
material and in response prevents recording. A specially adapted video recorder, playback device (10, 100) or set top decoder copy protects
video source material which has a copyright signature. A copyright signature is provided in a predetermined location in said video signal {.
to be protected. The video recorder, playback device (10, 100), or set top decoder upon detection of the copyright signature on its input
or at playback, modifies the output standard (NTSC) video signal with a conventional copy protection process and the digital output with
a new copyright signature. The input digital signal may contain a scrambling of the digital video signal in addition to the copy protection

signature. In addition, an authenticating signature may be added to
process. As part of the copy protection, a television receiver includes

the digital video signal and detected as part of the copy protection
a copy protection and descrambling system. :




sai d second sel ector selects said input of said 35 scranbl er; wherein
sai d out put of said second selector provides a digital output for said
apparatus; 32 WO 96/ 03835 * ' .
PCT/ US95/ 08843 said control signal is coupled to an anal og anticopy signal
generator to generate one or nore anal og anticopy signals when said first
copyright signature is present; 5 an output of said digital to anal og
converter is coupled to anal og encoder to'produce an anal og out put signal;
and said one or nore anal og anticopy signals are coupled to said digital to
anal og converter and encoder to 10 generate an anal og out put signal
cont ai ni ng anal og anti copy el enents. 33
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