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Background of the Invention 1. Field of the Invention The present

i nvent i onwoetoat/essgeneral |y to digital and software piraay/scédoxzo000
particularly, the present invention relates to a systemand a nethod for
aut hentication to prevent piracy in a digital system 2. Description of
the Related Art The piracy and illegal copying of software and other
digital nedia has become extrenely pervasive and currently results in
billions of dollars inSYSSEM ANRMETHOD FORAHTHANIIAATIGO! t war e owner s
wor | dwi de. This problemis conpounded. by the advent of faster and nore

t echnol ogi cal | y advanced conputers, the devel opnent of inexpensive nass
storage nedia (i.e. CDs, DVDs), as well as copying devices- such as CD
witerss; which aid in various aspects of digital piracy. Each

t echnol ogi cal breakt hrough seemingly results in a new and better way to 20
illegally copy intellectual property belonging to another. Exanples of

digital piracy include: thp,cRBY6REST theTRVeRtighY Software to sell to
others, the installing of a‘srﬂg¥€_1m1ﬂﬂ11ﬂ1ﬂ171ﬂﬁ re package on severa

different systens, placing a copy of proprietary softmare on the Internet,
or even donFielddifitle lypytionght ed 1 mages fromthe Internet. Wile digital
piracy is fairly common am)ng many end users who have lawfully 25

pur chased the - oft e-scal e a cal occurs_ at reseller

| evel . For instance, e inVS% (1%1 B Hay T dlp ol |§aci épa g?’la’febﬂfa@ Il e

copi esiof mrtiafdiathe ppysagriarention rethtes thal sy@tuﬂn @dfd hehed for adihghticationviodeo fil e
to different custonmers, These counterfeit versions are sonetinmes passed on
to unsuspéEP@H@”Eﬁ%P%%@ﬁ%asﬁﬁ?@mare di stributors have been known to

prel oad different systens using 'a single software package. In such

i nst ances,2, Description of the Related Art

The piracy and illegal copying of software and other digital media has become

extremely pervasive and currently results in billions of dollars in lost revenue for media

15  and software owners worldwide. This problem is compounded by the advent of faster
and more technologically advanced computers, the development of inexpensive mass
storage media (i.e. CDs, DVDs), as well as copying devices such as CD writers, which

aid in various aspects of digital piracy.

Each technological breakthrough seemingly results in a new and better way to

20 illegally copy intellectual property belonging to another. Examples of digital piracy

include: the copying of proprietary software to sell to others, the installing of a single

proprietary software package on several different systems, placing a copy of proprietary
sofiware on the Internet, or even downloading copyrighted images from the Internet.

While digital piracy is fairly common among many end users who have lawfully

25 purchased the software, large-scale piracy typically occurs at a reseller level. For
instahce, a reseller may duplicate and distribute multiple copies of a software program, a
digital audio file or a digital video file to different customers. These counterfeit versions

are sometimes passed on to unsuspecting customers. Hardware distributors have been

known to preload different systems using a single software package. In such instances,



1 WD 2004/ 015515 PCT/ S&002/ 000227 custoners are either not provided with

origi nal manual s, diskettes and/or conpact discs (CDs) or are sinply

suppl i ed wiadtoporsatsed copi es of the sane. Numerous net hatg/sGRoexovwhzt t he

ranmpant problem of digital piracy have been devised. One of the nethods is
Trial ware

the use of trialware_'to restrict. usage .of a software roduct ,.

may be i mSHEXBFE &tF Birepnqt I?é‘?“‘iﬁdo%%gﬂﬂ n&ﬂm%];’pﬁﬁqu’%%? t? rgcctadlsﬁg age

counter i Bs)%r%&fsﬁfﬂ@&%u@ﬂje@mﬁ%&Bolﬁes&%%mlﬂei mts the use of a software
cul ar

product to a ‘parti uration or a nunber of trial times, respectively,

after which the protected application can no longer, be | aunched. Users are
then forced toNamefoap msthodh 46 eombahdhe tampagicpeblsm of digkal nieeyARYe ¥t o qui t

using it alt.oget ) : ]IQ‘Q_@; ' ks @ldr&cy
device t hg?wlseg‘ c@ﬁrﬁérl%ljt@e E%{ehg&?(q)sem%%s\%eﬁ{tﬁf | ega Eetﬁgsﬁeépglf égseoﬁq%/\g?@ Har dwar e
keys ase @dueesTridvdre afag bplimgpadnied by eitbérguogrdmnng arsexpfiratiocdatpat @r.  Once

the software is executed, it then detgcts the presence of har dwar e key
in a sim MEAee fRRMHET 1R a&@ﬁg{gﬁg{gﬁ%ﬁﬂﬂ&lﬁ aaEFE’ @3&? sus(es%c?‘lsaféwaée printer,
moni tor Ok, 2, B0 $SartiddlH ALARBA BYa hi@b&QS a8 &d) edipddiiatly] ftedMiychaper at es
when an 15 appropriate hardware key is attached tgrevents Il 1 egal use of the

sof t war e. phutectddepplication cangfo Inagedharamebeds Users s thun eper do eifyr bwshese
corresponﬂre':{g][l%?r?igglégﬁl%éﬁoopﬁs&%%dsi{%?n{%le?ﬁggm&c_hased, the software will not

wor k when er s ut the requisite hardware key.
Anot her common anti-piracy technique is to require the entry of a certain
20 regost rat i oHaldenre keys aresamwthep kyipe dflapti{piracys dévieeathet i coparoplbesedie t he

software can he. installed. Traditionall t he i st ' e given
onl y-wi  noeRentayea] et i B sabie i drlRet R S pRbunto e

el ect roni gakd ¥f a UbhpiteriNOhed the ot is Sxevatdd] itgthérn detpete ienpredehes bibd der  of
the registration key frominstalling the soft\gare n, mul ti systens. In

|
addi ti on, hegyprediey dha siopiles magnr do Aeigstae otier dardpiaircdexices (54 EFe‘bPln e user's

monitor or a mouse). Programming the software such that it only operates when an
15  appropriate hardware key is attached prevents illegal use of the software. As the number
of hardware keys distributed to end users correspond to the number of seat licenses
purchased, the software will not work when installed on another system without the

requisite hardware key.

i

Anothef common anti-piracy technique is to require the entry of a certain

20  registration key that is supplied by the software company before the sofiware can be
installed. Traditionally, the registration keys are given only with the original software
package, although some are issued electronically. Unfortunately, there is nothing to
prevent the holder of the registration key from installing the software on multiple
systems. In addition, many of the electronic registration keys are based on the user’s

25 personal information (ie. such as the user’s name), therefore, some hackers have

developed programs to calculate registration keys for random names.

Unfortunately, as with the use of the registration key, all 6f the above anti-piracy
systems (and many others) are easily circumvented by hackers. A common method of
combating these anti-piracy techniques is to disassemble the coding of the Application

30 Programming Interface (API) to assembly language and, thereafter, decompile the



25 personal information (i.e. such as the user's nane), therefore, sone
hackers have devel oped prograns to calculate registration keys for random
nanes. UnWwartoosmeiseisy, as with the use of the registrati @aCTkaszoozob220f t he
above anti-piracy systems (and many others) are easily circunvented by

hackers. A co met hod of conbat] t he i racy techn gu S isto
di sassenb| &S ?@8&%&5 P RroRSAANHS f@ﬁgf At 3@1%3539]?% 53?&6@:& %% “(API) to
assenbl y Ii%%a&ﬁqmam s hab e cAREdsBY ro- QAP blogranl6r sel céf@]ﬁ&ﬁﬂﬁm@satﬁm

PCT/ SG2002/ 000227 assenbly | anguage i nto progranm ng |an . Wth the
know edge tg@pm@@mflrse%smﬁethatptbsgwa@ﬁw pll g antipEragyathenticatin é%§ Sre-write the
programor set certain conditions within the programitself, such that it
bypasses al | t i t he
Forogor ng. it I8 B L G AR R bEly SRR et S sl kOB £°  hat
cannotsbetbasnmgnbeepﬂ&g&@nuﬂmnnuimw@@@$aﬁbbyowmmﬁummkahan&eﬂsré@ddother
digital pirate sirabl e.to have, an i m t hat
can be i ntP¥gPst iﬁls\/\?lf%aesétﬁﬁg {9 E‘@V‘?’rﬁ% 20t Pg?%'gsé'sﬁ@vfh@g g ﬁ%%ﬁf)‘% t%55 15
PCT/ S&0024 2002 4ssStomaRIdévieds. t he I nvention The present invention fills

t hese needs by providing a systemand a nethod for authentication. It
shoul d be appreciated that the present invention can be inplenented in
nuner ous ways, including as a process, an apparatus, a system a device or
a nethod. 5 Several inventive enbodi nents of the present invention are
descri bed below. In one enbodi mrent of the present invention, an

aut hentii cati on systemto verify a password is provided. The authentication
systemincludes a first storage unit to store an authentication sequence
and a read-only nmenory unit on which an authentication algorithmis
programmed. The aut hentication sequence is preferably encrypted or hash




| o coded. A microcontroller is coupled to the first storage unit, the
read-only nmenory unit and a web server. A second storage unit coupled to

t he m cr oe@uonwbdisers is to store data fromthe web serveacCT/SGRe02/000227

m crocontrol l er receives the password and executes the authentication
algorithmto verify the password with the authentication sequence. Access
to data on the second storagummdry 6f fleg Iivdmiob®y the microcontroller only
if the password 15 has been"verrired. The data fromthe web server to be
stored on the second storage unit is preferably encrypted. Alternatively,
the data maybe ThagtesentdegntioshElls theee veady bidriding aisystpnand PaBetyod K€l udes” a
shut down al gorithm to .shut, down. ] : ' | stem
when a seff ntlff'!?(?nnclgf‘l}oéltatbepaggrse\?\% reggth%]gl%tprrg%gtl I%te)%mggtcfﬁﬁgé iﬁ@%%@%eﬂ ol ler.
The first p§iefoad Vays)iificluditie adth picvess) n abpaeatys, taheystemad-denicy 2@ methet.y uni t,
and the second storage unit are referablg/ 1 mpl e(pentbeg olg a single chip. In
addi ti 6n, Severplgnyentiye embadipeiinefdhe PESHEPECTI0B 2Fq 6T SH 8P'9%e unit and the.
read-only menory unit incorporated into the mcrocontroller. In a
preferred embog sRUmMKYIdihde oPfRSPEent iRVEIibA, Q. autteetictibh eyitént & veify al gori t hm
is inplemented on either firmvare or hardware. The first storage unit is

pr ef er abl yass¥srd is pavidpdywiBhhjantherticafiemeistsr ickydopor frstisipiase Heft toygore an

aut henti cat j on. sequ IS f ' : aplhentdieat i on

2 gor ¢ Pt R SOfode” pRL % Ralhl Hier R, ST hiot o MUBBIEAER PR the
second st algagthndB\Wreg@amined.aTht hetherdivhiouti svawencofs praferaplyesenptddrordash-on, a

nmet hod for authenticating a assword L.s . provided.. The. net hod beqins by
provi di®ng cafedaut H%WP?%’EP&%&S §§Még%hfft Etar dhg fff%’ﬂ%’ mem°r§%ﬂ

PCT/ SG20024, 99022 kerve CRI 36bdh@ sidtazeP@anisoapRd td\heatichRbitrslRE it sedrgdatht hm
stored on a read-only menory unit, is executed to verify the password with
t he aut herditoot ghd wab segenddic micseeostrolipr Jaecives the pagweTd @P@eqxe%‘gest €a
storage unit i ] [ @ﬁﬁ@g | ohi t AcSesal SO

pr ef er abl &" 8nt§°ﬁt8c§{%%émr}1tﬁrﬂﬁée)o‘lér¥nf?":@eeﬁ agﬁvﬁol?&eim | é;au(lg%P %{g#lgﬁﬁﬁﬁlg%ére 66% I ncorrect
passwor ds t@t#a on the second storage unit is permitted by the microcontroller only if the password

15 has been verified. The data from the web server to be stored on the second storage unit is

preferably encrypted. Alternatively, the data may be hash-coded.

The read-only memory unit preferably includes a shutdown algorithm to shut
down the host and the authentication system when a series of incorrect passwords is
received by the microcontroller. The first storage unit, the microcontroller, the read-only

20  memory unit, and the second storage unit are preferably implemented on a single chip. In
addition, it is -also a preference to have the first storage unit and the read-only memory

unit incorporated into the microcontroller.

In a preferred embodiment of the present invention, the authentication algorithm

is implemented on either firmware or hardware. The first storage unit is preferably

25  located within the read-only memory unit and the authentication sequence is preferably
hard code into the authentication algorithm. Alternatively, the first storage unit may be

located within the second storage device.

In another embodiment of the present invention, a method for authenticating a

password is provided. The method begins by providing an authentication sequence and



5 received. Data fromthe web server and that is to be stored in the
storage unit is preferably encrypted or decrypted. Alternatively, the data
may be hawio modedsisOt her aspects and advant ages of the ipomsG0a@000227
becone apparent fromthe foI | owi ng detailed description, taken in

conlunct | bl D FRERARNAARHIB R0 ALY RISy B, oxe

Bri ef Desdg epdcuted to®VerifeéheFaaswond) svithhike mﬂmuonmvmncmrAwed;sl toldetaroaadi | y
understood by the follow ng detail ed cﬂ |on in Confilﬁ%gt g ea},'l\“h t he
acconpanyi WP HELERiORER 2 stesreeatt i pgpytted, pRY é’ranb‘foF‘?)FF variied Toisel¥nce
nuner al s ?ﬂeﬂﬁﬁttg shitkBwalth! GitHE steph ﬁr@é&tﬁm mnftefbf Biedmrdck bét‘sﬁvbﬁé afe a

schematic "of an authentication systemto verify a password froma host in
accor danceewivted. oPetaciiyodhersveb ssfver iad ghatsierip Henstetedi iprihe stagageeuipt is

From a hodFePREMCRDP e e W s AGPEHE- SRS RRFER AfnbRlla Y 2 hre=r e

invention. Figure 3 illustrates a schematic of an authentication systemto
verify a passwither a]sﬁectsramj adviantagesi of the dovertione svilhiteboras epriaeent dropodienent  of

the present_inventijqn ure 4.illustrat emati c of .an

aut hent i cdpil ‘b"ﬁmgyflﬁag?ﬂ dese gBtr“inf )}akgndlascgmp onf‘?'%t?ng}f PSSP ABF SRce wi t h
yet anot hejn&hedh R ofkahpe fdpﬂeslow@riﬁveﬁﬁenﬂ gure 5 illustrates a
met hod for authenticating a passwor froma host in accordance with one

enbodi pent of the present invention. 15 Figure 6 illustrates a schematic of
a conputer systemusing an anti-piracy file manager in accordance with a
further enbodi ment of the present invention. Figure 7 illustrates a

schematic of an authentication systemfor receiving data froma web server
in accordance wi th another enbodi nent of the present invention.



20 6 WO 2004/ 015515 PCT/ SG2002/ 000227 Det ail ed Description of the Preferred
Enbodi nents A system and a nethod for authentication in a digital system
are provi dekood/msstse foll ow ng description, nunerous spEai/SGooxd@bz7l s are
set forth in order to provide a thorough understanding of the present
invention. It will be understood, however, to one 5 skilled in the art,
that the present inventioBr{g;m&Qrmtmﬁbfmeﬂﬁamgssone or all of these
specific details. In othe ances, Wwe nown process operations have
not been described in detail in order not to unnecessarily obscure the
present i nvent iTha. prejeguimvetition il theareadilanndersioedttyc thei Enlosyng defailed t o

verify a passward 12 from.a hgst . 14 in d . W th-an difent  of
the preserfESTRYER Po ROV RFERRNVIR A eoFllcco_nL%E @yﬂs%l; Z&%&iﬁg\%'ncﬁﬁdg%ﬁgz{gi Fst

storage Uniekcriplibn, like tfaén@busheriydssign4tROM sitiichiral bleneenck. a mi crocontrol | er
20. Mcrocontroller 20 is coupled to host 14, first storage unit 16, ROM

unit 18 and a second . storage uynit 22. Mcrocontroller 20 i, referably
coupl ed to hostiguy! uysiaigsh sehe P?/foé%la‘utg“e“‘r%cétllonﬁ}@te’(“dgéﬁen OEP?SSWP@I’. I'n

ot her enbogj MERLS i0fccbiE RIEBERAE chBY@HehOF h3PMepinert®nmy be formed as
15 part of mcrocontroller 20. Furthernore, both first storage unit 16 and

second storage unit 22 nmay be one of a nunber of mass storage devices,
i ncl udi ng har d Figure/2 dllustrptep pychemiatik 6f am puthaisdtion sysemasrerbn® PysHeRd ces,

such as ”}Fnlr Q ngsi? E%Ac%&d%?@%1%%fdﬁﬁg eﬁ%odiﬂeﬁﬁﬁﬂ@&eselnpin%gﬂiotn! on, the tV\D
storage uni 1's may be utilized 1n one physical structure to forma single
mass storage device. The mass storage device nay al so be placed with 20

mi crocontrol | eFigage 3 dlvstrates a sehiengtie of m puthenticationsyysiermde Verfit 2 &SYeWr es an
aut henti cation,sequence 24, .which | L. . rd 12. An
St hont DA baF SRS R ari I lled dnRRlet SeE bl slBRSIR]

aut henti cati on sequence 24 is programmed onto ROMunit 18. In addition, ROV
unit 18 Figure 4 illustrates a schematic of an authentication system to verify a password

from a host in accordance with yet another embodiment of the present invention.

Figure 5 illustrates a method for authenticating a password from a host in

accordance with one embodiment of the present invention.

15 Figure 6 illustrates a schematic of a computer system using an anti-piracy file

manager in accordance with a further embodiment of the present invention.

Figure 7 illustrates a schematic of an authentication system for receiving data

from a web server in accordance with another embodiment of the present invention.

20



preferably conprises a shutdown al gorithm 28. Because these al gorithnms and
other data 25 are hard coded, the contents of ROMunit 18 cannot be

deconpi | edoonoabtsersed. Upon receiving password 12, m crraausd2oad/doez2720

| oads and executes authentication algorithm?26 to verify password 12 with
aut henti cati on sequence 24. Access to second storage unit 22 is permtted
only if password 1DetsiledeDie§érdption dfidh2d@vefedrst Bnsodiseans?2/ 000227
Password 12 may be entered by a user or a software program executed by host

14 after receiving a query frommcraocontroller. 20. Because .authentication

al gorithm 26 i A sitepyandgaaetherhias aﬁ‘&ﬁtﬁﬁﬁl‘fn Hg dﬁ@@iﬂ#@“@‘iﬁp&%"dgﬁpi}{? ?}Wg and

changi ng thf,sa ¢ ;)ﬁoﬂ[]ﬂﬂﬁ&&sf ﬁ)t%kﬁi%_n@etﬁﬁ fesdet kil oerf@tio ir6vad ot he copy
e

t
protection provécreé y t prese Sinvention. It will be apparent to one
ski | | ed i nhdrbeghawrtdetstratling af theqresediZnvenfione Itawib hevnderstoods hatgvers tactngr act er s,

; hain 1 _ |
nown onl yilsd SRR e, bERiaberon i T e Shd BBt by b

aut hent i c%g&ﬁc dsafsengeotBd mMendea) Wepaltdowal pcéss aipetatiofs autenasct besat i on
process by using a user's fingerprints, iris, face, or voice as

aut hent i caiesqmbe&miﬁaﬂ1&9@6&@%@@6&%8%%‘&%% theprpteBL XA i nto t he
software running on host 14 and recognizable only by authentication

al gorithm 26 agghkdenaianags B9 bulBaiatdPsBRne N0 141581y a Aswieaani fed aabove,
aut hentication algorithm?26 is preferably inplenented on hardware or

firmare (osicht isamoMangs with 8he sobedinent of the rresapleinventions tAyhentiction | s

aut hentication .-al gorith 6. w Il he either ext gg‘&:y Nef 1,5 reverse
engi netr 5P'St%t§3t1r0a’ﬂg|% At A Sr%Str%ragel alnbgat g‘? 8?%#% ex r(ggje}{{{/hlgw ?ia%(glat to
bypass. Shyitfbeuvmralleg0.i Miviocd8troler 206 esuphddyto hogil 1dnfist siorags uet HGROMent
against brute force attacks by shuiting. d the entire systemif a series
of i ncorr d@it 15284 aopqead sigrage H%%?ieﬁf“ﬁf?c%u(?ﬁ%%ﬂf Pfﬂ??r hly f@’.‘px‘?&nto host 14

aut hent i Cafiash SYRLERMNAN UTERBBALSEEL Ne the maxi num nunber of

i ncorrect passwords all owed before the system shuts down.

et

In other embodiments of the present invention, ROM unit 18 may be formed as

15  part of microcontroller 20. Furthermore, both first storage unit 16 and second storage
unit 22 may be one of a number of mass storage devices, including hard drives, floppy
disks, or removable flash memory devices, such as the ThumbDrive manufactured by
Trek 2000. In addition, the two storage units may be utilized in one physical structure to
form a single mass storage device. The mass storage device may also be placed with

20  microcontroller 20 to form a single chip.

First storage unit 16 stores an authentication sequence 24, which is used to verify
password 12. An authentication algorithm 26 to authenticate password 12 with
authentication sequence 24 is programmed onto ROM unit 18. In addition, ROM unit 18
preferably comprises a shutdown algorithm 28. Because these algorithms and other data

25  are hard coded, the contents of ROM unit 18 cannot be decompiled or altered. Upon
receiving password 12, microcontroller 20 loads and executes authentication algorithm 26
to verify password 12 with authentication sequence 24. Access to second storage unit 22

is permitted only if password 12 is verified.



20 Shutdown al gorithm 28 may al so be programred to not accept anynore
password entries for a specified amount of tinme. By using shutdown

al gori t hnw2B004/0i5815 and error nethods used by brute forraE/sgod2/a@mazzzon
prograns to identify password 12 woul d becone an extrenely tedi ous process
for hackers. rht hm, wo ther gvﬁ; é@g [ﬂ%p from
even attenpti nhlgatsa’llcgg 1btmhafybe egsege\ﬁio Elo&e%g eco n@'—g toréé{gééutum tﬁ%% 13 used

to store pafﬁ:g ﬁceuasiszu@rwllmnry ﬁbmeﬁj,crombntmwafz& Becpuse audherfioation ggomiiima@bdn host
12 to run. |l es of _such files |nclude execuyt abl rans such as a
sof t war e |¥P§@ é’Pfi@r putogREM it Jelic8PYRE &5 e&?‘ﬁﬁ’lr ‘?&g %ﬂ dg sq files,

text fil es?m@%dreha&ft %ﬁmoitlmea%es Mt%&@ﬁ) mer&)by BlotezHlo ferY&d%‘i/Qﬁes}%e%ﬁt second
storage unit~22 from host nly if the correct password 12 has been
recei vedl bipvertiono étowﬂlrkml alpparenmo o8e WillDip4hoas BmﬁpaBSWvSISGZ(IG%/ goopivate
Althoughlllust%i3 i g nment asos%garatggentltle |t spyuld be
evi dent t TG EF & ?'Fa%ﬁf’l Fésaqqeﬂcetﬁ CoIppIUCAon, PIOSACOtHPT, 1T

st orage Unprbtoddl, knBvl o to aﬂ;&uﬂ@ﬂﬁledslﬁéﬂnlﬁ ARoagsassidrt IZ%nH&idthamc@mﬁbl ned in
a nunber of ways. For exarrp m crocontrol ler 20, first storage unit 16,

ROM uni t 18qugsge F4cay fanppalef mbww@cwwcﬁlmwpmme@%a YNyl e
sem conduc %r%?m Spmslﬂ eagrgdng dJs'lﬂ{He%{t?caﬁ&pﬁﬁﬁérﬁem m crocontroller 20 and
1 t

ROM uni t e |rrp énented on a chip is separate from the storage
units. The present invention therefore has great flexibility of desi gn t hat

may ea$l |y be Patsw‘édﬂm@mm@r@m@nwéemo he gdiwareraning onfest tandpl e, on
hand
manut act urssgppase Sl viulndcs R a6 n JEMha el il e R, D

hand, f abrAcadstrilgedtdheve) aethenticationvapdrithm 26t prdfeuisly mplbmpﬁteq on hardsiaregl e

chi may be. |l ess expens) and_provjde better performqance. |n. addition,
chip) may be. oo, RIBCOShXE, and oy Quide, belier, perfar fance, CTESRION | ¢y

be rmore diifdieHlze Wifl teeRBERLRreldds BMulto r8RFetdABinER R kit Ata from,
15  and therefore extremely difficult to bypass.

Shutdown algorithm 28 is preferably implemented as a deterrent against brute
force attacks by shutting down the entire system if a series of incorrect passwords is
received by microcontroller 20. An authentication system programmer may define the
maximum number of incorrect passwords allowed before the system shuts down.

20  Shutdown algorithm 28 may also be programmed to not accept anymore password entries
for a specified amount of time. By using shutdown algorithm 28, trial and error methods
used by brute force application programs to identify password 12 would become an
extremely tedious process for hackers. The algorithm would therefore deter potential

hackers from even attempting to identify password 12.

25 Second storage unit 22 is used to store programs and/or files, which are required
for a program on host 12 to run. Examples of such files include executable programs
(such as a software installer), digital audio files, digital video files, image files, text files,
and library files. Microcontroller 20 allows access to second storage unit 22 from host 14

only if the correct password 12 has been received by microcontroller 20.



15 Figure 2 illustrates an authentication system50 to verify a password 52
froma host 54 in accordance with a further enbodi mnent of the present

i nvent i onwoAsbherssiscati on system 50 conprises a first Staarsgeoumwni2756, a
ROM unit 58 and a mcrocontroller 60. Mcrocontroller 60 is coupled to
host 54, TITSt SH@a0endfhke BOmiRiNbdihin 38 Gnfia RGP URIISE: clitsgder 62
is further coupled to a second storage unit 64. First storage unit 20 56
stores an tut pesin skilteddn tisegtihatmicdeontplies 20j Srstistersge oniydpi ROMpudslord 52.

An authentlcatlo orlth 68 t.o authen Lcatn assword 52.is r amred
onto ROM ufftd se 'ﬂfﬂ%le gay b 8?13181“?# héiges! é)\fﬂ AP doin %’@ﬁlgir%i t hm 70.
Upon recei iﬁ!ic?&oﬁ §§1§éﬂ@0 dﬁr@t%torﬁ@eclﬁﬁtcmﬂl{m}l gt 16@nd scRafibstarage exe2Atinasbe

aut hentication a gorlthm 68 to veri f’y password 52 with aut hentl catl on

sequence 6Buplemdicc ®as @ F@gk}eémoﬂlﬁWEg@%m tgan; glisseativer FBEOBREYL | f
password 52.1S Vv t he
entire sys?’écﬁ?cofﬁ%ﬂeégrslgfé%ﬁow %ﬁ%ﬂp SSWO g}é“zﬁgcp&?égﬁ? %%QH ﬁte%\ﬁp

m crocont r pkk@fagbnitsAn aut henti cati on system programmer determnines the

maxi mum number of incorrect password atterrpts allowed. Data to be read from

or witten ontq.,second stora uni t .64 |s de rypted
respectively b&@%ﬁsﬁgﬁ'mﬁ?tmﬁ/%ﬁf&l e log 2Lk Elﬁlyp?ﬁc%%%é%ﬁatm é‘lgif geg ﬁged
9 WO 2004/ fiepsal &Bﬁaﬁﬁgs%oﬁaée@ﬁ%aﬁren&}ﬁtsenyoﬂexanﬁﬂe, émehdiBimy therusr oAt i onal
Data Encryption Al gorithm ( Data, Encryption Stapdard (

encr ypi¢ onmuliiplepripparay eheyY ydt PisAt Sendorm el PamfEye déﬁ%rPVpPi’fE?n ot 4 Pretty
Good Priva l‘lle(’lP 8{3 11)3 s%f%n anny Bk |t has, Cf?d}%cgﬂﬂgsthg pr&8RARGerRibRAReewk T 64,

a hacker w to make sense o he contents even if he:manages
to read 5 tHiss Gort engls dwpasay hg lcﬂsmpwmermdl provige Yefterr pertrmphas; By usi ng

a probe). %ter wor d 52 .has be e

illustrate t’r?ﬁylfmsu&}qtgoangé%ﬁ?ﬁ?n Ongui El fé ngmesseag%ngjgpgtltoél%e uni t
64. Al t er nabie\dedfigult idepaat theH OMED rd:aﬂtlsee(lmmﬂoﬁﬂ.orage unit 64 may be
protected by hash-

15 Figure 2 illustrates an authentication system 50 to verify a password 52 from a
host 54 in accordance with a further embodiment of the present invention. Authentication
system 50 comprises a first storage unit 56, a ROM unit 58 and a microcontroller 60.
Microcontroller 60 is coupled to host 54, first storage unit 56, ROM unit 58 and an
encoder 62. Encoder 62 is further coupled to a second storage unit 64. First storage unit

20 56 stores an authentication sequence 66, which is used to verify password 52. An
authentication algorithm 68 to authenticate password 52 is programmed onto ROM unit
58. ROM unit 58 preferably includes a shutdown algorithm 70.

Upon receiving password 52, microcontroller 60- loads and executes
authentication algorithm 68 to verify password 52 with authentication sequence 66.

25  Access to second storage unit 64 is permitted only if password 52 is verified. Shutdown
algorithm 70 preferably shuts down the entire system if a series of wrong passwords is
received by microcontroller 60. An authentication system programmer determines the

maximum number of incorrect password attempts allowed.

Data to be read from or written onto second storage unit 64 is first decrypted or

30  encrypted respectively by encoder 62. Many different encryption schemes may be used



coding. In addition, authentication sequence 66 is preferably encrypted or
hashed as well to to prevent hackers from unraveling authentication
sequence @@ 20051015515y be acconpli shed wi t hout requiri ng rPaOT/SGhd02/00022a]
encoder if first storage unit 56 is located wthin second storage unit 64.
Figure 3 i 1?& UstédRE 682, AinsSlahiafaintdindonan Datdt MRBlvhE@L i dBorsist EIDELD Dga verify
a password 102 froma host 104 in accordance wth another enbodi nent of

the pr Ss enkncrymionn §aaddrd n(DER)t ¢nspiient [6Rles Paiae nappticn Migndads ((3PROM uni t
106 ] . . ' 104,
ron uni - 19EDG0 G Bl bl iyl PABETBY Blchind P coich@ 4 s&nd Bl

st orage unidit 64] 8 hadker ilt e bt bislats makeden@rdftemotitbdtsteven Hht heniges &t eadasswor d
102 is rotglrarmed oll;lto ROM uni t 10&. Atg ?ut hentigf tion se Uﬁ{l}]ce 16 to
verify pasERdiogtens2oPassiig BICBPETPHT oOh HORSHEMES PYrisigyr FPAh 14T 20 RoM
uni t 106 P ahad:abh %a O ioReE IR (Bt ORKkLB e w81 deRasitRg | 1
previ ous enbodi ments, upon receiVving password 102, i crocontroller 108

| oads and exutsotstod sccaud bierags erit 66n al gorithm 114 to verify password 102

wi th authentication sequence 116. Access to storage unit 112 is permtted
only if passwo 2 L t4.ed. Al | ably
used to shut dojf'lxlger%a%geb%gg%% %éro géasli}g%%%glgwgg glg{ri) i%s fb]eijpﬁc():tgér:t?dés a(E)ﬂ;ltssvvords
i s recei vesdimg. M edditon tuthértieatichQB8quabye 6@isdrefeddblygnawpteé ot hashed swadlkequence
116 directly int ut hent.i cation algorithm .114, possibly in nultiple

ol acesid nob Pievi BIFIGE HHEnSHevEie aHbeHuaas seases Bore s stk Hnt a1y
nore di ffigudhplished it rbquikpaang eddidial endoaeleif FdthehdeCiii SMisSieeu@NCce, not
only is reconpilation necessary (if using a conpiled |anguage), but al so
suf fi ci entwigfon secged semeRIMHEO%f the i npl ementation is required to ensure
that the change will not cause 10 WO 2004/015515 PCT/ SG2002/ 000227
program fai | ur &;q3LahiifsfiRas ¥ ehdBiRSof In Auihbhifdlién fs?é’terﬁ* TRACHelerdtP a

re-program authentication system 100.
password 102 from a host 104 in accordance with another embodiment of the present

15 invention. Authentication system 100 comprises 2 ROM unit 106 and a microcontroller
108. Microcontroller 108 is coupled to host 104, ROM unit 106 and an encoder 110.
Encoder 110 is further coupled to a storage unit 112. An authentication algorithm 114 to
authenticate password 102 is programmed onto ROM unit 106. An authentication
sequence 116 to verify password 102 is hard code into authentication algorithm 114.

20 ROM unit 106 preferably comprises a shutdown algorithm 118.

As described in previous embodiments, upon receiving password 102,
microcontroller 108 loads and executes authentication algorithm 114 to verify password
102 with authentication sequence 116. Access to storage unit 112 is permitted only if
password 102 is verified. Shutdown algorithm 118 is preferably used to shut down the

25  entire system if a series of incorrect passwords is received by microcontroller 108.

By hard coding authentication sequence 116 directly into authentication algorithm
114, possibly in multiple places, modification of authentication sequence 116 becomes
substantially more difficult. In order to change a hard code authentication sequence, not
only is recompilation necessary (if using a compiled language), but also sufficient

30  understanding of the implementation is required to ensure that the change will not cause

10



Figure 4 illustrates an authentication system 150 to verify a password 152
froma host 154 in accordance wth another enbodi nent of the present

i nvent i onwo Hosuitskesnt | cati on system 150 conpri ses a readadceoozovorzy ( ROV)
unit 156 and a microcontroller 158. Mcrocontroller 158 is coupled to host

154, ROM URjdgrdB0raad. aBuot?hc ledird 60ukelNe QliBfoul 60r 1 hhittt N regotphiad Lo 2

storage unit 162. Data to be read from or witten onto storage unit 162 is
first decr ypheicationesystiedOd respectively by encoder 160. Alternatively,
hash-codi ng may be enployed to protect the data stored in storage 10 unit

162. Storage u nk%lg%egglifg%:%%gﬁ Mool s%s}t(a[ﬁ? $50% \%ﬁ%}a% %Esgkggiel ﬁri?ogl? I'a c :t i on

public storage a private storage area 1 n authe
sequence 168st WHécin | ®codade twdthv enbthyr pastodimeht 162, thes pedsedte dnventigat. i vat e

storage area 166. ,An authentication algorithm 170 tQ authenticate password
152 is pro g’r‘?ﬁ%"d‘“%tséf“ nFYrREE? aR%@fitﬂ‘i‘g{ Wﬁéﬁgl\@o%ﬁtséi #d g
shut down al,gQpédnaalid:138. RuiBlocbntRiIer AkeisdbBRled RANARN U5 RN LRItSISB 8960 ar €a

166 may be created by under-declaring the nenory size available on storage
unit 162. efgler §60r Fagedepl @ is forthsr agpwladnipta siarege ysityldR c Dataaiddbeaesidom angi ng
from 000 t ] Ay si,cal I S.000. t.0.500 ar eclared to an
operating §§/s g%i 8 J&)S%s;lll h%agéz\/&?r%%\?dvs% CI%%%& K6S cr?f@ﬁ(,i r?SH%C?’ y\%yl ?nc%(%f be
awar e of t héD. pAdsmatielyhaghhyslingahaablel empogsad to?fofdltht GlathOfiéed iNstefagsuch

ci rcunst ances, data stored within physical addresses 000 to 500 will be
accessibl e“?lbi%zny user. This area is known as a public storage area.
Conversely, the undecl ared physical addresses 501 to 1000 forma private

storage area sifeRigt 185862 adelh@®SHLST Hotypedl of dagh Aasd ALAse alpblic storage

m crocontrol l er 158 and can only be accessed by an authorized user or
sof t war e piEYLethinds PliyiReForags sk ¢0f- e AB sathgaticGalon tnqguence d A, Whislyisised may

I nstruct hpSferiknghlori §88 is ﬁgltse:@%rf Oﬁrg}%eosrtor\%é &6 R Mﬂftﬂenﬂbg?.ﬂoh%lg?% ge area

164. However, 1If a user Ws access private storage area t he
user or tht7Gsiof utkenticaty payswondrtdtis progstmmert emto Re¥dvwonitd1 565 2ROMmit h56 s t hen

sent t 9 m glgoogo%?girgsozl slh%{do%g%lgo%{}mawf efputbhg %ttoira%re] 'aregqgé? aﬂc? ﬁr%iza\{é sqgrageaai'ggm rd

166 may be created by under-declaring the memory size available on storage unit 162.

Take for example a storage unit with physical addresses ranging from 000 to

1000, if only physical addresses 000 to 500 are declared to an operating system (OS) such

as Windows, on host 154, the OS will not be aware of the presence of physical addresses

20 501 to 1000. Under such ciréumstances, data stored within physical addresses 000 to 500
will be accessible to any user. This area is known as a public storage area. Conversely,

the undeclared physical addresses 501 to 1000 form a private storage area since these
addresses are only be available to microcontroller 158 and can only be accessed by an

authorized user or software program.

25 Under non-secure operating -conditions, any user may instruct host 154 to read
data from or write data onto public storage area 164. However, if a user wishes to access
private storage area 166, the user or the software program must first enter password 152,
which is then sent to microcontroller 158 for authentication. Upon receiving password
152, microcontroller 158 executes authentication algorithm 170 to verify password 152

30  with authentication sequence 168. Access to private storage area 166 is permitted only if

11



152, mcrocontroller 158 executes authentication algorithm 170 to verify
password 152 30 with authentication sequence 168. Access to private storage
area 166 wo pesonsstsed only if 11 WO 2004/ 015515 PCT/ SGHOZ 0206227
password 152 is verified. Shutdown algorithm 172 shuts down the entire

systemif a series.of incorrect passwards.is,received by.m crocqptroll
158. Fi guP&ss5ord H?s’tsr"ﬁ“@% -a SHECR %g%%i%ﬁ{“ﬁ%r%ﬂ”gatg‘? Fors Sgsa&g@v%g%dof rgin a
host in  QGeOLARRGSechdsbyHHASisEoRA BH RicieboriidBersgseNt i nvention. An

aut henti cation sequence is 5 first provided in a block 202 and preferably

stored in a first storage unit. Also g{rovi ded, .in anot her bl ock %04, is an
aut hent i cat i onFightgo? iltusivatesyhinesthqds20Q Hr @gthenticgtingpngsiword figm 2 ho5tdiei ving a
pronpt fromthe h%ﬁ 8. Rassno ' k 0 b isof t war e
program THE" %esmor?inel%ﬂ%hen ?gggllg\l?g%l&lﬁn anﬂtl) bc/%n%JOtG E%atg{nnﬁeéc%e%%eolntrol | er
that exegwl povited ank bRk R02khdpreferahly stotethin o fivet stotagetung. Pdsxswovidedsi th t he

aut hentication to seguence in a decision,bl .208. 1f.th d i
verified ithaepsesrdienk Ptodkapagh %et&nsalgwﬁnﬁ%. 1§ sfgred, In glfg‘ﬁf"zm{t hles
second st %[f@g?ec‘éﬁh{g b Rrddif. RRRMEe ABSKC hi RS RIROhERALA byvh hikerbst Beam tted

in a bloc 10." The user is then able to read fromor wite onto the
second st eofgre progtam. \Iftieghassword jsithdnareesived inpblogh @by 3 misrpeongaldadfigtd i s not

verified in decision bl.ock 2 .4 he ' nj L0 the
second st 8’?%’6%5 Jhi ?urﬁgﬁjaca&rlgflh%%”ﬁ%g t\?\nuﬁq{f%\r%é ilpﬁsggloﬁf)gg@ %%gmﬁ%%f ‘fs%? {Flat i vel y,
i f thaopasajercd ih 5 dédii@r 166t 208t he user may be given additional chances to
enter the right password. However, systemis preferably shut down if a
series of incofrect asswor LS . receiyve the micr trol . Figure 6
illustrates a &Mf‘%ﬁ‘ﬁb&fv q’%ﬁﬁbﬂ?°éﬁl°"sk’}ga‘e??%2%‘ffe%3s‘?r? %glg{éaa% %%lhra%cy file
20 manage fheBeonid RtcRspe ¥nH &0 aR avbiddacrited thbbdisrhrivilERd pephittedén pblskent

invention. Anti- piracy file manager 252 is coupled to an anti-pir.acy V
aut hent i cat9.ofbenyr

y
o, ablg figyregd fomppryEte Ote thesgcondqrags Wik WhikHS ger 252
answers 1 SOBeSS efdrifitd® 1 WiREsvSrd fOidt Weriffed in decision block 208, the user will

15 be denied access to the second storage unit and method 200 will end in a block 212.

Alternatively, if the password is incorrect, the user may be given additional chances to
enter the right password. However, system is preferably shut down if a series of incorrect

passwords is received by the microcontroller.

Figure 6 illustrates a schematic of a computer system 250 using an anti-piracy file

20 manager 252 in accordance with a further embodiment of the present invention. Anti-
piracy file manager 252 is coupled to an anti-piracy authentication engine 254 and a
storage unit 256. Anti-piracy manager 252 answers requests from a number of software
programs 258 that request different authentication schemes from anti-piracy
authentication engine 254. Access to storage unit 256 is guarded by an authentication

25  system 260. In this exemplary system, the flexibility of the present invention allows for
authentication of many different types of software programs at the same time through

anti-piracy file manager 252.

Figure 7 illustrates a schematic of an authentication system 300 for receiving data
from a web server 302 in accordance with another embodiment of the present invention.

30  Authentication system 300 is coupled to a host 304, which is connected to web server
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prograns 258 that request different authentication schemes fromanti-piracy
aut hentication engi ne 254. Access to storage unit 256 is guarded by an

aut hent i ceta mn4/@55yst em 260. In this exenplary system Rdwsd2oexiobt27ity of

the present invention allows for authentication of many different types of

sof t war e [ al he ! f I =Rl fa r 252.
Foure 7 ORREPERR B AR bR & 1t d e Ml o0 8 SRR
recei vi ng aleenticatiom ByAered00s preveibl30fa i nUdBcomdesicre  Wixéhplan of hest bodi ment

of the present invention. 30 Authenticatio stem 300_is. coupled to a
host 304, gliden 2i Rereah semedey fignie PErsoRA S s gtla (R8s 78 Wirdies
PCT/ SC2002/ (AR i3l it @A Y. chib1ih bt bbbl dhitbr up or @ broadband

connecti on. st 304 1s coupled to authentication system 300, preferably,
via a USB connector. Exanples of host 304 include a personal conputer
(PC), & per sondlo retrigye ¢dta Bemivesbaaatvey MR pagwoyd rsravel bydgst 30446 verified

Pr ot ocol -4 nabjch%lqﬁéawg}g%ﬁma(ﬁ)g)Th%gS%I(Pﬁg%%aé@%;ﬂ/teﬂeg??b%%%r oﬁoyTsQ}Ti{'V?fer | eve

data from server assword rec s ve led by
aut hent i ca kierhosty SIf e paford enfresishyohel uses, thy pithadticationrsystemdndyyalse beser or

by software _in the host, If the password is entered by the user. .the

aut henti c %M%@t%?ﬁpﬁﬁyloﬁe%? pa Sweaﬁg?cg’ﬁédﬁ’tgﬁp%%@p%‘ rgtmy S8?fbt]?ffh@s o
passwor d, 3HERRR ifsucb RGBT, Qﬁﬁl@ﬁticﬁﬁorﬁégstreﬁltSGO%elﬁIéaar}eqdefst thisigh ViedtisDL €t i on s
successful, authentication system 300 sends a request through host 304 for

t 0 accHss ateesswsbwelesevesr 380 2Upupraqciviag dhe/jeagest, ebseyeedd2 groppaccsisies 302
grants access to.a . b pa i t be in
= Pase hla\émgi%Te s%c&g% Egt\i.o %ne&blg%ﬁt% rﬁfj‘g‘lg%xgl% o}_gqnlgs?cl f1e"BYan

the form of S e oOr \ software program Because
t he aut herhiigatiook at gorsoftianei Progeaii.heBecamti tha sythdrgiont8B0 algoritham dincoded,
an unaut hori sed uyser

wi Il _notf be able to circument or..change fhe
veri fi cat i28theaaaioR syster A00ei Radcpdit ﬁs?‘?ﬂ#‘@ﬁ@edaﬁﬁf Wgnﬁ(gt?% félevﬁol | be
unabl e to fcaRvst bPehABL theOftrifeRiochedcHaific #0ZuthdnficAdAtHeEmEIV0aR TRemEe,0f t he
present invention, the password is enbedded in the
15 will be unable to access the data on web server 302.
In another embodiment of the present invention, the password is embedded in the
data to be retrieved from the Internet. Host 304 sends a request for the data to web server
302. Upon receiving the request, web server 302 sends the password embedded in the
requested data to authentication system 300 for verification. If the verification is
20  successful, authentication system 300 allows host 304 to access the data, upon where it
may be displayed or executed. Tha preferred embodiment, the data from web server 302
is encrypted. Decryption of the data is carried out in authentication system 300 before

use in host 304 or storage in authentication system 300.

Other embodiments of the invention will be apparent to those skilled in the art

25 from consideration of the specification and practice of the invention. Furthermore,
certain terminology has been used for the purposes of descriptive clarity, and not to limit

the present invention. The embodiments and preferred features described above should

be considered exemplary, with the invention being defined by the appended claims.
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data to be retrieved fromthe Internet. Host 304 sends a request for the
data to web server 302. Upon receiving the request, web server 302 sends

t he passwaikoesssibed in t he requested data to aut hent ircarSGeaozorsz2em 300
for verification. If the verification is 20 successful, authentication
system 300 al l ows host 304 to acces%}tgggat a, upon where it may be

di spl ayed or executed. In a preferr dinent, the data fromweb server
302 is encrypted. Decryption of the data is carried out in authentication
system 300 befare se i.n host 304 or st.orage in.authentication system 300.
O her enbodi nents o arﬁlglep‘iﬂ%ﬂ??ﬁf?%{oﬂm ea&ﬂ%‘%?rghcto’r{pgs?iﬁbse skilled in the
art 25 fromconsideration of the specifi.cation and practice of the

i nventi on. Furtal*@rﬁtr?ﬁ?rég,eun&?é?§t8¥er?ntaé1\%ﬁ¥]%fl%§ﬁqﬁ?i§e5been used for the purposes
of descriptive clarity, and not to limt the present invention. The

embodi nent s and: Ip3deey mEmoTABLlfP storeraicpicrtigh algardFbul d  be consi der ed
exenplary, with the invention being defined by the appended clainms, 13 WO
2004/ 015515 PCH 8Eeeoritddpo 2oupleddioiaidsitst stappge yniheisid wad-only BeaIEMto verify

a password, .conpri sjng. first. it S peation
m cr ocont rqid #ithentithiion i} ¢rsih s8 1 goH I enfyl spidrenor y
unit, and a Wegglagrv,gr, wherein said mcrocontroller is to receive said
password aRfEsveR gaid authgnuicalignSeIRePS®i#8h al gori t hm and wherei n sai d

aut hentication algorithmis to veri f%gﬁai d Baglzev\ord Wi

, h said .
aut hentd cat i on asSeRdritEazedy cpplgd &u8ahAIEL), T o soree &8’8 spig vesh g

m crocont rsg}deﬁan&@he%éiﬁ boeloth Raifi's0EBng BlothgwRlit isSRIMBRHed 89 dainAEERESINANGESS O
said second storage unit Is permtted by said mcrocontroller only if said

passwor d hady if exid passwiifdi hagbeep. vefified.aut hent i cati on ‘system as recited in
claim1, further conprising a host

2. The authentication system as recited in claim 1, further comprising a host
15 coupled between said authentication system and said web server, wherein said password

is received by said microcontroller from said host.

3. The authentication system as recited in claim 2, wherein said read-only
memory unit further comprises a shutdown algorithm to shut down said host and said
20  authentication system after a number of incorrect passwords is received by said

microcontroller.

4. The authentication system as recited in claim 2, wherein said password is

received by said host from said web server.
25

5. The authentication system as recited in claim 2, wherein said
authentication algorithm is hard coded on one of a group consisting of a firmware and a

hardware in said microcontroller.
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15 coupl ed between said aut hentication system and said web server, wherein
said password is received by said mcrocontroller fromsaid host. 3. The
aut hent i ceta mn4/gppStsem as recited in claim 2, wherein sairCTsGdewwh327 nNenory
unit further conprises ,a shutdown algorithmto shut down said host and
said 20 authentication systemafter a nunber of incorrect passwords is
received by said mcrocontroller. 4. The aut henti cation systemas recited

(nclaim2, whepein Hal dafouhdybtm LEFRIMPH RiaRas dwigsh LieRaand web

server. 25 5. e aut Ication stemas reC|te in claim2, wherein said
aut henti caﬁtbfagemhigisralretha‘bhesltmagabdbmed on one of a group consisting of a
firmvare and a hardware in said mcrocontroller. 14 WO 2004/ 015515

PCT/ SG2002/ 000227 6. The authentication systemas recited in claimb5,
wherein said second storage unit is a renovable storage device. 5 7. The
aut hent s cati on gyst ericagutlicd@icdiof dydtefl 88 Pcied WhelahnG, Sehéeineainecosd or age
unit uses flash nenor 8. The authentication systemas recited in claim 2,
wherein sa$@ag?ﬁ@¥%®§%ﬁh(ﬂlqné‘m’and said read-only nmenory unit are

i npl enented on a single 10 sem conductor chip. 9. The authentication
systemas recited in claim8, wherein said first storage wunit and said
read-only menory unit are incorporated into said mcrocontroller. 15 10.
The aut hent i cat8 on SKhst enthasticatior t Steln as| agaited, it ueleier 2,c ovhsFdms| sid an

encoder cou rocgﬁ gﬁ‘?’e%‘?d Salcc)idé‘%acrypfolg&%l&lylt P tagg ?rﬁb%m%ﬁt%&ngrésé ok u.n' t,

wherei n saf witten on sai d
second 1§t Ofeagéondiddtdr: chip.

9. The authentication system as recited in claim 8, wherein said first storage

unit and said read-only memory unit are incorporated into said microcontroller.

15 10.  The authentication system as recited in claim 1, further comprising an
encoder coupled between said microcontroller and said second storage unit, wherein said

encoder is to encrypt data that is to be written onto said second storage unit.

11.  The authentication system as recited in claim 10, further comprising a
20  decoder coupled between said microcontroller and said second storage unit, wherein said

decoder is to decrypt data that is to be read from said second storage unit.

12.  The authentication system as recited in claim 11, wherein data stored in

said second storage unit is hash-coded.
25

13.  The authentication system as recited .in claim 12, wherein said

authentication sequence is encrypted.

15



11. The authentication systemas recited in claim 10, further conprising a
20 decoder coupl ed between said mcrocontroller and said second storage

uni t, whews wosaissis decoder is to decrypt data that is tRETISGWe@a®oi27om sai d
second storage unit. 12. The authentication systemas recited in claim11,

wherein data stored in said second storage unit is hash-coded. 25 13. The
aut hentication systemas recited in claim12, wherein said authentication

sequence 15 enciypl efhe hanifioa0a/ Qlreal as PIdata02la0022 " wikkein 106

aut hentication systemas recited i aim whereli n said authentication
sequence i suthasibatoodeghends id bashThdedaut henti cati on systemas recited in claim
1, wherein said first storage wunit is |located within said read-only nenory
unit and wherein said authentication sequence is hard coded into said
first storage unit. 16. The authentication systemas recited in claim15,

wher ei ns sai d sepHnd ThkQuiieMicagen s ddiebifedrin CRIM T, $@Sreth PuDIiisCstolags age
area and a private storage area. 17. The authentication systemas recited
in clai m 1@t jghéecated wishia seid gqad-oplyy ggmoryppkt and Whersinespidhauthpnficatony

private St&ﬁa&%e?sﬁﬁ?d&fdeéﬁ&djsa%ﬁ@{'&oég&ﬁlﬁﬂe area. 15 18. A nmethod for
g d

aut henti cating a password, conprising: receiving said password; receiving
data froma web server, wherein said data is stored in a storage unit;
provi di ng an aut henti cati on sequence; executing an authentication algorithm

to verify said passwold, Wl 58 %&st aﬁ%él%gtihcﬁéﬂnoi‘s ShkiEd i 3&8@9‘ n said
aut hentication algorithmis stored on a read-only  menory unit; an
10  storage area further comprises a public storage area and a private storage area.

17.  The authentication system as recited in claim 16, wherein said first storage

unit is located within said private storage area of said second storage area.

15 18. A method for authenticating a password, comprising:
receiving said password;
receiving data from a web server, wherein said data is stored in a storage unit;
providing an authentication sequence;

executing an authentication algorithm to verify said password with said
20 authentication sequence, wherein said authentication algorithm is stored on a read-only

memory unit; and

permitting access to said data on said storage unit only if said password is

verified.

25 19.  The method for authenticating a password as recited in claim 18, wherein

said password is received from said web server.
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permtting access to said data on said storage unit only if said password
is verified. 25 19. The nethod for authenticating a password as recited in
cl ai m 18, wgm®n€o13sissai d password is received fromsaid ver/Seoex0002216 WO
2004/ 015515 PCT/ S&002/ 000227 20. The nethod for authenticating a password
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The net hod for "aut héntica a passwo as recited in claim18, wherein 5

sai d dat a skidl passwoypisedicreddy atier, met hod for authenticating a password as
recited in claim?21, further conprising decrypting said data. 10 .17

21.  The method for authenticating a password as recited in claim 18, wherein

5  said data is encrypted.

22.  The method for authenticating a password as recited in claim 21, further

comprising decrypting said data.

10
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