.23 MAR 2006 PUBLI C KEY CERTI FI CATE GENERATI ON METHOD, VALI DATI ON METHOD AND
APPARATUS THEREOF BACKGROUND OF THE | NVENTI ON The present invention rel ates
-to a public key certificate issuing technique and a techni gga81ARM2006
verifying the validity of the public key certificate in 5 the public key
infrastructure (PKI). When transmtting digital data such as an electronic

“docunent ,

a signature and a public key  certificate of the transmtting

person are added to a subject data.TAlrébeiving person checks the digital
10 si gnat ur @UBEICKPYCERTIFICATE IGENERATION MEEIODsVALIDATEON METHO® public
key certificate added to the ANBAPPARAJISTHERE®R 0 determ ne whet her the
transmtted data has not been altered and whether the data has been
transmtted fromthe transmtting person. 15 Public key certificate issuing
and its wvalidity validation are performed on the public key infrastructure
and their standard specifications are defined in RFC2459 (Internet X 509
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verifying the wvalidity of the public key certificate in
the public key infrastructure (PKI).

When transmitting digital data such as an
electronic document, a signature and a public key
certificate of the transmitting person are added to a
subject data. A receiving person checks the digital
signature (hereinafter, referred to simply as
signature) and the public key certificate added to the
received data so as to determine whether the
transmitted data has not been altered and whether the
data has been transmitted from the transmitting person.

Public key certificate issuing and its
validity validation are performed on the public key
infrastructure and their standard specifications are
defined in RFC2459 (Internet X.508% Public Key
Infrastructure Certificate and CRL Prdfile),.RFCZSIO
(Internet X.508 Public Key Infrastructure Certificate
Management Protocols), and the like.

As indicated in the configuration models of
RFC2459 (chapter 3) and RFC2510 (1.3), a ceftificate
authority has two main works: a registration work and

an issuing work.



The registration work includes registration and exam nation of a user which
are perfornmed in a registration authority. The issuing work includes
issuing of a public 5 key certificate to the user who has bagewAre®s er ed,
whi ch work is perfornmed by an issuing authority. It should be noted that in
RFC2459 and RFC2510, the authority performng the issuing work is defined
as a certificate authority. However, in 4his 10 Specification, an authority
perform ng the issuing work is defined as an issuing authority. That is,

the certificate authorifye iscgelipedit GOpRI %c%dEQerebE%it%tart?itdrP”

authority and the issuing authority. Since the 1ssuing work requires a

secured 15 i pstaleh@id 0k Biwh egfll PrEsdy WhikB Aeeepsakyri@dray & high
mai nt enance fee and construction fee. For thi S, an organi zation to or gani ze

a certificateragiRerd JRYauebFisy. (hereinafter, referred to as
outsourcing) the 1issuing work processing to an external organization 20

(hereinafter, referred tmnesi 4l s0yrednE) inc Coa¥ent kenahky o ft wo pifiieds have
been used for outsourcing the issuing work. In Method 1, an organi zation

constructiBg &eycektritfiifGate autdorié yuper fohashadeptehi eayier eard,25
exam nation of an end entity (EE) as an end user by its own registration
authority whi waieit seulciing pesitnged duy homi 1 yswbnisa@opetratiyon of
installation and equipnent, and managenent of issuing authority). An 23 MAR
2006 - 3 It should be noted that in RFC2459 and
RFC2510, the authority performing the issuing work is
defined as a certificate authority. However, in this
10 Specification, an authorit& performing the issuing work
is defined as an issuing authority. That is, the
certificate authority is defined to consist of the
registration authority and the issuing authority.
Since the issuing work requires a secured
15 installation and equipment, it is necessary to pay a
high maintenance fee and construction fee. For this,
an organization to organize a certificate authority may
entrust {(hereinafter, referred to as outsourcing) the
j issuing work processing to an external organization
20 {hereinafter, referred to as cutsourcing) .
Conventionally, two methods have been used
for outsourcing the issuing work.
In Method 1, an organization constructing a
certificate authority performs identification and
25 examination of an end entity (EE) as an end user by its
own registration authority while outsourcing issuing

authority works (operation of installatien and

equipment, and management cf issuing authority). An



out sourced agency acts for public key certificates of a plurality of
registration authorities. Here a secret key of the outsourced agency is
used for issuing a public key certificate and the outsourcegy gggaQyosane 5
hod 2, an

organi zation constructing a certificate authority perforns registration

out sourci ng i ssuing
authority works such as managenent 10 of equi pment to an outside agency. In

the outsour Ce%mﬁﬂﬁjwedl%%%ﬁ&{iééyé ngoauﬁgzﬁgii&ykeg%e%@tf_i%a@e% sgcret  key
au an issuing authority

and an i ssui ng N0 o f Secd Bt keyiak caRf Ryt dedekor gagh af sthadi fferent
15 authorities. In thi's case, the organi zation nane (registration authority

&@ghah?atai on

is described as a public key certificate issuer. In Met

authority work by its own registration guthority while

for each of the certificate horities. For exanple,

nmanager nanme) kegn¥f ugtd nthtdur &ed tagésay eiautbeni Eyr(
authority nmanager) nane is described as the public key

certi

icate issuer.

For exanple, helafonenenid.oneth date neidodse 20t soerusadabyndgpamame
Certification Services Inc. (JCSI) which provides a certificate issuing
servi ce calbl eds SreHEiSgn.asThe DSl 1i¢ Seeyr esSrgihf pubtecisenerce standard
rule (V1.0)" (JCSI SecureSign is a registered trademark of the Japan
Certificate Service), pdge Metttasd 25 an desganptabhoascbokkaust ifilye a
SecureSign is divided into two types of services: a "public service" and a
"private serviceg'tifilgateasaitdfot ey révaeenseregeet reheopertithiocdttey pol i cy
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work by its own registration authority wh

ile

outsourcing issuing authority works such as management

10 of eguipment to an outside agency. In the outsourced

agency uses an issuing authority equipment and a secret

key for each of the certificate authoriti

es. Fo

r

example, an issuing authority and an issuing authority

secret key are provided for each of the different

15 authorities. In this case, the organization name

(registration authority manager name) constructing the

certificate authority (registration authority manager)

name is described as the public key certificate issuer.

For example, the aforementioned two methods

20 are used by Japan Certification Services

Inc. (J

CSI)

which provides a certificate issuing service called

SecureSign. The JCSI “SecureSign public

service

standard rule (Vv1.0)” (JCSI SecureSign is a registered

trademark cof the Japan Certificate Servic

25 a description as follows.

e), pag

e 5 has

The SecureSign is divided into two types of

services: a “public service” and a “private service”.

In case of the private service, the certificate peolicy



and CPS (certificate practice statenent) are determ ned by a custoner and
is disclosed on a network domain required by the custoner. On the other
hand, in case of the public service, the JCSI is the certifyTER2006SuUer
of the public service and signs the certificate. Wen the issuing wrk and
the registration work are perforned by different organizations, there is a
problemthat the responsibility ranges_of the issuing authority and the
registration authority are not clear, 10 although their responsibility

ranges are dehingedply ihetGerdddé C@i:@cﬂéétsﬁgtéhah%ﬁreatre( el ARy ,
referred to as CPS). However, when a problemarises in the issued public

key certificabg Gf @ X %n@%@ﬂﬂ@éc_lése@oﬂhabnﬁ_@tw&rtkh@!oﬂﬁi(ﬁ! ption
itens), internal data (log 15 and the Iike) of the issuing authority and the

regi stration gélqaridy shaH«l desehreked ta dréepthae hwhe,i Sor espensi bl e.
This is not easy and requires quite a tinme. SUWARY OF THE | NVENTI ON 20 The

present i nvenbiforhpr @ides: asdeeiue quehé oJcsleas! yheetene i&icegponsi bility
range of each of parties concerned for contents of a public key

certificateée Neseererof tthe preseint sewehteoangr svgdesthe 2brivdlfiidattiecan

technique for verifying a public key certificate in relation to generation

by a plurality of authdiian eshe 23ME006rb an8 the registration
work are performed by different crganizations, there is
a problem that the responsibility ranges of the issuing
authority and the registration authority are not clear,

10 althcugh their fesponsibility ranges are defined by the
Certificate Practice Statement (hereinafter, referred
to as CPS). However, when a problem arises in the
issued public key certificate (for example, an error is
contained in the description items), internal data (log
15 and the like) of the issuing authority and the

registration authority should be checked to determine

who is responsible. This is not easy and requires

guite a time.

SUMMARY OF THE INVENTION

20 The present invention provides a technique to
clearly define a responsibility range of each of
parties concerned for contents of a public key
certificate.

Moreover, the present invention provides a

25 wvalidation technique for verifying a public key

certificate in relation to generation by a plurality of

authorities.



Mor eover, the present invention provides a technique to be clearly
indicated for a user about a public key certificate in relation to
generation by a plurality of authorities. Mreover, the preseRMARRUGHNt I ON
provi des apparatuses for a public key certificate issuing, registration,
and val i dation based on the aforenentioned technique, a systemusing the
appar atuses, and a processing nethod forguse in the 10 apparatuses and in
the system More specifically, according to the present invention, when

out sourcing an issuing Wyredwe o} hefie PFr8a8hzal hoBntachURlrice ikeys certificate
i ssuing process and validation process as follows are perforned. 15

Fol | owi ng processes qiee tRedordapsh whenindssstag gdopubl ueelkenbernt iaf i cate
according to the present invention. A registration authority (RA)
apparatus, afdieriicdderty fog g Bitth ©xatm Nt aga ahoendoefehky atEbh, K20 sgener at es
a signature of the registration authority RA to guarantee information to be
described in @plpralliicy kdy aaceriofitcbd®. anong the information of the end
entity, such as a nanme of the end entity (subject) and a public key
(subj ect pdblic key infdorethe2b regiptestnoniauehoiphypsendsies public key
certificate issuing request having the generated registration authority
signature to appesstiusgsadidrord tgugly) ken cesbbhseate theupolglic key
certificate 23 MAR 2006 - 6 . .

registration, and validation based on the

aforementioned technigque, a system using the

apparatuses, and a processing method for use in the

10 apparatuses and in the system.

More specifically, according to the present
invention, when outsourcing an issuing work to other
organization, a puklic key certificate issuing process
and validation process as follows are performed.

15 Following processes are performed when
issuing a public key certificate according to the
present invention.

A registration authority (RA) apparatus,
after identifying and examining an end entity (EE},

20 generates a signature of the registration authority RA
to guarantee information to be described in a public
key certificate among the information cf the end
entity, such as a name of the end entity (subject) and
a public key (subject public key info). The

25 registration authority sends a public key certificate
issuing request having the generated registration

authority signature to an issuing authority (IA).

In response to the public key certificate



i ssuing request fromthe registration authority, the 1issuing authority
apparatus generates a public key certificate. The public key certificate

i ncludes the nane and signature of the registration authoriiyMARa0ss
information signed. A signature of the issuing authority for the entire
public key certificate is generates and added to the certificate. To
invalidate the validity of the public kgy _certificate of the end entity
thus issued, it is 10 necessary to invalidate the public key certificate of

the registratigguaHgheeghy swhirchrhasd egigtared 1onthgrheertifi eake. Mre
specifically, the registration authority apparatus sends a certificate

invalidation jesequggt ahehbhe tissypgauthaydidroies he publie key 15
certificate. Upon reception of the request, the issuing authority of the
public key cectirticatatelnvahiedates iiheaerddficoi€aoé thelu@gksthation
authority (load the certificate in the invalidation list). This nmethod is
effective to hamal eddt eighkttire X0 téred rexgidtyrpubdm cakeyoeertl f kadt es at
once, for exanple, upon nanagenent term nation of the registration
aut hority.5Wenfarpablipc kégneelr.ti fA catonmadooor dhgthe iskeipgesent invention
is received by an end entity 25 during a transaction, the end entity
perfornms a vaditdavrdhypfocesdef @ntvierd fopilnga Heeypubdrtikegateeisi ficate as
follows. Firstly, the end entity apparatus constructs 23 MAR 2006 - 7
generates and added to the certificate.
To invalidate the validity of the public key
certificate of the end entity thus issued, it is
10 necessary to invalidate the public key certificate of
the registration authority which has registered to the
certificate. More specifically, the registration
authority apparatus sends a certificate invalidation
request to the issuing authority of the public key
15 certificate. Upon reception ¢f the request, the
issuing authority of the public key certificate
invalidates the certificate of the registration
authority (load the certificate in the invalidation
list}). This method is effective to invalidate all the
20 end entity public key certificates at once, for
example, upon management termination of the
registration authority.
When a public key certificate according to
the present invention is received by an end entity
25 during a transaction, the end entity performs a
validation process for verifying the public key

certificate as follows.

Firstly, the end entity apparatus constructs



and verify a path fromthe self-signed certificate of a certificate
authority that can be trusted by the end entity up to the public key
certificate. Next, the end entity verifies the registrati onm2amMARRIOY
signature 5 described in the public key certificate by using the public key
of the registration authority. Then, the end entity constructs and verifies
a path fromthe self-signed certificate;of the certificate authority
trusted by the end entity up to the public key 10 certificate of the

regi stration auwbhefitify Hergatn frrdhecpablé crkeygeent beireatrecafcet gy 2
registration authority has been invalidated, this neans that the public

key certificaterits fiinald duther pupl tigakeyagersi fraat edapgondiengrio the 15
present invention includes a nane and signature of the registration
authority andenmfieymaid ae havpdl Bc key i dyrnyt peasen caaxknowhiehenkange
guaranteed by a signature. Accordingly, the end entity which has received
a public key eettiitfyi catre fdars kitow wdai st sa 2loguananteeédyby ithetueg strati on
authority. Description other than the range guaranteed by the registration
authority bs teskeigpear amt edce yutthiec i lsswi ogralf hoateyby Thasg ithei s
possible to clarity the responsibility range of the issuing authority IA
and t hat of theb23 o dégivstafattiften maiwriatyioThesehandt pt heFhbsni tiwes are
descri bed throughout the present specification. A further understanding of
t he nature an@nddeaftdges ors Tcts R o0k Bes a path from the

self-signed certificate of the certificate authority
trusted by the end entity up to the public key

10 certificate of the registration authority. Here, if
the public key certificate of the registration
autherity has been invalidated, this means that the
public key certificate is invalid.

The public key certificate according to the

15 present invention includes a name and signature of the
registration authority and information by which a
verifying perscn can know the range guaranteéd by a
signature. Accordingly, the end entity which has
received a public key certificate can know what is

20 guaranteed by the registration authority. Description
cther than the range guaranteed by the registration
authority is to be guaranteed by the issuing authority.
Thus, it is possible to clarity the responsibility
range of the issuing authority IA and that of the

25 registration authority.

These and other benifits are described

thrcughout the present specification. A further

understanding of the nature and advantages of the



invention may be realized by reference to the remaining portions of the
specification and the attached draw ngs. BRI EF DESCRI PTI ON OF DRAW NGS 5
Fig. 1 shows a configuration of a PKI (public key infrastruziNAR 2006t em
according to an enbodi nent of the present invention. Fig. 2 schematically
shows configuration of an end entity (EE) shown in Fig. 1. 10 Fig. 3
schematically shows a configuration of_ @ registration authority (RA) shown
in Fig. 1. Fig. 4 schematically shows a configuration of an issuing

authority (IA)yirSRowidm i@ bd. r&E4 i 28dSPOWE edichandware GoRrf irgatd ay
exanple 15 of the end entity (EE), the registration authority (RA), and
the issuing agidiariidns (dA)tishoywedtNf Fbgtidnt endFitBe 4tthiched is a flowchart
showing a public key certificate issuing operation executed in the end 20
entity (EEl), drheviregi stration authority (RA), and the issuing authority
(I'A) shown in Fig. 1. Fig. 7 shows a brief configuration of a public key
certificate issuing request docunent created in step S1005 in Fig. 6. 25
Fig. 8 shows a brief configuration of a public key certificate generated in
step S1009 i nBRIGF QEIRINAR QA00BE -DRAWENGS 9 shows a brief configuration of

5 Fig. 1 shows a configuration of a PKI (public
key infrastructure) system according tc an embodiment
of the present invention.

Fig. 2 schematically shows configuration of
an end entity (EE) shown in Fig. 1.
10 Fig. 3 schematically shows a configuration of
a registration authority (RA) shown in Fig. 1.
Fig. 4 schematically shows a configuration of
an issuing authority (IA) shown in Fig. 1.
Fig. 5 shows a hardware configuration example
15 o¢f the end entity (EE}, the registration authority
‘ _{RA), and the issuing authority (IA) shown in Fig. 2 to
Fig. 4.
Fig. 6 is a flowchart showing a public key
certificate issuing cperation executed in the end
20 entity (EEl), the registration authority (RA), and the
issuing authority (IA) shown in Fig. 1.
Fig. 7 shows a brief configuration of a
public key certificate issuing request document created
in step S1005 in Fig. 6.
25 Fig. 8 shows a brief configuration of a

public key certificate generated in step S1009 in Fig.

6.



information 93 shown in Fig. 8 when a signature identifier is used. Fig. 10
shows a brief configuration of 5 information 93 shown in Fig. 8 when a hash
value of the registration information is used. Fig. 11 is af Mwrheos
showi ng operation perforned by the end entity (EE2) in Fig. 1 verifies the
public key certificate of end entity (EEI). 10 Fig. 12 is a flowhart for

val idation operation by a registratian quthority's signature 113 when the
information 92 is guaranteed by the registration authority (RA) using a
signature identifier. ¥ i@ skhis a Htovehashtignhryak bdabifon operation
by a registration authority's signature 124 when the information 92 is
guar ant eed byihlie rmaedicst gt istwwautinority. (RAYhesi agsihrabagh val ue of the
registration information 20 Fig. 14 shows a brief configuration in case a

certificate ofdantediistr dtsi arsealit hority is issued by an

i ssuing authority

(I'A). Fig. 15 shows a brief configuration in case the certificate of the
registration authority iFdg.sdedshds by mnothecocigutatabe atithority (CA3).
DETAI LED DESCRI PTI ON OF THE EMBODI MENTS Fig. 1 shows a configuration of a
PKI (publit 23nMaRm28A6n- 9T0 shcewn iinf rkaist v i twire) aylséem wetoedphigthe an

enbodi nent of the present invention.
registraticn information is used.

Fig. 11 is a flowchart showing operation

performed by the end entity (EE2) in Fig.

the public key certificate of end entity

1 verifies

(EE1) .

10 Fig. 12 is a flowchart for validation

operation by a registration authority’s signature 113

when the informaticon 922 is guaranteed by the

registration authority (RA) using a signature

identifier.

15 Fig. 13 is a flowchart for walidation

operation by a registration authority’s signature 124

when the information 922 is guaranteed by the

registration authority (RA} using the hash value of the

registration information

20 Fig. 14 shows a brief configuration in case a

25

certificate of a registration authority is issued by an
issuing authority (IA}.

Fig. 15 shows a brief ccnfiguration in case
the certificate of the registration authority is issued

by another certificate authcrity (CA3).

DETAILED DESCRIPTION OF THE EMBODIMENTS

Fig. 1 shows a configuration of a PKI (public



The PKI system according to the enbodi nent conprises an end entity
apparatus EEl (15) and EE2 (16) 5 perform ng an electronic procedure, a
certificate authority apparatus CAl (13) and CA2 (14), and a3 MeARQUODb6 NET 17
such as Internet for connecting these apparatuses. The certificate
authority apparatus CAl (13) includes a registration authority apparatus RA
10 (11) perform ng registration work angpan i ssuing authority apparatus |A
(12) performng a public key certificate issuing and managenent work. Each

of the registiegt iieif rdtharddyr@ppayates RAcdddingndot Ae em®SdiiR@naut hority
apparatus A (12) is connected to the 15 network NET (17). The issuing
authority appafatte Ipkeskht andredtheosi egi stration authority apparatus RA
(11) connected via the network NET (17) need not be |ocated at a position
physically identical if THeyRheoretemahdtyor@Ongonst thet emboelicertt ficate
authority CAl (13). Furthernore, an organi zati on managing the certificate
authority appavatus s€Al anlIndHsOLk CesppdeatiissbiEnhg (A6) hanidt ZERor(K 6)o a
separate agency and accordingly, different organizations nanage the issuing
25 aut hori by pArdppariatusn ¥)ecebnhe pegistdunei oa cauthdriicegeRA appar at us
(11). Moreover, as shown by dotted lines, it is assuned that the
certificate agtdoniyYCAPHaERAtwhd-Ahe( D3 MRI 2088 (141, esdtipficate

authority CA2 (14) certify each other; the certificate authority CA1 (13)
i ssues its puBKt¥ogdy NET "17 such as Internet for connecting these

apparatuses. The certificate authority apparatus CAl
(13) includes a registration authority apparatus RA
10 (1l1l) performing registration work and an issuing
authcrity apparatus IA (12) performing a public key
certificate issuing and management work. Each of the
registration authority apparatus RA (11) and the
issuing authority apparatus IA (12) is connected to the
15 network NET {(17}.
The issuing authority apparatus IA (12} and
the-registration authority apparatus RA (l11) connected
via the network NET (17) need not be located at a
position physically identical if they theoretically
20 constitute the certificate autheority CA1 (13).
Furthermore, an organization managing the
certificate authority apparatus CAl (13) outsources the
issuing authority work to a separate agency and
accordingly, different organizations manage the ilssuing
25 authority IA apparatus (12) and the registration
authority RA apparatus (11).
Moreover, as shown by dotted lines, it is

assumed that the certificate authority CA1l (13) and the



certificate to the end entity EEl (15); and the <certificate authority CA2
(14) issues its public key 5 certificate to the end entity EE2 (16). It is
assunmed that the end entity EE1 (15) and EE2 (16) trust in iheiAREOb6fi cate
authorities CAl (13) and CA2 (14). Next, explanation will be given on each
of the conponents constituting the PKI system 10 Referring to Fig. 2,
explanation will be given on the end_enRtity apparatus (hereinafter,
referred to as EE apparatus). The EE apparatus has: a processing block 30a;

a storage bl oGk 30I% i & (O &Rt PNCHP ocky 36cé9ﬁif%5e§@m@ﬁq@%{;i R th
ot her apparatuses via the network (NET) 17; and an I/O block for input and

output of an celrecifite docihen « gereT at es) bYsQuééeﬂtén@uﬁﬂ_icek@?tr0niC
docunent received from other EE apparatuses, and for reception o
speci fi cati on deytilte disey .t 20 Hidhe=1pd ogesst PoEbL ocks8Paahastha si gnature
creator 34 for generating a signature to an electronic docunent, a
si gnat ure val icdattiidn ddteck 3hdortyetd? yi by} theussghatupepldnd kaycontro
bl ock 38 for controlling the respective conponents of the EE apparatus as a
25 whol e. The cstraridge dileodio 30te hasd emt et ecEEDNi(t6) docltments helsdered3l for
hol ding the el ectronic document generated by the user; a key holder 32 for
hol di ng a 23 WMARt2006 <rkd erseicretEkey(15] gmad UEB2kéy$) &rpabl io kép
certificate of a public key to be used in pair with the secret key, a
certificate authorities CAl (13) and CA2 (14).
Next, explanation will be given on each of
the components constituting the PKI system.
10 Referring to Fig. 2, explanation will be
given on the end entity apparatus (hereinafter,
referred to as EE apparatus).
The EE apparatus has: a processing block
30a; a stcrage block 30b; a communication block 36 for
15 communicating with other apparatuses via the network
(NET) 17; and an I1/0 block for input and ocutput of an
electronic document generated by a user and an
electronic document received from other EE apparatuses,
and for reception of specification by the user.
20 The processing block 30a has: a signature
creatcr 34 for generating a signature to an electrconic
document, a signature validation block 35 for verifying
the signature, and a control block 38 for controlling
the respective components of the EE apparatus as a
25 whole.
The storage block 3Cb has: an electronic

document holder 31 for holding the electronic document

generated by the user; a key holder 32 for heclding a



self-signature certificate of the certificate authority CA entrusted by the

end entity EE operating the EE 5 appar at us;
hol di ng a signed el ectroni c docunent

33 for

and a validation object hol der
received from znpARROGO

entity EE and the public key certificate. In this configuration, when the

contr ol

transmt an el ectronic docunent held Lniphe el ectronic

bl ock accepts via the I/0O block 37 a user specification to 10
docunent hol der

to another end entity EE, the control block reads out the electronic
document fromsethetelkest reniidgh ooty hol degusli @ande passesitheatdooynent to

a signature generator.

hol der

Si gnat ure geneeatesiddatariche X of acdttoon £ docurent ifeadtér amthbeity
el ectroni ¢ docunent holder 31, thereby generating a signed electronic

docunent. TheCsi gnedueltect konitd1ed couhentt igenetfat@oe aadinghehpuBEi ¢ key

32. The control block 38 adds the signature generated by the

certificate held in the key holder 32 25 are transnmtted via the
communi cat Ponapbecktd36:t era adextliivetiiom EDkpeciliobdeby3Bhéouser. Wien the
bl ock 38 receives via the comunication block 36 a signed

contr ol

el ectroni-c dob@heiAngand s2IngaR A00E roniz dp@ingie kegeteedi freate from
t hese are correl ated and causes the validation object

anot her

EE appar at us,

10

15

20

25

another end entity EE and the public key certificate.

In this configuration, when the contrel bleck
accepts via the I/C block 37 a user specification to
transmit an electronic document held in the electronic
document holder 31 to another end entity EE, the
control block reads out the electronic document from
the electronic document holder 31 and passes the
document to a signature generatcr. The signature
generator 34 generates a signature for the received
electronic document by using a secret key held in the
key holder‘321

The control block 38 adds the signature
generated by the signature generator 34 to the
electronic document read from the electronic document
holder 31, thereby generating a signed electronic
document.

The signed electronic document generated and
the public key certificate held in the key holder 32
are transmitted via the communication block 36 to a
destination EE specified by the user.

When the control block 38 receives via the

communication block 36 a signed electronic dccument and

31

The signature 15 generator 34 generates a signature
for the recei vegunaliectkegnitey decumsd hy psingvarisecket skeyehelkdyi nat he

key



hol der 33 to hold them and reports a validation request to the signature
val i dati on block 35. 5 Upon reception of the validation request, the
signature validation block 35 verifies the signed electroni23NpSR2806 hel d
‘in the validation object holder 33 by using a correspondi ng public key
certificate. 10 Then, the signature validation block 35 fetches fromthe
respective certificate authorities via (ghe communication block 36 and a
certificate contained in a path fromthe self-signature certificate of the

reliable Certbfbﬁé&@cambwoﬁéﬁtﬂ?ﬂci@@)fﬂ@nt@nébﬁei5EEUQﬁb§rE€M59€fFifiCate,
t hereby constructing a path and verifies the path. If this validation has

justified thenskgnatrer ecorirka ssighethel eclisoni ehaocamenttisn bBhdked as an
aut hori zed object and output fromthe 1/O block 37 if necessary. 20 Next,

referring to kRb@de3d, 36Xploamatlicdortvdn landergpyens on theidegishr akgoast
authority apparatus (hereinafter, referred to as RA apparatus). The RA
appar at us hastoatheocegsiatgrie ockl idHaioma Istoriaged bl ock 40b; a conmuni cati on
bl ock 44 for 25 comrunication with other apparatuses via the network NET
17; and an51/ O bl ock 45Upon perdegrimiary o hpuhte ous pidat obnarpabest, kehie
certificate and the like and receiving a request fromthe RA apparatus
oper at or / user s1g28aMARe20@6 idat4 orTHel ptlocEs svemyl bl ekt H9as hageda request
docunent generator 43 for generating an el ectronic . .
electronic document held in the validation object
holder 33 by using a corresponding public key
certificate.
10 Then, the signature wvalidation block 35
fetches from the respective certificate authorities via
the communication block 36 and a certificate contained
in a path from the self-signature certificate of the
reliable certificate authority CAl (13) up to the
15 public key certificate, thereby constructing a path and
verifies the path. If this validation has justified
the signature, the signed electronic document is
handled as an authorized object and output from the 1/0
bleck 37 if necessary.
20 Next, referring to Fig. 3, explanation will
be given on the registration authority apparatus
{hereinafter, referred to as RA apparatus).
The RA apparatus has: a processing block
4Q0a; a storage block 40b; a communication block 44 for
25 communication with other apparatuses via the network
NET 17; and an I/0 block 45 for performing input/output

of a public key certificate and the like and receiving

a reguest from the RA apparatus operator/user.



docunent for requesting the | A apparatus to issue a public key certificate
or invalidate a public key 5 certificate; and a control block for
controlling the RA apparatus as a whole. The storage bl ock ZMARZ00GE

regi stered user list holder 41 for holding information of end entities EEs
registered in the registration authority; and a key 10 holder for holding a
secret key of the registration authoritygand a public key certificate to
forma pair wth the secret key. Wen the control block 46 accept fromthe
RA apparatus operator/uses piscddeing bbborksan hadicat irequel® to transmt
a public key certificate issuing request docunent to an issuing authority I A
(12), the contdwelumedocierdtr causess ther reghstet edguser ellest rbalider 41 to
hold the registration informati on entered by the RA apparatus operator and
reports this voddremedquestr@iaociungnt hgenh®rappardBusUponisecel v ng this,
the request docunent generator 43 generates a secret key to be used for

si gnat ure genenatliien ey tdwx tBH i apparat usnvéd 1bjlaaadaappbblicckkgy to be used
for validation, and generates a signature for the registration information
25 and f or 5t heerdgifsitaadts jorrrichforemttionl dpdothefpubkpotkeyliof the REL by
using the secret key held in the registration authority RA (11). Then, the
control bl ocRPHGIGENE dtes &pulti c key certificate issuing 23 MAR 2006 15

request docunent which describes the signature, the public key of the EE1,
and the registration The storage block 40b has: a registered user

list holder 41 for holding informaticn of end entities
EEs registered in the registration authority; and a key
10 holder for holding a secret key of the registration
authority and a public key certificate to form a pair
with the secret key.
When the control block 46 accept from the RA
apparatus operator/user via the 1/0 block an indication
15 to transmit a public key certificate issuing request
document to an issuing authority IA (12}, the control
block 46 causes ﬁhe ;egistered user list holder 41 to
hold the registration information entered by the RA
apparatus coperator and reports this to the request
20 document generator 43. Upon receiving this, the
reguest document generator 43 generates a secret key to
be used for signature generation by the EEl apparatus
(15) and a public key to be used for validation, and
generates a signature for the registration information
25 and for the registration informatiocn and the public key
cf the EE1 by using the secret key held in the
registration autherity RA (11). Then, the control

block 46 generates a public key certificate issuing



information. The public key certificate issuing request 5 docunent thus
generated is transmtted via the comunication block 44 to the | A apparatus
(12). Moreover, when the control block 46 accepts via the cI3/MARQA06on

bl ock 44 a certificate issued in response to the public key certificate

i ssuing request, 10 the control block 46 transmts the request to the end
entity EE1 (15) via the 1/0 block 45 orithe conmuni cation bl ock 44 or
outputs fromthe I/0O block so that the request can be sent by mail.

Mor eover, whepethe storicceimetock 4t abeapt Soed Stii¢ omi yhet RAcappaerat us
operator an indication to transmt a public key certificate invalidation
request docupebtiliaf klye HEChe ¥5)],, tared ctdmd rodgbdtockt 46nreports it to the
request docunent generator 43. Upon reception of this, the request docunent
generator 20 gederatdéscen invalidation request document and transmits it
via the comunication block 44 to the | A apparatus (12). Moreover, when the
control block accepts aTheomiubrlaet iksty d&m‘ﬂe‘&catﬁ rle%@@h@@ r@cﬂlﬁétpubl ic key
25 certificate invalidation request fromthe I A apparatus (12) via the
communi cat PondBrogkentt idugomercirafiast ik s defat st ted reys skhati on i nf ormation
of the invalidated certificate fromthe registered user list held in the 23
MAR 2006 - 16Commegisesiem ddack ish Tnltha WL ameaatyeféifing to Fig. 4,

expl anation wl|l
Morecver, when the control block 46 accepts

via the communication bloék 44 a certificate issued in
response to the public key certificate issuing request,
10 the contrcl block 46 transmits the request to the end
entity EE1 (15) wvia the I/O0 block 45 or the
communication block 44 or outputs from the I/0 block so
that the request can be sent by mail.
Moreover, when the control block 46 accepts
15 from the RA apparatus operator an indicatiocn to
transmit a public key certificate invalidation request
document of the EEl {15), the control block 46 reports
it to the request document generator 43. Upon
reception of this, the request document generator
20 generates an invalidation request document and
transmits it via the communication block 44 to the IA
apparatus (12).
Moreover, when the control block accepts a
confirmation document in response to the public key
25 certificate invalidation request from the IA apparatus
(12) wvia the communication block, the control block
deletes the registration information of the invalidated

certificate from the registered user list held in the



be given on the issuing authority apparatus (hereinafter, referred to as IA
apparatus). 5 As shown in the figure, the | A apparatus has: a processing

bl ock 50a; a storage block 50b; a comunication bl ock 55 f o3 spRUQOgati on
with other apparatuses via the network NET 17; and an 1/0O block for

i nput/output of a public key certificate and 10 receiving an indication from
an | A apparatus operator. The processing bl ock 50a has: an issuing block
for issuing a public key certificate; a managing block 54 for nanagi ng the

public key centddfiisgated sséed 1y the1dssuing bl ock; and a control bl ock 57
for 15 controlling the conponents of the | A apparatus as a whole. The

storage bl ock 50b has: aguibl ixekeyriwgrts frial ed dakapaspabloholdiling a
public key certificate issued by the issuing block; and an 20 certificate
revocation |i &k hdlvder b2.tHen iddsiopigusat t ynappheatthe control bl ock 57
accepts a public key certificate issuing request fromthe RA apparatus (11)
vi a the comuniheateiiom flileock ,re fidverexdnts obs blckpdaraepsits this to the

i ssuing block 25 53. In response to this, the issuing block 53 generates a
public keyScertificate. Mderghowrhein sthg ngicbieckt B3 dkssppbestasnams :of the
registration authority RA (11), the signature of the registration authority
RA 23 MAR 2006 Priressing blawk ctther 8 teiwrade nekeskaryb/and signs the

public key certificate usin%)the secret key of the _
communication block 55 for communication with other

apparatuses via the network NET 17; and an I/0 block
for input/output of a public key certificate and
10 receiving an indication from an IA apparatus operator.

The processing block 50a has: an issuing
block for issuing a public key certificate; a managing
block 34 for managing the public key certificate issued
by the issuing block; and a control block 57 for

15 c¢ontrolling the components of the IA apparatus as a
whole.

The storage biock.SOb has: a public key
certificate database 51 holding a public key
certificate issued by the issuing block; and an

20 certificate revocation list holder 52.

In this contiguraticon, when the contrcl block
57 accepts a public key certificate issuing request
from the RA apparatus (11) via the communication block,
the contrcl block 57 reports this to the issuing block

25 53. 1In response to this, the issuing block 53
generates a public key certificate. Here, the issuing
block 53 describes a name of the registration authority

RA (11}, the signature of the registration authority RA



issuing authority (12). The public key certificate thus generated is
transmtted via the communi cation 5 block 55 to the RA apparatus (11).
Moreover, this public key certificate is |oaded in the publ 2xVkER 2006
certificate database 51. Mreover, when the control block 57 accepts a
public key certificate invalidation request fromthe RA 10 apparatus (11)
via the comunication block 57, the cantyrpol. block 57 reports this to the
managi ng bl ock 54. In response to this, the managi ng bl ock 54 del etes the

public key certifcaire toxtheri tvahsdatedecbEgnriheanpulliigkeecertificate
dat abase 51. The managi ng bl ock 15 54 periodically generates certificate
revocation |i gtubldescrd pidgrt hf Degaéi opiabouhet Becpehl ikeykey aerdificate
whi ch has been deleted fromthe public key certificate database (normally
call ed CRL (cerdddiratdaworhgevogaiipn. | Tst) pabdiARkefadkhardifiiy-atevocat i on
list) and causes 20 the certificate revocation list holder 52 to hold the
certificate revocatgaretdtsétd 14 sheunkdibeedotvéd that comhenmeradgiorg bl ock 54
is assuned to describe in the invalidation |ist a date when the next
certificat® rnewadatiortd igte vikh|abpagenesat &d) . 25MMreeceer,, thhies managi ng
bl ock 54 checks a valid termof each of the public key certificates stored
in the publicrkdlicerkdy icattel dhtabasess5loaddd del shespabgdls ikevkey
certificate whose validity term 23 MAR 2006 18 has been ended, fromthe
publ i c key ceraantiidaicteiadabsesg1al.

Moreover, when the control block 57 accepts a

public key certificate invalidation request from the RA

10 apparatus (l1) wvia the communication block 57, the
control block 57 reports this to the managing blecck 54.
In response to this, the managing block 54 deletes the
public key certificate to be invalidated, from the
puklic key certificate database 51. The managing block

15 54 periodically generates certificate revocation list
describing information about the public key certificate
which has been deleted from the public key certificate
database (normally called CRL (certification revoccation
list) and ARL (authority revcoccation list} and causes

20 the certificate revocation list holder 52 to hold the
certificate revocaticn list. It should be noted that
the managing block 54 is assumed to describe in the
invalidation list a date when the next certificate
revocation list will be generated.

25 Moreover, the managing block 54 checks a
valid term cf each of the public key certificates
steored in the public key certificate database 51 and

deletes a public key certificate whose validity term



The EE apparatus, the RA apparatus, and the |A apparatus shown in Fig. 2 to
Fig. 4 can be 5 constructed on an ordinary conputer as shown in Fig. 5 for
exanpl e, which includes: a CPU 61; a nenory 62, an external 23MAXRQe06levi ce
63 such as a hard disc; a read device 64 for reading information froma
general purpose storage nmedium 69 such as a CO-ROM a 10 communi cati on
device for communication with other apparatuses via the network NET 17; an
i nput device 66 such as a keyboard and a nouse; an output device 67 such

as a nmonitor and 8eRhi Bhekd,anddhtield aae, 168 far, dateai passtpgy between these
conponents. 15 The CPU 61 executes a predeterm ned program | oaded in nenory

62, thereby rgalkgkBeg the respective processing blocks. That is, the
comuni cation bl ocks 36, 44, 55 are inplenmented when the CPU 61 uses the

comuni cation device 66rhEhgEl @0 reakss 3hhARA alisbHba20s Ar gndimphenent ed
when the CPU 61 uses the input device 66, the output device 67, and the

read device 64n Apparstasagechinodks F3Gh, A0y mig. SOb-at ebé npl enent ed when
the CPU 61 uses the nenory 62 and the external storage device 63. Moreover,
t he processi ngohkoekstdfapnd@a, o2oliard Sloranegrea s zedows an pFogessS of the
CPU 61. The aforenentioned predeterm ned programis read out via the read
devi ce 64 frofothexstpilagewhedihumndfiders :downlGddedl f romeanot hebZappar at us
connected via 23 MAR 2006 - 19 the conmmunication device 66 to the network
and introducedtesnthesertregraldestiorcage devilcee3 hard disc; a read
device 64 for reading information from a general-
purpose storage medium 69 such as a CD-ROM; a
10 communication device for communication with other
apparatuses via the network NET 17; an 1lnput device 66
such as a keybcard and a mouse; an output device 67
such as a monitor and a printer; and interface 68 for
data passing between these components.
15 The CPU 61 executes a predetermined program
loaded in memory 62, thereby realizing the respective
processing blocks. That is, the communication blocks
36, 44, 55 are implemented when the CPU 61 uses the
communication device 66. The I/0 blocks 37, 45, and 56
20 are implemented when the CPU 6l uses the input device
66, the output device 67, and the read device 64. The
storage blocks 30b, 40b, and 50b are implemented when
the CPU 61 uses the memory 62 and the external storage
device 63. Moreover, the processing blocks 30a, 40a,
25 and 50a are realized as a process of the CPU 61.
The aforementioned predetermined program is

read out via the read device 64 from the storage medium

69 or downloaded from another apparatus connected via



Next, explanation will be given on operation of the end entity EEl (15),
registration authority RA 5 (11), and issuing authority A (12) when they
are in the relationship of certificate authority CAl (13) angs MAR 2006l
entity EE1 (15) as shown in Fig. 1. The operation of the end entity EE
(15), the registration authority RA (11), and the issuing 10 authority IA
(12) according to the present enbodinﬁnﬁg Ls divided into a public key
certificate issuing operation and invalidation operation. Explanation wll

be given on tR@cPubhintirk@¥t ieaT tddd Lt e é Sissli fige OREERbERNaREr fOr med by the
end 15 entity EEl (15), the registration authority RA (11), and the issuing

authority havingrbliecaforememd enadt riconfdgurage odevitd. 66.1s a flowchart
for explaining the public key certificate issuing operation perfornmed by

20 the end entity EEl (Mekt,thkexglegistiat vl BtdogitynRAn( dppradndnt he
i ssuing authority I'A (12) according to the present enbodi nent. A user of
t he EEl appar afushgerecatees iay BEL t @b )apptd@hd t oot Cont ainhogityf @rmat i on
required for 25 requesting for a public key certificate issuing (step
51001) and5senids3)it abyl nwishhiorg pasdescity tTR ahl Dpewla¢orthel the RA appar at us
(11) together with a certificate assuring that the information described in
the 23 MAR 2008e- rg0at iapghicatiforcdxt s st aptisdo0Ry . CAhe (dpér andr of the
RA apparatus receives the
the end entity EE1l (15) as shown in Fig. 1.
The operation c¢f the end entity EE1l (15), the
registration authority RA (11}, and the issuing
10 autherity IA (12) accorcding to the present embodiment
is divided into a public key certificate issuing
operation and invalidation operation.
Explanation will be given on the public key
certificate issuing operation performed by the end
15 entity EE1 (15), the registration authority RA (11),
and the issuing authority having the aforementioned
configuration.
Fig. 6 is a flowchart for explaining the
public key certificate issuing operation performed by
20 the end entity EEl (15), the registraticn authority RA
(11), and the issuing authority IA (12) according to
the present embodiment.
A user of the EE]l apparatus generates a
written application ccntaining information required for
25 requesting for a public key certificate issuing (step
51001) and sends it by mail or passes it to an operator

of the RA apparatus (11) tcgether with a certificate

assuring that the information described in the



application for the public key certificate issuing and the related
certificates (1003) and exam nes whether 5 the contents of the application
are truly for the information for the user of the end entity; HARGHFG Who
can issue a public key certificate (S1004). Next, an operator of the RA
apparatus (11) inputs the registration information of the user of the 10
EE1 apparatus (15) described in the appbipcation, via the 1/0 block 45 and
specifies to transmt a public key certificate issuing request for this EE1l

(15 to the I Azmpparatius (R)erddesegpesiogppument generator 43 creates a
public key certificate issuing request 15 docunment (step S1005). Specific

operation of the requestriiociperitogeneraiOrrRA3apparhean explaiveed tagove. As
shown in Fig. 7, the generated public key certificate issuing request

docurment 90 i pglpudesst i egistaed ipib 20 i nd proatt 0pi8dteaipubling key 92
corresponding to a secret key used by the EEl apparatus (15) to use for an
el ectroni ¢ doetrentelsitgptay et i fidorammt { D003 ncatdi 8gaRinkeegivietaidron
authority nane, a signature, and a signature object information 93 and
guar ant eed5by tthke 2hteagisstoattiton auythordt yolRAafd 1} ruandfarsicgeat ure 94 of
the registration authority RA (11) for these information itens (91, 92,
93). The requestfcdocunent foredttoy Wt ransth¢ sendhee281 MAREZQ0G15)2VWho
generated public key certificate issuing request docunment via the
communi cat i on cleinocle A anputhiel metawrdertificate (S1004).
Next, an operator of the RA apparatus (11)
inputs the registration information of the user of the
10 EEl1 apparatus (15) described in the application, via
the I/0 block 45 and specifies to transmit a public key
certificate issuing request for this EE1l (15 to the IA
apparatus (12). The regquest document generator 43
creates a public key certificate issuing request
15 document (step 51005).
Specific operation cof the request document
generator 43 has been explained above. As shown in
Fig. 7, the generated public key certificate issuing
request document 90 includes; a registration
20 information 21; a public key 92 corresponding to a
secret key used by the EEl apparatus (13) to use for an
electronic document signature; infcrmation including a
registraticn authority name, a signature, and a
signature object information 93 and guaranteed by the
25 registration authority RA (11l); and a signature 94 of
the registration authority RA (11) for these

information items (91, %2, 93).

The request document creator 43 transmits the



NET 17 to the | A apparatus (112) (step S1006). The issuing authority A (12)
certifies the 5 public key certificate issuing request docunent 90 issued
by the registration authority RA (11)using a known techni ques 8IXR age&pt s

t he docunent. (step $S1007). In response to the public key certificate 10

i ssuing request, the issuing block 53 generates a public key certificate 100
shown in Fig. 8 (step S1008). Informatign_described in the public key
certificate includes: infornmation to be specified by 15 the issuing

authority IA guelrascd MM lO%Of dderifssatagiavtihagi requAstl2) issuing
the public key and a certificate serial nunber allocated to the issuing

authority (12Hpcar@ntnfaraetion-a@xtiactedidby bbecki 8guang bheckes3idmiom t he
information included in the 20 public key certificate request docunent 90

such as the ramTe 1706 oftHehelrzendhentatys EELLpho (seedsstbespublic key
certificate, a public key 92, and information 93 guaranteed by the
registration authority RAeg lildsuidsy shovimornt¥i g2 821 heepublfieskenhe25
certificate 100 is divided into a basic region 101, an extended region 102,
and an i ssi ngualtiorkiey cHgniat urate 108suilihe baguestedbonmé@i i90cl udes t he
serial nunber 104, the issuing authority name 105, the end entity EE 23 MAR
2006 - 22 naiesles bandhehe quid tivatkeyn S2udficorheyeRd énf)upgiBEEla (15) while
t he extended regi on describes information 93
known technigque and accepts the document. (step
S1007).
In response to the public key certificate
10 issuing request, the issuing blcck 53 generates a
public key certificate 100 shown in Fig. 8 ({step
$1008) .
Information described in the public key
certificate includes: information to be specified by
15 the issuing authority IA such as a name 105 of the
issuing authority IA (12) issuing the public key and a
certificate serial number allocated to the issuing
authority (12); and information extracted by the
issuing block 53 from the information included in the
20 public key certificate reguest document 90 such as the
name 106 of the end entity EEl who needs the public key
certificate, a public key 92, and information 93
guaranteed by the registration authority RA (11).
As shown in Fig. 8, the public key
25 certificate 100 is divided intc a basic region 101, an
extended region 102, and an issuing authority signature

103. The basic region 101 includes the serial number

104, the issuing auvthority name 105, the end entity EE



guaranteed by the registration authority RA. Next, the issuing block 53
generates a secret 5 key of the issuing authority for the basic region 101
and the extended region 102 and creates the public key cert2fwveateod®0. The
| A apparatus (12) |oads the generated public key certificate 100 in the
public key 10 certificate database 51 and transmts it via the network NET
17 to the RA apparatus (11) (step 1009) The RA apparatus (11) accepts the
public key certificate 100 via the network NET 17 (step 51010) and

transmts thenBHQ'h@6ke$n@eE%'fkﬁﬁigﬁéqg7%?9% ﬁ %ﬁecgﬁaeéggggkngEgecret key

via the conmuni cation bl ock 36 e y a safe net

electroni ¢ CRUBYNLA3LLORNN RATANS: MRId: 45 Ep-SL0ILL . 5 TRERELs8ppanal uS
accepts 15 fromthe RA apparatus (11) the public key certificate 100 and

the 20 Corre?ﬁ@?@h@@e@ie%@e%h@)&éﬁj&lﬁét?&g é\@&ﬁ@rmﬁmn the key hol der

32. Next, explanation wll be given on the public key certificate request

document 90 and the inf gemeti ehe 9F Aes iIPESCE N5 heegxt ghdedar egent102 of
t he public 25 key certificate 100 and guaranteed by the registration

authority BRA. kEkr sfl yher efsetiiineg shaHo@it 9, fexptianats onc wWebhioheigiven on
the informati on 93 guaranteed by the 23 MAR 2006 - 23 registration
authority RA bydushegekliensiegnatarierolj&ctand derdaféerthe public key
certificate 100.
The IA apparatus (12) loads the generated
public key certificate 100 in the public key
10 certificate database 51 and transmits it via the
network NET 17 to the RA apparatus (11) (step 1009).
The RA apparatus (11) accepts the public key
certificate 100 via the network NET 17 (step S1010) and
transmits the public key certificate 100 and the
1% corresponding secret key via the communication block 36
or the I/0 block by a safe method: electronic
communicaticn or postage mail (step S51011).
The EE]1 apparatus accepts 15 from the RA
apparatus (11) the public key certificate 10C and the
20 corresponding secret key (51012) and holds them in the
key holder 32.
Next, explanation will be given on the public
key certificate request document 90 and the information
93 described in the extended region 102 of the pubklic
25 key certificate 100 and guaranteed by the registration
authority RA.

Firstly, referring to Fig. 9, explanation

will be given on the information 93 guaranteed by the



As shown in Fig. 9, when the signature object identifier is used, the

i nformati on guaranteed by the 5 registration, authority RA includes: a nane
111 of the registration authority RA; the signature object 23 NpARI2D0Er 112
specifying the informati on guaranteed by the registration authority RA, and
a signature 113 of the registration authority generated by the secret key
10 of the registration authority RA. Myeg specifically, the signature object
identifier 112 specifies the information to be described in the public key

certificate aﬂ@BgsEPQtlbﬂfQﬁﬁﬁb&QQyC@@P%@du@%%@”%%@f%EbEWtébé 5§gé§£rat|on
15 authority in"step S1004. Information to be guaranteed

registration aythereiy¥rRA i ncludes, for exanple, the end entlty name
(subj ect nane), the public key and attribute infornmation of the end entity

EE. There are various meyshefnsehegtigng &, he/leh edte i 9f @iavitONeb et £ 20
this, at least one identifier specifying at |east one conbination of the
obj ect informafienbifiensissuded dethe iimfoimasyisirernyeachhoadedoy ntseich a way
that it can be accessed by the registration authority RA the end entity
EE, and the issgisgrauiboratyhbAltTh®&A25 nodgidets:at iomaut hbiltyf Réhgener at es
a signature for the information specified by this identifier (RA signature
113). Wien t heeghforatioona98hboibe Gdar ahteesd dnat2r MO PO06 24 t he
registration authority RA is described by using the signature object
identifier asifenthéiafotétheareondgding the information guaranteed by
the registration authority RA; and a signature 113 of
the registration authority generated by the secret key
10 of the registration authority RA.
More specifically, the signature object
identifier 112 specifies the infermation to be
described in the public key certificate among the
information checked and examined by the registration
15 authority in step S1004. Information to be guaranteed
by the registration authority RA includes, for example,
the end entity name {subject name), the public key and
attribute information of the end entity EE. There are
various ways of selecting the object information. For
20 this, at least one identifier specifying at least one
combination of the object informaticon items is decided
in the system and lcaded in such a way that it can be
accessed by the registration authority RA, the end
entity EE, and the issuing authority IA. The
25 registration authority RA generates a signature for the
information specified by this identifier (RA signature

113).

When the information 93 to be guaranteed by



enbodi ment, the signature object identifier is |oaded according to the

i nformati on guaranteed by the 5 registration authority RA. Accordingly,

vari ous conbinations can be specified as the signature objegi MARROpEELI ON
and can work around the needs of the certificate authority CA flexibly.
Moreover, there is a method using a hash 10 value of the signature object
information. As shown in Fig. 10, whep yging the hash value of the
signature object information, the information 93 guaranteed by the

regi stration agtheeityt (BAiiRClMAS ria y et std ald o9 b QObit ¥snagech2l, hash
15 val ue bl ocks 122, 123 of the informati on guaranteed by "the régistration

authority, andignkegirst batjicer oI ter e 24 genes abrenbyohbg secr et
key of the registration authority (11). Anong the information checked and

exam ned by 2fbbemeadi, Sthat isaryratther idny dh (ddgnt f 5éepi51004detthe
information to be described on the public key certificate is described in
hash val ues iactbedhaghtovahue iblfecks ti2?, di2doftdde bpfoneati on guarant eed
by the registration authority RA. The information 25 guaranteed by the
regi strati bn aasghectrtyiBA Bndhueddsy Hor eanmptdinahy endaenvusy EE nane
(subject nanme), public key, and other attribute information of the end
entity EE. 23chMaRifB06ons2BanThe rggicitiriatd g althorigyaRAr¢ 1dhjgeherates a
signature (signature 124 of the registration
information and can work around the needs of the
certificate authority CA flexibly.
Moreover, there is a method using a hash
10 wvalue of the signature object information.
As shown in Fig. 10, when using the hash
value of the signature object information, the
information 93 guaranteed by the registration authority
RA includes: a registration authority name 121, hash
15 walue blocks 122, 123 of the information guaranteed by
the registration authority, and a registration
authority name 124 generated by the secret key of the
registration authority (11).
Amcng the information checked and examined by
20 the registration authority RA (11) in step 51004, the
information to be described on the public key
certificate is described in hash wvalues in the hash
value blocks 122, 123 of the information guaranteed by
the registration authority RA. The information
25 guaranteed by the registraticn authority RA includes,
for example, an end entity EE name (subject name),

public key, and cther attribute information c¢f the end

entity EE.



authority RA) for a registration authority RA nane 121 and for the hash
val ue bl ock 122, 123 guaranteed by the 5 registration authority RA. \Wen
the registration authority RA describes the information bl ogkpgSrbwosISi Ng
t he hash value of the signature object information, it is necessary to
check whether respective object information hash values 10 correspond to
the information described in the certifbiscate. However it is also possible
to indicate the guarantee object information by a signature wthout

| oading the signature objiact-dgentifiesn Nexborexpl anatiian Welklehg g ven on
an 15 invalidation operation of the public key certificate of the

registration autshemidtyufA (digndtutdelzeghsttnéi eagiaurherichy (11) and the
public key certificate issuing authority of the registration authority.
When i nval i dataiut¢hoa ipublRX) keyr certéedicatetian 20tmapagyngapessen 121
(responsi ble person) of the registration authority RA (11) sends a public
key certificahe ifavaltirdatiash reguestb dockinkh?, t b28hgupubhiteedkéy the
certificate issuing authority of the registration authority RA by an
assur ed nethodegdendiaig an s wgredr 257 ddeunent by el ectroni ¢ comuni cati on or
physical handing). The public key certificate issuing authority of the
regi stration authority RAgrli)he heedkiss Wt her 28tMARLRP0BA- d26crtipespublic
key certificate invalidation request docunent has been issued by the
regi stration &lehdmifigrmation block 93 by using the hash value c¢f the
signature object information, it is necessary to check
whether respective cbject information hash wvalues
10 correspond to the information described in the
certificate. However it is also possible to indicate
the guarantee object information by a signature without
loading the signature object identifier.
Next, explanation will be given on an
15 invalidation operaticon of the public key certificate of
the registration authority RA (11) in the registration
authority (11) and the public key certificate issuing
authority of the registration authority.
When invalidating a public key certificate, a
20 managing person {(responsible person) of the
registration autherity RA (11) sends a public key
certificate invalidation request document to the public
key certificate issuing authority of the registration
authority RA by an assured method (sending a signed
25 document by electrconic communication or physical
handing) .

The public key certificate issuing authority

cof the registration authority RA {11) checks whether



RA (11) using a known techni que and accepts the docunent. 5 The public key
certificate issuing authority of the registration authority RA (11)
invalidates the public key certificate of the registration ausori2ope RA
(11) by using a known technique, i.e., by deleting the public key
certificate of the registration authority RA 10 (11) fromthe database of
the public key certificate issuing authgrity of the registration authority
RA (11). The public key certificate issuing authority periodically issues
a certificate gnwahishatd arey i Sért 5f gpgte bynt-heiagrtibhi eab@eisssui ng
authority. 15 Thus, in the public key certificate according to the present
enbodi nent, bydowadritdaid N @epubdiceleyy ctret rEgeateanl ohheutégisttati on
authority RA it is possible to invalidate docunents for each of the

regi strati on & harlt iesirRA. a Bynawsh ngethnsgoet Bod, attep2B ithiepossi bl e to
reduce the certificate invalidation |list capacity as conpared to

i nval i dati on afoquu#ritc. key certificates of all the end entities EE. Next,
referring to Fig. 1, explanation will be given on an operation perforned
when the EB2 25 appar at &g I8)bviri keescarpubicetkeysevinif bodterdftyt he EEL
apparatus (15). Wen a signed el ectronic docunent and a public key
certificate arcd ridceinagl ByrathieoERUDIBOMARY 2BB6 (11271ingppadates (t16) from

the EEl apparatus (15), the EE2 apparatus, as has been described above,
verifies the public key certificate of the registration authority RA

(11) by using a known technique, i.e., by deleting the
public key certificate of the registration authority RA

10 (11) from the database of the public key certificate
issuing authority of the registration authority RA
(11). The public key certificate issuing authority
pericdically issues a certificate invalidation list
signed by the certificate issuing authority.

15 Thus, in the public key certificate according
to the present embodiment, by invalidating a public key
certificate of the registration authority RA, it is
possible to invalidate documents for each of the
registration authorities RA. By using this method, it

20 1s possible to reduce the certificate invalidation list
capacity as compared to invalidation of public key
certificates of all the end entities EE.

Next, referring to Fig. 1, explanation will
be given on an cperation performed when the EE2

25 apparatus (l16) verifies a public key certificate of the
EE1l apparatus (15).

When a signed electronic document and a

public key certificate are received by the EEZ2



el ectroni ¢ docunent and the public key certificate. Fig. 11 is a flowhart
explaining the public 5 key certificate validation perforned by the
signature validation block 35 of the EE2 apparatus (16). Thgs MAR200sE
val i dation bl ock 35 accepts an indication to verify a public key
certificate fromthe EE2 and constructs a path fromthe self-signature 10
certificate of the certificate authority7CA2 trusted by the EE2 apparatus
(16) up to the public key certificate of the end entity EEl (15) (step

S3001). More ifdtaad | L6t hershopRé urel vapbdakioR (RIsogk t3% ofgd he EE2
apparatus (16) fetches the issuing 15 authority name information (I A nane)

of the certif izggiza Fom tde pablbeekeyeceribbicabevel, tkeigndsentHdy EEL
(15). Then, the EE2 apparatus (16) accesses the public key certificate

dat abase 181 efl ddiedrA @pparaherst 28nd 12)e apdbyets kaypublritd fkeyteerti fi cat e
issued fromthe certificate authority CA2 (14) to the issuing authority IA
(12). The certificate i Fiel dlinis he Keywbbéderel3glaSnicg the eertliifd cate
authority CA2 (14) is trusted by the end entity EE2 (16), a certification
25 path ca®d béegomstrtuictiethty ool 1@etioy: pehéopubHi bykehe sepniaftiugat e of the
end entity EEl (15) transmitted from the end entity EEl; the public key
certificate ofalligatiisguiigpduthordfytha FE2) appechsdsf fdmt-he | A appar at us
23 MAR 2006 - 2 8 - (12); and a self-signature certificate of the
certificate authority CAhehetnFtehe keyi@didepr B2ock 35 accepts an

indication to verify a public key certificate from the
EE2 and cecnstructs a path from the self-signature
10 certificate of the certificate authority CA2 trusted by
the EEZ apparatus (16) up to the pubklic key certificate
of the end entity EE1l (15} (step S3C01).
More specifically, the signature validaticn
block 35 of the EE2 apparatus (16) fetches the issuing
15 &authority name information (IA name) of the certificate
from the public key certificate of the end entity EEIl
(15} . .
Then, the EE2 apparatus (16) accesses the
public key certificate database 181 of the IA apparatus
20 (12) and gets a public key certificate issued from the
certificate authority CA2 (14) to the issuing authority
IA (12). The certificate is held in the key holder 32.
Since the certificate authcority CA2 (14) is
trusted by the end entity EEZ (16), a certification
25 path can be ccnstructed by collecting: the public key
certificate of the end entity EE1 (15) transmitted from
the end entity EEl; the public key certificate of the

issuing authority IA (12} fetched from the IA apparatus



The signature validation block 35 verifies the path constructed in step
S3001 by verifying 5 certificates as follows (step S3002). The signature
val i dation bl ock 35, using the public key of the certificate;ggi{Ropoéy CA2
(14) contained in the self- signature certificate of the certificate
authority CA2 (14), verifies the signature attached to public key 10
certificates and checks whether the publi.c _key certificates are matched in
contents. Next, by using the public key of the issuing authority 1A (12)

contained in the)publ{ keycerdidisatecofetherisgubngr authority 1A (12), a
signature attached to the public 15 key certificate of the end entity EEl is

verified and Ghegk i dmdawetiey the goenbenhstat kBesenukld gokey

certificates are matched. As has been descri bed above, 'the path is verified

by perforning the signatiee yiadisattonvanddsbeon281pBkeRisngeharials the
certificates constituting the certification path. Next, according to a

particul ar i nfrefdTgiaton cddLmysied as RfepagB)0sppei FyirAgyangegi stration
authority described in the public key docunment to be 25 verified, the
si gnat ure \al icgattidn dateck a35 fet bhes astopbsiCokey cEhti Bigakeuek t he
registration authority RA fromthe database of the issuing authority which
has 'issued tvd ickertiidn ddtce;k adtd, bysisg ngha public key off 2BeMAR 2006 - 29
the registration authority (11) contained in the public Kkey certificate of
t he regi strat icertdftinmtia puRAority CAZ (14) contained in the self-
signature certificate of the certificate authority CAZ
(1l4), verifies the signature attached to public key
10 certificates and checks whether the public key
certificates are matched in contents. Next, by using
the public key of the issuing authority IA (12}
contained in the public key certificate of the issuing
authority IA (12), a signature attached to the public
15 key certificate of the end entity EEl is verified and
check is made whether the contents of these public key
certificates are matched.
As has been described above, the path is
verified by performing the signature validation and the
20 matching for all the certificates constituting the
certification path.
Next, according to a particular information
item {(such as RA name) specifying a registration
authority described in the public key document to be
25 wverified, the signature validaticn block 35 fetches a
public key certificate of the registration authority RA

from the database of the issuing authority which has

‘issued the certificate, and by using & public key of



verifies the signature of the registration authority RA described in an
extended region of the public key 5 certificate of the end entity EEl (15)
(step S3003). Moreover, it is possible to describe the publixMee 2006
certificate of a registration authority RAin an extended region of the
public key certificate to be verified, so as to be fetched by the verifying
person. 10 The signature validation bLogk 35 constructs a path to the
public key certificate of the registration authority RA (11) used in step

S3003 (step $8004kgiEhatatitn apatdrisy const restiedi ic@miahenelpugenti ficate
authority CA2 (14) trusted by the end entity EE2 (16) up to the registration
authority RA kéllkrertheipatte WX tthd heegiegisdt bbm onualubhor iyt RARA  (11)
vari es depending on where the public key certificate has been issued. 20
Firstly, as shewtfiiesFitihe B,grexplanati drhe wddidbergt Vemn enthocase ®Aen t he
path up to the public key certificate of the registration authority RA (11)
i s construct edeskenbilde ipulsn ckeyndset tiddicat eoDfthidepulbbbgeskedti on
authority RA has been issued by an issuing 25 authority IA (12). The
si gnat ure Yal cdatidn chiteclk 353 HeetagheentfitgmBEEie publ i tskey gePPiBfi.cate of
the registration authority RA (11), information of the issuing authority 23
MAR 2006 - 30Moraowgireh iftas si sssd tlite Ysulsdd o kidye cleve i pulkhie. keYhen, the
signature validation bl ock 35 .
certificate of a registration authority RA in an
extended region of the public key certificate to be
verified, so as to be fetched by the verifying person.
10 The signature validation block 35 constructs
a path to the public key certificate of the
registration autherity RA (1ll) used in step S3003 (step
53004) .
That is, a path is constructed from the
15 certificate authority CAZ {14} trusted by the end
entity EE2 (16) up to the registration authority RA
(11). The path up toc the registration authority RA
(11) varies depending on where the public key
certificate has been issued.
20 Firstly, as shown in Fig. 14, explanation
will be given on a case when the path up to the public
key certificate of the registration authority RA (11)
is constructed when the public key certificate of the
registration authority RA has been issued by an issuing
25 authority IA (12).
The signature validation block 35 fetches

from the public key certificate of the registration

authority RA (11), informaticn of the issuing authority



accesses the public key certificate database 181 of the |IA apparatus (12)
whi ch has issued the certificate and 5 the issuing authority I A (12) fetches
the public key certificate issued fromthe certificate authefviaARGHGe (14).
Since the certificate authority CA2 (14) is trusted by the end entity EE2
(16), the certification 10 path is constituted by the public key certificate
of the registration authority RA (11) yged in step S3003, the public key
certificate of the issuing authority A (12) fetched fromthe public key

certificate danabasen h8% dfsdhed IthappaspidiSke@ndethersehtesi gnature 15
certificate of the certificate authority CA2 (14) held in the key hol der
32. Here, since the publherkexerdidnaiaiee ofalhdatissubbgcausbority 1A (12)
and the self-signature certificate of the certificate authority CA2 (14)
have 20 been atreadgsuséed ipuksitiep K8P0srtiificaassdaeabsbat 181 hey che be
used again in this step. The control block 38 of the EE2 apparatus verifies
the path up t 0At bppeegitsisr &tliZon wdutdioridy Rsuddl)heonsttutiedtenastep
S3004, by the sane nmethod as 25 step S3002 (step 53005). If the

af or enent i bnethealisdatingn asttéps 133004  (1SB00B3:t @rels S30O5palbeéial keguccessf ul,
then it is confirmed that the public key certificate of the end 23 MAR 2006
- 31 entity EErtifsyrats valsiugd Theore drite remtt ohl ¢@sel 2uikorihni €Aked to the
user via the I(/lqo)bl ock 37 of the EE2

Since the certificate authority CAZ2 (14) is

trusted by the end entity EEZ {16), the certificatiocn

10 path is constituted by the public key certificate of
the registration authority RA (11) used in step 83003,
the public key certificate of the issuing authority IA
(12) fetched from the public key certificate database
181 of the IA apparatus, and the self-signature

15 certificate of the certificate authority CAZ (14) held
in the key holder 32.

Here, since the public key certificate of the
issuing authority IA (12) and the self-signature
certificate of the certificate authority CAZ (14) have

20 Dbeen already used in step S3001, it is assumed that
they can be used again in this step.

The contrel block 38 of the EEZ apparatus
verifies the path up tc the registraticn authority RA
{11) ccnstructed in step 53004, by the same method as

25 step 53002 {(step S3005).

If the aforementioned validation steps $3002,

§3003, and S3005 are all successful, then it is

confirmed that the public key certificate of the end



apparatus (16) (step 53006). Moreover, unlike the aforenentioned 5

enbodi nent, the public key certificate of the registration authority RA
(11) may have been issued froma certificate authority CA3 g182ARRO06Or m ng
inter-validation with the certificate authority CA2 (14). In this case, the
path to the public key 10 certificate of the registration authority RA (11)
is constructed as follows. The signaturg validation block 35 fetches from
the public key certificate of the registration authority RA (11) used in

step 53003, irf@rrBtim of195 cerddfigat eTRut Behkl Yn&A3c0192kunki Gl has
i ssued the public key certificate of the registration authority RA (11),

and accesses drpulldtedkeywn caid idéicatei satabasgo H193) of bleteer WEhi cate
authority CA3 (192), so that the certificate authority CA3 (192) can fetch

a 20 certificappdrssusd from tdeewes3ddécate authority CA2 (14). Since the
certificate authority CA2 (14) is trusted by the end entity EE2 (16), the
val idation path is conMddtadws byurthekeubhe cakeyerentibhedte of the 25
registration authority RA (11) used in step S3003, the public key
certificaté ofendveligerit,fitdet et horiey GABtifetehedofrohet he public key
certificate database 193 of the certificate authority CA3, and the
sel f - si gnat ur ee23 sNAR 12006 aut3oriceyr tRAi Cht k dytheveebeehi caseedut hority
CA2 (14) held in the key hol der 32.
from a certificate authority CA3 (192) performing
inter-validatiocn with the certificate authority CAZ2
(14). In this case, the path to the public key
10 certificate of the registration authority RA (1l1l) is
constructed as follows.
The signature validation block 33 fetches
from the public key certificate of the registration
authority RA (11) used in step S3003, information of
15 certificate authority CA3 (192) which has issued the
public key certificate of the registration authority RA
(11), and accesses a public key certificate database
(123} of the certificate authority CA3 {192}, so that
the certificate authority CA3 (122) can fetch a
20 certificate issued from the certificate authority CAZ
{14) .
Since the certificate authority CAZ (14} is
trusted by the end entity EE2 (le), the wvalidation path
is constituted by the public key certificate of the
25 registration authority RA (11l) used in step S3003, the
public key certificate of the certificate authority CA3
fetched from the public key certificate database 193 of

the certificate authority CA3, and the self-signature



Mor eover, the validation nmethod of the registration authority RA signature
varies depending on 5 the nethod specifying the information bl ock 93
guaranteed by the registration authority RA (11). Firstly, gxMARaoppen wl |
be given on a validation nmethod for verifying a signature 113 of a
registration authority RA in which a signature object 10 identifier is used
for specifying the information block _93,guaranteed by the registration
authority RA. Fig. 12 is a flowhart for explaining operation for the end

entity EE2 (1@krita Merddy dhechsi @t urecddd afithbeitegtabr atisgn nautshority
RA by using 15 a signature object identifier. The signature validation bl ock

35 of the endirenthd wsEhdildircdt] ects itens (registration authority nane,
entity EE nane, and public key in the exanples of Fig. 9) specified by the
signature object identifMereddl2descsl bedtiont hethuoll b€ kéy certificate
(step $S4001) and fetches their hash value (step S4002). In addition to
this, the publdegilseyzdeisoridechonitheRA pabynetkey certeti dapendfinghen
registration authority RA (11) is used to decode the signature 113 of the
25 regi strati aheamteiidrad ys R diestmg bgue | infbemptubbncbkeyk €értificate of the
end entity EEl (15) (step S4003). Then, values output from steps S4002 and
S4003 are comgparedtteeddieriine sdietthert itreyaatbordent Réalllistep 23 MAR
2006 - 33 $S4004) . If they are identical, this nmeans that the
Firstly, explanation will be given on a
validation method for verifying a signature 113 of =
registration authority RA 1in which a signature object
10 identifier is used for specifying the information block
93 guaranteed by the registration authority RA.
Fig. 12 is a flowchart for explaining
operation for the end entity EEZ {16) to verify the
signature 113 of the registration authority RA by using
15 a signature object identifier.
The signature validation block 35 of the end
entity EE2 (16) collects items (registration authority
name, entity EE name, and public key in the examples of
Fig. 9) specified by the signature object identifier
20 112 described in the public key certificate (step
54001) and fetches their hash value (step 54002). 1In
addition to this, the public key described in the
public key certificate of the registration authority RA
{11) is used to decode the signature 113 of the
25 registration authority RA described in the public key
certificate of the end entity EE1l (15) {step S4003).
Then, wvalues output from steps 54002 and 34003 are

compared to determine whether they are identical (step



signature 113 of the registration authority RA has been verified to be
valid (step S4005). On the contrary, if 5 they are not identical, this neans
that the signature 113 of the registration authority RA is 2hWBARQO(6t ep
S4006) . Next, explanation will be given on a validation nmethod for
verifying a signature 124 of a 10 registration authority RAin which a
signature object information hash value-is used for specifying the

i nformation bl ock 93 guaranteed by the registration authority RA Fig. 13
i's a flowhartg 4@y expl ai ning 15 operation for the end entity EE2 (16) to
verify the signature 113 of the registration authority RA by using the

hash val ue of the signatug e b} ecte i THOKFBELADN. tHNE HEbgRAAt UG tVahiedati on
bl ock 35 of the end entity EE2 (16) fetches a registration authority name

20 and a hash svafnise Jrer e Jashe ategi Ht esksod 22ut 4334 84eRASHAGL beehn
addition to this, the public key described in the public key certificate of

the registratieanl faddhard the RANild) (disepisedd ¢ ®) decodethbecositgaatyr e £124 of
the registration authority RA 25 described in the public key certificate of
the end enti thebEhrel Mot( St tSEHP) .t Hhemeaas uelsaout puat st gamtusteps S5001
and S5002 are conpared to determ ne whether they are identical (step
S5003). |If théy3ardg note Z2NAR 120060 B4thodeny i RAl st hnsahkdndsthat t he
signature 124 is invalid. IF they are identical, control is passed to
S4006) .
Next, explanation will be given on a
validation method for verifying a signature 124 of a
10 registration authority RA in which a signature ocbject
informaticn hash value is used for specifying the
information block 93 guaranteed by the registration
authority RA.
Fig. 13 is a flowchart for explaining
15 operation for the end entity EE2 (16) to verify the
signature 113 of the registration authority RA by using
the hash value of the signature object information.
The signature validation block 35 of the end
entity EE2 (16) fetches a registration authority name
20 and a hash value for the hash value blocks 122,
123 (step S$5001). 1In addition to this, the public key
described in the public key certificate of the
registration authority RA (11l) is used to decode the
signature 124 of the registration authority RA
25 described in the public key certificate of the end
entity EEl (15) (step S$5002). Then, values ocutput from
steps $5001 and 355002 are compared to determine whether

they are identical (step S5003). If they are not



step S5004. Step 55004 checks whet her values of the hash 5 value bl ocks
122,123 of the registration information correspond to the information itens
of the public key certificate. That is, if the hash of the gnsigRR0by EE
nane of the public key certificate is identical to the hash value 122 of
the end entity EE nane, and 10 simlarly, whether the hash value of the
public key 92 is identical to the hashyyalue of the public key. If they are
identical, this neans that the signature 124 of the registration authority

RA has been vaehtiedltothe svaldahd strepr SH0DigActihe coptiary, if 15 they
are not identical, this neans that the signature 124 of the registration
authority RA igvhoval.i dIr( $3<Q0@)re Tt itdrel et nenht 5s opatbedpresent

i nventi on have been explained thus far. 20 In the aforenentioned

enbodi ments, tbep B6DOdnNAti on bl ock 93 guaranteed by the registration
authority RA and containing the signature 113 (or 124) of the registration
authority RA is describédeipn SS5ii€4 extteerkdedihreedicon oflide pfibthe keyh
certificate of the 25 end entity EEl (15). Another end entity EE which has
recei ved t hat vplibki blkeyscati, fli2Gatod \wdrd friegsl gtheat sognat fioemaf idhe
registration authority RA of the public key certificate, thereby confirmng
that 23 MAR 2008resBenddésc tinged riftoams tsyweci fiests byt tthee | piilot hat ken bl ock 93

guarantied by that registration authority RA are .
certificate. That is, if the hash of the end entity EE

name of the public key certificate is identical to the
hash value 122 of the end entity EE name, and

10 similarly, whether the hash value of the public key 92
is identical t¢ the hash value of the public key.

If they are identical, this means that the
signature 124 of the registration authority RA has been
verified to be valid (step 55005). On the contrary, if

15 they are not identical, this means that the signature
124 of the registration authority RA is invalid
(S50086) .

Thus, the embediments of the present
invention have been explained thus far.

20 In the aforementioned embodiments, the
information block 93 guaranteed by the registration
authority RA and containing the signature 113 (cor 124)
of the registraticon authcority RA 1s describked in the
extended region of the public key certificate of the

25 end entity EE1l (15). Another end entity EE which has
received that public key certificate verifies the
signature of the registratiocn authority RA of the

public key certificate, thereby confirming that



guaranteed by the registration authority RA. That is, the end entity EE
whi ch has received the public key 5 certificate can confirmthat the end
entity EEl (15) described on the public key certificate has2bRegRr 2086m ned
and confirnmed. Itens other than the described itens indicated by the
information bl ock 93 guaranteed by the registration authority RA are
guaranteed by the 10 issuing authority kLA hy verifying the signature of the
i ssuing authority I A of the public key certificate. It should be noted that

the present igeeidi®ed iixdid dpeberiédibedche theoaheteprnNbiered 93
enbodi nents and can be varied in various ways wthin the spirit and 15

scope of the igmentritdrd kor ExamMteyistriheorf suenenitoned aesbodi nents, a
user-self identification and exam nation are performed at one registration
authority RA, ghutrarteedpigseartic i tvedt omcisn neithonat tedrho tibhar kk,is al so
20 possible that the user-self of the end entity EEl (15) is identified and
exam ned i n atpleurald tentdft y rEyiwiiat i loas acgdwivédesh&Apahdia peyral ity of

i nformation bl ocks 93 guaranteed by the registration authorities RA are
descri bed Bn thetéxtiended aaggiom bfr@Sthdte Publ éndkeytteyt EElcdllé)so as to

i ndi cate what kind of information has been confirnmed by the respective

regi strati on detsivoribeidesrRAhavrEole ke cévet bf beahenhésnedesnbodi ments, 23
MAR 2006 - 36 a public key certificate includes information for a exam ner
to know t he segmatmes gbjceconidigesd n Items other than the described

items indicated by the information block 93 guaranteed

by the registration authority RA are guaranteed by the
10 issuing authority IA by verifying the signature cf the

issuing authcrity IA of the public key certificate.

It should be noted that the present invention
is not to be limited to the aforementioned embodiments
and can be varied in various ways within the spirit and

15 scope of the invention.

For example, in the aforementioned
embodiments, & user-self identification ‘andl examination
are performed at one registration authority RA, but the
present invention is not limited to this. It is also

20 possible that the user-self of the end entity EE1l (15)
is identified and examined in a plurality of
registraticn authorities RA and a plurality of
information blocks 93 guaranteed by the registration
authorities RA are described in the extended region of

25 the public key certificate so as to indicate what kind
of information has been confirmed by the respective
registration authorities RA.

Moreover, in the aforementioned embodiments,



contrast to this, it is also possible for the system to define in advance
the signature object infornmation 5 to be guaranteed by the registration
authority. In this case, a registration authority RA (11) OENRIAR 2806
signature of the registration authority (11) for information specified in
advance. In the information block 93 guaranteed by the registration
authority RA, 10 only the nane of the_reggistration authority RA and
signature need to be described. Explanation will be given on the

registration saguBerkt yeyi @ratture aald dald DmeRt iegdokRat hbs €agea Firstly,
itens specified as signature object 15 information are collected fromthe
public key cextifheat canthow hash ssajritecise feb¢bet faeget hemn Then, the
signature of the registration authority RAis decoded by a public key of
the regi stratcontaushorit yhikA t dtchecka Whetdhessibiéstodenhecalystemt he 20
af orenenti oned value. If identical, this neans that the signature of the
regi strati on aotHefiihy RA bayabeen theerds fogret e bebyatt dinforinheicantrary,
if not 25 between the hash val ue of the signature object information and
the itens b6f thebpubbicaképeiddént itdel ,rddust metansn tdmathohet gi gnadhure of the
registration authority RAis invalid. Wen a registration authority RAis
specified inthdesaneeg,theredistne masd aoftledecky cldkr éspbndeneea28sVAR 2006
- 37 certificate. Accordingly, the validation process is
signature of the registration authority (11) for
information specified in advance. In the information
block 93 guaranteed by the registration authority RA,
10 only the name of the registration authority RA and
signature need to be described.
Explanation will be given on the registration
autherity signature validation method in this case.
Firstly, items specified as signature cbject
15 information are collected from the public key
certificate and a hash value i1s fetched from them.
Then, the signature of the registration authcrity RA is
decoded by a public key of the registration authority
RA to check whether it is identical to the
20 aforementioned value. If identical, this means that
the signature of the registration authority RA has been
verified to be valid. On the contrary, if not
identical, this means that the signature of the
registration authority RA is invalid.
25 When a registraticn authority RA 1s specified
in advance, there is no need of check correspondence

between the hash value of the signature object

information and the items of the public key



reduced as conpared to a case using the hash value of the signature object
information. According to the present invention, an end 5 entity EE which
has received a public key certificate can check which of int®dM@RI2006itens
described on the public key certificate are guaranteed by the registration
authority R That is, the end entity EE can check contents of the public
key certificate (who 10 guarantees whak),. _.The specification and draw ngs
are, accordingly, to be regarded in an illustrative rather than a
respective sergg:tilfti ddd. howeyedindey evigentalthat ivar pebsemRdiifd cations
and changes may be made 15 thereto w thout departing fromthe broader sprit

and scope of richimiddtvent idn@msrsettd of tdasd tHengl ahesha28 MARW20QG - 38 THE
CLAIMS I. A nethod for generating a public key certificate of an end entity

by a registratihen sarhanidy angkan issekmgoaetihority in a public key
infrastructure, conprising 5 steps of: generating, to certify contents that
certificate, out of regicsigmiiran eutdtosipyesdOt geneeatiing, by kenel
registration authority, a signature by the
5 entity EE which has received a public key certificate

can check which of information items described on the

public key certificate are guaranteed by the

registration authority RA. That is, the end entity EE

can check contents of the public key certificate (who

10 guarantees what).

The specification and drawings are,
accordingly, to be regarded in an illustrative rather
than a respective sense. It will, however, be evident
that various modifications and changes may be made

15 thereto without departing from the broader sprit and

scope of the invention as set forth in the claims.



is to be included in the public key contents registered wwth the the
registration authority, a certificate issuing request including the contents
signed by the registration authority and the registration auhaiig ¥ooe
signature; sending the certificate issuing request fromthe 15 registration
authority to the issuing authority; and generating, by the issuing
authority, the public key certificate including the contents signed by the
registration authority, the registration authority signature, issuing
contents issued by the issuing authority, 20 and a issuing authority
signature signed by the issuing authorB38y to certify the contents signed by
the registration authority, the registration authority signature and
issuing contents issued by the issuing authority. 25 2. The method for
gener ati ng s hhireickey certificate clained in claiml, wherein the
contents signed by the registration authority is a predeterm ned identifier
to specify 4.nf oPmistded £Be ger@rafingd S wiHd iy el fdaatg iefatan of t he

end entity. hod fpLqgenelatdng 2 JmdhlikG keyacerhi fical en
clainmed in ¢l ai %nim&mg?gi O i A a‘?ﬁewg]gn%ent)si si gned %y g
regi strati eauthetrhoyi t ini s aphbihc Viedweiofiksat mtetuby, amgmpirigiaghatshe
function_.to !nforgqtion to be certified by the public key certificate of

the end ° ertisRp. ©
generating, by the registration authority, a signature
to certify contents that is to be included in the public key
certificate, out of contents registered with the
registration authority;

10 ' generating, by the registration authority, a
certificate issuing request including the contents signed by
the registration authority and the registration authority
signature;

sending the certificate 1issuing request from the

15 registration authority to the issuing authority; and
generating, by the issuing authority, the public key
certificate including the contents signed by the
registration authority, the registration authority
signature, issuing contents issued by the iassuing authority,

20 and a issuing authority signature signed by the issuing
authority to certify the contents signed by the registration
authority, the registration authority signature and issuing

contents issued by the issuing authority.

25 2. The method for generating a public key certificate
claimed in claim 1, wherein '
the contents signed by the registration authority is a
predetermined identifier to specify information to be
certified by the public key certificate of the end entity.
30
3. The metheod for generating a public key certificate

claimed in claim 1, wherein



-5 4. Amethod for validating a public key certificate generated according
to the nmethod for generating a public key certificate clained in claim1,
conprising the step of: verifying, by a verifying party, the2s33aRED06
authority 10 signature with the contents signed by the issuing authority;
verifying, by the verifying party, the registration authority signature with
the contents signed by the registration authority included in the public
key certificate. 15 S. A nethod for validating a public key certificate
generated according to the nmethod for generating a public key certificate
claimed in claim2, conprising the step$%of: acquiring, by a verifying
party, information signed by 20 the registration authority according to the
identifier in the public key certificate; calculating, by the verifying
party, ahhash vaheecohtehbe Qﬂgﬂédeﬁyiﬁé@IMdmn cbemrd:l ; éaig:,y ti)r? tahmg;shri Lyi ng
party, the registration 25 authority signature included in, the puhlic key
certificat 21Uy cgdrngahedublyi ARRdY 188 hd i chiogh Yt HYrG At 18R

checking byt he VEEEEVE NG PRLL YondBhBE o t Reyhash @i eel Sof depki Gala to the
decoded value. 30 G A nethod for validating a public key certificate

gener at ed ®9&dkdi-ng to the nethod for generating a public key certificate
claimed 4 n claim3, conprising the steps of: 23 MAR 2006 -40 cal culating, by
a verifying party, a hash value of the

4. A method for wvalidating a public key certificate

generated according to the method for generating a public
key certificate claimed in claim 1, comprising the step of:
verifying, by a verifying party, the issuing authority
10 signature with the contents signed by the issuing authority;
verifying, by the verifying party, the registration
authority signature with the contents signed by the
registration authority included in the public key
certificate,
15
S. A method for wvalidating a public key certificate
generated acéording to the method for generating a public
key certificate claimed in claim 2, comprising the steps of:
acquiring, by a verifying éarty, information signed by
20 the registration authority according to the identifier in
the public key certificate;
' calculating, by the verifying party, a hash value of
the acquired information;
decoding, by the wverifying party, the registration
-25 authority signature included in the public key certificate,
by using a public key of the registration authority; and
checking by the verifying party, whether the hash value

is identical to the decoded value.

30 8. A method for wvalidating a public key certificate
generated according to the method for generating a public

key certificate claimed in claim 3, comprising the steps of:



information signed by the registration authority in the public key
‘certificate; decoding, by the verifying party, the registration 5 authority
signature included in the public key certificate, by using m pukgodey of
the registration authority; and checking, by the verifying party, whether
the hash value is identical to the decoded value. 10 7. The nethod for
validating a public key certificate clained in claim4, further conprising
the steps of: constructing and verifying, by the verifying party, a path
fromthe certificate authority trusted by the verifying party, up to the
public key certificate;, 15 - verifying,4by the verifying party, the
registration authority signature described in the public key certificate
using the public key of the registration authority; and constructing and
verifying, by tdelamerdatfitiang pard yyenifypatd paong i he beshiataeecdutherity
trusted by.the verjfyin 20 party up to the public key certificate, of the
regi strati %Poﬁmqﬂo?‘%/t )?ggﬁ.e%ThEYrre’f}ﬁ%d rfetﬂls\HI%itc}SPi nYUERPRHEY ¢ iy the
certificatgubti@ip®g ddrGl@idacé,; 25 wherein the verifying party obtains the
public key certificate of the registration authority froma public key
certificate dat@@RREINT, t by | §86i nyeALEHORBt yPREESr dithe t FeIUFETREEPBt rat i on

t hori I h i LFL i t hod
For val Paaf REoE Pl pRaRRQl-e EnlHIE YEY rnl TR ey et LR eE 006
by using a public key of the registration authority; and

checking, by the verifying party, whether the hash

value is identical to the decoded value.

10 7. The method for walidating a public key certificate

claimed in claim 4, further comprising the steps of:

constructing and wverifying, by the verifying party, a
‘path from the certificate authority trusted by the verifying
party, up to the public key certificate;

15 - verifying, by the wverifying party, the registration
authority signature described in the public key certificate
using the public key of the registration authority; and

constructing and verifying, by the verifying party, a
path from the certificate authority trusted by the verifying

20 party up to the public key certificate of the registration-
authority.

8. The method for wvalidating a public key certificate
claimed in claim 7,

25 wherein the verifying party obtains the public key
certificate of the registration authority from a public key
certificate database of the issuing authority according to
the registration authority name described on the public key
certificate.

30
9. The method for wvalidating a public key certificate

claimed in claim 7,



-41 wherein the verifying party obtains the public key certificate of the
regi stration authority described in an extended region of the public key
certificate to be verified. 5 10. A method for invalidating2a AR 2gpckey
certificate generated according to the nmethod for generating a public key
certificate clainmed in claim11, conprising the steps of: sending, by the
registration authority, a certificate 10 invalidation request to the

i ssuing authority of the public key certificate of the registration
authority; receiving, by the issuing authority, the certificate

i nval i dation request; and invalidating-4py the issuing authority, the public
key 15 certificate of the registration authority. 11. A public key
certificate generation nethod substantially' as hereinbefore described,

with reference {@eorkhe degwi nas and/y Baafp! eSprathd 2.crd pphbigckeYey
certificate validation nethod substéantially as hereinbefore described, with

reference twrtifdcdtan ofs thnd/mrgibtantion 28N itA pdebtrikey dertadicate
nval i dati onieiid sustantial iy, as Decejnbefgre deserihagan th, reer ence

sta
to the drawngs and/o anﬁ1e
verified.

10. A method for invalidating a public key certificate
generated according to the method for generating a public
key certificate claimed in claim 1, comprising the steps of:

sending, by thé registration authority, a certificate

10 invalidation request to the issuing authority of the public

key certificate of the'registration authority;

receiving, by the issuing authority, the certificace
invalidation request; and

invalidating, by the issuing authority, the public key

15 certificate of the registration authority.

11. A public key certificate generation method
substantially as hereinbefore described, with reference to
the drawings and/or Examples.

20
12. A public key certificate validation method
substantially as hereinbefore described, with reference to

the drawings and/or Examples.
25 13. A public key certificate invalidation method

substantially as hereinbefore described with reference to

the drawings and/or Examples.

30



