Specidication Title of the Invention Electronic Voting System and Mt hod

of Preventing . Unauthorized Use of Ballot Cards Therein 5 Background of
the Invention The present invention relates to an electronic voting system
in which voting is electronically performed by a voting apparatus using a
ball ot card 10 issued by an accepting apparatus and, nore particularly, to
an electronic voting systemhaving a function of preventing unauthorized
use of the ballot card, a method of preventing such unauthorized use, and
a recording nedlun1stor|ng a prog @hfl@a@#%ﬁently, voting in an el ection
or the like 1is generally perforne I'n the | ow ng manner. A front desk

and bal | ot box are prepared ifye LA+ i A% PHardatidnh the polling place, a
bal |l ot sheet is handed to a person who has properly conpleted an

acceptance procede@rohie ¥0tRRGSeystbanand Methoan ofherbaehetingheet, the
nane of a candidate for whomthe person wants to vote, and casts the
bal | ot sheet into thendatheribeX. Ude ke Belloth Gapds | Thgrelmce where
acceptance and voting procedures are separately performed, a ballot 25
card is bssued, instead of a ballot sheet, to a person who has properly
conpl eted an acceptance procedure. An electronic voting systemdesigned to
perform el e@dagidround of the Invention

The present invention relates to an electronic
voting system in which voting is electronically
performed by a voting apparatus using a ballot card

10 issued by an accepting apparatus and, more particularly,
to an electronic voting system having a function of
preventing unauthorized use of the ballot card, a method
of preventing such unauthorized use, and a recocrding
medium storing a program.

15 Currently, voting in an election or the like
is generally performed in the following manner. A front
desk and ballot box are prepared in a polling place. In
the polling place, a balliot sheet is handed to a person
who has properly completed an acceptance procedure. The

20 person then writes, on the ballot sheet, the name of a
candidate for whom the person wants to vote, and casts
the ballot sheet into the ballot box.

Likewise, in a polling place where acceptance
and voting procedures are separately performed, a ballot

25 card is issued, instead of a ballot sheet, to a person
who has properly completed an acceptance procedure. An

electronic voting system designed to perform electronic



-- 1 .voting using such ballot cards has been proposed (see, e.g.,
Japanese Patent Laid-Open No. 6-251048). The follow ng probl ens, however,
arise in such a conventional electronic voting system 5 Assune that in
the conventional electronic voting system after a ballot card is issued
to a person, the person carries it out of the polling place w thout
voting, and hands it to the third person. In this case, if the third
person enters the polling place upon 10 properly conpleting an accept ance

d ' al | ot d
and_ 1 E;ebaﬁféﬁ}ﬁ%ﬂ%‘l%é’i%%érﬁ%%# 3 %Sheé’%'eé‘f%%n P A0 he
purchase of ygjes.yd f?%%tpé%bnﬁf LyQdd te bes ApNe) because 15 of a

faulty ball ot card ot card Is relssue In spite of fact that

voting has been corrpl etRE BY1iBERYI PEOBLORL! Ohof@heri nAQlééelﬂ%aag
apparatus, some person may intentionally break the ballot card and claim

that he/she £diityeticRsl L@t oni®WeMEIng idydter®0 i mpossible to
di scrimnate them The technique disclosed in Japanese Patent Lai d-Open

No. 6-25%048 is based msstuhe phati s thatcanvestischabnebestnosicati on
term nal having an eligible voter database storing election information
about 25 el exatoiryg i s el ngafoer ng bahlet | odod mbs | besuedi tat angerson,
unfinished voting/finished voting state is connected,
the person carrles it out of the polling place without
voting, and hands it to the third person. In this case,
if the third person enters the polling place upon
10 properly completing an acceptance procedure, he/she can
perform voting twice using his/her own ballot card and
the ballot card obtained from the above person. This
leads to the purchase of wvotes.
In addition, if wvoting cannot be done because
15 of a faulty ballot card, a ballot card is reissued. In
spite of fact that voting has been completed by
inserting a ballot card into the voting apparatus, some
person may intentionally break the ballot card and claim
that he/she could not cast a vote. However, it is
20 impossible to discriminate them.
The technique disclosed in Japanese Patent
Laid-Open No. 6-251048 is based on the premise that an
election administration terminal having an eligible
voter database storing election information about
25 electors including voting state information indicating

an unfinished voting/finished voting state is connected,

through a communication line such as a LAN, to an



t hrough a comuni cation line such as a LAN, to an accepting term nal which
perfornms an acceptance procedure by checking this eligible voter database.
This reference discloses no arrangenent for a case wherein an accepting
apparatus designed to performan 5 acceptance procedure for voting is not
connected to a voting apparatus designed to performvoting. Summary of the
Invention It is an object of the present invention to provide an

el ectronic voting system which can prevent 10 the unauthorized use of a

bal | d,. e, q... ' .t he bal.l f |1 I d
ranster i ng b s Eeiiad S8l sRERan AR RraR g The
unaut hori ze% e dfifred gSf'ilc'h%tc]&%rgd ;htrlhge Q%@ﬁ%tl%”hoac%‘} glat%tb%rsgge medi um

recordi ng a“programf prevent i n unaut hori zed use of a ball ot

card. It isnal HelrediimRel dfsditidy §3e HiriahRien®n £dr0 Pladede an
el ectronic voting systemwhich can discrimnate a case wherein voting

coul d not beheiliforaE G RREAITR; Appairfadtld Ykaldneld G pefritofna amase 20
wherein a voter intentionally. broke or lost a ballot <card and clains that
he/ she csul hamaipteasie droeiedurandorp vedidilg deublot \wannegtaad weawt hori zed
rei ssuance of a ballot card, a nethod of preventing the unauthorized use
of a ball ot wHrithg mpperatyst dgsigned <t greafeomedioabhnzb recordi ng a program
for preventing the unauthorized use of a ballot card. -

Summary of the Invention

It is an object of the present invention to

provide an electronic voting system which can prevent
10 the unauthorized use of a ballot card, e.g., taking the

ballot card out of a polling place and transferring it

to the third person, a method of preventing the

unauthorized use of a ballot card in the system, and a

storage medium recording a program for preventing the
15 unauthorized use of a ballot card.

It is another object of the present invention
to provide an electronic voting system which can
discriminate a case wherein voting cculd not be
performed because of a faulty ballot card from a case

20 wherein a voter intentionally.broke or lost a ballot
card and claims that he/she could not cast a vote, and
prevent double voting by unauthorized reissuance of a
ballot card, a method of preventing the unauthorized use
of a ballot card in the system, and a storage medium

25 recording a program for preventing the unauthorized use
of a ballot card.

In order to achieve the above objects,



ILn order to achieve the above objects, - 3 according to the present

I nvention, there is provided an electronic voting system conprising a
ball ot card, an accepting apparatus which issues a ballot card in
accordance with a vote acceptance request, and at |east 5 one voting
apparatus which perforns voting processing in accordance with a vote
request using the ballot card, wherein the accepting apparatus includes
acceptance tinme recording neans for recording acceptance tine on the

bal l ot card Wﬂﬁ K [ e | | qQt t ti, us
i ncl udes ti r?eour}d&gfstc%}?gn%h%nggﬂesée%otr, L‘gﬁnpt?&ql'peﬁe\gfeml% p\J/IgQ[‘i?iﬁ%adp?atg'cessi ng
upon recept 'eQLfbthJrzﬁ’r:‘ﬁ’cP%JjTrrf‘gq tend SSigR U ?M‘%Iéﬁoi?(rf , Spreset
timeout tinme has el apse romthe acceptance 1inme recorded on the ball ot

card to the dddghtaing Upgiba i WRIGH N dhedli S Ml JBad G out putting a
war ni ng nessage when the tinmeout detecting neans determ nes that the

tineout timacddaiaPseicth B vaftdeseddpddmie teddest) amidgse Adhstl is a
bl ock di agram showi ng the 20 arrangenment of the first enbodi ment of the

present 5i nward ivotind dpparatuss whido et cagwsamationg mracdd smanutin
detecting section in the arrangenent of the first enbodinment of the
present invewdaxrdance with a vote request using the ballot card,
wherein the accepting apparatus includes acceptance time
recording means for recording acceptance time on the
ballot card when issuing the ballot card, and the voting
10 apparatus includes timecut detecting means for, before
performing voting processing upon reception of a vote
request, determining whether or not a preset timeout
time has elapsed from the acceptance time recorded on
the ballot card to the time of wvoting, and warning
15 display means for outputting a warning message when the
timeocut detecting means determines that the timeout time

has elapsed.

Brief Description of the Drawings

Fig. 1 is a block diagram showing the
20 _arrangement of the first embodiment of the present
invention;

Fig. 2 is a block diagram showing a timeout
detecting section in the arrangement of the first
embodiment of the present invention;

25 Fig. 3 is a flow bhart showing operation at
the time of acceptance in the first embodiment of the

present invention:



Fig. 3is a flowchart show ng operation at the tinme of acceptance in the
first enbodi nent of the present invention; - 4 Fig. 4is a flow chart
showi ng operation at the time of voting in the first enbodi nent of the
present invention; Fig. 5is a flow chart show ng operation at 5 the tine
of identity verification in the first enbodinent of the present invention;
Fig. 6 is a flowchart show ng operation at the tine of identity
verification/ballot card issuance in the first enbodi nent of the present

invention; 10 Fig. 7 ifjfélrg £hay #f&&%@%?ﬁ%ﬁ%ﬁeﬁef%oﬁ :Eglzﬁ of a

voter ID search in the enbodinmen i nven Fig. 8

is aflowc | SRERT 1 ; i ifeld off gpectronic voting
in the fi rstrﬁgéS %ﬁg%nﬁlﬁent o'fgttqg Eg{re'esftel%tlt né\g;g)ﬁﬁclon; Ci:Fi gs. 9A and 9B are

views schemylddaldy ishiiht he first enbodinent of the present invention;
Fig. 10 is a view showi ng the arrangenent of the second enbodi nent of the

present invention; 20 ridrl 95 id & SEBow | @vashaghowhey digeddieiomwper ati on  of
t he second enbodi nent of the present invention; Fig. 12 is a view show ng
t he arrasgengid tofme tdfe idemidi gnbadtimEniatiford Heh pas&itrgtnventi on; and
embodiment of the present invention;
Fig. 6 is a flow chart showing operation at
the time of identity verification/ballot card issuance
in the first embodiment of the present invention:;

10 ' Fig. 7 is flow chart showing operation at the
time of a voter ID search in the first embodiment of the
present invention;

Fig. 8 is a flow chart showing operation at
the time of end of electronic voting in the first

15 embodiment of the present invention;

Figs. 9A and 9B are views schematically
showing the first embodiment of the present invention;

Fig. 10 is a view showing the arrangement of
the second embodiment of the present invention;

20 . Pig. 11 is a flow chart showing the. operation
of the second embodiment of the present invention;

Fig. 12 is a view showing the arrangement of
the third embodiment of the present invention; and
Fig. 13 is a flow chart showing the operation

25 of the third embodiment of the present invention.

Description of the Preferred Embodiments

The first embodiment of the present invention



Fig. 13 is a flow chart show ng the operation 25 of the third enbodi nent

of the present invention. Description of the Preferred Enbodi nents The
first enbodi ment of the present invention - 5 wll be described in detai
next with reference to the acconpanying drawi ngs. As shown in Fig. 1, an
el ectronic voting systemaccording to this enbodinent is conprised of an

5 accepting apparatus 11, voting apparatus 21, and ballot card 31. The
accepting apparatus 11 includes an acceptance tine recording section 12, a

voter inf oLl g SUAd8Pe hekls held! §i rDrlue0ididnd (L0 fect ion 14

connected to e voter ormati on storagée sectl and an ‘erasing

section 15. ;TR ACGSAWY R av recording section 12 wites the current
. . a Y Eavinfs ."
time in an acceptancetinme recording area 32 of the ballot card 31 (to be

described later). 15 Qg tdigomPtal Py Orimatd e SdMH AR08 Sefdt iy 13, voter
information, .e.g., information (voter ID) for wuniquely identifying a voter

i s recoded. dfejend deddr@ding & thii® RmbdaEeidnied d alotipriised rFeaned, the
voter ID recording section 14 retrieves information (voter 1D) 20 for

uni quel y5i destideiptiing dppareiters \Wig hadiogmaprieachtars 24ccepidamad Jprtocedur e
fromthe voter information storage section 13, and wites the voter IDin
a voter ID card 31.

The accepting apparatus 11 includes an
acceptance time recording section 12, a voter
information storage section 13, a voter ID recording

10 section 14 connected to the voter information storage
section 13, and an erasing section 15. The acceptance
time recording section 12 writes the current time in an
acceptance time recording area 32 of the ballot card 31
{to be described later).

15 On the voter information storage section 13,
voter information, e.g., information (voter ID) for
uniquely identifying a voter is recoded. When a ballot
card (to be described later) is inserted, the voter ID
recording section 14 retrieves information {(voter ID)

20 for uniquely identifying the voter who has completed an
acceptance procedure from the veoter information storage
section 13, and writes the voter ID in a voter 1ID
recording area 33 of the ballot card 31. The erasing
section 15 erases the information recorded on a voting

25 status recording area 34 of the ballot card 31.

The acceptance time recording section 12,

voter ID recording section 14, and erasing section 15



recording area 33 of the ballot card 31. The erasing section 15 erases the
I nformati on recorded on a voting 25 status recording area 34 of the ball ot
card 31. The acceptance tinme recording section 12, voter ID recording
section 14, and erasing section 15 are inplenented by causing a CPU
(Central Processing Unit) incorporated in the accepting apparatus 11 to

| oad conputer prograns recorded on a recordi ng nedi umsuch as a hard di sk
into the main nenory 5 Such computer prograns nay be | oaded by directly

nmounting a rgee \#Ebdgﬁyéawﬁwernatf@%%ﬁﬂ%qr68&ne¥afﬂ%£&g%§yl ans are

recorded in a dr| uni t e conmputer progra may be

downl oaded  yrfyropiain b (UBUEST NP lncliift 2%y dipiiiainely 4 1@ Voting

apparatus 21 |ncludes an acceptance tinme reading section 22, a tinmeout

val ue st or agsngRfid®brodfsant trdmtied e d Iﬂg:o&@a.tﬂgomezﬁxﬁp@m% to the
acceptance tine reading section 22 and tinmeout value storage section 23,

and an unautdharapdiiske Meionitige baitl smrysecti on 25 connected to the
ti meout detecting section 24. The voting apparatus 21 al so includes a
voter | DB readi ng sect$wch 260mputet eprodrams tmae doz diogdes@dty on 27
connected to the voter ID reading section 26, and a 20 voter ID Ilist

st or age sectdigredEly amudiiaw teo Rduonding madiun stuatedsy d P -FE¥ ican 27.

The voting apparatus 21 further includes a
hich the programs are recorded in a drive uait.

Alternatively, the computer programs may be downloaded
through a computer network such as the Internet.

10 The voting apparatus 21 includes an acceptance
time reading section 22, a timeout value storage section
23, a timeout detecting section 24 connected to the
accéptance time reading section 22 and timeout value
storage section 23, and an unauthorized use warning

15 display section 25 connected to the timeout detecting
section 24.

The voting apparatus 21 also includes a voter
ID reading section 26, a voter ID list recording section
27 connected to the voter ID reading section 26, and a

20 voter ID list storage section 28 connected to the voter
ID list recording section 27.

The voting apparatus 21 further includes a
voter ID input section 2A, a voter ID search section 2B
connected to the voter ID list storage section 28 and

25 voter ID input section 2A, a voter ID search result
display section 2C connected to the voter ID search

section 2B, a voter ID list erasing section 2D connected



voter.ID input section 2A, a voter |ID search section 2B connected to the
voter ID list storage section 28 and 25 voter ID input section 2A, a voter

| D search result display section 2C connected to the voter |ID search
section 2B, a voter IDIlist erasing section 2D connected - 7 to the voter
ID list storage section 28, and a voting status recording section 29. Wen
the ballot card 31 is inserted, the acceptance tine reading section 22 is
connected to the 5 acceptance tine recording area 32 to read the acceptance

time recorded t he ,accept ance tine recordj.ng._ar 2 f |l ot card
31. As showr%cf ﬁ:r}’lf’l Jotex ﬁﬁseaﬁsﬁegt}tor@&eecsﬁcﬁgl nsec;zes?'i c:%lrzl1 dz% i‘;nogﬁ ddes a
ti meout det qsrtrgqul 0%%?%%0%45%%%}@&% control section 24b. The ti meout

determ ni ng sec er ‘or not a timeout has occurred from

the acceptance tine, ofmddeasis) Mt tOSr@CFEPLANGEsetid®, r@ad by the
acceptance tine reading section 22, the tineout value recorded on the

timeout val UgssdptiaaaR koinke HdaRmp seitd dhe X Ul nrddtaa e want rol
section 24b is connected to the tinmeout determ ning section 24a and

control s5 upMtafdiide it fretdrddapiardh s rautdeed 28k uRCapiandy
di splay section 25 to output a warning nessage. 2.0 The ti neout
det er m ni ng.tisectremorial ciredite aduepgiemae tote trieecetdipgepdanearesd rom t he
acceptance tine
of the ballot card 31.
As shown in Fig. 2, the timeout detecting
section 24 includes a timeout determining section 24a

10 and control section 24b. The timeocut determining
section 24a checks whether or not a timeout has occurred
from the acceptance time, on the basis of the acceptance
time read by the acceptance time reading section 22, the
timeout value recorded on the timeout value storage

15 section 23, and the current time. The control section
24b is connected to the timeout determining secticn 24a
and controls, upon occurrence of a timeout, the
unauthorized use warning display section 25 to output a
warning message.

20 The timeout determining .section 24a checks
whether or not the elapsed time from the acceptance time
to the current time is equal to or less than ;he timeout
value. If the elapsed time from the acceptance time to
the current time is equal to or more than the timeout

25 wvalue, the timeout determining section 24a determines

that a timeout has occurred.

When the ballot card 31 is inserted, the voter



to the current tine is equal to or less than the tinmeout value. If the

el apsed tinme fromthe acceptance tine to the current tine is equal to or
nore than the tinmeout 25 value, the tinmeout determ ning section 24a
determnes that a timeout has occurred. Wen the ballot card 31 is

I nserted, the voter - 8 |IDreading section 26 is connected to the voter ID
recording area 33 to read the voter ID recorded on the voter |ID recording
area 33. The voter IDIlist recording section 27 records the voter ID, read

by the vote&d Eggdggggkﬁgﬁﬁg%tb%né%Gbo%gﬁ%ggpxg%g&bbgybk%g ghor age section

28. The voter séa Section 2B searc |i'St read from

the voter |Rddoilaitilade 350 9Ratd thd ofidsl TRrakbied Bl RR! fromthe

voter 10 I D input séction | splays the search result on the voter

I D search 1 qyfldr Gis RledbriBtld GFedC33.f Yol R tet O Mlsky reeoRla@hed, the
voting status recording section 29 records information indicating

conpl eti on @fectaldn @ 70ddtaAsOtthiry valit@irUID],5 @ by ticakededd 10f t he
ball ot card 31. The voter ID list erasing section 2D erases the voter ID

i st reboraehding keotdiosr 26D lonstthat eoage Jectliiat Edrageéheeicdrion ons of
the respective sections described above are inplenented by causing the CPU
20 i ncorpor&8d in the voting apparatus 21 to | oad conputer

The voter ID search section 2B searches the
voter ID list read from the voter ID list storage
section 28 for the input voter ID input from the voter

10 ID input section 2A, and displays the search result on
the voter ID search resulit display section 2C.

If voting is normally completed, the voting
status recording section 29 records information
indicating completion of voting on the voting status

15 recording area 34 of the ballot card 31. The voter ID
list erasing section 2D erases the voter ID list
recorded on the voter ID list storage section (28).

The functions of the respective sections

described above are implemented by causing the CPU

20 incorporated in the voting apparatus 21 to .load computer
programs computer programs recorded on a recording
medium such as a hard disk into the main memory.

Such computer programs may be loaded by
directly mounting a recording medium such as a CD~ROM on

25 which the preograms are recorded in a drive unit.

Alternatively, the computer programs may be downloaded

through a computer network such as the Internet. Note



programs conputer progranms recorded on a recording mediumsuch as a hard
disk into the main nenory. Such conputer prograns nmay be | oaded by

directly nmounting a recordi ng nedium such as a CO-ROM on 25 which the
prograns are recorded in a drive unit. Alternatively, the conputer prograns
may be downl oaded through a conputer network such as the Internet.. Note -
9 that the voter ID input section 2A provides a neans for inputting a
voter ID as a search target to the voting apparatus 21. The ballot card 31

i ncl udes the, t L s r g area
33, and vot I ng g‘?g?tr}g&?e:%oir%rﬁé @%L&{/\he%\%my%% o% 'RE%&? fgfn
inserted intgg ﬁ‘@tﬁg&eﬁptx}@ﬂaﬁpmre?é LE ddardit a RO HANG R dBid cord| ng
area 32 i s connect to the acceptance tine recording section T and the

acceptance lfppgdwr@rus Fecorded on the acceptance tine recording area 32.
When the ballot card 31 is inserted into the accepting apparatus 11, the
voter | D recording areph&3baliototaedt®ll inclhdeyotiee a&aptaricde ng section
14, and 15 the voter IDis recorded on the voter ID recording area 33. On
t he voti Bg stineisrecmoiihgmmeed B4, vordorimtrerordindg catean @ Iwhetthier or not
voting has been done by using the ballot card 31 is recorded. Note that as
the ball ot ceglir statrupueedording area 34. When the ballot card

31 is inserted into the accepting apparatus 11, the
acceptance time recording area 32 is connected to the
acceptance time recording section 12, and the acceptance
10 time is recorded on the acceptance time recording area
32.
When the balliot card 31 is inserted into the
accepting apparatus 11, the voter ID recording area 33
is connected to the voter ID recording section 14, and
15 the voter ID is recorded on the voter ID recording area
33. On the voting status recording area 34, information
indicating whether or not voting has been done by using
the ballot card 31 is recorded.
Note that as the ballot card 31, wvarious kinds
20 of cards capable of recording information, such as a
magnetic card and IC card, can be used.
The operation of the first embodiment of the
present invention will be described next with reference
to Figs. 3 to 8.
25 Fig. 3 shows the flow of acceptance processing
in the accepting apparatus 11. First of all, a voter or

an attendant in a polling place inserts the ballot card



20 of .cards capabl e of recording information, such as a magnetic card and
| C card, can be used. The operation of the first enbodi nent of the present

invention will be described next with reference to Figs. 3 to 8. 25 Fig. 3
shows the flow of acceptance processing in the accepting apparatus 11.
First of all, a voter or an attendant in a polling place inserts the

ballot card - 10 31 into the accepting apparatus 11 (step Al). As the
ballot card 31, a card prepared in the polling place is used. Wen the

bal l ot card 3311 iir&oi r{ﬁ%r ta%%leptr%&ﬂi?}%%ﬁ%mce“{ i(rgeterpte%(}@qi n Sﬁgﬁ‘tei on 12 of

the accepting ~apparatus € acceptance ti on accept ance

time recordiig @ieda o e dald Yt Phin (HLRADing R O | D

recordi ng section 14 searches O voter 1 nformation storage section 13
for the ID qfsddie voter to be accepted, and records the corresponding |ID
on the voter ID recording area 33 of the ballot card 31 (step A3). In this

case, as a nmethod of s@chtilg BATlod Scaed e31 1LS, iddrto@miee the
following nethod is used. Vote request notifications on which bar codes

are prinsed astoemaricd @ ine efecordiagdy e iohd harf adde adosaeEmgeonnect ed
to the accepting apparatus 11 is used
apparatus 11 records the acceptance time on the
acceptance time recording area 32 of the ballot card 31
{step A2).
The voter ID recording éection 14 searches the
10 voter information storage section 13 for the ID of the
voter to be accepted, and records the corresponding ID
on the voter ID recording area 33 of the ballot card 31
(step A3).
In this case, as a method of searching for
15 voter IDs, for example, the following method is used.
Vote request notifications on which bar codes are
printed are sent to voters in advance. The bar code
reader connected to the accepting apparatus 11 is used
to read each bar code, thereby searching for the
20 corresponding ID.

In this case, in order to cope with voters who
forget to bring vote request notifications with them,
the accepting apparatus 11 preferably has a function of
specifying voter IDs by selecting addresses/names from a

25 list or a function of specifying voter IDs by directly

inputting addresses/names through a keyboard.

For example, a voter ID specifying section 16

- 11 -



to read each bar code, thereby searching for the 20 corresponding ID. In
this case, in order to cope wwth voters who forget to bring vote request
notifications with them the accepting apparatus 11 preferably has a
function of specifying voter IDs by selecting addresses/nanes froma 25
list or a function of specifying voter IDs by directly inputting

addr esses/ nanes through a keyboard. For exanple, a voter |D specifying
section 16 - 11 having the above function is connected to the voter

i nfornati onsﬁﬁﬁgetﬁgcg{ﬂ% %Mo\é{)tﬁr I%%o%&ﬁ%&“&g'ﬂﬁae%% 14. This

make it pos 0 Searc or a voter e basis of an 1nput
addr ess/ name; pad e 0t S oradd U B PN H LH PR BEC P Tl rdifify voter 1D

recording section.14 therefore can wite the voter IDin the Dballot card

31. The erasddwcsseti AN Hnid ealite the peditl e HAldar@f Feh Y s 34 of
the ballot card 31 (step A4). 10 Since information indicating whether or

not voting e daeethéd sy asidig tdpaitbalddteanfthndl 4l ttecoralegk on t he
voting status recording area 34, this area nust be initialized at the tine
of accepbancinfdrmativss steorsmye ddetime el anckhd iviebeandl v ateszortdimg e 15
recorded on the ballot card 31 to conplete a series of operations in
accept ance Ferkben ntd Thmrefmmres can orite tdmlamtdem khhelpothe ng pl ace t hen

renoves the ball ot
ballot card 31.

The erasing section 15 clears.the voting
status recording area 34 of the ballot card 31 (step A4).
10 Since information indicating whether or not
voting has been done by using the ballot card 31 is
recorded on the voting status recording area 34, this
area must be initialized at the time of acceptance. 1In
this manner, the acceptance time and voter ID are
15 recorded on the ballot card 31 to complete a series of
operations in acceptance processing. The voter or an
attendant in the polling place then removes the ballot
card 31 from the accepting apparatus 11 (step AS5).
Subsequently, the voter moves the voting
20 apparatus 21 (or one of a plurality of voting
apparatuses) to cast a vote.
The flow of voting processing in the voting
apparatus 21 will be described with reference to Fig. 4.
First of all, the voter inserts the ballot
25 card 31 into the voting apparatus 21 (step Bl). In the
voting apparatus 21, the acceptance time reading section

.22 reads the acceptance time from the acceptance time

- 12 -



card 31 fromthe accepting apparatus 11 (step A5). Subsequently, ‘the voter
noves the voting 20 apparatus 21 (or one of a plurality of voting
apparatuses) to cast a vote. The flow of voting processing in the voting
apparatus 21 will be described with reference to Fig. 4. First of all, the
voter inserts the ballot 25 card 31 into the voting apparatus 21 (step Bl).
In the voting apparatus 21, the acceptance tine reading section .22 reads
t he acceptance tine fromthe, acceptance tine 12 recording area 32 of the

vot L?H‘sa??of?ﬁc%d‘m T B tording e s3 o i BAEET (Step
B2). 5 The tiyge tﬁftfékﬂi‘??gds‘.e%‘cl?o% Z%a?ts%&cﬂ.’egg_gg Q%e#e£ |1rﬂa aI ue

fromthe ti I’T'EOUt va ue storage - section e accep ance tinme

read by the @agcepincerp tfé@ofﬁf& L QﬂeZéhe tha i tTRQMtg @l ue, and the
10 current tine are conpared with each other (step B4). If the el apsed

time fromthetwgeegygpnce time to the current time is equal to or nore than
the tineout value, the voting apparatus 21 displays, on the unauthorized
use warBing di splay SEeéi bim@but adebedt g NESSBDeEn | 24l £@ddHotHS t he
possi bl e unaut hori zed use of the ballot card 31 (step B5).

preset timeout value from the timecut value storage

section 23 (step B3).

The acceptance time read by the acceptance
time reading section 22, the timecut value, and the

10 current time are cbmpared with each other (step B4). 1If
the elapsed time from the acceptance time to the current
time is equal to or more than the timeout value, the
voting apparatus 21 displays, on the unauthorized use
warning display section 25, a warning message indicating

15 the possible unauthorized use of the ballot card 31
(step B5).

The warning message includes, for example,
expressions informing the voter that an abnormally long
period of time has elapsed from the acceptance procedure

20 to voting, and the voter needs to return to the
accepting apparatus 11 to check whether or not he/she is
the person himself who has completed the acceptance
procedure. Upon seeing this warning message, the voter
returns to the accepting apparatus 11 to verify his/her

25 didentity.

It is determined as a result of comparison in

step B4 that the elapsed time from the acceptance time



The warni ng nessage includes, for exanple, expressions informng the voter
that an abnormally long period of tinme has el apsed fromthe acceptance
procedure 20 to voting, and the voter needs to return to the accepting
apparatus 11 to check whether or not he/she is the person hinself who has
conpl eted the acceptance procedure. Upon seeing this warning nessage, the
voter returns to the accepting apparatus 11 to verify his/her 25
identity. It is determned as a result of conparison in step B4 that the

el apsed ti frqoqmthe accept.ance tinme - .13 _to the current .ti S, | ess

t han the. tir?é’o %%/achfé‘-e(ns Sp1934-S NGSS ﬁéﬂ%lt%\?ot |1|I1“g‘i3°61rt0(‘:’éaslélleggsit%p
performed ( P . N, VOt i | i st at us
recordi ng széc i on 29 I%Aeégz}%?'hs‘?é%n @%%%gd%t%gégﬁg%{r gfsn%éﬂar%@ 34,

voting infonppb opyd i Al iaddialy JeMdiREdd, fird SARA S kYatRe . The voter

ID list .recording section 27 records the voter IDread’in step B2 on the

voter ID |i siecortdiif) Ga@GldP L& dd@iy Bon e witnd Ravueoves the 10
ballot card 31 fromthe voting apparatus 21 (step B9). Operation to be

perforned wheicara@ididyea Messageing dirfdmyead om igidraingnthdthe vot er
returns to the accepting apparatus 11 to verify his/her identity wll be
descri bed wuwdtimef eierfimishdd o steep B7 When the voter returns to the
accepting

The voter ID list recording section 27 records
the voter ID read in step B2 on the voter ID list
storage section 28 (step B8) The voter then removes the
10 ballot card 31 from the'voting apparatus 21 (step B9).

Operation to be performed when a warning
message is displayed in step B5, and the voter returns
to the accepting apparatus 11 to verify his/her identity
will be described with reference to Fig. 5.

15 When the voter returns to the accepting
apparatus 11, an attendant in the polling place acqguires
an address/name from the voter by inquiring, and finds
the voter ID using the accepting apparatus 11 (step C1).

As described above, the accepting apparatus 11

20 includes the voter ID specifying section 16 having a
function of specifying voter IDs by selecting
addresses/names from a list or a function of specifying
voter IDs by directly inputting addresses/names through
a keyboard.

25 As described above, the voter ID specifying

section 16 is connected to the voter information storage

section 13 and voter ID recording section 14 to find a
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apparatus 11, an attendant in the polling place acquires an address/nane
fromthe voter by inquiring, and finds the voter ID using the accepting
apparatus 11 (step O). As described above, the accepting apparatus 11 20
i ncl udes the voter 1D specifying section 16 having a function of

speci fying voter IDs by selecting addresses/nanes froma list or a
function of specifying voter IDs by directly inputting addresses/ nanes
through a keyboard. 25 As descri bed above, the voter | D specifying

section 16 %%t§ggg%§écdt5% %%%l%o%%r |nH % a%ﬁr%%%v?%ﬁgh %ﬁtl%@ 13 and

voter | D recor ion vot er asis of an

| nput - addr eS3/3mg 3 ig o %tt%rra'g@‘ iloPN 134,07 a9 ¥R okdr The found

voter IDIis WW|tten on the aIIot card 31 by the voter ID recording

section 14. 13 The atit@rgen ithe IR iddErdlzaceyt e vires gs the ball ot
card 31 on which the warning nmessage 1is displayed fromthe voter and

inserts the re¥ordiMe sddtdoacqaant i ng apparatus 11 (step C2). The accepting
apparatus 11 collates the voter 10 ID found in step ClL with the voter ID

read fromthe inserterhdatioindanid 31 €isd goIBing Thkdce sthed is checked
whet her or not the voter ID found in step CL coincides with the voter ID
read from t redeises dhe ballott candl 3. on which the warning message
is displayed from the voter and inserts the card into
the accepting apparatus 11 (step C2).
The accepting apparatus 11 collates the voter

10 ID found in step Cl with the voter ID read frém the
inserted ballot card 31 (step C3). That is, it is
checked whether or not the voter ID found in step Cl
coincides with the voter ID read from the inserted
ballot card 31.

15 If the two voter IDs coincide with each other,
it can be inferred that the ballot card 31 held by the
voter was given to the voter when he/she completed an
acceptance procedure by himself/herself, and the voter
has nothing to do with the unauthorized use of the

20 ballot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
third person.

The voter may claim that a timeout has
occurred, in spite of the fact that voting has been

25 finished, and demand reissuance of the ballot card 31.

The accepting apparatus 11 therefore checks whether or

not information indicating the completion of voting is



15 If .the two voter IDs coincide with each other, it can be inferred that
the ballot card 31 held by the voter was given to the voter when he/she
conpl eted an acceptance procedure by hinsel f/herself, and the voter has
nothing to do with the unauthorized use of the 20 ballot card 31, e.g.,
tenporarily taking the ballot card. 31 out of the polling place and
transferring it to the third person. The voter may claimthat a tinmeout
has occurred, in spite of the fact that voting has been 25 finished, and

demand reisgﬂgﬂﬁgj I i rat
t herefore chec S\ﬁﬁ %#] %ﬁidéﬁﬁ étrnatlon | tlng ?ﬁg co#%1et|on of
voting is -5%&16@Q9hﬁp%in¥§{gi\ﬁglng status recordlng area 34 of the

ballot card 31 (step C4 I nformati on indicating the conpletion of

voting is not recor dEdIPnlﬁf@rM&ti&g S @ st 110§ OF 1k NGorfp Pé BPoB b £ t he
accepting apparatus 11 determines that the tineout is based on sone -

justifiabl e wstingg i ot takddigiedromiiy redddnd Wty irsbarddilige from the
acceptance procedure in the accepting apparatus 11 to the insertion of
~the bal | 8t careh 34, rthe tavecappting sguparstus P21 detdmciaiese tWfatcdmgestion in
the polling place, and outputs the corresponding information. Wth this
operation, tineduiow s dragets oo sep AlstikiRgle Fauge we ¢h .t Hakisg endant
in the polllng pl ace rei ssues the ballot card
an abnormally long period of time from the acceptance
procedure in the accepting apparatus 11 to the insertion
of the ballot card 31 into the voting apparatus 21
10 because of congestion in the polling place, and outputs
the corresponding information. With this operation, the
flow returns to step Al in Fig. 3, in which the
attendant in the polling place reissues the ballot card
31 (step C5).
15 If it is determined in step C3 that the wvoter
IDs do not coincide with each other, it is determined
that the voter has taken part in unauthorized use of the
ballot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
20 third person. If it is determined in step C4 that
information indicating the completion of voting is
recorded on the voting status recording area 34, it is
determined that this act is an illegal act of demanding
reissuance of the ballot card 31 in spite of the fact
25 that voting has been finished (step C6). In such a case,

corresponding information is output, and the attendant

in the polling place takes action in accordance with
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31 (step C5). 15 If it is determined in step C3 that the voter [|Ds do not
coincide with each other, it is determined that the voter has taken part
i n unaut hori zed use of the ballot card 31, e.g., tenporarily taking the
ballot card 31 out of the polling place and transferring it to the 20
third person. If it is determined in step C4 that information indicating
the conpletion of voting is recorded on the voting status recordi ng area

34, it is determned that this act is an illegal act of demandi ng
rei ssuance of e haldat,card 31 in spite of the fact 25 that voting has
been finished (step °%'n such a case, corresponding information is

output, and the att endggfefﬂ,%@etcp%i% S%Frlgﬂ% b S04 ope | F5 Ageny dance

with - 16 each situation. Referring t he processing of f1nding

a voter ID (Stepdd )imndtdie A PGRPHItHe Prddsind b imsdrd iy wrr d 31
into the accepting apparatus 11 (step C2) 5 can be done in an arbitrary

order. In adtHi1idi,cd® 3 AGASSi g eddicitid Gppwidiars arl naitdghecapot er | Ds
coincide with each other (step C3) and the processing of checking whether
or not i Bf orawt i doxd ciat iarg dxbel treompleatdean of Inv @tddiigtdicsn r eédoy ded on t he
voting status 10 recording area 34 (step C4) can be done in an arbitrary
order. Oper aitaressine obmhedicma weetlien aregsdydlies voter IDs
éoincide with each other (step C3) and the processing of
checking whether or not information indicating the
completion of voting is recorded on the voting status
10 recording area 34 (step C4) can be done in an arbitrary
order.
Operation to be done when a warning message is
displayed in step B5, and the voter returns to the
accepting apparatus 11 to verify his/her identity may
15 also be done by the method shown in Fig. 6.
In the above method, the processing of
verifying a voter's identity in Fig. 5 and the
processing of reissuing the ballot card 31 in Fig. 3
when the voter's identity is verified are independently
20. performed. In the method shown in Fig. 6, these two
processes are performed in a series of operations. More
specifically, when the voter returns to the accepting
apparatus 11, the attendant in the polling place
receives the ballot card 31 on which a warning message
25 ' is displaved from the voter, and inserts it into the

accepting apparatus 11 (step C7).

The attendant in the polling place acquires an



di splayed in step B5, and the voter returns to the accepting apparatus 11
to verify his/her identity may 15 al so be done by the nethod shown in Fig.
6. In the above nethod, the processing of verifying a voter's identity in
Fig. 5 and the processing of reissuing the ballot card 31 in Fig. 3 when
the voter's identity is verified are independently 20. perforned. In the
nmet hod shown in Fig. 6, these two processes are perfornmed in a series of
operations. Mdre specifically, when the voter returns to the accepting

appar at us 1%&&&%%&@@0& nc?t?hquo%%l | isbgﬁg&gllggﬁ%inr ec%in\ée%ig&es %%%l ot card

31 on which a warni'ng nessage | om’t he voter, I nserts

It into the yRLLHY MEHP AR Ytckhtiti Ripplratlie 1%5%%’%%@%35”. thg polling

pl ace acquires an - 17 address/ nane ﬁ}on1the vot er nqudi ring, and finds

the voter Iddderied RHALLERH GRRRAT MY Spbhrei@P 188)inAnacdethd bed

above, the accepting apparatus 11 includes the voter |ID specifying section
16 havi ng a voteat iTon sifedi BHeG f9ddid ooty Haksnyy &S eheeitie addr esses/ names
froma |ist or a function of specifying voter IDs by directly inputting
addr esse8/ napecitfiyiougivet ke vilieany  sEiercafiore addaessledr/ nalecafdom sound by
using the voter ID specifying section 16. 10 The accepting apparatus 11
col | ates t hehadt eir d Furnsunicn s tsaeGE wiind) vdte v dDer biyD ddewecftiigm t he
inputting addresses/names through a keyboard. Therefore,
a voter ID can be found by using the voter ID specifying
section 16.
10 The accepting apparatus 11 collates the voter
ID found in step C8 with the voter ID red from the
ballot card 31 inserted in step C7 (step S9).
If the two voter IDs coincide with each other,
it can be inferred that the ballot card 31 held by the
15 wvoter was given to the voter when he/she completed an
acceptance procedure by himself/herself, and the voter
has nothing to do with the unauthorized use of the
béllot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
20 third person. However, the voter may be claiming that
the timeout has occurred, in spite of the fact that
voting has been completed, and demanding the reissuance
of the ballot card 31. For this reason, the accepting
apparatus 11 checks whether or not information
25 indicating the completion of voting is recorded on the

voting status recording area 34 of the ballot card 31

(step C10).



ballot card 31 inserted in step C7 (step S9). If the two voter |Ds coincide
with each other, it can be inferred that the ballot card 31 held by the

15 voter was given to the voter when he/she conpl eted an acceptance
procedure by hinself/herself, and the voter has nothing to do with the
unaut hori zed use of the ballot card 31, e.g., tenporarily taking the
ball ot card 31 out of the polling place and transferring it to the 20
third person. However, the voter may be claimng that the tineout has
occurred, in spite of . f AVZe} i ce ted, Aand

demandi ng the rei ssuanfc%%no Cj{%éeﬂggaﬂ Il\c{ﬁ(&lcda%rq:d{}%.ﬁfo;bt I'S tﬁeoggc?rﬁ t he
accepting apRan %?ﬁe e r s N QY i lsAdd cating the
conpl eti on of V(glt%It lﬁ% i:h;ot(r:g‘(a:eogr%e otr?l?lt FE%% \‘/’%ﬁlr?gnssﬁgﬁrg ?%gé?&l%gl area 34 of
the ballot cald 3k, GHeLREEDing EPpalratiudl AnMalet@rnindisC dhia®g thise
conpletion of wvoting is not recordeg on the voting status recording area
34, the accefindyhtagpAtaissd bh Gomey Fused fiikml o RAauskl, mequt. ,i Takdsed on
sonme justifiable cause, e.g., taking 5 an abnornally | ong period of tine

f rom t hes ac eaap tanearmalilge dduvee petidde ofic deptel g oap Fheattrsebt anaet he
insertion of the ballot card 31 into the voting apparatus 21 because of
congesti on ipradedw® limnghe acsephinchiappagadas tlde to riber dagedddom t he

acceptance tine recording 10 area 32 of the ballot card 31 is rewitten
into the of the ballot card 31 into the voting apparatus 21

because of congestion in the polling place. In this
case, the time recorded on the acceptance time recording
10 area 32 of the ballot card 31 is rewritten into the
current time (step Cl1l).
The ballot card 31 is then removed from the
accepting apparatus 11 (step C13).
If it is determined in step C9 that the voter
15 IDs do not coincide with each other, it is determined
that the voter has taken part in unauthorized use of the
ballot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
third person. If it is determined in step C10 that
20 information indicating the completion of voting is
recorded on the voting status recording area 34, it is
determined that this act is an illegal act of demanding
reissuance of the ballot card 31 in spite of the fact
that voting has been finished (step Cl2). 1In such a
25 case, corresponding information is output, and the
attendant in the polling place takes action in

accordance with each situation.

- 19 -



~current time (step Cl1). The ballot card 31 is then renoved fromthe
accepting apparatus 11 (step C13). If it is determined in step C that the
voter 15 IDs do not coincide with each other, it is determned that the
voter has taken part in unauthorized use of the ballot card 31, e.g.,
tenporarily taking the ballot card 31 out of the polling place and
transferring it to the third person. If it is determned in step Cl10 that
20 information indicating the conpletion of voting is recorded on the

voting status recordi %f‘éﬁ@ixﬁé"tétpi% etﬁ%}ﬁ%é@g‘%h&f act is an

i1l egal act of demanding ~Trélrssuance he car 1in spite of the

fact  that voligdigs deehdinoneltd SR ER)ind BEURHES case

correspondi ng 1 on I's output, and the attendant 1nm the polling

place takes AaldQitdd 112G HRNEE) Urdd 188L hrd i ofl S ifRfi8ig iahg to Fig.

6, the processing of 1nserting the ballot ‘card 31 into the accepting

apparat us 1k dtdre s @id dde qamaRs die o fdmdimng tramptefddd (step CB)
can be done in an arbitrary order. 5 In addition, the processing of

checki ngswhamheradirtirai, tHee praiassdidsy aff ritedskwid wrestemtdremotst ep C9)
and the processing of checking whether or not information indicating the
conpl eti on dfhevotdtrey iTPg esvindeidieowittie eaalt iatthest diaiepr 6t dind tdreea 34
(step C10) can be done
processing of checking whether or not information
indicating the completion of voting is recorded on the
voting status recording area 34 (step Cl0) can be done
10 in an arbitrary order.
Furthermore, some voter may deménd reissuance
of the ballot card 31, claiming that voting could not be
done because the ballot card 31 was broken. In order to
cope with such a demand, the accepting apparatus 11
15 includes the voter ID specifying section 16 having the
function of specifying voter Ibs by selecting
addresses/names from a list or the function of
specifying voter IDs by directly inputting
addresses/names through a keyboard, and specifies the
20 voter ID of this person. The apparatus then checks in
accordance with the f£flow chart of Fig. 7 whether or not
the person has finished voting.
An attendant in the polling place (preferably,
the superintendent in the polling place or a person
25 designated by the superintendent) inputs the voter ID to

be checked to the voting apparatus 21 by using the voter

ID input section 2A. For example, the voter ID input
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10 in-an arbitrary order. Furthernore, sone voter may demand rei ssuance of
the ballot card 31, claimng that voting could not be done because the
ball ot card 31 was broken. In order to cope with such a demand, the
accepting apparatus 11 15 includes the voter ID specifying section 16
having the function of specifying voter I1Ds by selecting addresses/nanes
froma list or the function of specifying voter IDs by directly inputting
addr esses/ nanes t hrough a keyboard, and specifies the 20 voter ID of this

person. The JABNAUS {15k Sh3eltl BarACRNCe N sl B6 Ludtinart of

Fig. 7 whether or no € person . An attendant in the

polling pl adddtf &/ Yeuor g %Uﬁ%g%ﬁ%&ﬂ% BhgeR@ldaing place or a

person 25 desi‘gnate y the superint I nputs the voter IDto be

checked to & otd NGoMPRAIAL,US THE IR o4& ,NGHaRRHRER]r thial idaRubesection 2A
For exanple, the voter I'D input - 20 section 2Ais of a touch panel type,

and has no exifithare idiRglaAd ¢ RN stFeRk aybedldwl tihek @ ta egcaartal
personal conputer. Therefore, characters that can be input are displayed
on the sBreea timpald akddasatyt dndarimad ifom i(Ayoelp MDagessary i nformation (step
D1). The voter |ID search section 2B reads out the |list of recorded voter
I Ds fromthe voter |D ThatvotstnriHyessmnth cyed8iqrstdp mHAs That athendant
then list of recorded voter IDs from the voter ID list
storage section 28 (step D2). The attendant then
searches the list for voter ID as a search target input
10 by using the voter ID input section 2A (step D3}. The
search result is displayed on the voter ID search result
display section 2C (step D4).
If a plurality of voting apparatuses 21 are
installed in the polling place, the attendant in the
15 polling place performs such search processing with
respect to all the voting apparatuses 21. The attendant
permits reissuance of the ballot card 31 only when it is
determined that the wvoter ID is not recorded on any of
the voting apparatuses 21.
20 BElectronic voting is performed until the
electronic voting end time while the above processing is
performed. In due time, the electronic voting end time
will come., Fig. 8 shows operation to be performed when
the electronic voting end time has come, and processing
25 at the end time is performed.

The woting apparatus 21 checks whether or not

an instruction to perform processing at the end time has
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searches the list for voter 1D as a search target input 10 by using the
voter I D input section 2A (step D3). The search result is displayed on the
voter I D search result display section 2C (step D4). If a plurality of
voting apparatuses 21 are installed in the polling place, the attendant in
the 15 polling place perforns such search processing with respect to al
the voting apparatuses 21. The attendant permts reissuance of the ball ot
card 31 only when it is determned that the voter IDis not recorded on

any of * the otf g apparatyses, 3L 20 B el & Mol 110 s Agd0hERd until

the -electr voting en e above processing 1S perfornmed.

In due tinmegthe i%%dé?e%ﬁéﬁ%&%ﬁ%g@@%&éé&in‘@ IdudiPs fig@tB Shows

oper at ion to be per ectroni ¢ voting endtine has cone,

and processigigmide (i £HEddrBine ALl B whlltd WItifg RRA atds 21

checks whether” or not an instruction to performprocessing at the end tine
has - 21 begbdaspusf dextRirndd. |fn adldifidtdd prididgdiGig onts been

i ssued, term nation processing such as digital signature on a recording
medi um o8 Whictier @D g ateard sSingp tsarcdi drs Jierdrasead.allln Hher nigtatd on
processing, the 5 voter IDIlist erasing section 2D erases all the voter
| Ds from t hdDsotfironl e stotsmrHAyd isactstorad (sdapldi)28 (Istdaps Edjen
checked whet her or not an

It is then checked whether or not an
instruction to perform power OFF processing has been
issued. 1If a power OFF instruction has been issued, the

10 power is turned off (step E3).

The first embodiment of the present invention
performs the operations described above. These
operations will be described with reference to schematic
views of Figs. 9A and 9B.

15 , Operation in a case wherein the timeout of the
ballot card 31 is to be determined will be described
with reference to Fig. 9A. Time stamp information "T1"
of the acceptance time and the ID of a voter "A" are
recorded on the ballot card 31 issued by the accepting

20 apparatus 11.

When the ballot card 31 is inserted info the
voting apparatus 21, the voting apparatus 21 reads the
time stamp information "T1" of the acceptance time, and
calculates the elapsed time until current time "T2".

25 The voting apparatus 21 then checks whether or not the

elapsed time is equal to or more than a predetermined

timeout time "T3"., If "T2 - T1 < T3", it is determined



l'nstruction to perform power OFF processing has been issued. If a power
OFF instruction has been issued, the 10 power is turned off (step E3). The
first enbodi ment of the present invention perforns the operations.

descri bed above. These operations will be described with reference to
schematic views of Figs. 9A and 9B. 15 Operation in a case wherein the
timeout of the ballot card 31 is to be determined will be described wth
reference to Fig. 9A. Tine stanp information "Ti" of the acceptance tine

and the ID o er, "A' are ecprded on | | ot ' ed by the
accepting 2 %%\égl&%t‘ﬂ%ﬁﬂe %léé\ %ﬁel%al??%r?éi;% 3?%3181 saici?&ngleoﬁ'e&dls ?ﬁt o] t%e
voti ng appar I n 21 td 5ﬁﬁgm§

i nf or?rat Pgn \?ﬁ'{#n%%pﬁ&lggsé%%}é tgsniggﬁfﬁfe#é%hd mg%ﬁ‘{ﬁ%f%e% 'ﬁ:ﬂ e apsg{j tinme
until currentiti@Red T2ine 2Bp THE M08 I ASLEPPELAL LS Rdod sl Cipoise Whet her or

not the elapsed tine is equal to or nore than a predeterm ned tineout
time "T3". l¥otidg-agparfalds .21l is determned - 22 that the ballot card
31 is normally used, and normal voting processing is performed. \Wen
voting i normally fimEshed, -ttne pDraf,tbrevoheuthérizedreseroedtiha the
voting apparatus 21. 5 If "T2 - Ti > T3", the unauthorized use of the
bal | ot card BdllstscapécBkdisesgspecteds sugpeciedis heuspected the

voter "A" took the ballot car@ 31 out of the polling

space and transferred it to a voter "B", and a

corresponding warning message is output. Thereafter,

10 the accepting apparatus 11 collates the voter ID of the

voter who is holding the ballot card 31 with the voter

ID recorded on the ballot card 31.

Operation to be performed when it is necessary

to check whether a voter has finished voting, e.g., a
15 case wherein after the ballot card 31 is issued, the

voter claims that he/she cannot cast a vote because the

ballot card 31 is broken (a case wherein it cannot be

discriminated whether the card is really broken or the

card was intentionally broken) will be described with
20 reference to Fig. 9B.

A voter ID as a search target is input to the
voting apparatus 21 to search the set of voter IDs
recorded on the voting apparatus 21 for the
corresponding voter ID. The search result is then

25 output. The ballot card 31 is reissued only when there

is no corresponding voter 1ID.

Note that the voter ID recorded on the voting
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voter :"A" took the ballot card 31 out of the polling space and transferred
It to a voter "B", and a correspondi ng warni ng nessage i s output.
Thereafter, 10 the accepting apparatus 11 collates the voter ID of the
voter who is holding the ballot card 31 with the voter |D recorded on the
ball ot card 31. Operation to be perforned when it is necessary to check
whet her a voter has finished voting, e.g., a 15 case wherein after the
ball ot card 31 is issued, the voter clainms that he/she cannot cast a vote

hecase L1e e il AR S SB ETRL SAlPY be

a
di scri m nat e e en or car

| ntentional l%ﬂry%@su\fﬂ'ﬂ 're%%x%% IREA W B 2 LELREENSR ’v% 9B. A
voter ID as a search tar ut to the wvoting apparatus ff to search
the set of vQIfnd B% fe%e@?d Wlﬂﬂ'ech\i%l 'diﬁx%%@ﬁaatllb%r 24 1gt
corresponding voter ID. The search result then 25 output. The baI | ot

card 31 i s rRjteUED QRISHIMRRDN drheafle vickdio mﬁrlrl@:p@t@ﬁ%evﬁe@tﬂdﬁ Not e
that the voter ID recorded on the voting - 23 apparatus 21 is recorded on

an area 8iff23 et thieomndl ofOtdIrgtresiild woatiorgdi nhes eeiliaicd0 betwaleinch t he
voting result is recoded. Wth this operation, by erasing the voter ID
recorded on thies westcanrd Brd sthestwrtdgey sectuldn o Zersontdle end of el ectronic
voting, the relation between
information associated with this record can be concealed.
The second embodiment of the present invention
will be described next in detail with reference to
10 Fig. 10.
An electronic voting system of this embodiment
provides another method of inputting a voter ID in
checking whether or not a voter ID as a search target is
stored in a voter ID 1list storage section 28 of a wvoting
15 apparatus 21. The remaining arrangements are the same
as in the first eﬁbodiment.
In the first embodiment, a voter ID is
manually input from the touch panel. In the second
embodiment, an accepting apparatus 11 issues a voter ID
20 checking card 41 for checking a voter ID, and the card
is inserted into the voting apparatus 21 to allow the
voting apparatus 21 to recognize the voter ID as a
search target.
A checking identifier 41a and checking wvoter
25 ID 41b are recoded on the voter ID checking card 41.

The checking identifier 41la indicates information for

identifying the checking card. The checking voter ID
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tthis record and the voting result or personal information associated with
this record can be conceal ed. The second enbodi nent of the present
invention wll be described next in detail with reference to 10 Fig. 10.
An el ectronic voting systemof this enbodi nent provides another method of
inputting a voter IDin checking whether or not a voter ID as a search
target is stored in a voter IDIlist storage section 28 of a voting 15
apparatus 21. The remai ning arrangenents are the sanme as in the first
enbodi nent . the first enmbodi e voter 1D i.s nual Iy input fromthe
touch panel iﬁjn THe-Eond veoﬂ'beordin'ltrpenatas, aanseaacrcce%ptﬁaﬂr r%o’par atus 11 issues a
voter 1D 20 checking catd éécgéﬁiﬁ§e§5¢£ga?Tgoifraié% Ach e card is

us™ 2 0 a

inserted into the voting appar ow the voting apparatus 21 to

recogni ze thenyol Sfed DA £ REAGIPUALER] o AdHiCkinG d dRited iy 412 and

checking voter” 25 1D 41b are recoded on the voter I D checking card 41.
The checki ngs#shealdd fddit 1ok 1At Sfot P rimd vt dorip, ¢ad id yi ng. the

checking card. The checking voter ID - 24 41b indicates a voter ID as a
sear ch t gr gethedindoeeidst NP appaswdiisg ISeddisom i1 lwidiesh ains 1 nput section
17 for inputting a voter ID, a voter ID storage section 18 for storing the
voter | D, amsbrnected to the input section 17 and voter ID storage
section 18 and writes at least one of the checking
identifier 41a and the checking voter ID 41b on the
voter ID checking card 41.
10 The voting apparatus 21 further includes a _
checking voter ID reading section 51 for reading a
checking voter ID when the application specific
identifier indicating an application, which is recorded
on the inserted card and is read therefrom, is the
15 checking identifier 4la.
As shown in Fig. 11, the voting apparatus 21
reads the application specific identifier of the card
from the card (step F1). If this card is not a voter ID
checking card (step F2: NO), normal voting processing is
20 performed (step F5). If the card is a wvoter ID checking
card (step F2: YES), a voter ID is read from the card
(step F3), and the flow advances to step D2 in Fig. 7,
and a voter ID search section 2B searches for the voter
ID.
25 The third embodiment of the present invention

will be described in detail next with reference to the

accompanying drawings.
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5 checking voter ID recording section 19 which is connected to the input
section 17 and voter |ID storage section 18 and wites at | east one of the
checking identifier 4la and the checking voter ID 41b on the voter ID
checking card 41. 10 The voting apparatus 21 further includes a checking
voter ID reading section 51 for reading a checking voter |ID when the
application specific identifier indicating an application, which is
recorded on the inserted card and is read therefrom is the 15 checki ng

identifier 4la. As sho t he, voti ng, apparaf u reads the
appl i cation speC|f|c |%gn???w%gl%f t%e ﬁ%td?n %$$ 2 %H%P §?%p F1). If
this card is i qgt ? Al Vot i ng
processi ng | per %c?fn%d%( 1‘t£cr| it #he car d—fl s a voter ] cthecki ng

card (step Ry l#;!%fasu{ dzf;t ORt B, CRFY césh&prE]) . and the

fIOM/advances to step , a voter | D search section 2B

sear ches fortﬁftﬁ;dm@ta?rn@évdﬁ Hte tﬂ”&drﬂ o Mll‘ﬁ] dfifasd@sR i nvention

wi Il be described in detail next with reference to acconpanyi ng
drawi ngss --225 toAR15hAWE tRHe Fsgme 1@rrangéhentr 881 thadtongtheyst em
according to this enbodi nent has an arrangenent

voting apparatus 21 described above.

—

In this electronic voting system, a voter ID
search section 2B of each voting apparatus is designed
to return a result with respect to a search request

10 through the network 80. This makes it possible for one
voting apparatus to search the voter IDs recorded on all
the voting apparatuses.

The operation of the electronic voting system
according to this embodiment will be described next with

15 .reference to Fig. 13.

The voting apparatus 21; reads the application
specific.identifier of a card therefrom (step Gl). If
this card is not a voter ID checking card (step G2: NO),
normal voting processing is performed (step G4). If the

20 . card is a voter ID checking card (step G2: YES), a voter
ID is read from the voter ID checking card (step G3).

The voting apparatus 21; checks whether or not
the read voter ID is stored. If the ID is stored (step
G5: YES), the voting apparatus 21; displays the search

25 result (step G8).
If the ID is not stored (step G5: NO), the

voting apparatus 21; transmits the voter ID to each of



i'n.whirch voting apparatuses 21, to 21" are connected through a network 80.
Each of the voting apparatuses 5 21, to 21" has the sane arrangenent as
that of the wvoting apparatus 21 descri bed above. In this electronic voting
system a voter ID search section 2B of each voting apparatus is designed
toreturn aresult with respect to a search request 10 through the network
80. This nmakes it possible for one voting apparatus to search the voter

| Ds recorded on all the voting apparatuses. The operation of the

I i h i bed
ﬁe>e<tCt \rM'Otth Vtg{ efer er#teéﬁpoaq‘%ﬂ%&%lf’hgbvgﬁf‘ ngg%g%%?a Eﬁu&}ee%?sci Ihee

appl i cation SRR | m(step G). If this
card is not a voteﬂr g0 % %édn%rtc;%dﬁ( ste (é%mﬁq nor mal voting _

- processing is perforﬁeﬂf(ét%a@ﬁ rééui@elgereﬁ?fﬁjedsffoﬂoér?% dre cecking
card (step &: YES), a voter IDis read fromthe voter ecking card
(step GR). the wtiny ARparaiifes] tHdaaks nh elgifiraud i1, t he read voter
IDis stored. If the IDIis stored (step Gb: YES), the voting apparatus 21,
di spl ays5t halissslregts A5 (=tsap tG7)st eFdaB)exdniplidie HHe iresult Sisored (step Gb:
NO), the voting apparatus 21, transmts the voter ID. to each of 26 the
vot i ng appardisplay el 2 dcid "valtinge cpgpndinugihitdie has read the

voter ID.
Note that when a voter ID is to be input from
a touch panel as in the first embodiment described above,

10 the voting apparatuses 21, to 21, are connected through
a computer network. Inputting a voter ID as a search
target from the touch panel of the voting apparatus 21
makes it possible to search all the voting apparatuses
21, to 21,.

15 The voting apparatus 21; checks whether or not
the voter ID is stored. TIf the wvoter ID is not stored,
the voting apparatus 21; sends the voter ID to the
voting apparatuses 21, to 21, to request them to search
for the voter ID. When a search result is returned from

20 any one. of the voting apparatuses, the voting apparatus
21, displays it. For example, this result is displayed
on the voting apparatus which has read the voter ID.

As has been described above, according to the
embodiments ¢of the present invention, the accepting

25 apparatus records the acceptance time on a ballot card.
If the elapsed time since the voter inserted the ballot

card into the voting apparatus is equal to or more than
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network 80 to request a search (step &G). If a search result is returned
fromany one of the voting apparatuses, the voting apparatus 21, 5
displays it (step Gr7). For exanple, the result is displayed on the voting
apparatus which has read the voter ID. Note that when a voter IDis to be
input from a touch panel as in the first enbodi nent described above, 10
the voting apparatuses 21, to 21" are connected through a conputer
network. Inputting a voter ID as a search target fromthe touch panel of

t he voting appar s 21 es it possihle to search,al] the.voting

appar at uses ""Pﬁ,e%{ eﬂ'}l,n.er%é:%e \?gtwaﬁﬁ%&saﬂ?gefﬂteé1ec@1\ﬁnet her or not
the voter 1D.i,s st.ared, |f t.he vqter i t red, .t i

appar at us ZJI.T,'akseeSnd"s te'r'ﬂse RiGt%er %TEDq{oo pt#?ege\}%l :%?115 %%gftaolfsles%% 0%9521" to
request therg i SEA Qhrd e Id1e WliiforldR 1N 4A P AN AW dard ot ur ned

from 20 any one e 'vot! ng app ratuses e voting apparatus 21,

di spl ays it.ofi0loexa@l1 it g8kl tarid tHanra@dnPn t i Wald Ng appar at us

whi ch has read the voter I D. "AS has been descri bed above, according to the

embodi mept s ¥{iddpd¥fsent invention, the accepting 25 apparatus records

t he acceptance tine on a ballot card. |If the elapsed tinme since the voter

inserted the ballot coicdaddiidme. avedbrdign@ppariche semisodiuetts p the nor e

t han 27
‘ accepting apparatus records a voter ID on a ballot card.
When voting is normally finished, the voter ID is
recorded on the voting apparatus to allow a search

10 afterward. This makes it possible to discriminate a
case wherein voting could not be done because of a
faulty ballot card from a case wherein a voter
intentionally broke or lost a ballot card and claims
that he/she could not cast a vote, thereby preventing

15 double voting due to unauthorized reissuance of a ballot

card.
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a predetermned time, a warning is generated. This nmakes it is possible to
prevent the unauthorized use of a ballot card, e.g., tenporarily taking
the ballot card out of the polling place and transferring it to the 5
third person. In addition, according to the enbodi nents, the accepting
apparatus records a voter ID on a ballot card. Wen voting is normally
finished, the voter IDis recorded on the voting apparatus to allow a
search 10 afterward. This nmakes it possible to discrimnate a case wherein
voting coulgvg%t.be Qne %F use of a faulty ballot card froma case
wherein a v it % St a%?v broke or lost a ballot card and clains that
he/ she coul d not cast a vote, thereby preventing 15 double voting due to
unaut hori zed rei ssuance of a ballot card. 55Wiat is clainmed is: An

el ectronic yoting systgmCoamrtSiile votify bl d Qnm brik Ay accepting
apparatus which issues a ballot 4 card in accordance with a vote
acceptange request; ang p®PL Bt | &asd; one voting apparatus which perforns 6
voting processing in accordance with a vote request 7 using the ball ot
card, 8 gherein said aotepddast bppaappasatues|wisiech % smoeptariesl 1ote
recordi ng neans for recording acceptance 10 tinme on the ballot card when

i ssui ng #he deatd din Garahrdance with a vote acceptance request; and

5 at least one voting apparatus which performs

6 voting processing in accordance with a vote reguest

7 using the ballot card,

8 wherein said aqcepting apparatus includes

9 acceptance time recording means for recording acceptance

10 time on the ballot card when issuing the ballot card,

11 and
12 said voting apparatus includes
13 timeout detecting means for, before performing

14 voting processing upon reception of a vote request,

15 determining whether or not a preset timeout time has

16 elapsed from the acceptance time recorded on the ballot
17 card to the time of wvoting, and.

is warning display means for outputting a warning
19 message.when said timeocut detecting means determines

20 that the timeout time has elapsed.

2. A system according to claim 1, wherein
2 said accepting apparatus further comprises
3 voter ID recording means for, when the ballot card is to

4 be issued, recording, on the ballot card, a voter ID



11.and 12 said voting apparatus Includes 13 tineout detecting neans for,
before perform ng 14 voting processing upon reception of a vote request,
15 determ ni ng whether or not a preset timeout tine has 16 el apsed fromthe
acceptance tine recorded on the ballot 17 card to the tine of voting, and
18 warning display nmeans for outputting a warning 19 nessage when said

ti meout detecting neans determnes 20 that the tinmeout tinme has el apsed. 2.
A system according to claiml1l, wherein 2 said accepting apparatus further

Coshed. Peciiiitn g ST Ry Yu Y A e R 0 g
i nfor m,at 'bon Jdlref'h-}rﬂi“ﬂé’eé drﬁ{l:} itfaﬁilrk& ',[é}:&.dﬁ MQf er who uses the ballot card,

and 7 sald voting apparatus conprises 8 voter ID Ilist recording nmeans for

recording 9 the votergliyreseigtapbatdeudabdmpresds as a voter 1D 10

i st upon conpletion of voting processing, and 11 voter ID I|ist storage

nmeans fog storing the ydfewot®riidx|rééor@ind mysnenEae cdchr@ing claim 2,
wherein said 2 accepting apparatus further conprises voter ID search 3

means fop nelieogrétaedr hrddmibat komhgiddaldrothataral asva erotddy 8D a search
target is recorded on said voter ID

10 1list upon completion of voting processing, and

11 voter ID list storage means for storing the

12 voter ID list.

3. A system according to claim 2, wherein said
accepting apparatus further comprises voter ID search

means for making a search to check whether or not a

= W N

voter ID as a search target is recorded on said voter ID

5 list storage means.

4. A system according to claim 2, wherein said
2 voting apparatus further comprises voter ID list erasing
3 means for erasing a voter ID list recorded on said voter

4 ID list storage means.

5. A system according to claim 3, wherein
2 said system further comprises a wvoter ID
3 checking card for checking a voter ID,
4 said accepting apparatus further comprises
5 checking voter ID recording means for recording a voter
6 ID as a search target on said voter ID checking card,

7 and
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5 ki'st storage neans. 4. A systemaccording to claim2, wherein said 2
voting apparatus further conprises voter IDIlist erasing 3 neans for
erasing a voter IDlist recorded on said voter 4 IDlist storage neans. 5.
A system according to claim3, wherein 2 said systemfurther conprises a
voter 1D 3 checking card for checking a voter ID, 4 said accepting
apparatus further conprises 5 checking voter 1D recording neans for
recording a voter 6 ID as a search target on said voter ID checking card,

7 and - 30 8 said votj r £0PRLd ]9ﬂ§£¥ing voter ID
r eadi ng greans for readélgnyég:}f1 ?}F’%@ %&%%ﬂg% a seaéf%ﬁ&%n% get fromsaid voter
| D checkjng al&+ t L R HAH PehgiMReLdrarSaipd voting
apparatu% conpfﬁ?g%'géb ura ig%ﬁ%@m&% vé%ﬁ%g apparafﬁggs connected to each

ot her tfpougfy & LBl dardetsdrdmP!ddid otedf MPIdHGIERRAGRINS.eS conpri se
6 voter IDIlist recording means for recording a voter ID, 7 recoded on

said ballot card, as a voter IDIlist, and 8 said voter |ID search neans
makes a search 9 through the network to check whether or not a voter ID 10
as a searchag.arget is Xxeoypscean arcondig | b |ecbdimtdr ageerdin neans i n ot her
voti ng appar at uses.

2 said voting apparatus comprises a plurality of

3 voting apparatuses connected to each other through a

4 network,

5 said plurality of voting apparatuses comprise

6 voter ID list recording means for recording a voter ID,

7 recoded on said ballot card, as a voter ID list, and

8 said voter ID search means makes a search

9 through the network to check whether or not a voter ID

ERY as a search target is recorded on voter ID list storage

11 means in other wvoting apparatuses.

7. A system according to claim 2, wherein
2 said ballot card comprises
3 an acceptance time recording area on which

4 acceptance time is recorded, and
5 a voter ID recording area on which a voter ID

6 is recorded.

8. A system according to claim 2, wherein
2 said ballot card comprises a voting status
3 recording area on which voting information indicating

4 finished voting is recoded, and
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F. «A system according to claim2, wherein

2 said ballot card conprises 3

an acceptance tinme recording area on which 4 acceptance tine is recorded,

and 5 a voter ID recording area on which a voter ID 6 is recorded. 8. A

system according to claim?2, wherein 2 said ballot card conprises a voting
3 recording area on which voting information indicating 4

status

finished.voting is recoded, and - 31 5 said voting apparatus conprises

voting status 6 recording nmeans for recording voting information 7

i ndi catipg finished voiin of i ' o) ) ini she A system
accordi ng to claim8, %\%“Il‘g ‘%%ghagaéﬂ’%%ﬁ%%t@r@éyseé Jéﬂrf%rﬁaegjscorrpri ses
erasi ng gea
status reco

ereln

appar at us

. i i i 5 oGy Aed i said voting 4
%%%Ednlérggngﬁ .qf,&)\épmtﬁeﬁ%&l of éipF{}ei)t\}!e:''(rilqt?;l ri"g unaut J'(%Jrilll zed use of a 2

bal | ot cgrd i’ﬁaféhﬂiﬁ B R "R G g/ WD VSRS indniedilRg 4 an

accepting apparat us ich issues a ballot 5 card in accordance with a vote
| east one voting apparatus which perforns
voting processing in accordance with a vote request 8 using the ball ot

accept ange redguasied.and 6 at

card,

conprising the steps of:

10

11

12

i3

14

15

16

17

9. A system according to claim 8, wherein said
accepting apparatus further comprises erasing means for
erasing voting information recorded on said voting

status recording means.

10. A method of preventing unauthorized use of a
ballot card which uses an electronic voting system
including

an accepting apparatus which issues a ballot
card in accordance with a vote acceptance request, and

at least one voting apparatus which performs
voting processing in accordance with a vote request
using the ballot card, comprising the steps of:

recording acceptance time on the ballot card
when issuing the ballot card,

| before performing voting processing upon

reception of a vote request, determining whether or not
a preset timeout time has elapsed from the acceptance
time recorded on the ballot card to the time of voting,
and

outputting a warning message when it is

determined that the timeout time has elapsed.

7



9 recording acceptance tine on the ballot card 10 when issuing the ball ot
card, 11 before perform ng voting processing upon 12 reception of a vote
request, determ ning whether or not 13 a preset tineout tinme has el apsed
fromthe acceptance 14 tine recorded on the ballot card to the tine of
voting, 15 and 16 outputting a warning nmessage when it is 17 determ ned
that the tineout tinme has elapsed. - 32 11. A nethod according to claim
10, further 2 conprising the steps of 3 when the ballot card is to be

i ssued, 4 recording, on the ballot card, a voter ID indicating 5
information for uniquely identifying the voter who uses 6 the ballot card,

and 7 recordijng the vof gfefdd eeUsietiQ) tdechpin ofo, Swdibas a voter 1D
list. 12. A nmethod according to claim 11, further 2 conprising the step of

maki ng azseydubhti®iGhetheiaidiy of3 Oor not a voter ID as a search target is
recorded on the 4 voter IDIist. 13. A nmethod according to claim 11,

further 2 conprising titestigpe BaXl@sidard yottes bd idsied 14. A net hod
according to claim10, further 2 conprising the steps of 3 recording a
vot er | Mas mecxaatiaty t anrgeatheobad 1ot card, a voter ID indicating

5 information for uniquely identifying the voter who uses

6 the ballot card, and

7 recording the voter ID recorded on the ballot

8 card as a voter ID list.

12. A method according to claim 11, further
2 comprising the step of making a search to check whether
3 or not a voter ID as a search target is recorded on the

4 voter ID list.

13. A method according to claim 11, further

2 comprising the step of erasing a voter ID list.

14, A method according to claim 10, further
2 comprising the steps of
3 recording a voter ID as a search target on a
4 checking card, and
5 reading the voter ID as the search target from

6 the checking card.

15. A method according to claim 11, further

2 comprising the steps of
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4 eheeking card, and 5 reading the voter ID as the search target from 6
the checking card. 15. A nethod according to claim11l, further 2 conprising
the steps of - 33 3 finishing voting processing, 4 recoding a voter ID
‘recorded on the ballot 5 card as a voter IDIlist, and 6 nmaking a search to
check whether or not a 7 voter ID as a search target is recorded on a
voter ID 8 list in another voting apparatus through a network. 16. A

met hod according to claim 10, further 2 conprising the steps of 3 nornally
finishing voti ng procggsin . .and éqrecordk%%yrpn a ballot card, voting 5
informatton indicatind Jtrhja%:%/%q i‘f\og T B HET"%7. A nethod accor di ng to

laim 16, furth 2 { sl t | | e ti 3
catm i runiher 2 SABLASLE Al o QeSO ARl o

recorded on a ball ot m recordi ng a program for

2 prevengi ngHRPHNQY ZAL IS Afi & balpt card in an 3 el ectronic voting
systemincluding 4 an accepting apparatus which issues a ballot 5 card in

accordange Wth a vot enREHRPtLNESa F@UIUES tohetld wifetBerd aRStndANe VOt i ng
appar at us whi ch perforns
7 voter ID as a search target is recorded on a voter ID

8 1list in another voting apparatus through a network.

16. A method according to c¢laim 10, further
2 comprising the steps of
3 normally finishing voting processing, and
4 recording, on a ballot card, wvoting

5 information indicating that voting is finished.

17. A method according to claim 16, further
2 comprising the step of erasing voting information

3 recorded on a ballot card.

18. A recording medium recording a program for
2 preventing unauthorized use of a ballot card in an
3 electronic voting system including
4 an accepting apparatus which issues a ballot
5 card in accordance with a vote acceptance request, and
6 at least one voting apparatus which.performs
7 voting processing in accordance with a vote request
8 using the ballot card,
9 the program being constituted by a program for

‘10 executing
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7 votirng processing in accordance with a vote request 8 using the ball ot
card, 9 the program being constituted by a programfor .10 executing - 34
11 a procedure for recording acceptance tine on 12 the ballot card when
the ballot card is issued, and 13 a procedure for, when the ballot card is
to be 14 issued, recording, on the ballot card, a voter IDwhich 15 is
I nformation for uniquely identifying a voter using 16 the ballot card. 19.
A medi um according to claim 18, wherein the 2 programfurther conprises a

rogra or executin r ' I earch
Parget BA 4 a checki i Bafelge St Hpd SEELH Modepiinite (il dn ShaTC,
the 2 pgogramd Ylnel: RO afeh A YU B YarH GG LidkheH A fHgpcedure for,

before perform ng voti processi ng upon reception of a vote request,
determ agng 5 whet herg OfrHOba@rd £S5 WhEROthe tHAEl dBScLE@PESdLd INeen 6 t he
acceptance tine recorded on the ballot card to the 7 tinme of voting, and 8
a procegyr e foiudill ptEddiirg Waothi e MRsiSiage cdrayhen wdtdrs Iietwerigned t hat
the tineout tinme has el apsed. 21. A nedium according to claim 18, wherein
the 2 pasegr ais finfdmua toiorprice am queddy aiddrmori fydenutd ngpter using

16 the ballot card.

19, A medium according to claim 18, wherein the
2 program further comprises a program for executing a
3 procedure for recording a voter ID as a search target on

4 a checking card.

20, A medium according to claim 18, wherein the
2 program further comprises a program for executing
3 a procedure for, before performing voting
4 ©processing upon reception of a vﬁte request, determining
5 whether or not a preset timeout time has elapsed from
6 the acceptance time recorded on the ballot card to the
7 time of voting, and
B a procedure for outputting a warning message

9 when it is determined that the timeout time has elapsed.

21. A medium according to claim 18, wherein the
2 program further comprises a program for executing
3 a procedure for finishing voting processing,
4 a procedure for recording the voter 1ID,

5 recorded on the ballot card, as a voter ID list, and
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3 a procedure for finishing voting processing, 4 a procedure for recording
the voter ID, 5 recorded on the ballot card, as a voter IDIlist, and -- 35
6. a procedure for making a search to check 7 whether a voter ID as a
search target is recorded on the 8 voter IDIlist. 22. A nedium accordi ng
to claim?2l1l, further 2 conprising a programfor executing a procedure for
3 erasing a voter IDIlist. 23. A nediumaccording to claim?21, further 2
conprising a program for executing a procedure for 3 reading a voter ID as

a searchstarget from ahrﬁ(}reé edie % o@em C@rsdealtzc T_.A% 4m according to

claim18; further 2 co 1'Sing prog rans execu a procedure for

finishing vqi et};r%CQ,%Sgef};g,ID‘la% I%r Qeeqide a%rqerte(ﬁ_%r Gl:'e bR t % S for

recorded 5 on e ball ot card, a voter Ist, and 6 a proce

maki ng asse%@@éﬂryﬂngﬂggr7 netmork to check whether or not a voter ID. as
a search 8 target is recorded on a voter IDIlist in another voting 9
appar at us.

22, A medium according to claim 21, further
2 comprising a program for executing a procedure for

3 erasing a voter ID list.

23. A medium according to claim 21, further
2 comprising a program for executing a procedure for
3 reading a voter ID as a search target from a voter ID

4 checking card.

24, A medium according to claim 18, further
2 comprising programs for executing
3 a procedure for finishing voting processing,
4 a procedure for recording a voter 1D, recorded
5 on the ballot card, as a voter ID list, and
6 a procedure for making a search through a
7 network to check whether or not a voter ID as a search
8 target is recorded on a voter ID list in another wvoting

9 apparatus.

- 36 -



