; ghije3efdL6Tf1 April 2004 DESCRIPTION | NFORMATI ON PROVI DI NG SYSTEM AND

| NFORVMATI ON PROVI DI NG METHOD; | DENTI TY | NFORVATI ON ADDI NG UNARBrilsidD4MACHI NE

READABLE RECORDED MEDI UM ON WHI CH I'DENTI TY | NFORVATI ON ADDI NG PROGRAM | S.

RECORDED; | NFORMANT SERVER UNI T AND MACHI NE- READABLE RECORDED MEDI UM ON

VHI CH | NFORMATI ON PROVI DI NG PROGRAM | S RECORDED; AND | NF

TERM NAL AND MACHI NE- READABLE RECORDED MEDI UM ON WHICH I N

PROGRAM | S RECORDED; AND ACCOUNTI NG UNI'T Techni cal Field The pfggent

“invention relates to an information providing systemand the |ike providing
information via a network such as Internet. In particular, 1 [.on

relates to an information providi Bﬁs&&%fp%%g”d the Ii ke whi ym’@m@&@mmwm

easily conduct investigation of an access status of the use

identity informati on added to i nage data. Background Art WWV (VWedoe* W de

Web) services provided by many HTTP (Hyper Text Transfer Protocol) servers
: i ‘ . o ” o

I ed_ by operating
QN ADDIN

> Acda I AL : . ‘l‘
HTTP perusal software such as a Wb browser eXx S'E fa
connected to Internet. Operation of an#b browser has been facilitated by
introduction of QU (G aphical User Interface). The nunber of HITP servers

in use connéVFERMASION: ERAFI DING SYISHEY iAND eastMATIHG  makes it
easy for usghéjto obtai n many pieces of information, and SEervices have
rapi dly bec ﬁﬂﬁﬂn%PENEiR%wﬁN@QRM@mﬁemcAabImGannawtAQDSMHQMQNEeen made

t hr ough . vices. Because of the possibility to easily investigate
access sygygégé@BPﬁeRE§85D5§ HEREMe ONWIHT Coir dIDENTYL ToO MBIORMAT oihas been

now used a'%%d?ﬁé'?ﬂéﬁﬂﬂﬁ“&s RECORDED; INFORMANT SERVER UNIT AND
MACHINE-READABLE RECORDED MEDIUM ON WHICH INFORMATION
PROVIDING PROGRAM IS RECORDED; AND INFORMATION USE TERMINAL
AND MACHINE-READABLE RECORDED MEDIUM ON WHICH INFORMATION

USE PROGRAM IS RECORDED; AND ACCOUNTING UNIT

Technical Field

The'present invention relates to an information
providing system and the like providing information via a
network such as internet. 1In particular, the invention
relates to an information providing system and the like
which enable to easily conduct investigation of an access

status of the user by use of identity information added to

image data.

- Background Art

WWW (World Wide Web) services provided by many HTTP

(Hyper Text Transfer Protocol) servers connected to internet



activity. For carrying out such an investigation, the follow ng nethods are
known: (1) Storing identity information intrinsic to the eatApti2®04usi ng
HTTP perusal software such as a so-called Wb browser, such as Cookie or
the like on the user termnal, an HITP server acquiring this identity
i nformati on when the user nmakes an access to the HITP server, and recordi ng
and anal yzing user's accesses to the information provided by the HITP
server; (2) Analyzing a transm ssion packet fromthe user termna
“-connected to an Internet service provider 2 1 April 2004 (hereinafter
sinmply regﬁ%ged-tglas an ISP (Internet Service Provider)), and recording
and anal y sl B e aesiskesz 4 i ti rovi ded by the HTTP
server; and (3) Recording and ana]%%golé%t%éiﬁg s}?ﬂ% dijEdsakepafavaty from
i nf or mat i GFPr VA dediedy kirtvor S4BT R armasy il AGgess | 0g of the HTTP server,
by an'app%%pation i ndependent of the HTTP server sue &t cesrnenbeyzi ng
sof tware and ‘tH&INSe. To put it specifically, there is a nethod of
recordi ng i nforpation corresponding to user access in a file by use of the
Java (tradenaréfe§ﬁgﬂ89 Rdopt #eb faoweanlas Hdbtif 14 .
[T waw. sni pRet. gggkhone. tmor the |ike. However, |r1%§u3%ﬁaﬁ%9n£ﬁfioned
met hod (1), thers hss B eﬁUFodﬁﬁﬁ@hibﬂﬂr@%eﬁeqhtgqf%%kgs of,certainty, for
exanple, bR fpap Cookie cannot be used for sone set condi t i Bits "BfPERe HTTP -
perusal software exggﬁfﬁdlﬁtuﬁﬁeCegéﬁCtedntbaﬁntBQ%@Qsqsi§%%gp %,and '
t s

managemnent nef e e, acconpl i shed for each HTTP server,
i npossi bl ent oe%g%l%' oﬁhla% ri‘?f%%‘?%gdﬂakﬁﬁ oft aexePSr&t ah YISy i ntgogggrati on

with the miberpHIEs SgEV In order to investigate access status of%the
user to a pIuraIityso§fkﬁﬁEp§%?9é?§: 2Rer BWGr serivices HQG%S§§bxdﬁ% uni fy
access stb&mmmékﬁfrﬁfgr;he i ndi vi dual HTTP servers, and a |arger nunber of
servers makes it difficult to conduct such an investigation. In the
- af orenent i oneckemdritad, ( 2o . investigatipng access status to an external
HTTP serﬁgf managed outside t ee%g]tﬁ??é%??l%®®4haﬁﬁ>hsed hadet he user to
connect. tf@UQuUET MW sEhEidess Of pi b i,on increase because of a very
| arge nunber of HTTP servers conng%?%g %%FF%FePR@ﬁlhuiktynﬂdrqpéil ery :
difficulﬂnW@&&igaqaiadcdggnyﬁgﬂﬁgiéyL t he af orenmentioned nethod (3), it:
is neCesagby to operate an applicatioﬁqé;uiﬁﬁr%ﬁrﬁP%RRrQ®GWiMWestigation :
and to aRafyP@rvogommeenaratiel Yals HuR nent, of. i nformati on and | ogs
provi ded bg,the HTTP server, and al so tgﬁggﬂﬁﬁﬁ %ﬁﬁﬁﬂﬁQﬁHMﬁrkﬁnimgions
such as 8fE&VifF¥ati on of an HTTP server to be investigated, thus preventing
easy acconpli;hnent of the investigation. : :

or i i
carrying out such an investigation, the following

methods are known:

(1) Storing identity information intrinsic to the each

us iy
€I using HTTP perusal software,such as a So-called Web

browser,

such as Cookie or the like on the user terminal, an

HTTP iri is i
Server acquiring this identity information when the

user ma
kes an access to the HTTP server, and recording and

analyzi
¥zing user's accesses to the information provided by th
e

HTTP server;

(2) Analyzing a transmission packet from the user

termina i
1l connected to an internet service Provider




The present invention was made in view of the problens , nentioned above,
and has an object to provide an information providing systemaparzog4ting
relatively easy investigation of the status of user access: Di sclosure of
I nvention The present invention is characterized by generation of intrinsic
identity information neeting an access froma termnal, addition of the
thus generated identity infornmation to prescribed i mage data provided by an
i nformant server unit, and recording of the corresponding rel ationship
between the identity information and the i nmage data contai ning the added
identity information. Applicable informant servers include an HTTP server 4
1 April 2 34 oper%%ing Qn a general - purpose OS, an application software .
progr am suBfTEENE e SRS FeffF tchde meame difdh Etmmoeds sEsrvice

and a dedi cated software program

. | ol ved Ga
Aol i babi &L RERATE FRE tAG oA SHBTP Sl RS ZA6T WSS G e anp it

general -p 0 rocesses .incorporated in a specialized OGS, and neans
R PR R

such as a dedicate re p Id&bISe tve4rs a9 processes

generating intrkRskech it Y ~lanfQr I meet i,ng _i ncl ude an expansi_on
progran1indepeédént So??%gﬁegﬁﬁoégﬁgsgég SSEST & ATRGE e SeRFFRTeLY

funct | ons £x6RPEhEBbRALTBAND:AN ol B AFECHIE YIS Lol Of A T TP s

server, an nonitoring and controlling hardware neans h

recor di ngofheheoHreppaBeBg, r gkakin0R$HiR Letwee i dent.ity. i.nformation
and i mage data containing the ggded ?@Enfgﬁeﬂﬁhpgﬁg FFgﬁn?héﬁhdg“%oftmare
prograns HpEPaseRgerndapBndenklcyeWst BnA 13,38V &k ' ugh,as a

| oggi ng function of an HTTP server, and ?gang gﬁgﬁagg@égﬁgagﬁ% Jfating

out si de a serveo pnttitAep@@Q@a&EEQQ,Uthr@fi%n%tE%&héép%ﬁé A8

i nvention conprises receiving neans which, in the presence of |nagegHata
cont ai ni ngnéddedtintr cosicespdadtingy tontgerakicer sELah BY fAN AGRLSSd QM an
i de

information use termnal, receives the 5 1 April 2004 image ntity

i nf or mat i Bhcedavact bdatpmahk)i apolent aooptiee,t €or RXamp1) tike | mage data
fromthe information use termnal, and receives termnal identity _
infornatiBﬁtEf/(HEWFﬁﬂépﬁﬁthgnmdbemeehnmnat:thboﬂage.neans whi ch correl ates.
and stores the date of the inmage identity information and the term nal

i dentity inforHBYFBRLYr eéBi tBE Bfcrpmensdenedngethod (1), there has

been room for improvement in terms of certainty, for example,
in that Cookie cannot be used for some set conditions of the
HTTP perusal software executed at the user terminal.

Because issuance and management of Cookie are
accomplished for each HTTP server, it is impossible to carry
out an investigation of access status in cooperation with
the other HTTP server. In order to investigate access
status of the user to a plurality of HTTP servers, therefore,
it is necessary to unify access status data for the
individual HTTP servers, and a larger number of servers
makes it difficult to conduct such an investigation.

In the aforementioned method (2), when investigating

access status to an external HTTP server managed outside the



means; and information processi ng neans whi ch determ nes whether or not the

sane conbination of image identity information and term nal {1 iaggrigo4y

i nformation has already been stored in the storage neans, so that

accounting is not nade when the conbination is stored, and accounting is

made when the conbination is not stored. Another accounting unit of the

i nvention conprises receiving neans which, in the presence of inmage data

cont ai ning added identity information neeting an access froman infornmation

use termnal, receives the inmage identity information extracted by the

information use termnal fromthe inmage data fromthe information use

termnal,_and receives termnal identity information of the infornmation use

termi nal ;T3% d#SRR FRanshannesr cberepanect ahd snbeeset, dabgeonswbitch t he ?

recei ving, means, recei ved the image identity information and term nal

i dentity ThOT md3 ohon WHRRL 8RS | Rageusdenti 8 yVeAY ok aageonumhert efni na

identityé%ﬂ£€rnation' and infornation processing means which determ nes

whet her | ISR 3R ReNbEAat P ol berRRRget BUs makpnul 1owarydentity

informati on.-terynal 1denti informatjion and the receiving date has

al r eady 6§£%f%§%§%xf?rﬁ??@pgi%?%g%nﬁﬁﬁﬁﬁgagbo?hat accounting i s not made

when the conbinaty i account i i s, made when the conbi nation’

i s* not storedfﬂ?ﬂh?ﬂéég%%%@%fg%%ggﬁi?? i r(SgEant§siﬂFS?ﬁﬁ?Fﬁnth t he ;

‘user usi ' r ' t ' ' sed, i | ace of .the,termna

identity%%ﬁ%%%%?%g$m%%f%§£%£%c??%ﬂ?%%r%fn§;§ﬂ}ngggF?ﬁVeiLFgaElBPock

di agr am lddaisid aldngy a0 1866] BbLPPLOY! £180 SYRLEMNON a8 enbodi ment of

the present invention; Fig: 2 1s a conceptual viewsc ena?FcaIIy .

i 11 ustratinf e adn [ a ] ni onposi ng the
QdYed Of o dls SEFYRL e $%aﬂﬁ? %$§§”§Q?#FP Enﬁegf

i nformation providing systemshown in FIg. ustra an exanpl e:

of a tablte (ganared | e Didat&s Wlecabiods dahahase obethesphergnenti oned

server unit Fig. 4 illustrates an exanple of an 1 nage displayed on a

di spl ay wm tHEIP tderwedoreoess | Desst tgatoa) this pr8veRtihbushiates an

exanple of a table (update | og) recorded by a database of fhe

af or ementdagmp sievhreentune £ ; the ginGestsigatoedhii gur ati on di agram of an

i nf or mati on _ ,
: The present invention was made in view of the problems

mentioned above, and has an object to provide an information

providing system permitting relatively easy investigation of

the status of user access.

Disclosure of Invention

_The present invention is chéracterized by generation of
intrinsic identity information meeting an access from a
terminal, addition of the thus generated identity
information to prescribed image data provided by an
informant server unit, and recording of the corresponding
relationship between the identity information and the image
data containing the added identity information.

Applicable informant servers include an HTTP server



image file illustrating the storage configuration of imge related
information; 7 1 April 2004 Fig. 7 illustrates an exanpl el april 2004
imge-related information; Fig. 8 is a descriptive view of an access to a
poi nter by menu selection: Fig. 9 is a descriptive view of a telop display
processing; Fig. 10 is a descriptive view of addition of information inmage
by drag-and-drop fromthe nenu; Fig. 11 is a descriptive view of an

enbodi ment in which tab selection is switched over between display of a
first managenent area and a second managenent area; Fig. 12 is a
descriptive view of an enbodi nent in which a first managenent area and a
second managenent area are separated by a frame and, di spl ayed

si mul tané’&?gﬁ A @0 B I YT TRV OV e ?PRh edboan nBaftvArahi ch, |
when accessing . the infornat'qf image file in the first managenent area .
(HTM), th e@bﬁﬂ“ﬂhﬁﬁbéﬁeéﬁ @r %EY?ﬁmmﬁn?soﬁ?%ﬁl%?%Hsa?P% B8i ng updat ed,

[e]
e .
t hus nanagi ' ion image file..Bes de_for rryin t the ~
| nvent i og :EI g.saslé%egda%%ﬁéﬁé;glr% i??%%%?laﬁ%é) {yﬁe ﬁ%ﬁf?gg?agi% ®gf an -
i nformati | di tem of an enbodi nent of the present invention. i
This inf c‘??jrar%at?‘|{agl\r§:'I r%%’g system has a server unit 20 8

Applicable terminals include an HTTP perusal software
operating on a general-purpose OS, processes incorporated in
a specialized 0S, and means such as a dedicated software
program.

Applicable means or processes generating intrinsic
identity information meeting an access from the terminal
include an expansion program of an HTTP server, an
independent software progfam monitoring and controlling
accesses to image files, and hardware means having similar
functions.

Applicable means and processes recording the
corresponding relationship between the identity information
and image data containing the added identity information
include software programs operating independently within a
server unit, means such as a logging function of an HTTP
server, and means such as software operating outside a
server unit.

An accounting unit of another aspect of the invention
comprises receiving means which, in the presence of image
data containing added intrinsic identity information meeting

an access from an information use terminal, receives the



1 April 2004 connected via a network 10 such as internet, and a term nal
unit 30. In Fig. 1, each one server unit 20 connected to theapgtagogk 10 and
one termnal unit 30 are shown for conveni ence' sake. There is no

particular limtation however on the nunber of server units 20 and term nal
units 30. The server unit 20 conprises a mcroprocessor (MPU) 21, a nmenory
22, a hard disk drive unit (HDD) 23 storing an operating system (OS)
software such as an HTTP server, text data, and inage data and the |ike,
~and a network interface (NIC) 24 and so on. The termnal unit 30 conprises
a mcroprocessor (MPU) 31, a nenory 32, an HDD 33 storing an operating
system (QS)_ and, an HTTP perusal software (Wb browser), a display interface:
34, an irr’praﬂg? n]t‘g‘?rf‘éjc%y3E?£%Fiaa*élﬂ%t%FRaFEFGrPacéheNﬂ@)fozmaamns@S@n. A

di spl ay rgg 37 %s conntcted to the di Elay interface 34, which displays an.
05 oper at THY 53 et Y d-2° ot 8p¥%yI3E? eBROBF thReIDEBTBASMOE! USE the | i ke.

Keyboard.Q%g% 0i Nt | vices 39 such a nouse are_connected to the inpuf?
interface .Q%Hﬂléﬁé[ﬁkég%y%ﬁ Y%Emh§%$ b?ePﬁégVi%BfP§m€ﬁ98Pe8fv¢§ethese :

per | pher alnfloMidioton Ridke Colmifla£ONCEOEUGL Abagtamsehenallcaliy show ng

. . W
functional bl ocks of the server uni eter

Apri| 200fditd ensardes ol in@linkgdelalhes EONLREL AN LAE Qa2 control

of the entire unit, comunication control pro ocat'rng the

conmuni catd it iy 0 Cassen t Dt Pr oses FRedi 8T ¥eee8svalChyasnlekpek 5IE and HTTP
on the basis of port inf&fnation and the Iikg, an% tRe p?%%%géggf the HTTP .,

server 20@:ars; paid aimBshmat Pot abtetesSLAY! pebds WAiktReqkeeMBaksuni t 30,
under the control by the OS 301, processes such as control of the entire

uni t, comhetilvat imn wanttiod pameessmBORat cont 66! 1RhgkNRHENkRQK t he user,
and -the Web browser 303 are executed in parallel. An outline O0f general
oper at i orighfsfrmatel delad ovsEniBdB hdent hey HIiPosravebn203 sWalh -cleny be
descri bed. Wien entering a target address (URL: Uniform Resource Locator;
havi ng a QRen igrrgcin yimg steradestmeane, ofot heat accounting is not

made when the combination is stored, and accounting is made
when the combination is not stored.

Another accounting unit of the invention comprises
receiving means which, in the presence of image data
containing added identity information meeting an access from
an information use terminal, receives the image identity
information extracted by the information use terminal from
the image data from the information use terminal, and
receives terminal identity information of the information
use terminal; storage means which correlates and stores a
date on which the receiving means received the image
identity information and terminal identity information, with
the image identity information and terminal identity
information; and information processing means which

determines whether or not the same combination of image



server unit in which the HITP server is executed, and a portion specifying
the file name) by operating the termnal unit 30 fromthe ugapriMd0B4t he

input interface 35, the Wb browser 303 sends a connection request

including the file name to the server unit 20 corresponding to the host
nane. This connection request is supplied to the destination server - unit 20
via the communi cation control process 302 and the network 10, and supplied
to the HTTP server 203 via the comruni cation control process 202. Wen the -
- connection request is supplied, the HITP server 203 reads out data
corresponding to the file name 10 1 April 2004 given in the connection
request fromthe HDD 23, and transmts the same to the termnal unit 30.

The URL siRitity infermayiome teuninay identite infeometteseandnkyiet he

host nane, or, only the host name and a specific directory. In such a case,
the root TRy HALenaRs ndkready dbgennsberedate theestpnder. heahk,
present in the indicated directory is read out and transmtted to the

term nal Tit"%o. 2FROUWREHNG LF hehrBedankhen| ghe opomhénptienspeci fi ed by

t he user, cter . indication, inmage,indjcatjon and |inkage to the other -
files or'%éé?%éﬁ«fqgeﬁ%ﬁ%%?éb%% iH gﬁ%%rﬂ%ﬁ%etﬂftﬁomﬁkﬁaFFﬁﬁe%STQQF Mar kup -
Language)q. Jhgyfile fromthe HTTP server 203 is supplied to the Wb browser:
303 via the 'network 10 and the communication control process 302 of the :
termnal unit : r..303 r Lsplay inmage data in K
- accordance\Mt%?%%@?gzgég?g%lo e?%§€hi§§€?IgégéﬁgkguﬁB¥P59a?ﬁ8n58%e to the -
OS 301. T P, l Lo bhe win i ghed tk br owser ;.
fromthe display i§%3§§§%$§ %ﬁgﬁfTﬁgl%gbu%%oggﬁ?ﬁéég,Egngggguggsgﬁﬁge :,
di spl ay sof ege of e #mEndll SPi&yt 18y tiBfokRadisRl ay the same via the display -
interface 34. Wen inmage display is specified, together with the file nane
of the image data in the file supplied fromthe HITP server 203, for
exanpl e, the Wb browser 303 requests the HTTP server 203 to transmt the

i mage datBr af rEspontbtgon oot IDratiAgsi | 2004 that file name. Upon receipt
of such a transm ssion request, HITP server 203 reads out the inmage data of -
the requested Fige hahe 4riohothed HOPr23, i BDdstransAyt Sni tnEerinhe 1 ¥Eb :
browser 303. Upon receipt of the inmage data, the Web browser 303 treats the:
recei'ved RIAGed dd aswstemeof nagecnlaodiment pfeshei pedspnsi thoanitiohhe .
af orenmenti oned di splay i mage data, and supplies the same to the G5 301. As
a result, an e basedd oferperteadi veevw| aagerndhigally illustrating

operations of a server unit and a terminal unit composing
the information providing system shown in Fig. 1;

Fig. 3 illﬁstrates an example of a table (generation
log) recorded by a database.of the aforementioned server
unit;

Fig. 4 illustrates an example of an image displayed on
a display unit of the aforementioned terminal unit;

Fig. 5 illustrates an example of a table (update log)
recorded by a daﬁabase of the aforementioned server unit;

Fig. 6 is a eonfiguration diagram of an information
image file illustrating the storage configuration of image-

related information;



at the prescribed position in the, w ndow of the Wb browser 303 is

di spl ayed. CGeneral operations of the Web browser and the HI{TRpglea00@r have
been descri bed above. Characteristic operations of the infornmation

provi ding systemof this enbodinent will now be described. In the server
unit 20, as shown in the aforenentioned Fig. 2, when the HITP server 203
transmts particular inmage data, there are executed an identity information
addi ng process 205 which adds intrinsic identity information neeting an
~access fromthe user to the inage data, and a dat abase 206 recording

i ndi vi dual pieces of identity information are executed. The identity
information addi ng process 205 is nounted in the formof an extended .
program (so- cal1%d glhbl$ﬁ§r@te&2an dxdppilé @d4dmabe-HETRtegrver 203. Wen -
a file del]ivery process 204 reads out the file of particular inage data
fromthe MHEPE® &Pt ransnits the sane, the identity information addi ng
process 205 aggs intrinsic identity information neeting user's access to
the i nage data *%he® it i 4§SFhipEhaei bhewddédanoachessmageadpbansekf i ces
to be information intrinpsic to the individual accesses. It is therefore
possi bl e 3% HEHEr3F 71w t he basis of information such as the date and
time of accessyfo the |P address and server of the termnal unit 30
currently operated by'I e ARBFIIRFLVENBIPHeRti 2y EhPBr HABPAAYt 0 be added

to theirﬁ¥5%é§%§§£ﬁy be generated by use of intrinsic identity infornation{
inparted to eac ‘er or each terminal unit 30 to the inmage data process 7

HARGEARR S T R T G e e
information image by drag-and-drop from the menu;

Fig. 11 is a descriptive view of an embodiment in which
tab selection is switched over between display of a first
management area and a second management area;

'Fig. 12 is a descriptive view of an embodiment in which
a first management area and a second management area are
separated by a frame and displayed simultaneously;

Fig. 13 is a descriptive view of an embodiment in which,
~when accessing the information image file in the first
management area (HTML), the second management area (HTML) ié
displayed after being updated, thus managing a new

information image file.

Best Mode for Carrying Out the Invention
Fig. 1 is a block diagram illustrating the
configuration of an information providing system of an

embodiment of the present invention.

This information providing system has a server unit 20



be used as the identity information. Since two or nore accesses to one
server unit 20 are never processed sinultaneously in the uspapricoosase of
operation, the date and tinme of access may be the information specifying an
access. Even when adding the date and time of access to the imge data as
identity information, therefore, it is possible to identify individual

i mge data. A function of recording an access |log fromthe user is 13 1
April 2004 nounted as a function of the HITP server. The | P address, ; the
~date and tine of access and the like of the termnal unit 30 of the user
using the HTTP server can be recorded in this access log. As a result, when
using the date and tinme of access as identity information, the |IP address
cor r espoR@NBgated e adat exedibnk e ofucic cos sirsetet 0 die & Magemthed®n i S
avai l able by referring to the access log. It is therefore possible to
easily sp&ditfyplan P gélélr-eés 6RChhengs serivie racwdds 200 admme atege twat a. |
Because i%ﬁfuffices to add identity information so as to permt recognition

as i mage Zetwonip L0 g sngpieEmig@ hatrekt | 30 @ xeicsimewar gar def i ned on
the image format, or, it nmay be enbedded in the image data, using the iy
so-calle&q&WQHHQBﬁ%:\&ﬁ@ﬁ=nﬁ%@?ﬁglFe&Pnﬂ%ﬁ?%ﬂ“%%ﬁﬁhﬂ?#ﬂﬁ?Mmﬁornation ina-
di spersed form.in t i ma dat It may al so be added before or after the .
i mage dat'a main t%ldg%(?n r’t‘ﬁ@%ﬁ%% Sr%?‘f?ﬁ‘%/.u%’és i AR yreFR bRt Woht fray be
added asijgt is to inhibit processing |oad, or may be added after subjecting:
the information to processing such as appropriate coding or enciphering for;

i npr ovenent Ofl‘h%e“s‘é&ivtee% u‘l;ﬁec g@%nqgfsgggéa?hfépgg#ggﬁgégd@ﬁ?@gr'%flenti ty *

~information are treat as ordi nary ‘I mage a on _ process
S S e T A P R RN T
~acqui res oblealtingf FIt@h SY NGoftware such as an HITP server, text
data, and image data and the like, and a network interface
(NIC) 24 and so on.
The terminal unit 30 comprises a microprocessor kMPU)
31, a memory 32, an HDD 33 storing an operating system (0OS)
and an HTTP perusal software (Web browser), a display
interface 34, an input interface 35, and a network interface
(NIC) 36 and so on.
A display unit 37 is connected to the display interface
34, which displays an OS operating screen and a display
screen of the Web browser or the like. Keyboard 38 and
Pointing devices 39 such a mouse are connected to the input
interface 35. An instruction of the user or the like is
entered via these peripheral devices.
Fig. 2 is a conceptual diagram schematically showing

functional blocks of the server unit 20 and the terminal

unit 30.



user's access status via the OS 201, the HTTP server 203 and the |iKke,
creates a table (generation log) representing the corresponiapg 2004

rel ati onship between the identity informati on added through the identity

i nformati on addi ng process 205 and the informati on show ng user's access
status, and records the thus created table in the HDD 23. As shown in Fig.
3, for exanple, this accessing |IP address, the unit 20 in which the HITP
and time of access, the f identity information (ID) addi ng process 205 and

© S0 generation |og contains the name of the host of the server server 203 is
operating, the date ile nanme of image data, and the added by the identity
information on. As a result, by referring to the generation log, (or the
updat e |1 og deday ithed senway) urmiie 3Wemndgr i tHoroot ool adgethé 00§ h201l prage
data, and the information showi ng user's access status such as the

accessi NGO Tadd Ods < hen @ nthier &l atrel tandeeiifen ba bter ssont rohvaidabbe. It is
therefore possible to relatively easily investigate user's access status "
and so or0%BpliRcatdng e irwiyricathien npEees adie ngrpsotteed205 can add
~al so information such as URL to the image data in addition to the identity :

i nf or mat iS5GV ARFeh S} 7P ORLR&E 1 el ey HBTR, ontthe besishpé perkake an
access tq rescribed with reference to only the i mage data, by
extract i &é&toﬁ:lnga n cﬂf‘cf%et e]rﬂf‘?vala i*fhﬁSPro‘ie%@r?f- 5hp4HEBP spgEver

suppl yin i.s. U he, &b bro r, 303, and instructing an access. Such
a functi %r?t*é"lss,recgnlévllefg%t%endaljﬂ pa%%%ligee]d' by use of the HITP server in the

so-cal |l ed ban%%rmﬁ%\é:?{#,i sjlrgg;fhé ntéz.th‘? rg%?”@ﬁifgﬁrf&rt&&lgg’ Fh Egn ggessary tof;'

provi de processes s as I ni ng iy ton causing I'inkirng Wth the

prescri bed, WRle igk agpor Pdd Lo 28GRPEELISENGRLENLLLE QRTE Of the.

prescri bed i mage data as the I mge o utton. S 'case, sinte the :

file def icnifhlfRlariors RANASL T ARLNE S04 Obnlbs1i GROENHALAc BYCRng third:

party can . easily refer only to the file of the 1nmage data as t i mage of a.

button ofused, hdlidHeniy dromdhagoofatbecpebgtog! %H%argmﬁéliﬁ’ it woul d

be easy to steal the inmage data for uses not intended by the nmaker of the

i mage data. Aqud outliind N Ord@d PAL PESVEEE D8NS YSEePhel ReBOBLbRASEy 8¥EN i f
the image data are stolen, it is possible to easily specify a route of
acqui si t iaord afthd HTTIegerwat 2 @3 whel I nde wetdesetereace to the
af orenenti oned generation log by previously adding intrinsic identity
i nformati on nddtemenisering 'actesgestaddsess (HRLt nHgéfdamaReFbusceit i s
effective for preventing illegal use of the imuge-data.
Locator; having a portion specifying the host name of the
server unit in which the HTTP server is executed, and a
portion specifying the file name) by operating the terminal
unit 30 from the user via the input interface 35, the Web
browser 303 sends a connection request including the file
name to the server unit 20 corresponding to the host name.
This connection request is supplied to the destination
server unit 20 via the communication control process 302 and
the network 10, and supplied to the HTTP server 203 via the
communication contrel process 202.

When the connection request is supplied, the HTTP

server 203 reads out data corresponding to the file name

10



Since identity information is added to the inmage data, it is possible to
certainly retain identity information and to inprove reliab jap#iy2004 the
result of investigation as 16 1 April 2004 conpared with an investigation
usi ng the conventional Cookie and the |ike. For exanple, by adding the
af orenentioned identity information to advertising i mge data such as
banner advertising, it is possible for the sponsor to obtain result of
i nvestigation having a higher reliability than in the conventional art as
-to taste of the users. By using this result of investigation, it becones
possi ble to provide oneto-one services accurately coping with needs of the
i ndi vidual users. While Fig. 2 illustrates an exanple in which the identity-
i nf or mat | HVeridimgtpe ocersse @05on sregues edf asmat kst EDOed3pr ggeam of the HITP
server 203, it suffices that there is provided a function of adding
intrinsi ctll‘fﬁeﬁmﬂt%/ e ovaree i o0 tleet teyninadeuhstadbess to particul ar image
dat a. Therefore it is also possible to previously place the inmage file in
a file server éﬁ@hd&ﬁckﬁl¢%ef¥ﬂst’@Erb@e ugeni may andésaes ta this file:
server, and deI iver the imge data containing the added identity ;
i nf or mat &9%“%%%*?% by ' thechest Wr retepplyothanhastessmeequest to a
“particular_i e n this case, is not always necessary that the
HTTP servsé?e%]naigl @?‘?"Fteo@ér vem asr@%rﬂ"’@&rasth\#eﬁ%f?‘aﬁ edipeetorpueft hese

units may, xecut ed as Iur o] erver prograns and identity

i nf or ITB.tI ol{ralaetagﬂl %tg Pr ot el ae‘g gtrﬁ%'XﬁY%lf‘i Ab?iﬂgxz oml)j REesRNE dingl e OS.
o, i 0 use of a_so-ca r, to cause_execution:
of a pI ura ity c&é&@ nd%lpés{?%%lf% h%.{ea%aagﬁ %Qgg]éFﬁﬁﬁmetﬁFioEé’sé:é@ as an
HTTP ser uglr@ihan St a?}yl cause execution of processes as a file server on .
the other OS. As a result, a physically single unit can execute processes

equi val ent to 1hosiectofa s Phadabd ty Y §EPRE LI D Lhe HITP server
and the file server orathe [T ke asa éesggjf%ed gb%§§ ilg'%% g grecslglrl g Y or the:

l'i ke can #ire sedeseptat &dvef O nd hea iIdR, Sﬁﬁé( & @Hg {:QElBhl &nafhYfkale the
|'i ke, thus bringing about an i rrproverrent of IeX| Ity 1n setting

security.toAstlee residt , fi1es @ﬁntl@@nliké)ué?etéeée?lbgar %eg&%ra negeurity.
In the termnal unit 30, on the other hand, as shown in
with HTML (Hyper Text Markup Language) .
The file from the HTTP server 203 is supplied to the
Web browser 303 via the network 10 and the communication
control process 302 of the terminal unit 30. The Web
browser 303 generates display image data in accordance with
the description in this file, and supplies the same to the
0S8 301. The OS 301 forms an image in the window assigned to
the Web browser from the display image data from the Web
browser 303, and causes the display screen of the display
unit 37 to display the same via the display interface 34.
| When image display is specified, together with the file
name of the image data in the file supplied from the HTTP

server 203, for example, the Web browser 303 requests the

HTTP server 203 to transmit the image data corresponding to

11



Fig. 2 nentioned above, execution of the application programoperating in
cooperation, for exanple, with the Web browser 303 causes expgmtdopa of a
process for handling the image data containing the added intrinsic identity
information (inage data processing) 304. This inmage data process 304
execute a processing in response to the identity information fromthe inage
data upon recei pt of the supplied inmage data contai ning the added identity
informati on fromthe Web browser 303. This processing includes nanagenent
- of perform ng storage, deletion, update and the |i ke of the inage data on
18 -1 April 2004 the basis of the identity information, and in the case
wher e in&@*&gé&_n such as URL is added to the inage data as descri bed
above, i qﬁ%dE%%%ing of execution in accordance with this

i nformati on. Iﬁe i ndi vidual processes will now be described in detail. As
shown in Fig. 3% IMRIFHRS @pﬂ@kﬁpﬂ’@%ﬁm%ﬁ%wlayr%@m%hr ofiTTRe di spl ay
unit 37, S%rv\\;end% 4023i6f§s assigned to this image data process 304 by the

af or ementiEnsd &8 30 i WY HE % HRRAF AAtDFOF e serearesited Bdde Supply

of the i f.rom b browser 303 to, the i mage data process 304 -3
can be ac%%%er?pl%l%lsq?inet}ht%r%ﬂt}ghé%’oc%ﬂ(?\é%rﬂ?ﬂ&%dl-ﬁr%% Etb%r"&?}Po}i’lr%‘f’lﬂ%F control -
by the Ogp301. To put it specifically, in a state in which the. user o
operates the pointing device 39 to have the pointer 403 agree with the

~display positi f {rage 404 di Wit hi wi_hdow of the
Wb browser Swrgrffﬁg ates ri e ]g'{ljats oflal%?a’t héell?% m%gg?r?‘ﬂ%eﬁoéﬁgi ng devi ce

39, the ivmge dale dSURR | Bthdd amthe, Vb, br to.the inage data ;
process 304 via the OS 301, by f{wther operat%hg%% % %%?%t?%ggdevice 39 to .

cause t herReiotieredt@ddit B 6 NI e MEREIoN J02q O3 §BEa ”%Qggga&%tég! ocess’.
304, and rel easing operation of the button of the pointing device and
the |ikeandeuppid@sy tdfe tdemd negecllat@s 3de, | mage data process 19 1

April 2004 304 causes display of the i mage 405 corresponding to the

_ As a result, an image based on the received image data
at the prescribed position in the window of the Web browser
303 is displayed.

General operations of the Web browser and fhe HTTP
server have been described above. Characteristic operations
of the information providing system of this embodiment will
now be described.

In the server unit 20, as shown in the aforementioned
Eig. 2, when the HTTP server 203 transmits particular image
data, there are executed an identity information adding
process 205 which adds intrinsic identity infdrmation
meeting an access from the user to the image data, and a
database 206 recording individual pieces of identity
information are executed. |

The identity information adding process 205 is mounted

in the form of an extended program (so-called plug-in) of

12



supplied image data at the position of the pointer 403. Storage of the
image data is acconplished, when the image data are suppliefapfiramegh t he
af orenenti oned drag-and drop operation, by the i mge data process 304
t hrough storage in a prescribed area of the HDD 33 via the OS 301. And
deletion of the imge data is conducted by deleting the i mage data sel ected
by user's instruction fromthe prescribed area of the above-nenti oned HDD
33. Update of the image data is perforned for updating the stored i mage
~data into the |latest. ones. This update processing nay be executed in
conpliance, for exanple, with user's instruction, or on the basis of
informati on such as the date of preparation recorded in the file of the -
i mge dathe HETRayepdezuddat i Chenyaecfodat ddlavepyepeoickesd R0temealds After
start of thetg%d%te processing, .the image data process 304 first extracts |,
; L

the i denPPty A&t Pén PREFEF UG 1t HEaafa gl taatia am e UiiataY, anhd

transnite. this idg tit% i nformat,ion and the file name or the like to the
ra i t
ElFhé 'a

HTTP ser VRSBt 5n 8Se S8 S Y dfMaiien eddingeosoreps data.
Such an a re . 1S supplied tq TP server 203 and the database 206 =
as a pacgg? %ﬁdg g?‘gzépisﬁgd lﬁi@ﬂtl&iya é)rm TRGOPE IHID!S process 302,
t he nethEEeég,tgngﬁghgmgggn§%%%atlon control process 202. 20 1 Apri

2004 Upon updat e, e ina ata ‘process 304 may transmt the entire inmage

data, ond {nesHITEASRLIEY 2030nANe.datahes 28T G LA, e | denti Ty

information fromthe i m us obtaine

i nformat fgrriebkert bR 1h%ormRdited if R er, e,.dat rocess 304.
HTTP server 203 and thelprggeri6e§ &ﬁﬁ?%ﬁ%yﬁtﬁ?tﬁﬂ§7¥hﬁé§%§ﬁ., and the

upon updattegskBe | MBOesOrhéeErgaehpbgkibhal tBNhkndRat@ tiRe oFhicgClient lDi
is supplied to the database 206 as a packet for "a comuni cation contr ol y

process BA&iscomminifoatia®hoeORic ¥ AeRSHAQR Hal & e tde dddsss The file

delivery process 204 of the HITP server 203
the IP address and server of the terminal unit 30 currently
operated by the user. Or, the identity information to be
added to the image data may be generated by use of infrinsic
identity information imparted to each user or each terminal
unit 30 to the image data process 304 handling the'image
data containing the added identity information, as described
later.

On the contrary, the date and time of access itself may

‘be used as the identity information. Since two or more
accesses to one server unit 20 are never processed
simultaneously in the usual course of operation, the date
and time of access may be the information specifying an
access. Even when adding the date and time of access to the
image data as identity information, therefore, it is

possible to identify individual image data.

A function of recording an access log from the user is

13



instructs the HDD 23 to read out the inage data corresponding to the file
name contained in the update request. At this point, the ideApilt2004
i nformati on addi ng process 205 generates new identity information neeting
user's access status and adds the sane to the inage data. As a result, the
i mage data containing new added identity information are supplied to the
i mge data process 304 of the termnal unit 30 via a prescribed port, thus
- causi ng update of the image data. On the other hand, the database 206
~acquires informati on show ng user's access status via the OS 201 and the
HTTP server 203 or the like, prepares a table (update 21 1 April 2004
l.og) representing the corresponding rel ationship between the identity
i nf or mat MW ERFEE arfevt Wit Hen | @@rithe yHTAP osemvéon atth rp prddesss 205 and
the infory tirc%t showigﬁ#user's access , status, and records the sane in the.
HDD 23, sg‘%a Vi R hetfeFass omnd oghelebtke befl tbeveermsnshown in
Fig. 5, H?t ate l.og contains, |ike the generation |log, the accessing | P
addr ess, lZ: #&gt(}fﬁa%eqol‘fs?$eu%%?‘3/e1?h%n[iITTLQOSGFFIVWﬁi eanj lenreegriadoimation |
~ has nemdxjﬁ%p q%é a1 dhe date and time of access (date and tine of )
updat e), the %I ed‘%grrleo%f e 8 rag¥ at é{’?’eéhdlstlﬁ'@ itdentdate iandrivens on
added by e Jdent ity s i on. addi ng process_205, and in addition, .
i nformation for spgﬁﬂﬁé%éy{ggaﬁé;QF a?é#?’Z%h%a§?n@dﬁﬁﬁ§?ated the original
i denti ty doprUsRIAMd G S EETHE {Rle 8PYLL0ESTISL BT L,
speci fying the - '
image data is available by referring to the access log. It
is therefore possible to easily specify an IP address of the
user in access to the image data.

Because it suffices to add identity information so as
to permit recognition as image data, it may, for example, be
added in a vacant area defined on the image format, ér it
may be embedded in the image data, using the so-called
electronic water-marking technique of adding the information
in a dispersed form in the image data. It may also be added
before or after the image data main body on the image format.
The identity information may be added as it is to inhibit
proqessing load, or may be added after subjecting the
information to processing such as appropriate coding or
enciphering for improvement of security.

The image data containing the thus added identity
information are treated as ordinary image data on the file
delivery process 204 and communication control process 202,

and transmitted to the Web browser 303 of the terminal unit

30.
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user of the termnal unit 30 used by the user. As a result, by referring to
this update log, there is available information for updati ngApfieoosaage data
and for specifying the user or the termnal unit 30, in addition to user's
access status resulting fromthe aforenenti oned generation log. That is, it
is possible to relatively easily conduct an investigation of user tendency
t hrough i mage data update status. By referring to the update log, there is
avai l abl e information for specifying the user or the termnal unit 30

- corresponding to the identity informati on added to the inage 22 1 April
2004 data, thus permtting nore accurate identification of the route of
~acquisition of the inage data and the |like. Wen information such as URL is-:
added to the iThsgsafabeses imaenedemhdie ihtormugtoulashopingess 304
extracts the added information, and perforns the process in accordance with
the thus Ué)?trr S BEFIT ltdoi iadie G2l caths HTTP t erweded0Bnandmat i on
is URL, i e data process 304 records this URL, and when access to the.
URL is |rjf§]ter nq%d tﬁ}fet Lfertahifst (GRART I HPMelP Bt ovRRFeSBRt LR atkess t he -

URL. Th f k to this URL b i
The' | maoSaherRasat e e S e %Féief%erb&gnL%mr@aunﬁb%ﬁ?ﬁ'e”ﬁ’\ebv-
b t dat 04. That th dat

a F.“ﬁﬁrt%%?eﬁ?w h@elﬂg?g%aa G PR K SRR RO P B osuch &
f t d t f t
[y o Bt R n R LP SRR St BB e fY FORREE Mpton o

| i nkage. ‘Q&eoﬂdéﬁ r&aqﬁglsorb#]% d%{@le }ﬁél}rl’l]ng g?neadlﬁg er%}igcrg nition of

the link destination fromthe 1 ma makes 1t poSSi asy
under st andigig BS LCANMRA A ! fu?lé | S DASErL PN 2o 5{@ .
af or enent i oned banner advert' si ng is known to s to a prescri bed

URL by nerises¥fim) IMBGRIrddl ! hilfe GRake @PW@W@rhoéﬁeofnﬁﬂé dal-gegnd the
i nk destination URL 23
unit 20 in which the HTTP server 203 is operating, the date
and time of access, the file name of image data, and the
_ identity information (ID) added by the identity 1nformatlon
adding process 205 and so on.

As a result, by referring to the generation log (or the
update log described later), The identity information added
to the image data, and the ihformation showiﬁg user's access
status such as the accessing IP address and the date and
time of access are available. It is therefore possible to
relatively easily investigate user's access status and so on.

By the'way, the identity information adding process 205
can add also information such as URL to the image data in
addition to the identity information.

When adding URL to the image data, it is possible to
make an access to a prescribed URL with reference to only

the image data, by extracting this URL on the terminal unit
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1 April 2004 are independent of each other. By retaining the imge data

al one, therefore, the URL of the link destination is not refapfedosBecause
a banner advertising nay sonetinmes be updated in a short period of tineg,
the sane image data, i.e., the same |ink destination URL is not always
avai l abl e i'n the next access. In order to certainly retain a |link
destination URL, therefore, it is necessary to retain the |ink destination
URL t hrough preparation of the bookmark or the like. If the information

- such as URL is an added inage data, in contrast, sinple storage permts
extraction of the URL by neans of the imge data process 304 and access to
this URL, ,thus facilitating operations. Wile the aforenentioned Fig. 2
covers a tas®l er 8UPReY{REgENdat HRPr 6eetbe3W4bi browsetred08s anpr 0OCess
separate {rgg}thg.Vbb browser 303, it suffices to have a function of
handl i ng THe"TRf ot et #Bn2G8888-t o the i mage data, so that it may be nmounted

as an extendedsgégg£a§1§s€:cal ed Elu%-in) of the Web browser 303. The :
present inventTon is not it 8aSt 5OPKEnhbevel ignerbhevednbydimwenpf but the .

confi gur agy upng i et hod. can be changed appropriately within
the scopgé%?n%g@ﬁn%%g g?dgé g etﬁg_Fﬁ%gﬁaigﬁ?n?ﬁ F?ﬁ?rg}sﬂﬁg-exénptbe t he

server unhingdra 24 1. Ll 2004 ternm nal unit 30 have been shown
as indepen&ént uﬂ?Y%EEtglgiéch i%g AT program t8r PYPREdsuPrPRESEEEN

rocesse Ph 4 } €eSl 0 .execution of the server
C s o e S & e e b B D T KRB nehEa e now be

descritmubfeﬁéfﬁﬂedeREﬂf%|ac&§%553&9r$%?$eﬁﬁgnglégh?%pghgf¥88§22ﬁ§n??oned L

exanpl e of data structure of the inmage

enbodi nentii 1diearernge thé eopbovRibadFiflagé 9T h3eEnd BhAGL 88°Lhl 51
i ndi cati ng
button.

In this case, since the file defining URL is separate
from the file of the image data, even a third party can
easily refer only to the file of the image data as tﬁe image
of a button of a link different from that of the original
URL. That is, it would be easy to steal the image data for
uses not intended by the maker.of the image data.

As in this information providing system, in contrast,
even if the image data are stolen, it is possible to easily
specify a route of acquisition of the image data or the like
with reference to the aforementioned generation log by
previously adding intrinsic identity information meeting
user's access status to the image data. Thus, it is
effective for preventing illegal use of the image data.

Since identity information is added to the image data,
it is possible to certainly retain identity information and

to improve reliability of the result of investigation as
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the start of a data stream an inmmge data section 52 describing the display
data of the inmmge, a coment section 53 describing informatq{ AprirkO04
affecting display of the imge, and an end section 54 indicating the end of
the data. stream For exanple, this data structure is adopted in a JPEG
file and a AF file. ldentity information to be added to the aforenenti oned
i mge data and pointer information such as URL can be described in the

- conment section 53 as those not affecting display of the i mage. Even for
~any other image format, a format having an area of information not
affecting display of the inmage can be described in this area. Ildentity

information intrinsic to the inmage file, one or nore information pointers,
an'indexcﬁpﬁﬁﬁﬁéiW%ﬁﬁ;%ﬂn#&%ﬂﬁﬁkEQﬁ}QQ)Q$ﬂﬁqrﬁﬂﬂa¢¢m¥£ntﬁémmﬁ act kb :
contents _of pragram can be recorded in an area ignored upon display of 25
1 April f@@A%Pﬁ qi e in a data streamof the inmage file. Addition may be -

acconpl i shed the digital watermark techpique to the inage data, as
described“abo&é?l%? %kﬂq%nﬂqa}Qﬁxﬁﬂq[ﬁfQﬁﬁmﬁﬁﬁ%ﬁmﬁ? idemkhayi on added

to the inqage n ' information are referred to as "inage-related;
i nf or mati on” Iq%?\tq‘lo?rlaggo% ee%(r:toln Ahi TP Iett=3 T AR TF PRt i on added to

the | fa- | | n i i i file'. [Structure of
i nggg?g?g?gﬁilﬁpgrglﬁa?%oﬁ]@ Ié)le%salrb}% srgoglrs relugﬁnpucl?rgsa 'eargclP aﬁ?tb‘"l‘ BrEgeitel ated
i nf i C —rel i nat i Jn Fig. . 7(a) include ¢
oo e s e N Rl ) L,

~hail imgenveataeoay ad AYWY Gaste o Mafe qfsd FRIC R %sllr?]&rﬁﬁes of the

i mage thunb nail- displayed in the w ndow 402 of the I"nage ta process

304. The réepadaweird’i nive SiQAATHONG W Edhd DG I8Eb1S £EWEST LS 1on gzer

upon supplying an information inmage file to the 1 nmage data process
Only t he tesenek sewvigeashias qrassising el PO Sienadys ndpregeion i mage file -

in the imge data process 304. The "expiration date" is an expiration date -
of the iAahgivddived iuseges.file supplied to the i mage data process 304. Wen :
the expiration date el apse, the information inmage file is deleted fromthe
recordi ng ar e¥hdflet FégnD3 33.1uBtedttdrurdn rexidmp mgied wiebets theé a of the
image 26, 1 April 2004 ' y

identity information adding process 205 is mounted as a

extended program of the HTTP server 203, it suffices that

there is provided a function of adding intrinsic identity

information meeting a user's access to particular image data.

Therefore, it is also possible to previously place the

image file in a file server independent of the HTTP server,

monitor accesses to this file server, and deliver the image

data containing the added identity information meeting

user's access upon receipt of an access request to a

particular image file.

In this case, it is not always necessary that the HTTP
server and the file server are mounted as separate units,

but these units may be executed as a plurality of server

programs and identity information adding processes or the
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file thunb-nail-displayed in the wi ndow of the inmge data process 304 in
pl ace of-the inmage so far displayed on the browser upon supplgfirEpoyhe
information image file displayed on the browser to the w ndow of the inmage
data process 304. The "category" represents data specifying a folder in
which the information inmage file is to be stored upon supplying the
information inmage file to the inmage data process 304. Wien a specified
folder is not present, the image data process 304 newy prepares a folder
- of a specified nane. The "keyword"” is a word serving as a retrieval key
when retrieving an information inmage file already supplied by the inmage
data pro 4., The (magesrelated information shown in Fig. 7(b)

conpri seg,eﬁ%o%%efch&%l gt g;elﬂras'l nformats dif 3 ST iduifvarky nee, ofic i on

tabl e, algdoeeatiiiy (poi nting device), operations, and platform
correlated with each ot ﬁer ! %% éab%‘?%tee}?e‘?‘h Briett ohPipeel i tBsOEhes

| ocati onodf aa sfildcg Oy d O or_on_the network. For exanple, a
file name, a ;;t k?qnaﬁerﬁiﬂn'd%a%ﬁ%%ﬁloé:%t?%r?%@?%%%ﬁr%%sa%r'é'g'éﬁt on a

| ocal cowmputvelr, oh WNCddUni Mgl s i vention) indicating the |locati on-
of resources in a network envi rounérf\g;nr%%yco&{;%n Q%ﬁ‘??%’??ﬁ r&8odr€&leocat or)

or URLs Eemiviear mnReseuUicthdesy i fingr 8) Judihgat in 1 eéa ation aof resources
on internet or an intranet constitute pointer info ety 9 &mmand '
nane’ i suaidi sphapxeane digetohan? bquik Al 2004, SLspLaYing contents of
a pointer on the nenu, including, for exanple, "access to a hone page". The;
"menu" nPabgadimyne fdivsdltay.ed and beconi ng capabl e of being sel ected on

di spl ay neans 37 upon clicking the right button of the nobuse 39. The
"action tabl eBYspepiafriags ngperhat IHITP oferivher idmOG KAl S U 06855, 304, Details
of the specified operations include vwhether or not a file indicated by the
poi nter FREolAkEi 88 deded ibed mbovef,onims iattdgmae grid e mpale supply of the
information jmage file to the inage data process 304 is to be stored in the
HDD 33 (S®BraGeSREafspashtedy tfomrithel HITR RO;vesetdercis Motethat file is.
to be autonmtically executed, and the method of execution of that file

(tel op dF%ﬁV‘éﬁOanaé Lejfod FEtiSoRr ingding radendd st i imprarendie: |dke. The
.“allocatk9g ggiﬂngse.operﬁttons" sets nmouse operations for maki ng an access
“to the pornter Thf8r it PGHL I Me SECNAE tof- sB6t Rngesndtudshdsubhe cl i ck, :
shift + LC rl .+ double click, and alt + double click. The
"pIatforﬁ§Hg%ggﬁ¥%e§0a§h8n§pp59ﬁﬁﬂﬁ pP§t§&ﬂﬂr¥E$-befitting to afile

i ndi cated b i pLer ;i iqn. F e, when the OS 301 |
i ndovs (11 acenar iy, EREPHkob Rk 30sr 6B sBe P e St Arortamporich ng

i nf or matppR. poi Ny he,.wi ndows and .di spl the sane on the :
above-nen??onedﬂﬁgﬁt§ﬂfkc§8§§gfo%%nggéPniﬁﬁg¥%§ﬂﬁﬁﬂl%&%ﬁﬁQRMPRﬁgnmmessing

the poi nésraecesded LBobBEatabA] MbkoBLIRIE, g LG nal, uni t 30

will now be 2
303 causes execution of a process for handling the image

data containing the added intrinsic identity information
(image data'processing) 304.

This image data process 304 execute a processing.in
response to the identity information from the image data
upon receipt of the supplied image data containing the added
identity information from the Web browser 303.

This processing includes management of performing

storage, deletion, update and the like of the image data on
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1 April 2004 described. (1) Method based on nenu selection Fig. 8 is a
descriptive view of a nmethod of accessing the pointer throughpmea0o4

sel ection. The user operates the nouse 39 (pointing device), and places the
poi nter 403 on the inage 405 supplied to the wi ndow 402, of the imge data
process. Then, the user clicks the right button of the nmouse 39. Upon
detecting this click, the MPU 31 (information processing neans) reads out

i mge-related information (Fig. 7(b)) contained in the information inage
file corresponding to the image 405 fromthe recordi ng neans 33, and
generates nmenu display data. In other words, the MPU 31 extracts the
"conmmand _nane" as a nu item and displays the nenu 55 on the display :
neans 37?%@&,511‘%8{[@@@ IpEHidy tind el @9 tandoie the pasateke43, and.
pl aces thgf%§ggtggnthe menu itemto be selected. The user clicks the left
but t on o% the nouse §§Cﬁoa§e| Lh@dfed des Wie iraae i daba &pon detection
of this gggegibggea%ggegl.refle to the image-related information (Fig.

7(b)), and accesses the’paiiTt @ISy PHACKIHg® IRE Fof SR iome bR mat i on

correspopdiBgqhfckh iiﬁl%%ggdi%gggﬁﬁg{nane in the browser 303. Upon receipt

of the file returne romthes lr?nr’esponse to the access destination,:

the MPU 31 exegdt g4t e g,8G€l file in.accordance with the action table *
corresponding to the connand%ﬁg%g gg%é@?é%‘fﬁ“% § MESHGPeG 1n 1 Apri| 2004

exanpl e, dehgiMPU 31 executes reproduction of an i mage based on the
Real pl ayer (trademark). The menu itens di spl ayed when clicking the inmage

di splayed in ABeSﬂbWﬁoWh4@ang4tHQlME%g%ﬁggﬁﬁéﬁggﬁgﬁﬁiﬁr§3€e endent upon

contents of the imge-relatéd informatio i ntoTredY on inagé

file. TheckeéoroBtthe diegeali heieontai pj wﬁo{zﬁi i Jppger ed information
v 20. That |§,£%1%1r1%}1%£i§%n5

has been transmtted fromthe server unit

di spl ayethby image dbiekprgcase Goar agt ehiez &G diendiats Féﬁf on

i nformation downl oaded fromthe servgﬁﬂunit 20. (2) Ng%ﬁﬁﬁ(%ﬁse d%?nnuse
oper at i ohn\Wak@ windon 4pér afi cheoebhdromsss 3DNr key operation of the
keyboard 38 are performed in a state in which. the wi ndow 402 of the inmage
dat a process BABPbEeAfsthectimdgeadedss firom three st hacvdd0rae ian poi nter

i s made gosslble in response to these operations. Upon operati.on of the
mouse 39tBF HBRFEtfahaoPrereskephdacdn3de e vl idhadeftaisoidh tde-
inage-relaiﬁd information and to the "allocation of nouse operations" (Fig.:
7(b)), andl it efrrdedndndtaBr oppradt onhancem esmdnmilng opEratdo 0 Bar e
defined. Wen_the corresponding operations are defined, the MPU 31 reads _
out the point& PRFotFaf SﬁlgéFPéiﬁmnéPng B¢ atieeser ofpdrcdt itdres, usnd accesses

t hat poi ' epterin he pqginter into the browser 303. Upon receipt of
the fil egé%ftﬁt%sed ??oﬂ??ﬂél% geYlﬂﬁr PP 3008aver e inpirdgrorEB to t he

access Q§§féga&19ﬂ’tﬂged§@%h§% position of the image 404 displayed
within the window 401 of the Web browser 303, and operates
the button or the like of the pointing device 39, the image
data are supplied from the Web browser 303 to the image data
process 304 via the 0S 301, by further operating the
pointing device 39 to cause the pointer 403 to move onto the
window 402 of the image data process 304, and releasing
operation of the button of the pointing device 39 and the

like.

Upon supply of the image data, the image data process
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executes the received file in accordance with the action table
corresponding to the command nanme selected this tinme. The sapprirpDggde
operation may be allocated to a plurality of actions. [Specific exanples of
access to information pointer] A specific exanple of operation made when
accessing an information pointer will now be described. An exanple of the
"telop display" shown in the action table of Fig. 7(b) will be described
here. Fig. 9 is a descriptive view of telop display operations. \Wen
defining the "telop display” in the action table, the pointer storing the .
telop text file is specified in the corresponding pointer information, and .
sinultangﬁﬂg accongléshnﬁnt of storage of the text file in the |ocal disk
upon down! oadt e T he P b7 e f obhe niegei #85i sospespbnddnigntohehact i on
table. Acil (control code) of telop display is specified. For the
aIIocaH<é#éﬁh%%§sﬂm%%%r ?F%n@? e E?%hﬁ%%? sfnghe ppibkesf 40Re | eft
button is specifi t hese settings.,are pade usually by the information ;-
(%Eéf%béaggrgg? TR .d%&%nl?hQCFﬂmﬁihﬁPPGn Whagethiel e having

i mage provider on 1 ¢ _ _ \ |

e ot LA NA TN CARRLE O AR PR L atant” | ™0°

i mage-r elatgsl c;;;gfg{rpéﬁprb%a%ge pﬁg;%%%Af&&E%s?ngegQ?%Bgi gbgngﬁvi ng received.
ri sto e

the specification of 31 age”. e of telop is-

downl oadegt e the SepveEcEOEEsSPRPELI o t ipter nd .t sane is
stored in the | ocal H%% 35? SubsequentIs,iﬁﬁeﬁg?hgguggg ngrQFegsghe nouse -

39, and. Zeed eddletiwn i sBROELE SRAGYEdatd i@ec%ﬁge%égﬁgﬁéaﬁ.g%'hgangfxledata

process by clicking, the MPU 31 refers to the I mger ed Info on

cor r esponidiayp tantdesshd @@ by NBger ' andh§OPEEE MBnt Babnt PReCcONtrol code
defined in the action table is the "telop display” Then, a | ong and sl ender

wi ndow f erresstwipatl sptey o8 the phisyes-ment henad eappf 3wi ndow of the 'image
data process (or outside the area) as shown in Fig. 9, and the telop text
read out fromUnatHDDBXhe Huage | ditspl Byefetfothed fhadapdafsnghens in

Fig. 9, when a plurality of inmages 405 are supplied, it is also possible to:
di spl ay AYFEabrMags Gkl nirtsposelatesheonemgeTsied agidat dy the nouse
39. [Supply of information inmage file to image data process] I.n the

above- mnem5SITEF EHh A heRf | SXPpESA ofn t grrmp hi aneet | Hari emgeplel ewtoht he

i mage data process has been described as being capable of being

acconpl i siéd thrdtfF HriaRm R rdp BHirerkasbn ¢f olnfaemat hidowsuoh e the -

br owser tqaétﬁé\M ndow 402 of the image data process. O her nethods of
supply wi e IRPHAEL O 1569 EQRANtR dEl® fibe eBnthei jmage is a

descriptidital! ¥ehafl 3¢ AT 21y executed at prescribed

intervals.

After start of the update processing, .the image data
procéss.304 first extracts the identity information added to
the image data to be updated, and transmits this identity
information and the file name or the like to the HTTP Server
203 and the database 206 to request update of the iﬁage data.

Such an update request is supplied to HTTP server 203
and the database 206 as a packet of a prescribed port via
the communication control process 302, the network 10, and

the communication control process 202.
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1 April 2004 operation fromthe nenu. As already explained, the nmenu 55
(first managenent area) is displayed by clicking the right puptficrooaf the
nouse 39, and a nenu item for adding an information inage is selected from
t he nouse 39. The nmenu for adding information inmage is selected by
previously setting the control code of the action table to the control code
specially for adding image, as defined in the bottomline in Fig. 7(b).

When t-he user operates the nouse 39 and drag-and-drops the nenu item for
adding information image into the wi ndow 402 (second managenent area) of
the image data process, the MPU 31 detects this operation and refers to the
image-related information (Fig. 7(b)). Wen the control code of the action
t abl e correspdPdim@pda tiehe tWpeeriateare e igmndss s kedy uprd@skonf i rm that:
it is "image addition", accessing the corresponding pointer is started. _-
Wien a néWe §RGAds ilomdemaid & 1and ol TR detc fe0 63 psesehié bed server-in
response to this access, the MPU 31 supplies the newly downl oaded .
i nf or mat PG 3PFEGe 499 &avo qﬂﬁa%g@%akc%rmms@mamm nftdre phecessing
of supplying an information inmage file fromthe browser 303 to the inmage '
data pr Oﬁg@g%ﬁi&l_t%mi%qwqqﬂ s nmethod, in which a new information
image file is_supplied, there is available an advantage that it is not

. necessary to &gk R 1vd D it o i nkRimatiprof (pbikenl i BB, 83 1 Apri |

2004 1t i less. .t g ntion that. downl gadi ng of a new information inmage |
file andlglgp%%ﬁ%% %Z’rreo Fo 455 i HadSdtaf &ﬁ:‘g@s"%d‘“ﬁ’a@ 3} Hnehey '_
clicking; i i ngi.nformgation. iymge sinply on t nouse 39. -
The new LS meC on Fmse e (10 g TRE SHarey M 3% aMFEhdrL st :

| Dfor Al MOl GGG 1203 ldhd i (BRGNP DS IENLILEN og add o

information image (first managenent ar S rop 24, %t he MPU 31,

not acceg,&ie%g;rtilg,@op%ro\@:r A e Qﬁ;ﬁm{ﬁce%or{ eé&{éﬁ]ie) ﬁﬂg%é JROLs el ated

information of the information i nmage Ichis Ject~of’ the

current the elecapenalion adeadte AnARRARL &GO O] RIS, P @Y1 0US! ¥

regi stered therein, and supplies the sanme to the I nmage process 304

(second upoagdeeRt ideahe lihddd Yaasor Wi erihe, new information file is
supplied, there is avail able an advantage of elimnating the necessity to

connect to th&hserfidre aeltivemnetpwydedOr2EAHE rie HTTPesSEVOR. 2(2) .
Drag=and-drop frommail software The information inage file may be supplied
to the imagsraats whecéd AW thy myad)-and-tdiopimage tdweta nf or mati on i mage
file attached to the mail software into the wi ndow 402 of the inmge data
pr ocess. CATFEspoaldiniandow tdfe tiiel eraiame exantoaimed anf i theat gpdatwé ndow of the -
attached file serves as a first nanagenent area.. In this case, it is
possi bl e FEGUSAT .
At this point, the identity information adding process
205 generates new identity information meeting user's access
status and adds the same to the image data.
As a result, the image data containing new added
identity information are supplied to the image data process
304 of the terminal unit 30 via a prescribed port, thus
causing update of the image data.
On the other hand, the database 206 acquires

information showing user's access status via the 0S 201 and

the HTTP server 203 or the like, prepares a table (update
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1 April 2004 cause circulation of the information inmage file on electronic
mai | for receiver's use, thus permtting effective diffusi onagii 2008
information. (3) Drag-and-drop froman arbitrary fol der The information
image file once copied on a prescribed folder fromthe browser or the nail
software may be supplied by drag-and-dropping the sane fromthat folder
(first managenent area) to the w ndow 402 (second managenent area) of the
i mge data process. The MPU 31 detects drag-and-drop operation from an
~arbitrary folder to the window 402 of the i mage data process, and supplies
the information inmage file to the imge data process 304 as in the
above-nentigned case of drag-and-drop processing fromthe browser. (4)
Supplyin&Qﬁ#fﬁﬁPRﬁﬁﬁﬂtkﬁﬁﬂthﬁeﬂpnm&bpbmmﬁﬁ@uméyatﬁomﬁﬁiﬁnE@tw@éhoahgnage
file to the image data process 304 is achi evabl e al so by using anot her
operat i o&q%t&t&cérﬁoﬁwlﬁb@%tamd@lr@g@ abdientt Dpy opef arh&viofror
exanple,é%ﬁﬁ infornatioqginage file may be supplied to the inmage data
process 19 PRosERs I vy dhe it bionfshdeifigcusehas sbeess

[l or et gn s {11, Jmnpged ouslde Lhe age gt a procese S04 was
process bheopyaq e Infor Lo [gage t1]e managed outsi de the fmoe
b ocess. from Phia S BhAd % alie -4 HPAPG 3509 ik SbRe  nf Skeperati on. -
(5) Suepleriramien ey 910 TR SUch g, 0. BN The formaLion L mge

a CD- ROMghkn stehi + the dinf.ernation i file displayed in the folder *
(first mr?agg%e%rgr%lzg)t c%lﬁtlhrg ‘%B%}l%r%ady sUPPT TR 19 t s | RRGLY dat a

it ag- and- arop-operaton 3 o1 6K aperat) o 57 COFy" ath peot® Sher ati on,

or the inpqamanuomMemmyiéidame of the image data, and the identity
information added by the identity information addiné process
205,'and in addition, information for specifying the éerver
unit 20 having generated the original identity information
(generated server ID), and the client ID for specifying the
user of the terminal unit 30 used by the user.

As a result, by referring to this update log, there is
available information for updating the image data and for
specifying the user or the terminal unit 30, in addition to
user's access status resulting from the aforementioned
generation log. That is, it is possible to relatively
easily conduct an investigation of user tendency through
image data update status.

By referring to the update log, there is available

information for specifying the user or the terminal unit 30

corresponding to the identity information added to the image
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may be supplied to the inage data-process 304 by automatically starting up
an installer upon starting the COROM and causing this instaApsir2008 supply
the information inage file recorded in the CO-ROMor the like to the-inmge
data process 304. Wien an installer supplies an information imge file, the
installer may inspect the information image file already supplied to the

i mage data process 304, and selects only the information inage files not as
yet supplied to supply the sane to the i mage data process 304. According to
~this nethod, it is possible to circulate the information inage file as a
suppl enment to a nagazine, or distribute the same to many and unspecified
users for, use. [Structure of first and second nanagenent- areas] The first
managene? & ed it Retaisdeloiy armgerewtate ebdemyi becpt buhded Biew ndows
(processes,_.pro %g:sg 36 .1 April 2004 independent of each other, as shown
in Fig. 4°%f° r?%;/ Y terfiht ¥ §he aHya et éatd ormel Sewet dkeenbodi nent s

w || be presented) .Fi .gﬁéfillustrates an enbodi nent in which the wi ndow v
401 of the Wb Bro g%r IHE SUHUARS 4BL ofs t3ddedube theaipageedatare

provi ded _hy i:ngl rograng .a display selecting tab at the top of the
wi ndow i s?gse élctle%glet%%g))t?grhe’opé}eatli"b%eofd?%ﬁr%%%% 324 exbra@bssehect ed

si de W Nd@Welss ; el isplayed on the screen. First, the information :
i mage filewﬁﬁﬁngﬁgﬁﬁ%?égn¥n fﬁgfﬁ%ﬁg% A0 DIPT NS TR b Br3vEeFARRCACcessed

and regi steredricn 1 WadanA0? gledhiedmoe data process on the
n

background. Access to the information inmage Tile 404 can be made by any of @

the af orement meRed sHRINGA: 4 11 IkﬁﬁrghéM%§§§&4P 5%@%%?%%Bﬂ§?ﬁ%fﬁhaﬁ rocess;

i s displayed by operating the di ay se Ing Ta means’

35. Thi sinmlyes datap@sdee® 139 AGCESSdd a1 ti [ files_already
registered in the i (r%n?ge data pr ocess.& Fﬁ:gﬂlrglgﬁlii?’l ués)r?crl a@%?aa%%gﬁsm#%re

frame- st thet URR idi IpistyuBtRADWS AR I deths ORECAS LS WhPdgw, 494, of the
303 to access the URL. ' }

" Therefore, the user can easily make an access to this
URL by causing the image data containing the desired édded
URL to be supplied from the Web browser 303 to the image
data process 304. That is, the image data serve as a link
to a.particular URL.

A so-called bookmark is known to have such a function.
However, since the bookmark is stored as character
information, it may sometimes be difficult to recognize an
actual destination of linkage. The link based on image data,
permitting immediate recognition of the link destination
from the image, makes it possible to make an easy
understanding as compared with a link based on characters.

The aforementioned banner advertising is known to show
a link to a prescribed URL by means of an image. In this

case, however, the image data and the link destination URL
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Wb browser, and the other as the w ndow .402 of the inmage data process. In
this case, it is easy to conduct an accessing operation of 1 April 2004
drag- and-dropping the infornmation image file 404 fromthe frame 401 of the
Web browser to the frame of the imge data process. It is of course
possi bl e, 37 1 April 2004 however, to supply the information inmage file
to the inmage data process by any of the aforenentioned accessi ng nethods.
In Fig. 13, when naking an access to the information inmage file 404
- di splayed in the window 401 of the Wb browser, processing neans 31 starts
up a plug-in previously inplenented in the Wb browser. Any of the
af orenenti oned accessing nethods to the information inmage file may be
adopt ed. 2Mfe RdAREWPHuPT reachlsotiserage Mantredfa im ineyv G 1 of g Ofa £ srB.0E
file to alocal HTM. file stored previously in storage neans 33 as a second:
manageneftl Wea thgreforgditheo Rl ehethewl imk cdestinationges hbe | ocal
HTML file is.decLoyed as a second managenent area 402 in the Wb browser.
When demﬁﬁEQﬁf%)e local HTML file in the Web browser, the browser nay be
an existing qube browser,or a new Wb browser nmay be started up and

e

separately deplSietPe [ERAVRT AR HakRra reavit 2emehiweaabeonpdehedypti on -
of the i -rel ated info i,on to he added to the inmage data will now be :
describeggg é%%ﬁﬁiaﬁfﬁ?élgg\ﬁﬁm?ﬂﬂﬁ € 1HRNG A9 yIR bR or fm€i enthadi ng
process 205 of; . YA nit has a function of adding i nmage-rel ated
i nf or mat i%%?lhet ollg{g{ea g’g:dﬁ{ao&t%ne (f#ﬁg’es 5% HFYRYS ARy pRPLR. 1¥hEPeNCrypti on
al gori t hmdys Ypdated at,p Libed ti dntervals. By .encrypting the !
i mge-related infornat?gn?%?%riggpgégib%gyx)ﬁﬁiﬁﬁﬂngg%%ﬁkrd party from

“using theids 9@ ta%n UkLA,pfﬂHeJ?’e%“ré,? | & ?%%9&&@%%96! ‘t’ltggﬁg?rﬁrgﬂ' fying

illegally the inmagerelated 1 nformation. ncryp fit] In

the termidalk wRidt i3t MeVRIEMEFd N t gﬁr'ﬁ@&ﬁf pformation added
to the inage data} thé'NPU 311322% es éﬁé I é%ge-ré?%?%@giégégﬂﬁfﬁoﬂF The :

decodi ng talegqrikhm i s previously stored in the HDD 33 in a nmanner

If the information such as URL is an added image data,
in contrast, simple storage permits extraction of thé URL by
means of the image data process 304 and access to this URL,
thus fadilitating operations.

While the aforementioned Fig. 2 covers a case where the
image data process 304 is mounted as a process separate from
the Web browser 303, it suffices to have a function of

| handling the information added to the image data, so that it
may be mounted as an extended program (so-called plug-in) of
the Web browser 303.

The present invention is not limited to the above-
mentioned embodiment, but the configuration and the mounting
method can be changed appropriately within the scope of

technical idea of the invention.

In Fig. 1, for example, the server unit 20 and the

24



corresponding to the encryption algorithmin the server unit 20. However,
since the encryption algorithmof the server unit 20 is updaned 2004certai n
time intervals, it is necessary to update the decoding al gorithm of the
terminal unit 30 so as to neet the encryption al gorithmwhen updating the
encryption algorithmof the server unit- 20. [Update of decoding algorithm -
The server unit 20 nanages versions of the decoding algorithmstored in the
terminal unit 30 in a database for each ID (IP address and the |ike) of the
termnal unit. Wen updating the encryption algorithmof the inmage-rel ated
information in the server unit 20, flags are provided for IDs of all the
termnal _units. For .a termnal unit subsequently meking access to the

server ufft™gafalirdd 2% haye beess Fhaima e dndepdrdiarft tirattd er \ynal  unit,
a decodi ng %I gori thm corresponding to the new encryption algorithmis
transmttea tor "dpdaPsCIFad P 0 ¥pdid Ry th RMcegsathe iterns nal
units fo o@@ﬁ% euggat%shas been .39 1 April 2004 conpleted are cancelled. .

The decoting argorit RS s S HANGWE IS E 100 (He e \RRTRF tunihe

i mge daggdpEggeﬁgrﬁgﬁaﬁa%n%tfuncti on of trying to decode the imge-rel ated
information contained In an‘iriformati on i nmage file upon supply of the .
information i et — i et her, or nat the data structure
of the decodegﬁignggg&r%eﬁg’?lggoﬁl% oir%%%iﬁlews]c r‘f’ol(ralr%aln.o"{ 180et S Pl ructure ©
after degqdiRari $nnektR@nMal, supply of that information image file is
di scontinued. As a result, it is, possible to prevent supply of an
i1l egal | ysepdetued off amagld @1 1igTage file. Determ nation of an illegal
information image file may be based on the identity infornmation added to
the i mage dat &@igl A6CetblisN@rplaeafile o £ThR L G RSN aPRL §d When
supplying the information inmage file fromthe browser to the 1 nmage" data
process 80dewhbhdied he déeckhbost-merdwtdd@nisodiHic! edneWigi gsuPPl Vi ng .
the information image file fromthe browser to the i nage data process 304, :
by that Fihgestawa pnofeégs B04ompiests rRg sAGaAUMdI O eSS dYcHACHeFSi Ng
the server unit 20. The access log (generation | og) described in the
enbodi nehbs &farhkeoifnredeiton sitgegenerat dohagedetateorsdidtiionm t3mt t he __
information image file has been supplied fromthe browser to the inmage data-:
process S03CrAPLRE tBentasPlay dat@ ofl thsr iimazE04 BGonfeatt issctbmn t he
i nfor mat!é?n image file,is suppliedto the inmage data process 304, the MPU
31 extracts9ERETIRLRGI tpirapatien sote Midesddion difeplay evfetioninagee fil e
fromthe_sypplied infornati image file, and transmts this identity :
i nf or mat F‘Bﬁ gﬂdePF}esFFltéOHa dalce tiimco hhet i idfaddd idata strramer ver
unit 20. .The servg=3 unit 20 %%rr | ates the received identity information

h

and the FRAg&*FIPESna i £R hé%é&,céé’sriend-st &IRRTAD 3P RdFRES TikR host .
B s R 2be s Bl PR SRR AR BRT R BT 00 (o
aforementioned image data and pointer information such as
URL can be described in the comment section 53 as those not
affecting display of the image. Even for any other image
format, a format having an area of information not affecting
display of the image can be described in this area.
Identity information intrinsic to the image file, one or
more information pointers, an index of menu items

corresponding to the image file, or/and actual contents of a

program can be recorded in an area ignored upon display of
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information image file was supplied to the image data process in the
termnal unit 30 is recorded in the access |og of the server Api20030.

[ Accounting process (1)] The first accounting nethod conprises accounting
only for the first supply and not accounting for the second and subsequent
supplies when the same information inage file is supplied through the sane
termnal (or the sanme user, or inage data process 304 having the sanme 1D).
When an information inage file is supplied to the i mage data process 304,
the MPU 31 of the terminal unit transmts intrinsic identity information
inparted to the information inmage file and the file nanme of the information
image file to the server unit 20, and proposes accounting to the server
uni t 30. thsorimagseijt ofdate propmsadf ofhactoagsi fYlet heanddd 2dn 4day 1
April 2004 of the server unit conpares the |IP address of the accessing

t er m nal REncadmanthlosthethiey we wilgitsl thet e soet kedetHangheytbnEpemat i on
and the image file nane with those recorded in the generation | og, and

det er ni nédaffetdidia orashadespreikegreabever mati on i mage file has ever been
supplied at the sane termnal to the innge data process 304 in the past. As
aresult, if tHe QIERyELRY | de FREi RPN s ubBeRBHL Y abb6ammangons not made

for the cuyrent_s ly. On the other hapd, if the sane information inmage
file hasﬁé§ﬁ§y%%gﬁﬁ§dﬁ59?a TR 13 PRt Gat B bperaksonoarat refersade
termnal .. ¢ S [ bj ected to accounting as a new supply., _
[ Account itr?g%%et hi%gélé(/ez—)ﬁse%%eécgelc% %Ir[&%ié%%?i ngAI?rétnF?&F i%ﬂt%égg%%%l%nq he
first acc I ! f hat eyen for a,supply of the_same :
infornatﬁbn %ﬁ%§;%§%§¥%§¥§f§§%%£§'?%Q%#n%?,tgﬁcbﬂﬂsgnéaFé _ aé}ipeit isa .
supply O%dwyg&“ah(kﬁézﬁfﬁégﬂﬁﬁlﬂﬁg E FPpge of the information image file

is that, wthin an e rrod> free contents service if the sanme

| nfor mat i @ dRAE-d ePealedly- v 1 hous ﬁqu#?%%{\(lg%gffecti ve period for the

free its nmeaning. Therefore, even informa ge file at the date is

subj ect ed 10 augouNt sid S AyAHleblfe daGHER BrCARSgeL LLeacan be supplied at’

the sanme termnal, the contents service would | ose’for e Supply of the -

sare ;anﬁﬂﬁﬁ’mﬁawon.OnQ‘h@n_im@feh&l’el%ﬁ:-elefodﬁ%ﬂi'grpréf?c;vilrﬁ)n:ihﬂ% fileis

‘supplied to the 42 1 April 2004 image data process 304, the, 31 of the!.

term nal M=)t includes information regarding the name of image,
password, expiration date, thumb nail image, category and
keyword. .

The "name of image" is the name of the image thumb-

nail- displayed in the window 402 of the image data process
304. The "password" is the password which the user is
requested to enter upon supplying an information . image file
to the image data process 304. Only the user knowing this
password can register an information image file in the image
data bfocess 304. The "expiration date" is an expiration
date of the information image file supplied to the image
‘data process 304. When the expiration date elapse, the

information image file is deleted from the recording area of

the HDD 33. The "thumb nail image" means data of the image

26



transmts the intrinsic identity information inparted to the information
image file and the file nane of the information inmage file {A@p#idogerver
unit 20, and proposes accounting to the server unit 30. Upon receipt of
this proposal of accounting, the MPU 21 of the server unit conpares the IP
address of the accessing termnal and the host nane, as well . as the
received identity information and the inage file nane with those recorded
in the generation:log to see whether or not quite the sane data have been
-registered on the sane date. As a result, if it is registered on the sane
date, no accounting is made. On the other hand, if it is not registered on
‘the sanme _date, the current supply of the information inage file is
subj ect e§it6 ibesbnniedd -disrdeyed Ag rdtchod (@Y dfh the Senee nidtod as the -
first and second_accounting nethods, the sane user nay be deternined, not
wi th t hePESRESPerRidndl. PLRGeniof ddse impagsdo diaheatisrayeh @ game zat i on
(functiog% isﬁgrovided in_or, outside the server unit 20. Wen access is
request eB PFEMEt HEODe SHPRAY 1fG tthsp Ind e ey dmags tE Db diweplrred

t henti ti i ti henticati toth , d
perm ts SHc08 POSMRE tod G MITCRY (el (R eMaaR ek GROERET S30f oper | y
duct ed i tq thi t hod,, it i i.ble to identify thi .
PO aC L herafr 8 HEaS kT b aRE Rt ey sP I G S hethirter
whet h iy N i file h b lied t
the. i mmgs dagn bRRatalh, (HaY ) 1IN i R G PR RAERY 1 ol at o
| nfor i kg KALLRRSICH THGN AMORJ IR, (hea) adfiere arg avag) abl e the

nmet hod of icon-type packagi ng descr ove, enenting ih the form

of a pacitaga BYspeeidhedavdiddradenaidy P&l OrefiCtingde (44 adenar k)
control. , The Java applet and the ActiveX control are programunits

perm tti pgoexesuBiodn nefv Iy @asgyaredy taveil ddichp fsa NS Seppeed thagenmar k) or
I nternet Explorer (trademark). The execution codes thereof are witten in

- Java i nt Eheedikeyeorade ifomn theerd) asearaipn) efs @ndtni &R Nedy vignepde for the
ActiveX control, and the browser can start execution in the both cases. :
Bot h t heré&vaesppketnarich fidrenaAdtdry edhezpntfidle permeddgrapbhd Li6ld Sipy ayhen t he
“browser display screen. \Wen using Java applet or ActiveX control, an
appl et famageadetdi pplomess @fd.is provided in place of the icons having .
enbedded related information. In place of display of these icons by use of :
tags on the bAB®sdmagemselatteds ufrffiomes ttipor salsem niph efregt af {lon of t he :
appl et by using (EMBED) or (APPLET). Enbedding of the related-information
may be aCEBRELSSHed fioF EREHROGMERYT dmiamatieomotd seiseef ¢omuandi al .
Applicability 44 . 1 April 2004 According to the present invention, B
i ntrinsi B3§enfClty OPnfEngi G iecaferiit Afediqyse e elng devheebss from a’
' operations, and platform correlated with each other. ;
The "pointer information" specifies the location of a
file on a local computer or on the network. For example, a
file name, a path name indicating the locatioﬁ of resources
present on a local computer, a UNC (Universal Naming
Convention) indicating the location of resources in a
network environment, or an URL (Uniform resource Locator) or
URLs (Uniform Resource Identifiers) indicating the location

of resources on internet or an intranet constitute pointer

information. The "command name" is a display name used when
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termnal. The generated identity information is added to prescribed inmage
data provided by an information providing server unit, and { Agril 2004
correspondi ng rel ati onship between the identity informati on and the inage
data containing the added identity information is recorded. By referring to
this corresponding relationship, it is possible to obtain information
regardi ng user access corresponding to the identity infornmation added to
the i mage data, such as the address of the term nal used by the user, the
“tipme of access and the like. It is therefore possible to relatively easily

conduct an investigation of access status fromthe termnal. In another
aspect of.thﬁ_invention, by providing identity infornmation addi ng neans
separ at el SBIGHINe GOt ith pRfdien derikke nenw, inclsdpogsi bbe to

i ndi vi dual | et access limtation, and to inprove setting flexibility. In
still an%txﬁé\pa%pe@tcc@fsst & iamS RRIDY- add@ rmegwhendanye dera
cont ai ni pg

intrinsic identity information fromthe information
provi di ng s?i’:i\%é’%%ﬂ%?’td PEEPTERS £a8 %/r%‘f[]ikbee]mt%ﬁlWW%@moﬁinWt he
t hus acqujer i ata,: Jits gssi.bl,e t.o perfor nagenent _of the inage
dat a rreeﬂer?glqt r?ga% gglt }Cflyldlktnlfd&f rrtg}ei ?n%gl%orb%‘%a%l%fnu'gg% rﬂ‘b‘d%?i 13'1%' i mage
data, byThequ i1 v Apld Ay 2004 Si to the jnformatjon e
provi di ng ser\%ﬁtl{?ﬁi ?égiegr?ﬁié%%%%%g O%ﬁelorgaeﬁslddelpn%gi € Y0 ot ReE g&?{:‘?t i's

possi bl eptrecelalsaizng.mgerdata 6er gﬁgplg?@icqqiteg tog)%xj:a%%_r(])%nigt 353503;1?({%&“ on or

i nformati on neeting user access, becomes easi er

processi RjjetdlreSRORGNG ta 11dQ fdYf IRy QD + 46 pofntagfi:,.ng(?gﬁa CLALMS 1. An
i nformation providing system having an | nf'ornant™ server Tuni pr%b?%lng at

| east i madeedattad ¥ha anFRIMRH.orARhRyd & NMidalo@e Gl 'fa@ﬁ dat a
provi ded by  said informant server ur??gt, clorrpripsi ngéu‘?%gﬁt‘:’ y i Af or mat i on

addi ng néafermhitdbngemaigat &4 lientyd Rgiee dindeyy idatd N asamsd ofpregting an
access fromsaid termnal, and adds the thus generated identity infornmation,
to preschebstgoirreigénddhe HDBYidded shoreajed Madoy Met 1585 VES rHDhAY @Rt :

30, whether or not that file is to be automatically executed,

and the method of execution of that filé (telop displéy,

image reproduction, audio.reproduction) or the like. The

"allocation of mouse operaﬁions" sets mouse operations for

making an access to the pointer information. The kinds of

setting include double click, shift + double click, ctrl +

double click, and alt + double click. The "platform"

specifies an environment (platform, OS) befitting to a file

indicated by the pointer information. For.example, when the

0S 301 is windows (trademark), the image data process 304

selects a corresponding information pointer in the windows

and displays the same on the above-mentioned menu.

[Access to pointer information]

A method of accessing the pointer recorded in the

information image file in the terminal unit 30 will now be
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identity information recording neans which records corresponding

rel ationship between the identity information added by sai cf AgirBo08Y

i nformation addi ng neans and the i mage data contai ning the thus added _
identity information. 2. An information providing systemaccording to claim
1, wherein said identity information adding means generates said identity
information on the basis of at |least an address of said termnal on the
network. 3. An information providing systemaccording to claim1, wherein
~said identity infornmation adding means generates said identity information
on the basis of at |east an access time fromsaid termnal. 47 1 April
2004 4. An infornation providing systemaccording to claim1, wherein said .
i dent ity 9GS 'on adding neans is provided separately from said

i nf or mant, erv%r uni.t. 5. An information providing method providing at

| east | mag Q#msﬁﬁi iHY SrahhtsSlaciekomni t éo a terni Pal V|t aa net}[/\pr Kk, .
conprising the,,steps .of: nerating intrinsic identity information meeting .
anngccessgf ro%lgai et 4 ﬁ%%c%&ﬁln‘@? tHeEY His @é‘f‘\%’?m%dof depcesying -,

i nformati iRieserdhed mage data to be transmitted by said informant
server ulrl;’?l{%: tp%r}glt%}c&rh AN "ged}*} &se;ajloerfdi]rfﬁl'r ellRE S5eH Prseateh e d added

!dentitymb@ggr@@tu@%fﬁgigduaé4§%§3}kgﬁ%(g¥géggﬂgg£tg§3€€g§d46geggity
information.
the image 405 supplied to the window 402 of the image data
- process. Then, the user clicks the right button of the
mouse 39. Upon detecting this click, the MPU 31
(information processing means) reads out image-related
information (Fig. 7 (b)) céntained in the information image
fiie corresponding to the image 405 from the recording means
33, and generates menu displéy data. In other words, the
MPU 31 extracts the "command name" as a menu item, and
displays the menu 55 on the display means 37. Then, the
user operates the mouse 39 to move the pointer 403, and
places the same on the menu item to be selected. The user
clicks the left button of the mouse 39 to select and decides
one menu item. Upon detection of this click, the MPU 31
refers to the image-related information (Fig. 7(b)), and
accesses the pointer by entering the pointer information
corresponding to the selected command name in the browser
303. Upon receipt of the file returned from the server in
response to the access destination, the MPU 31 executes the

received file in accordance with the action table

corresponding to the command name selected this time. For
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6. An identity information adding unit conprising: identity information
addi ng nmeans whi ch, when an informant server unit providingl Aprill26ad4t i mage
data to a termnal via a network provides prescribed i mage data, generates
intrinsic identity information nmeeting an access of said termnal, and adds
the generated identity information to the prescribed i nage data and
identity information recordi ng neans which records the 48 1 April 2004
correspondi ng rel ati onship between the identity informati on added by said
~identity informati on addi ng neans and the inmage data contai ning the added
identity information. 7. A machi ne-readable nediumin which an identity
informati on addi ng_programis recorded, wherein: the identity information
addi ng pﬁﬁﬁ@ﬂ%ﬁw11¥Méﬁ§J§HiQﬁQﬁqﬁﬁﬁ rrpNiueiien whi cén pinygedsased| east
image data to a termnal via a network to generate, upon providing

prescri b&F ithEg& G2yt rittatematdfki ty i nformati on neeting an access of |
orescr i bed | mage GTU FRRY GHRRANEY MU Cor ELUGHR nghs oV BRSBNShI p bet veen
ent |y o Parne ot Y AR SE R R GFfeese Feact | mage -
:jﬁ} gr ?n?lt i%lgtr?@él? i nlg u%gja}pngg\ﬁgcr#%eﬁfer a éé\/(s)i’nllfan %?%%é(%@gh?#gﬁ%ﬁ%? mat i on
o or Mt a e e R agarh A s M R e ver

unity andmadentsite iddAmtiR) ﬁ@qﬂ%%@?eﬁ@&ﬁofﬁgﬁgn@g fden 1

April 2004 corresponding relationship i dentl ormation
added by tsaingniiderid thrdnnfoidmid oreadding 2@angaAd e dilgedat a

containing the added identity information.
items displayed by mouse clicking are characterized in that
they depend upon information downloaded from the server unit
20.
(2) Method based on mouse operation
- When button operation of the mouse 39 or key operation
of the keyboard 38 are performed in a state in which the
window 402 of the image data process has been selected,
access to a prescribed information pointer is made possible
in response to these operations. Upon operation of the
mouse 39 or operation of the keyboard 38, the MPU 31 refers
to the image-related information and to the "allocation of
mouse operations" (Fig. 7(b)), and determines whether or not
the corresponding operations are defined. When the
corresponding operations are defined, the MPU 31 reads out
the pointer information corresponding to these operations,

and accesses that pointer by entering the pointer into the

browser 303. Upon receipt of the file returned from the
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9. A machine-readable nmediumin which information providing programis
recorded, wherein: the information providing programinstruthgrii@00anput er
to generate intrinsic identity informati on neeting an access, when

prescri bed i mage data are provided to a term nal connected via a network,
fromsaid termnal; to add the thus generated identity information to said
prescribed image data; and to record the corresponding relationship between
said added identity information and the inmage data containing the added
~identity information. 10. An information use term nal conprising: inmge
data acquiring neans whi ch acquires inmage data containing added intrinsic
identity information froman informant server providing at |east inmage

dat a; i deTREYSE | HE oFeRROPE eike r bioe | agcepandenhinht éxhr ache Mayd3identity
information-fromthe image data acquired by said i nage data acquiring
‘neans; nERRCYRS ridipiestsaveddailaginf acherdange Wath byenaticfiyhing said

i nf or mant rver of said extracted identity information; and 50 1 Apri
2004 i madé LUPER I FrAnEC whhe hcproendesaneageldatadhahiisg tadeed new
identity information in response to the request for updating fromsaid

i nf or mant S8 VMG SRR PG FREE IR dEA YA, allocaped ntor arpLlonalidtyt efni nal
accordin%éé{éﬂgjn110, conpri sing: a nmanagi ng neans whi ch nmanages said
acquired 1Thage data in response to the identity information extracted by

|Sﬁ:‘ gr'rer:; ir[g:ﬁ}ééﬁ.gfi@%?amplfes Aogaaccr:]icgseyggdgr? grrrnrgtc:“igzq1 bglmle?:r]] an.

A specific example of operation made when accessing an
information pointer will now be described. An example of
the "telop display" shown in the action table of Fig. 7(b)
will be described here. Fig. 9 is a descriptive view of
_telop display operations. When defining the "telop display"
in the action table, the pointer storing the telop téxt file
is specified in the corresponding pointer information, and
simultaneous accomplishment of storage of the text file in
the local disk upon downloading the information image file
is specified in the action table. Action (control code) of
telop display is specified. For the allocation of mouse
operations, for example, single click of the left button is
specified (these settings are made usually by the
information image provider on the server side).

When the information image file having the image-
related information is supplied from the browser 303 to the
image data process 304 in the terminal unit 30, the MPU 31

refers to the image-related information, and begins

accessing the pointer having received the specification of
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programis

recorded for: acquiring i mage data having added intrinsic

identity information fromthe informant server which provi deapat2dogast

i mage dat a;

extracting said identity information from said acquired i mage

data; requesting updating of the inage data by notifying said infornmant

server of said extracted identity information;

. . . . : : : for
havi ng added new identity information in response to this request
updati ng, thereby updating the i mage data. 51 1 April 2004 13. An

“information providing systemaccording to claiml, 2, 3 or 4, wherein said

: Y . . : b t hod
i mge data are publicity inmge data. 14. An information providing ne
accgrding to claim5, wherein said inage data are publicity inmage data. 15..

An identif

VOrAPST mat TR BE¥EN§ilei bfatedodi ng Howellaiaded, Aveer aine sai d

i'mage data are publicity inmage data. 16. A machi ne-readabl e recording

medi um aBESVEFnGOrEcEPANAIng doorthet, petevteim saidl timgeamiat bs as€o Pl i City

| mge dat a.
. in

la 1 ril 2004

.the local HDD 33

Subsequently, when the user operates the mouse 39, and

selects.the image displayed in the window 402 of the image

data process by clicking, the MPU 31 refers to the image-

related information corresponding to the selected image, and

confirms that the control qode defined in the action table

is the "telop display". Then, a long and slender window for

telop-display is displayed in the area of window of the

image data process (or outside the area) as shown in Fig. 9

’

and the telop text read out from the HDD 33 is scroll-

displayed in this window. As shown in Fig. 9, when a

plurality of images 405 are supplied, it is also possible to

display different telops in response to the images selected

by the mouse 39.

[Supply of information image file to image data process]

In the above-mentioned embodiment, supply of the

information image file to the image data process has been

described as being capable of being accomplished through

drag—ahd—drop operation from the window 401 of the browser

to the window 402 of the image data process. Other methods

of supply will be described here.

(1)

Drag-and-drop from menu

Fig. 10 is a descriptive view of drag-and-drop
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17. An informant server unit according to claim@8, wherein said i mrage data
are publicity image data. 18. An information use term nal atagridioog to
claim10 or 11, wherein said imge data are publicity image data. 19. An
accounting unit conprising: receiving neans which, in the presence of inage
data containing added identity information neeting an access from an
information use termnal, receives said image identity information
extracted by said information use termnal fromthe image data from said
“information use termnal, and receives termnal identity information of
said informati on use term nal; storage neans which correl ates and stores
sai d ina%e identity information and said termnal identity information
recei ved °Bfreftd oPe&&OW fGenbens;- aRd ahfeoadyt baplpiaedSsSithe MRaRS s4hi ch
deternin? .Whet her or not the same conbination of inmage identity
i nf ormat | %ﬁréﬁdmﬁélﬁﬂieﬁl&mi G&reilt ysi Wiepdatiesh thas lalgleiady teen-sgor ed in
t he storgﬂgtnean%, %o that accounting is not nmade when said conbination is
st or ed, Q8cBEntPRgMPE sRad® wiads faméndoriffiematficon addinog smtored. 52 1
Apri | 2094F20. An accounting uni.t conprising: receiving neans which, in the
i

presence™0f °FB§&°HatB286ntEi feh§cade d Hode Atier youdeoritat | Ghemeetiung an

access f Lpformation use termnal, receives said inmage identity
i nf or mat ?Q? %ggﬁggt %g%8§m§§i18ni AfeefatiSofedsstes Mmareviomahe i mage data

R s e e e RO N (A
Fmge. | dontr SR rr ot T an Su ol dRBeE AR ROGReL T r RRTE it h
sai d i mgenkdent Ly .1 nfe MRt apte Saldrt §50L0RL ST gRAL I LY [LntQrmation; and
drag-and-drops the menu item for adding information image |
into the window 402 (second management area) of the image
data process, the MPU 31 detects this operation and refers
to the image-related information (Fig. 7(b)). When tﬁe
control code of the action table corresponding to the.
operated menu item is checked up to confirm that it is
"image addition", accessing the corresponding pointer is
started. When a new information image fiie is downloaded
from a prescribed server -in response to this access, the MPU
31 supplies the newly downloaded information image file to
the image data process 304, as in the processing of
supplying an information image file from the browser 303 to
the image data process 304.
According to this method, in which a new information

image file is supplied, there is available an advantage that

it is not necessary to start up the browser for each run of

operation.
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i nformation processing neans whi ch determ nes whether or not the sane
conbi nation of inmage identity information, term nal identityAprif2o0dati on
and the receiving date has already been stored in the storage neans, so
t hat accounting is not nmade when said conbination is stored, and accounting
i s made when said conbination is not stored. 21. An accounting unit
according to claim19 or 20, wherein: user identity information of the user
using said information use termnal is used in place of said ternlna
“identity information. 53 '
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- 10H effective diffusion of the information. ;
(3) Drag-and-drop from an arbitrary folder

The informatién image file once copied on a prescribed
folder from the browser or the mail software may be.supplied
by drag-and-dropping the same from that folder (first
management area) to the window 402 (second management area)
of the image data process. The MPU 31 detects drag-and-drop
operation from an arbitrary folder to the window 402 of the
image data process, aﬁd supplies the information image file
to the image data process 304 as in the above—mentioﬂéd case
of drag-and-drop processing from the browser.-
(4) Supplying method other than drag—and—drbp
Supply of the information image file to the image data

procéss 304 is achievable also by using another operation in
place of the above-mentioned drag-and-drop operation. For
example, the information image file may be supplied to the
image data process 304 as a result of MPU 31's detection of
the fact that the information image file managed outside the
image data process 304 was clicked. The information image
file may be supplied to the image data process by copying
the information image file managed outside the image data
process 304 onto a clip-board, and subsequently, when the

information image file is pasted to the window 402 of the
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image data process from the clip—board; causing the MPU 31
to detect this operation.
(5) Supply from a recording medium such as CD-ROM

The information image file may also be supplied from a
machine-readable recording medium such as a CD-ROM. In this
case, the information image file displayed in the folder
(first management area) of the CD-ROM may be supplied to the
image data process 304 (second management area) through
already described drag-and-drop operation, a click operation,

or a copy-and-paste operation, or the information image file
mMay be supplied to the image data process 304 by
automatically starting up an installer upon starting the CD-
ROM, and causing this installer to supply the information
image file recorded in the CD-ROM or thé like to the image
data process 304. When an installer supplies an information
image file, the installer may inspect the information image
file already supplied to the image data process 304, and
selects only the information image files not as yet supplied
to supply the same to the image data process 304.

According to this method, it is possible to circulate
the information image file as a supplement to a magazine, or
distribute the same to many and unspecified users for use.
[Structure of first and second management areas]

The first management area and the second management

area may be provided by windows (processes, programs)
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presented.

Fig. 11 illustrates an embodiment in which the window
401 of the Web browser and the window 402 of the ‘image data
process are provided by a single program; a display
selecting tab at the top of the window is selected through
operation of input means 35; and the selected side window is
selectively displayed on the screen. First, the information
image file 404 displayed in the window 401 of the Web
bréwsér is accessed and registered in the window 402 of the
image data process on the background. Access to the |
information image file 404 can be made by any of the
aforement%oned methods. Then, the window 402 of the image
data process is displayed by operating the display selecting
tab through the input means 35. This makes it possible to
access the information image files already registered in the
image data process. |

Fig. 12 illustrates a case where frame-structured
display windows are provided, one as the window 401 of the
Web broWser, and the othef as the window 402 of the image
data process. In this case, it is easy to conduct an
accessing operation of drag-and-dropping the information
image file 404 from the frame 401 of the Web browser to the

frame of the image data process. It is of course possible,
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however, to supply the information image file to the image
data process by any of the aforementioned accessing methods.

In Fig. 13, when making an access to the information
image file 404 displayed in the window 401 of the Web
browser, processing means 31 starts up a plug-in previously
implemented in the Web browser. Any of the aforementipned
accessing methods to the information image file may be
adopted. The started plug-in adds management of a new
information image file to a local HTML file stored
previously in storage means 33 as a second management area.
After addition of the new information image, the local HTML
file is deployed as a second management area 402 in the Web
browser. When deploying the local HTML file in the Web
browser, the broWser may be an existing Web browser, or a
new Wéb browser may be started up and separately deployed.
[Encryption of image-related information]

Encryption of the image-related information to be added
to the image data will now be described.

[Encryption in server unit]

The identity information adding process 205 of the
server'unit 20 has a function of adding image-related
information to be added to the image data after encryption.
The encryption algorithm is updated at prescribed time
intervals. By enérypting the image-related information, it

is possible to prevent a third party from using the image
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lated information.
[Encryption in terminal unit]

In the terminal unit 30, when referring to the image-
related information added to the image data, the MPU 31
decodes the image-related information. The decoding
algorithm is previously stored in the HDD 33 in a manner
corresponding to the encryption algorithm in the server unit
20. However, since the encryption algorithm of the server
unit 20 is updated at certain time intervals, it is
nedessary to update the decbding algorithm of the terminal
unit 30 so as to meet the encryption algorithm when updating
the encryption algorithm of the server unit 20.

[Update of decoding algorithm]

The server unit 20 manages versions of the decoding
algorithm stored in the terminal unit 30 in a database for
each ID (IP address and the like) of the terminal unit.

When updating the encryption algorithm of the image-related
information in the server unit 20, flags are provided for
IDs of all the terminal units. For a terminal unit
subsequéntly making access to the server unit 20 having a
flag corresponding to the ID of that terminal unit, a
decoding algorithm corresponding to the new encryption

algorithm is transmitted for update, and flags corresponding

to IDs of the terminal units for which update has been
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in the HDD 23 of the server unit.

The image data process 304 has a function of trying to
decode the image-related information contained in an
information image file upon supply of ﬁhe information image
file, and checking up whether or not the data structure of
the decoded image-related information is normal. If the
data structure after decoding is not normal, supply of that
information image file is discontinued. As a result, it is,
possible to prevent supply of an illegally modified
information image file. Determination of an illegal
information image file may be based on the.identity
information added to the image data.

[Accounting process]

The accounting method applied when supplying the
~information image file from the browser to the image data
process 304 will now be described. Accounting is conducted,
when'supplying the information image file from the browser
to the image data process 304, by that image data process
304 réquesting accounting process by accessing the server
unit 20. |

The access log (generation log) described in the
embodiments of the invention is generated under condition
that the information image file has been supplied from the

browser to the image data process 304 in the terminal unit
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30. That is, when the information image file is supplied to
the image data process 304, the MPU 31 extracts the identity
information embedded in the information image file from the
supplied information image file, and transmits this identity
information and the file name of the information image file
to the server unit 20. The server unit 20 correlates the
received identity information and the image file name with
the accessing terminal IP address, the host name, and the
date and time of access, and generates a generation log (Fig.
'3) described above. Therefore, the fact that the
information image file was supplied to the image data
process in the terminal unit 30 is recorded in the access
‘log of the server unit 20.
[Accounting process (1)]

The first accounting method comprises accounting only
for the first supply and not accounting for the second and
subsequent supplies when the same information image file is
supplied through the same terminal (or the same user, or
image data process 304 having the same ID). When an
information image file is supplied to the image data process
304, the MPU 31 of the terminal unit transmits intrinsic
identity information imparted to the information image file
and the file name of the information image file to the

server unit 20, and proposes accounting to the server unit

30. Upon receipt of the proposal of accounting, the MPU 21
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109%& () - lof10%& (Jer vEOH WrOHC prtdgernd§ ABIG@IP address of the accessing
terminal and the host name, as well as the received identity
information and the image file name with those recorded in
the generation log, and determines whether or not the same
information image file has ever been supplied at the same
terminal to the image data process 304 in the past. As a
result, if the same image file has been supplied, accounting
is not made for the current supply. On the other hand, if
the same information image file has never been supplied to
the image data process 304 at the same terminal, the supply
is subjected to accounting as a new supply.

‘[Accounting method (2)]

The second accounting method is the same as the first
accounting method except that, even for a supply of the same
information image file at the same terminal, accounting is
made if it is a supply on another date. A conceivable usage
of the information image file is that, within an effective
period, free contents service is available. In such a case,
if the same information image file can be supplied
repeatedly without accounting at the same terminal, the
effective period for the free contents service would lose
its meaning. Therefore, even for the supply of the same
information image file at the same terminal, one on another

date is subjected to accounting.

When the information image file is supplied to the

42



10H FOA0%& ()-sS10%&' ()-910%& ()- 10%& ()-  &Y10%&' ()-LSYd0%J& ()-/fdf Wyggh
) hdEK@ 10H8s109%&' () - 6! 109& ()-4z 109%& ()-s210%& ()-s 1 April 2004

+"109& () -L@10%& ()-)h, h-h.h/h<hghhhbC

10HRYA0%&: () - GRI0% & ()-y10% & ()-"@0% & ()- 10 10 10S< o

10%&' ()-hh.iiyjjjdEbC 10HLL$(%‘?&:&' ()-8&10% & ()-10% & ()- > 10% & ()-

% & ()-9109% & ()-j kkUkkk \ o \ N
igl-/l(;)L-g)lode&' ()-Q{+JL10%'&' ()-"y)"10% & ()-& 10% & () - %10% & ()- #10% & ()
~-k+lclll1(mlEbC 10Hs8f .

10% & ()-gG! 109 & ()-L510% & ()-s310% & ()-s313109% & ()-s@s! 10% & () - (mrm
m m m nmi nSnbC 10H&YA.09%0&' () - z&MA0% & () - z8&YA0%& ()-zI",10% & ()- 10" 10
10" @10%La@R- Serido B)QPERFC 3IHLIthe MPU' 31 of the terminal unit
109 & ()-L!10% & ()-9S%0%&' ()-9s!10% & ()-9 |
0% & () Frareumdte) Hhse prprims idEbic <roHs6) Jﬂ%agrrﬁa)tﬂcﬁi%ﬁap?a;fﬁed}’ﬂé 1088 & () -
10% & (l L9409 & ()-#9%40% & () mfrrrrrr'rr/sbc 10H&S109%& ()- f
: 10%5&' () IPEPFmsEion impge il and 109 & ()e geard 098 &me)-ixsgcssfsat:t@dEbC

10H9L%10%) mage file to the server unit 20, and proposes accounting to
the server unit 30. Upon receipt of this proposal of
accounting, the MPU 21 of the server unit compares £he IP
address of the accessing terminal and the host name, as well
as the received identity information and the image file name
with those recorded in the generation log to see whether or
not quite the same data have been fegistered on the same
date. As a result, if it is registered on the same date, no
accounting is made. On the other hand, if it is not |
registered on the same date, the current supply of the
information image file is subjected to accounting.
[Accounting method (3)]

In the same method as the first and second accounting
methods, the same user may be determined, not with the same
terminal. In this case, a user authentication organization
'(function) is provided in or outside the server unit 290.
When access is requested from the terminal unit 30 to the
server unit 20, the user authentication organization
requests authentication to the user, and permits access to
the server unit 30 when user authentication is properly
conducted. According to this method, it is possible to

identify the user. It is therefore possible to determine,
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file has ever been ‘supplied to the image data process 304 in

the past.

for embedding the image-related information in the
information image file (icon), there are available the
method of icon-type packaging described above, and °
implementing in the form of a package by use of Java
(trademark) applef or ActiveX (trademark) control.ﬂ“The Java
applet and the ActiveX control are program units permitting
execution of browser software such as Netscape (trademark)
or Internet Explorer (trademark). The execution codes
thereof are written in Java intermediate code for thé Java
applet, and in CPU native cbde for the ActiveX control, and
the browser can start execution in the both cases. Both the
Java applet and the ActiveX control permit graphic display
on the browser display screen. When using Java applet or
ActiveX control, an applet for image display alone is
provided in place of the icons'having embedded related
information. 1In place of display of these icons by use of
tags on the browser (IMG), it suffices to cause
impleméntation of the applet by using (EMBED) or (APPLET).
Embedding of the related-information may be accomplished in

the program form in the both cases.

Industrial Applicability
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According to the present invention, intrinsic identity
information is generated in response to an access from a
terminal. The generated identity information is added to
prescribed image data provided by an information providing
server unit, and the corresponding relationship between the
identity information and the image data containing the added %
identity information is recorded. By referring to this
corresponding relationship, it is possible to obtain
information regarding user access corresponding to the
identity information added to the image data, such as the
address of the terminal used by the user, the time of access
and the like. It is therefore possible to relativelyleasily
conduct an investigation of access status from the terminal.

In another aspect of the invention, by providing
identity information adding means separately from the
information providing server unit, it is possible to
individually set access limitation, and to improve setting
flexibility.

In still another aspect of the invention, by acquiring
the image data containing the added intrinsic identity
informaﬁion from the information providing server unit, and
extracting the identity information from the thus acquired
image data, it is possible to perform management of the

image data meeting the identity information.

For example upon updating image data, by requesting
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processing to the information providing server unit by

- transmitting this identity information, it is possible to

obtain image data corresponding to the identity information

or information meeting user access, and it becomes easier to

select a processing corresponding to the information.
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1. An information providing system having an informant
server unit providing at least image data via a network, and
a terminal acquiring image data provided by said informant
server unit, comprising:

identity information adding means which generates
intrinsic identity information meeting an access from said
terminal, and adds the thus generated identity information
to prescribed image data provided by said informant server
unit; and

identity information recording means which'recoras
corresponding relationship between the identity information
added by said identity information adding means and the

image data containing the thus added identity information.

2. An information providing system according to claim 1,
wherein said identity information adding means generates
said identity information on the basis of at least an

address of said terminal on the network.

3. An information providing system according to claim 1,
wherein said identity information adding means generates
said identity information on the basis of at least an access

time from said terminal.
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separately from said informant server unit.

5. An information providing method providing at least
image data from an informant server unit to a terminal via a
network, comprising the steps of:

generating intrinsic identity information meeting an
access from said terminal;

adding the thus generated identity information to
preédribed image data to be transmitted by said infofmant
server unit; and

recording a corresponding relationship between said
added identity information and the image data containing the

added identity information.

6. An identity information adding unit comprising:

identity information adding means which, when an
informant server unit providing at least image data to a
terminal via a network provides prescribed image data,
generates intrinsic identity information meeting an access
of said terminal, and adds the generated identity
information to the prescribed image data; and

identity information recording means which records the
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image data containing the added identity information.

7. A machine-readable medium in which an identity
information adding program is recorded, wherein:
the identity information adding program instructs an
informant server unit which provides at least image data to
a terminal via a network to generate, upon providing
prescribed image data} intrinsic identity information
meéting an access of said terminal;

to add the thus generated identity information fo said
prescribed image data; and

to record thé corresponding relationship between said
added identity information and the image data containing the

added identity information.

8. An informant server unit providing at least image data
to a terminal connected via a nethrk, comprising:;

identity information adding means which generates
intrinsic identity information meeting an access from said
terminal, and adds the thus generated identity information
to prescribed image data provided by said informant server
unit; and

identity information recording means which records the
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corresponding relationship between the identity information
added by said identity information adding means and the

image data containing the added identity information.

9. A machine-readable medium in which information providing
program is recorded, wherein:

the information providing program instructs a computer to
generate intrinsic identity information meeting an access,
when prescribed image data are provided to a terminal
connected via a network, from said terminal;

to add the thus generated identity information to said
prescribed image data; and

to record the corresponding relationship between said added
identity information and the image data containing the added

identity information.

10. An information use terminal comprising:

image data acquiring means which acquires image data
containing added intrinsic identity information from an
informant server providing at least image data;

identity information extracting means which extracts
said identity information from the image data acquired by
said image data acquiring means;

means for requesting updating of the image data by
notifying said informant server of said extracted identity

information; and
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the image data.

11. An information use terminal according to claim 10,
comprising:

a managing means which manages said acquired image data
in response to the identity information extracted by said

extracting means.

12. A machine-readable medium in which an information’ use

program is recorded for:

acquiring image data having added intrinsic identity
information from the informant server which provides'at
least image data;

extracting said identity information from said acquired
image data;

requesting updating of the image data by notifying said
informant server of said extracted identity information; and

providing the image data having added new identity
information in response to this request for updating,

thereby updating the image data.
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13. An information providing system according to claim 1,

2, 3 or 4, wherein said image data are publicity image data.

14. An information providing method according to claim 5,

wherein said image data are publicity image data.

15. An identity information adding unit according to claim

6, wherein said image data are publicity image data.
16. A machine-readable recording medium according to claim

7, 9 or 12, wherein said image data are publicity image

data.
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18. An information use terminal according to claim 10 or 11,

wherein said image data are publicity image data.

19. .An accounting unit comprising:

receiving means which, in the presence of image data
containing added identity information meeting an access from
an.information use terminal, receives said image identity
information extracted by said information use terminal from
the image data from said information use termihal, and
receives terminal identity information of said information
use terminal;

storage means which correlates and stores said image
identity information and said terminal identity information
received by the receiving means; and

information processing means which determines whether
or not the same combination of image identity information
and terminal identity information has already been stored in
the storage means, so that accounting is not made when said

combination is stored, and accounting is made when said

combination is not stored.
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20. An accounting unit comprisings:

receiving means which, in the presence of image data
containing added identity information meeting an access from
an information use terminal, receives said image identity
information extracted by said information use terminal from
the image data from said information use terminal, and
receives terminal identity information of said information
“use terminal;

storage means which correlates and stores a date on
which the receiving means received said image identity
information and said terminal identity'information, with
said image identity information and said terminal identity
information; and

information pProcessing means which determines whether
Oor not the same combination of image identity information,
terminal identity information and the receiving date has
already been stored in the storage means, so that accounting
is not made when said combination is stored, and accounting

is made when said combination is not stored.

21. An accounting unit according to claim 19 or 20,

wherein:

user identity information of the user using said
information use terminal is used in place of said terminal

identity information.
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